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OUTBREAK: THE FIRST FIVE VICTIMS OF THE STUXNET WORM
I Age n d a The infamous Stuxnet worm was discovered in 2010, but had been active since at least 2009,

The attack started by infecting five carefully selected organizations
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I ICS Network:
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I Note :

¥ Anair gap is a cyber security measure for securing a computer network by physically isolating it from
other networks such as the public internet or another unsecured local area network:

I Note :

¥ Examples of networks or systems that may be air-gapped:

Military Defense Systems

Financial Systems (Stock Exchange)
Industrial Controls Systems (SCADA)
Critical Infrastructure

o  Power Plants

o  Refineries
o  Traffic Control - Airports
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I Airgap Network:




I Airgap Network:

We can infect air gapped networks via
different ways like

of , but how we

can communicate with our malware
inside the air gap netowkrs?




I Airgap Network:
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