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Phase 3—Gaining Access

Phase 4—Maintaining Access
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Phishing Attack
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1. Legitimate DNS Request Destined for DNS Server
2. Fake DNS Reply from Listening Attacker
3. Victim begins communicating with malicious site as a result
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Attacker creates a malicious Web
page containing a malformed
media file (.AVI) also known as
KB971778 and CVE-2009-1537 /

[
“/V L
-

User is enticed to visit malicious Web
page, invoking malformed media file,

which downloads data stealing trojan
‘v.r k

\

Data stealing trojan captures
entered information and
sends it to an attacker

b
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