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Abstract— Based on the analysis of the pixel value difference 
(PVD) histograms of the cover and stego-images, a special 
steganalyzer is proposed for the edge adaptive image 
steganography based on least-significant-bit matching revisited 
(EA-LSBMR). The EA-LSBMR steganography utilizes the 
sharper edge regions within the cover images to embed the 
secret message firstly, which achieves a higher security. 
However, there exists unavoidable weakness: abnormal 
increasing at some position of the PVD histogram. The special 
steganslytic method is designed using the weakness of the 
EA-LSBMR steganography. Extensive experimental results 
show that the proposed method can defeat the EA-LSBMR 
steganography effectively. 

I. INTRODUCTION 

As an important technique of information hiding, 
steganography has already been widely used in the field of 
information security. It is an art of embedding secret messages 
into cover-objects (such as digital images and videos), without 
arousing the third party’s suspicion. On the other hand, 
Steganalysis is the set of techniques that are aimed to 
distinguish between cover objects and stego objects. Generally 
speaking, if the steganalytic algorithm can give a higher 
probability than random guessing to judge whether a given 
object is cover or not, the steganographic system is considered 
broken. 

Spatial-domain least significant bit (LSB) embedding is 
the simplest and most common steganographic algorithm. 
LSB replacement, as its name suggests, works by replacing the 
LSB planes of a cover image by the message bits. In the 
process, the Pair of Value (PoV) artifact in the histogram of a 
stego image is introduced, which allows various steganalysis 
methods to attack LSB replacement successfully, such as 2χ  
attack [1], regular/singular groups (RS) analysis [2], sample 
pair analysis [3] and the general framework for structural 
steganalysis [4]. 

A trivial modification of LSB replacement is LSB 
matching (LSBM) [5] in which one is randomly added to or 
subtracted from the corresponding pixel value if the message 
bit to be embedded does not match the LSB of the cover pixel. 
So the pair of value artifact in the histogram introduced by 
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LSB replacement is avoided, and the security of LSB 
matching is improved. Therefore, the steganalysis methods 
mentioned above are ineffective in detecting the LSBM. In 
recent years, several steganalytic algorithms have been 
proposed to detect the LSBM [6]-[12]. Meanwhile, some blind 
steganalytic methods [13]-[16] also can be used for detecting 
the LSBM with relatively high detection accuracy. 

In [17], Mielikainen proposed a new steganographic 
algorithm called LSB matching revisited (LSBMR), which 
used a pair of pixels as an embedding unit. For LSBMR 
steganography, the LSB of the first pixel in the unit carries one 
bit of secret message, and the relationship of the two pixels 
carries another bit of secret message. So it makes fewer 
changes to the cover image than LSBM with the same payload 
and is thus more difficult to detect. 

In fact, all of the above-mentioned algorithms, including 
LSB replacement, LSBM and LSBMR, are designed without 
considering the relationship between the image content and 
the size of secret message. We know that the different regions 
of a cover image have different capacities for hiding the 
message. Obviously, the regions which have complex texture 
can bear more secret messages than flat regions and they are 
harder to classify as a result of presenting more complicated 
statistical features. Based on the observation above, Luo et al. 
[18] proposed an edge adaptive scheme and applied it to the 
LSBMR-based method. The scheme embeds the secret 
message into the sharp edge regions firstly according to a 
threshold determined by the size of secret message and image 
content, in which the cover image is divided into 
nonoverlapping blocks of Bz  pixels in advance. 
Extensive experimental results show that Luo’s algorithm is 
more secure than others, such as, LSB replacement, LSBM 
and LSBMR. This paper focuses on the steganalysis of 
EA-LSBMR. 

Recently, Tan [19] pointed out that LSBMR 
steganography introduces intrinsic statistical imbalance in 
secret message embedding process and constructed a 
dimensionless discriminator using B-spline smoothing which 
can detect the LSBMR steganography successfully. 

Up to now, there is no targeted steganalysis method 
proposed capable of detecting EA-LSBMR effectively, 
especially with a relative low payload. In this paper, we 
propose a steganalysis algorithm that exploits the fact that the 
PVD histogram of the image abnormally fluctuates due to the 
message embedding using EA-LSBMR steganography. 
Extensive experimental results indicate that our proposed 
scheme has superior performance, especially when the 
payload is low. 
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( )The rest of this paper is organized as follows. The 
EA-LSBMR steganography is described in Section II as well 
as the proposed steganalytic method for the EA-LSBMR 
steganography. Experimental results are shown in Section III 
and Section IV concludes the paper and outlines future 
research directions. 

II. THE PROPOSED METHOD 

A. Weakness of EA-LSBMR steganography 
For the convenience of explanation, let the cover-pixel, 

stego-pixel and threshold be ix  , ix′  and T, respectively. In 
[18], we know that if 1i ix x T+′ ′− <

)1,i i

 after EA-LSBMR 
steganography, the pixel unit ( x x +′ ′

( )1,i i

 need to be readjusted 
as x x +′′ ′′

( ) ( )

 using (1): 
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There are two cases to readjust the embedding units after 
data embedding. Without loss of generality, assume that 

. If 1i ix T+= − =d x , 

1 1 1i id x x d T T+′ ′ ′= − = − = − <

i

, for any 
x′ 1i and x +′ i, x′ 1i, x +′ ∈

)0,l iR x′= ⎡⎣

[0,255], we let 

, ]( 1, 255r iR x +′= . Since 256l rR d R+ + = , 

then we get 256 31 225l rR R+ ≥ − =

l rR

. Therefore, there must 

exist a region R  or  which satisfies 4lR ≥ or 2rR ≥ . 
The two ways to readjust the pixel units are listed as follows: 

Case 1: If 2rR ≥ i i, let x x′′ ′= 1ix +′′ = 1 2ix +′ +, ≤255 (k1=0, 

k2=0) then . d′′ = 2 1 2 1d T T T′ + = − + = + ≥

Case 2: If 4 & 2l rR R≥ < i, let x′′ = 4 0ix′ − ≥ 1i i, x x +′′ ′=  

(k1=-1, k2=0) then . d′′ = 4 1 4 3d T T T′ + = − + = + ≥

Here is an example to explain the readjusting process. 
Suppose the pixel embedding unit ( ) ( )1, 58,53i ix x + =

1i = , 1 1i + =  5
, the 

secret messages m m and the threshold T = , we 
have 1 5i ix x T+ − = ≥  a ( )LSB 58 0 imd = nd = ≠
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 according to LSBMR steganography. The 
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d . We need to readjust 
the pixels according to (1) and get , , namely, 
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It is easy to get that 57 51 6d ′′ = − = , LSB 57 im=  

and
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. Based on the new 

pixels ( )1,i i′x x +′ ′′ , the receiver can extract the secret message 
correctly when T=5. 

From the example above, it can be observed that the 
number of embedding units whose absolute differences equal 
to 5 will decrease by one and meanwhile the number of 
embedding units whose absolute difference equal to 6 will 
increase by one. It is believed that the pixel value difference 
(PVD) histogram of a stego-image will abnormally decrease 
on some position and increase on the other position as the 
number of readjusting embedding units increases. In order to 
get the minimal pixel modifications, the absolute differences 
of most of the embedding units become T+1 after readjusting. 
Fig. 1 depicts the PVD histograms that have obvious artifacts 
which are generated by EA-LSBMR steganography. The 
abnormally decreasing and increasing appear in the PVD 
histogram of the stego-image at some certain point (such as 
decreasing at 5 and increasing at 6 in Fig. 1 (b)). 
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Figure 1. The ‘Lena’  image and its PVD histogram after 30% embedding. (a) 
‘Lena’ image. (b)  PVD histogram of ‘Lena’  image after 30% embedding. 

As is shown in Fig. 1, the fluctuations symmetry appearing 
in the PVD histogram of the stego-image are obvious, which 
can be utilized to design a steganalysis algorithm to reliably 
detect the EA-LSBMR steganography. 
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B. Feature extraction 
Based on the fact that the value of PVD histogram 

abnormally fluctuates at the symmetry position, as is shown in 
Fig. 1 (b) , the symmetry differencing feature derived from the 
PVD histogram is extracted. Let the PVD histogram and the 
size of the image be h and M×N. Because the threshold 

[ ]0,31T ∈ (, the )h d 32 32d− ≤ ≤
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,  is taken into account. 

Let M be the set of the m which satisfies (2), then the 
feature D is calculated according to (3).  

                          (2) 
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let D=0, when there is no value satisfy (2). 
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Figure 2. Distributions of the features for cover and stego images over image 

database NRCS. (a) Dotted diagram. (b) Histogram. 

Fig. 2 illustrates the distributions of the steganalytic 
feature values of stego-images over database NRCS [20] with 

the embedding rate of 20%. It can be seen that there is a great 
statistical difference between the cover and stego images, 
which indicates the proposed feature works well in detecting 
EA-LSBMR steganography. 

III. EXPERIMENTAL RESULTS 

A.  Experimental setup 
We randomly select 1000 images from the image 

databases NRCS [20] and UCID [21], respectively. In total, 
there are 2000 uncompressed color images. These images in 
databases NRCS are first center-cropped into small blocks 
with size of 512×512 and then all 2000 images are converted 
into gray-scale images. 

In this paper, the AUC value which represents the area 
under the receiver operation characteristic (ROC) curve is 
used to evaluate the performance of steganalytic algorithms. 
The ROC curves of steganalyzers with only 1-D feature can be 
obtained by changing the classification threshold directly. 
While the ROC curves of all the steganalyzers with 
multi-dimensional features are got by support vector machine 
(SVM) classifier with the Gaussian kernel 

(( ) )2

2
, expk x y x yγ= − − 0γ, > . The images are randomly 

divided into two equal parts, one for training and the other for 
testing. We use five-fold cross-validation on the training set to 
choose the best penalization parameter C and the kernel 
parameter γ  in the following grid, and then use the trained 
classifier to classify the testing set. 
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⎨
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                         (4) 

B. Comparison with the prior art 
The algorithm in this paper is compared with the method 

proposed by Li et al. named LLPDF [14] and the subtractive 
pixel adjacency matrix (SPAM) method [15]. For our tests, all 
images are embedded at 10%, 20%, 30%, 40%, 50%, and 75% 
of the maximum embedding capacity using the EA-LSBMR 
steganography. We classify cover-images and stego-images 
using the algorithm proposed in this paper and the subtractive 
pixel adjacency matrix method.  

TABLE I. AUC VALUES OF DIFFERENT STEGANALYZERS FOR EA-LSBMR 
WITH EMBEDDING RATES OF 10%, 20%, 30%, 40% AND 50%, RESPECTIVELY. 

Data
base 

algorith
m 10% 20% 30% 40% 50% 

LLPDF 0.5020 0.5122 0.5390 0.5709 0.6140

SPAM 0.5032 0.5054 0.5078 0.5291 0.6036NRCS

Proposed 0.9909 0.9949 0.9911 0.9859 0.9938

LLPDF 0.5161 0.5619 0.6481 0.7523 0.8434

SPAM 0.5042 0.5115 0.5910 0.7230 0.8426UCID

Proposed 0.9855 0.9784 0.9474 0.9109 0.9037
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 Based on the minimal risk principle, the best classification 
threshold is obtained to classify the the features extracted 
using the proposed algorithm, while the features extracted by 
SPAM are classified using SVM classifier. Finally, we 
achieve the test results as shown in Tables 1. 

From table I., we can see that the proposed steganalysis 
algorithm can effectively detect the existence of the hidden 
message especially in low embedding rate. Compared with 
LLTCF and SPAM, our proposed method performs the best 
under all circumstances. 

IV. CONCLUSION 
This paper proposes a targeted steganalysis method to 

defeat EA-LSBMR. For the EA-LSBMR steganography 
introduces abnormal fluctuations to the PVD histogram of the 
stego image, the PVD histogram of a stego-image will 
abnormally decrease on the threshold T and increase on the 
position of T+1. A steganalytic feature set is characterized 
through analyzing the differences of the PVD histograms 
between the cover and stego images. Experimental results 
show that the detecting performances of our proposed method 
are relatively better comparing with previous steganalysis 
algorithms. In future works, the proposed specific steganalysis 
will be researched to detect other adaptive steganography that 
designed based on the differences of consecutive pixel pairs. 
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