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Part 1 

Information Technology (IT) 

,,.:...._ I I - .r . 
..a.~~- , •:J>)l ~ .1 .._.;-{JeW./! 

c J\s.....,_..,' ' 
-

1
• lgformation techm~togy(IT) is the applicatJOn_ofcomputers and telecommunications \ 

~ t~guipment tg store'," retrieve, tr~~it ailcf ll]8nipo1a'ee~a, often in the c6ntext of a business ~r 
other ent~rprise. The term~s GOmmon:!y used as a synonyJ;ll.f9r computers and computer 
networks, but i~~~~<!, ~nc~~s~es other"i&~matio? di.ftrlbutio.n technologies such as television 
and telephq_ne_s~everal JJl'Cltistne~_&e ~s~~ted wtth .mformatJp~chnqlogt.suc)).~s computer 
hardware, software, electronics, sernic<?nductors, internet, telecoinefuipment, e::C~l'hmerce and 

'.· l ~ -· ~ ' ~,- - " ' - / . / /"computer service~. '-".·, l,( '""" --:- v ., r '- ·,.~ =:.,._, -:Vj_/JJ! c../ c; 
----- ·...., ' ...,.,, 

v /r-::~ V' .::::::- ""~~;> .... ; G-~) I ~ 'f--:'_.Ll 
In a business,conlex~ the Information TechnologyAssociatiQP!of America has defined 
information technology as "tll'e~tud$f;ilesrgjt developm~t, apptrcati5'n, ihip'fert~ntatiqn_. support 
or management of comput~~based iryformation sysrems". The responsibilitie~ of those working 
in the field include network administration, software developmen~ and instillati_9n, and the 

' plannfng and managementoran organization's technology life cycle, by which hardware and 
software are m~~(( upgraded and,replaced, ~ :.. {, D. ' '0 ' 

f d' I ,-:- ' ,·,J, >9--,.1 .• - I 
~ A>c.rV ) ./ ~ 1 c. L_; ~ 1 p Y[,~ _, ( G • · 1, /1 (. >! ~ 'r. '-~ 

Humans have b~en storing, retrieving,'m~atlipulating and communicating information since the 
Sumerians in ~esdPo'tamia ~J{ed writing in about 300CfllC:-oijfthe term information 

.... . technology in its modem~tnse. ~rst~~~ed in a I 9~8 ~~icle ,E}lPrw~ in the Harvard Business 
(.--' Review; ~uthr.§!Harold .J. Leavttt and Thomas L. Whisler com~~nt~d that "the new technology -_../ 

does not yet ave a sil!.&!_e established name. We shall call it iJ1_fg.:m§l)i.on. technology (IT)." Their_ 'l 
definition consists1ofthree cat~gories such as techniques;for processing, the application of 

. statisti_gd ~nd mathematical ~ethods to decision:making and the simulation of higher-order 
c.·· thinking through com!)uter programs. v ·. ' ?-~, 

_;-;:~-- U,-~-::~·~ '),1, •. >V·/'.J'/~ ' .. i--1 
'i " V/ ·,/;_ . / , . ...,-

Based on the storage and processing technologies employed, it is possible to ~~_b.Jour 
distinct phases of IT development: pre-mechanical (3000 BC - I 450 AD), mechanical (I 450-
1 840), electromechanical (I 840-1 940) and electronic (1940-present). <l.l ~.0'"'/ 

.-r, ~.ol\ s Y\ (! d '? 
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Contents: 

Information Technology 

• 1 History of cotnputer technology 

• 2 Data storage 

• 3 Databases 

• 4 Data retrieval 

• 5 Data transmission 

• 6 Data manipulation 

• 7 Academic perspective 

• 8 Commercial and Employment perspective 

• 9 Ethical perspective 
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History of computer technology 
u· /-' .. - . . 

L' .'. '.-'~ ;•"'' '-·, \ • ' ' \ .' 

Devices have been used to ais:J computation for thousands of years, probably initially in the form 
of a tally ~!de. The Antikythera mechanism, datin~from about the beginning of the first century (_ 
BC, is general_!Y considered to ~et~e earlie~ known mechanical an~lo2: computer; it is also tne/ 
earliesfkpown geared mechanism. ~.Omp~rable geared devices did rro'f emerge in Europeuntil 
the 16th cen'tury, and it was not until 1045 tfiat the first mechanical calcUlator capable of 
performing the four b~si~ arithmetical operations was developed . 

Electronic computers, using either relays or valves., began to appear in the early 1940s. The 
electromechanical Zuse 23, completed in 1941, was the world's first programmable computer, 
and by modern standards one of the first machines that coulcroe considered a complete --­
computing machine. Colossus, developed during the Second World War to decrypt German 
messages was the first electronic digital computer. Although it was programmable, it was not 
general-purpose, being designed to perform onfya single task. It also lacked the ability to store 
its program in memory; programming was carried out using plugs and switches to alter the 
internal wiring. The first recognisably modernelectronic digital stored-program computer was 
the Manchester Small-Scale Experimental Machine (SSEM), which ran its first program on 21 
June 1948. 

/ . 
-- . L ~· c\._, ~ [. ' --- '; •? J , 

The development oftransistors in the late 1940s at Bell Laboi·atories allowed a new generation 
of computers to be 'deSigned with greatly reduced power consumpti6ri. The first commercTaUy 
available stored-program computer, the Ferranti Ma1·k I, contained 4050 valves and had a;.power 
consumption of25 kilowatts. Byco~~~ the first transistorised computer, developed-at the 
University of Manchester and operational by November 1953, consumed only 150 watts in its 
final version. - .- - ---

Data storage 

Early electronic computers such as Colossus made use of punched tape, ~ long strip of paper on 
which data was represented by a series of holes, a technology n.ow _gbsolei~. Electronic data 
storage, which is used in modern computers, dates from the Second World War, when a form of 
delay line memory was developed to remove the clutter frotn radarusign~Js, the first practical 
application of~iy~ was the mercury delay li9e;. '[J;_~rst ~al1~access digital storage device 
was the Williams-tribe, b115~9 on a standard cathode rax, tube, but the information stored in it and 
delay line memory wasfofitile in that it had to be coi!IriuOu~Il'_ refreshed, and thus was lost once 
power was removed. The earliest form ofnon-v()Latile computer storage was the magnetic drum, 
invented in 1932 and used in the Ferranti Mark I, the world's first commercially available 
general-purpose ele,~tronic computer. · .- ' ' · .- . · ' · - -~ · -- -

- ·- _..,... - t '> .I 

'-- / / ·- -' ' ·--~-- ,'' ~ -

• 
IBM introduced the first hard disk drive in 1956, as a component of their 305 RAMAC 
computer system. Most digital data today is still stored magnetically on hard disks, or optically 
on media such as CD-ROMs. Until 2002 most information was stored on analog devices, but that 

\~.:--_,,fv-.·· 6 c ,~' -' ? ~I c.__r~/-"-' v~.- .~::..->-· - · '_.- ·--· '· ,' ~,, · . 
- 1 ' -~ r er,_ ·. _L,_"" --. ' '· __ ,_ '· 

• G'-/ _::-·~-fJ..-'_!;.- -'-''-'\.."' ~'-2' c:> <.· _ •. r':::L.:..P' ~-·;J..""'' _,· • ~ ,.'1)'-l -. -. --'/ .. . .,:) ..... / } / ' \.___./ - ) -- /- - ~ - ""') ~ ( :..~..::: 
/') -- - ( ___ / ' 

• •J:,-.' 
~ .-

' •I 
/o l (\ -1-f 1 (' 

;) / _.._(_ ) 

/ 

. -· \. ' I' '-I>--- L -····----- __ ,/ // 
r • ,.~I 

'· \.... '--·' c_.'l..---y(/.Y) 

() 
. ~ / 

., . '-- '~:,. / .( ,. / u G"' '} .r v / 





• • • •• • • • • • • • • • 

year digital storage capacity exceeded analog for the first time. As of 20.07 almost 94% of the 
data stored worldwide was held digitally: 52% on hard disks, 28% on optical devices, and 1 1% 
on digital magnetic tape. It has been estimated that the worldwide capacity to store information 
on electronic devices grew from less than 3 exabytes in 1986 to 295 exabytes in 2007, doubling 

.. roughlyevery3years. c)',:.~,.~-,,",;;._\.· .. _~,__ __ , -:::..u'l'c-''' __,,'- '(.,v ·" 
~~.-y/J;'!.\'' .• - ' , '--- ·- ;·' . 

. '- . "} ( I W / ' j ' 1\ _ _... , \"'/ ,- --~ 
'-' u /. / . ./ - C / ' · , · . __ . · C '·· J · ' <r ·; ' I . r_ /J /../ c / (/ / I ""-:Y..l 

•~"~/· '1 vJ /' A_,,;':'· 1
' Lc .. ~...·, ~ u. ~ -.J.~.l - L'',L1 -- · -. ~ --

,. Jl" / (_;/ /- .__ "-...-/ jA-1 (''' L-'c 'f ) L-_.-" c- ..__ __ . ! :'I ,~(::./·' 'l• .: , ·-:__:·-_.,._:-__,• 

• Databases · · ·· ~"' · ;/c· /~' '~ '-'~' ./;, \:J:._, J--";vr:. ~· L'/ ""'~~ 
• ,, '.' -~ d :.';, . 

e Database m~l!agem~11:t systems e~~~e>d in the ~J>J>~to ag~:~~ * probitmJ, of storing and e retriev)ng large a,m<:>unts of data a~~ti_!'_~~_!y and guic1dy. One gT;he&I~.su~h systems was 

• 
m.M's Information Manag~ffi~Jtt]Y~tem (fMS) .• which is stilf w1dely dep1~ed more than 40 
years later. IMS stores data h!erarcl}Jcally, but m the 1970s Ted Codcf~posed an ~1\ernative 

• 0 relational storage mogel based on set theory and predicate lo~jc and theJ_amiliar concepts of 
• J>.:.. tablesi-r~ and co1g)r\!l~):'he first commercially available relational daiaba~~e-management 

system (RDBMS) was available from Oracle in 1980. . . --~--

~ \ ' \ ( I . I I 

• All database manag~m,~~-syste.ms co~~si~t.ofa number--of,~omp~~~.t~a: t~etll~~alJ~the · e data they store.to be acces~ .. s1multaneo~_s~ b~ many users whJie:mamtau'IJQ&,its int~wity. A e '-· ·.~ " · --/ charaQter.i§ji.Q of all dataoases 1s that the ~truCttg:~ pf the datathey contain is defined and stored 
:~ t'"' separately from the da~ £t~el_f, in a database sci(~. "- · · · 

• -- (..~~ ~-' '' ~·· V , 
0 

< \.. •• • • r • 'v • 'L ,.::_. V ,-'• ,..:, / / e -- The\eXtensiblg mai;RUp lan-gUage (XML) has bec6rne a popular form~t for data{epresentation in 
• .~/' ~cen! years. Altl16ugJJ..XM.L:dat~al1 be sto;ed in nor':iarfiie-syst~ms, it ~s commonlyhelcl in :, . 

. ·~\ relational dataoases to take~dva:f1t~g_e2LtheJr ~·robust JmpietTI!ntatl()n_ ver1fi~g by years of both 
•• ...L•· /. theoretical and practical effort". As afl evolution ofth·e-S'taridai·d Generalized Markup Language e \..... (SGML), XML's text-based structure offers the advantag'?_ of being both machi1~e and human-
• readable. ~-:- ·_ 1 - ,=._ .. ~"': 

• • • • • • • • • • • • • • • • • • 

Data retrieval 
(.; . ·~·· j \._f :-

The relational database model introduced a programming-language independent Structured 
Oue1·y Language (SQt);based on 1·elational algebra . 

The terms "data" and "information" are not synonymous. Anything stored is data, but it only 
becomes information when it is organised and presented meaningfully. Most of the world's 
digital data is unstructured, and stored in a variety of different physical formats even within a 
single organization. Data warehouses began to be developed in the 1980s to integrate these 
disparate stores. They typically contain data extracted from various sources, including external 
sources such as the Internet, organised in such a way as to facilitate decision support systems 
(DSS) . 

4 



~\
~<

) 
. 

' t~
 

~
 ~
 

£
~
 

>.
 

'\
 ,)
;-

\ 
. 1

-.
0 

.c
-

G"
" 

c-
. 

C\
 

~"
 
~ 

..
 ,C

c-
I
:-

~ 
(;;

: 
0 

A.
 <;

: 
~ 

u 
-

0 
,
'
\
_

 
' 
~ ' 

~ 
~ 

[
'
 
~
 

~ 
\~

 ~
 

\ 
~
v
-

~.. 
() 

-
'"' 

" 
-

1.:
 

~ 
Q

 
-c-

c 
~ 

rz
-

o 
rr,\

 
r' 

"'1
:' 

v 
C1

 
-
"
'
 

' 
}.

, 
~
 

.. \io
 'C"

 
,f
~ 

~~
 \

' 
·f

 
,. 

\J
 
'
[
 

• 

"' 
C

 
o;

--
~ 

\. 
~ 

-
'v

. 
.,_

 
~""

 
\ 

' 
-

. 
v 

r' 
: \

 ~'
 

\t
'' 
~
 
~ 

t 
~
 

-
-

1.-
.'

'(
' 

' 
f 

\1 
" 

9.
 

\ 
(\ 

.1
, 

_,1
\ 

c.. 
-~

--
;-

£ 
0 

~-
(\ 

., 1
 . 

£.
 \

' 
~ 

-
[\

 
r-~

 ~
 

r.. 
" 

~
 

I.
,-

_ 
~ T

1 
1-

r.
 -

\\
 

\-
~)
 ~ 

~
 ·'

 
\ 

\ l
 

Q_
 

-
' 

'" 
' 

'F
 f

 
(C

 
. v

 
1 
~ 

\
·
 

C:o
 f 

f'. 
. 

c;:·
 _

 't 
. 

, .~
 ,

 c, 
c 

t 
~ 

. , r
 .... ·

 
-
~ 

· 
\, 

t \
 {

 ~
. 

~ ,
 

I 
~ 

~ '~
 

~ 
~""

 
~ 

<t\
 

r 
h 

~... 
l' 

\ .
 ~ ~ c

 : 
\ ·"~

-1
 

, 
-~ 

" 
1 

't I 
£ 

0 
l-

-
\ 
\\

 
\.. 

e.\
 1

 \:) ;;
-

¥ '
 

r;
 

lr=
 

-
\I

 
'l.:\

 ~
b-

u-:
 

r 
y 

:\'0
 

v 
-

~ 
\ 
~ 

~ 
v.

 
t"

 
\ t

 
( \ 

I 
't. 

~ 
~ 

~-:'
 c

-
'-

. 
\
-
~
 

( 
0 

'i
 
<

 
. 

~ 
f 

{_
 ·

~ ~
\~ 

'v 
· 

'f~
 '

\·
 t \· 

~ 
~ · 

r1 
~
 

G
 --

:.· 
-~
 

t 
~(

l-
\"

<
A

(
'\

 
\.

' 
cc 

\. 
r.-

b
" 

~ 
~ 

\. 
, ,

 L
 

~
 

''
{ 

" 
t 0\

 -
-

r: 
e 

, 
s-

5' 
~, 

t 
~ 
~
 r

 
f~
 ·7

. 
~ 

,·~ 
\,

 
\~ 

~
 ...

 
~ 

0 
r
-

L: 
) 

;A
 '

 
-
-

-
, 

1
..

. 
\.

.-
lh

 
, 

\,
A

, 

-
t 

. ~
 

~r
 

(I
 

• 
~ 

"
' 

1 
~ 

. 

('.
,~ 
~l

 
s~

?a
 

e-
-r
·~
 '1

 r 
"~ 

t\ 
'\ 

l.~
 u

 
L

-
'~,

c..
 1

'. 
r 

" 
R

 \ r
 

(
' 

\ 
~-

~\
 ~

 ~
 

~
 

. 
~I 

\.~
,G-

~ 
. 

(\>
_ 

~ 
~ 

_ 
_ 

5 
I 

~
 ~
 
~
 

.c
;-

, 
C

 --

R
 

~--
~ 

~. 
~ 

~ r
-~
 ~

\ :
: -

~ ~
 : 

~ 
~ 

(;
 

I 
~ 

C\ 
\ 

\ l
-

~.:: 
_...~

 
f.·

 
~-

\ 
fl.

 
l'

 f 
(, 

t 
fJ

 ~-
l:;.

 
~~-

~~f
' 

~~ 
r 

~,·
r~\

-: 
_:
-~
 

\.. 
0 

\ 
\) 

• 
r 

v 
~ 

t 
-c

 .
. ~
 

~ 
r, 

rll 
t ,, 

-
r; 

:.,
 -

~ 
f)

 
" 

n 
Y

 
' 

l·
 

~ 
'!' 

1 
~ 

. 
~ 

-
· 

••
••

••
••

••
••

••
••

••
••

••
••

••
••

••
••

••
••

••
••

••
••

••
••

• 



• • •• •• • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • c 

Data transmission -" 
~ . ·- ~ ' \)~- / -~-- ._,..,..) 

Data transmission h~s three !~peds: transmission, pr()pagation, and r;ek0on. I~ .can be ~~-:-~adl)' 
categorized as brdatfcasting, in ~hich il')f~rmation is transmitted unidirectiona1fy "d6wn~tream or 
telecommunications, with bidirectional dp~treafn and downstream channels. · __ , 

c ;~0.?>) .\.;' . 
XML has been i!Jcreasi~.er:nployed as a means of data \interchange IS.i.Dce)the early 2000s, 

· .. - , _ -v- particularJy for ~h:i'fte'::'orlenfe~ interactions such as those involved in web-oriented J;11'0tocols 
such_,~~ ~-?~P, descri~ing "data-in~~~a~t~ather than .... data-at-rest". One of the .~~~A?~ of 
such usag:_rs ~J!mg data from relatronaJ databases mto XML Document Ob1ect Moael 
(DOMJsTructures.cY '.-7 

Data manipulation j ~ 

Hilbert and Lopez identifY the exponential pale of technological change (a kind of Moore's I a w): 
machines' application-specific capacity to compute information per capita roughly doulrlea··every 
14 months between 1986 and 2007; the per capita capacity of the world's general-purposef•!' 
computers doubled every 18 months during the same two decades; the global telecommurflcation 
capacity per capita doubled every 34 months; the world's storage capacity per capita requifed 
roughly 40 months to double (every 3 years); and per capita broadcast information has doubled 
every 12.3 years. · 

'"'-....__:::___ ·-,; ', •.'C:_. \\\- •• w Massiy~ amo~oJ>Jatatr; stor,r~~P,r!~wide every day, but ~r!1e.S~~i~ ca11, be~~n_aJy;eg ang.' .. 
~'/\ -~resented effectrve.p-Jt ~nt1hlfr t:e~d'~s 1n what have_b~~n c~1;{9_a1a1on:J~~:;~~ta arc~i_\)'es 

that are~Idom1 vfsiteCI".To address that Issue, the field ofda:h(mmmg- "the process of 
:::_...,,'->-" 1dis_c:overins interesting patterns and knowledge from large amounts of data"- emerged in the late 

/ .~'? 1980 . -- -. _,_ ----
,-~-.....?' S, v\_;' \' ;--·--- . ;/ 

;_ _ ___.; ; 

Academic perspective 

In an academic context, the Association for Computing Machinery defines IT as "undergraduate 
degree programs that prepare students to meet the computer technology needs of business, 
government, healthcare, schools, and other kinds of organizations .... IT specialists assume 
responsibility for selecting hardware and software products appropriate for an organization, 
integrating those products with organizational needs and infrastructure, and installing, 
customizing, and maintaining those applications for the organization's computer users." 
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Ethical perspective 

The field of information ethics was established by mathematician Norbert Wiener in the 1940s . 
Some of the ethical issues associated with the use of information technology include: 

Breaches of copyright by those downloading files stored without the permission of the copyright 
holders 

• Employers monitoring their employees' emails and other Internet usage 
• Unsolicited emails 
• Hackers accessing online databases 
• Web sites installing cookies or spyware to monitor a user's online activities 

Commercial and Employment perspective 

The business value of information technology lies in the automation ofbusiness·processes; 
provision ofinfor·mation for decision making, connecting businesses with their customers, and 
the provision of productivity tools to increase efficiency . 

Worldwide JT spending forecast (billions of U.S. dollars) 

Category 2012 spending 2013 spending 

Devices 627 666 

Data center 
systems 

141 147 

Enterprise 278 296 
software 

IT services 881 927 

Telecom services 1,661 1,701 

Total 3,588 3,737 

6 
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Part 2 

The Internet 

r.J ' ~~ .. ~~ 
'-V ~ ' 

\ The Internet is a global system of interconnec_~ed computer networks that use the standard 
Internet protocol suite (TCP/IP) to ,s~rvesever~J.,hillionuser~ worldwide. It is a_nftwork of 
networks thjf~Orlsists of ~jJ!J~~; OT priy~te, public, acadel]liC, btlsiriess, and g'i>v'efn~~nt 
net;wrks, o~al to glo'tal s~ope, that are lin~y a br?.ad ,!i~~~f elec;_tr~n!c, .~i~l~s. ag_sJ ~ 

' . optJca.l ~~~0~~1J1..&-trchp~19g~~~·, The Internet carrrle~ ~n exteftSJVelange 0~ mforn'iatiOtT<f€SO'orces 
. · and-se'rviees;-such aS the_Inter-Jmked hypertext document~ ofthe World W1de Web (WWW), the 

c_...·• L 'i ,.r.infrastructure to support email, and peer-to-peer networks, ( f. , '' ' ' ·:c'·, • 

• Ci) Mo~:'(;;d~i;~~l comll}~~!cations ~;dl~ inr:~~ttelephone, ~l!_sic, fi~ and television are e .,-:, , " be~~or redefined by the Interrter,grving f5i'fth to new services such as voice over e C)'ll; r';-v ~:.~·"Internet Protocol (VoiP) and Internet Protocol television (IPTV). Newspaper, book, and other 
• print pub~~inJ}~f~ adapting to website technology, or are reshaped into blogging and web feeds. 

_ The Internet lias enabled and accelerated new forms of human interactions through instant e messaging, Internet foru~~md sociaJ networking. Online shopping has boomed both for major 
e c 

1 
. " , re~outlet~and small a !Sans and tfa~e~. Busi~9§S·\~-busines~ and financi~l services on the 

• .__/' y.J' / / · ~temet affect suppl: chams across entire mdustnes.L- -- · ~ ./ r • -· 1
' ·"'j 

(.'-'_....~ -r·, /.F·-'..> • • • • • • • • • • • • • • • • c 

(£)The origins of the Internet reach b~~o r~~ch commisslo_ne,9 by the United §tates .. , , :> 
c'.c ovemment in theJ9(?0s to build robust, fault-tolerant communication

1 
via comptJte'r networks . 

c;Lb -~this work, to_~eth~r with work.inthe United Kingdom ~-de r:~nce, led-to llllp9itint - . -
.)/ ':: ~ pr~~IQ"~ networks, they were not the Internet. There is no c·()E_S~ on the exact date when the 

modern Internet came into being, but sometime in the early to mid-1980s is considered 
reasonable. 

/ 

(-.· -'l c-:--< ~ L ( '·, t .. •• ..,G 
G The fundi~_g of a new U.S. backbo~ by the N~tional 'sc.ience Foundat.ion in the 1980s, as well as 

private funding for other commercial backbones, led to worldwide participation in the 
development of new networking technologies, and the merger of many networKs .. Though the 
Internet has been widely used by academia since the 1980s, the commercialization of. what was 
b~ the 199~.~Je,t~ational netwol~ ;;es~lted in its popularization and .infg.fp~n into 
virtually every aspect of modern human hfe. As of June 2012, more than 2.4 billion people­
over a third of the world's human populatTOil-have used the services of the Internet; 
approximately 100 times more people than were using it in 1995. Internet use grew rapidly in the 

7 
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West from the mid-1990s to early 2000s and from the late 1990s to present in the developing 
world. In 1994 only 3% of AJ'!lerican cla~rooms had the Internet while by 2002 92% did . 

{./ . '. - I ' ' 

@ The Interr,~t h~ no ~h~~~1l~ed gov~E;n~e ~~ ~ft'he;~echnological impler~en1tation or policies for 
ero:-- ~'access analisage; each-constituent network sets its own policies. Onlyl!J~.s>_verreachingQJ 

definitions ofthe two principal name spaces in the Internet, the lnteme! Protocol address space 
and the Domain Name System, are directed by a maintainer organization, the Internet 
Corporation for Assigned Names and Numbers (ICANN). The technical underpinning and 
standardization ofthe core protocols (IPv4 and IPv6) is an activity of the lnteme! Engineering 
Task Force (JETF), a non-profit organization of loosely affiliated in~crnational par! icipan!s that 
anyone may associate with by contributing technical expertise . 

-" -·· ---

--\'DC r'· v'• .I r ~1 i '- I ' '- .,. ! 
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• • • • • • • • • Terminology 
-·~o:; 

s p cc' 

Q ~h~ Internet, r~f;rd!}g to Fh,e_§~Cif!F~l.<?bal system ofinterconne~ted If networ·ks, is~~~~~~~r1 

houn and written with air'lnitial cabitarfetrer. In the media and cbmn10n use it is often not 
capi_taUzec(~ the internet. SorWP'guidesSpecif)'that the word shouTdbe·capitalized when used 
as a n~n. butnot capitalized when used asa-ver;b or an adjective. The Internet is also often 

• • • • • • • • • • • • • • • • • 
o ~ t•eferred to as the Net. --,- · ··-;-

~Historically the word £'1/e~~~yvas used, uncapitalized, as early as 1883 as a verb and adjective to 
. refer to interconnected _rrlotfons. Starting in the early 197,QJ>c!9e term internet was used as a 

e c.///~ ,~hand form of the technical ter·m intemetwor·k, the~~~ of interconnecting computer 

• ; · networks with special gateways or routers. It was also used as a verb meaning to connect 
'/ 

• ;;·~c.;:. L~~ogether, ~specially for· networks. _ 
\:_;,._ ,• \b c I \.. c/ • .>~ ,·, >r-" V ~'-' 

e ~ The t~rms Internet and World Wide Web are often used _interchan ~ahly in everyday spe;~h; it is e c~onto speak of 11 going op the lnternet11 when invoking a we brcf\~s r· to view wc~s. _ 
e J46we'ver, the Internet is a particular global computer network, ~~',1:!1ecting millions of c~u_LjllR_ · ·r . .,.., 

devices; the Wol'ld Wide Web is lust one of many services runn~n the Internet. The Web is a 
e .f. . _c_ollection of interconnect~ fl~~uments (web pafep),~d other web resources, linked ~/~ ,, 

1 e :rr' -- b.ynerlinks and URLs. In adcfitron to the Web, a f'I!!J.l!l_t\J~ of other services are implemented over 
e the lntel'net, i1rclu1frng c-rn1iH:mc transfer, remote computer control, newsgroups, and onlli1c 
• games. All of these services can be im~l.~mer~~~d on any intranct, accessi~~~~ to network users. 

(, \.._'' 

• @ The term Jnrerweh is a portmanteau of internet and World Wide Weh, tyr.ically used sarcastically 
• _ . t9 parody}1lechnically unsavvy user. ~. c:l d' ·-'(\a).\= _,.~ "'';...: 

• 
' "' ' l.,' ,v'-~ \.)a \'•/ (' v eV -::. ,-:): LrJ'~"'·/~ 

( 0 )1\ r'f'\ oV\ -:::c 

• -:.·1-. V-;- I c. u.. l C1 ( -:... ....-....:-, - v r G. 
J l(c.' (_I f \ (_ 

• '- ~J 

• • • e v'v fb 
\. 

;' ',/ 

. ' 

, ., \ -+ 1: '( c: v-. :' 1:-, , , r .-· ': 

'--- . ) ~ ~ ( 

,~co L 
\ 

I • • • 
- e:_: 1.' 

•; I 0, \ .,.1'\ I 

'"" ' 

) 

Y[ ; \ \ .1. l -
• ~ \A I 1 (: ' - \, 
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History 

Professor Leonard Kleinrock with the first ARPANET Interface Message Processors at UCLA 

[;~~;"' 

Research into packet switching started in the early 1960s and packet switched networks such as 
Mark I at NPL in the UK, ARPANET, CYCLADES, Merit Network, Tymnet, and Telenet, were 
developed in the late 1960s and early 1970s using a variety of protocols. The ARPANET in 
particular Jed to the development of protocols for intemetworking, where multiple separatle 
networks could be joined together into a network of networks. ,~ 

The first two nodes ofwhat would become the ARPANET were interconnected between Leonard 
Kleinrock's Network Measurement Center at the UCLA's School of Engineering and Applied 
Science and Douglas Engelhart's NLS system at SRI International (SRI) in Menlo Park, 
California, on 29 October 1969. The third site on the ARPANET was the Culler-Fried Interactive 
Mathematics center at the University of California at Santa Barbara, and the fourth was the 
University of Utah Graphics Department. In an early sign offuture growth, there were already 
fifteen sites connected to the young ARPANET by the end of I 97 I. These early years were 
documented in the I 972 film Computer Networks: The Heralds of Resource Sharing . 

Early international collaborations on ARPANET were sparse. For various political reasons, 
European developers were concerned with developing the X.25 networks. Notable exceptions 
were the Norwegian Seismic Array (NORSAR) in June 1973, followed in 1 973 by Sweden with 
satellite links to the Tanum Earth Station and Peter T. Kirstein's research group in the UK, 
initially at the Institute of Computer Science, University of London and later at University 
College London . 

In December 1974, RFC 675- Specification of Internet Transmission Control Program, by 
Vinton Cerf, Yogen Dalal, and Carl Sunshine, used the term internet as a shorthand for 
internetworking and later RFCs repeat this use. Access to the ARPANET was expanded in 1981 
when the National Science Foundation (NSF) developed the Computer Science Network 
(CSNET). ln 1982, the Internet Protocol Suite (TCP/IP) was standardized and the concept of a 
world-wide network of fully interconnected TCP/IP networks called the Internet was introduced . 

11 
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NSF'NiET T3 Ne'twor1< 1992 

T3 NSFNET Backbone, c. I 992 

TCP/IP network access expanded again in I 986 when Network 
(NSENET) provided access to supercomputer sites in the . . and 
education organizations, first at 56 kbit/s and later at 1.5 45 Mblt/s. Commercial 
Internet service pi'Oviders (ISPs) began to emerge in the late 1980s and early I 990s. The 
ARPANET was decommissioned in 1990. The Internet was fully commercialized in the U.S. by 
I 995 when NSFNET was decommissioned, removing the last 1·estrictions on the use of the 
Internet to carry commercial traffic. The Internet started a rapid expansion to Europe and 
Australia in the mid to late 1980s and to Asia in the late 1980s and early I 990s . 

Since the mid-I 990s the Internet has had a tremendous impact on culture and commerce, 
including the rise of near instant communication by email, instant messaging, Voice over 
lntemet Protocol (VofP) "phone calls", two-way inte1·active video calls, and the World Wide 
~with its discussion forums, blogs, socjal netwo1·kin~, and online shopping sites. Increasing 
amounts of data are transmitted at higher and higher speeds over fiber optic networks operating 
at 1-Gbit/s, I 0-Gbit/s, or more . 

--.. --· - ··-··-· -·· -··- --
WQJ'ldwig~ lllternet USCI'S 

2005 2010 2013n 

World population 6.5 billion 6. 9 billion 7.1 billion , 

Not using the Internet 84% 70% 61% 

Using the Internet 16% 30% 39% 

Users in the developing world 8% 21% 31% 

Users in the developed world 51% 67% 77% 

• Estimate . 
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The Internet continues to grow, driven by ever greater amounts of online information and 
knowledge, commerce, entertainment and social networking. During the late 1990s, it was 
estimated that traffic on the public Internet grew by 100 percent per year, while the mean annual 
growth in the number oflnternet users was thought to be between 20% and 50%. This grov.'th is 
often attributed to the lack of central administration, which allows organic growth ofthe 
network, as well as the non-proprietary open nature of the Internet protocols, which encourages 
vendor interoperability and prevents any one company from exerting too much control over the 
network. As of31 March 2011, the estimated total number of Internet use1·s was 2.095 billion 
(30.2% of world population). It is estimated that in I 993 the Internet carried only 1% of the 
information flowing through two-way telecommunication, by 2000 this figure had grown to 
51%, and by 2007 more than 97% of all telecommunicated information was carried over the 
Internet. 

Technology 

Protocols \11sPeCT ~ 

r----, ? 0Jv o s .e '~ ::::-

Data Apph.c.ation 

n 
' ~; __.,...;'.\' ,.) 

'--' 

' \ <: "'I 
_)-. / \.__...-

Transport 
~ (e_ Ve_······Vse_-- -cy/13 

/ / /' 

lnterno1. 

Link 

'._.~-".--',' ,....... (,_j}}~~(') \.___:,_...-: )>L • 

~As the user data is processed down ttirn~the protocol stack, each layer adds an ~capsulation 
/at the sending host. l;)ata. is 1transrp»ted"'~~ver the wire" at the li!ili 1£~.ebJs,ft to right. The 

(/ ,u \ . C) 0 eJ1(;ajJS!JIAtJQ!1StacYpl~ceclure .is reV~tsed by the receiving host~nterJll~Qi~~ relays remove and 
r add a new link encapsulailon-:fo..wetrans~~~. and inspect the IP layer for routing purposes . 

' \ , ) ). > ' L.\:..·_;_, \ )J )' - -~-F" ( .-!.c ~. -;-:_-:;:;-- ·~-::... \ 
) >-< "·- '-" 1 • ·u _,.~ ~ ~.._.....r ,_,__ - •· - ... ___.. -

~ The communications infrastructure of~te~~t, ~onsists of its hardwar~~.2Amponents and a 
system of software layers that control YilllQ!!S ~ects of the architecture. Whde the hardware can 
often be used to support other software systems, it is the design and the rigorous standardization 
process of the software a~!_u_r~ that characterizes the Internet and provlclesihe foundation 
tofitSscalability and succes~. The respons~the architectural design of the Internet 
software systems has been delegated to the Internet Engineering Task Force (IETF). The IETF 
conducts standard-setting work groups, open to any individual, about the various aspects of 
Internet architecture. Resulting discussions and final standards are published in a series of 
publications, each called a Request for Comments (RFC), freely available on the I ETF web site . 
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(' 

/ The principal methods of networking that enable the Internet are contained in specially 
• ~ • .,.-o designated RFCs that constitute the Internet Standards. Other less rigorous documents are simply 
e ~ informative, experimental, or historical, or document the best current practices (BCP) when 
e t implementing Internet technologies. 

• (i) The lnternbetl!tandards ~d~~~~f(b~ a framework known as the Internet protocol suite. This is a 
e model architecture that diVi<:fes methods into a layere,d s~stem of protocols (RFC I 122, RFC 

-- -- 01...) -e .!.ll2). The layers correspond to th~,envirgn_m.ent oucope in ~ch their services operate. At the 
top is the application layer, the ~pace for the application:8pecific networking methods used in 

• software applications, e.g., a web browser program us~ the client·server application model and 
e many file-sharing systems use a peer-to·peer para~igJ!1':13elow this tgp layer, tl~~,transport layer 
• . connects applications on different hosts via thelfetwork with ~.imt:opflate data excT1ange methods . 
• ,.,~ ;

1
,; / ; /,Under!~ these layers are the~~ networking technologies, consisting of two layers. 

e c- J; @ The internet layer enables computers to ~._id~n~i~y and locate each oth~~1~i~ 1 
Internet Protocol CIPl 

• addr;esses, an1f' aJJO'{.vs them to connect to one another via intermedi~t,e.:(t~~~it) networks. Last, at 
• the bottom of the architecture, is a software layer, the link layer, th'lit_m-ovides connectivity 

~~ h~ts on the same local network link, s~ch~~ ocal are~ n~~~rk (LAN) or a dial·~lp e connectrofr.'The model, alsoknQyvn as TCP!JP, rs desr ned 1;o_ be rnetependent of the underly1ng 
e hardware, which the model tlier~~ does not c~its _ _Jwith in any_d,etailo.: Other models 
e :; have been developed, such as tbe Open Systems Interconnection (OS~);Il1odel; but they a!'e not 

• 
'\_, ;c~ble in the details ofit~'sc'ription. or_ tmP!~m-er1~ation; many si~ha;ities exist and the 

TCP/JP protocols are usually rncluded m the drscuss1on ofOSI networkmg;;.-" ,, JP> 

: @_The most pr~~~i~;t ~b~~o~~~t ofthe Interne~~-o~s the Internet Protocol (JP), which 
pmvides aadressing systeg1s 1IP addresses) for computers on the Internet. IP enables l ,~ ·~~·, 

• internetworking and in~ss.l~ ~stablishes the Internet itself. lP Version_1 1Pv4) is the ii~TiiCll_ 

\ . 
(__); . ..--' ~ r· 

'--· ' i 
. - ---- "--<: 

e version used on the first generation oftoda)''s Internet and is still in dominan l,ISe.lt was e ,-.::: ~designed to address up to -4.3 bi UiqiJ- (.1 09
) Internet hosts. However, the e p oslve"gf6Wtho7th~ --

1 

• fnternet has led to fPv4 addre~~xl1ritsrion, which entered its fin~~! stage in 20 ll~hen the 
global addr~itlocation pool was }~_xhausted. A new protocol version, 1Pv6, wa,U!eieTo~d in 

e the mid-1990s, whic~rovid;~vastly larger addressing capabilities and more' efficient r'i%fmgof 
e _Internet traffic. 1Pv6 1s 'turrently in groWing ~eployment irot'nd the wo~l2, since l~e~taddress 
• r '<·~ registries (Rl~2 ~~~ ~ ~r~-~ all resource ~~ers to~~~.a~_!-~. ~&option and cony~'!"sion. 
e /- ClJ !Pv6 is.~U,ruerope~~ble .willl_IPv4. In __ ~~~~;c~, it e~tablis~e_s a p~r~II~l ver~io!U)f theJ_'Ift!~et not 
e ~;s_;:_,.,"' direcfty accessib!~ {,1fu IPv4 software. This means software upgrades or_translato_r facilities are 
• ... ( /!.! necessaryrornetworking dev~qe_~that need to communicate on both networks. Most modern 

~omputer o~nto~stems al~ea~y~rt b?th versions ofth.~}/,1-ternet Protocol. Netw,$'C\--
• mfrastructures, h~~e~er, are strlllaggrr'lg m thrs development. &srde Stollhthe complex _ru:ray of 
• physical connections that make up ItS LnttrlrU9t~:e..-the lnternet:tf"PACffitfated b~~~ m~- \. 
e , _. ~.,., I~teraJ com~r.,e~l ~ontracts (e.~.~ ~ring agreemelfts), and by te~J1!1ical_sl'ecificatr~ns or 

protocols that'~rbe how to exclian~ data over the network. Indeed, the Internet rs defined by (0 
• -v its interconnections and routi~g pol_~~i_es~ ~ . s. - . . . ' / • ' . . / e v ~~5-S'Cf>J~" ~~r~->u~)_..._-c~ ~~~ ..... )- v)..)..} (j-o)~ .!_ ~v ..... '1 ~_)~ 

-~~~0~)~ (//,?\ f/-yvJ;,_r.~C-J~ 0:U;·~ :rJ ~ (/~J~~/f:_ 0/'b>/)~l j~ 
• l'ol~/~l{u.,~ ~~.~\,)) ~~~/.h~/1 p y.)_rD(J'_JI/ _,_.,t.~ ~ /~_...,if-1 ci J uv 
• 

1 (" C> 14 · - , ..- ' - 0 .....__..., - / , 

~ ~ _;.... _r--- u I/'--> _;, ~ "'-\- C! 1 r'-'--" / ~ _.., G L- • ~ l....fo (J ~~ t. :t., f> <:.0 r 
• • ,.- __.::? • - __.../ /' , - II~ ;U~ 
0~) --~~~!_.,~~\ ~(_..,~~ ;5 cf' ~C--\b~/\o~ ·~~,. I '.-- ~ 

• - - ~ J) . \.; (_ ( / ,...- /' . 1 - ~~.., _/--1 (!'! __..,..::> ~ 
-:::~ ~I_, r: ::1 JJ Y <./' CJ7 ~ c.//~ Cf CbJb /)~ _) ~ l::. ~ L "( r ~ ~ ) 1 _;.. 1 

• ' ' - ~ ,_..--- ' ffJ ~ - ~ ' ... - u _) :> / !JS 't"'W 1 ~ 
~~\~ ~ ~~\~h~//J ~c.r~~,~~~~~u\),1\ ~:,~5G~ ~ l ·' Lib) ·,_! · 

• __:)~ ._p ~,i:;(.yJic}b>~(J''-1>(;'~.-<# ( ..,l\(~l.>l<::\J:)~\' C,rJ> Cf .J~/'Y ":- 1 
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Internet packet routing is accomplished among various tiers of Internet service provid~~---

, , / , - /7 r .J / ... J: a:-.-
:,·\_.) .. ~. ,,_.-:e; C-, ,'- --< -,.. ;.-·~, 

Internet service. ro'Viaerslconnect C_!,l~, which repr~sent the bottom ofthe routing .'~: 
_hier~~~~.· to 1.1_sto~_r:~ of ?ther ISPs via other higher or sa~e-ti.er ~~rks: At th~ top~q~~-e 
routmg hierarchy are the Tier 1 networks, large telecommunication companies which exch'arige 
traffic directly with all other Tier 1 networks via peering agreements. fiei~tworks bu·y· · 
Internet transit from other providers to reach at least some parties on the global Internet, ihough 
they may also engage in peering. An ISP may use a single upstream provider for connectivity, or 
implement multihoming to achieve redundancy. Internet exchange points are major traffic 
exchanges with physical connections to multiple ISPs . 

Computers and routers use routing tables to~direct IP packets to the next-hop router or 
destination. Routing tables are maintained bymanual configuration or by routing protocols. End­
nodes typically use a default route that points toward an ISP providing transit, while ISP routers 
use the Border Gateway Protocol to establish the most efficient routing across the complex 
connections ofthe global Internet. 

uz .rr7 perform the same function as ISPs, engaging in peering and purchasing transit on behalf of their 
{ 

Large organizations, such as academic institutions, large enterprises, and governments, may 

internal networks. Research networks tend to interconnect into large subnetworks such as 
GEANT, GLORIAD, lnternet2, and the UK'snational1 research and education network, JANET . 
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• • • • • • • • • General structure 

• U;? The Internet structure and its usage characteristics have been studied extensively. It has been 
e c;;J.;; ~ determined that both the Internet IP routing structure and hypertext links of the World Wide Web e areexamples of scale-free networks . 

...__..-' Wco <.:.J 7,. ' 
• )J' @ Many compute(iclentTs~s describe the Intern~ ~'a·';pr[~~ example of a large-scale, highly 
• ·· · \ , . ·._engineered, yet highly complex system". The Internet is heterogeneo~s; for instance, datu 
e transfer rates and pnysical characteristics of connections vary widely~The Internet exhibits 
• "emergent phenomena" that depend~ its large-scale organization. For example, data transfer 

rates exhibit temporal self-simi arit ~he principles of the routing and addressing methods for 
• traffic in the Internet reaelibat: t their origins in the 1960s when the eventual scale and 
e popularity of the network could not be anticipated. Thus, the possibility of developing alternative e structures is investigated. The Internet structure was found to be highly robust to random failures 
• and very vulnerable to high degree attacks. -

• • • • • • • • • • • • • • • • • • • • • • • • • • • • • 

ICANN headquarters in Marina Del Rey, California, United States 
. I n 'I ' .h-.--' . ~ \- \., \ ; .. .!\.'! 1 j ') ~ 

-:">-' ... ·. '/~ • -~ ,_.. 

+The Internet is a ~lobally distributed network comprising many voluntarily interconnected 
r ~>"' autonomous networks. It op~ ~Ltho~t a cenfr'aTgOVerning body . 
"-' ~--- (.) ;'~ ~c; .;~ 

The technical underpinning and standardization of the Internet's core protocols {lPv4 and 1Pv6) 
is an activity of the Internet Engineering Task Force (JETF), a non-profit organization of loosely 
affiliated international participants that anyone may associate with by contributing technical 
expertise . 

To maintain interoperability, the principal name spaces of the Internet are administered by the 
Internet Corporation for Assigned Names and Numbers (ICANN), headquartered in Marina del 
Rey, Califor·nia. ICANN is the authority that coordinates the assignment of unique identifiers for 
use on the Internet, including domain names, Internet Protocol (IP) addresses, application port 
numbers in the transport protocols, and many other parameters. Globally unified name spaces, in 
which names and numbers are uniquely assigned, are essential for maintaining the global reach 
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of the Internet. ICANN is governed by an international board of directors drawn from across the 
Internet technical, business, academic, and other non-commercial communities. ICANN's role in 
coordinating the assignment of unique identifiers distinguishes it as perhaps the only central 
coordinating body for the global Internet. 

• ~1 ~ A" Allocation of IP addresses is delegated to Regional Internet Registries (RIRs): 

• • • • • • • • 
~-• • • • • • • • • • • • 

• African Network Information Center (AfriNIC) for Africa 
• American Registry for Internet Numbers (ARIN) for North America 
• Asia-Pacific Network Information Centre (APNIC) for Asia and the Pacific region 
• Latin American and Caribbean Internet Addresses Registry (LACNIC) for Latin America 

and the Caribbean region 
• Reseaux TP Europeens- Network Coordination Centre (RIPE NCC) for Europe, the 

Middle East, and Central Asia 

The National Telecommunications and Information Administration, an agency of the United 
States De~artment of Commerce, continues to have final approval over changes to the DNS root 

142114 1441 zone . 
·...__,.. _,;-.· lk 

+ The Internet Society (I SOC) was founded in 1992, with a missio!1 to "assure the open -. ,:-\ 
development, evolution and use of the Internet for the bene.fii-0/all people throughout the'tft\ 

'L"'!orld'). Its members include individuals (anyone may join) as well as corporations;-·~- --~~ 
organizations, governments, and universities. Among other activities ISOC provides an ~~· 
administrative home for a number of less formally organized groups that are involved in .L 
developing and managing the Internet, including: the Internet Engineering Task Force (IBTF), 
Internet Architecture Board (lAB), Internet Engineering Steering Group (IESG), Internet:: 

J.N Research Task Force (IRTF), and Internet Research Steering Group (JRSG) . 

On 16 November 2005, the United Nations-sponsored World Summit on the Information 
Society, held in Tunis, established the Internet Governance Forum (JGF) to discuss Internet­
related issues . 

• ~ Modern uses 

: '---) /~ ~h~cPtfr~::t all.ows greater flexib.ility in working hours and location, especially with the spread 
_./ ? of umnetered high-speed connectwns~he Internet can be a~essed almost anywhere by 

• numerousmeans, including through mobile Internet devices;- Mobile phones, datacards, handheld 
e game consoles and cellular routers allow users to connect to the Internet wirelessly. Within the 
e (limitations imposed by small screens and other limited facilities of such pocket-sized devices, the 
• . • services of the Internet, including email and the web, may be available. Service providers may 

c.__p vJ restrict the services offered and mobile data charges may be significantly higher than other 
e access methods . 

• • • • • • 
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lY+ Educational mat~rial at all levels from pre-school to post-doctoral is available from websites . 
Examples range from CBeebies, through school and high-school revision guides and virtual 
universities, to access to top-end scholarly literature through the likes of Google Scholar. For 
distance education, help with homework and other assignments, self-guided learning, whiling 
away spare time, or just looking up more detail on an interesting fact, it has never been easier for 
people to access educational information at any level from anywhere. The Internet in general and 
the World Wide Web in particular are important enablers of both formal and informal education . 

@_The low cost and nearly instantaneous sharing of ideas, knowledge, and skills has made 
collaborative work dramatically easier, with the help of collabot·ative software. Not only can a 
group cheaply communicate and share ideas but the wide reach of the Internet allows such 
groups more easily to form. An example of this is the free software movement. which has 
produced, among other things, Linux, Mozilla Firefox, and OpenOffice.or~. Internet chat, 
whether using an ill£ chat room, an instant messaging system, or a social networking website, 
allows colleagues to stay in touch in a very convenient way while working at their computers 
during the day. Messages can be exchanged even more quickly and conveniently than via email. 
These systems may allow files to be exchanged, drawings and images to be shared, or voice and 
video contact between team members . 

cvcontent management systems allow collaborating teams to work on shared sets of documents 
simultaneously without accidentally destroying each other's work. Business and project teams 
can share calendars as well as documents and other information. Such collaboration occurs :in a 
wide variety of, areas including scientific research, software development, conference planning, 
political activism and creative writing. Social and political collaboration is also becoming more 
widespread as both Internet access and computer lite!'acy spread . 

CV The Internet allows computer users to remotely access other computers and information stores 
easily, wherever they may be. They may do this with ot· without computer security, i.e . 
authentication and encryption technologies, depending on the requirements. This is encour·aging 
new ways of working from home, collaboration and information sharing in many industries. An 
accountant sitting at home can audit the books of a company based in another country, on a 
server situated in a third country that is remotely maintained by IT specialists in a fourth. These 
accounts could have been created by home-working bookkeepers, in other remote locations, 
based on information emailed to them from offices all over the world. Some of these things were 
possible before the widespread use of the Internet, but the cost of private leased lines would have 
made many of them infeasible in practice. An office worker away from their desk, perhaps on the 
other side of the world on a business trip or a hoi iday, can access their emails, access their data 
using cloud computing, or open a remote desktop session into their office PC using a secure 
Virtual Private Network (VPN) connection on the Internet. This can give the worker complete 
access to all oftheir normal files and data, including email and other applications, while away 
from the office. It has been referred to among system administrators as the Virtual Private 
Nightmare, because it extends the secure perimeter of a corporate network into remote locations 
and its employees' homes . 
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Senrices , , I +- -
.• ..-~-c_~\1 

World Wide Web 
' 

,,\--tV~ ( -t I v e_ .=-

1/e_c =- u ~ · ~ 
"''~ 

6.. v cJ, i L:•. b L e =- ''-H- - .:-::.\ ~ ~ 

This NeXT Computer was used by Tim Berners-Lee at CERN and became the world's first Web 
..... 

,.,.,~ cr<-=.,.. .. 

GaMany people use the terms. lnl_!rnefrJ.nd World Wide Web, or just the Web, i~rchangeab}i, but 
the two tenns are not synonytfious. The World Wide Web is only one of hundreds ofservfces 
used on the Internet. The Web is a global set of documents, images an . other resour2Ks, logically 
interrelated by hyperlinks and referenced with Uniform Resource ldr,;ti ters (UR!s)~RJ,S 
symbolically identif~er~~· servers, and other databases, and the documents and resources 
that they can provide~ype11trxt Transfer Protocol (HTTP) is the main access protocol of the 
World Wide Web. Web services also use HTTP to allow software systems to communicate in 
order to share an~ e!cha'l9e busi~~ logic and data . 

(' ) I ' ·:.- G _7 '--'·" 

{1::::.. World Wide Web browser soft~are, such as Microsoft's Internet Explorer, Mozilla Firefox, 
Opera, ~·s Safari, and Google Chrome, lets users navigate from one web page to another via 
hyperlinks embedded in the documents!1I'hese docume~ also contain any combination of 
computer data, includ~JH~.gr,~phics, sounds, te~ideo, multimedia and interactive content that 
runs while the user isln1er'acting with the page Jient-side software can include animations, 
games, office applications and scientific demonstrations. Through keyword-driven Internet 
research using search engines like Yahoo! and Google, users worldwide have easy, instant access 
to a vast and diverse amount of online information. Compared to printed media, books, 
encyclopedias and traditional libraries, the World Wide Web has enabled the decentralization of 
information on a large scale . 

. ' ,_,/_ ,.., ' 

• QQThe Web has also enabled indT~iju,als and organization~ ~o~;ubl~·, id~.~~information to a 
e ~-- _ potentially,large aud)~'Ee onlin: at. greatly r~dt.t~ .~r>e;se and time~LJ,b~~~i.ng a web e / - page, a blog, or buitaing_ a w~~~~_mvol'\'e~ 1Jtt!_7 

1
1l),t!l_alcost and many _CQ~!:fr~s.are 

• 
,J\ ,_ r' ,} \J; available. Publishing and mamrami!!.&.)arge, prof~~lonal web~ with atlf'~ve, c!J~ and __ ~ 
\ ___, · up-to-date information is sill! a difticdtt and e_>me'n's-ive propoSi!~qn, howeve any individual'S' '~' 

e and some companies and groups use web logs or blogs, which are largely used as easily e updatable online diariesq!Some commercial organizations encourage staff to communicate advice 

• • • • 
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I ) 

c...Y-y in their areas of specialization in the hope that visitors wi II be impressed by the expert 
knowledge and free information, and be attracted to the corporation as a result. 

One example ofthis practice is Microsoft, whose prodLICt developers publish their personal blogs 
in order to pique the public's interest in their work. Collections of personal web pages pub! ished 
by large service providers remain popular, and have become increasingly sophisticated. Whereas 
operations such as Angelfire and GeoCities have existed since the early days of the Web, newer 
offerings from, for example, Facebook and Tw.ltte!. ·F~~tly have large followings. These 
operations often brand themselves as social n,etw¢'kJI,$'!pes rather than simply as web page 
hosts. .. · · 

Advertising on popular web pages can be 
services directly via the Web continues to grow . 

When the Web began in the 1990s, a typical web page was f~rm on a web 
server, formatted in HTML, ready to be sent to a user's to a request. Over 
time, the process of creating and serving web pages has 'become more·automated and more 
dynamic. Websites are often created using content management or wild software with, initially, 
very little content. Contributors to these systems, who may be paid staff, members· of a clt:rb or 
other organization or members of the public, fill underlying databases with content using editing 
pages designed forthat.purpose, while casual visitors view and read this content in its final · 
HTMLJorm·. There may or may not be editorial, approval and security systems built into the 
process oftaking newly entered content and making it available to the target visitors . 

l c:::- \f'~) ) 
Communication 

G2 Email is an important communications service available on the Internet. The concept of sending 
electronic text messages between parties in a way analogous to mailing letters or memos predates 
the creation ofthe Internet~Pictures, documents and other tiles are sent as email attachments . 
Emails can be cc-ed to multiple email addresses . 

(i) Internet telephony is anothe1· common communications service made possible by the creation of 
the Internet. Y.Ql£ stands for Voice-over-internet Protocol, referring to the protocol that underlies 
all Internet communication. The idea began in the early 1990s with walkie-talkie-like voice · 
applications for personal computers. In rec~ years many VoiP systems have become as easy to 
use and as convenient as a normal telephon~he benefit is that, as the Internet carries the voice 
traffic, VoiP can be free or cost much less than a traditional telephone call, especially over long 
distances and especially for those with always-on Internet connections such as cable or ADSL. 
VoTP is maturing into a competitive alternative to traditional telephone service. lnteroperability 
between different providers has improved and the ability to call or receive a call from a 
traditional telephone is available. Simple, inexpensive VoiP network adapters are available that 
eliminate the need for a personal computer . 
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Voice quality can still vary from call to call, but is often equal to and can even exceed that of 
traditional calls. Remaining problems for VoiP include emergency telephone number dialing and 
reliability. Currently, a few VoiP providers provide an emergency service, but it is not 
universally available. Older traditional phones with no "extra features" may be line-powered only 
and operate during a power failure; VoiP can never do so without a backup power source for the 
phone equipment and the Internet access devices. VoiP has also become increasingly popular for 
gaming applications, as a form of communication between players. Popular VoiP clients for 
gaming include Ventrilo and Teamspeak. Modern video game consoles also offer VoiP chat 
features . 

Data transfer 

<D File sharing is an example of transferring large amounts of data across the Internet. A computer 
file can be emailed to customers, colleagues and friends as an attachment. It can be uploaded to a 
website or FTP server for easy download by others. It can be put into a "shared location" or .onto 
a file server for instant use by colleagues. The load of bulk downloads to many users can be; 
eased by the use of "mirror" servers or peer-to-peer networksliln any of these cases, access to the 
file may be controlled by user authentication, the transit of the file over the Internet may be 
obscured by encryption, and money may change hands for access to the file. The price can· be 
paid by the remote charging of funds from, for example, a credit card whose details are also 
passed- usually fully encrypted- across the Internet. The origin and authenticity of the file 
received may be checked by digital signatures or by MD5 or other message digests. These simple 
features of the Internet, over a worldwide basis, are changing the production, sale, and 
distribution of anything that can be reduced to a computer file for transmission. This includes all 
manner of print publications, software products, news, music, film, video, photography, graphics 
and the other arts. This in turn has caused seismic shifts in each of the existing industries that 
previously controlled the production and distribution of these products . 

')_/(:QStreaming media is the~:!~~e delivery of digital media for the immediate consumption or 
enjoyment by end users~ Many radio and television broadcasters provide Internet feeds of their 
live audio and video productions. They may also allow time-shift viewing or listening such as 
Preview, Classic Clips and Listen Again features. These providers have been joined by a range 
of pure Internet "broadcasters" who never had on-air licenses. This means that an Internet­
connected device, such as a computer or something more specific, can be used to access on-line 
media in much the same way as was previously possible only with a television or radio receiver . 
The range of available types of c~nt is much wider, from specialized technical webcasts to on­
demand popular multimedia services.fPodcasting is a variation on this theme, where- usually 
audio- material is downloaded and played back on a computer or shifted to a portable media 
player to be listened to on the move. These techniques using simple equipment allow anybody, 
with little censorship or licensing control, to broadcast audio-visual material worldwide . 

Digital media streaming increases the demand for network bandwidth. For example, standard 
image quality needs I Mbit/s link speed for SO 480p, HD 720p quality requires 2.5 Mbit/s, and 
the top-of-the-line HDX quality needs 4.5 Mbit/s for I 080p . 
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Webcams are a low-cost extension of this phenomenon. While some webcams can give full­
frame-rate video, the picture either is usually small or updates slowly. Internet users can watch 
animals around an African waterhole, ships in the Panama Canal, traffic at a local roundabout or 
monitor their own premises, live and in real time. Video chat rooms and video conferencing are 
also popular with many uses being found for personal webcams, with and without two-way 
sound. YouTube was founded on 15 February 2005 and is now the leading website for free 
streaming video with a vast number of users. It uses a t1ash-based web player to stream and show 
video files. Registered users may upload an unlimited amount of video and build their own 
personal profile. YouTube claims that its users watch hundreds of millions, and upload hundreds 
ofthousands of videos daily . 

Access 
[if- <!'Cr )o; i 

Common methods of lntemct access in homes include dial-up, land line broadband (over coaxial 
cable, fiber optic or copper wires),~. satellite and dQ/40 technology cell phones. Public 
places to use the Interne~nclude libraries and Internet cafes, where computers with Internet 
connections are available. There are also Internet access points in many public places such as 
airport halls and coffee shops, in some cases just for brief use while standing. Various terms a1·c 
used, such as "public Internet kiosk", 11 public access terminal 11

, and "Web payphone". Many 
hotels now also have public terminals, though these are usually fee-based. These termi~ls are 
widely accessed for various usage like ticket booking, bank deposit, online payment et'C:1Wi-Fi 
provides wireless access to computer networks, and therefore can do so to the [nternet itself_...> 
Hotspots providing such access include Wi-Fi cafes, where would-be users need to bring their 
own wireless-enabled devices such as a laptop or PDA. These services may be free to all, free to 
customers only, or fee~based. A hotspot need not be limited to a confined location. A whole 
campus or park, or even an entire city can be enabled . 

Grassroots efforts have led to wireless community networks. Commercial Wi-Fi services 
covering large city areas are in place in London, Vienna, Toronto, San Francisco, Philadelphia, 
Chicago and Pittsburgh. The Internet can then be accessed from such places as a par·k bench . 
Apart from Wi-Fi, there have been experiments with proprietary mobile wireless networks like 
Ricochet, various high-speed data services over celtular phone networks, and fixed wireless 
services. High-end mobile phones such as smartphones in general come with Internet access 
through the phone network. Web browsers such as OperEl ar·e available on these advanced 
handsets, which can also run a wide variety of other Internet software. More mobile phones have 
Internet access than PCs, though this is not as widely used. An Internet access provider and 
protocol matrix differentiates the methods used to get online . 

An Internet blackout or outage can be caused by local signaling interruptions. Disruptions of 
submarine communications cables may cause blackouts or slowdowns to large areas, such as in 
the 2008 sybmal'ine cable disruption. Less-developed countries are more vulnerable due to a 
small number of high-capacity links. Land cables are also vulnerable, as in 20 II when a woman 
digging for scrap metal severed most connectivity for the nation of Armenia. Internet blackouts 
affecting almost entire countries can be achieved by governments as a form of Internet 
censorship, as in the blockage ofthe Internet in Egypt, whereby approximately 93% of networks 
were without access in 201 1 in an attempt to stop mobilization for anti-government protests . 
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Overall Internet usage has seen tremendous growth. From 2000 to 2009, the number of Internet 
users globally rose from 394 million to 1.858 billion. By 2010,22 percent ofthe wm·ld's 
population had access to computers with I billion Google searches every day, 300 million 
Internet users reading blogs, and 2 billion videos viewed daily on YouTube . 

The prevalent language for communication on the Internet has been English. This may be a result 
of the origin of the Internet, as well as the language's role as a lingua franca. Early computer 
systems were limited to the characters in the American Standard Code for Information 
Interchange (ASCTJ), a subset of the Latin alphabet. 

After English (27%), the most requested languages on the World Wide Web are Chinese (23%), 
Spanish (8%), Japanese (5%), Portuguese and German (4% each), Arabic, French and Russian 
(3% each), and Korean (2%). By region, 42% of the world's Internet users are based in Asia, 
24% in Europe, 14% in North America, 10% in Latin America and the Caribbean taken together, 
6% in Africa, 3% in the Middle East l% in Australia/Oceania. The Internet's technologies 
have developed enough in reoent ln the use of Unicode, that good facilities are 
available for development and. . world's widely used languages. However, 
some glitches such as of some languages' characters) still remain . 

In an American study in using the Internet was very slightly ahead 
of the pet·centage ofwomerr, reversed in those under 30. Men logged on 
more often, spentmore likely to be broadband users, whereas women 
tended to make more use (such as email). Men were more likely 
to use the Internet to pay bi ·and for recreation such as down loading 
music and videos. Men and to use the lntemet for shopping and 
banking. More recent studies women significantly outnumbered men on 
most social networking sites, such as and Myspace, although the ratios varied with 
age. In addition, women watched morestreaming content, whereas men downloaded more. In 
terms of blogs, men were more likely to 'blog in the first place; among those who blog, men were 
more likely to have a professional bloj, ~as women were more likely to have a personal 
blog. · 

Accot·ding to Eut'Omonitor, by 
Splitting by countt·y, in 201 1 
penetration by the number 
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Social impact 

( The Internet has enabled entirely new forms of social interaction, activities, and organizing, 
\thanks to its basic features such as widespread usability and access . 

Social networking and entertainment 

Many people use the World Wide Web to access news, weather and sports reports, to plan and 
book vacations and to find out more about their interests. People use chat, messaging and emai 1 
to make and stay in touch with friends worldwide, sometimes in the same way as some 
previously had pen pals. The Internet has seen a growing number of Web desktops, where users 
can access their files and settings via the Internet. 

Social networking websites such as Facebook, Twitter, and MySpace have created new ways to 
socialize and interact. Users of these sites are able to add a wide variety of information to pages, 
to pursue common interests, and to connect with others. It is also possible to find existing 
acquaintances, to allow communication among existing groups of people. Sites like Linkedln 

[
foster commercial and business connections. YouTube and Flickr specialize in users' videos and 
photographs. :·~: 

The Internet has been a major outlet for leisure activity since its inception, with entertainiAg 
social experiments such as MUDs and MOOs being conducted on university servers, andliumor­
related Usenet groups receiving much traffic. Today, many Internet forums have sections:" 
devoted to games and funny videos; short cartoons in the form of Flash movies are also p_§pular. 
Over 6 million people use blogs or message boards as a means of communication and for"the 
sharing of ideas. The Internet pornography and online gambling industries have taken advantage 
of the World Wide Web, and often provide a significant source of advertising revenue for other 
websites. Although many governments have attempted to restrict both industries' use of the 
Internet, in general this has failed to stop their widespread popularity . 

Another area of leisure activity on the Internet is multiplayer gaming. This form of recreation 
creates communities, where people of all ages and origins enjoy the fast-paced world of 
multiplayer games. These range from MMORPG to first-person shooters, from role-plavinu 
video games to online gambling. While online gaming has been around since the 1970s, modern 
modes of online gaming began with subscription services such as GameSpy and MPiayer. Non­
subscribers were limited to certain types of game play or certain games. Many people use the 
Internet to access and download music, movies and other works for their enjoyment and 
relaxation. Free and fee-based services exist for all of these activities, using centralized servers 
and distributed peer-to-peer technologies. Some of these sources exercise more care with respect 
to the original artists' copyrights than others . 

Internet usage has been correlated to users' loneliness. Lonely people tend to use the Internet as 
an outlet for their feelings and to share their stories with others, such as in the "1 am lonely wi II 
anyone speak to me" thread . 
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Cybersectarianism is a new organizational form which involves: "highly dispersed small groups 
of practitioners that may remain largely anonymous within the larger social context and operate 
in relative secrecy, while still linked remotely to a larger network of believers who share a set of 
practices and texts, and often a common devotion to a particular leader. Overseas supporters 
provide funding and support; domestic practitioners distribute tracts, participate in acts of 
resistance, and share information on the internal situation with outsiders. Collectively, members 
and practitioners of such sects construct viable virtual communities of faith, exchanging personal 
testimonies and engaging in collective study via email, on-line chat rooms and web-based 
message boards." 

Cyberslackjn~ can become a drain on corporate resources; the average UK employee spent 57 
minutes a day surfing the Web while at work, according to a 2003 study by Peninsula Business 
Services. Internet addiction disorder is excessive computer use that interferes with daily life. 
Psychologist Nicolas Carr believe that Internet use has other effects on individuals, for instance 
improving skills of scan-reading and interfering with the deep thinking that leads to true 
creativity . 

Electronic business 

Electronic business (E-business) involves business processes spanning the entire value elwin: 
electronic purchasing and supply chain management, processing orders electronically, handling 
customer service, and cooperating with business partners. E-commerce seeks to add revenue 
streams using the Internet to build and enhance relationships with clients and partners . 

According to research firm~. the size of total worldwide e-commerce, when global business­
to-business and -consumer transactions are added together, will equate to $16 trillion in 2013. 
~~ another research firm, estimates the global market for digital products and services at $4.4 
trillion in 2013. A report by Oxford Economics adds those two together to estimate the total size 
of the digital economy at $20.4 trillion, equivalent to roughly 13.8% of global sales . 

While much has been written of the economic advantages of Jntemet-enabled commerce, there 
is also evidence that some aspects of the Internet such as maps and location-aware services may 
serve to reinforce economic ineguality and the dj~jtal divide. Electronic commerce may be 
responsible for consolidation and the decline of mom-and-pop, brick and mortar businesses 
resulting in inct·eases in income ineguality . 

Telecommuting 

Remote work is facilitated by tools such as groupware, virtual private networks, conference 
calling, videoconfe•·encing, and Voice over I P (VOIP). It can be efficient and useful for 
companies as it allows workers to communicate over long distances, saving significant amounts ·J ~ 
of travel time and cost. As broadband Internet connections become more commonplace, more .J :0 
and more workers have adequate bandwidth at home to use these tools to link their home to their 
corporate intranet and internal phone networks . 
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Crowdsourcing 
I 
r 

Internet provides a particularly good venue for crowdsourcing (outsourcing tasks to a distributed 
group of people) since individuals tend to be more open in web-based projects where they are not 
being physically judged or scrutinized and thus can feel more comfortable sharing . 

Crowdsourcing systems are used to accomplish a variety of tasks. For example, the crowd may 
be invited to develop a new technology, carry out a design task, refine or carry out the steps of an 
algorithm, or help capture, systematize, or analyze large amounts of data . 

Wikis have also been used in the academic community for sharing and dissemination of 
information across institutional and international boundaries. In those settings, they have been 
found useful for collaboration on grant writing, strategic planning, departmental documentation, 
and committee work. The United States Patent and Trademark Office uses a wiki to allow the 
public to co11aborate on finding prior art relevant to examination of pending patent applications . 
Queens, New York has used a wiki to allow citizens to collaborate on the design and planning of 
a local park . 

The English Wikipedia has the largest user base among wikis on the World Wide Web and ranks 
in the top 10 among all Web sites in terms of traffic. -· 

Politics and political revolutions 

The Internet has achieved new relevance as a political tool. The presidential campaign of".; 
Howard Dean in 2004 in the United States was notable for its success in soliciting donation via 
the Internet. Many political groups use the Internet to achieve a new method of organizing in 
order to carry out their mission, having given rise to Internet activism, most notably practiced by 
rebels in the Arab Spring . 

The New York Times suggested that social media websites, such as Facebook and Twitter, helped 
people organize the political revolutions in Egypt where it helped certain classes of protesters 
organize protests, communicate grievances, and disseminate information. The potential of the 
Internet as a civic tool of communicative power was thoroughly explored by Simon R. B. Berdal 
in his thesis of2004: 

As the globally evolving Internet provides ever new access points to virtual discourse forums, it 
also promotes new civic relations and associations within which communicative power may flow 
and accumulate. Thus, traditionally ... national-embedded peripheries get entangled into greater, 
international peripheries, with stronger combined powers ... The Internet, as a consequence, 
changes the topology ofthe "centre-periphery" model, by stimulating conventional peripheries to 
interlink into "super-periphery" structures, which enclose and "besiege" several centres at once . 

Berdal, therefore, extends the Habermasian notion of the Public sphere to the Internet, and 
underlines the inherent global and civic nature that interwoven Internet technologies provide. To 
limit the growing civic potential of the Internet, Berdal also notes how "self-protective measures" 
are put in place by those threatened by it: 
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If we consider China's attempts to filter "unsuitable material" from the Internet, most of us 
would agree that this resembles a self-protective measure by the system against the growing civic 
potentials of the Internet. Nevertheless, both types represent limitations to "peripheral 
capacities". Thus, the Chinese government tries to prevent communicative power to build up and 
unleash (as the 1989 Tianaumen Sguare uprising suggests, the government may find it wise to 
install "upstream measures"). Even though limited, the Internet is proving to be an empowering 
tool also to the Chinese periphery: Analysts believe that Internet petitions have influenced policy 
implementation in favour of the public's online-articulated will ... 

Philanthropy 

The spread oflow-cost Internet access in developing countries has opened up new possibilities 
for peer-to-peer charities, which allow individuals to contribute small amounts to charitable 
projects for other individuals. Websites, such as DonorsChoose and GlobaiGiving, allow small­
scale donors to direct funds to individual projects of their choice . 

A popular twist on Internet-based philanthropy is the use of peer-to-peer lend jng for charitable 
purposes.~ pioneered this concept in 2005, offering the first web-based service to publish 
individual loan profiles for funding. Kiva raises funds for local intermediary mjcrofinuncc 
organizations which post stories and updates on behalfofthe borrowers. Lenders can contribute 
as little as $25 to loans of their choice, and receive their money back as borrowers repay. Kiva 
falls short of being a pure peer-to-peer charity, in that loans are disbursed before being funded by 
lenders and borrowers do not communicate with lenders themselves . 

However, the recent spread of low cost Internet access in developing coun!ries has made genuine 
international person-to-person philanthropy increasingly feasible. In 2009 the US-based 
nonprofit Zjdisha tapped into this trend to offer the first person-to-person microfinance platform 
to link lenders and borrowers across international borders without intermediaries. Members can 
fund loans for as little as a dollar, which the borrowers then use to develop business activities 
that improve their families' incomes while repaying loans to the members with interest. 
Borrowers access the Internet via public cybercafes, donated laptops in village schools, and even 
smart phones, then create their own profile pages through which they share photoscmd 
information about themselves and their businesses. As they repay their loans, borrowers continue 
to share updates and dialogue with lenders via their profile pages. This direct web-based 
connection allows members themselves to take on many of the communication and recording 
tasks traditionally performed by local organizations, bypassing geographic barriers and 
dramatically reducing the cost ofmicrotinance services to the entrepreneurs . 

Surveillance 

The vast major·ity of computer survei IJance involves the monitoring of data and traffic on the 
Internet. In the United States for example, under the Communications Assistance For Law 
Enforcement Act, all phone calls and broadband internet traffic (emails, web traffic, instant 
messaging, etc.) are required to be available for unimpeded real-time monitoring by Federal law 
enforcement agencies . 
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Packet capture (also sometimes referred to as "packet sniffing") is the monitoring of data traffic 
on a computer network. Computers communicate over the Internet by breaking up messages 
(emails, images, videos, web pages, files, etc.) into small chunks called "packets", which are 
routed through a network of computers, until they reach their destination, where they are 
assembled back into a complete ''message" again. Packet Capture Appliance intercepts these 
packets as they are travelling through the network, in order to examine their contents using other 
programs. A packet capture is an information gathering tool, but not an analysis tool. That is it 
gathers "messages" but it does not analyze them and figure out what they mean. Other programs 
are needed to perform traffic analysis and sift through intercepted data looking for 
important/useful information. Under the Communications Assistance For Law Enforcement Act 
all U.S. telecommunications providers are required to install packet sniffing technology to allow 
Federal law enforcement and intelligence agencies to intercept all of their customers' broadband 
Internet and voice over Internet protocol (VoiP) traffic . 

There is far too much data gathered by these packet sniffers for human investigators to manually 
search through all of it. So automated Internet surveillance computers sift through the vast 
amount of intercepted Internet traffic, and filter out and report to human investigators those bits 
of information which are "interesting"-such as the use of certain words or phrases, vi siting 
certain types of web sites, or communicating via email or chat with a certain individual or group . 
Billions of dollars per year are spent, by agencies such as the Information Awareness 0 mce, 
NSA, and the FBI, to develop, purchase, implement, and operate systems which intercept\and 
analyze all of this data, and extract only the information which is useful to Jaw enforcement and 
intelligence agencies . 

Similar systems are now operated by Iranian secret police to identify and suppress dissidents. All 
required hardware and software has been allegedly installed by German Siemens AG and Finnish 
Nokia . 
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Censorship 

Pervasive censorship 
Substantial censorship 
Selective censorship 

Internet censorship by country 

Changing situation 
Little or no censorship 
Not classified I no data 

Some governments, such as those of Burma, Iran, North Korea, the Mainland China, Saudi 
Aml2ii, and the United Arab Emirates restrict what people in their countries can access on the 
Internet, especially political and religious content. This is accomplished through software that 
filters domains and content so that they may not be easily accessed or obtained without elaborate 
circumvention . 

In Norway, Denmark, Finland, and Sweden, major Internet service providers have voluntarily, 
possibly to avoid such an arrangement being turned into law, agreed to restrict access to sites 
listed by authorities. While this list of forbidden URLs is supposed to contain addresses of only 
known child pornography sites, the content of the list is secret. Many countries, including the 
United States, have enacted laws against the possession or distribution of certain material, such 
as child po!'l1ography, via the Internet, but do not mandate filtering softwar·e. Ther·e ar·e many free 
and commercially available software progmms, called content-control sotlwarc, with which a 
user can choose to block offensive websites on individual computers or networks, in order to 
limit a child's access to pornographic materials or depiction of violence . 
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