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Encryption - a two-way operation

cleartext ciphertext
encrypt o
hello, world " | uryyb, jbeyqg
* decrypt

this is cleartext that guwf vf pyrnegrkg gung
anybody can easily encrypt y | nalobal pna mivyl
read without the lkey _ erng jvgubhg gur xrl
used by encryption. = decrypt hfrq ol rapelcgvba.

It's also bigger than
the box of text above.

This is some really
long text that we
mean to encrypt, and

output same

W 'f nyfh ovitre guna
gur bk bs grikg nohir,

Guvf uf fhzr ernyyl

ybat grkg gung jr
zrma gh rapelcg, nag

to keep these pearls SIZe as Input gh xrrc gurfr crneyf
of wisdom out of the bs jwfgbz bhg bs gur
reach of the bad guy. ernpu bs gur ong thi.
We don't really know Encrypt Jrgha'g ernyyl xabj
how anybody could - ubj nalobgl pbhyg
ever break our rot13 decrypt rire oernx bhe ehgl13

encryption, but if the
MSA puts its mind to
it, perhaps they will
manage.

lt's not an easy job
making up random
text for examples.

rapelcgvba, ohyg vs gur
AFN chgf vgf zvag gb
v, creuncf gurl jwyy
Znantr.

“gf abg na rnfl who
znxvat hc enagbz
grkg she rknzcyrf.
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Hashing - a one-way operation

cleartext

hello, world

MD5 digest

this is cleartext that
anyhody can easily
read without the key
used by encryption.
It's also higger than
the box of text above.

This is some really
long text that we
mean to encrypt, and
to keep these pearls
of wisdom out of the
reach of the bad guy.

We don't really know
how anybody could
ever break our rot13
encryption, but if the
MSA puts its mind to
it, perhaps they will
manage.

It's not an easy job
making up random
text for examples.
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now is the time
for all good men
to come to the

L
/ aid oftheir country \\_\‘H

different inputs ? [62eh0a3ed778cA30faBel 3e6051ae57 |
the same hash?

Four score and
SEevVen years ago
our fathers brought
forth, upon this
continent, a new
nation, conceived
in liberty, and
dedicated to the
proposition that
"all men are
created equal”
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(128 bits, obsolete) MD4 o
(128 bits) MD5

(160 bits) RIPEMD-160
(160 bits) SHA-1

SHA-256, SHA-384, and SHA-512 (longer versions of SHA-1, with slightly different o
designs)
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Hash Table(strings)
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The empty hash table of strings
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int hash(char *str, int table_size)

{

int sum;

/* Make sure a valid string passed in */

if (str==NULL) return -1;

/* Sum up all the characters in the string */

for(; *str; str++) sum += *str;

/* Return the sum mod the table size */

return sum % table_size;
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The hash table after inserting "Steve”
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Hash Table(strings)
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Hash Table(strings)
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Hash Table(strings)
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Collision solved - "Notes" added to table
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