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(CCNA & CCNP) 

     
Microsoft 

  
Linux 

   

Cisco 

 

Juniper 

 

Huawei 

 

.  

CCDA   

    

CCNA 

    

(Forest)CCDA

            

CCSP  
(security)

CCNP 
BSCIi  Routing 

BCMSN Switching  
ISCW Enterprise 

ONT  Qos --Voip

CCVP
Voice

CCDA  
Cisco Certification Design Associate

  

CCIE

 

Smw  

 

CCIE 
-------------------- 
CCNP / CCSP  
 CCVP / CCDP 

--------------------------------------- 
CCNA /  CCDA 
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Enterprise

          
               Router   

    

IPCONFIG :

A

  

   C     A 

B

C

 

Class A   1-126  . ---- . ---- . ---- . ---- 224 
  255 .   0   .  0   .  0  .      

       28  

Class B  128-191  . ---- . ---- . ---- . ---- 216 
                255 . 255 .   0   .   0  .       

              216        

Class C   192-223  . ---- . ---- . ---- . ---- 28  
                255 .  255 . 255  .   0  .         

    224 

A  B 

   H           C 

  

G     D    

F  E 
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NA    =   NA 

192.168.1.1      192.168.1.2 

            
192 .168.2.20       192 .168.2.1       
144.100 .110.5      144.100 .10.1        

130.4 .1.5      

  
    130.5 .30.2       

  10.2.2.2        10.1.1.1 
IPIP

 

A

             

    Router           

     

B

              

Routing     

Hard               Soft 

PC

    

 Dynamic  

Routing                 

   

  Static     

 

Static

 

DynamicOverHeadCPU
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Dynamips

 
Winpcap_3_1.exe          Next

  
Dynagen-0,10,1_dynamips-0,8,0-RC1_Win_XP_Setup.exe_Next

Dynagen Sample LabsDynamips Server , Network  device  list 

DesktopDynagen Sample Labs

 

C7200-js-mz.11-122.T.bin \Program Files\Dynamips\ image

  

\Program Files\Dynamips\Sample_Labs\ Sample1

RenameSimple1.net

 

Sample1Simple1.net

  

Simple1.net notepad

       

  F0/0    S1/0         S1/0  

 

  F0/0      

  R2   

  

R1

   

LAN2 LAN1

Simple1.net 

 

Open with notepad

  

[[Router R1]]   
S1/0 = R2 S1/0  
F0/0 = LAN 1   

[[Router R2]]  
F0/0 = LAN 2 

 

Dynamips Server desktopminimize

  

Sample1.net

 

idlepc get R1

idlepc get R2 
   telnet R1  

CommandR1[y/n]n

CommandR2R1

    

telnet R2    
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Config

RG45Com1

Start----Programs----Accessories----Communications----Hyperterminal 

Runhypertrm    
IP

Com1LabtopusbCom

Com4

Bits Per Second       9600 

 

Telnet 192.168.34.237 2001DeviceHyper terminal

User Mode

   

Privilege Mode

  

Global Mode (Configuration Mode)

 

Router>     (user mode)                       

Router>  enable   

Router#     (privilege mode) 

Router#  exit    

RestartRouter#  Reload

Router> enable

 

Router#
Privilege Mode Enable 

Router> enable

 

Router# exite

 

Router>

 

Exite 

Router> enable

 

Router# reload
Router Reload 

RouterCCNA 
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Confign

 
Would you like to inter the initial configuration dialog? [yes/no] 

ip, passwourd

ipinterfaceipNICip

com, Rg45, Fiber

Local Area Connections

Rename

 

Router> sh ip int bri

  

user mode    or

privilege

Router> en

 

Router# sh ip int bri

RouterShow ip interface brief 
(sh ip int br) 

 

Interface    IP_Address  

     

Rg45  Fast Ethernet 

EEtthheerrnneett            1100  MMbbiitt//ss  

FFaasstt  EEtthheerrnneett        110000  MMbbiitt//ss  

GGiiggaabbiitt  EEtthheerrnneett      11000000  MMbbiitt//ss  

1100  ggiiggaabbiitt  EEtthheerrnneett    1100000000  MMbbiitt//ss       
F0/1  F0/0  

F0/0 

              

F0/1

              

F1/0                  

F1/1                   
E0                  

S0/1 

DOS\?helpRouter?

e ? 

 

exit  enable  

Tab

en + Tab  

 

enable      

F0 F1 F2 

S0 
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Router> en

 
Router# conf t

 
Router< Config>#

Global Mode Configure terminal 
(conf t) 

  Enter 

Enter Configuration Command, One Per Line. End With CNTL/Z 

Router> en

 

Router# conf t

 

Router< Config>#int f0/0

Interface Interface 
(int) 

Router> en

 

Router# conf t

 

Router< Config>#int f0/0

 

Router< Config-if>#ip add 192.168.1.1 
255.255.255.0

 

ipInterface Ip Address
(ip add) 

Router> en

 

Router# conf t

 

Router< Config>#int f0/0

 

Router<  Config-if >#ip add 192.168.1.1 
255.255.255.0

 

Router<  Config-if >#no shut

 

interface 

shut 

No Shutdown 
(no shut) 

Shut

 

Router> sh ip int brief

 

user modeprivilege 

mode

Router# sh ip int brief

 

RouterShow ip interface brief 
(sh ip int br) 

Router> en

 

Router# conf t

 

Router< Config>#int f0/0
Router<  Config-if >#ip add 192.168.1.1 
255.255.255.0

 

Router<  Config-if >#no shut

 

Router<  Config-if >#exit   

 

Router# exit                     Ctrl + z

Router> ping 192.168.1.1 

Routeripping

 

  Router R1 

         

  RouterR2  

  

En          En  
Conf t          Conf t  
Int f0/0         Int f0/0  
Ip add 192.168.1.1 255.255.255.0      Ip add 192.168.3.1 255.255.255.0  
No shut         No shut  
Int s1/0         Int s1/0   
Ip add 192.168.2.1 255.255.255.0      Ip add 192.168.2.2 255.255.255.0  
No shut         No shut  

    

  F0/0   S1/0          S1/0  F0/0      

3.1   R2  2.2

      

2.1 R1

  

1.1 

  

LAN2 LAN1 
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Router

RouterR1 

 
(RoutingTable)

R1#show ip route 
C 192.68.1.0/24 is directly connected, fast Ethernet 0/0 
C 192.68.2.0/24 is directly connected, serial 1/0  

ipR1

ipR2

R2ipR1ip

 

(R2)(R1) (R1)(R2)

  

R1# conf t        

 

R1<Config># ip route 192.168.3.0 255.255.255.0 192.168.2.2  

 

R2#conf t        

 

R2<Config># ip route 192.168.1.0 255.255.255.0 192.168.2.1  

Router> en

 

Router# conf t

 

Router<Config>#ip route 192.168.3.0 
255.255.255.0 192.168.2.2  

ip

 

Ip route 
(conf t) 

Router>en 
Router# conf t 
Router<Config>#hostname R1 
R1<Config># 

Hostname 
(ho) 

IP

IPIP

Dynamips

Simple 1telnet R1

(idlepc get R1)

cpu

255.255.255.0

 

Connected

      

F0/0  

 

  S1/0

   

S1/1  S1/0   S1/0  

 

  F0/0    

   5.1    R3   4.2

  

4.1

 

R2 2.2    2.1   R1    1.1          

  F0/0  3.1 

LAN3

    

LAN2

  

LAN1

 

[[ROUTER R1]  
  F

 

= LAN 1 

  S1/0

 

=  R  S1/0 

[[ROUTER R ]] 
  F

 

=  LAN 2 

  S1/1

 

=  R3 S1/0 

[[ROUTER R3]] 
  F

 

=  LAN 3

IP R1 R2 R3 
1/0 

 

2.1 4.1 
2/0 

  

4.1 
3/0 2.2 

 

4.1 
4/0 2.2 

  

5/0 2.2 4.2 
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commandDynagen

idlepc get R1 

idlepc get R2 

idlepc get R3

nentertelnet R1

nentertelnet R2

nentertelnet R3

 

command

         

R3 
Router> en 
Router# conf t 
Router(config)# host R3 
R3(config)# int f0/0 
R3(config-if)# ip add 192.168.5.1 
255.255.255.0 
R3(config-if)# no shut 
R3(config-if)# int s1/0 
R3(config-if)# ip add 192.168.2.2 
255.255.255.0 
R3(config-if)# no shut 
R3(config-if)# Ctrl+z 
R3# Sh ip int br  

R2 
Router> en 
Router# conf t 
Router(config)# host R2 
R2(config)# int f0/0 
R2(config-if)# ip add 192.168.3.1 
255.255.255.0 
R2(config-if)# no shut 
R2(config-if)# int s1/0 
R2(config-if)# ip add 192.168.2.2 
255.255.255.0 
R2(config-if)# no shut 
R2(config-if)# int s1/1 
R2(config-if)# ip add 192.168.4.1 
255.255.255.0 
R2(config-if)# no shut 
R2(config-if)# Ctrl+z 
R2# Sh ip int br 

R1 
Router> en 
Router# conf t 
Router(config)# host R1 
R1(config)# int f0/0 
R3(config-if)# ip add 192.168.1.1 
255.255.255.0 
R3(config-if)# no shut 
R3(config-if)# int s1/0 
R3(config-if)# ip add 192.168.2.1 
255.255.255.0 
R3(config-if)# no shut 
R3(config-if)# Ctrl+z 
R3# Sh ip int br 

ipR1ip routeR3 , R2R1

Conf t 
ip route 192.168.3.0 255.255.255.0 192.168.2.2 
ip route 192.168.4.0 255.255.255.0 192.168.2.2 
ip route 192.168.5.0 255.255.255.0 192.168.2.2 
(ctrl+ z) 
Sh ip rout 
S   192.168.4.0 /24  [1/0] Via 192.168.2.2 
S   192.168.5.0 /24  [1/0] Via 192.168.2.2 
C   192.168.1.0 /24  255.255.255.0 is directly connected, Fast Ethernet 0/0  
C   192.168.2.0 /24  255.255.255.0 is directly connected, Serial 1/0 
S   192.168.3.0 /24  [1/0] Via 192.168.2.2 
S   192.168.4.0 /24  [1/0] Via 192.168.2.2 
R

 

Conf t 
ip route 192.168.1.0 255.255.255.0 192.168.2.1 
ip route 192.168.5.0 255.255.255.0 192.168.4.2 
(ctrl+ z) 
Sh ip rout 
C   192.168.4.0 /24  255.255.255.0 is directly connected, Serial 1/1 
S   192.168.5.0 /24  [1/0] Via 192.168.4.2 
S   192.168.1.0 /24  [1/0] Via 192.168.2.1 
C   192.168.2.0 /24  255.255.255.0 is directly connected, Serial 1/0 
C   192.168.3.0 /24  255.255.255.0 is directly connected, Fast Ethernet 0/0 
R

 

Conf t 

 

ip
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ip route 192.168.1.0 255.255.255.0 192.168.4.1
ip route 192.168.2.0 255.255.255.0 192.168.4.1 
ip route 192.168.3.0 255.255.255.0 192.168.4.1 
(ctrl+ z) 
Sh ip rout 
C   192.168.4.0 /24  255.255.255.0 is directly connected, Serial 1/0 
C   192.168.5.0 /24  255.255.255.0 is directly connected, Fast Ethernet 0/0 
S   192.168.1.0 /24  [1/0] Via 192.168.4.1 
S   192.168.2.0 /24  [1/0] Via 192.168.4.1 
S   192.168.3.0 /24  [1/0] Via 192.168.4.1                        

[[ROUTER R ]]  
F

 

= LAN 1  
S1/0

 

=  R

 

S1/0  
S1/1

 

=  R3 S1/0  
[[ROUTER R ]]  
F

 

=  LAN 2  
S1/1

 

=  R4 S1/0  
[[ROUTER R3]]  
F

 

=  LAN 3  
S1/1

 

=  R4 S1/1  
[[ROUTER R4]]  
F

 

=  LAN 4  

 

all/Suspend 

 

all/Resume 

commandDynagen

idlepc get R1 idlepc get R2 idlepc get R3 idlepc get R4 
telnet R1 telnet R2 telnet R3 telnet R4 

       

LAN1

   

LAN4

 

LAN2

  

LAN3

        

    F0/0  4.1

         

   S1/0  R2       S1/1  

       

  2.2

  

         5.1          
          

     2.1   S1/0         S/ 0   5.2   
       

  1.1  R1            R4   8.1  
    
F0/0                      F0/0   
      3.1 

 

S1/ 0           S1/1  7.2                   

   S1/0 R3 S1/1        
   3.2   7.1               

   F0/0  6.1 
       

lanSimple1

IP R1 R2 R3 R4 
1/0 

    

2/0 

   

3/0 

    

4/0 

   

5/0 

   

6/0 

   

7/0 

  

8/0 
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command

  
R2 
Router> en 
Router# conf t 
Router(config)# host R2 
R2(config)# int f0/0 
R2(config-if)# ip add 192.168.4.1 255.255.255.0 
R2(config-if)# no shut 
R2(config-if)# int s1/0 
R2(config-if)# ip add 192.168.2.2 255.255.255.0 
R2(config-if)# no shut 
R2(config-if)# int s1/1 
R2(config-if)# ip add 192.168.5.1 255.255.255.0 
R2(config-if)# no shut 
R2(config-if)# Ctrl+z 
R2(config-if)# Sh ip int br 

R1 
Router> en 
Router# conf t 
Router(config)# host R1 
R1(config)# int f0/0 
R1(config-if)# ip add 192.168.1.1 255.255.255.0 
R1(config-if)# no shut 
R1(config-if)# int s1/0 
R1(config-if)# ip add 192.168.2.1 255.255.255.0 
R1(config-if)# no shut 
R1(config-if)# int s1/1 
R1(config-if)# ip add 192.168.3.1 255.255.255.0 
R1(config-if)# no shut 
R1(config-if)# Ctrl+z 
R1(config-if)# Sh ip int br 

R4 
Router> en 
Router# conf t 
Router(config)# host R4 
R4(config)# int f0/0 
R4(config-if)# ip add 192.168.8.1 255.255.255.0 
R4(config-if)# no shut 
R4(config-if)# int s1/0 
R4(config-if)# ip add 192.168.5.2 255.255.255.0 
R4(config-if)# no shut 
R4(config-if)# int s1/1 
R4(config-if)# ip add 192.168.7.1 255.255.255.0 
R4(config-if)# no shut 
R4(config-if)# Ctrl+z 
R4(config-if)# Sh ip int br 

R3 
Router> en 
Router# conf t 
Router(config)# host R3 
R3(config)# int f0/0 
R3(config-if)# ip add 192.168.6.1 255.255.255.0 
R3(config-if)# no shut 
R3(config-if)# int s1/0 
R3(config-if)# ip add 192.168.3.2 255.255.255.0 
R3(config-if)# no shut 
R3(config-if)# int s1/1 
R3(config-if)# ip add 192.168.7.1 255.255.255.0 
R3(config-if)# no shut 
R3(config-if)# Ctrl+z 
R3(config-if)# Sh ip int br 

ipR1ip routeR4, R3 , R2

R2 
R2(Config)# ip route 192.168.1.0 255.255.255.0 
192.168.2.1 
R2(Config)# ip route 192.168.1.0 255.255.255.0 
192.168.5.2 
R2(Config)# ip route 192.168.3.0 255.255.255.0 
192.168.2.1 
R2(Config)# ip route 192.168.3.0 255.255.255.0 
192.168.5.2 
R2(Config)# ip route 192.168.6.0 255.255.255.0 
192.168.2.1 
R2(Config)# ip route 192.168.6.0 255.255.255.0 
192.168.5.2 
R2(Config)# ip route 192.168.7.0 255.255.255.0 
192.168.2.1 
R2(Config)# ip route 192.168.7.0 255.255.255.0 
192.168.5.2 
R2(Config)# ip route 192.168.8.0 255.255.255.0 
192.168.2.1 
R2(Config)# ip route 192.168.8.0 255.255.255.0 
192.168.5.2 
R2(Config)# Sh ip route 

R1 
R1(Config)# ip route 192.168.4.0 255.255.255.0 
192.168.2.2 
R1(Config)# ip route 192.168.4.0 255.255.255.0 
192.168.3.2 
R1(Config)# ip route 192.168.5.0 255.255.255.0 
192.168.2.2 
R1(Config)# ip route 192.168.5.0 255.255.255.0 
192.168.3.2  
R1(Config)# ip route 192.168.6.0 255.255.255.0 
192.168.2.2 
R1(Config)# ip route 192.168.6.0 255.255.255.0 
192.168.3.2  
R1(Config)# ip route 192.168.7.0 255.255.255.0 
192.168.2.2 
R1(Config)# ip route 192.168.7.0 255.255.255.0 
192.168.3.2  
R1(Config)# Sh ip route 
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R3 
R3config)# ip route 192.168.1.0 255.255.255.0 
192.168.3.1 
R3config)# ip route 192.168.1.0 255.255.255.0 
192.168.7.2 
R3config)# ip route 192.168.2.0 255.255.255.0 
192.168.3.1 
R3config)# ip route 192.168.2.0 255.255.255.0 
192.168.7.2 
R3config)# ip route 192.168.4.0 255.255.255.0 
192.168.3.1 
R3config)# ip route 192.168.4.0 255.255.255.0 
192.168.7.2 
R3config)# ip route 192.168.5.0 255.255.255.0 
192.168.3.1 
R3config)# ip route 192.168.5.0 255.255.255.0 
192.168.7.2 
R3config)# ip route 192.168.8.0 255.255.255.0 
192.168.3.1 
R3config)# ip route 192.168.8.0 255.255.255.0 
192.168.7.2 

R4 
R4(config)# ip route 192.168.1.0 255.255.255.0 
192.168.5.1 
R4(config)# ip route 192.168.1.0 255.255.255.0 
192.168.7.1 
R4(config)# ip route 192.168.2.0 255.255.255.0 
192.168.5.1 
R4(config)# ip route 192.168.2.0 255.255.255.0 
192.168.7.1 
R4(config)# ip route 192.168.3.0 255.255.255.0 
192.168.5.1 
R4(config)# ip route 192.168.3.0 255.255.255.0 
192.168.7.1 
R4(config)# ip route 192.168.4.0 255.255.255.0 
192.168.5.1 
R4(config)# ip route 192.168.4.0 255.255.255.0 
192.168.7.1 
R4(config)# ip route 192.168.6.0 255.255.255.0 
192.168.5.1 
R4(config)# ip route 192.168.6.0 255.255.255.0 
192.168.7.1 

  IPPING

R

 

R1# Ping  192.168.1.1 
R1# Ping  192.168.2.2 
R1# Ping  192.168.3.2 

R2 
R2# Ping  192.168.4.1 
R2# Ping  192.168.2.1 
R2# Ping  192.168.5.1 

R3 
R3# Ping  192.168.6.1 
R3# Ping  192.168.3.1 
R3# Ping  192.168.7.2 

R4 
R4# Ping  192.168.8.1 
R4# Ping  192.168.5.1 
R4# Ping  192.168.7.1 

pingR4# traceroute 192.168.1.1

1 192.168.5.1 28  mscc  
192.168.7.1 72  
192.168.5.1 20 

2 *       

  

(Link)

 

Load Balancing

  

Load Sharing(Device)

(Service)

  

Back Up(Alternative)
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Load Balancing

[[ ROUTER R

 

]] 
   S 0/1

 

=   R2

 

S1/0 
 S1/1   =   R2

 

S1/1 
F 0/0

 

=   LAN 1  
[[ ROUTER R2 ]] 

F 0/0  =    LAN 2  

commandDynagen

idlepc get R1 idlepc get R2  
telnet R1 telnet R2  

 

command

  

R2 
Router> en 
Router# conf t 
Router(config)# host R2 
R2(config)# int f0/0 
R2(config-if)# ip add 192.168.4.1 255.255.255.0 
R2(config-if)# no shut 
R2(config-if)# int s1/0 
R2(config-if)# ip add 192.168.2.2 255.255.255.0 
R2(config-if)# no shut 
R2(config-if)# int s1/1 
R2(config-if)# ip add 192.168.5.1 255.255.255.0 
R2(config-if)# no shut 
R2(config-if)# Ctrl+z 
R2(config-if)# Sh ip int br 

R1 
Router> en 
Router# conf t 
Router(config)# host R1 
R1(config)# int f0/0 
R1(config-if)# ip add 192.168.1.1 255.255.255.0 
R1(config-if)# no shut 
R1(config-if)# int s1/0 
R1(config-if)# ip add 192.168.2.1 255.255.255.0 
R1(config-if)# no shut 
R1(config-if)# int s1/1 
R1(config-if)# ip add 192.168.3.1 255.255.255.0 
R1(config-if)# no shut 
R1(config-if)# Ctrl+z 
R1(config-if)# Sh ip int br 

ipR1ip routeR2

R1 
Conf t 
ip route 192.168.4.0 255.255.255.0 192.168.2.2 
ip route 192.168.4.0 255.255.255.0 192.168.3.2 
(ctrl+z) 
Sh ip route 
C   192.168.1.0 /24  255.255.255.0 is directly connected, Fast Ethernet 0/0 
C   192.168.2.0 /24  255.255.255.0 is directly connected, Serial 1/0 
C   192.168.3.0 /24  255.255.255.0 is directly connected, Serial 1/1 
S   192.168.4.0 /24  [1/0] Via 192.168.2.2 
R2 
Conf t 
ip route 192.168.1.0 255.255.255.0 192.168.2.1    

        S1/0 2.1            S1/ 0 2.2      

F0/0  R1   

             
R2   F0/0    

    1.1             4.1

      
        S1/1 3.1            S1/1   3.2  

LAN

      

LAN

  

ip

IP R1 R2 
1/0 

  

2/0 

  

3/0 

  

4/ 0 
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ip route 192.168.1.0 255.255.255.0 192.168.3.1 

  IPPING

R

 
R1# Ping  192.168.1.1 
R1# Ping  192.168.2.1 
R1# Ping  192.168.3.1 
R1# Ping  192.168.2.2 
R1# Ping  192.168.3.2 
R1# Ping  192.168.4.1 

R2 
R2# Ping  192.168.2.2 
R2# Ping  192.168.3.2 
R2# Ping  192.168.4.1 
R2# Ping  192.168.1.1 
R2# Ping  192.168.2.1 
R2# Ping  192.168.3.1 

directly connected

C   192.168.1.0 /24  255.255.255.0 is directly connected, Fast Ethernet 0/0

 

Administrator Distance

0Connected 
1Static

120RIP

        

100    IGRP

        

90    EIGRP         
110    OSPF

AD = 2

ip route 192.168.4.0 255.255.255.0 192.168.3.2 2

 

R1 
Conf t 
ip route 192.168.4.0 255.255.255.0 192.168.2.2 
ip route 192.168.4.0 255.255.255.0 192.168.3.2 
(ctrl+z) 
Sh ip route 
C   192.168.1.0 /24  255.255.255.0 is directly connected, Fast Ethernet 0/0 
C   192.168.2.0 /24  255.255.255.0 is directly connected, Serial 1/0 
C   192.168.3.0 /24  255.255.255.0 is directly connected, Serial 1/1 
S   192.168.4.0 /24  [1/0] Via 192.168.2.2 

Administrator

 

Distance

Load 

Protocol

        

F0/1                     

      S1/0 2 1   AD = 1         S1/0 2 2     

F0/ 0 R1 

           

  

  

R2  F0/0     
  1.1       

           

             4.1 

     

S1/1  3.1   AD = 1        S1/1  3.2 

  LAN

  

LAN
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shut

Int s1/0 
Shut 
Exit 
Sh ip ro 
C   192.168.1.0 /24  255.255.255.0 is directly connected, Fast Ethernet 0/0 
C   192.168.2.0 /24  255.255.255.0 is directly connected, Serial 1/0 
C   192.168.3.0 /24  255.255.255.0 is directly connected, Serial 1/1 
S   192.168.4.0 /24  [1/0] Via 192.168.3.2 

no shut

Int s1/0 
No Shut 
Exit 
Sh ip ro 
C   192.168.1.0 /24  255.255.255.0 is directly connected, Fast Ethernet 0/0 
C   192.168.2.0 /24  255.255.255.0 is directly connected, Serial 1/0 
C   192.168.3.0 /24  255.255.255.0 is directly connected, Serial 1/1 
S   192.168.4.0 /24  [1/0] Via 192.168.2.2 

IPPING

R2 
R2# Ping 192.168.4.1 
R2# Ping 192.168.2.2 
R2# Ping 192.168.3.2 
R2# Ping 192.168.1.1 
R2# Ping 192.168.2.1 
R2# Ping 192.168.3.1 

R1 
R1# Ping 192.168.1.1 
R1# Ping 192.168.2.1 
R1# Ping 192.168.3.1 
R1# Ping 192.168.4.1 
R1# Ping 192.168.2.2 
R1# Ping 192.168.3.2 

     

[[ROUTER R1]] 
F 0/0 = LAN 1 
S1/0

 

= R2 S1/0 
[[ROUTER R2]] 
F 0/0 = LAN 2 
S1/1

 

= R3 S1/0 
[[ROUTER R3]] 

commandDynagen

idlepc get R1 idlepc get R2 idlepc get R3 
telnet R1 telnet R2 telnet R3 

 

command

INTERNET  

5.1 L0  

6.1 L1  

7.1 L2  

8.1 L3 

ISP

                   

R1   2 1        2 2   R2  4.1   4 2    R3    

       S1/0        S1/0    S1/1   S1/0  

   

F0/0 1.1

    

        F0/0  3.1 

 

         LAN

   

LAN

 

IP R1 R2 R3 
1/0 

 

2.1 4.1 
2/0 

  

4.1 
3/0 2.2 

 

4.1 
4/ 0 2.2 
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R

 
Router> en 
Router# conf t 
Router(config)# host R

 
R (config)# int f0/0 

R (config-if)# ip add 192.168.4.2 

255.255.255.0 
R (config-if)# no shut 

R (config-if)# Ctrl+z 

R (config-if)# Sh ip int br 

R

 
Router> en 
Router# conf t 
Router(config)# host R

 
R (config)# int f0/0 

R (config-if)# ip add 192.168.3.1 255.255.255.0 

R (config-if)# no shut 

R (config-if)# int s1/0 

R (config-if)# ip add 192.168.2.2 255.255.255.0 

R (config-if)# no shut 

R (config-if)# int s1/1 

R (config-if)# ip add 192.168.4.1 255.255.255.0 

R (config-if)# no shut 

R (config-if)# Ctrl+z 

R (config-if)# Sh ip int br 

R1 
Router> en 
Router# conf t 
Router(config)# host R1 
R1(config)# int f0/0 
R1(config-if)# ip add 192.168.1.1 
255.255.255.0 
R1(config-if)# no shut 
R1(config-if)# int s1/0 
R1(config-if)# ip add 192.168.2.1 
255.255.255.0 
R1(config-if)# no shut 
R1(config-if)# Ctrl+z 
R1(config-if)# Sh ip int br 

ipR1ip routeR3 , R2R1

Conf t 
ip route 192.168.3.0 255.255.255.0 192.168.2.2 
ip route 192.168.4.0 255.255.255.0 192.168.2.2 
ip route   0.0.0.0 0.0.0.0   192.168.2.2 IP

 

(ctrl+z) 
Sh ip rout 
S   192.168.4.0 /24  [1/0] Via 192.168.2.2 
C   192.168.1.0 /24  255.255.255.0 is directly connected, Fast Ethernet 0/0  
C   192.168.2.0 /24  255.255.255.0 is directly connected, Serial 1/0 
S   192.168.3.0 /24  [1/0] Via 192.168.2.2 
S    0.0.0.0    /24  [1/0] Via 192.168.2.2 
R

 

Conf t 
ip route 192.168.1.0 255.255.255.0 192.168.2.1 
ip route  0.0.0.0  0.0.0.0    192.168.4.2 
(ctrl+z) 
Sh ip rout 
C   192.168.4.0 /24  255.255.255.0 is directly connected, Serial 1/1 
S    0.0.0.0     /24  255.255.255.0 [1/0] Via 192.168.4.2 
S   192.168.1.0 /24  255.255.255.0 [1/0] Via 192.168.2.1 
C   192.168.2.0 /24  255.255.255.0 is directly connected, Serial 1/0 
C   192.168.3.0 /24  255.255.255.0 is directly connected, Fast Ethernet 0/0 
R

 

Conf t 
ip route 192.168.1.0 255.255.255.0 192.168.4.1 
ip route 192.168.2.0 255.255.255.0 192.168.4.1 
ip route 192.168.3.0 255.255.255.0 192.168.4.1 
(ctrl+z) 
Sh ip rout 
C   192.168.4.0 /24  255.255.255.0 is directly connected, Serial 1/0 
S   192.168.1.0 /24  255.255.255.0 192.168.4.1 
S   192.168.2.0 /24  255.255.255.0 192.168.4.1 
S   192.168.3.0 /24  255.255.255.0 192.168.4.1 
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  IPPING

Router>en 
Router#conf t 
Router< Config>#int f0/0 
Router<Config-if>#no ip add 192.168.1.1 
255.255.255.0 

ipInterface No Ip Address 
(no ip add)

Router>en 
Router#conf t 
Router< Config>#int f0/0 
Router<Config-if>#do sh ip roat  

privilege ModeGlobal Mode 

Do Show Ip Roate
(do sh ip roa)

Router>en 
Router#conf t 
Router< Config>#int loopback0 
Router<Config-if>#ip add 192.168.1.1 
255.255.255.0 

 

Interface

Simple[[ROUTER R1]] 

    F

 

=  LAN 

 

    S1/0

 

=  R   S1/0 

Int loopback 0 
Int loopback 1 
Int loopback 2 

Router>en 
Router#debug ip packet  

Debug ip packet 

Router>en 
Router#u all 

debugUndebug all 
(u all) 

Router>en 
Router#conf t 
Router<Config>#router Rip 
Router<Config_router># 

Privilege Mode

Global Mode

Router rip 

Router>en 
Router#conf t 
Router<Config>#router Rip 
Router<Config_router>#network 
192.168.1.1 

ipNetwork
(netw) 

Router>en 
Router#conf t 
Router<Config>#router Rip 
Router<Config_router>#version 2 

rip1rip2 Version 2
(ver 2) 

Router>en 
Router#debug ip rip   

Debug ip rip 
undeug all (u all) 

Router#sh ip protocol  Show ip Protocol
(sh ip pro)

 

Load
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Hop

 
LAN1   LAN

  
Bandwidth

 
Hop

  
Relaeability

  
Delay

  

10mbps   

LAN1LAN

 

MTU(Maximum Transmission Unit)

 

(DYNMIC ROUTING PROTOCOL)

 

DISTANSE VECTOR  LINK STATE

  

RIP      IS_IS  
IGRP     OSPE  
EIGRP  
BGP 

Dynamic Routing Protocol

RIP  v1      

 

Metric   Hop Count: Maximum Hop Count = 15 

Connected Router   0    1         2         000     13      14      15  

Type of device  General  

     

foundry, huawei, juniper, cisco     
Windows, linux 

Routing Update Broadcast  
RIP                                         

(Multi Access)Broadcast   OSPE                          

 

STATIC
Rip

    

Full update  

     

Periodic update 

 

Type of Dynamic DV (Distanse Vector) 
Version   1, 2, ng   

RIP 1IGRPEIGRPIS-ISOSPERIP2

VLSM   NO   

  



  

19    FROM    99 

   
Converge Time Slow 

Loop    yes                   

 
RIP  v2      

 
Metric   Hop Count: No 
Connected Router  Maximum Hop Count 15 : No   

Type of device  General: No  

 

Routing Update Multicast   

      

Full update  

     

Periodic update 

 

Type of Dynamic DV (Distanse Vector) 
Version   1, 2, ng   

ngipD6

VLSM   NO   

 

Converge Time Slow 
Loop    yes 

Static

Dynamic

                       

[[ROUTER R1]]     [[ROUTER R ]]      [[ROUTER R ]]  

F

 

= LAN 

 

       F

 

=  LAN 

   

      F

 

=  LAN 

  

S1/0

 

=  R

 

S1/0   S1/1

 

=  R3 S1/1   

S1/1

 

=  R3 S1/0 
commandDynagen

idlepc get R1 idlepc get R2 idlepc get R3 
telnet R1 telnet R2 telnet R3 

      

      F0/0  4 1     

    S1/0     R2    S1/1 
     2.2              5.1        

         S1/0  2.1         S1/1  5.2   

      R1    3.1                3.2   R3         
       S1/1            S1/0  

       
F0/0 1.1

         

   F0/ 0  6.1  

            

IP R1 R2 R3 
1/0 

 

2.1,5.2 3.1,5.1
2/0 

 

3.1,5.1
3/0 2.1,5.2
4/ 0 2.2,3.2

  

3.1,5.1
5/ 0 2.2,3.2

   

6/ 0 2.2,3.2

 

2.1,5.2
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command

 
R3 
en 
conf t 
host R3 
int f0/0 
ip add 192.168.6.1 255.255.255.0 
no shut 
int s1/0 
ip add 192.168.3.2 255.255.255.0 
no shut 
int s1/1 
ip add 192.168.5.2 255.255.255.0 
no shut 
Ctrl+z 
Sh ip int br 

R2 
en 
conf t 
host R2 
int f0/0 
ip add 192.168.4.1 255.255.255.0 
no shut 
int s1/0 
ip add 192.168.2.2 255.255.255.0 
no shut 
int s1/1 
ip add 192.168.5.1 255.255.255.0 
no shut 
Ctrl+z 
Sh ip int br 

R1 
en 
conf t 
host R1 
int f0/0 
ip add 192.168.1.1 255.255.255.0 
no shut 
int s1/0 
ip add 192.168.2.1 255.255.255.0 
no shut 
int s1/1 
ip add 192.168.3.1 255.255.255.0 
no shut 
Ctrl+z 
Sh ip int br 

ipR1ip routeR3 , R2

ip routenetworksubnet mask

R1 
Conf t 
Router rip  
Network 192.168.1.0  
Network 192.168.2.0  
Network 192.168.3.0  
(ctrl+z) 

R

 

Conf t 
Router rip  
Network 192.168.4.0  
Network 192.168.2.0  
Network 192.168.5.0  
(ctrl+z)  

R

 

Conf t 
Router rip  
Network 192.168.6.0  
Network 192.168.5.0  
Network 192.168.3.0  
(ctrl+z)  

   

R1 
Sh ip rout 
R    192.168.4.0/24 [120/2] via 192.168.2.2, 00:00:08, Serial1/0 
R    192.168.5.0/24 [120/1] via 192.168.2.2, 00:00:08, Serial1/0    

      [120/1] via 192.168.3.2, 00:00:08, Serial1/0 
R    192.168.6.0/24 [120/1] via 192.168.3.2, 00:00:08, Serial1/0 
C    192.168.1.0/24 is directly connected, FastEthernet0/0 
C    192.168.2.0/24 is directly connected, Serial1/0 
C    192.168.3.0/24 is directly connected, Serial1/1 

convertrouting table

S1/0shut

R    192.168.4.0/24 [120/2] via 192.168.3.2, 00:00:08, Serial1/1 
R    192.168.5.0/24 [120/1] via 192.168.3.2, 00:00:08, Serial1/1 
R    192.168.6.0/24 [120/1] via 192.168.3.2, 00:00:08, Serial1/1 
C    192.168.1.0/24 is directly connected, FastEthernet0/0 
C    192.168.2.0/24 is directly connected, Serial1/0 
C    192.168.3.0/24 is directly connected, Serial1/1 
R2 
Sh ip rout 

rip 

connected 

AD 

   

hopcount
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C    192.168.4.0/24 is directly connected, FastEthernet0/0  
C    192.168.5.0/24 is directly connected, Serial1/1   
R    192.168.6.0/24 [120/1] via 192.168.5.2, 00:00:16, Serial1/1 
R    192.168.1.0/24 [120/2] via 192.168.2.1, 00:00:16, Serial1/0 
C    192.168.2.0/24 is directly connected, Serial1/0   
R    192.168.3.0/24 [120/1] via 192.168.2.1, 00:00:16, Serial1/0   

              [120/1] via 192.168.5.2, 00:00:16, Serial1/1 
R3 
Sh ip rout 
R    192.168.4.0/24 [120/1] via 192.168.5.1, 00:00:10, Serial1/1 
C    192.168.5.0/24 is directly connected, Serial1/1 
C    192.168.6.0/24 is directly connected, FastEthernet0/0  
R    192.168.1.0/24 [120/2] via 192.168.3.1, 00:00:02, Serial1/0 
R    192.168.2.0/24 [120/2] via 192.168.3.1, 00:00:02, Serial1/0     

      [120/1] via 192.168.5.1, 00:00:10, Serial1/1 
C    192.168.3.0/24 is directly connected, Serial1/0  

R1 
Debug ip rip  
* Apr 10 02:47:33 423 : RIP: received v1 update From 192.168.2.1 on Serial1/0 

 

* Apr 10 02:47:33 423 : 192.168.1.0 in 1 hops 
* Apr 10 02:47:33 423 : 192.168.3.0 in 1 hops 
* Apr 10 02:47:33 423 : 192.168.6.0 in 1 hops 
* Apr 10 02:47:38 723 : RIP: sending v1 update to 255.255.255.255 via fast Ethernet 0/0< 192.168.4.1> 
* Apr 10 02:47:38 727 : RIP build update entires 
* Apr 10 02:47:38 727 : RIP network 192.168.1.0 metric 2 
* Apr 10 02:47:38 727 : RIP network 192.168.2.0 metric 1 
* Apr 10 02:47:38 727 : RIP network 192.168.3.0 metric 2 
* Apr 10 02:47:38 727 : RIP network 192.168.5.0 metric 1 
* Apr 10 02:47:38 727 : RIP network 192.168.6.0 metric 2 

   

  

R1#debug ip rip 
* Apr 10 03:05:15 107 : RIP: sending v2 update to 224.0.0.9 via fast Ethernet 0/0< 192.168.4.1> 
* Apr 10 02:47:38 727 : RIP build update entires 
* Apr 10 02:47:38 727 : RIP network 192.168.1.0/24 via 0.0.0.0 metric 2, tag0 
* Apr 10 02:47:38 727 : RIP network 192.168.2.0/24 via 0.0.0.0 metric 1 
* Apr 10 02:47:38 727 : RIP network 192.168.3.0/24 via 0.0.0.0 metric 2 

224.0.0.9 

 

 show ip protocol

R1 
Sho  ip prot  
Routing Protocol is "rip" 
Sending updates every 30 seconds, next due in  16seconds 
Invalid after 180seconds, hold down 180, flushed after 240 
Outgoing update filter list for all interfaces is not set 
Incoming update filter list for all interfaces is not set 
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Redistributing: rip 
Default version control: send version 1, receive any version 
Interface              Send Recv  Triggered RIP  Key-chain 
FastEthernet 0/0   1  1 2 
Serial 1/0    1  1 2 
Serial 1/1    1  1 2 
Automatic network summarization is in effect 
Maximum path: 4 
Routing for Networks

 

192.168.1.0 
192.168.2.0 
192.168.3.0 
Routing Information Sources

 

Gateway         Distance      Last Update 
192.168.2.2  120  00:00:05 
192.168.3.2  120  00:00:09 
Distance: (default is 120)  

  

(DYNMIC ROUTING PROTOCOL) 
       DV          LS     

    

RIP, IGRP, EIGRP, BGP     IS_IS, OSPE   

[[ROUTER R1]]  
F0/0 = LAN 1  
S1/0

 

= R2 S1/0  
S1/1

 

= R3 S1/0  
[[ROUTER R ]]              

F0/0 = LAN 2  
S1/1

 

= R3 S1/1  
[[ROUTER R ]]  

F0/0 =  LAN 3     

command

         

Dynagen

idlepc get R1 idlepc get R2 idlepc get R3 
telnet R1 telnet R2 telnet R3 

     

          LAN1

       

        F0/0 4 1      

S1/0    R2    S1/1    
2.2      5.1           

     S1/0    2.1      S1/1  5.2                

R1 S1/1          S1/0  R3      
3.1 3 2             

    F0/0  1.1

        

         F0/0 6.1 

LAN2

    

LAN3

 
RIP 

IGRP 

 

IP R1 R2 R3 
1/0 

 

2.1,5.2 3.1,5.1
2/0 

 

3.1,5.1
3/0 2.1,5.2
4/ 0 2.2,3.2

  

3.1,5.1
5/ 0 2.2,3.2

   

6/ 0 2.2,3.2

 

2.1,5.2
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command

  
R3 
en 
conf t 
host R3 
int f0/0 
ip add 192.168.6.1 255.255.255.0 
no shut 
int s1/0 
ip add 192.168.3.2 255.255.255.0 
no shut 
int s1/1 
ip add 192.168.5.2 255.255.255.0 
no shut 
Ctrl+z 
Sh ip int br 

R2 
en 
conf t 
host R2 
int f0/0 
ip add 192.168.4.1 255.255.255.0 
no shut 
int s1/0 
ip add 192.168.2.2 255.255.255.0 
no shut 
int s1/1 
ip add 192.168.5.1 255.255.255.0 
no shut 
Ctrl+z 
Sh ip int br 

R1 
en 
conf t 
host R1 
int f0/0 
ip add 192.168.1.1 255.255.255.0 
no shut 
int s1/0 
ip add 192.168.2.1 255.255.255.0 
no shut 
int s1/1 
ip add 192.168.3.1 255.255.255.0 
no shut 
Ctrl+z 
Sh ip int br 

ipR1ip routeR3 , R2

ip routenetworksubnet mask

R

 

R3> en 
R3 conf t 

R (config)#router rip  

R (config-router)#Network192.168.6.0 

 

R (config-router)# Network192.168.5.0 

 

R (config-router)#Network192.168.3.0 

 

R (config-router)# (ctrl+z) 

R

 

R2> en 
R2 conf t 

R (config)#router rip  

R (config-router)# Network 192.168.4.0 

 

R (config-router)# Network 192.168.2.0 

 

R (config-router)# Network 192.168.5.0 

 

 (ctrl+z) 

R1 
R >en 

R1 conf t 

R (config)#router rip  

R (config-router)#network 192.168.1.0 

R (config-router)#network 192.168.2.0 

R (config-router)#network 192.168.3.0 

 R (config-router)# (ctrl+z)  

R1 
Sh ip rout 
R    192.168.4.0/24 [120/2] via 192.168.2.2, 00:00:08, Serial1/0 
R    192.168.5.0/24 [120/1] via 192.168.2.2, 00:00:08, Serial1/0   

           [120/1] via 192.168.3.2, 00:00:08, Serial1/0 
R    192.168.6.0/24 [120/1] via 192.168.3.2, 00:00:08, Serial1/0 
C    192.168.1.0/24 is directly connected, FastEthernet0/0 
C    192.168.2.0/24 is directly connected, Serial1/0 
C    192.168.3.0/24 is directly connected, Serial1/1 
R2 
Sh ip rout 
C    192.168.4.0/24 is directly connected, FastEthernet0/0  
C    192.168.5.0/24 is directly connected, Serial1/1   
R    192.168.6.0/24 [120/1] via 192.168.5.2, 00:00:16, Serial1/1 
R    192.168.1.0/24 [120/2] via 192.168.2.1, 00:00:16, Serial1/0 
C    192.168.2.0/24 is directly connected, Serial1/0   
R    192.168.3.0/24 [120/1] via 192.168.2.1, 00:00:16, Serial1/0   

            [120/1] via 192.168.5.2, 00:00:16, Serial1/1 
R3 
Sh ip rout 
R    192.168.4.0/24 [120/1] via 192.168.5.1, 00:00:10, Serial1/1 
C    192.168.5.0/24 is directly connected, Serial1/1 
C    192.168.6.0/24 is directly connected, FastEthernet0/0  
R    192.168.1.0/24 [120/2] via 192.168.3.1, 00:00:02, Serial1/0 
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R    192.168.2.0/24 [120/2] via 192.168.3.1, 00:00:02, Serial1/0   

       [120/1] via 192.168.5.1, 00:00:10, Serial1/1 
C    192.168.3.0/24 is directly connected, Serial1/0 

IGRP

 
RIP  v2

 
RIP  v1

 
Protocol

 
BW, DEL, LOAD, REL, MTU 

Bw, Del
BW, DEL, LOAD, REL, MTU Hop Count Metric 

Connected Router 
Maximum Hop  

 

cisco 
General: foundry,huawei, 
juniper, cisco Windows,linux 

General: foundry,huawei, 
juniper, cisco Windows,linux 

Type of device 
(Venor) 

Multicast 

 

Full update 

Periodic update 

 

Multicast 

 

Full update 

Periodic update 

 

Broadcast 

 

Full update 

Periodic update 

 

Routing Update 

DV (Distanse Vector) DV (Distanse Vector) DV (Distanse Vector) Type of Dynamic 

 

1, 2, ng D6  ng

 

1, 2, ng D6

 

ng

 

Version 

NO

 

NO

 

NO

 

VISM 

Slow (  ) Slow (  ) Slow (  ) Converge Time 
Yes yes yes Loop 

IGRPLOAD, REL, MTUBW(BandWidth), DEL(Delay)

IGRP

DEL,BW

REL(Relability)Delay

HOP COUNT IGRP

AS(Atonamous System)

RIPIGRP

            

  R1  
R1>en 
R1 conf t 

R1(config)# No Router rip  
R1(config)#Router igrp 100   

 

AS

 

igrp

 

 ip add 192.168.1.1 255.255.255.0

R1(config-router)#Network 192.168.1.0  
R1(config-router)#Network 192.168.2.0  
R1(config-router)#Network 192.168.3.0  
(ctrl+z) 
R1#sho ip int bri 
Interface                  IP-Address      OK? Method Status                Prot 
ocol 
FastEthernet0/0        192.168.1.1     YES manual up                    up 
Serial1/0                  192.168.2.1     YES manual up                    up 
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Serial1/1                  192.168.3.1     YES manual up                    up 
Serial1/2                  unassigned      YES unset  administratively down down 
Serial1/3                  unassigned      YES unset  administratively down down 
Serial1/4                  unassigned      YES unset  administratively down down 
Serial1/5                  unassigned      YES unset  administratively down down 
Serial1/6                  unassigned      YES unset  administratively down down 
Serial1/7                  unassigned      YES unset  administratively down down 
R1#sho ip rout 
Routing Protocol is "igrp 100" 
  Sending updates every 90 seconds, next due in 41 seconds 
  Invalid after 270 seconds, hold down 280, flushed after 630 
  Outgoing update filter list for all interfaces is not set 
  Incoming update filter list for all interfaces is not set 
  Default networks flagged in outgoing updates 
  Default networks accepted from incoming updates 
  IGRP metric weight K1= 1, K2= 0, K3= 1, K4= 0, K5= 0 
  IGRP maximum hopcount 100 
  IGRP maximum metric variance 1 
  Redistributing: igrp 100 
  Maximum path: 4 
  Routing for Networks: 
    192.168.1.0 
    192.168.2.0 
    192.168.3.0 
  Routing Information Sources: 
    Gateway         Distance      Last Update 
  Distance: (default is 100) 

        

  2R 

R2>en 
R2 conf t 

R2(config)# No Router rip  
R2(config)#Router igrp 100  

 

AS

 

igrp

 

 ip add 192.168.1.1 255.255.255.0.

R2(config-router)#Network 192.168.4.0  
R2(config-router)#Network 192.168.2.0  
R2(config-router)#Network 192.168.5.0  
(ctrl+z)  

R3 
R3>en 
R3 conf t 

R3(config)# No Router rip  
R3(config)#Router igrp 100   

 

AS

 

igrp

 

 ip add 192.168.1.1 255.255.255.0

R3(config-router)#Network 192.168.6.0  
R3(config-router)#Network 192.168.5.0  
R3(config-router)#Network 192.168.3.0  
(ctrl+z) 



  

26    FROM    99 

   
EIGRP

 
IGRP

 
RIP  v1

 
Protocol

 
(BW, DEL, LOAD, REL, MTU)* 255 

IGRP
BW, DEL, LOAD, REL, MTU 

Bw, Del
Hop Count Metric 

  
Connected Router 
Maximum Hop  

cisco cisco General: foundry,huawei, 
juniper, cisco Windows,linux 

Type of device 
(Renor) 

Multicast 

 

eigrp

 

Triggered 

 

Partial  

 

Multicast 

 

Full update 

Periodic update 

 

Broadcast 

 

Full update 

Periodic update 

 

Routing Update 

DV (Distanse Vector) DV (Distanse Vector) DV (Distanse Vector) Type of Dynamic 

  

1, 2, ng D6

 

ng

 

Version 

YES 

 

NO

 

NO

 

VISM 

VERY FAST (  ) Slow (  ) Slow (

 

) Converge Time 
Yes Yes yes Loop 

MulticastHello packet

Rip, igrp, IGRP, EIGRPCISCO

IGRIP, EIGRPAS

IGRIP, EIGRPAS

R1 
R1>en 
R1 cont t 

R1(config)# no router igrip 100 
R1(config)#Router eigrp 100   

 

AS  eigrp

 

 ip add 192.168.1.1 255.255.255.0

 

R1(config-router)#network 192.168.1.0 
R1(config-router)#network 192.168.2.0 
R1(config-router)#network 192.168.3.0 
R1(config-router)#do sho ip prot 
Routing Protocol is "eigrp " 100 
Outgoing update filter list for all interfaces is not set 
Incoming update filter list for all interfaces is not set 
Default networks flagged in outgoing updates 
Default networks accepted from incoming updates 
EIGRP metric weight K1= 1, K2= , K3= 1, K4= , K5=

 

EIGRP maximum hopcount 100

 

EIGRP maximum metric variance 1 
Redistributing: eigrp 100 
Automatic network summarization is in effect 
Automatic address summarization
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24/192.168.3.0 for FastEthernet0 0, Serial1/0 

24/192.1682.0 for FastEthernet 0 0, Serial1 1 

24/192.168.1.0 for Serial1 0, Serial1 1 

Maximum path: 

 
Routing for Networks

 
192.168.1.0

 
192.168.3.0

 

192.168.2.0

 

Routing Information Sources

 

Gateway         Distance      Last Update 
Distance: internal 90 external 170 

R (config-router)

 

R3

R3 
R3> en 
R3#conf t 
R3(config)# router rip 
R3(config-router)# network 192.168.6.0 
R3(config-router)# network 192.168.3.0 
R3(config-router)# network 192.168.5.0 
R3(config-router)#do sho ip protoc  

Routing Protocol is "rip" 
Sending updates every 30 seconds, next due in 24 seconds 
Invalid after 180 seconds, hold down 180, flushed after 240 
Outgoing update filter list for all interfaces is not set 
Incoming update filter list for all interfaces is not set 
Redistributing: rip 
Default version control: send version 1, receive any version 
Interface             Send  Recv  Triggered RIP  Key-chain 
FastEthernet0/0       1     1 2 
Serial1/0            1     1 2 
Serial1/1            1     1 2 

Automatic network summarization is in effect 
Maximum path: 4 
Routing for Networks: 

   

Routing Information Sources

 

Gateway         Distance      Last Update 
Distance: (default is 120)  

R3(config-router) (ctrl+z) 

R3> en 
R3#conf t 
R3(config)# no router rip 
R3(config)# router eigrp 100 
R3(config-router)# network 192.168.6.0 
R3(config-router)# network 192.168.3.0 
R3(config-router)# network 192.168.5.0 
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R3#sho ip route 
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP 

D - EIGRP, EX - EIGRP external, O - , IA - OSPF inter area 
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP 
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 

     candidate default, U - per-user static route, o - ODR 
P - periodic downloaded static route 

Gateway of last resort is not set 
D    192.168.4.0/24 [90/2172416] via 192.168.5.1, 00:00:11, Serial1/1 
C    192.168.5.0/24 is directly connected, Serial1/1 
C    192.168.6.0/24 is directly connected, FastEthernet0/0 
D    192.168.1.0/24 [90/2172416] via 192.168.3.1, 00:00:11, Serial1/0 
D    192.168.2.0/24 [90/2681856] via 192.168.5.1, 00:00:11, Serial1/1    

   via 192.168.3.1, 00:00:11, Serial1/0 
C    192.168.3.0/24 is directly connected, Serial1/0 

ip 198.168.2.0s1/1s1/0R1 

s1/.R3 

 

sho ip  rout

R3#sho ip route 
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP 

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area 
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP 
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 

      candidate default, U - per-user static route, o - ODR 
P - periodic downloaded static route 

Gateway of last resort is not set 
D    192.168.4.0/24 [90/2172416] via 192.168.5.1, 00:01:26, Serial1/1 
C    192.168.5.0/24 is directly connected, Serial1/1 
C    192.168.6.0/24 is directly connected, FastEthernet0/0 
D    192.168.2.0/24 [90/2681856] via 192.168.5.1, 00:00:03, Serial1/1 
C    192.168.3.0/24 is directly connected, Serial1/0 

ip 198.168.2.0s1/1s1/0

eigrpSuccessorSuccessor

 

Feasible

BWSho int f0/0

R2# sho int f

 

FastEthernet is up, line protocol is up 
Hardware is DEC , address is ca cf (bia ca cf

 

Internet address is 24/192.168.4.1 
MTU 1500 bytes, BW 100000 Kbit, DLY 100usec

 

reliability 255/255, txload 255/1, rxload 255/1 
Encapsulation ARPA, loopback not set 
Keepalive set (10sec) 
Half-duplex, 100Mb/s, 100BaseTX/FX 
ARP type: ARPA, ARP Timeout 04 00 00 
Last input never, output 00 00 04, output hang never 
Last clearing of "show interface" counters never 
Input queue: 0/0/75/0 (size/max/drops/flushes); Total output drops: 
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Queueing strategy: fifo 
Output queue :40/0(size/max) 
5 minute input rate 0 bits/sec, 0 packets/sec 
5 minute output rate 0 bits/sec, 0packets/sec 

0 packets input, 0bytes 
Received 0 broadcasts, 0 runts, 0 giants, 0 throttles 

0 ut errors, 0 CRC, 0 frame, 0 overrun, 0 ignored 
0 watchdog 
0 nput packets with dribble condition detected 
5710 packets output,  598524 bytes, 0 underruns 
0 output errors, 0 collisions, 1 interface resets 
     0 output errors, 0 collisions, 1 interface resets 
     0 babbles, 0 late collision, 0 deferred 
     0 lost carrier, 0 no carrier 
     0 output buffer failures, 0 output buffers swapped out 

Router>en 
Router#conf t 
Router<Config>#no router rip 
Router< Config>#router ip igrp 100 
Router<Config_router># 

ripigrp No Router rip 
Router igrp 100 

Router>en 
Router#debug ip igrp events igrp

Debug ip igrp events 
(de ip igrp ev) 

Router>en 
Router#conf t 
Router< Config>#no router igrp100 
Router< Config>#router ip eigrp 100 
Router<Config_router># 

igrpeigrp 

No Router rgrp 100 
Router Eigrp 100 

Router>en 
Router# sho int f0/0 
MTU1500 bytes, BW100000 Kbit, DLY 100
usec reliability 255/255, txload 255/1, 
rxload 255/1 

BW, MTU, DLY, REL  

sho int f0/0 

LINK STATE

 

DISTANCE VECTOR

  

OSPF

 

EIGRP

 

Protocol

 

      COST(Costumer)

BW

BW, DEL, LOAD, REL, MTU* 255 
MTUIGRP 

Metric 

UNLIMITED

  

Connected Router 
Maximum Hop  

GENERAL cisco Type of device 
(Renor) 

Multicast  224.0.0.5   &    224.0.0.6  

Triggered 

 

Partial  

 

Multicast 

 

eigrp

 

Triggered 

 

Partial  

 

Routing Update 

LS DV (Distanse Vector) Type of Dynamic 
YES 

 

YES 

 

VLSM 

FAST (

 

) VERY FAST (

 

) Converge Time 
NO es Loop 
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AS 

         AREA 0 

AREA 1 AREA 2  

                               

     AREA 3 

Wan

Wan

Area

 
OSPFHOP COUNT

UNLIMITED

 

Area0Area0

ASASBGP

BGPAREA0AREA0AREA0

SuccessorFeasible Successor

 

OSPF

INTERNALAREA

          

               

B       ASBR   

          A       I     B      A   I   

  

    B           B  

   I       I      B       

 A      B 

  

I    

                      

AREA0 AREA 1  

 

I      

 

AREA 2  

        

  AREA3     

I 

I

 

ASBR

 

BGP 

 

STATIC
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BACK BONEAREA0

ABR(Area Border Router)AREA0AREA

ASBROSPFOSPF

 
R1 
R1>en 
R1#cont t 
R1(config)# no router eigrp 100 
R1(config)#Router ospf 100   

 

AS  OSPF

  

IGRP , EIGRP

 ip add 192.168.1.1 255.255.255.0

 

R (config-router)#network 192.168.1.0 0.0.0.255 area 0 

R (config-router)#network 192.168.2.0 0.0.0.255 area 0 

R (config-router)#network 192.168.3.0 0.0.0.255 area 0 

R1#sho ip route 
D    192.168.4.0/24 [110/65] via 192.168.2.2, 00:00:11, Serial1/0 
D    192.168.5.0/24 [110/65] via 192.168.2.2, 00:00:11, Serial1/0    

     [110/65] via 192.168.3.2, 00:00:11, Serial1/1 
5.0IPBW

HOP COUNT20mB60mB

D    192.168.6.0/24 is [110/65] via 192.168.3.2, 00:00:11, Serial1/1 
C    192.168.1.0/24 is directly connected, FastEthernet0/0 
C    192.168.2.0/24 is directly connected, Serial1/0 
C    192.168.3.0/24 is directly connected, Serial1/1 

OSPFMULTI ACCESS

Point To Piont

Multi access

        

DROSPF

MULTIACCESS

DR(Disgneted Router)

   

DRDRDRBackUpBDR

 

DR Other (Other Router)         BDR     DR   

   

224.0.0.6

 

224.0.0.5
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OSPFAreaDR, BDR

DR, BDR

Point to pointmulti accessDR 

 
DR

DRBDR

 

[ [ROUTER R1]]  
F0/0 = LAN 

  

[[ROUTER R2]]  
F0/0 =  LAN 1  
[[ROUTER R3]]  
F0/0 =  LAN 1    
S1/0

 

=  R4 S1/0    
[[ROUTER R4]]  
F0/0 =  LAN 1   

commandDynagen

idlepc get R1 idlepc get R2 idlepc get R3 
telnet R1 telnet R2 telnet R3 

 

command

 

R2 
R2> en 
R2# conf t 
R2(config)# host R2 
R2(config)# int f0/0 
R2(config-if)# ip add 192.168.1.2 255.255.255.0 
R2(config-if)# no shut 
R2(config-if)# int loop 0 
R2(config-if)# ip add 192.168.12.1 255.255.255.0 
R2(config-if)# no shut 
R2(config-if)# Router ospf 200 
R2(config-router)# Network 192.168.1.0 0.0.0.255 area 0 
R2(config-router)# Network 192.168.12.0 0.0.0.255 area 0 

R1 
R1> en 
R1# conf t 
R1(config)# host R1 
R1(config)# int f0/0 
R1(config-if)# ip add 192.168.1.1 255.255.255.0 
R1(config-if)# no shut 
R1(config-if)# int loop 0 
R1(config-if)# ip add 192.168.11.1 255.255.255.0 
R1(config-if)# no shut 
R1(config-if)# Router ospf 100 
R1(config-router)# Network 192.168.1.0 0.0.0.255 area 0 
R1(config-router)# Network 192.168.11.0 0.0.0.255 area 0 

R4 
R4> en 
R4# conf t 
R4(config)# host R4 
R4(config)# int f0/0 
R4(config-if)# ip add 192.168.1.4 255.255.255.0 

R3 
R3> en 
R3# conf t 
R3(config)# host R3 
R3(config)# int f0/0 
R3(config-if)# ip add 192.168.1.3 255.255.255.0 

IP R1 R2 R3 R4 
1/0 

    

2/ 0 

         

11.1      12.1        13.1           14.1  

             S1/0   2.1              S1.0   2.2  
           R1      R2   R3        R4        

  F0/0 1.1      F0/0 1.2      F0/0 1.3 F0/0 1.4   

     LAN1
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R4(config-if)# no shut 
R4(config-if)# int s1/0 
R4(config-if)# ip add 192.168.2.2 255.255.255.0 
R4(config-if)# no shut 
R4(config-if)# int loop 0 
R4(config-if)# ip add 192.168.14.1 255.255.255.0 
R4(config-if)# no shut 
R4(config)# Router ospf 400 
R4(config-router)# Network 192.168.1.0 0.0.0.255 area 0 
R4(config-router)# Network 192.168.2.0 0.0.0.255 area 0 
R4(config-router)# Network 192.168.14.0 0.0.0.255 area 0 

R3(config-if)# no shut 
R3(config-if)# int s1/0 
R3(config-if)# ip add 192.168.2.1 255.255.255.0 
R3 (config-if)# no shut 
R3(config-if)# int loop 0 
R3(config-if)# ip add 192.168.13.1 255.255.255.0 
R3(config-if)# no shut 
R3(config-if)# Router ospf 300 
R3(config-router)# Network 192.168.1.0 0.0.0.255 area 0 
R3(config-router)# Network 192.168.2.0 0.0.0.255 area 0 
R3(config-router)# Network 192.168.13.0 0.0.0.255 area 0 

R1 
R1#                                                                              
R1#sho ip int bri                                                                
Interface                  IP-Address      OK? Method Status                Protocol                                                                            
FastEthernet0/0            192.168.1.1     YES manual up                    up                                                                                  
Loopback0                  192.168.11.1    YES manual up                    up                                                                                  
R1#sho ip rout                                                                   
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP                 

  D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area                    
  N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2                    
  E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP                     
  I - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area          
  * - candidate default, U - per-user static route, o - ODR                         
  P - periodic downloaded static route                                                                                                                     

Gateway of last resort is not set                                                                                                                               
C    192.168.11.0/24 is directly connected, Loopback0                            
C    192.168.1.0/24 is directly connected, FastEthernet0/0                        

R1#sho ip prot                                                                   
Routing Protocol is "ospf 100"                                                      

Outgoing update filter list for all interfaces is not set                         
Incoming update filter list for all interfaces is not set                         
Router ID 192.168.11.1                                                            
Number of areas in this router is 1. 1 normal 0 stub 0 nssa                       
Maximum path: 4                                                                  
 Routing for Networks:                                                                

192.168.1.0 0.0.0.255 area 0                                                       
192.168.11.0 0.0.0.255 area 0                                                   

Routing Information Sources:                                                         
Gateway          Distance      Last Update                                          
192.168.11.1         110        00:09:47                                          

Distance:(default is 110)                                                                                                                                    

 

R1#sho ip ospf interface                                                        
Loopback0 is up, line protocol is up                                                

Internet Address 192.168.11.1/24, Area 0                                          
Process ID 100, Router ID 192.168.11.1, Network Type LOOPBACK, Cost: 1            
Loopback interface is treated as a stub Host                                   

FastEthernet0/0 is up, line protocol is up                                          
Internet Address 192.168.1.1/24, Area 0                                          
Process ID 100, Router ID 192.168.11.1, Network Type BROADCAST, Cost: 1           
Transmit Delay is 1 sec, State DR, Priority 1                                     
Designated Router (ID) 192.168.11.1, Interface address 192.168.1.1                
No backup designated router on this network                                       
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5                 

Hello due in 00:00:02                                                          

DR
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Index 1/1, flood queue length 0                                                   
Next 0x0(0)/0x0(0)                                                                
Last flood scan length is 0, maximum is 0                                         
Last flood scan time is 0 msec, maximum is 0 msec                                 
Neighbor Count is 0, Adjacent neighbor count is 0                                 
Suppress hello for 0 neighbor(s)   

R1#

 
OSPFRouter ID

                         

IPRouter ID

       

Router ID    

 

Loop BackRouterIDIP 2.2R4DR

IDIPR3BDRLoop Back

R3R4DRBDR

IPR4

DRIPR3BDR

 

DownRGP

IDLoop BackIP

Loop BackIP

IP 14.1DRBDR

RouterOSPF100DR

 

DR

DRPERIORIY

R4 
R4> en 
R4#  conf t 

  

S1/0

 

2.1 S1.0   2.2

                    

11.1     12.1       13.1          14.1    

                           S1/0 2.1   S1.0 2.2   
      R1        R2   R3        R4         

       F0/0 1.1       F0/0 1.2     F0/0 1.3   F0/0 1.4           

LAN1 
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R4(config)# host R4 
R4(config)# int f0/0 
R4(config-if)# ip ospf perio 200 
R3 
R3>  en 
R3#  conf t 
R3(config)# host R3 
R3(config)# int f0/0 
R3(config-if)# ip ospf peri 100 
R2 
R2> en 
R2#  conf t 
R2(config)# host R2 
R2(config)# int f0/0 
R2(config-if)# ip ospf peri 0 
R1 
R1>  en 
R1#  conf t 
R1(config)# host R1 
R1(config)# int f0/0 
R1(config-if)# ip ospf peri 0 
R1(config-if)# do sho ip ospf int 
Loopback0 is up, line protocol is up                                                

Internet Address 192.168.11.1/24, Area 0                                          
Process ID 100, Router ID 192.168.11.1, Network Type LOOPBACK, Cost: 1            
Loopback interface is treated as a stub Host                                   

FastEthernet0/0 is up, line protocol is up                                          
Internet Address 192.168.1.1/24, Area 0                                          
Process ID 100, Router ID 192.168.11.1, Network Type BROADCAST, Cost: 1           
Transmit Delay is 1 sec, State DR, Priority                                      
Designated Router (ID) 192.168.14.1, Interface address 192.168.1.1                
No backup designated router on this network                                       
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5                 

Hello due in 00:00:02                                                           
Index 1/1, flood queue length 0                                                   
Next 0x0(0)/0x0(0)                                                                
Last flood scan length is 0, maximum is 0                                         
Last flood scan time is 0 msec, maximum is 0 msec                                 
Neighbor Count is 0, Adjacent neighbor count is 0                                 
Suppress hello for 0 neighbor(s)   

Designed Router <ID> 192.168.14.1interface address 192.168.1.1  

Router>en 
Router#conf t 
Router< Config>#router ospf 10

 

ospf Router ospf 100 

Router>en 
Router#sho ip ospf int 
... Process ID 100, Router ID 192.168.11.1, Network 
Type LOOPBACK, Cost: 1 ... 

OSPF 

Show ip ospf interface 
(sho ip ospf int)                                                       

Router>en 
Router#conf t 
Router< Config>#int f0/0 
Router< Config>#ip ospf peri 200 

DRIp ospf Periority 
(ip ospf peri) 

R1ospf

ip ospf pri 0
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LINK STATE DISTANCE VECTOR : 

    

LOOPCONNECTEDR1R1R2

X.R1

X2X.X2X2

X1LOOP

 

X

loop

Split Horizon

Hold Down Time

R3X1R1X2

Route Poisaning

Triggerad Update

      

   X3

       

F0/0   4 1      

S1/0      R3    S1/1       

   2.2        5.1          

              S1/0    2.1         S1/1  5.2         

   R1 S1/1            S1/0  R2      
                          3.1                3.2             

     
       F0/0 1.1

         

  F0/0  6.1 

  X1

      

X2

 
R X1 1 + 1 = 2 
R X1 0 + 1 = 1 

X3X0R2

X0

X0X0

R2

R1

C X1 0  

  

X1X0

CONNECTS1/0

 

S1/1

R X1 0 + 1 = 1 

  

X2X0

R1

X0

R3R1
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2.1     2.2        4.1 4.2    6.1      6.2

  

     R1 S1/0      S1/0 R2 s1/ 1    S1/0  R3  S1/ 1     S1/0  R4       

F0/0 1.1     F0/0 3.1   F0/0 5.1 

 

     F0/0 7.1     

                   

' 
    1.2        1.3     1.4        1.5    

Link StateDistance VectorRouting Table

Routing Table

  
OSPF

Floding

Deta Base

SPF

 

SPF Tree

Routing TableRouting Table

 

RIP, IGRPDistance Vector

  

BGP, EIGRPAdvacned DV

  

EIGRPDual

 

Distance TableTable

Routing Table

  

Access _ LIst (ACL) : 

Router

 

Lan

Access _ ListStandard , Extended

1. Access _ List (Standard) 
Stable, no Over Head

 

          

  

[[ROUTER R1]]  
F 0/0  = LAN 1  
S1/0   = 2 S1/0  
[[ROUTER R2]]  
F 0/0  = LAN 2  
S1/1   = R3  S1/0  
[[ROUTER R3]]   [ [ROUTER R4]]  
F 0/0 = LAN 3   F 0/0 =  LAN 4  
S 1/1

 

= R4 S1/

 

IP R1 R2 R3 R4 
1/0 

   

2/0 

   

3/0 

    

4/0 

   

5/0 

  

6/0 

 

7/0 
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commandDynagen

idlepc get R1 idlepc get R2 idlepc get R3 idlepc get R4 
telnet R1 telnet R2 telnet R3 telnet R3 

command 

    
  R4                                       
R4>  en 
R4#  conf t 
R4(config)# host R4 
R4(config)# int f0/0 
R4(config-if)# ip add 192.168.7.1 255.255.255.0 
R4(config-if)# no shut 
R4(config-if)# int s1/0 
R4(config-if)# ip add 192.168.6.2 255.255.255.0 
R4(config-if)# no shut 
R4(config-if)# Router ospf 100 
R4(config-router)# Network 192.168.6.0 0.0.0.255 area 0 
R4(config-router)# Network 192.168.7.0 0.0.0.255 area 0 
R4(config-router)#ctrl + z 
R4#sho ip int bri 
R4#sho ip prot 

 

configipshow

R4>  en 
R4#  conf t 
R4 (config)# Access-list 1 deny 192.168.1.0 0.0.0.255 
R4 (config)#Access-list 1 permit any 
R4(config)# int f0/0 
R4(config)#ip access-group 1 out 

R4R4

IP

R

  

ip

 

R3>  en 
R3#  conf t    
R3(config)#Access-list 100 deny ip  host 192.168. .10 host 192.168.5.20 

R3(config)#Access-list 100 deny ip  host 192.168.1.0  host 192.168.5.20 
R3(config)#Access-list 100  permit ip    any    any 
R3(config)#int f0/0 
R3(config)#ip access-group 100 out 
R

   

ip

 

R3>  en 
R3#  conf t    
R3(config)#Access-list 100 deny ip  host 192.168. .10 host 192.168.5.20 

R3(config)#Access-list 100 deny ip  host 192.168.1.0  host 192.168.5.20 

R4

R4
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R3(config)#Access-list 100  permit ip    any    any 
R3(config)#int f0/0 
R3(config)#ip access-group 100 out 
R

   
ip

 
R3>  en 
R3#  conf t    
R3(config)#Access-list 100 deny ip  host 192.168. .10 host 192.168.5.20 

R3(config)#Access-list 100 deny ip  host 192.168.1.0  host 192.168.5.20 
R3(config)#Access-list 100  permit ip    any    any 
R3(config)#int f0/0 
R3(config)#ip access-group 100 out 

1Access _ List (Standard)

R1ip

R4ip1.0

Access _ List (Standard)

R4

2Access _ List

 

IPPermit

Enter

ACL

Over Head

Router>en 
Router#conf t 
Router<Config> Access-list 1 deny 192.168.1.0 

0.0.0.255 

Access-List 

 

Deny 

Router>en 
Router#conf t 
Router<Config> Access-list 1 permit any 

 

Access-List 

 

Permit 

Router>en 
Router#conf t 
R1(config)# Access-list 1 deny 192.168.1.0 
0.0.0.255 
R1(config)# Access-list 1 permit any 
R1(config)# int f0/0 
R1(config)# ip access-group 1 in 

ACLIp Access-Group 

2

R

     

ip

 

R1>  en 

----

 

Out

 

In 

LAN 



  

40    FROM    99 

   
R1#  conf t 
R1(config)# Access-list 1 deny 192.168.3.0 0.0.0.255 
R1(config)# Access-list 1 deny 192.168. .0 0.0.0.255 

R1(config)#Access-list 1 permit any 
R1(config)# int s1/0 
R1(config)#ip access-group 1  in 

3

R

     
ip

 

R2>  en 
R2#  conf t 
R2(config)# Access-list 1 deny 192.168. .0 0.0.0.255 

R2(config)# Access-list 1 deny 192.168. .0 0.0.0.255 

R2(config)#Access-list 1 permit any 
R2(config)# int f0/0 
R2(config)#ip access-group 1 out 

  

[[ROUTER R1]]  [[ROUTER R ]]  

F 0/0  = LAN 1  F 0/0  = LAN  3  
S1/0   =  R2  S1/0  F0/1 = LAN  2  
S1/1   =  R3  S1/1  S1/1

 

=  R1  S1/0  
[[ROUTER R ]]  

F0/0 = LAN  2  
S1/1   =  R3  S1/0    

commandDynagen

idlepc get R1 idlepc get R2 idlepc get R3 idlepc get R4 
telnet R1 telnet R2 telnet R3 telnet R3 

command 

 

R3    ip

 

R3>  en 
R3#  conf t 
R3(config)# Access-list 1 deny 192.168.3.0 0.0.0.255 
R3(config)#Access-list 1 permit any 

----- ----- -----

 

   S1/1 4.1

        

S1/ 1   4.2      

  2.1        2.2  6.1        6.2   
     R1  S1/0      S1/0 R2  S1/ 1      S1/ 0  R3          

        F0/ 1 3.2  

             F0/0 1.1 F0/0 3.1   

 

        F0/0 5.1 
     LAN1   1.0     LAN2        3.0     LAN3        5.0     

                   

1.10         1.20    1.30     5.10         5.20 

IP R1 R2 R

 

1/0 

   

2/0 

   

3/0 

   

4/0 

  

5/0 

  

6/0 
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R3(config)# int S1/0 
R3(config)#ip access-group 1 out 
R2     ip

 
R2>  en 
R2#  conf t 
R2(config)# Access-list 1 deny 192.168. .0 0.0.0.255 

R2(config)#Access-list 1 permit any 
R2(config)# int f0/0 
R2(config)#ip access-group 1 out 

NetworkHost

 

R3     ip

 

R3>  en 
R3#  conf t 
R3(config)# Access-list 1 deny 192.168.1.10 0.0.0.255 
R3(config)# Access-list 1 deny host 192.168.1.20    

 

R3(config)#Access-list 1 permit any 
R3(config)# int f0/0 
R3(config)#ip access-group 1 out 

Standard

R3deny all

ACL

2. Access _ List (Extende) 
Access _ List (Extended)

(www)F TPLANWEB

Port 80

TCP

EXTENDED

    

R1    ip

 

R1>  en 
R1#  conf t        Source

  

Destination 

 

R1(config)# Access-list 100 deny ip  host 192.168.1.10 host 192.168.5.10 

----- ----- -----

 

   S1/1 4.1

        

S1/ 1   4.2      

  2.1        2.2  6.1        6.2   
     R1  S1/0      S1/0 R2  S1/ 1      S1/ 0  R3          

        F0/ 1 3.2  

             F0/0 1.1 F0/0 3.1   

 

        F0/0 5.1 
     LAN1   1.0     LAN2        3.0     LAN3        5.0     

                   

1.10         1.20    1.30     5.10         5.20 
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R1(config)# Access-list 100 deny ip  host 192.168.1.20 host 192.168.5.10 
R1(config)#Access-list 100 permit ip   any         any 
R1(config)# int f0/0 
R1(config)#ip access-group 100 in 

hostany

R

    
ip

 

R3>  en 
R3#  conf t         Source

  

Destination 

 

R3(config)#Access-list 100 permit ip  host 192.168.1.10 host 192.168.5.20 
R3(config)#Access-list 100 permit ip  host 192.168.1.30 host 192.168.5.20 
R3(config)#Access-list 100  deny    any        host 192.168.5.20 
R3(config)# Access-list 100  permit    any    any 
R3(config)# int f0/0 
R3(config)#ip access-group 100 in 

ipR

R3>  en   
R3#  conf t    
R3(config)#Access-list 100 deny ip  host 192.168.3.10 host 192.168.5.20 
R3(config)#Access-list 100 deny 192.168.1.0  0.0.0255 host 192.168.5.20 
R3(config)#Access-list 100  permit ip  any    
R3(config)#int f0/0 
R3(config)#ip access-group 100 out 

ip

 

R3
R3>  en 
R3#  conf t           

R3(config)#Access-list 100 deny ip 192.168.3.0 0.0.0.255 host 192.168.5.20 
R3(config)#Access-list 100  permit ip  any any  
R3(config)#int f0/0 
R3(config)#ip access-group 100 out 

 

ipR

any any

----- ----- -----

     

     R1              R2            R3       

  1.0   3.0       5.0     

                      

1.10         1.20    1.30   3.10         5.10         5.20 
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R1>  en 
R1#  conf t    
R1(config)#Access-list 100 deny ip 192.168.3.0 0.0.0.255 host 192.168.1.10 
R1(config)#Access-list 100  permit ip  any any  
R1(config)#int f0/0 
R1(config)#ip access-group 100 out 

  

People Layer

IPTCPUDP

WEB

R3 
R3(config)#Access-list 100 Permit tcp any host 192.168.5.30 eq 80  

 

Copyright (c) Microsoft Corp

  

# This file contains port numbers for well-known services defined by IANA 

 

Format

  

#< service name> <port number> [aliases...]  [#<comment]>     
/<protocol> 

  

Echo    7/tcp 
Echo    7/udp 
Discard   9/tcp    sink null 
Discard   9/udp   sink null 
Systat    11/tcp    users       #Active users 
Systat    11/tcp    users           #Active users 
Daytime   13/tcp   
Daytime   13/udp 
Qotd    17/tcp   quote     #Quote of the day 
Qotd    17/udp   quote     #Quote of the day 
Chargen   19/tcp    ttytst source   #Character generator 
Chargen   19/udp  ttytst source     #Character generator 
ftp-data   20/tcp                      #FTP, data 
ftp    21/tcp       #FTP0 control 
telnet    33/tcp    
smtp    25/tcp   mail    #Simple Mail Transfer Protocol 
time    37/tcp   timserver 
time    37/udp  timserver 
rlp    39/udp  resource    #Resource Location Protocol 
nameserver   42/tcp   name         #Host Name Server 
nameserver   42/udp  name        #Host Name Server 
nickname   43/tcp   whois 
domain   53/tcp       #Domain Name Server 
domain   53/udp                     #Domain Name Server 
bootps   67/udp  dhcps        #Bootstrap Protocol Server 

TCP

 

UDP

 

80 0 
21 0 
53 0 
0 0 
0 0 
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bootpc   68/udp  dhcpc       #Bootstrap Protocol Client 
tftp    69/udp                     #Trivial File Transfer 
gopher   70/tcp   
finger    79/tcp  
http    80/tcp   www www-http    #World Wide Web 
Kerberos   88/tcp    krb kerberos-sec   #Kerberos 
Kerberos   88/udp  krb kerberos-sec  #Kerberos 
Hostname   101/tcp  hostnames   #NIC Host Name Server 
iso-tsap   102/tcp                               #ISO-TSAP Class 0 
Rtelnet   107/tcp                          #Remote Telnet Service 
pop

    

109/tcp  postoffice    #Post Office Protocol - Version 2 
pop

    

110/tcp      #Post Office Protocol - Version 3 
Sunrpc   111/tcp  rpcbind portmap  #SUN Remote Procedure Call 
Sunrpc   111/udp  rpcbind portmap  #SUN Remote Procedure Call 
Auth    113/tcp  ident tap   #Identification Protocol 
uucp-path   117/tcp  
nntp    119/tcp  usenet   #Network News Transfer Protocol 
ntp    123/udp      #Network Time Protocol 
epmap   135/tcp  loc-srv   #DCE endpoint resolution 
epmap   135/udp  loc-srv   #DCE endpoint resolution 
netbios-ns   137/tcp  nbname   #NETBIOS Name Service 
netbios-ns   137/udp  nbname   #NETBIOS Name Service 
netbios-dgm   138/udp  nbdatagram   #NETBIOS Datagram Service 
netbios-ssn   139/tcp  nbsession   #NETBIOS Session Service 
imap    143/tcp  imap

    

#Internet Message Access Protocol 
pcmail-srv   158/tcp      #PCMail Server 
snmp    161/udp      #SNMP 
snmptrap   162/udp  snmp-trap   #SNMP trap 
print-srv   170/tcp      #Network PostScript 
bgp                 179/tcp      #Border Gateway Protocol 
irc    194/tcp      #Internet Relay Chat Protocol

 

ipx    213/udp      #IPX over IP 
ldap    389/tcp      #Lightweight Directory Access Protocol 
https    443/tcp  MCom 
https    443/udp  MCom 
microsoft-ds   445/tcp  
microsoft-ds   445/udp   
kpasswd   464/tcp      # Kerberos (v5) 
kpasswd   464/udp      # Kerberos (v5) 
isakmp   500/udp  ike    #Internet Key Exchange 
exec          512/tcp      #Remote Process Execution 
biff          512/udp  comsat  
login          513/tcp      #Remote Login 
who          513/udp  whod 
cmd          514/tcp  shell 
syslog    514/udp   
printer   515/tcp  spooler 
talk          517/udp   
ntalk          518/udp    
efs          520/tcp      #Extended File Name Server 
router    520/udp  route routed 
timed    525/udp  timeserver 
tempo    526/tcp  newdate 
courier   530/tcp  rpc 
conference   531/tcp  chat 
netnews   532/tcp  readnews 
netwall   533/udp      #For emergency broadcasts 
uucp          540/tcp  uucpd 
klogin    543/tcp      #Kerberos login 
kshell    544/tcp  krcmd    #Kerberos remote shell 
new-rwho   550/udp  new-who 
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remotefs   556/tcp  rfs rfs_server 
rmonitor   560/udp  rmonitord 
monitor   561/udp   
ldaps           636/tcp  sldap    #LDAP over TLS/SSL 
doom    666/tcp      #Doom Id Software 
doom    666/udp      #Doom Id Software 
kerberos-adm  749/tcp      #Kerberos administration 
kerberos-adm  749/udp      #Kerberos administration 
kerberos-iv   750/udp      #Kerberos version IV 
kpop           1109/tcp      #Kerberos POP 
phone    1167/udp      #Conference calling 
ms-sql-s   1433/tcp      #Microsoft-SQL-Server

 

ms-sql-s   1433/udp      #Microsoft-SQL-Server

 

ms-sql-m   1434/tcp      #Microsoft-SQL-Monitor 
ms-sql-m   1343/udp      #Microsoft-SQL-Monitor

 

wins           1512/tcp      #Microsoft Windows Internet Name Service 
wins    1512/udp      #Microsoft Windows Internet Name Service 
ingreslock   1524/tcp  ingres 
l tp    1701/udp      #Layer Two Tunneling Protocol 
pptp    1723/tcp      #Point-to-point tunnelling protocol 
radius    1812/udp      #RADIUS authentication protocol 
radacct   1813/udp      #RADIUS accounting protocol 
nfsd    2049/udp  nfs    #NFS server 
knetd    2053/tcp      #Kerberos de-multiplexor 
man    9535/tcp      #Remote Man Server 

   

tcpiptcpdeny all5.0 

 

web

R3(config)#Access-list 100 deny ip any host 192.168.5.30 
web

R3(config)#Access-list 100  permit ip  any any  
R3(config)#int f0/0 
R3(config)#ip access-group 100  out  

Router>en 
Router#conf t 
Router<Config> Access-list 1 deny hsot 

192.168.1.0  

ip 

 

Host 

Net statRemote Desktop Connectionip

cmdNet stat

I P 
1.1.1   80  WEB 

1.1.2   21  FTP 
1.1    TCP 

 

1.2   UDP 
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Remote Destop

ipR

R3>  en 
R3#  conf t    
R3(config)#Access-list 100 permit tcp host 192.168.1.10   host 192.168.5.10 eq 3389 
R3(config)#Access-list 100 deny   any   host 192.168.5.10 eq 3389 
R3(config)#Access-list 100  permit ip  any   any  
R3(config)#int f0/0 
R3(config)#ip access-group 100 out 

    

[ [ROUTER R1]]   [[ROUTER R ]]  

F 0/0

 

= LAN 1   F0/0

 

= LAN 2  
S1/0  = R2 S1/0   S1/1  =R3  S1/0    

[[ROUTER R ]]   [[ROUTER R ]]  

F0/0

 

= LAN 2    F0/0

 

= LAN 3  
S1/1

 

= R4 S1/0 
R1 
Router>en 
Router#conf t 
Enter configuration commands, one per line.  End with CNTL/Z

 

Router(config)#host R1 
R1(config)#int f0/0 
R1(config-if)#ip

 

Add 192.168.1.1 255.255.255.0 

R1(config-if)#no shut 
R1(config-if)#int s0/1 
R1(config-if)#ip add 192.168.2.1 255.255.255.0 
R1(config-if)#no shut 

STATIC
R1(config-if)#ip route 192.168.2.2  255.255.255.0 192.168.3.0  
R1(config)#   ip route 192.168.2.2  255.255.255.0 192.168.4.0 
R1(config)#   ip route 192.168.2.2  255.255.255.0 192.168.5.0 
R1(config)#   ip route 192.168.2.2  255.255.255.0 192.168.6.0 
R1(config)#do sh ip rout 
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP 

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area 
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP 
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 

      candidate default, U - per-user static route, o - ODR 
P - periodic downloaded static route 

Gateway of last resort is not set 
S    192.168.4.0 /24 [1 ] via 192.168.2.2 

    

2.1       2.2        3.1     3.2        5.1   5.2  
    R1 S1/0       S1/0 R2   S1/ 1   S1/0 R3  S1/ 1 S1/0  R4       

F0/0 1.1 F0/ 0 4.1        F0/0 4.2 

 

      F0/0 6.1   

      LAN1

    

 LAN2

  

             LAN3

  

X1

 

IP R1

 

R2

 

R3

 

R4

 

1/0 

    

2/0 

   

3/0 

   

4/0 

   

5/0 

  

6/0 
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S    192.168.5.0 /24 [1 ] via 192.168.2.2 
S    192.168.6.0 /24 [1 ] via 192.168.2.2 
C    192.168.1.0 /24 is directly connected, FastEthernet

 
C    192.168.2.0 /24 Is directly connected, Serial1/0 
S    192.168.3.0 /24 [1 ] via 192.168.2.2 
R2 
Router>en 
Router#config t 
Enter configuration commands, one per line.  End with CNTL/Z. 
Router(config)# host R2 
R2(config)# int f0/0 
R2(config-if)#ip add 192.168.4.1 255.255.255.0 
R2(config-if)#no shut 
R2(config-if)# int s1/0 
R2(config-if)# ip add 192.168.2.2 255.255.255.0 
R2(config-if)#no shut 
R2(config-if)# int s1/1 
R2(config-if)# ip add 192.168.3.1 255.255.255.0 
R2(config-if)#no shut 
R2(config-if)# 
R2(config-if)# 
R2(config-if)# ip route 192.168.1.0 255.255.255.0 192.168.2.1 
R2(config)# ip route 192.168.5.0 255.255.255.0 192.168.3.2 
R2(config)# ip route 192.168.5.0 255.255.255.0 192.168.4.2 
R2(config)# ip route 192.168.6.0 255.255.255.0 192.168.3.2 
R2(config)# ip route 192.168.6.0 255.255.255.0 192.168.4.2 
R2(config)# 
R2(config)# do sh ip rout 
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP 
       D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area 
       N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
       E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP 
       i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
       * - candidate default, U - per-user static route, o - ODR 
       P - periodic downloaded static route 
Gateway of last resort is not set 
C    192.168.4.0/24 is directly connected, FastEthernet0/0 
S    192.168.5.0/24 [1/0] via 192.168.4.2 
S    192.168.6.0/24 [1/0] via 192.168.4.2 
R2(config)# 
R3 
Router>en 
Router#config t 
Enter configuration commands, one per line.  End with CNTL/Z. 
Router(config)# host R3 
R3(config)# int f0/0 
R3(config-if)# ip add 192.168.4.2 255.255.255.0 
R3(config-if)#no shut 
R3(config-if)# int s1/0 
R3(config-if)# ip add 192.168.3.2 255.255.255.0 
R3(config-if)#no shut 
R3(config-if)# int s1/1 
R3(config-if)# ip add 192.168.5.1 255.255.255.0 
R3(config-if)#no shut 
R3(config-if)# 
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R3(config-if)# ip route 192.168.1.0 255.255.255.0 192.168.3.1 
R3(config)# ip route 192.168.1.0 255.255.255.0 192.168.4.1 
R3(config)# ip route 192.168.2.0 255.255.255.0 192.168.3.1 
R3(config)# ip route 192.168.2.0 255.255.255.0 192.168.4.1 
R3(config)# ip route 192.168.6.0 255.255.255.0 192.168.5.2 
R3(config)# 
R3(config)# do sh ip rout 
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP 
       D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area 
       N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
       E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP 
       i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
       * - candidate default, U - per-user static route, o - ODR 
       P - periodic downloaded static route 
Gateway of last resort is not set 
C    192.168.4.0/24 is directly connected, FastEthernet0/0 
S    192.168.1.0/24 [1/0] via 192.168.4.1 
S    192.168.2.0/24 [1/0] via 192.168.4.1 
R3(config)# 
R4 
R4> en 
R4#config t 
R4 (config)# int f0/0 
R4 (config-if)# ip add 192.168.6.1 255.255.255.0 
R4 (config-if)#no shut 
R4 (config-if)# int s1/0 
R4 (config-if)# ip add 192.168.5.2 255.255.255.0 
R4 (config-if)#no shut 
R4 (config-if)# 
R4 (config-if)# ip route 192.168.1.0 255.255.255.0 192.168.5.1 
R4 (config)# ip route 192.168.2.0 255.255.255.0 192.168.5.1 
R4 (config)# ip route 192.168.3.0 255.255.255.0 192.168.5.1 
R4 (config)# ip route 192.168.4.0 255.255.255.0 192.168.5.1 
R4 (config)# 
R4 (config)# do sh ip rout 
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP 
       D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area 
       N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
       E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP 
       i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
       * - candidate default, U - per-user static route, o - ODR 
       P - periodic downloaded static route 
Gateway of last resort is not set 
C    192.168.6.0/24 is directly connected, FastEthernet0/0 
R4 (config)# 

1

AccessList Standard

R1IP

R4 
R4(config)#access-list 1 deny host 192.168.2.1 
R4(config)# access-list 1 permit any 
R4(config)# int s1/0 
R4(config-if)#ip access-group 1 in 
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R4(config-if)# 
R1 
R1> ping 192.168.6.1 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 192.168.6.1, timeout is 2 seconds: 
.U.U. 
Success rate is 0 percent (0/5) 
R2 
R2> ping 192.168.6.1 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 192.168.6.1, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 16/39/80 ms 

  

R4 
R4# debug ip pack   

debug

R1 
R1> ping 192.168.6.1  

 

R4 
* May  6 10:08:23.251: IP: s= 192.168.2.1 (Serial1/0), d= 192.168.6.1, len 100, acc ess denied 
* May  6 10:08:23.255: IP: s= 192.168.5.2 (local), d= 192.168.2.1 (Serial1/0), len 56, sending 
* May  6 10:08:25.355: IP: s= 192.168.2.1 (Serial1/0), d= 192.168.6.1, len 100, acc ess denied 
* May  6 10:08:25.359: IP: s= 192.168.5.2 (local), d= 192.168.2.1 (Serial1/0), len 56, sending 
* May  6 10:08:27.403: IP: s= 192.168.2.1 (Serial1/0), d= 192.168.6.1, len 100, acc ess denied 
*May  6 10:08:27.407: IP: s= 192.168.5.2 (local), d= 192.168.2.1 (Serial1/0), len 56, sending  

R1 
R1> en 
R1#ping 
Protocol [ip]: 
Target IP address: 192.168.6.1 
Repeat count [5]: 
Datagram size [100]: 
Timeout in seconds [2]: 
Extended commands [n]: y 
Source address or interface: 192.168.1.1 
Type of service [0]: 
Set DF bit in IP header? [no]: 
Validate reply data? [no]: 
Data pattern [0xABCD]: 
Loose, Strict, Record, Timestamp, Verbose[none]: 
Sweep range of sizes [n]: 
Type escape sequence to abort. 

  

Ping

denypermitping
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Sending 5, 100-byte ICMP Echos to 192.168.6.1, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 20/66/116 ms 
R1#  

R4 
R4# 
* May  6 10:12:17.019: IP: s= 192.168.1.1 (Serial1/0), d= 192.168.6.1, len 100, rcv d 4 
* May  6 10:12:17.023: IP: s= 192.168.6.1 (local), d= 192.168.1.1 (Serial1/0), len 100, sending 
* May  6 10:12:17.191: IP: s= 192.168.1.1 (Serial1/0), d= 192.168.6.1, len 100, rcv d 4 
* May  6 10:12:17.195: IP: s= 192.168.6.1 (local), d= 192.168.1.1 (Serial1/0), len 100, sending 
* May  6 10:12:17.235: IP: s= 192.168.1.1 (Serial1/0), d= 192.168.6.1, len 100, rcv d 4 
* May  6 10:12:17.239: IP: s= 192.168.6.1 (local), d= 192.168.1.1 (Serial1/0), len 100, sending 
* May  6 10:12:17.275: IP: s= 192.168.1.1 (Serial1/0), d= 192.168.6.1, len 100, rcv d 4 
* May  6 10:12:17.279: IP: s= 192.168.6.1 (local), d= 192.168.1.1 (Serial1/0), len 100, sending 
* May  6 10:12:17.303: IP: s= 192.168.1.1 (Serial1/0), d= 192.168.6.1, len 100, rcv d 4 
* May  6 10:12:17.307: IP: s= 192.168.6.1 (local), d= 192.168.1.1 (Serial1/0), len 100, sending 

R4

 

R4 
R4> sho ip access-list 
Standard IP access list 1 
    deny   192.168.2.1 (19 matches) 
    permit any (30 matches)  

deny

Match

 

2

R1s1/0s1/1

R2

R4 
R4> en 
R4#conf t 
Enter configuration commands, one per line.  End with CNTL/Z. 
R4(config)# no access    

 

R4(config)# no access-list 1 
R4(config)# int s1/0 
R4(config-if)#no ip access-group 1 in  

R2 
R2>en 
R2 conf t 

Enter configuration commands, one per line.  End with CNTL/Z. 
R2(config)# access-list  100 deny ip 192.168.1.0 0.0.0.255 192.168.3.0 0.0.0.255 
R2(config)# access-list  100 deny ip 192.168.1.0 0.0.0.255 192.168.4.0 0.0.0.255 
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R2(config)#access-list  100 permit ip any any 
R2(config)#int s0/1 
R2(config-if)#ip access-group 100 in 

R1pings1/0

pingExtended

R1 
R1> ping 192.168.3.1 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 192.168.3.1, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 4/26/72 ms 
R1> 
R1> ping 192.168.4.1 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 192.168.4.1, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 16/38/56 ms 
R1> 

35.21.05.2

R2 
R2(config-if)#no ip access-group 100 in 
R2(config-if)#no access-list  100  

R1 
R1> en 
R1#conf t 
Enter configuration commands, one per line.  End with CNTL/Z. 
R1(config)# access-list 1 deny host 192.168.5.2 
R1(config)# access-list 1 permit any 
R1(config)# int s1/0 
R1(config-if)#ip access-group 1 in 
R1(config-if)# 

ACLACL

 

ACL1deny X1Permit anyACL2deny X2Permit anyX2

ACL1X2ACL2

 

46.11.1

R1 
R1(config-if)#no ip access-group 1 in  

 

R1(config-if)#no access-list 1  

R1 
R1(config)# access-list 1 deny host 192.168.6.1 
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R1(config)# access-list 1 permit any 
R1(config)# int s1/0 
R1(config-if)#ip access-group 1 in 

5)web(any6.1anywww

R4 
R4> en 
R4#u all 
All possible debugging has been turned off 
R4# 
R4#conf t 

 

R4(config)# no access-list 100 
R4(config)# no access-list 1 
R4(config)# 
R4(config)# access-list 100 permit tcp any host 192.168.6.1 eq 80 
R4(config)# access-list 100 deny ip any host 192.168.6.1 
R4(config)# access-list 100 permit ip any any 
R4(config)# int s1/0 
R4(config-if)#ip access-group 1 in 
R4(config)#^Z 
R4#debug ip packet 

R4debugR1ping 192.168.6.1deny

R1 
R1#ping 192.168.6.1 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 192.168.6.1, timeout is 2 seconds: 
..... 
Success rate is 0 percent (0/5)  

R4 
R4# 
* May  6 11:14:13.267: IP: s= 192.168.2.1 (Serial1/0), d= 192.168.6.1, len 100, access denied 
* May  6 11:14:13.271: IP: s= 192.168.6.1 (local), d= 192.168.2.1 (Serial1/0), len 100, sending 
* May  6 11:14:13.339: IP: s= 192.168.2.1 (Serial1/0), d= 192.168.6.1, len 56, access denied 
* May  6 11:14:15.235: IP: s= 192.168.2.1 (Serial1/0), d= 192.168.6.1, len 100, access denied 
* May  6 11:14:15.239: IP: s= 192.168.6.1 (local), d= 192.168.2.1 (Serial1/0), len 100, sending 
* May  6 11:14:15.263: IP: s= 192.168.2.1 (Serial1/0), d= 192.168.6.1, len 56, access denied 
* May  6 11:14:17.239: IP: s= 192.168.2.1 (Serial1/0), d= 192.168.6.1, len 100 access denied 
*May  6 11:14:17.243: IP: s= 192.168.6.1 (local), d= 192.168.2.1 (Serial1/0), len 100, sending 
* May  6 11:14:17.307: IP: s= 192.168.2.1 (Serial1/0), d= 192.168.6.1, len 56, access denied 
* May  6 11:14:19.227: IP: s= 192.168.2.1 (Serial1/0), d= 192.168.6.1, len 100, access denied 
* May  6 11:14:19.231: IP: s= 192.168.6.1 (local), d= 192.168.2.1 (Serial1/0), len 100, sending 
* May  6 11:14:19.247: IP: s= 192.168.2.1 (Serial1/0), d= 192.168.6.1, len 56, access denied 
* May  6 11:14:21.215: IP: s= 192.168.2.1 (Serial1/0), d= 192.168.6.1, len 100, access denied 
* May  6 11:14:21.219: IP: s= 192.168.6.1 (local), d= 192.168.2.1 (Serial1/0), len 100, sending 
* May  6 11:14:21.243: IP: s= 192.168.2.1 (Serial1/0), d= 192.168.6.1, len 56 access denied 
R4# 

IPACL

.            R4   

R4

 

R4#  conf t 

tcp

X1
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Enter configuration commands, one per line.  End with CNTL/Z

 
R4(config)# int S1/0 
R4(config-if)#no ip access-group 100 in 
R4(config-if)#no access-list 100 
R4(config)

 
R4(config-if)# ip access-list extended permitweb 
R4(config-ext-nacl)# permit tcp any host 192.168.6.1 eq 80 
R4(config-ext-nacl)# deny ip any host 192.168.6.1 
R4(config-ext-nacl)# permit ip any any 
R4(config-ext-nacl)# exit 
R4(config)# int s1/0 
R4(config-if)# ip access-group permitweb in  

 

CDP (CISSCO DISCOVERY PROTOCHOL):  

ACL

CDPI OSBUG

CLEAR TEXTCDP

IOS

IPR3

CDPIP

PING

  

R1 
Router>en 
Router#conf t 
Enter configuration commands, one per line.  End with CNTL/Z

 

Router(config)#host R1 
R1(config)#int s1/0 
R1(config-if)#ip add 192.168.1.1 255.255.255.0 
R1(config-if)#no shut 
R2 
Router>en 
Router#conf t 
Enter configuration commands, one per line.  End with CNTL/Z. 
Router(config)# host R2  

        1.2    1.2         2.1  5.1 
   R1 S1/0     S1/0 R2   S1/ 1 S1/0 R3  

 

[[ROUTER R1]]

 

S1/0 = R2 S1/

 

[[ROUTER R ]] 

S1/1 = R3 S1/

 

[[ROUTER R3]]  
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R2(config)# int s1/0 
R2(config-if)# ip add 192.168.1.2 255.255.255.0 
R2(config-if)#no shut 
R2(config-if)# int s1/1 
R2(config-if)# ip add 192.168.2.1 255.255.255.0 
R2(config-if)#no shut 
R2(config-if)# 
R2(config-if)#do sho ip int brie 
Interface                  IP-Address      OK? Method Status                Prot 
ocol 
FastEthernet0/0            unassigned      YES unset  administratively down down 
Serial1/0                  192.168.1.2     YES manual up                    up 
Serial1/1                  192.168.2.1     YES manual up                    up 
Serial1/2                  unassigned      YES unset  administratively down down 
Serial1/3                  unassigned      YES unset  administratively down down 
Serial1/4                  unassigned      YES unset  administratively down down 
Serial1/5                  unassigned      YES unset  administratively down down 
Serial1/6                  unassigned      YES unset  administratively down down 
Serial1/7                  unassigned      YES unset  administratively down down 
R2(config-if)#  

R2(config-if)#do sho ip rout 
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP 
       D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area 
       N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
       E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP 
       i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
       * - candidate default, U - per-user static route, o - ODR 
       P - periodic downloaded static route 
Gateway of last resort is not set 
C    192.168.1.0/24 is directly connected, Serial1/0 
C    192.168.2.0/24 is directly connected, Serial1/1 
R2(config-if)# 
R2(config-if)#do sho cdp nei  

deviceR2

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge 
                  S - Switch, H - Host, I - IGMP, r - Repeater  

Device ID        Local Intrfce     Holdtme    Capability  Platform  Port ID 
R3               Ser 1/1         133     R     7206VXR   Ser 1/0 
R1               Ser 1/0           121            R   7206VXR   Ser 1/0 
R2(config-if)#     

 

R2(config-if)#

R2(config-if)#do sho cdp nei det 
------------------------- 
Device ID: R3 
Entry address(es): 
  IP address: 192.168.5.2 

device

 

device device
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  Platform: cisco 7206VXR,  Capabilities: Router 
Interface: Serial1/1,  Port ID (outgoing port): Serial1/0 
Holdtime : 140 sec 
Version : 
Cisco Internetwork Operating System Software 
IOS (tm) 7200 Software (C7200-JS-M), Version 12.2(11)T,  RELEASE SOFTWARE (fc1) 

IOSSUPORT
TAC Support: http://www.cisco.com/tac 
Copyright (c) 1986-2002 by cisco Systems, Inc. 
Compiled Tue 30-Jul-02 21:31 by ccai 
advertisement version: 2 
------------------------- 
Device ID: R1 
Entry address(es): 
  IP address: 192.168.1.1 
Platform: cisco 7206VXR,  Capabilities: Router 
Interface: Serial1/0,  Port ID (outgoing port): Serial1/0 
Holdtime : 127 sec 
Version : 
Cisco Internetwork Operating System Software 
IOS (tm) 7200 Software (C7200-JS-M), Version 12.2(11)T,  RELEASE SOFTWARE (fc1) 
TAC Support: http://www.cisco.com/tac 
Copyright (c) 1986-2002 by cisco Systems, Inc. 
Compiled Tue 30-Jul-02 21:31 by ccai 
advertisement version: 2 
R2(config-if)#  

R3 
Router>en 
Router#conf t 
Enter configuration commands, one per line.  End with CNTL/Z. 
Router(config)# host R3 
R3(config)# int s1/0 
R3(config-if)# ip add 192.168.5.2 255.255.255.0 
R3(config-if)#no shut 
R3(config-if)#  

R2 
R2(config-if)#no cdp run 

R2R1dcpR2

 

R1 
R (config-if)#do sho cdp nei 

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge 
S - Switch, H - Host, I - IGMP, r - Repeater 

Device ID        Local Intrfce     Holdtme    Capability  Platform  Port ID 
R (config-if

 

cdp

R2 
R2(config)# cdp run 
R2(config)# int s1/0 
R2(config-if)#no cdp enable 

http://www.cisco.com/tac
http://www.cisco.com/tac
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R2(config-if)# 
R1 
R1(config-if)#do sho cdp nei 
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge 
                  S - Switch, H - Host, I - IGMP, r - Repeater 
Device ID        Local Intrfce     Holdtme    Capability  Platform  Port ID 
R2                Ser 1/0            158           R    7206VXR   Ser 1/0 
R2(config)# sho run 
Building configuration... 
Current configuration : 1089 bytes 
! 
version 12.2 
service timestamps debug datetime msec 
service timestamps log datetime msec 
no service password-encryption 
! 
hostname R2 
! 
ip subnet-zero 
! 
ip cef 
! 
voice call carrier capacity active 
! 
interface FastEthernet0/0 
 no ip address 
 shutdown 
 duplex half 
! 
interface Serial1/0 
 ip address 192.168.1.2 255.255.255.0 
 serial restart_delay 0 
 no cdp enable 
! 
interface Serial1/1 
 ip address 192.168.2.1 255.255.255.0 
 serial restart_delay 0 
! 
interface Serial1/2 
 no ip address 
 shutdown 
 serial restart_delay 0 
! 
interface Serial1/3 
 no ip address 
 shutdown 
 serial restart_delay 0 
! 
interface Serial1/4 
 no ip address 
 shutdown 
 serial restart_delay 0 
! 
interface Serial1/5 
 no ip address 
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 shutdown 
 serial restart_delay 0 
! 
interface Serial1/6 
 no ip address 
 shutdown 
 serial restart_delay 0 
! 
interface Serial1/7 
 no ip address 
 shutdown 
 serial restart_delay 0 
! 
ip classless 
no ip http server 
! 
call rsvp-sync 
! 
mgcp profile default 
! 
dial-peer cor custom 
! 
gatekeeper 
 shutdown 
! 
line con 0 
line aux 0 
line vty 0 4 
! 
end 
R2(config)# 
R2(config)# do sho start 
%% Non-volatile configuration memory is not present 

Startup

R2(config)# 
RAMROM

  

RomIOSFlashNvRam

telnet R1 nRamNvRam

R2(config)#^Z 

ROM 
IOS

 

Rom

FLASH FlashIOSIOS

 

NVRAM 
Startup config

 

Startup Config

IP

 

RAM 
Runnig Config

 

Runnig Config
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R2#copy ram start 
Destination filename [startup-config]? 
Building configuration... 
[OK] 

copy ram startwrite memory

R2#write memory 
Building configuration... 
[OK] 
R2# 

sho runsho run

R2#conf t 
Enter configuration commands, one per line.  End with CNTL/Z. 
R2(config)# alias exec Delbekhah sho run 
R2(config)# 
R2(config)# do delbekhah 
Building configuration...  

Current configuration : 1118 bytes 
! 
version 12.2 
service timestamps debug datetime msec 
service timestamps log datetime msec 
no service password-encryption 
! 
hostname R2 
! 
ip subnet-zero 
! 
ip cef 
! 
voice call carrier capacity active 
! 
interface FastEthernet0/0 
 no ip address 
 shutdown 
 duplex half 
! 
interface Serial1/0 
 ip address 192.168.1.2 255.255.255.0 
 serial restart_delay 0 
 no cdp enable 
! 
interface Serial1/1 
 ip address 192.168.2.1 255.255.255.0 
 serial restart_delay 0 
! 
interface Serial1/2 
 no ip address 
 shutdown 
 serial restart_delay 0 
! 
interface Serial1/3 
 no ip address 
 shutdown 
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 serial restart_delay 0 
! 
interface Serial1/4 
 no ip address 
 shutdown 
 serial restart_delay 0 
! 
interface Serial1/5 
 no ip address 
 shutdown 
 serial restart_delay 0 
! 
interface Serial1/6 
 no ip address 
 shutdown 
 serial restart_delay 0 
! 
interface Serial1/7 
 no ip address 
 shutdown 
 serial restart_delay 0 
! 
ip classless 
no ip http server 
! 
call rsvp-sync 
! 
mgcp profile default 
! 
dial-peer cor custom 
! 
gatekeeper 
 shutdown 
! 
alias exec Delbekhah sho run 
! 
line con 0 
line aux 0 
line vty 0 4 
! 
end 
R2(config)# 

StartupNvRam

R2#erase startup 
Erasing the nvram filesystem will remove all files! Continue? [confirm] 
* May 10 07:22:29.867: %SYS-7-NV_BLOCK_INIT: Initialized the geometry of nvram 
[OK] 
Erase of nvram: complete 

R1

SW1

R1 SW1CDP     R1

   

    R2      R3    

  

        SW1
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SW1

  
CDP

CMD

R1R3

 

R1 
R1(config)# int s1/1 
R1(config-if)#no cdp enable 
/*/---------------------------------- 

R3 
R (config)# int s1/1 

R (config-if)#no cdp enable  

R2#sho cdp nei 
Device ID        Local Intrfce     Holdtme     
R3                  Ser 1/1            133          
R1                  Ser 1/0            121           

Show CDP Neighbor 
(sho cdp nei) 

R2#sho cdp nei det 
Device ID: R3 
Entry address(es):  IP address: 192.168.5.2 
Platform: cisco 7206VXR,  Capabilities: Router 
Interface: Serial1/1,  Port ID (outgoing port): 
Serial1/0 
Holdtime : 140 sec 
Version : 

Show CDP Neighbor Detail 
(sho cdp nei det) 

R2(config-if)#no cdp run cdp No CDP Run 
R2(config-if)# cdp run cdp CDP Run 
R2(config-if)#int s1/0 
R2(config-if)#no cdp enable 

cdpNo CDP Enable 
(no cdp en) 

R2(config)# sho run 
Building configuration... 
Current configuration : 1089 bytes 

config

Show Run 

R2(config)# do sho start 

nvram

Show Start 
(sho sta) 

R2#copy ram start 
Destination filename [startup-config]? 
Building configuration... 
[OK] 

Ram

NvRam 

Copy Ran Start 

R2#write memory 
Building configuration... 
[OK] 
R2# 

Ram

NvRam

Writ Memory 
(wr) 

3.10       3.10 
S1/1 R1        R2       R3  S1/1     

          SW1 
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IOSIOSIOS

IOSIOS

permissionNAT (Network Address Translator)IOSbug

  

R1 
Router>en 
Router> conf t 
Enter configuration commands, one per line.  End with CNTL/Z. 
Router# host R1 
R1#(config)# int e0 
R1#(config-if)# ip add 192.168.34.202 255.255.255.0 
R1#(config-if)#no shu 
R1#(config-if)#^Z 
R1# 
R1#sho ip int bri 
Interface                  IP-Address      OK? Method Status                Protocol 
Ethernet0                  192.168.34.202  YES manual up                    up 
Serial0                    unassigned      YES unset  administratively down down 
Serial1                    unassigned      YES unset  administratively down down 
R1#  

R1#sho run 
IP

Building configuration... 
Current configuration: 
! 
version 12.1 
service timestamps debug uptime 
service timestamps log uptime 
no service password-encryption 
! 
hostname R1 
! 
ip subnet-zero 
! 
interface Ethernet0 
 ip address 192.168.34.202 255.255.255.0 
! 
interface Serial0 
 no ip address 
 shutdown 
! 
interface Serial1 
 no ip address 
 shutdown 
! 
ip classless 
no ip http server 

204      201    

205      202    

     206      203 

 

----------
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! 
line con 0 
 transport input none 
line aux 0 
line vty 0 4 
! 
end 
R1# 

ShutSho Runip

R1#(config)# int e0 
R1#(config-if)#shut 
R1#(config-if)#^Z 
R1# 
R1#sho run 
Building configuration... 
Current configuration: 
! 
version 12.1 
service timestamps debug uptime 
service timestamps log uptime 
no service password-encryption 
! 
hostname R1 
! 
ip subnet-zero 
! 
interface Ethernet0 
 ip address 192.168.34.202 255.255.255.0 
 shutdown 
! 
interface Serial0 
 no ip address 
 shutdown 
! 
interface Serial1 
 no ip address 
 shutdown 
! 
ip classless 
no ip http server 
! 
line con 0 
 transport input none 
line aux 0 
line vty 0 4 
! 
end 
R1#conf t 

Write Memoryip

R1#(config)# int e0 
R1#(config-if)#no shut 
R1#(config-if)#^Z 
R1#wr 
Building configuration... 
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[OK] 
R1#conf t 
Enter configuration commands, one per line.  End with CNTL/Z. 
R1#(config)# int e0 
R1#(config-if)# ip add 192.168.34.212 
R1#(config-if)#^Z 

ipRunning Config

Start Config

R1#sh start 
Using 413 out of 32762 bytes 
! 
version 12.1 
service timestamps debug uptime 
service timestamps log uptime 
no service password-encryption 
! 
hostname Router 
! 
ip subnet-zero 
! 
interface Ethernet0 
 ip address 192.168.34.202 255.255.255.0 
! 
interface Serial0 
R1#  

R1#sh ip int br 
Interface                  IP-Address      OK? Method Status                Protocol 
Ethernet0                  192.168.34.222  YES TFTP   up                    up 
Serial0                    unassigned      YES TFTP   administratively down down 
Serial1                    unassigned      YES TFTP   administratively down down 
R1#  

R1#sh flash 
System flash directory: 
File  Length   Name/status 
  1   7990616  /c2500-i-l.121-2.t.bin 
[7990680 bytes used, 397928 available, 8388608 total] 
8192K bytes of processor board System flash (Read ONLY) 
R1# 

 

Runnig ConfigRouterTFTP Server

 

e0

R1#copy runn tftp 
Address or name of remote host []? 192.168.34.33 
Source filename []? computer2 
Destination filename [running-config]? (enter) 
Accessing tftp://192.168.34.33/computer2... 
Loading computer2 from 192.168.34.33 (via Ethernet0): ! 
[OK - 453/4096 bytes] 
453 bytes copied in 3.412 secs (151 bytes/sec) 
R1# 
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Computer 2tftpserverword pad

ipSave

 
Runnig ConfigRouterTFTP Server

 
R1#copy tftp runn 
Address or name of remote host []? 192.168.34.33 
Source filename []? computer2 
Destination filename [running-config]? (enter) 
Accessing tftp://192.168.34.33/computer2... 
Loading computer2 from 192.168.34.33 (via Ethernet0): ! 
[OK - 453/4096 bytes] 
453 bytes copied in 3.412 secs (151 bytes/sec) 

TFTP

  

show FlashFlashName/status

R1#sh flash 
System flash directory: 
File  Length   Name/status 
  1   7990616  /c2500-i- l.121-2.t.bin 
[7990680 bytes used, 397928 available, 8388608 total] 
8192K bytes of processor board System flash (Read ONLY) 
R1# 

 

IOS

 

IOS

TFTPTFTPServerc2500-i-l.121-2.t.bin.  

R1#copy flash tftp 
Source filename []? 
00:38:27: %CDP-4-DUPLEX_MISMATCH: duplex mismatch discovered on Ethernet0 (not full duplex), with R4 
FastEthernet0/0 (full duplex). 
00:39:27: %CDP-4-DUPLEX_MISMATCH: duplex mismatch discovered on Ethernet0 (not full duplex), with R4 
FastEthernet0/0 (full duplex)./ c2500-i- l.121-2.t.bin 
Address or name of remote host []? 192.168.34.33 
Destination filename [c2500-i-l.121-2.t.bin]? 
00:40:27: %CDP-4-DUPLEX_MISMATCH: duplex mismatch discovered on Ethernet0 (not full duplex), with R4 
FastEthernet0/0 (full duplex). 
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!! 
7990616 bytes copied in 103.68 secs (77578 bytes/sec) 
R1#  

R1#sh ver 
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Cisco Internetwork Operating System Software 
IOS (tm) 2500 Software (C2500-I-L), Version 12.1(2)T,  RELEASE SOFTWARE (fc1) 
Copyright (c) 1986-2000 by cisco Systems, Inc. 
Compiled Tue 16-May-00 13:28 by ccai 
Image text-base: 0x03040E54, data-base: 0x00001000 
ROM: System Bootstrap, Version 11.0(10c), SOFTWARE 
BOOTFLASH: 3000 Bootstrap Software (IGS-BOOT-R), Version 11.0(10c), RELEASE SOFT 
WARE (fc1) 
Router uptime is 43 minutes 
System returned to ROM by power-on 
System image file is "flash:/c2500-i-l.121-2.t.bin" 
cisco 2500 (68030) processor (revision N) with 6144K/2048K bytes of memory. 
Processor board ID 16310750, with hardware revision 00000000 
Bridging software. 
X.25 software, Version 3.0.0. 
1 Ethernet/ IEEE 802.3 interface(s) 
2 Serial network interface(s) 
32K bytes of non-volatile configuration memory. 
8192K bytes of processor board System flash (Read ONLY) 
00:43:27: %CDP-4-DUPLEX_MISMATCH: duplex mismatch discovered on Ethernet0 (not full duplex), with R4 
FastEthernet0/0 (full duplex). 
00:44:27: %CDP-4-DUPLEX_MISMATCH: duplex mismatch discovered on Ethernet0 (not full duplex), with R4 
FastEthernet0/0 (full duplex).  

 

CDP

R1#sh cdp nei 
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge 
                  S - Switch, H - Host, I - IGMP, r - Repeater 
Device ID        Local Intrfce     Holdtme    Capability  Platform  Port ID 
Router             Eth 0     158         R     2500       Eth 0 
Router             Eth 0         129          R     2500       Eth 0 
Router             Eth 0           69          R     2500       Eth 0 
Router             Eth 0             9          R     2500       Eth 0 
AccessServer236     Eth 0          122          R     2509       Eth 0 
R4              Eth 0          127           R     2621XM   Fas 0/0 
console-router238   Eth 0          167           R     2511       Eth 0 
R1#  

Trouble shouting

 

Runnig ConfigConfig

wrNVRam

sho startupErase startup

  

IOSTFTP

  

Copy Run Start 
Copy Start Run 
Copy Start TFTP 
Copy TFTP Start 
Copy TFTP Flash 
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R1#sh flash 
System flash directory: 
File  Length   Name/status 
  1   7990616  /c2500-i- l.121-2.t.bin 
[7990680 bytes used, 397928 available, 8388608 total] 
8192K bytes of processor board System flash (Read 
ONLY) 

flashShow Flash  

R1#copy flash tftp 
Source filename []? 
FastEthernet0/0 (full duplex)./ c2500-i- l.121-2.t.bin 
Address or name of remote host []? 192.168.34.33 

flash

Copy Flash TFTP 

R1#sh ver 
Cisco Internetwork Operating System Software 
IOS (tm) 2500 Software (C2500-I-L), Version 12.1(2)T,  
RELEASE SOFTWARE (fc1) 
Copyright (c) 1986-2000 by cisco Systems, Inc. 
Compiled Tue 16-May-00 13:28 by ccai 
Image text-base: 0x03040E54, data-base: 0x00001000 

Show Version 
(sho ver) 

R1#copy run tftp 
Address or name of remote host []? 192.168.34.33 
Source filename []? computer2 

Copy Run TFTP 

R1#copy tftp run 
Address or name of remote host []? 192.168.34.33 
Source filename []? computer2 

Copy TFTP Run 

 

SUBNETTING :  

IP = 0

IP = 255

IP = 127LoopBackDHCP

IP STATIC

IP = 224.0.05IP = 224.0.0.6MulticastOSPF

IP = Class E

IPVersion4FATF32IP

Version664bit

PUBLIC IPIPPublicIP

----------
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PRIVATE IPPrivateLan

IPPublicGetWay

IPPrivate

Class A   1-126  . ---- . ---- . ---- . ---- 224    
    255 .   0   .  0   .  0  .  / 8      

28 
A

 

CLASS  PRIVATE IP = 10

  

Class B   128-191 . ---- . ---- . ---- . ---- 216 
                  255 . 255 .   0   .   0  .   / 16     

         216       
B

 

CLASS  PRIVATE IP = 172  FROM 16 TO 32

  

Class C   192-223 . ---- . ---- . ---- . ---- 28  
                      255 . 255 .255 .  0 .  / 24    

                      224 
C

 

CLASS  PRIVATE IP = 192

  

Class D   224-239  . ---- . ---- . ---- . ---- 28  
                      255 . 255. 255.   0  .     

                      224  

Class E   240-255 . ---- . ---- . ---- . ---- 28  
                      255 . 255. 255 .  0 .     

                      224 
FULL CLASS

IP

AIP

ClientIPBIP

ClientIPCIPClientIP

Loopback

IP

GOOGLE.COM,YAHOO.OCM

  

   SERVER        
   192.168.1.1      4.2.24   

DNS, DC         

66.1.1.1  66.1.1.2       Google.com 

 

----------
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DNS

DCDCAditional DCDCDNS

DNSIP

S1google.comNET ADDRESS

DNS SERVER 192.168.1.1DNSDNS SEVER

DNSGETWAY 4.2.2.4

 

1. Client   www.yahoo    ISP 
2. ISP    www.yahoo   Root Server 
3. Root Server   .COM    ISP 
4. ISP     .COM    .Com Server 
5. Com Server   yahoo.com   DNS 
6. DNS    Yahoo.com   Yahoo Server 
7. YAHOO   IP Adress   ISP 
8. ISP    IP Adress   Client   

catchgoogleCatch

CatchClientDNS

IPgoogleDNS(GOOGLE)

IPDNSPINGPINGDOWN

LANDNS

DNS

CLASS LESSIP

IP

ISP

 

CLIENT

 

ROOT 
SERVER

 

COM 
SERVER

 

SERVER

 

YAHOO

  
   SERVER        
   192.168.1.1      4.2.2.4   

DNS,  DC         

192.168.1.11      192.168.1.12        192.168.1.13 

 

----------

    
NAME IP ADDRESS 

S1 192.168.1.11 

S2 192.168.1.12 

S3 192.168.1.13 

 

http://www.yahoo
http://www.yahoo
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SUBNETTING :  

SUBNETSUBNET WORKINGNETWORKSUBNET WORK

      

27 26 25 24 23 22 21 20  

128 64 32 16 8 4 2 1   

(28-16= 12 -8= 4 -4= 0)

(192-128= 64 -64= 0)

 

(168-128= 40 -32= 8 -8= 0)

 

(128-128= 0)

 

(172-128= 44 -32= 12 -8= 4 -4= 0)

IP

IPNETADDRESS IP, HOST IP

Class A   1-126

   
. //// . //--  . ---- . ----

  
Class B   128-191  . //// . //// . ///- . ----   

Class C   192-223  . //// . //// . //// . / ---  

IP

SUBNET WORKING

NET ADDRESS
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IP 192.128.2.5   /24  

IP   
SM 11111111.11111111.11111111 .00000000 

SUBNET MASKIPNET ADDRESS

HOST IP

/ 24 

IP

 

IP

WIRLESSLISLINE

IP

IPIP

IP

BROADCAST

         

IP

172.16.1.0 /24 
172.16.2.0 /24 
172.16.3.0 /24 

IPNet AddressIp

R1 
Router>en 
Router#conf t 

11000000.10000000.00000010

 
.00000101

 

2 mb

 

--------

--------

--------

-------------
-------------

172.16.1.1  /16 

 

R1

 

S1/0  S1/0 R2

      

172.16.2.1  /16

 

[[ROUTER R1]] [[ROUTER R ]] 

F   = LAN 1   F

 

=  LAN 2  

S1/0 = R2  S1/0 
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Enter configuration commands, one per line.  End with CNTL/Z. 
Router# host R1 
R1(config)# int loopback 0 
R1 (config-if)# ip add 172.16.1.1 255.255.0.0 
R1 (config-if)#no shut 

IPloopbackNET ADDRESS

 
10101100.00010000.00000001.00000001 
11111111.11111111.11111111.00000000  

R1 (config-if)# 
R1 (config-if)#do sho ip int bri 
Interface                  IP-Address      OK? Method Status                Prot 
ocol 
FastEthernet0/0            unassigned      YES unset  administratively down down 
Serial1/0                  unassigned      YES unset  administratively down down 
Serial1/1                  unassigned      YES unset  administratively down down 
Serial1/2                  unassigned      YES unset  administratively down down 
Serial1/3                  unassigned      YES unset  administratively down down 
Serial1/4                  unassigned      YES unset  administratively down down 
Serial1/5                  unassigned      YES unset  administratively down down 
Serial1/6                  unassigned      YES unset  administratively down down 
Serial1/7                  unassigned      YES unset  administratively down down 
Loopback0                  172.16.1.1      YES manual up                    up  

R1#sho ip route 
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP 
       D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area 
       N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
       E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP 
       i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
       * - candidate default, U - per-user static route, o - ODR 
       P - periodic downloaded static route 
Gateway of last resort is not set 
C    172.16.0.0/16 is directly connected, Loopback0  

R1 (config-if)# 
R1(config)# int loopback 1 
R1(config-if)# ip add 172.16.1.2 255.255.0.0 
% 172.16.0.0 overlaps with Loopback0        

10101100.00010000.00000001.00000010 
11111111.11111111.11111111.00000000 

NET ADDRESS

 

IP

R1(config-if)# 
R1(config-if)# int loopback 1 
R1(config-if)#ip add 172.16.2.1 255.255.255.0 
R1(config-if)#no shut 

IPloopback

 

10101100.00010000.00000010.00000001 
11111111.11111111.11111110.00000000  



  

72    FROM    99 

   
R1(config-if)# 
R1(config-if)#do sho ip route 
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP 
       D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area 
       N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
       E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP 
       i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
       * - candidate default, U - per-user static route, o - ODR 
       P - periodic downloaded static route 
Gateway of last resort is not set 
     172.16.0.0/24 is subnetted, 2 subnets 
C       172.16.1.0 is directly connected, Loopback0 
C       172.16.2.0 is directly connected, Loopback1 
R1(config-if)# 

IP

R1(config-if)# ip add 192.168.1.1 255.255.255.0 
R1(config-if)#no shut 
R1(config-if)# int loopback 1 
R1(config-if)# ip add 192.168.1.129 255.255.255.0 
% 192.168.1.0 overlaps with Loopback0 

NET ADDRESS

R1(config-if)# 
R1(config)# int loopback 0 
R1(config-if)# ip add 192.168.1.1 255.255.255.128 

11000000.10101000.00000001.00000001 
11111111.11111111.11111111.10000000 

Subnet MaskNET ADDRESS

 

R1(config-if)#no shut 
R1(config-if)# int loopback 1 
R1(config-if)# ip add 192.168.1.129 255.255.255.128 

11000000.10101000.00000001.10000001 
11111111.11111111.11111111.10000000  

R1(config-if)#no shut 
R1(config-if)# 
R1(config-if)#do sho ip rout 
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP 
       D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area 
       N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
       E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP 
       i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
       * - candidate default, U - per-user static route, o - ODR 
       P - periodic downloaded static route 
Gateway of last resort is not set 
     192.168.1.0/25 is subnetted, 2 subnets 
C       192.168.1.0 is directly connected, Loopback0 
C       192.168.1.128 is directly connected, Loopback1 
R1(config-if)#   
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(SUBNETWORKING)

R1 

 
NA 192.168.1.0 /24 

11000000.10101000.00000001.00000000 
11111111.11111111.11111111.00000000 
SubMask SM 255.255.255.0 

 
FA 192.168.1.1 /24 

 
LA 192.168.1.254 /24 

 

BA 192.168.1.255 /24 

R2 

 

NA 172.16.0.0  /16 

11000000.10101000.00010000.00000000 
11111111.11111111.00000000.00000000 
SubMask SM 255.255.0.0 

 

FA 172.16.0.1  /16 

 

LA 172.16.255.254 /16 

 

BA 172.16.255.255 /16 

R3 

 

NA 192.200.5.0 /24 

11000000.10101000.00000101.00000000 
11111111.11111111.11111111.00000000 
SubMask SM 255.255.255.0 

 

FA 192.200.5.1 /24 

 

LA 192.200.5.254 /24 

 

BA 192.200.5.255 /24 

BA, LA, FA, NA

SUBNET MASK0 , 1 

NA

 

255.255.255.0   11111111.11111111.11111111.10000000   255.255.255.128 
R1 

 

NA 192.168.1.0 /25 

11000000.10101000.00000001.00000000  
11111111.11111111.11111111.10000000 
SubMask SM 255.255.255.128 

 

FA 192.168.1.1 /25 

 

LA 192.168.1.126 /25 

 

BA 192.168.1.127 /25 

R2 

 

NA 192.168.1.128 /25 

11000000.10101000.00000001.10000000 
11111111.11111111.11111111.10000000 
SubMask SM 255.255.255.128 

 

FA 192.168.1.129 /25 

256 
0 

               255 l 1  
  254                   

256 
0 

               255  1  
  254                   

126 
129       127 

128  
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LA 192.168.1.254 /25 

 
BA 192.168.1.255 /25 

BA, LA, FA, NA

R1 

 
NA 192.168.1.0 /26 

11000000.10101000.00000001.00000000 
11111111.11111111 .11111111.11000000 
SubMask SM 255.255.255.192 

 

FA 192.168.1.1 /26 

 

LA 192.168.1.62 /26 

 

BA 192.168.1.63 /25 

R2 

 

NA 192.168.1.64 /26 

11000000.10101000.00000001.01000000 
11111111.11111111.11111111.11000000 
SubMask SM 255.255.255.192 

 

FA 192.168.1.65 /26 

 

LA 192.168.1.126 /26 

 

BA 192.168.1.127 /26 

R3 R4 

 

NA 192.168.1.128 /26 

 

NA 192.168.1.192 /26 

11000000.10101000.00000001.10000000 11000000.10101000.00000001.11000000 
11111111.11111111.11111111.11000000 11111111.11111111.11111111.11000000 
SubMask SM 255.255.255.192 SubMask SM 255.255.255.192 

 

FA 192.168.1.65 /26 

 

FA 192.168.1.193 /26 

 

LA 192.168.1.190 /26 

 

LA 192.168.1.254 /26 

 

BA 192.168.1.191 /26 

 

BA 192.168.1.255 /26 

   

/30IP (NA, BA)

FALAPOINT TO POINT

256 
0 

               255  1  
    254        

       62 
     193             63  

      192           64 
     
     191             65 
       190             

       126 
    129  127 

128 

 

256    
    0 

                        

    

(25+ 1)/26            
     
   
          

    (26+1)/27 
          (24+1)/25  
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BA, LA, FA, NA

R1 

 
NA 192.168.1.0 /25 

11000000.10101000.00000001.00000000 
11111111.11111111.11111111.10000000 
SubMask SM 255.255.255.128 

 
FA 192.168.1.1 /25 

 
LA 192.168.1.126 /25 

 

BA 192.168.1.127 /25 

R2 

 

NA 192.168.1.128 /26 

11000000.10101000.00000001.10000000 
11111111.11111111.11111111.11000000 
SubMask SM 255.255.255.192 

 

FA 192.168.1.129 /26 

 

LA 192.168.1.190 /26 

 

BA 192.168.1.191 /26 

R3 

 

NA 192.168.1.192 /26 

11000000.10101000.00000001.11000000 
11111111.11111111.11111111.11000000 
SubMask SM 255.255.255.192 

 

FA 192.168.1.193 /26 

 

LA 192.168.1.254 /26 

 

BA 192.168.1.255 /26  

BroadCastAddress Net

BroadCast

Duplicat NameBroadCast

SWITCHING

 

256 
0 

                  255  1  
     254        

    
     193           

      192           64 
     
     191          
       190             

       126 
    129  127 

128 

 

256    
    0 

                        

    

(25+ 1)/26            
     
   
          

    (26+1)/27 
          (24+1)/25 
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IP

IPIP(Point To Point)

             

SUBNETTINGB

C

        

B

  X172.16.0.0

  
Y172.17.0.0

 
172.16.1.0  1.1 

 

1.1 

 

1.1 

 

1.1 

 

172.16.2.0  

172.16.3.0  

172.16.4.0  

X1    1.2

 

X2    1.2

 

X3    1.2

 

X4    1.2

 

R1

 

R2

  

NA 192.168.1.0 /24         192.168.2.0 /24 

 

FA 192.168.1.1          192.168. 2.1  

 

LA 192.168.1.254          192.168.2.254  

 

BA 192.168.1.255   192.168.2.255  

 

+ 1

 

-1

 

+ 1

 

-1

 

   1  

+ 1  

 

.  2  . 0  

 

R1

 

R2

  

NA 172.16.0.0   /16         172.17.0.0   /16 

 

FA 172.16.0.1          172.17. 0.1  

 

LA 172.16.255.254          172.17.255.254  

 

BA 172.16.255.255   172.17.255.255  

 

+ 1

 

-1

 

+ 1

 

-1

 

   1    1  

             + 1   

 

. 17  .  0  .  0 
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ip

           
11111111.11111111.11100000.00000000         

SubMask(SM)    255     .     255   .    224     .      0 

IP

 

   31  256              172.16. 0 .1 
172. 16. 32.  0              172.16 . 0 .2  

        -1              172.16. 0 .3 

              

172.16. 0 .254 

172.16.31.255              172.16. 0 .255                 
172.16. 1 . 0                 
172.16. 1 . 1                 
172.16. 1 . 2 

        0        255            172.16. 1 . 3 
NA    BA            172.16. 1 .254 
NA          BA      172.16. 1 .255 
        0            255       172.16. 2 . 0 

IP  BA , C

 

        172.16. 2 . 1                 
172.16     .                  
172.16     .                  
172.16     .   

EIGRPX

Variance 1

     
2 

  

4  

6 

256    
    0 

                        

    

(17+ 1)/18            
     
   
      

    (18+1)/19
          (16+1)/17  

  
   0 

        224         32   

   192    64   

      160         96  

  

128

 

R1

 

R2

 

R3

 

NA 172.16.0.0   /19         172.32.0.0   /19         172.16.64.0   /19 

FA 172.16.0.1          172.16.32.1          172.16.64.1  

LA 172.16.31.254          172.16.63.254          172.16.95.254  

BA 172.16.31.255   172.16.63.255   172.16.95.255  

 

IP
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Alternative

 
(2 * 2 = 4) Variance 2  
(3 * 2 = 6) Variance 3    

Dynamips

      

Run 

 

CMD  ping  192.168.34.236   

 

     CMD 

 

telnet 192.168.34.236 2007  

 

R2                 

 

Telnet 192.168.34.236             

 

System Bootstrap, Version 11.0(10c), SOFTWARE 
Copyright (c) 1986-1996 by cisco Systems 
2500 processor with 6144 Kbytes of main memory 
Notice: NVRAM invalid, possibly due to write erase. 
F3: 7877876+112708+596456 at 0x3000060 
              Restricted Rights Legend 
Use, duplication, or disclosure by the Government is 
subject to restrictions as set forth in subparagraph 
(c) of the Commercial Computer Software - Restricted 
Rights clause at FAR sec. 52.227-19 and subparagraph 
(c) (1) (ii) of the Rights in Technical Data and Computer 
Software clause at DFARS sec. 252.227-7013. 
           cisco Systems, Inc. 
           170 West Tasman Drive 
           San Jose, California 95134-1706 
Cisco Internetwork Operating System Software 
IOS (tm) 2500 Software (C2500-I-L), Version 12.1(2)T,  RELEASE SOFTWARE (fc1) 
Copyright (c) 1986-2000 by cisco Systems, Inc. 
Compiled Tue 16-May-00 13:28 by ccai 
Image text-base: 0x03040E54, data-base: 0x00001000 
cisco 2500 (68030) processor (revision N) with 6144K/2048K bytes of memory. 
Processor board ID 16310750, with hardware revision 00000000 
Bridging software. 
X.25 software, Version 3.0.0. 
1 Ethernet/ IEEE 802.3 interface(s) 
2 Serial network interface(s) 
32K bytes of non-volatile configuration memory. 
8192K bytes of processor board System flash (Read ONLY) 
         --- System Configuration Dialog --- 

IP:  172.16

 
R1 R2 R3 

1/0 

   

2/0 

   

3/0 

   

IP:  172.17

 

R1 R2 R3 
1/0 

   

2/0 

   
      172.17.0.0  /24    18.1.1.0  /30    

 
       172.16.0.0  / 24     

255.255.255.252    

    E0     S0                S1       E0   
      1.1    R4    1.2             1.1 R1  1.1        

         2.1  S0     

                 2.2  S0     
      E0      E0 
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Would you like to enter the initial configuration dialog? [yes/no]: n Dynamips 

 
Press RETURN to get started! 
00:00:05: %LINK-3-UPDOWN: Interface Ethernet0, changed state to up 
00:00:05: %LINK-3-UPDOWN: Interface Serial0, changed state to up 
00:00:05: %LINK-3-UPDOWN: Interface Serial1, changed state to down 
00:00:32: %LINEPROTO-5-UPDOWN: Line protocol on Interface Ethernet0, changed state to down 
00:00:48: %LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0, changed state to up 
00:01:25: %LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0, changed state to down 
00:01:26: %IP-5-WEBINST_KILL: Terminating DNS process 
00:01:26: %LINK-5-CHANGED: Interface Ethernet0, changed state to administratively down 
00:01:26: %LINK-5-CHANGED: Interface Serial0, changed state to administratively down 
00:01:26: %LINK-5-CHANGED: Interface Serial1, changed state to administratively down 
00:01:27: %SYS-5-RESTART: System restarted -- 
Cisco Internetwork Operating System Software 
IOS (tm) 2500 Software (C2500-I-L), Version 12.1(2)T,  RELEASE SOFTWARE (fc1) 
Copyright (c) 1986-2000 by cisco Systems, Inc. 
Compiled Tue 16-May-00 13:28 by ccai 
00:01:27: %LINEPROTO-5-UPDOWN: Line protocol on Interface Serial1, changed state to down 

R2 
Router>en 
Router#sh ip int bri         

  

Interface                  IP-Address      OK? Method Status                Protocol 
Ethernet0                  unassigned      YES unset  administratively down down 
Serial0                      unassigned      YES unset  administratively down down 
Serial1                      unassigned      YES unset  administratively down down 
Router#  
Router#conf t 
Enter configuration commands, one per line.  End with CNTL/Z. 
Router(config)# host R2 
R2(config)#          

 

R2(config)# int e0 
R2(config-if)# ip add 172.16.1.2 255.255.255.0 
R2(config-if)#no shut 
R2(config-if)# int s1 
R2(config-if)# ip add 172.16.3.1 255.255.255.0 
R2(config-if)#no shut 
R2(config-if)# int s0 
R2(config-if)# ip add 172.16.2.2 255.255.255.0 
R2(config-if)#no shut 
R2(config-if)# 
R2(config-if)# 
R2(config-if)# 
R2(config-if)#^Z 
R2# 
R2#sho ip int bri          

 

Interface                  IP-Address      OK? Method Status                Protocol 
Ethernet0                  172.16.1.2      YES manual up                    up 
Serial0                      172.16.2.2      YES manual up                    down 
Serial1                      172.16.3.1      YES manual up                    down 
R2#wr           

 

Building configuration... 
[OK] 
R2# 
R2#ping 172.16.1.1         

 

Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 172.16.1.1, timeout is 2 seconds: 
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.!!!! 
Success rate is 80 percent (4/5), round-trip min/avg/max = 4/4/4 ms 
R2#ping 172.16.1.3 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 172.16.1.3, timeout is 2 seconds: 
.!!!! 
Success rate is 80 percent (4/5), round-trip min/avg/max = 4/5/8 ms 
R2#ping 172.16.2.1      

 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 172.16.2.1, timeout is 2 seconds: 
.....                S0

  

Rate

 

Serial Cable RatRat

Rat64k128kRat

RATDCEClock

 

S0DCEDTEDCE     DTE
Success rate is 0 percent (0/5) 
R2# 
Success rate is 0 percent (0/5) 
R2#sho controllers serial 0 
HD unit 0, idb = 0x103978, driver structure at 0x10ADE0 
buffer size 1524  HD unit 0, RS-232 DCE cable 
cpb = 0x61, eda = 0x4940, cda = 0x4800 
RX ring with 16 entries at 0x614800 
00 bd_ptr= 0x4800 pak= 0x24B908 ds= 0x61ECC8 status= 80 pak_size= 0 
01 bd_ptr= 0x4814 pak= 0x24B688 ds= 0x61E60C status= 80 pak_size= 0 
02 bd_ptr= 0x4828 pak= 0x24B408 ds= 0x61DF50 status= 80 pak_size= 0 
03 bd_ptr= 0x483C pak= 0x24B188 ds= 0x61D894 status= 80 pak_size= 0 
04 bd_ptr= 0x4850 pak= 0x24AF08 ds= 0x61D1D8 status= 80 pak_size= 0 
05 bd_ptr= 0x4864 pak= 0x24AC88 ds= 0x61CB1C status= 80 pak_size= 0 
06 bd_ptr= 0x4878 pak= 0x24AA08 ds= 0x61C460 status= 80 pak_size= 0 
07 bd_ptr= 0x488C pak= 0x24A788 ds= 0x61BDA4 status= 80 pak_size= 0 
08 bd_ptr= 0x48A0 pak= 0x24A508 ds= 0x61B6E8 status= 80 pak_size= 0 
09 bd_ptr= 0x48B4 pak= 0x24A288 ds= 0x61B02C status= 80 pak_size= 0 
10 bd_ptr= 0x48C8 pak= 0x24A008 ds= 0x61A970 status= 80 pak_size= 0 
11 bd_ptr= 0x48DC pak= 0x249D88 ds= 0x61A2B4 status= 80 pak_size= 0 
12 bd_ptr= 0x48F0 pak= 0x249B08 ds= 0x619BF8 status= 80 pak_size= 0 
13 bd_ptr= 0x4904 pak= 0x249888 ds= 0x61953C status= 80 pak_size= 0 
14 bd_ptr= 0x4918 pak= 0x249608 ds= 0x618E80 status= 80 pak_size= 0 
15 bd_ptr= 0x492C pak= 0x249388 ds= 0x6187C4 status= 80 pak_size= 0 
16 bd_ptr= 0x4940 pak= 0x249108 ds= 0x618108 status= 80 pak_size= 0 
cpb = 0x61, eda = 0x5000, cda = 0x5000 
TX ring with 4 entries at 0x615000 

ClockR1

R2#conf t 
Enter configuration commands, one per line.  End with CNTL/Z. 
R2(config)# int s0 
R2(config-if)# clock rate 64000 
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R2(config-if)#^Z 

S1DCEDTE

R2#show controllers serial 1 
HD unit 1, idb = 0x110064, driver structure at 0x1174C8 
buffer size 1524  HD unit 1, RS-232 DCE cable 
cpb = 0x62, eda = 0x3140, cda = 0x3000 
RX ring with 16 entries at 0x623000 
00 bd_ptr= 0x3000 pak= 0x11B084 ds= 0x62CE0C status= 80 pak_size= 0 
01 bd_ptr= 0x3014 pak= 0x11AE04 ds= 0x62C750 status= 80 pak_size= 0 
02 bd_ptr= 0x3028 pak= 0x11AB84 ds= 0x62C094 status= 80 pak_size= 0 
03 bd_ptr= 0x303C pak= 0x11A904 ds= 0x62B9D8 status= 80 pak_size= 0 
04 bd_ptr= 0x3050 pak= 0x11A684 ds= 0x62B31C status= 80 pak_size= 0 
05 bd_ptr= 0x3064 pak= 0x11A404 ds= 0x62AC60 status= 80 pak_size= 0 
06 bd_ptr= 0x3078 pak= 0x11A184 ds= 0x62A5A4 status= 80 pak_size= 0 
07 bd_ptr= 0x308C pak= 0x119F04 ds= 0x629EE8 status= 80 pak_size= 0 
08 bd_ptr= 0x30A0 pak= 0x119C84 ds= 0x62982C status= 80 pak_size= 0 
09 bd_ptr= 0x30B4 pak= 0x119A04 ds= 0x629170 status= 80 pak_size= 0 
10 bd_ptr= 0x30C8 pak= 0x119784 ds= 0x628AB4 status= 80 pak_size= 0 
11 bd_ptr= 0x30DC pak= 0x119504 ds= 0x6283F8 status= 80 pak_size= 0 
12 bd_ptr= 0x30F0 pak= 0x119284 ds= 0x627D3C status= 80 pak_size= 0 
13 bd_ptr= 0x3104 pak= 0x119004 ds= 0x627680 status= 80 pak_size= 0 
14 bd_ptr= 0x3118 pak= 0x118D84 ds= 0x626FC4 status= 80 pak_size= 0 
15 bd_ptr= 0x312C pak= 0x118B04 ds= 0x626908 status= 80 pak_size= 0 
16 bd_ptr= 0x3140 pak= 0x118884 ds= 0x62624C status= 80 pak_size= 0 
cpb = 0x62, eda = 0x3800, cda = 0x3814 
TX ring with 1 entries at 0x623800 
00 bd_ptr= 0x3800 pak= 0x000000 ds= 0x630E38 status= 80 pak_size= 22 
01 bd_ptr= 0x3814 pak= 0x18B334 ds= 0x6236A4 status= 80 pak_size= 22 
0 missed datagrams, 0 overruns 
0 bad datagram encapsulations, 0 memory errors 
0 transmitter underruns 
0 residual bit errors 

ClockR3

R2#conf t 
Enter configuration commands, one per line.  End with CNTL/Z. 
R2(config)# int s1 
R2(config-if)# clock rate 64000 
R2(config-if)#^Z 
R2#sho ip int bri 
Interface                  IP-Address      OK? Method Status                Protocol 
Ethernet0                  172.16.1.2      YES manual up                    up 
Serial0                      172.16.2.2      YES manual up                    up 
Serial1                      172.16.3.1      YES manual up                    up 

R2#ping 172.16.3.2 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 172.16.3.2, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 32/32/32 ms 
R2#ping 172.16.3.1 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 172.16.3.1, timeout is 2 seconds: 
!!!!! 
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R2#ping 172.16.2.1 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 172.16.2.1, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 32/32/32 ms 
R2#ping 172.16.2.2 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 172.16.2.2, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 56/60/68 ms 
R2#ping 172.16.1.3 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 172.16.1.3, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 4/5/8 ms 
R2#ping 172.16.1.1 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 172.16.1.1, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 4/5/8 ms 
R2#ping 172.16.1.2 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 172.16.1.2, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 4/4/8 ms 
R2#conf t 

STATIC 
Enter configuration commands, one per line.  End with CNTL/Z. 
R2(config)# ip route 80.1.1.0 255.255.255.0 172.16.1.1 

R2(config)# ip route 172.17.0.0 255.255.0.0 172.16.1.1 
R2(config)#^Z 
R2#sho ip route 
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP 
       D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area 
       N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
       E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP 
       i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
       * - candidate default, U - per-user static route, o - ODR 
       P - periodic downloaded static route 
Gateway of last resort is not set 
         80.0.0.0/24 is subnetted, 1 subnets 
S       80.1.1.0 [1/0] via 172.16.1.1      STATIC S 
S     172.17.0.0/16 [1/0] via 172.16.1.1 
     172.16.0.0/24 is subnetted, 3 subnets 
C       172.16.1.0 is directly connected, Ethernet0 
C       172.16.2.0 is directly connected, Serial0 
C       172.16.3.0 is directly connected, Serial1 
R2# 
R2#ping 172.17.1.1 
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Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 172.17.1.1, timeout is 2 seconds:    
U.U.U 
Success rate is 0 percent (0/5) 

80.1.1.1

R2#ping 80.1.1.1 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 80.1.1.1, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 4/4/4 ms 
R2#ping 80.1.1.2  

Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 80.1.1.2, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 32/36/44 ms 
R2#ping 172.17.1.1 

Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 172.17.1.1, timeout is 2 seconds: 
U.U.U 
Success rate is 0 percent (0/5) 
R2# 
R2#ping 172.17.1.1 

 

Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 172.17.1.1, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 32/32/32 ms 
R2# 
R2#ping 172.17.1.2 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 172.17.1.2, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 32/44/92 ms 
R2#ping 172.17.1.3 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 172.17.1.3, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 32/32/36 ms 
R2#ping 172.17.2.1 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 172.17.2.1, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 44/47/48 ms 
R2#ping 172.17.2.2 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 172.17.2.2, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 44/48/52 ms 
R2#wr 
Building configuration... 
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[OK] 
R2#                  

 
******************************************************************************** 

 
STATIC DEFAULT STATIC

1.2, 2.2, 3.1

R2#conf t 
Enter configuration commands, one per line.  End with CNTL/Z. 
R2(config)# no ip route 172.17.0.0 255.255.0.0 172.16.1.1 
R2(config)# no ip route 80.1.1.0 255.255.255.0 172.16.1.1 
R2(config)# ip route 0.0.0.0 0.0.0.0 172.16.1.1 
R2(config)#^Z 
R2#sho ip route 
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP 
       D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area 
       N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
       E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP 
       i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
       * - candidate default, U - per-user static route, o - ODR 
       P - periodic downloaded static route 
Gateway of last resort is 172.16.1.1 to network 0.0.0.0 
         172.16.0.0/24 is subnetted, 3 subnets 
C       172.16.1.0 is directly connected, Ethernet0 
C       172.16.2.0 is directly connected, Serial0 
C       172.16.3.0 is directly connected, Serial1 
S*   0.0.0.0/0 [1/0] via 172.16.1.1      DEFAULT STATIC S* 
R2#ping 172.17.2.1 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 172.17.2.1, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 48/48/48 ms 
R2#ping 172.17.1.2 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 172.17.1.2, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 32/33/36 ms 
R2#                  

 

******************************************************************************** 

 

DEFAULT STATICRIP
1.2, 2.2, 3.1

R2#conf t 
Enter configuration commands, one per line.  End with CNTL/Z. 
R2(config)# no ip route 0.0.0.0 0.0.0.0 172.16.1.1 
R2(config)# router rip 
R2(config-router)# network 172.16.3.0 
R2(config-router)# network 172.16.2.0 
R2(config-router)# network 172.16.1.0 
R2(config-router)#^Z 
R2# 
R2#sho ip route 
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP 
       D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area 
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       N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
       E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP 
       i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
       * - candidate default, U - per-user static route, o - ODR 
       P - periodic downloaded static route 
Gateway of last resort is not set 
R    80.0.0.0/8 [120/1] via 172.16.1.1, 00:00:11, Ethernet0    

 
RIP R 

                      [120/1] via 172.16.2.1, 00:00:11, Serial0 

         172.16.0.0/24 is subnetted, 3 subnets 
C       172.16.1.0 is directly connected, Ethernet0 
C       172.16.2.0 is directly connected, Serial0 
C       172.16.3.0 is directly connected, Serial1 
R2# 

R2#ping 172.17.1.1 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 172.17.1.1, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 32/46/72 ms 
R2#ping 172.17.1.2 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 172.17.1.2, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 32/49/64 ms 
R2#ping 172.17.2.2 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 172.17.2.2, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 32/48/60 ms 
R2#ping 172.17.2.1 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 172.17.2.1, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 32/44/60 ms 
R2#ping 172.17.1.3 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 172.17.1.3, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 32/48/60 ms 
R2#ping 172.16.32 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 172.16.3.2, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 28/31/32 ms 
R2#ping 172.16.1.3 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 172.16.1.3, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 4/7/20 ms 
R2#ping 172.16.1.1 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 172.16.1.1, timeout is 2 seconds: 
!!!!! 
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Success rate is 100 percent (5/5), round-trip min/avg/max = 4/5/8 ms 
R2#ping 80.1.1.1 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 80.1.1.1, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 4/16/32 ms 
R2#ping 80.1.1.2 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 80.1.1.2, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 32/47/60 ms 
R2#conf t 
Enter configuration commands, one per line.  End with CNTL/Z. 
R2(config)#no router rip         RIP 
R2(config)#^Z 
R2# 
R2#sho ip route 
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP 
       D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area 
       N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
       E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP 
       i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
       * - candidate default, U - per-user static route, o - ODR 
       P - periodic downloaded static route 
Gateway of last resort is not set 

RIP
     172.16.0.0/24 is subnetted, 3 subnets 
C       172.16.1.0 is directly connected, Ethernet0 
C       172.16.2.0 is directly connected, Serial0 
C       172.16.3.0 is directly connected, Serial1 
R2#                  

 

******************************************************************************** 

 

RIPEIGRP
1.2, 2.2, 3.1

R2#conf t 
R2(config)# router eigrp 100 
R2(config-router)# network 172.16.3.0 
R2(config-router)# network 172.16.1.0 
R2(config-router)# network 172.16.2.0 
R2(config-router)# 
R2(config-router)#^Z 
R2#sho ip route 
01:35:26: %SYS-5-CONFIG_I: Configured from console by console 
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP 
       D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area 
       N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
       E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP 
       i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
       * - candidate default, U - per-user static route, o - ODR 
       P - periodic downloaded static route 
Gateway of last resort is not set 
D    80.0.0.0/8 [90/2195456] via 172.16.1.1, 00:00:19, Ethernet0   EIGRP D 
D    172.17.0.0/16 [90/2221056] via 172.16.1.1, 00:00:19, Ethernet0 
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      172.16.0.0/24 is subnetted, 3 subnets 
C       172.16.1.0 is directly connected, Ethernet0 
C       172.16.2.0 is directly connected, Serial0 
C       172.16.3.0 is directly connected, Serial1 
R2# 
R2#ping 80.1.1.1 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 80.1.1.1, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 4/4/8 ms 
R2#ping 172.17.1.1 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 172.17.1.1, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 32/32/32 ms 
R2#                  

 

******************************************************************************** 

 

EIGRPOSPF
1.2, 2.2, 3.1

R2#conf t 
R2(config)# 
R2(config)# no router eigrp 100 
R2(config)# router ospf 100 
R2(config-router)# network 172.16.1.0 0.0.0.255 area 0 
R2(config-router)# network 172.16.2.0 0.0.0.255 area 0 
R2(config-router)# network 172.16.3.0 0.0.0.255 area 0 
R2(config-router)# 
R2(config-router)#^Z 
R2#sho ip route 
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP 
       D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area 
       N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
       E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP 
       i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
       * - candidate default, U - per-user static route, o - ODR 
       P - periodic downloaded static route 
Gateway of last resort is not set 
     172.16.0.0/24 is subnetted, 3 subnets 
C       172.16.1.0 is directly connected, Ethernet0 
C       172.16.2.0 is directly connected, Serial0 
C       172.16.3.0 is directly connected, Serial1 
R2#sho ip ospf inte 
Ethernet0 is up, line protocol is up 
  Internet Address 172.16.1.2/24, Area 0 
  Process ID 100, Router ID 172.16.3.1, Network Type BROADCAST, Cost: 10 
  Transmit Delay is 1 sec, State BDR, Priority 1 
  Designated Router (ID) 172.16.3.2, Interface address 172.16.1.3 
  Backup Designated router (ID) 172.16.3.1, Interface address 172.16.1.2 
  Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5 
    Hello due in 00:00:02 
  Index 1/1, flood queue length 0 
  Next 0x0(0)/0x0(0) 
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  Last flood scan length is 0, maximum is 1 
  Last flood scan time is 0 msec, maximum is 0 msec 
  Neighbor Count is 2, Adjacent neighbor count is 2 
    Adjacent with neighbor 172.16.2.1 
    Adjacent with neighbor 172.16.3.2  (Designated Router) 
  Suppress hello for 0 neighbor(s) 
Serial0 is up, line protocol is up 
  Internet Address 172.16.2.2/24, Area 0 
  Process ID 100, Router ID 172.16.3.1, Network Type POINT_TO_POINT, Cost: 64 
R2#sho ip route 
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP 
       D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area 
       N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
       E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP 
       i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
       * - candidate default, U - per-user static route, o - ODR 
       P - periodic downloaded static route 
Gateway of last resort is not set 
     80.0.0.0/30 is subnetted, 1 subnets 
O       80.1.1.0 [110/128] via 172.16.2.1, 00:00:08, Serial0    OSPF O 
         172.17.0.0/24 is subnetted, 2 subnets 
O       172.17.1.0 [110/138] via 172.16.2.1, 00:00:08, Serial0 
O       172.17.2.0 [110/202] via 172.16.2.1, 00:00:08, Serial0 
         172.16.0.0/24 is subnetted, 3 subnets 
C       172.16.1.0 is directly connected, Ethernet0 
C       172.16.2.0 is directly connected, Serial0 
C       172.16.3.0 is directly connected, Serial1 
R2# 
R2#ping 80.1.1.1 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 80.1.1.1, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 4/4/8 ms 
R2#ping 80.1.1.2 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 80.1.1.2, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 32/38/44 ms 
R2#ping 172.17.1.2 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 172.17.1.2, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 32/33/36 ms 
R2#ping 172.17.1.1 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 172.17.1.1, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 32/32/32 ms 
R2# 

R2 
R2#ping 172.17.1.1 
Type escape sequence to abort. 
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Sending 5, 100-byte ICMP Echos to 172.17.1.1, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 32/33/36 ms  

R4 
R4# conf t 
R4(config)#access-list 100 deny ip host 172.17.1.3 host 172.17.1.1 
R4(config)#access-list 100 deny ip host 172.17.1.3 host 80.1.1.2 
R4(config)#access-list 100 deny ip host 172.17.2.2 host 80.1.1.2 
R4(config)#access-list 100 deny ip host 172.17.2.2 host 172.17.1.1 
R4(config)#access-list 100 permit ip any any 
R4(config)#int e0 
R4(config)#ip access-group 100 in  

R2 
R2#ping 172.17.1.1 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 172.17.1.1, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 32/32/32 ms 

R1 
R1# conf t 
R1(config)#access-list 100 deny ip host 172.16.1.3 host 172.16.1.1 
R1(config)#access-list 100 deny ip host 172.16.1.3 host 172.16.2.1 
R1(config)#access-list 100 deny ip host 172.16.1.3 host 80.1.1.1 
R1(config)#access-list 100 deny ip host 172.16.3.2 host 172.16.2.1 
R1(config)#access-list 100 deny ip host 172.16.3.2 host 172.16.1.1 
R1(config)#access-list 100 deny ip host 172.16.3.2 host 80.1.1.1 
R1(config)#access-list 100 permit ip any any 
R1(config)#int e0 
R1(config)#ip access-group 100 in 

NVRAM

R2 
R2# 
R2#erase startup-config 
Erasing the nvram filesystem will remove all files! Continue? [confirm]y[OK] 
Erase of nvram: complete 
R2#   

Switch#sho ip int bri 
Interface  IP-Address  OK?MethodStatus      Protocol 
Ethernet0     unassigned     YES unset administratively    down down 

Show IP Interface Brief 
(sho ip int bri) 

Switch#sho contr seri 
HD unit 0, idb = 0x103978, driver structure at 0x10ADE0 
buffer size 1524  HD unit 0, RS-232 DCE cable 

Clock Rate

DCEDTE

Show Controllers Serial  
(Sho cont ser) 

Switch#clock rate 64000 Clock Rate 
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IS IRAN 
CCNA Exam                            Teacher ; Behrouz Soleimani                                 May 29 , 2008  

QUESTION NO: 1 
The LAN needs are expanding at the Testking corporate office, which is quickly growing. You are 
instructed to enlarge the area covered by a single LAN segment on the TestKing network. 
Which of the following are layer 1 devices that you can use? (Choose all that apply.) 
A. A switch 
B. A router 
C. A network adapter card 
D. A hub 

 

E. A repeater 

  

QUESTION NO: 2 
CDP is running between two TestKing devices.  
What information is supplied by CDP? (Select three) 

CDP

A. Device Identifiers 

 

B. Capabilities list 

 

C. Platform  

 

D. Route identifier 
E. Neighbor traffic data  

QUESTION NO: 3 
While troubleshooting a connectivity problem on the network, you issue the ping command from your 
PC command prompt, but the output shows "request times out" . 
At which OSI layer is this problem associated with? 
A. The data link layer 
B. The application layer 
C. The access layer 
D. The session layer 
E. The network layer 

  

QUESTION NO: 4 
You are a systems administrator and you are about to assign static IP addresses to various servers on  
our network. For the network 192.168.20.24/29

 

the router is assigned to the first usable host address, 
while the last usable host address goes to your Sales server. Which one of the following commands would 
you enter into the 
IP properties box of the sales server? 

IP

(1111 111)subnet maskA

CCIPIP192.168.20.24

A. IP address: 192.168.20.14 Subnet Mask: 255.255.255.248 Default Gateway: 192.168.20.9 
B. IP address: 192.168.20.254 Subnet Mask: 255.255.255.0 Default Gateway: 192.168.20.1 
C. IP address: 192.168.20.30 Subnet Mask 255.255.255.248 Default Gateway: 192.168.20.25 

 
(Router) CCNA
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D. IP address: 192.168.20.30 Subnet Mask 255.255.255.240 Default Gateway: 192.168.20.17 
E. IP address: 192.168.20.30 Subnet Mask 255.255.255.240 Default Gateway: 192.168.20.25  

QUESTION NO: 5 
You have a single Class C IP address and a point-to-point serial link that you want to implement VLSM 
on. Which subnet mask is the most efficient for this point to point link? 

Point to PointIP

A. 255.255.255.0 
B. 255.255.255.240 
C. 255.255.255.248 
D. 255.255.255.252 

 

E. 255.255.255.254 
F. None of the above  

QUESTION NO: 6 
In a TestKing network that supports VLSM, which network mask should be used for point-to-point

 

WAN links in order to reduce waste of IP addresses? 
A. /24 
B. /30 

 

C. /27 
D. /26 
E. /32 
F. None of the above  

QUESTION NO: 7 
The IP network 210.106.14.0 is subnetted using a /24 mask. How many usable networks and host 
addresses can be obtained from this? 

IP

A. 1 network with 254 hosts 

 

B. 4 networks with 128 hosts 
C. 2 networks with 24 hosts 
D. 6 networks with 64 hosts 
E. 8 networks with 36 hosts  

QUESTION NO: 8 
How many usable IP addresses can you get from a conventional Class C address? 
A. 128 
B. 192 
C. 254 

 

D. 256 
E. 510  

QUESTION NO: 9 
On the topic of VLSM, which one of the following statements best describes the concept of the route 
aggregation? 

VLSM

A. Deleting unusable addresses through the creation of many subnets. 
B. Combining routes to multiple networks into one supernet.  

 

C. Reclaiming unused space by means of changing the subnet size. 
D. Calculating the available host addresses in the AS. 
E. None of the above 
QUESTION NO: 10 
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A host computer has been correctly configured with a static IP address, but the default gateway is 
incorrectly set. Which layer of the OSI model will be first affected by this configuration error? 
A. Layer 1 
B. Layer 2 
C. Layer 3 

 
D. Layer 4 
E. Layer 5 
F. Layer 6 
G. Layer 7  

QUESTION NO: 11 
Which layer of the OSI reference model is responsible for ensuring reliable end-to-end delivery of data? 

TCP/IP(END TO END) UDP

A. Application 
B. Presentation 
C. Session 
D. Transport 

 

E. Network 
F. Data-Link  

QUESTION NO: 12 
You have just installed a new web server on the Testking network. You are required to ensure that the 
web server is accessible from the Internet. The network uses private addressing, so an IP-to-registered 
address mapping is required. To do this, you enter the following command: 
TestKing(config)# ip nat inside source static

 

192.168.2.1 198.18.1.254 
You unsuccessfully try to ping the Internet from a PC host on the LAN. During the troubleshooting 
process, you enter the "show ip nat translations" command but the output is blank. 
What is the most likely cause of the problem? 
A. The keyword overload is missing from the command. 
B. The NAT pool must be defined first. 
C. An access list must be defined to create static NAT translations. 
D. The interfaces must be configured for NAT.  

 

E. None of the above  

QUESTION NO: 13 
As a CCNA candidate, you will be expected to know the OSI model very well.  
Which of the following are associated with the application layer (layer 7) of the OSI model? (Choose two) 

A. TCP 
B. Telnet 

 

C. FTP 

 

D. Ping 
E. IP 
F. UDP  

QUESTION NO: 14 
Which IOS user EXEC command will allow a network technician to determine which router in the path 
to an unreachable network host should be examined more closely for the cause of the network failure? 

A. TestKingB> telnet 
B. TestKingB > ping 
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C. TestKingB > trace 

 
D. TestKingB > show ip route 
E. TestKingB > show interface 
F. TestKingB > show cdp neighbors  

QUESTION NO: 15 
You are logged into a router and wish to view the layer 3 information about your neighboring Cisco 
routers. What IOS command gives layer 3 information for of the directly connected router interfaces? 

A. show ip links 
B. show cdp neighbor 
C. show cdp neighbor detail  

 

D. show ip clients 
E. show ip route 
F. None of the above  

QUESTION NO: 16 
Which line from the output of the show ip interface command indicates that there is a Layer 1 problem? 

A. Serial0/1 is up, line protocol is down 
B. Serial0/1 is down, line protocol is down 

 

C. Serial0/1 is up, line protocol is up 
D. Serial0/1 is administratively down, line protocol is down 
E. None of the above  

QUESTION NO: 17 
Split horizon has been enabled within the TestKing routed network. Which one of the following 
statements best explains the split horizon rule? 

Split horizontal

A. Only routers can split boundaries (horizons) between networks in separate AS numbers. 
B. EachAS must keep routing tables converged to prevent dead routes from being advertised across boundaries. 
C. Once a route is received on an interface, advertise that route as unreachable back out the same interface. 
D. Information about a route should never be sent back in the direction from which the original update came. 

 

E. None of the above  

QUESTION NO: 18 
What kind of cable should be used to establish a trunked line between two Catalyst switches? 
A. A straight-through cable 
B. An EIA/TIA-232 serial cable 

 

C. An auxiliary cable   

 

D. A modem cable 
E. A cross-over cable 

  

QUESTION NO: 19 
The TestKing LAN is upgrading all devices to operate in full duplex. Which statement is true about full-
duplex Ethernet in comparison to half-duplex Ethernet? 

Ful duplexHalf duplex

A. Full-duplex Ethernet uses two wires to send and receive. Half-duplex Ethernet uses one wire to send and receive 
B. Full-duplex Ethernet consists of a shared cable segment. Half-duplex Ethernet provides a point-to-point link 
C. Full-duplex Ethernet can provide higher throughout than can half-duplex Ethernet of the same bandwidth

  

D. Full-duplex Ethernet uses a loopback circuit to detect collisions. Half-duplex Ethernet uses a jam signal 
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E. None of the above  

QUESTION NO: 20 
While working in setup mode, a configuration line is typed incorrectly. What should you do to exit setup 
mode, without executing or saving any of the mistakes you made? (Select two answer choices) 

routing

A. Type exit at the setup dialog. 
B. Type close at the setup dialog. 
C. Press the Ctrl-C key combination.  

 

D. Press the Ctrl-X key combination.  

 

E. Issue the copy startup-config command. 
F. Issue the 'write e" command. 
G. Issue the "write mem" command  

QUESTION NO: 21 
TestKing is using private IP addressing in their network. Which of the following IP addresses is a private 
IP address? (Select all that apply) 
A. 12.0.0.1 
B. 168.172.19.39 
C. 172.20.14.36  

 

D. 172.33.194.30 
E. 192.168.42.34  

 

F. 11.11.11.1  

QUESTION NO: 22 
TestKing is using IP addressing according to RFC 1918. Which three address ranges are used for 
internal private address blocks as defined by RFC 1918? 
(Choose all that apply) 
A. 0.0.0.0 to 255.255.255 
B. 10.0.0.0 to 10.255.255.255  

 

C. 172.16.0.0 to 172.16.255.255 
D. 172.16.0.0 to 172.31.255.255  

 

E. 127.0.0.0. to 127.255.255.255 
F. 192.168.0.0 to 192.168.255.255  

 

G. 224.0.0.0 to 239.255.255.255  

QUESTION NO: 23 
Which type of cable should be used to make a connection between the Fa0/0 port

 

on a router and the 
Fa0/0 port switch? 
A. Rollover cable 
B. Console cable 
C. Crossover cable 
D. Straight-through cable 

 

E. Serial cable  

QUESTION NO: 24 
The TestKing WAN is migrating from RIPv1 to RIPv2. Which three statements are correct about RIP 
version 2? (Choose three) 

Rip2

A. It uses broadcast for its routing updates 
B. It supports authentication  

 

C. It is a classless routing protocol 
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D. It has a lower default administrative distance than RIP version 1 

 
E. It has the same maximum hop count as version 1 
F. It does not send the subnet mask un updates  

QUESTION NO: 25 
RIP version 2 is being used as the routing protocol within the TestKing network. What does RIP version 
2 use to prevent routing loops? (Choose two) 

Loop

A. CIDR 
B. Split horizon  

 

C. Authentication 
D. Classless masking 
E. Hold-down timers 

 

F. Multicast routing updates  

QUESTION NO: 26 
Which of the following commands displays the configurable parameters

 

and statistics of all interfaces on 
a router?             

 

A. show interfaces 

 

B. show processes 
C. show running-config 
D. show versions 
E. show startup-config  

QUESTION NO: 27 
You have been tasked with choosing a routing protocol that would best fit the needs of the TestKing 
network. Which routing protocol uses bandwidth and delay as metrics, by default? 
A. EIGRP 

 

B. OSPF  BW

 

C. BGP 
D. RIPv1 
E. RIPv2 
F. None of the above  

QUESTION NO: 28 
TK1 and TK2 are OSPF routers on a point-point link. On this point-to-point

 

network, OSPF

 

hello 
packets are addressed to which address? 
A. 192.168.0.5 
B. 254.255.255.255 
C. 223.0.0.1 
D. 172.16.0.1 
E. 224.0.0.5 

 

F. 127.0.0.1 
G. None of the above  

QUESTION NO: 29 
Which of the following phrases is the correct term for what happens to a network when a topology 
change causes all the routers to synchronize

 

their routing tables? 
Routing TableSynch

A. Flooding 
B. Broadcasting 
C. Convergence  
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D. Summarization 
E. None of the above  

QUESTION NO: 30 
If there is a route to the subnet 190.10.1.0/25

 
learned via RIP

 
and a route to the subnet 190.10.1.0/24 

learned via STATIC, which route would be preferred to reach the destination address 190.10.1.125? 
A. The 190.10.1.0/25 route learned via RIP will be used because its prefix has the longest match.  

 
B. RIP has an administrative distance of 120, and static routes have an administrative distance of 1, so the static 

route would be preferred. 
C. The static route to 190.10.1.0/24 will be preferred because static routes have an administrative distance of 0 

and the static route looks as though it is directly connected. 
D. A show ip route to the destination will show that the destination is learned from both RIP and the static 

route, so the traffic to 190.10.1.1.125 will be load balanced between the two paths. 
E. The information given is not sufficient to determine this. 

SHO IP ROUTE

         

AD   IPROUTE    

          

1  S 172.17.1.0/24 VIA .          
120  R 172.17.1.0/24 VIA . 

PERFIX

 

ADRIP

perfic         AD   IPROUTE    

 

AD  

 

Metric        1  S 172.17.0.0/16 VIA .          
120  R 172.17.1.0/24 VIA . 

RipADHost

 

QUESTION NO: 31 
Which two of the following describe advantages of implementing a classless

 

routing protocol, when 
compared to a classful routing protocol? 

A. Support for VLSM.   

 

B. Support for FLSM. 
C. Summarization of discontinuous subnets.  

   

D. Auto-summarization across network boundaries. 
E. The ip classless command improves convergence time.  

QUESTION NO: 32 
Which of the following routing protocols listed below use the Class D address of 224.0.0.9

 

to multicast its 
routing updates? 
A. EIGRP 
B. OSPF 
C. IGRP 
D. RIPv2  

  

QUESTION NO: 33 
Which two statements are true with regard to RIPv1 and OSPF? (Choose two) 

Ripv1 OspfBellman-FordDVDijkstraLS

A. RIPv1 uses the Dijkstra algorithm while OSPF uses the Bellman-Ford algorithm for calculating best path. 
B. RIPv1 uses the Bellman-Ford algorithm, OSPF uses the Dijkstra algorithm for calculating best path. 

 

172.162.1.0  /24    172.17.1.0  /24   

172.162.2.0  /24    172.17.2.0  /24    

172.162.3.0  /24

    

172.17.3.0  /24
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C. RIP forwards the entire routing table incrementally, OSPF link-state advertisements are sent out when a 

change occurs and every thirty minutes if no change occurs.  

 
D. RIPv1 maintains a 15 hop count limit while OSPF maintains a 255 hop count limit.  
E. Both RIPv1 and OSPF carry subnet mask information and therefore support VLSM.  

QUESTION NO: 34 
OSPF is the popular choice as the standard open source routing protocol. Why is it more popular than 
both version 1 and version 2 of RIP? 

Ospf

A. OSPF uses greater CPU overhead. 
B. OSPF has greater router memory requirements. 
C. OSPF allows for greater scalability.  

     

D. OSPF uses a simpler distance vector algorithm. 
E. OSPF allows for a simpler router configuration 
F. OSPF uses a simpler route selection process.  

QUESTION NO: 35 
A network designer is considering the best routing protocol to use in a new network. What are the 
advantages of using OSPF over RIPv1 in a large network? (Select two) 

OspfStandard

A. OSPF has a faster convergence time.   

 

B. OSPF requires less router memory. 
C. OSPF manages fewer internal tables. 
D. OSPF consumes less bandwidth through the use of incremental updates.   

  

QUESTION NO: 36 
The Bellman-Ford algorithm is used by the grand majority of distance vector routing protocols in 
calculating routes. One sophisticated routing protocol doesn t use this algorithm; instead it uses the 
DUAL (diffusing update algorithm). Which of the following routing protocols is it? 

DVDual

A. IGRP 
B. OSPF 
C. EIGRP  

   

Distacne Vector, Land State 

 

D. RIP v.2 
E. RIP v.1  

QUESTION NO: 37 
The CTO of TestKing INC. has called a meeting with all the system administrators to update them on the 
latest expansion plan of establishing multiple remote offices, and connecting those remote offices to the 
central office by a WAN. Management is insisting that an addressing scheme using VLSM be used, and 
they need six useable host addresses at each remote location. Assuming that TestKing is using a class C 
IP range, which variable length subnet mask should be used to support the 6 hosts at each location?  

(11111 111)IPsubnet mask

 

A. /24 
B. /28 
C. /29 

 

D. /30 
E. /31 
F. /32  

QUESTION NO: 38 
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The TestKing network is using EIGRP as the network routing protocol. Which of the following 
statements correctly describe features and characteristics of routing using EIGRP? (Select three) 

EIGRP

A. It sends periodic updates every 60 seconds. 
B. EIGRP uses DUAL to achieve rapid convergence.  

 
C. Adjacencies exist between master routers (MRs) in each domain. 
D. It uses multicast to discover other EIGRP routers on an internetwork.  

 
224.5.5.10 

E. EIGRP provides support for multiple network layer protocols: IPX, AppleTalk, and IP.  

 

TCP/IP

QUESTION NO: 39 
Which one of the following statements best describes the wayEIGRP advertises subnet mask

 

information 
to its destination networks? 
A. EIGRP advertises a prefix length for each destination network.  

 

TRIGGERAD 
B. EIGRP advertises a fixed length subnet mask for each destination network. 
C. EIGRP advertises only a classful subnet mask for each destination network. 
D. EIGRP, like IGRP and RIP, does not advertise a subnet mask for each destination network.  

QUESTION NO: 40 
Router TK1 has been configured for OSPF on all of the interfaces. A logical loopback interface has not been 
created in TK1. By default, what will determine the OSPF router ID of router TK1? Loopback ospf

 

A. It defaults to 255. 
B. The name set by the hostname command. 
C. The highest IP address configured in the router.  

  

 ID

 

D. The priority number of the router set by the priority command. 
E. The lowest IP address configured in the router.  

QUESTION NO: 41 
Router TK1 has OSPF configured on its fast Ethernet interface. What is the OSPF cost associated with 
this 100Mbps Ethernet connection?  

OspfFastEthernet1
100

100108 bps

BW
A. 1  

 

B. 6 
C. 10 
D. 100  

QUESTION NO: 42 
In order to reduce the overall size of the routing table, summarization is being configured throughout the 
TestKing network. What is true about route summarization in OSPF? (Select the best answer) 
A. Type 3 and type 4 LSAs carry external summarized routes. 
B. Summarization prevents type 1 link LSAs from being propagated into the backbone area0. 
C. Route summarization can be performed at any point in the network where enough contiguous addresses are 

present. 
D. Route summarization reduces the amount of bandwidth, CPU, and memory resources consumed by the 

OSPF process.  

 

Routing TableBW

 

QUESTION NO: 43 
Router TK1 has an interface in one OSPF area and another interface in a different OSPF area. What 
kind of router is TK1?     

 

A. ABR 
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B. ASBR 
C. internal router 
D. backbone router  

QUESTION NO: 44 
In an OSPF network; which IP address multicasts all OSPF Designated Routers

 
and Backup Designated 

Routers? 
A. 224.0.0.5 
B. 224.0.0.6 

 

C. 224.0.0.9 
D. 224.0.0.11 
E. 224.0.0.2 

DR, BDRBERDR

 

QUESTION NO: 45 
Which configuration command is used to enable EIGRP unequal-cost path load balancing? 

EIGRPBW

A. maximum-paths 
B. distance 
C. metric 
D. variance  

 

E. default-metric 
Answer: D   
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