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:Dynamips /381 p i cuai 4és 1L

o3 Next =14 b Winpcap_3_1.exe Lt gl 1.

(rl o 3l A i o Next 1«4t _ Dynagen-0,10,1_dynamips-0,8,0-RC1_Win_XP_Setup.€X€ UL gl >I.Y
4=io (53, ,> Dynamips Server , Network device list (sl « | 55 5 Dynagen Sample Labs ;5 4l
o i asli s 4y W3l 55 oS s |, Dynagen Sample Labs ;1 S| .55 o a-le (Desktop) iles
el 5,05

\Program Files\Dynamips\image 4=L% ;> C7200-js-mz.11-122.T.bin (S ¥

b A \Jﬂ mJ\):d» Lo 45 Samplel rL} & 3,05 54> \Program Files\Dynamips\Sample_Labs\  a=Lli 5 (g 0058.¢
=S e 0T 3 sy I3 Ll ol jen 5 |, Simplelnet Ll s estle e Olos 3 Lt 55458 b oS Rename
Simplel.net = 15 3525 O L3 lady ;o L oS eslisal Samplel W5 Olaa Sl ezl S| Jl- 8 4 oS
V*S Gl | den

S s Solwesly s ‘f_,l; Cows 53 &S (glalds ol 5 1ys Cfl’) s3 S 3L notepad b, L |, Simplel.net  |,1.0

22} 51/0 —~ FO/O
lﬁ : Yo @ v

LANL =] ol ¢
«Simplel.net = Open with notepad »

[[Router R1]]
S1/0 = R2 S1/0
FO/0 = LAN 1

[[Router R2]]
FO/0 = LAN 2
ol o s minimize ; desktop «=is <5, ,» Dynamips Server LG gl >l »
syws b e elil Sl am s Samplel.net Li ol -l
= idlepc get R1
S S b boas syl o by plaansS 0T 5 dn s e ool (6505 8 gl oS Lo olio s smas cpl gt 5
dn 5o o Dl sl e 1) SG Lndl oli pliSoma 1008 Olsutl o3, 45 ol ol sk
= idlepc get R2
= telnet R1
n gl Cl [y/n] s ol el odsl 4 Ll b 5 uS o (oIl el 1 RL 555 48 555 0 5L Command SOYL s el 5l
S35 Jes RL Jia,\il{”l;ﬁ.cr_@T«SRZJS}) el 4 Command G dxs 5 . oep s

= telnetR2
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Yavy
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b9y 0oy Config

Sad e s 15 e Ally 5 b 5l Coml 4 RG4S Ll LS a5l dny

Start----Programs----Accessories----Communications----Hyperterminal
hypertrm r"su‘ b ses plRun g 30 5 L
033 o) 3 Ol o A3 b me 5 3 S 1P oS (5505 s 255 b s bnSG il ol 03,55 gy OF i b el 58S (5,
il s S S o o3lizul Com ayusb s 315 Labtop ST .S e il | Coml &g ol 0315 51 day 3 S (das |1
VNS ol |, Coma L
Sl Q80 Ll 5 Sy Aol 54l qﬁoﬂ‘sﬁ-sdﬁ ol sy SVl e dss amito 3

Bits Per Second 9600
Hyper terminal o, ;| s Jlasl O 4 35kl 55, Device 4 OAS oy (sl » Telnet 192.168.34.237 2001 ,9imw> .Y

2,05 laoes a5,

User Mode Privilege Mode Global Mode (Configuration Mode)
Router> (user mode) Sy i Ol s 1y Sy legks

Router> enable ., .« 5y, Akl cund 4 )5ms ol b

Router# (privilege mode)

Router# exit (o G Lais) |5 a0 S iS50
Router# Reload 5 Gl ol plad o sl 5 il e 55y o RESHAM Joe e
Obo RV Jbo
Enable Privilege Mode ls 4 35,5 | ROUtEr>enable
Router#
Exite & oS s b Sl 0as ool | Router>enable
el S Router# exite
4 - | Router>
Reload Router (3 S &kl ¢, | Router>enable
Router# reload
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Sl o as o N Gl 534S Ay o Lo Sl I A3l et S 0T Config b A3l 5 55 S1 55 4 0dd Jeos 51 ds

Wl 5l Ggb pliy Aol S OT L L et sl S

Would you like to inter the initial configuration dialog? [yes/no]
~.3ip, passwourd |3 5l oS S den S Sokbas o e b5l e Ve s su
3,8 eip OF (K2 ) NIC &S 5 5uslS J2s 3,8 o ip LT interface S0 16,8 a3 ip Olés s b s,
I 3 8305 D et 5 Sl Ll OT 5y s UIple 5 S am en Y3l 5 0 e 2ol e W S, Sl e
...com, Rg45, Fiber Lgi, 5 15 51 oS bl | plaS o8 5,108 e 5L OF ot ] g Pl 3 1y b s 4yl Wy 01
o 5 Cwl Local Area Connections O b 2P sk &S Jaals s SOl e WS e e Sleand a g, aSSE )

VAS Rename bﬂ (,.:J)JJA

Olo 8 RV Jbe
Show ip interface brief ol on 4 Router slewd zol 2L | Router>ship int bri
(shipint br) o] Slans or user mode ;> o& ; 5iws oyl

das o Ol g privilege)s A3

Router>en
Router# sh ip int bri

Interface IP_Address ... ... ...
Fast Ethernet .z fat aSi w ROA5 5 5ok 5l Lo 8 ol S

HPE TV Sdatl 6'93'
Ethernet 10 Mbit/s
Fast Ethernet 100 Mbit/s
Gigabit Ethernet 1000 Mbit/s
10 gigabit Ethernet 10000 Mbit/s
FO/1  FO/O

FO/0 A 4
FO/1 \ / S sledlal &S Jsile 5,
F1/0 FO Fl F2 SOUCE W VI PP NP
F1/1

EO
s

b s | ?Jl}ﬂ Cedle &S ol 35 Router s ..)Jd« help x5t ol Oloes 5 =5 \?s Sogwd A (Sl DOS s
e? ISl oS
enable exit (ol

| e [0S

en + Tab = enable

Bl
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Ol 4 RV
Configure terminal Global Mode L~s 4 35,5 | ROUter>en
(conft) Router# conf t
Router< Config>#

s Ol L 4 Enter 035 L aS 558 0 8l 5 ru-:’:)j:aﬂﬁ oL
Enter Configuration Command, One Per Line. End With CNTL/Z

Olo 8 RV Jte
Interface Interface las 4, 55,5 | ROUtEr>en
(int) Router# conf t
Router< Config=>#int f0/0
Ip Address Interface . « 1P wlazl | Router>en
(ip add) Router# conf t
Router< Config=>#int f0/0

Router< Config-if>#ip add 192.168.1.1
255.255.255.0

No Shutdown

(no shut)
# Shut

interface O Jld e 31 (6 .S sl

shut  siws S 5

Router>en
Router# conf t
Router< Config=>#int f0/0

Router< Config-if >#ip add 192.168.1.1
255.255.2565.0

Router< Config-if >#no shut

Show ip interface brief

4 Router (slgwod il 4l Al

Router>sh ip int brief

(sh ip int br) o s - privilege L ;s - suser mode s wa ;s oyl
da3_e ol MOde
Router# sh ip int brief
ping ool ip G L Router bls,l zulsi | Router>en
Router# conf t
Router< Config=>#int f0/0

Router< Config-if >#ip add 192.168.1.1
255.255.255.0

Router< Config-if >#no shut
Router< Config-if >#exit
Router# exit ctrl lz
Router>ping 192.168.1.1

Router R1
En
Conft
Int fO/0

Ip add 192.168.1.1 255.255.255.0

No shut
Int s1/0

Ip add 192.168.2.1 255.255.255.0

No shut

Bl

_RouterR2

En

Conft

Int fO/0

Ip add 192.168.3.1 255.255.255.0
No shut

Int s1/0

Ip add 192.168.2.2 255.255.255.0
No shut
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:Router pb i
Méﬁ:MVUﬁQRl ”B’L'u.U;'-o\jﬁdsrLZ@\}Tﬁ\jd‘:b6MQ&RouteruUﬁw|L§|jukJéJﬁCU
uUmTLg\) ngjmzﬁﬁ.ﬁ@JwGT&&nﬁ;)\: M\)ﬁ»;&;)) 'V':;sgf‘ﬂ”Jﬁij*”"J)‘E‘."dﬂhS‘ﬂ'r‘:“

b}.&l:g;a o3l L):._LLA.: ES) 4.2.3)2 “ J&&“)‘)L.HJ U'l‘ J...SL;a (RoutingTabIe) CALUQA >S4
R1#show ip route
C 192.68.1.0/24 is directly connected, fast Ethernet 0/0
(1192.68.2.0/24 is directly connected, serial 1/0

\ 255.255.255.0

e Sl Yoo g0 @)‘-’F\’lﬁ S 2P o
Yoo el Yer Y sl R2 s i o laip g
JMLMJ;@ b Yc' }\" LSLNp R1 ;_ﬁ) Yte' '\/ JMLH-:’@ bv‘. }Y‘. &5L°ip‘R2j;)J

oYY Sl s RR) T w ealm RU) VO S ST ps s, YO Sl s RV & RR) YO I el le STy

R1<Config>#ip route 192.168.3.0 255.255.255.0 192.168.2.2

R2<Config>#ip route 192.168.1.0 255.255.255.0 192.168.2.1

Ol 8 LRV Jbo
Ip route 2> 4 4P 5 mise b bLi,l skl | Router>en
(conft) Router# conf t

Ao Gk Sl s Seed b e tes | Royter<Configs#ip  route 192.168.3.0

7 255.255.255.0 192.168.2.2
. L Q‘ QO (Gl
pe Rl ) (S

Hostname eba 2 i ol 5l 5s, b a5 | ROUter-en
(h O) Router#conf t
.oelkd,l8 ks 5 56 | Router<Config>#hostname R1
R1<Config=>#
VYAS/) Y/ Y
FO/0 S1/0 S1/1 S1/0 S1/ —_—
5.1 & 4.2 4.1 2.2 2.1 1.1 {EL R | W
Fo/0 |3.1
LAN3 (=] o LAN2 sp LAN1 » 5
= — — — el atanf Cadle bt e S 1) G IP s s 5, 51 K e
] 0 cie Lol o [P L oaslis o0 oS | LIP <,k 5y, I K
2/0 v vV 4.1
3/0 2.2 \/ 4.1 [[ROUTER Rl] ‘J R L J‘u"’ J}J’.'&"S“-.’J \“-.’ CJ" u*’l'““f-’
4/0 2.2 v v F.. =LAN1 (=S 5 1 b Dynamips 1 5la 5 5
5/0 2.2 4.2 N S1/0 = Ry S1/0 o . . i
[[ROUTER RY]] telnet Rl)}l.m:bj‘ JJJ,S‘ gﬁbﬁb}-‘ b Slmple 1&.;[3 L5_:3-5
K Lgﬁsz S apd e el 8 [[ROUTER R3]] .V.:.'Sda%Ubw\u)j;;o)moftgjb-é\)&héww
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gfag_,\.:l.v b Q‘ d)l.c.uuj aJJSqu‘ a‘ﬂbmbébfabjj}ua)uwy\&wb u,u)b‘ L)k})‘f‘M&)l}

idlepc get R1=
idlepc get R2=
idlepc get R3=
telnet R1=>
telnet R2=
telnet R3=

(oS o 20l 1 Sl sies ol ol Dynagen ob < <5 command a=is >
e Do S ol il ST el a8 Sl
e Do S ol il ST el a8 Sl
s Do S ol Cl ST el a8 Sl
i LENEN A L s 5 oS o b N1 by ol 13 1, Gk
i LENEN 1S L st 5 oS o b N1 by ol 3 s, Gk
i LENEN A L o 5 oS o b N1 by ol 13 1, Gk

s, sl el e Ly o commandais.s ;3 Sl g aels!

R1

Router> en

Router# conf t

Router(config)# host R1
R1(config)# int f0O/0
R3(config-if)# ip add 192.168.1.1
255.255.255.0

R3(config-if)# no shut
R3(config-if)# int s1/0
R3(config-if)# ip add 192.168.2.1
255.255.255.0

R3(config-if)# no shut
R3(config-if)# Ctrl+z

R3# Shipint br

R2

Router> en

Router# conf t

Router(config)# host R2
R2(config)# int fO/0
R2(config-if)# ip add 192.168.3.1
255.255.255.0

R2(config-if)# no shut
R2(config-if)# int s1/0
R2(config-if)# ip add 192.168.2.2
255.255.255.0

R2(config-if)# no shut
R2(config-if)# int s1/1
R2(config-if)# ip add 192.168.4.1
255.255.255.0

R2(config-if)# no shut
R2(config-if)# Ctrl+z

R2# Sh ip int br

R3

Router> en

Router# conf t

Router(config)# host R3
R3(config)# int f0O/0
R3(config-if)# ip add 192.168.5.1
255.255.255.0

R3(config-if)# no shut
R3(config-if)# int s1/0
R3(config-if)# ip add 192.168.2.2
255.255.255.0

R3(config-if)# no shut
R3(config-if)# Ctrl+z

R3# Sh ip int br

Rl R3,R2ﬁ))%‘ﬁﬁ@&@%ﬁ‘f1|p route_5Rl;))aﬂﬁJdeAﬁA)l{jJLé;))‘\{QJ‘Jip)\.L«..:

Conft

ip route 192.168.3.0 255.255.255.0 192.168.2.2
ip route 192.168.4.0 255.255.255.0 192.168.2.2
ip route 192.168.5.0 255.255.255.0 192.168.2.2

(ctri+2)
Sh ip rout

S 192.168.4.0 /24 [1/0] Via 192.168.2.2

192.168.5.0 /24

[1/0] Via 192.168.2.2

S

C 192.168.1.0 /24 255.255.255.0 is directly connected, Fast Ethernet 0/0
C 192.168.2.0 /24 255.255.255.0 is directly connected, Serial 1/0

S 192.168.3.0 /24 [1/0] Via 192.168.2.2
S
R

192.168.4.0 /24 [1/Q] Viald92.168.2.2
., =2
Conft S

ip route 192.168.1.0 255.255.255.0 192.168.2.1

ip route 192.168.5.0 255.255.255.0 192.168.4.2

(ctrl+2z)

Sh ip rout

192.168.4.0 /24 255.255.255.0 is directly connected, Serial 1/1
192.168.5.0 /24 [1/0] Via 192.168.4.2

192.168.1.0 /24 [1/0] Via 192.168.2.1

192.168.2.0 /24 255.255.255.0 is directly connected, Serial 1/0
192.168.3.0 /24 255.255.255.0 is directly connected, Fast Ethernet 0/0

V
Conft

Bl

R R ]

s o bLil ol wloes
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ip route 192.168.1.0 255.255.255.0 192.168.4.1
ip route 192.168.2.0 255.255.255.0 192.168.4.1
ip route 192.168.3.0 255.255.255.0 192.168.4.1

(ctrl+2)
Sh ip rout
C 192.168.4.0 /24 255.255.255.0 is directly connected, Serial 1/0
C 192.168.5.0 /24 255.255.255.0 is directly connected, Fast Ethernet 0/0
S 192.168.1.0 /24 [1/0] Via 192.168.4.1
S 192.168.2.0 /24 [1/0] Via 192.168.4.1
S 192.168.3.0 /24 [1/0] Via 192.168.4.1

LAN1 (=] o 198 Jbo

FO/0|4.1
AN4 (=] s

s 1,0 Olasla oy =1 b 3 SIMDIEL 13 Lo 4S ¢y atus balas sldas b ol (€ slons Ll o, BLS 31 balast slias 5303 5 Lol LIS Kl AN &S il oS s v 5oy om

[[ROUTER R1]]

E . LANI 1P R1 R2 R3 R4
S1/0 = Ry S1/0 1/0 v YOS0T | TASVY | 005V
S1/1 = R3S1/0 2/0 N v YAV | 005V
[[ROUTER RY]]
F.. = LAN2 3/0 v Yo 50 v 0 5V
S1/1 = R4 S1/0 4/0 | Yoy,vY N YOSV | 00V
[[ROUTER R3]]
F.. = LAN3 5/0 | va,ry v Yo 5 VY v
S1/1 =  R4SU1 6/0 | Y,¥Y | Yoo v 0 5 V)
[[ROUTER RA4]]
F.. = LANZ 7/0 | yay,vy | vason v v
8/0 | YXLYY | YO0 | YAV N
Suspend /all Bpd S 5 S 0S5 g e B S o JW e ) g o Glads  ples
Resume /all .ﬁ&db\ébﬁ&:wc)l.vb

(S o 2l L sl ol Dynagen (’U 4 oS command a=is s

—idlepc get R1 = idlepc get R2 = idlepc get R3 = idlepc get R4
—telnet R4

=telnet R1

=telnet R2

=telnet R3
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R1

Router> en

Router# conf t

Router(config)# host R1

R1(config)# int fO/0

R1(config-if)# ip add 192.168.1.1 255.255.255.0
R1(config-if)# no shut

R1(config-if)# int s1/0

R1(config-if)# ip add 192.168.2.1 255.255.255.0
R1(config-if)# no shut

R1(config-if)# int s1/1

R1(config-if)# ip add 192.168.3.1 255.255.255.0
R1(config-if)# no shut

R1(config-if)# Ctrl+z

R1(config-if)# Sh ip int br

R2

Router> en

Router# conf t

Router(config)# host R2

R2(config)# int fO/0

R2(config-if)# ip add 192.168.4.1 255.255.255.0
R2(config-if)# no shut

R2(config-if)# int s1/0

R2(config-if)# ip add 192.168.2.2 255.255.255.0
R2(config-if)# no shut

R2(config-if)# int s1/1

R2(config-if)# ip add 192.168.5.1 255.255.255.0
R2(config-if)# no shut

R2(config-if)# Ctrl+z

R2(config-if)# Sh ip int br

R3

Router> en

Router# conf t

Router(config)# host R3

R3(config)# int fO/0

R3(config-if)# ip add 192.168.6.1 255.255.255.0
R3(config-if)# no shut

R3(config-if)# int s1/0

R3(config-if)# ip add 192.168.3.2 255.255.255.0
R3(config-if)# no shut

R3(config-if)# int s1/1

R3(config-if)# ip add 192.168.7.1 255.255.255.0
R3(config-if)# no shut

R3(config-if)# Ctrl+z

R3(config-if)# Sh ip int br

R4

Router> en

Router# conf t

Router(config)# host R4

R4(config)# int fO/0

R4(config-if)# ip add 192.168.8.1 255.255.255.0
R4(config-if)# no shut

R4(config-if)# int s1/0

R4(config-if)# ip add 192.168.5.2 255.255.255.0
R4(config-if)# no shut

R4(config-if)# int s1/1

R4(config-if)# ip add 192.168.7.1 255.255.255.0
R4(config-if)# no shut

R4(config-if)# Ctrl+z

R4(config-if)# Sh ip int br

R4, R3,R2jj)u§jwmmrfsd%ﬂlfhp rOUte‘5le})dﬁﬁ}ﬁjﬁojbj:ujjjmu:‘élp)\vbu

R1

R1(Config)# ip route 192.168.4.0 255.255.255.0
192.168.2.2

R1(Config)# ip route 192.168.4.0 255.255.255.0
192.168.3.2

R1(Config)# ip route 192.168.5.0 255.255.255.0
192.168.2.2

R1(Config)# ip route 192.168.5.0 255.255.255.0
192.168.3.2

R1(Config)# ip route 192.168.6.0 255.255.255.0
192.168.2.2

R1(Config)# ip route 192.168.6.0 255.255.255.0
192.168.3.2

R1(Config)# ip route 192.168.7.0 255.255.255.0
192.168.2.2

R1(Config)# ip route 192.168.7.0 255.255.255.0
192.168.3.2

R1(Config)# Sh ip route
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R2

R2(Config)# ip route 192.168.1.0 255.255.255.0
192.168.2.1

R2(Config)# ip route 192.168.1.0 255.255.255.0
192.168.5.2

R2(Config)# ip route 192.168.3.0 255.255.255.0
192.168.2.1

R2(Config)# ip route 192.168.3.0 255.255.255.0
192.168.5.2

R2(Config)# ip route 192.168.6.0 255.255.255.0
192.168.2.1

R2(Config)# ip route 192.168.6.0 255.255.255.0
192.168.5.2

R2(Config)# ip route 192.168.7.0 255.255.255.0
192.168.2.1

R2(Config)# ip route 192.168.7.0 255.255.255.0
192.168.5.2

R2(Config)# ip route 192.168.8.0 255.255.255.0
192.168.2.1

R2(Config)# ip route 192.168.8.0 255.255.255.0
192.168.5.2

R2(Config)# Sh ip route

| e [0S




R3

R3config)# ip route 192.168.1.0 255.255.255.0
192.168.3.1

R3config)# ip route 192.168.1.0 255.255.255.0
192.168.7.2

R3config)# ip route 192.168.2.0 255.255.255.0
192.168.3.1

R3config)# ip route 192.168.2.0 255.255.255.0
192.168.7.2

R3config)# ip route 192.168.4.0 255.255.255.0
192.168.3.1

R3config)# ip route 192.168.4.0 255.255.255.0
192.168.7.2

R3config)# ip route 192.168.5.0 255.255.255.0
192.168.3.1

R3config)# ip route 192.168.5.0 255.255.255.0
192.168.7.2

R3config)# ip route 192.168.8.0 255.255.255.0
192.168.3.1

R3config)# ip route 192.168.8.0 255.255.255.0
192.168.7.2

R4

R4(config)# ip route 192.168.1.0 255.255.255.0
192.168.5.1

R4(config)# ip route 192.168.1.0 255.255.255.0
192.168.7.1

R4(config)# ip route 192.168.2.0 255.255.255.0
192.168.5.1

R4(config)# ip route 192.168.2.0 255.255.255.0
192.168.7.1

R4(config)# ip route 192.168.3.0 255.255.255.0
192.168.5.1

R4(config)# ip route 192.168.3.0 255.255.255.0
192.168.7.1

R4(config)# ip route 192.168.4.0 255.255.255.0
192.168.5.1

R4(config)# ip route 192.168.4.0 255.255.255.0
192.168.7.1

R4(config)# ip route 192.168.6.0 255.255.255.0
192.168.5.1

R4(config)# ip route 192.168.6.0 255.255.255.0
192.168.7.1

Sad e ST L0 s Cudle du p dade 4y aty aseilr 5 555 e 5T L0 el sl 4 Codle A s Ll 4 baaty assils

R\ R2 R3 R4

. Ro# Ping 192.168.4.1  R3# Ping 192.168.6.1  R4# Ping 192.168.8.1
Eiz gzg igg'igg';é Ro# Ping 192.168.2.1  R3# Ping 192.168.3.1  R4# Ping 192.168.5.1
RU# Fing 192.166.3.2  R2# Png 19216851  R3# Ping 102168.7.2  R4# Ping 102.168.7.1

1 192.168.5.1 28 mscc
192.168.7.1 72
192.168.5.1 20

2 * r:;sL;acJL&.w‘)}Jw U)b}‘dﬁ.&.ﬂw|8)é|j&)&o)mwébubj‘)@vsﬁ&wwﬁ)

1YAV/+1/18

T o S5 5k (G ol 9 lagmi g b B 95 LISl 095
v.:.Sda a.)w.w‘(l_lnk) &ﬁj)b)‘;)‘)bdw‘) (.S‘fu\]? &.&‘ C_}.w‘ JAU J"GASLS‘A& J‘.’.J JLT.AJ)
255 (S bt S 3 g 5 LS e Dbl Lyl Ol gy 558 3VL (2l s> 5+ ¢ Load Balancing .)
Sleds L 5l a5 (Device) laks Y Al S o 5 g ke | [PLeW el Sl 5 1 Load Sharing .Y
vy s Sl pslal (s sl LS 5l (Service) 4l LB 0SUS
orl s e e 5l (Alternative) bl S Aol (s e b5 K oS by conl HK ans St Back Up Y

C}‘bﬁl{_ﬁtﬂb dl.m)‘ )‘J\.Z.d r.i)‘v‘u‘bftsr.i‘ob; °)l>." b&a.:}d‘ﬁ@bé})b JL.{) JJ.’)[S JL‘) Uﬂ}wu L)':‘-j)

Bl

sphe S b s ubly s Oleds Olge & bais o ol 10 s 55
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El_Ed _ES - ES -

ALS o oolézw/Load Balancing b= jf adicas 5,9 iy Sl s

J_—
s1/0(2.1 s1/0[2.2
a0 &
1.1 4.1
Ss1/1|3.1 S— S1/1 (3.2
LAN» E oLe = R1 R2 LANY [E] )
[[ ROUTERR) T]] 5 N
S0/1 = R2 S1/0 AORAKY
S1/1 = R2 Sl1/1 2/0 N N
[[ ROUTER R2 1]
FO/0 = LAN 2 4/ 0 \AEAA N

(S o 2l L 2l sies ol ol Dynagen (’U 4 «S command a=iws >

= idlepc get R1 = idlepc get R2

—telnet R1 = telnet R2
s, sl s a Ly o commandai=.s ;5> Ol siws aslsl

R1 R2
Router> en Router> en
Router# conf t Router# conf t
Router(config)# host R1 Router(config)# host R2
R1(config)# int f0/0 R2(config)# int f0/0
R1(config-if)# ip add 192.168.1.1 255.255.255.0 R2(config-if)# ip add 192.168.4.1 255.255.255.0
R1(config-if)# no shut R2(config-if)# no shut
R1(config-if)# int s1/0 R2(config-if)# int s1/0
R1(config-if)# ip add 192.168.2.1 255.255.255.0 R2(config-if)# ip add 192.168.2.2 255.255.255.0
R1(config-if)# no shut R2(config-if)# no shut
R1(config-if)# int s1/1 R2(config-if)# int s1/1
R1(config-if)# ip add 192.168.3.1 255.255.255.0 R2(config-if)# ip add 192.168.5.1 255.255.255.0
R1(config-if)# no shut R2(config-if)# no shut
R1(config-if)# Ctrl+z R2(config-if)# Ctrl+z
R1(config-if)# Ship int br R2(config-if)# Sh ip int br

R2 5s oo et oS o0 o 5 | ;lip route s RL ;s Bl w238 o 0lss W iss 4 33 1P Sl e
R1
Conft

ip route 192.168.4.0 255.255.255.0 192.168.2.2

ip route 192.168.4.0 255.255.255.0 192.168.3.2

(ctrl+2)

Sh ip route

C 192.168.1.0 /24 255.255.255.0 is directly connected, Fast Ethernet 0/0
C 192.168.2.0 /24 255.255.255.0 is directly connected, Serial 1/0

C 192.168.3.0 /24 255.255.255.0 is directly connected, Serial 1/1

S 192.168.4.0 /24 [1/Q] Viagl92.168.2.2

R2 - SP ol oy sns o8
KNP f

Conft S das o bl ol loes

ip route 192.168.1.0 255.255.255.0 192.168.2.1

{13 FROM 99}
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ip route 192.168.1.0 255.255.255.0 192.168.3.1
dae o Loy el 5 o Jlol e 1y S S a2 bl e ol 31y oS o PING 1y iliglas 5 3 1P s 555 51 plaS o s
Ry R2

R1# Ping 192.168.1.1 gz FPI)ing igg-igg.g.g
R1# Ping 192.168.2.1 ng 192.168.3.

R1# Ping 192.168.3.1 R2# Ping 192.168.4.1

R1# Ping 192.168.2.2 R2# Ping 192.168.1.1
- R2# Ping 192.168.2.1

R1# Ping 192.168.3.2 Ro% png 19210827

R1# Ping 192.168.4.1 ng 192.168.3.

lemgw b gy LI Caglyl
AL e directly connected .2..e Ll Lol udals cond gds ol T S Loyl o s
C 192.168.1.0 /24 255.255.255.0 is directly connected, Fast Ethernet 0/0

Administrator - Distance fu 4 ("1-’" ©8d3de

Load _bLi,l cleSd o glyl odiS puni aS

.| Protocol
FO/1
s1/0 21 22
&3
3.1 AD =1 S1/1(3.2
(\
LAN) LaNY (= .
b, Administrator Distance
Connected 0
Static 1
RIP 120
IGRP 100
EIGRP 90
OSPF 110

O3 i i p) P ooled Lois AD =215 ol bl st VU Jlie 53 ™lae s s 015 e |y sldsl oyl
ip route 192.168.4.0 255.255.255.0 192.168.3.2 2

R1

Conft

ip route 192.168.4.0 255.255.255.0 192.168.2.2

ip route 192.168.4.0 255.255.255.0 192.168.3.2

(ctrl+2)

Sh ip route

192.168.1.0 /24 255.255.255.0 is directly connected, Fast Ethernet 0/0
192.168.2.0 /24 255.255.255.0 is directly connected, Serial 1/0
192.168.3.0 /24 255.255.255.0 is directly connected, Serial 1/1
192.168.4.0 /24 [1/0] Via 192.168.2.2

nooo
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C,m.»‘ o J.:L'«'AA YAY NTANY dbu)‘ &.:J “ YAYNTALY Y )‘ Lu‘)‘ ASJ.LJ v.:.h‘j} ¢V.:.Scb35hut )j:.wb Lv b JJ‘ &...:j .19\..3)\ j§‘

Int s1/0
Shut
Exit
Shipro
192.168.1.0 /24 255.255.255.0 is directly conpected, Fast Ethernet 0/0
192.168.2.0 /24 255.255.255.0 is directly connected, Serial 1/0
192.168.3.0 /24 255.255.255.0 is directly copnected, Serial 1/1
192.168.4.0 /24 [1/0] Via 192.168.3.2

ol a.\..i':dj.’:wrc\‘ VAY N TALY Y A{ojl.:j) Lu)‘ GLS..LLJ V.;.A‘j} cr.:;s J“aﬁ ”‘J..L?u no shut ‘)j.l‘.wbl..vb Jj‘@ LUJ‘;‘

Int s1/0
No Shut
Exit
Shipro
C 192.168.1.0 /24 255.255.255.0 is directly conngcted, Fast Ethernet 0/0
C 192.168.2.0 /24 255.255.255.0 is directly conngcted, Serial 1/0

C 192.168.3.0 /24 255.255.255.0 is directly c ected, Serial 1/1

S 192.168.4.0 /24 [1/0] Via 192.168.2.2

LS o Jlgl daie 4 |y Ko S a0 bl s ol -5"’\'*3'("35;5“ PING |, laleen 5 2355 IP La 55, 3 rLJSJ.m):

nooo

R1

R1# Ping 192.168.1.1
R1# Ping 192.168.2.1
R1# Ping 192.168.3.1
R1# Ping 192.168.4.1
R1# Ping 192.168.2.2
R1# Ping 192.168.3.2

R2

R2# Ping 192.168.4.1
R2# Ping 192.168.2.2
R2# Ping 192.168.3.2
R2# Ping 192.168.1.1
R2# Ping 192.168.2.1
R2# Ping 192.168.3.1

INTERNET

[[ROUTER R1]]

F0/0 = LAN 1 IP R1 R2 R3
S1/0 = R2 S1/0 170 7 21 T a1
T sio [V o1
S1/1 = R3 S1/0 3/0 | 22 V 4.1
[[ROUTER R3]] 410 | 22 | N;

(S o ls 1 sz opl ol Dynagen b s command a=is 3

= idlepc get Rl = idlepc get R2 = idlepc get R3
=telnet R1 =telnet R2 =telnet R3

USRS ¢\5 24 by e commandaiss j3 Ol giws aslsl

X o [ XE
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R1

Router> en

Router# conf t

Router(config)# host R1
R1(config)# int fO/0
R1(config-if)# ip add 192.168.1.1
255.255.255.0

R1(config-if)# no shut
R1(config-if)# int s1/0
R1(config-if)# ip add 192.168.2.1
255.255.255.0

R1(config-if)# no shut
R1(config-if)# Ctrl+z
R1(config-if)# Sh ip int br

Conft
ip route 192.168.3.0 255.255.255.0 192.168.2.2
ip route 192.168.4.0 255.255.255.0 192.168.2.2

iproute 0.0.0.00.0.0.0 192.168.2.2 i ,iw |, 4es LL 1L ol ges UIP s e o Sl ol e B

(ctrl+2)
Sh ip rout
192.168.4.0 /24 [1/0] Via 192.168.2.2

192.168.1.0 /24 255.255.255.0 is directly connected, Fast Ethernet 0/0
192.168.2.0 /24 255.255.255.0 is directly connected, Serial 1/0
192.168.3.0 /24 [1/0] Via 192.168.2.2

S
C
C
S
S

0.0.0.0

Ry

Conft
ip route 192.168.1.0 255.255.255.0 192.168.2.1

ip route

0.0.0.0

(ctrl+2)
Sh ip rout
C 192.168.4.0 /24 255.255.255.0 is directly connected, Serial 1/1

S

0.0.0.0

0.0.0.0

Router> en
Router# conf t
Router(config)# host Ry

Ry(config)# int fO/0

Ry(config-if)# ip add 192.168.3.1 255.255.255.0
Ry(config-if)# no shut

Ry(config-if)# int s1/0

Ry (config-if)# ip add 192.168.2.2 255.255.255.0
Ry (config-if)# no shut

Ry (config-if)# int s1/1

Ry(config-if)# ip add 192.168.4.1 255.255.255.0
Ry(config-if)# no shut

Ry(config-if)# Ctrl+z

Ry (config-if)# Sh ip int br

/24 [1/0] Via 192.168.2.2

192.168.4.2

/24 255.255.255.0 [1/0] Via 192.168.4.2

S 192.168.1.0 /24 255.255.255.0 [1/0] Via 192.168.2.1
C 192.168.2.0 /24 255.255.255.0 is directly connected, Serial 1/0
C 192.168.3.0 /24 255.255.255.0 is directly connected, Fast Ethernet 0/0

Ry

Conft
ip route 192.168.1.0 255.255.255.0 192.168.4.1
ip route 192.168.2.0 255.255.255.0 192.168.4.1
ip route 192.168.3.0 255.255.255.0 192.168.4.1
(ctrl+2)
Sh ip rout
192.168.4.0 /24 255.255.255.0 is directly connected, Serial 1/0
192.168.1.0 /24 255.255.255.0 192.168.4.1

192.168.2.0 /24 255.255.255.0 192.168.4.1

192.168.3.0 /24 255.255.255.0 192.168.4.1

C
S
S
S
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Ry

Router> en
Router# conf t
Router(config)# host Ry

Rv(config)# int f0O/0
Rx(config-if)# ip add 192.168.4.2

255.255.255.0
Rx(config-if)# no shut

Rx(config-if)# Ctrl+z
Rv(config-if)# Sh ip int br

TR3LR2 55, i eed & oS o a5 11D route 5 RL 55, #1035 o o3bss La 55, 4 031D 5l dn

X o [ XE



AS o eyl dade 4 |y S S a0 bl Hgtas ol ey oS o PING 1) (Slasluan 5 (o IP La g, Sl alds™ a5

Sad e ST L0 s Cudle du ) dade 4y aty axeilr 5 555 e 5T L0 Ll sl 4 Coodle e s dade 4 baaty assils

ol B Sua Jte
No Ip Address Interface < « Ip , | Router>en
(no ip add) Router#conf t
Router< Config>#int f0/0

Router<Config-if>#no ip add 192.168.1.1
255.255.255.0

Do Show Ip Roate
(do sh ip roa)

Global Mode k.. ,s privilege Mode

Router>en

Router#conf t

Router< Config>#int f0/0
Router<Config-if>#do sh ip roat

Int loopback 0
Int loopback 1
Int loopback 2

Debug ip packet

sl fliuz 55 L= Interface K sl
VI R R VR L
Simple ;s

Rl 3 AT e a5 5 plaS a5 S
)‘ Al L_JL\N)‘) C,._‘.)L_v').! cJ}_«LJ \).9-‘ )j_'l.w.}

EL uijl}f"l_i:}; Ly &9 —2

Router>en
Router#conf t
Router< Config>#int loopbackO

Router<Config-if>#ip add 192.168.1.1
255.255.255.0

Router>en
Router#debug ip packet

# undeug al (u all)

Undebug all S s o3 |, debug 5.5 | ROUtEr>en
(u all) Router#u all
Router rip 2 Sl Sy 4 s g5 S | ROUter>en
bosys a5 Priviege Mode L. ROUter#Coan )
i\~ Lt Global Mode Router<Conf_|g>#router Rip
i Router<Config_router>#
Network Syl 55, 4 ip 0315 sl | Router>en
(netw) Router#conf t
Router<Config>#router Rip
Router<Config_router>#network
192.168.1.1
Version 2 rp2 «ripl S5, 055 ks | Router>en
(ver 2) Router#conf t
Router<Config>#router Rip
Router<Config_router>#version 2
Debug ip rip Lads 1y s, ) e Jlol 5 il | Router>en

.JJAJL;O V,Ia)‘_}f

Router#debug ip rip

Show ip Protocol
(sh ip pro)

LAJJ‘)) 23 S g0 Jﬁ)ﬁ. ;{'\:5‘)) Slasein
.J.&:L;a ol b (A.Lj: V.:AQJ)

Router#sh ip protocol

Bl
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ES Kl —Ed - ES -

&
[
LAN1

ﬁ 5o, b oolblasen slewslsss) el 4l e B (6 5208 s sl - Hop Y
LANY

Hop &Kol o5 ol =) OF obsl sl o e e cpl 3 Y e S el axdils (6l AL slg : Bandwidth ¥

ma:»\.: asls (g i
Al S OF e S1 2 Azl 4 ey 0w WJLa - Relaeability

ol YU L gl 23l 35m 5 b S0s e Js il axils (g ko b Gl e SO ol (Kas . Sbey Lt Delay o

N

.,\JL.-‘J.’J—‘A&AMéﬁédb)b‘})bb@‘\s:)‘bbd&»‘

)WQ%MJJSo)‘ﬁUbWL&)J wﬁ)ﬁ)‘ Qb)&k‘db)‘dlﬁ

N
~

& T

% LAN1 Al B b o & il e

Lol dly £ s boaS glalws b dgome S sl bbbl Jlasl o b (Maximum Transmission Unit) : MTU 1

05 S0 b ol 0055 Joo ool b b a1V 0 oS sl
: (DYNMIC ROUTING PROTOCOL) Kaalis 8 (5t 593 38 b JSG g 5 Elgil

DISTANSE VECTOR LINK STATE

RIP IS IS

IGRP OSPE

EIGRP

BGP

: Dynamic Routing Protocol 4 gezs 3 53 LSS5, 3l V‘JSJA IR

RIP vi1
Metric Hop Count: Maximum Hop Count = 15

LS w3l ys b Jll by Kl5 e sl 4 s8N0 B iy il Ll 5 el s s 53 1) 55510 51 2

Connected Router®0>-.®1_._.®2_.-.®000.®13-.®;L4.-.®L5

Type of device

Routing Update
RIP

General C,»w‘ eslarl J.vl.g j:}) LSL@.SJ\A rl.a; DL
foundry, huawei, juniper, cisco
Windows, linux
Broadcast
L3l e bhos oy Lo 4 Olosan 45 g s S5 )3 oS o dad 4 YOOLYOOT OO YOO

R =

STATIC
Rip

Type of Dynamic
Version

VLSM

X ospPE S e sl ) K15 5 555 o0 ¢ sk Broadcast Ja| (Multi Access) s

Full update xsd.,)|,<;\“>ﬁud,|)~|xséua,ﬁ
Periodic update LS o S5 il asbYe s

DV (Distanse Vector)
1, 2,ng
Lol RIP2 Axs 5 OSPE s IS-IS das 5 EIGRP Uxy IGRP das 5 355 RIP 1 IS cp e B

IS e JEESN
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Converge Time

Slow

M4{\;Qumyjg;j)gutu&iw.wfwwﬂmsmy@b@um UJ.;-ﬂ.LSﬁ.&idM\ﬁua

J.;Sg;a JJL @UOXV' JJ.J\}J\MJ._:JS))

Loop yes
RIP v2
Metric Hop Count: No

Connected Router Maximum Hop Count 15 : No

Type of device
Routing Update

Type of Dynamic
Version

VLSM

Converge Time
Loop

General: No S o3lazal LB 545 51 Jde o s
Multicast J’.’.}gd" WLllea é") w‘ )36&&;})4{ YYLcr v AL
Full update xs@)ﬁbfiudjuus-@uujﬁ

Periodic update LS o LSS sl 4B Y s

DV (Distanse Vector)

1, 2,ng
ok astla i M 4 D6 asud Saip 5 «Ss DS L sbaSs 6l ang O35
NO Ll e |y 350kl 8 sleudIS
Slow
yes

el 0 b e O 4 2eed Sy gm0 a5 Sl IS Sla 5, L L 5 ciliS e LLS | alisl gl 5y, Static s

S o kS 1 B s A e o 0S RS b0 S 1 el ol e S 1 basbs S e ¢S, Dynamic s

FO/Q 1.1

[[ROUTER R1]]
LAN »

Foo =
S1/0 = Ry
S1/1 = R3

1S Jbo
P R1 R2 R3
1/0 v 2152|3151
2/0 Vv v 3151
3/0 v 2152 v
4/0 |2.2,3.2 v 3151
5/0 |2.2,3.2 vV v
6/0 |2.232|21,5.2 v/

F0/0]6.1

[[ROUTER RY]] [[ROUTER R¥]]
F.. = LAN ¥ F.+ = LANY
S1/0 S1/1 = R3 S1/1

S1/0
(S o 2l L 2l sies pl ol Dynagen (’U 4 oS command a=is 3

—idlepc get R1 = idlepc get R2 = idlepc get R3

=telnet R1

=telnet R2

=telnet R3
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USR] rl.xS 24 by o commandai=s 53 Ol giws aslsl

R1

en

conft

host R1

int f0/0

ip add 192.168.1.1 255.255.255.0
no shut

int s1/0

ip add 192.168.2.1 255.255.255.0
no shut

intsl/1

ip add 192.168.3.1 255.255.255.0
no shut

R2

en

conft

host R2

int f0/0

ip add 192.168.4.1 255.255.255.0
no shut

int s1/0

ip add 192.168.2.2 255.255.255.0
no shut

int s1/1

ip add 192.168.5.1 255.255.255.0
no shut

R3

en

conft

host R3

int f0/0

ip add 192.168.6.1 255.255.255.0
no shut

int s1/0

ip add 192.168.3.2 255.255.255.0
no shut

int s1/1

ip add 192.168.5.2 255.255.255.0
no shut

Ctrl+z Ctrl+z Ctrl+z
Ship int br Shipint br Shipint br
CR3LR2 sy s s oS e i | :Tip route 3 RL 5, Bl o235 o 05ls3 L 55, 40 03l D 5l e
s dals subnet mask gy s Network [ gws Lip route ci s Saluls gla 5y, s
R1 Ry Ry
g(c))z‘ttetr i Conft Conft
P Router rip Router rip

Network 192.168.1.0
Network 192.168.2.0
Network 192.168.3.0
(ctrl+2z)

Network 192.168.4.0
Network 192.168.2.0
Network 192.168.5.0

Network 192.168.6.0
Network 192.168.5.0
Network 192.168.3.0

p e S S5 S len Sl o) 5 (ctrl+2) (ctrl+2)
LS r e OS5 4 |y o S,
PLy 514.(.:..'3
wsls FO LY e Sl
Lol el Lo
hopcount
Rl b ) rn.\s 3l
sl o Ay klﬁ.w).!
Sh |M / ‘[7 oo i e e
R 92.168.4.0/24 [120/2] via 192.168.2.2, 00: 00 08,

R 192.168.5.0/24 [120/1] via 192.168.2.2,

‘éeriall/ 0

08, Seriall/0

ooy 7 ol Gl 450A

[120/1] via 192.168.3.2, 00:00:08, Serial1/0

O00O=x

T_l NN 100
connected
1o aood

OO0V D

R2
Sh ip rout

Bl

192.168.6.0/24 [120/1] via 192.168.3.2, 00:00:08, Seriall/0
192.168.1.0/24 is directly connected, FastEthernet0/0

192.168.2.0/24 is directly connected, Ser
192.168.3.0/24 is directly connected, Seriall/1

&\AMCE}QJ.AQAVUSJJJJUMSJ» J)L 4.;.»[.7\" EB)

R AR

routing table o.: s .. : CONVeErt

s el 1 5 ol e e oS Shut 15 SH0 Se leed 2l 51 (S S

.0/24 [120/2] via 192.168.3.2, 00:00:08, Seriall/1
.0/24 [120/1] via 192.168.3.2, 00:00:08, Seriall/1
192.168.6.0/24 [120/1] via 192.168.3.2, 00:00:08, Seriall/1
192.168.1.0/24 is directly connected, FastEthernet0/0
192.168.2.0/24 is directly connected, Seriall/0
192.168.3.0/24 is directly connected, Seriall/1
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C 192.168.4.0/24 is directly connected, FastEthernetO/0

C 192.168.5.0/24 is directly connected, Seriall/1

R 192.168.6.0/24 [120/1] via 192.168.5.2, 00:00:16, Seriall/1

R 192.168.1.0/24 [120/2] via 192.168.2.1, 00:00:16, Seriall/0

C 192.168.2.0/24 is directly connected, Seriall/0

R 192.168.3.0/24 [120/1] via 192.168.2.1, 00:00:16, Seriall/0
[120/1] via 192.168.5.2, 00:00:16, Seriall/1

R3

Ship rout

R 192.168.4.0/24 [120/1] via 192.168.5.1, 00:00:10, Seriall/1

C 192.168.5.0/24 is directly connected, Seriall/1

C 192.168.6.0/24 is directly connected, FastEthernetO/0

R 192.168.1.0/24 [120/2] via 192.168.3.1, 00:00:02, Seriall/0

R 192.168.2.0/24 [120/2] via 192.168.3.1, 00:00:02, Seriall/0
[120/1] via 192.168.5.1, 00:00:10, Seriall/1

C 192.168.3.0/24 is directly connected, Seriall/0

R1

Debug ip rip

* Apr 10 02:47:33 423 : RIP: received v1 update From 192.168.2.1 on Seriall/0 .5 JL o <y 3l cledbl il s

* Apr 10 02:47:33 423
* Apr 10 02:47:33 423 :
* Apr 10 02:47:33 423 :

192.168.1.0 in 1 hops
192.168.3.0in 1 hops
192.168.6.0 in 1 hops

* Apr 10 02:47:38 723 :
* Apr 10 02:47:38 727
* Apr 10 02:47:38 727 :
* Apr 10 02:47:38 727 :
* Apr 10 02:47:38 727 :
* Apr 10 02:47:38 727 :
* Apr 10 02:47:38 727 :

RIP: sending v1 update to 255.255.255.255 via fast Ethernet 0/0<192.168.4.1>
RIP build update entires

RIP network 192.168.1.0 metric 2

RIP network 192.168.2.0 metric 1

RIP network 192.168.3.0 metric 2

RIP network 192.168.5.0 metric 1

RIP network 192.168.6.0 metric 2

SR slayis, 4 yslien 4

e s ph e LS YOOYOONOONOD i eled aead e ki Y w0555 S +
o 2 Ly blis 55 S *

R1#debug ip rip

* Apr 10 03:05:15 107 :
* Apr 10 02:47:38 727 :
* Apr 10 02:47:38 727
* Apr 10 02:47:38 727
* Apr 10 02:47:38 727 :

RIP: sending v2 update to 224.0.0.9 via fast Ethernet 0/0<192.168.4.1>
RIP build update entires

RIP network 192.168.1.0/24 via 0.0.0.0 metric 2, tag0

RIP network 192.168.2.0/24 via 0.0.0.0 metric 1

RIP network 192.168.3.0/24 via 0.0.0.0 metric 2

5 dal = 224.0.0.9 : 0lsens 1S sl 558 e Jlyl o aany ples
3 e o303 OLES (oA v oa9) 555 53 3 e IS 50 Siis, Slasiie ShOW ip protocol s b -+

R1

Sho ip prot

Routing Protocol is "rip"

Sending updates every 30 seconds, next due in 16seconds
Invalid after 180seconds, hold down 180, flushed after 240
Outgoing update filter list for all interfaces is not set

Incoming update filter list for all interfaces is not set
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Redistributing: rip
Default version control: send version 1, receive any version

Interface Send Recv Triggered RIP Key-chain

FastEthernet 0/0 1 1 2 RIP i) S IS5, 55
Serial 1/0 1 <1 2 IGRP _iw, 424 Y 51
Serial 1/1 1 1 2

Automatic network summarization is in effect
Maximum path: 4
Routing for Networks:

192.168.1.0
192.168.2.0
192.168.3.0
Routing Information Sources:

Gateway Distance  Last Update
192.168.2.2 120 00:00:05
192.168.3.2 120 00:00:09
Distance: (default is 120)

ﬁk)/@}c«ﬂ VYAV/+ 1 /79
Swolsle by 59y 9o lhdﬁg:; é'}?' eIy 4ol

(DYNMIC ROUTING PROTOCOL)
DV 0 LS
RIP, IGRP, EIGRP, BGP IS_IS, OSPE

Sl sy Of ES e i s Y Sl e &S W e bl 51 s slaias 35 & s S
S plhy S o o 4B A Bty BT 51 el S5 i Sl s Jla) el S S T 1 S

S o b es a1y sy 0S5 Sdlys elagy ST aSb e 5l dey S

[[ROUTER R1]]

FO/0 = LAN1
S1/0 = R2 S1/0
S1/1 = R3 S1/0
[[ROUTER RY]]
FO/0 =LAN 2
S1/1 = R3 S1/1
[[ROUTER R¥]]
FO/0 = LAN3
3/0 v 2.1,5.2 v/
4/ 0 2.2,3.2 \/ 3.1,5.1
5/0 2.2,3.2 \/ v/
(S o 20l 1) s ) ol Dynagen 6/0 2.2,3.212.15.2 i el 4, &5 command =iz 53
—idlepc get R1 = idlepc get R2 = idlepc get R3
=telnet R1 =telnet R2 =telnet R3
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HESVPPIS| ¢\JS 24 by o commandai=s 53 Ol giws aslsl

R1

en

conft

host R1

int fO/0

ip add 192.168.1.1 255.255.255.0
no shut

int s1/0

ip add 192.168.2.1 255.255.255.0
no shut

intsl/1

ip add 192.168.3.1 255.255.255.0
no shut

Ctrl+z

Ship int br

R2

en

conft

host R2

int f0/0

ip add 192.168.4.1 255.255.255.0
no shut

int s1/0

ip add 192.168.2.2 255.255.255.0
no shut

int s1/1

ip add 192.168.5.1 255.255.255.0
no shut

Ctrl+z

Ship int br

R3

en

conft

host R3

int f0/0

ip add 192.168.6.1 255.255.255.0
no shut

int s1/0

ip add 192.168.3.2 255.255.255.0
no shut

int s1/1

ip add 192.168.5.2 255.255.255.0
no shut

Ctrl+z

Ship int br

.R3,R2J;,)H,.g;wg.ﬁ;5@q,glﬂip route s RL 55, ¢l w238 oo o5l ba 5y & 0313 0P 51 ey

R1
Ry>en

Ri1#conft
Ry (config)#router rip
Ry (config-router)#network 192.168.1.0

.35 dal s subnet mask O 5 network s Lip route ca x5 Saluls glbs 555 53

S G yme O1S00 41y o g Fay p ek 4 S &S slailen Saluls 2y 00

Ry

R2>en
R2#conf t

Ry(config)#router rip

Ry

R3>en
R3#conf t

Rr(config)#router rip

Ry(config-router)# Network 192.168.4.0
Ry(config-router)# Network 192.168.2.0
Ry(config-router)# Network 192.168.5.0
(ctrl+2)

R¥(config-router)#Network192.168.6.0
Rx(config-router)# Network192.168.5.0
Rx(config-router)#Network192.168.3.0
Rv(config-router)# (ctrl+z)

Ry (config-router)#network 192.168.2.0
Ry (config-router)#network 192.168.3.0
R\ (config-router)# (ctrl+z)

R1

Sh ip rout

R 192.168.4.0/24 [120/2] via 192.168.2.2, 00:00:08, Serial1/0

R 192.168.5.0/24 [120/1] via 192.168.2.2, 00:00:08, Serial1/0
[120/1] via 192.168.3.2, 00:00:08, Seriall/0

192.168.6.0/24 [120/1] via 192.168.3.2, 00:00:08, Seriall/0

192.168.1.0/24 is directly connected, FastEthernet0/0

192.168.2.0/24 is directly connected, Seriall/0

192.168.3.0/24 is directly connected, Seriall/1

SN

ip rout
192.168.4.0/24 is directly connected, FastEthernet0/0
192.168.5.0/24 is directly connected, Seriall/1
192.168.6.0/24 [120/1] via 192.168.5.2, 00:00:16, Seriall/1
192.168.1.0/24 [120/2] via 192.168.2.1, 00:00:16, Seriall/0
192.168.2.0/24 is directly connected, Seriall/0
192.168.3.0/24 [120/1] via 192.168.2.1, 00:00:16, Serial1/0
[120/1] via 192.168.5.2, 00:00:16, Seriall/1

TDOTITOOOWLIODTOOOXD

R3

Sh ip rout

R 192.168.4.0/24 [120/1] via 192.168.5.1, 00:00:10, Seriall/1
C 192.168.5.0/24 is directly connected, Seriall/1

C 192.168.6.0/24 is directly connected, FastEthernet0/0

R 192.168.1.0/24 [120/2] via 192.168.3.1, 00:00:02, Seriall1/0
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R 192.168.2.0/24 [120/2] via 192.168.3.1, 00:00:02, Seriall/0
[120/1] via 192.168.5.1, 00:00:10, Seriall/1

C 192.168.3.0/24 is directly connected, Seriall/0

Protocol RIP vl

RIP v2

IGRP

Metric Hop Count

BW, DEL, LOAD, REL, MTU

BW, DEL, LOAD, REL, MTU
Ll e |, Bw, Del 5,5 i

Connected Router
Maximum Hop

r':z':""‘"ﬁ"“"‘)':j:})\o

r_:mw‘))):jj YOO
oals JQ\)AU@‘MJQJJ%

@&MMJJ}JJYOO
03l J:‘ilf‘)‘:"‘”‘_}g“"‘?“"dxﬂﬂ

General: foundry,huawei,
juniper, cisco Windows,linux

Type of device
(Venor)

General: foundry,huawei,
juniper, cisco Windows,linux

cisco

Routing Update

Broadcast Y00.Y00.Y00.Y00

Full update
Periodic update 4JU Y+ a

Multicast YY& v+ &

Full update
Periodic update 4JU Y+ a

Multicast YYE& v v Ve

Full update
Periodic update 4 U4+ a

DV (Distanse Vector)

Type of Dynamic

DV (Distanse Vector)

DV (Distanse Vector)

Version 1, 2, ng(D6 slaasns (sl ,: NQ)

1, 2, ng(D6 slaazus sl 2 NY)

VISM NO(s bl & slewdIS)

NOCs,lbliasl s (slgudIS)

NO (sl bkl s (slgudIS)

Converge Time Slow (4 0 | S )

Slow (4 o | Ken )

Slow (4 O |, Ken )

Loop yes

yes

Yes

Oliy ;5 S |, BW(BandWidth), DEL(Delay) 5 Juwlid oo |, LT ol aws LOAD, REL, MTU G 2o oy 455 JJ> 4 IGRP

Al ol S

?%j})d\&ﬂ.ﬁhﬂl’ gh;dﬂ@“@uu;f\y LIGRP 5y SG b as ol ol sslilial OVl 51 S

DEL,BW s &) geas

. Delay & Cowl vgo REL(Relability) (Il i 55 e S ol OIS 1 LIS s 5 ey e

o) S e e cdeory BY00 3lUa3 4 IGRP s 85 Jg sl o (63l lekas ol Bos 5l Jads HOP COUNT 3 5

L Salen cpl S5, o3 il axils s Koalen Jyseme 5 3,80 5 Ol 55 (o) pe Ot e 1L 3l jiles (305 slias &S

Sl N00Y0 ‘)\ Vo ds LY 3 g g0 Al AS(Atonamous System) Olge
(IGRP 4 RIP 31 jgy (G99

R1

R1>en
Ri#conf t

R1(config)# No Router rip
R1(config)#Router igrp 100

(g s pms 0SS 5, T 8 53 b oS el ASsie ) 10TP & IS5, et

355 i a5 Isdme 85 e 5l ,S0s LEL e ld (i a3 ip add 192.168.1.1 255.255.255.0"5 S

R1(config-router)#Network 192.168.1.0
R1(config-router)#Network 192.168.2.0
R1(config-router)#Network 192.168.3.0

(ctrl+2)

R1#sho ip int bri

Interface IP-Address  OK? Method Status
ocol

FastEthernet0/0 192.168.1.1 YES manual up
Seriall/0 192.168.2.1 YES manual up
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Seriall/1 192.168.3.1 YES manual up up

Seriall/2 unassigned  YES unset administratively down down
Seriall/3 unassigned  YES unset administratively down down
Seriall/4 unassigned  YES unset administratively down down
Seriall/5 unassigned  YES unset administratively down down
Seriall/6 unassigned  YES unset administratively down down
Seriall/7 unassigned  YES unset administratively down down

R1#sho ip rout

Routing Protocol is "igrp 100"
Sending updates every 90 seconds, next due in 41 seconds
Invalid after 270 seconds, hold down 280, flushed after 630
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Default networks flagged in outgoing updates
Default networks accepted from incoming updates
IGRP metric weight K1=1, K2=0, K3=1, K4=0, K5=0
IGRP maximum hopcount 100
IGRP maximum metric variance 1
Redistributing: igrp 100
Maximum path: 4
Routing for Networks:

192.168.1.0
192.168.2.0
192.168.3.0
Routing Information Sources:
Gateway Distance  Last Update
Distance: (default is 100)
R2 el 03 5 (ol oS G 5 U Slgele 5 [T, el &S i 0
R2>en
R2#conf t
R2(config)# No Router rip
R2(config)#Router igrp 100 (5o iy OLSs S, a0 b S el ASsne ) QP w0 S5, i

55 s a5 s e oS e 3L K03 LBL s ls i+ ip add 192.168.1.1 255.255.255.0"53 S|

R2(config-router)#Network 192.168.4.0
R2(config-router)#Network 192.168.2.0
R2(config-router)#Network 192.168.5.0
(ctrl+2)

R3
R3>en
R3#conf t

R3(config)# No Router rip
R3(config)#Router igrp 100 (358 iy w5 OLSS 5, ¥ a3 b oS e ASsue o) 1P & JS5, uis
g iy e Tsdoes 65 s 3L K03 LS eAs iy a5 ip add 192.168.1.1 255.255.255.0"5 S|

R3(config-router)#Network 192.168.6.0
R3(config-router)#Network 192.168.5.0
R3(config-router)#Network 192.168.3.0
(ctrl+2)
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Protocol RIP vl IGRP EIGRP
Metric Hop Count BW, DEL, LOAD, REL, MTU (BW, DEL, LOAD, REL, MTU)* 255
Connected Router | iwwe e 55 55,0 s yemn 33 5555 YOO Hos s 53 53, YOO
MaXImum Hop e:‘) Lf*ﬂ‘ﬁUW‘MJQJx o)‘: &‘ﬁ\}W\MJﬁjﬁ
Type of device General: foundry,huawei, cisco cisco
juniper, cisco Windows,linux
(Renor)
Routing Update Broadcast YOO.YOO YOO Y00 Multicast YY¥rcr o) Multicast YY¥e v
Full update Full update QI s 3,0 s el €IQIP o peases s
Periodic update 4. U Y+ a | Periodic update 4 U4+ ,a Triggered o ¢3bl s 5 a5 35,8
Partial ;S o3 S uxs 5 e Laid
Type of Dyn amic DV (Distanse Vector) DV (Distanse Vector) DV (Distanse Vector)
Version 1, 2, ng(D6 slaases | NG)
VISM NO(s bl 2 (sledS) NO(s,llul o (sledS) YES (5lulal & slewds)
Converge Time Slow (s 0 | Ko ) Slow (S oA 1 Kan ) VERY FAST (a5 0 | Kan )
Loop yes Yes Yes

Sor S Ol 4t o5 Hello packet < oo CE_% Sl s pad olig oS sl a2 5035 550 glas ST () 5 ¢ Multicast
2 gds Jlsl b gy 5l a5l di e &S ad sl (S35 5
3 SS S Sl e S eslizad (L 555 il SleS ko) il sla 5, 5l L oS ol ol 351kl SV 51 S
=S oslazul Y,f'\):w; el 31 v .l CISCO 0 5250 IGRP, EIGRP § Rip, igrp, ... =S oslazul m;b:& eSS,
SSos Ve v_iiw\o;;@rﬁ&:éjbﬁua;swL;LaASQlGRlP,ElGRP,:;,,;LMS;"M\ ol skl OV Gw 51 S
sl andls OLSG AS L, “Loz>= IGRIP, EIGRP 3 SuiS o )8 | = . YV e

R1
R1>en
Rl#cont t

R1(config)# no router igrip 100
R1(config)#Router eigrp 100 (s iy 5 OLSS 5, ¥ o s Ll oS e ASsue ) €IOIP & IS5, s
3 Ui ya I3doee 4 e 3L 805 AL sl i a3 ip add 192.168/1.1 255.255.255.0"53 S|

R1(config-router)#network 192.168.1.0
R1(config-router)#network 192.168.2.0
R1(config-router)#network 192.168.3.0
R1(config-router)#do sho ip prot
Routing Protocol is "eigrp " 100
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Default networks flagged in outgoing updates
Default networks accepted from incoming updates
EIGRP metric weight K1=1, K2=+, K3=1, K4=., K5=.

EIGRP maximum hopcount 100-

EIGRP maximum metric variance 1
Redistributing: eigrp 100

Automatic network summarization is in effect
Automatic address summarization:

Bl
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24/192.168.3.0 for FastEthernet0,0, Serial1/0
24/192.1682.0 for FastEthernet 0,0, Seriall/1
24/192.168.1.0 for Seriall/0, Seriall/1
Maximum path: ¥

Routing for Networks:

192.168.1.0
192.168.3.0
192.168.2.0
Routing Information Sources:

Gateway Distance  Last Update
Distance: internal 90 external 170

R\ (config-router)#

R3

R3>en

R3#conf t

R3(config)# router rip
R3(config-router)# network 192.168.6.0
R3(config-router)# network 192.168.3.0
R3(config-router)# network 192.168.5.0
R3(config-router)#do sho ip protoc

Routing Protocol is "rip"
Sending updates every 30 seconds, next due in 24 seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: rip
Default version control: send version 1, receive any version

Interface Send Recv Triggered RIP Key-chain
FastEthernet0/0 1 12
Seriall/0 1 12
Seriall/1 1 12

Automatic network summarization is in effect
Maximum path: 4
Routing for Networks:

YAY, ) ALY, .
14y, FA0, ¢
VAY, ) FA,f, .
Routing Information Sources:
Gateway Distance  Last Update

Distance: (default is 120)

R3(config-router)# (ctrl+z)

R3>en

R3#conf t

R3(config)# no router rip

R3(config)# router eigrp 100
R3(config-router)# network 192.168.6.0

R3(config-router)# network 192.168.3.0
R3(config-router)# network 192.168.5.0
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R3#sho ip route
Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - , IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - 1S-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route
Gateway of last resort is not set
192.168.4.0/24 [90/2172416] via 192.168.5.1, 00:00:11, Seriall/1
192.168.5.0/24 is directly connected, Seriall/1
192.168.6.0/24 is directly connected, FastEthernet0/0
192.168.1.0/24 [90/2172416] via 192.168.3.1, 00:00:11, Seriall/0
192.168.2.0/24 [90/2681856] via 192.168.5.1, 00:00:11, Seriall/1
[YsAVAQF/Q-+] via 192.168.3.1, 00:00:11, Seriall/0
C 192.168.3.0/24 is directly connected, Serial1/0

o000

(st SNOIP ToUt ) 2es Sdome O3 LR3 5oy 501y p3 ol ,uss ‘V‘“Sdﬂ I, s1/. whg_'ej:.;.lur_uﬁ
R3#sho ip route
Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i -1S-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route
Gateway of last resort is not set
192.168.4.0/24 [90/2172416] via 192.168.5.1, 00:01:26, Seriall/1
192.168.5.0/24 is directly connected, Seriall/1
192.168.6.0/24 is directly connected, FastEthernet0/0
192.168.2.0/24 [90/2681856] via 192.168.5.1, 00:00:03, Seriall/1
192.168.3.0/24 is directly connected, Seriall/0

C_,u.d‘ °M¢Bdﬁ31/0 JLLJ..Q Q‘)ﬁbv‘\ M}bl& J.‘,ajslll dl-_{f-” Q)jﬂl.:oc\ &JLJ\L@JIp19816820 4.!45?.:...:.7‘5&

ERPPSE R J_<._.;

Oo0O0O0

Al s Feasible Successor Ol e 4 |y (gdny (Sla e 5 3,15 Successor Ol se a1 ewe o 2 gD S5
bl Slasiie S G a1, SN0 INE FO/O | s b ol 315 55550 cnl Oongd (512 G358 0 st 4,5 BW
et e s e

R2# sho int f+/»

FastEthernet +/-+is up, line protocol is up
Hardware is DECY) Y-, address is ca+),+cf ¥,++++(biacas),cf(¥,++++
Internet address is 24/192.168.4.1 / aslis e
MTU 1500 bytes, BW 100000 Kbit, DLY 100usec,
reliability 255/255, txload 255/1, rxload 255/1
Encapsulation ARPA, loopback not set
Keepalive set (10sec)
Half-duplex, 100Mb/s, 100BaseTX/FX
ARP type: ARPA, ARP Timeout 04:00:00
Last input never, output 00:00:04, output hang never
Last clearing of "show interface” counters never
Input queue: 0/0/75/0 (size/max/drops/flushes); Total output drops: *

IS e JEESN
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Queueing strategy: fifo

Output queue :40/0(size/max)

5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate O bits/sec, Opackets/sec

0 packets input, Obytes

Received 0 broadcasts, 0 runts, 0 giants, 0 throttles
ut errors, 0 CRC, 0 frame, 0 overrun, O ignored

watchdog

710 packets output, 598524 bytes, 0 underruns

0
0
0 nput packets with dribble condition detected
5
0

output errors, 0 collisions, 1 interface resets
0 output errors, 0 collisions, 1 interface resets
0 babbles, 0 late collision, 0 deferred

O lost carrier, O no carrier

0 output buffer failures, 0 output buffers swapped out

No Router rip
Router igrp 100

igrp 4 rip 5l (S5, ¢ 55 et

Router>en

Router#conf t

Router<Config>#no router rip
Router< Config=>#router ip igrp 100
Router<Config_router>#

Router Eigrp 100

eigrp 4 igrp 31 JSS 5 5 ¢ 5 et

Debug ip igrp events US55, s oVl 5 eé il | Router>en
(de ip igrp ev) igrp Router#debug ip igrp events
No Router rgrp 100 Router>en

Router#conf t

Router< Config>#no router igrp100
Router< Config>#router ip eigrp 100
Router<Config_router>#

Type of device
(Renor)

sho int f0/0 alor 5l bl Slasis (il | Router>en
o Router# sho int f0/0
BW, MTU, DLY, REL il sbs, MTU1500 bytes, BW100000 Kbit, DLY 100
usec ,reliability 255/255, txload 255/1,
rxload 255/1
DISTANCE VECTOR LINK STATE
Protocol EIGRP OSPF
Metric BW, DEL, LOAD, REL, MTU* 255 el plas byl K s COST(Costumer)
IGRP | iy ol YOO oTMTU Ll BW L 2yl
Connected Router s ot 53 55,5 YOO UNLIMITED
Maximum Hop osls il s ol S S5
cisco GENERAL

.J(Sdajdw\ﬁ-t}}g:}bu\)béwlw

Routing Update

Multicast YY¥.r v ) s
QSN 4 3,0 e s ol @IQIP o peases Lais

Triggered oo gl s S a5 <55
Partial ;5 05,8 a5 45 tewd Lo

Multicast 224.0.0.5 & 224.0.0.6

Triggered o pdbl > S a5 <55
Partial 5 o5 S i 45 zend Laid

Type of Dynamic

DV (Distanse Vector)

LS

VLSM

YES (5 bl 1 slewdS)

YES (s,lalnl 2 slewdS)

Converge Time

VERY FAST (4 0 | e )

FAST (o 0 1 K0 )

Loop

es

NO

Bl
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Ll Y a8 555 0 eslazalWan 5Ly Uy LL sl bl s 5l 2

Sl 5588 5l ol 5 65545 5 Sed Wan bLi | sl 4871y 0 515 2
S e slol 5zl b I

S e gy Area L uaras | 1) K, S b S
crl HOP COUNT&SS! |y .ol OSPF IS5 (‘fb 0 ol &S
Ll g5 oo Laazas 3l rus g Sl opl 5 .Sl UNLIMITED S
Areal JSG 5, cplys S 13 bl | Arealalanl s 05 U L
3 bl S elaS a5 s s 3l mlps Bag adae 3 s
Jio S bl 3 sls S te e SO Gble 51l e b s
dedas e SuSG LBOP G55 L la AS ol S sl 55 AS YL Y Ol
S Al Lio & 4 AREAO 3l Llg o 5 A3l AREAO 4 AREAD I Ll 55 s BGP
.>,|> Feasible Successor s Successor s |33 ol

:OSPF jo a9, £laif

el AREA G s 0 (Slgun 2ol aen &S (5 55, 1 INTERNAL
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el AREAD |t gt szl G 3l S s 55, BACK BONE
AREA 33 ;3 a5 (65 (pd il LU I3 AREAD 5 cwd il 5 555 0953 e ol &S s 59, - ABR(Area Border Router)

LS o 18 LLISIOSPR 5l e S5, b s b 3l 5 OSPR SS,0 Kiis, Los b G 5l aS (6 5, : ASBR

R1

R1>en

R1#cont t

R1(config)# no router eigrp 100

R1(config)#Router ospf 100 (335 s o3 DLy o 03Y 5 o ASse 1) OSPF & 155, s

3Ly oS 350 0 oSS Bl b s 1 pliS a5 5 delys Jas ss e 93 3l aS Sl oS J1e Ve sde

Fo SVlls Jad ax Sl & g Lpud 20l 51 AU a1 aS S o asiiie o bl s el anils Aol s i Ledas oS a

LS FOOYY 61y il 5 o om 3o ol a3 o 1y g il den (3158 S O pear oS 3505 om obel 55158 Al 5 ol a3l

Aol LSS b gy den 5y o p‘YIGRP , EIGRP J2a Js

3 iy s 13doee oS s 5L 803 3L s (i a3 ip @dd 192.168.1.1 255.255.255.0"5 S|

Ry (config-router)#network 192.168.1.0 0.0.0.255 area 0

Ry (config-router)#network 192.168.2.0 0.0.0.255 area 0

Ry (config-router)#network 192.168.3.0 0.0.0.255 area 0

R1#sho ip route

D 192.168.4.0/24 [110/65] via 192.168.2.2, 00:00:11, Seriall/0

D 192.168.5.0/24 [110/65] via 192.168.2.2, 00:00:11, Seriall/0
[110/65] via 192.168.3.2, 00:00:11, Seriall/1

l.@.ag J‘MK{"GL&\ [:u.:\ S BW JJLv LSLA.@._[ Jﬁj')“ﬁ“"“&iﬂ Lags r\.)SJ.ALaJP Jf._r') u.b .JJ‘) LUJ‘ Al chY J‘S"“"“))).‘ \)50
L Ll 45 60MB 353 o A2L 20MB pliS a 8148 Ll o b ol )y b s 51 IS 8 WL (sligy ol 003 1l 2 HOP COUNT
°MJ{‘}{ rgrbg;.mJﬁ‘st@.AK b‘v\.’.:
192.168.6.0/24 is [110/65] via 192.168.3.2, 00:00:11, Seriall/1
192.168.1.0/24 is directly connected, FastEthernet0/0

192.168.2.0/24 is directly connected, Seriall/0
192.168.3.0/24 is directly connected, Seriall/1

O0O00

s Sk by ol Ses MULTI ACCESS (slhme ,s OSPF
R—— : Point To Piont ...

b ;348 C W OSPF jawe L35DR) Lol o : Multi access ...
(AS - 8 T Jze MULTIACCESS ®
(Disgneted Router) DR

Ol ol (S nl o 6l e sS0 SS ST a5, s 4 5, OF il i adlisl b S, 5l (G o S 55
BDRsﬁjhsackUp&@Kﬁd\ﬁwmlﬁ)sj\mﬁ!.Qﬁ&dﬁu@DRoTj,\;wf@ovgJ-fx;,)ﬁDRg

-’j*:’L;" o.l.;.nu
DR Other (Other Router)
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DR, BDR_ <350 le'} ‘}.:L>JA LCJB 4.?_jArea L}>‘.} 4.? LAJSJJ LN Jﬂl...:: L,S“a'-’. Jj..v OSPF 4. A{Lﬁ]ﬂ‘\‘\‘m.@ G;) uLSJ"" Alwd DL

sl DR, BDR 45 b gy 0 5 o asee Jais Ll 3 YYYer i Ll 33 o oo

MYY?,‘"':\ La BDRs LaDR rl.a;

AL multi access 5 LiLs Point to point aleds 4 alads oS

[[ROUTER R1]]

Fo/0 = LAN
[[ROUTER R2]]
Fo/0 = LAN 1
[[ROUTER R3]]
Fo/0 = LAN 1
S1/0 = R4 S1/0
[[ROUTER R4]]
FO/0 = LAN 1

= idlepc get Rl = idlepc get R2 = idlepc get R3
=telnet R1 =telnet R2 =telnet R3

R1

R1> en

R1# conft

R1(config)# host R1

R1(config)# int fO/0

R1(config-if)# ip add 192.168.1.1 255.255.255.0
R1(config-if)# no shut

R1(config-if)# int loop O

R1(config-if)# ip add 192.168.11.1 255.255.255.0
R1(config-if)# no shut

R1(config-if)# Router ospf 100

R1(config-router)# Network 192.168.1.0 0.0.0.255 area 0
R1(config-router)# Network 192.168.11.0 0.0.0.255 area 0

R3

R3> en

R3# conf t

R3(config)# host R3

R3(config)# int fO/0

R3(config-if)# ip add 192.168.1.3 255.255.255.0

Bl
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R

ol b
o Jbe
P R1 R2 R3 R4
1/0 v v v v
2/0 | YF0X [V fNy NA NA

(S e 0l L s opl ol Dynagen ol 4 oS command a=is ;3

g, )l rl.\S A a by s commandais ;5 Ol gias 4l

R2

R2> en

R2# conf t

R2(config)# host R2

R2(config)# int fO/0

R2(config-if)# ip add 192.168.1.2 255.255.255.0
R2(config-if)# no shut

R2(config-if)# int loop O

R2(config-if)# ip add 192.168.12.1 255.255.255.0
R2(config-if)# no shut

R2(config-if)# Router ospf 200

R2(config-router)# Network 192.168.1.0 0.0.0.255 area 0
R2(config-router)# Network 192.168.12.0 0.0.0.255 area 0

R4

R4>en

R4+# conf t

R4(config)# host R4

R4(config)# int fO/0

R4(config-if)# ip add 192.168.1.4 255.255.255.0

L ES




El_Ed _ES - ES -

R3(config-if)# no shut

R3(config-if)# int s1/0

R3(config-if)# ip add 192.168.2.1 255.255.255.0

R3 (config-if)# no shut

R3(config-if)# int loop O

R3(config-if)# ip add 192.168.13.1 255.255.255.0
R3(config-if)# no shut

R3(config-if)# Router ospf 300

R3(config-router)# Network 192.168.1.0 0.0.0.255 area 0
R3(config-router)# Network 192.168.2.0 0.0.0.255 area 0
R3(config-router)# Network 192.168.13.0 0.0.0.255 area 0

R4(config-if)# no shut

R4(config-if)# int s1/0

R4(config-if)# ip add 192.168.2.2 255.255.255.0
R4(config-if)# no shut

R4(config-if)# int loop O

R4(config-if)# ip add 192.168.14.1 255.255.255.0
R4(config-if)# no shut

R4(config)# Router ospf 400

R4(config-router)# Network 192.168.1.0 0.0.0.255 area 0
R4(config-router)# Network 192.168.2.0 0.0.0.255 area 0
R4(config-router)# Network 192.168.14.0 0.0.0.255 area O

R1

R1#

R1#sho ip int bri

Interface IP-Address  OK? Method Status Protocol
FastEthernet0/0 192.168.1.1 YES manual up up
LoopbackO 192.168.11.1 YES manual up up

R1#sho ip rout

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
| - I1S-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

C 192.168.11.0/24 is directly connected, LoopbackO

C 192.168.1.0/24 is directly connected, FastEthernet0/0

R1#sho ip prot
Routing Protocol is "ospf 100"
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 192.168.11.1
Number of areas in this router is 1. 1 normal O stub 0 nssa
Maximum path: 4
Routing for Networks:
192.168.1.0 0.0.0.255 area O
192.168.11.0 0.0.0.255 area O
Routing Information Sources:
Gateway Distance
192.168.11.1 110
Distance:(default is 110)

Last Update
00:09:47

R1#sho ip ospf interface

LoopbackO is up, line protocol is up
Internet Address 192.168.11.1/24, Area 0
Process ID 100, Router ID 192.168.11.1, Network Type LOOPBACK, Cost: 1
Loopback interface is treated as a stub Host

FastEthernetO/0 is up, line protocol is up
Internet Address 192.168.1.1/24, Area O
Process ID 100, Router ID 192.168.11.1,
Transmit Delay is 1 sec, State DR, Prj
Designated Router (ID) 192.168.11.1, Interface address 192.168.1.1
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5

Hello due in 00:00:02
B 5| e [30E

Sl DR sias QL& sue o

work Type BROADCAST, Cost: 1
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Index 1/1, flood queue length O
Next 0x0(0)/0x0(0)
Last flood scan length is 0, maximum is O
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 0, Adjacent neighbor count is O
Suppress hello for 0 neighbor(s)

R1#

.l 3 5 20 Router ID fUQﬁJJ‘JW&OSPFJJJ}‘jJ}A

Vo) Yoo
\RRR

Yo \ YYYY

;: — - - P
\ /.M}SJROU'[ET|DJJJJJJ‘J|PJ'JJYL3)Q€~JL'SJ){

Router ID

1523 395 oo & gw>ea DR a5 Cul RA 5y, 45 b 5 0 IP 2.2 L RouterlD ‘V_UU.}Loop Back b ol aSol 55 L Jls ol s
(Cuwsl Loop Back il 5,5 L opl) . dwlis o BDR Olge 4 |y Sl YoV &S 15 R3 55 JP .ol ID 555 o 255 5
3BDR & 5 oI5 DR aﬁsuﬁck;m;,”m Sy blsyl Sl

won SIVERA S5, IPL S bl 35 plowil 158 05l b

s1/0/2.1 si.

Aolis o BDR Olge 4 |y sl VY aS 1R85 IP 5 DR 358 o ool ;S 53

ot 2015 Lt g OSGI RGP L JU s sl Joo (S Sl 2l (I U5 ad DOWN 35 et (S 5lame (Slgnnd )
e Sl 2l floe s L3l on S55,505 Gl IP ax 81555 e Lo0p Back g il JLis 1l ID 555 Sl gl
238 AP oy S Bl <3 5l (Al Loop Back 4ol s aSyl e 55, ges

3254 a5, 5l plS a Jae 53 s 345 e 4L BOR Olgie 400 SDR Olge 1P 141 Jle cpl 53 oy
anils oo Syl STl o a4 S sl Sas 53,8 e 5B EsS 3550 DR Ol w i, Oles (AS & | RouterOSPF100
el g 5 S5 5l 5SS 61 DR Vol 3,8 s plol bl Sos il

R4
R4>en
RA# conft
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R4(config)# host R4

R4(config)# int fO/0

R4(config-if)# ip ospf perio 200

R3

R3> en

R3# conft

R3(config)# host R3

R3(config)# int f0/0

R3(config-if)# ip ospf peri 100

R2

R2> en

R2# conft

R2(config)# host R2

R2(config)# int fO/0

R2(config-if)# ip ospf peri 0

R1

R1> en

R1# conft

R1(config)# host R1

R1(config)# int fO/0

R1(config-if)# ip ospf peri 0

R1(config-if)# do sho ip ospf int

LoopbackO is up, line protocol is up
Internet Address 192.168.11.1/24, Area 0
Process ID 100, Router ID 192.168.11.1, Network Type LO
Loopback interface is treated as a stub Host

FastEthernet0/0 is up, line protocol is up
Internet Address 192.168.1.1/24, Area O
Process ID 100, Router ID 192.168.11.1
Transmit Delay is 1 sec, State DR, Pyi
Designated Router (ID) 192.168.14.1, Interface address 192.168.1.1
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5

Hello due in 00:00:02

Index 1/1, flood queue length O
Next 0x0(0)/0x0(0)
Last flood scan length is 0, maximum is O
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 0, Adjacent neighbor count is O
Suppress hello for 0 neighbor(s)

Designed Router <ID> 192.168.14.linterface address 192.168.1.1

Sl oSl Wy VY S s

.ﬁ)ﬁoJ;OSpf &ﬂ@&)ﬁRl})}

etwork Type BROADCAST, Cost: 1

ol sl lip ospf pri 0, 5eus b osue -l

Router ospf 100 ospf JSS 5 § 55 e Router>en
Router#conf t
Router< Config>#router ospf 10.

.MQQL@LA)J})MﬁQ.‘?E‘:)Y;J;&\

Show ip ospfinterface | |, cos lewd ml Slasis | ROuter>en

(sho ip ospf int) OSPF Router#sho ip ospf int
... Process ID 100, Router ID 192.168.11.1, Network
Type LOOPBACK, Cost: 1 ...

Ip ospf Periority L 55, 0LEDR gl el s | ROUter>en
(ip ospf peri) Router#conf t
Router< Config>#int f0/0

Router< Config>#ip ospf peri 200
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LINK STATE , DISTANCE VECTOR :
S o S 655 WSS 0l
oS ot el s 85 1 ST S T 1S Sl s se 205 (S
RX1 [1+1=2
RX1 [0+1=1

@ o wR2 5,48 55 s X0 St K S 0 X3
O @ o8 G e 5 anils dols o8 G 0T L wiS

pols dols o8 53 X0 aSCE 0T L o my 03S o LS
L S 3,05 X0 OF 48 oy pli o2 X0 555 51 3 b 5|
Blol O @ oojled e g a)ls Al plS v s
5 Sl e Sl ke o8 Jio R0y pm oS
.c.w\y)'ljz,}.arlf&Rl,Jg)

X1F=={:} CXl}O X2 RX1}0+1:1

Q)}\,a_g s S :)13 S 3 X0 4.{....&: &:’. J".’Jggi" X1
S1/15 SLI0 sl 5 Gu b 5l s Juae 0T 4 CONNECT

S S 3l X0 S S S e X2
5 anils ol o8 is 0T L aiS s w RL
s O o imy oS n 3l 0T o8 S
ST ol Aol pIS S X0 S

(Lm0 RL 592 5 R3y9) sl 1) plag ol

RIR2 555 SIRL a5 (Al odems 3 514SEYY 55 5 355 k3 RL 5,5, CONNECTED S| aS ool ol aws p opl Kis : LOOP
Do Sl aS de g Rl @ ates S STl ol s yls dols (@PQTQAS;)\; Sy X Fay G aS S e sl | el
3l 1102 i 3 0 X2 (sl 15T 5 sl adhols S o OT L oS Al a1 X o) 45 43S X2 S oo oy 8 el whad ST sl
.Lsr’)b‘u‘ﬁé‘bjd,chk;‘\SMX\j)).&k’gur' U3}1&)‘ﬁ|—00pQJMM&‘.M}&de‘ﬂ}Q);
rdaz 313505 2y alises ladie Waloop 31 (5,8 sl (sl
.m@;u:o)}w.m;;ugﬂ&uﬁjsb&ij\szsj,ﬁuSplit Horizon
oLzl Lot O sls (6,8 S1a,ls Ol (il 03105 (g 0t azdls a5 Sloj a3 53 (6 s SO w0 55 - HOID DOwn Time
.xs&dchﬁ;@sz@@\)t,Lé,,u%,é”xsw;v.f*U;:{m;wy;\upmwl{,;s&uﬁm;wﬁ.up
'C;.L,JQ\JK.L:A_:\—\&.US.AL.‘bju\inﬁ..AMl{3));'-).3&))_5*9):.Lidq-jlaigbjj)j\H.SJA:Route Poisaning
M@UMaMcE}|jTWwWMJJ‘);)J\OJ‘L)L?‘JASLA;))@U&SL;&
Lo oS ol s s cpl pudsd b OF 5 b oS 55 S5, s oy A3 s ¥ Triggerad Update

oS o b s S s 1T oles
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oslel glis e 48 das o3 K5 4 Routing Table Ls 555 5 rl.&;ﬁ.a} 555 o Jes Distance Vector |z S Link State s, 5»
.;judaRoutingTableQJJ;S@J.\A)Q?J u,flvajﬁ-;))ﬁ)bj:fg;c |)rl>- J‘jﬁ‘\ﬁdv\a:-’l-’
IOSPFdx}ﬁbﬁwoﬁ}u"b}).\

s pliy S Floding _

LS oo 3 | Deta Base _

.J..LS@ H;u” 59 4o SPF_
JS@UB&J\‘)@J{Q;JJM@%‘)(}L&A‘JJ LQLAMA.AS SPFTI’ee_

LS s oS 345 Routing Table ;s 1,055 » e ROULING Table _

S e eslixul Distance Vector s, 5l RIP, IGRP ¥

Aiea Advacned DV g5 o Lgd o )l 55 50 93 8 SLlse 51 o S e oslanal gy 53 4 5 BGP, EIGRP ¥

Table 555 5 5555 (sl Distance Table 4! L 5 Dual ol sl ot et 45 )l ol EIGRP ¢
@y.%ﬂy@@)xsw)ﬂ Oty e Glbl LS s WS e 35, » Routing Table & 5 LS o Sy
355 a5 S WL 0T 4 5 LS s O b Sha S o S 4 5 oS e LS OT @ 5 (S e s psS

VAV« ¥/
Access _Llist (ACL):
W 09
il e s Lan o BLSSI il b BLS 1 kb 4 Lads Router o 5o Le S SIS sl (ool slediB
Standard , Extended .c..ls, 8 55 Jols: Access _ List

1.Access _ List (Standard)
el g ae Ol o lad 4 aS il 44 BY e s3e D) JeLi .Stable, no Over Heads s oS Sl 55 ol L5y (555 o)

- M 4 g5 llin S5 &

S1/1 S1/0

2

Fo/0[7.1
IP | R1 | R2 | R3 | R4
1/0 N Yo ' A
1.2 1.3 1.4 15 ) )
[[ROUTER R1]] 20| N VA
FO/0 = LAN1 3/0 | vy N \A A
S1/0 =2S1/0
[[ROUTER RZ]] 4/0 Y.Y \/ \/ 7
FO/0 =LAN2 5/0 | yx | ¥t NN
S1/1 =R3 S1/0
[[ROUTER R3]] [[ROUTER R4]] 6/0 | yy | xx | V| v
FO/0 =LAN 3 FO/0 = LAN4 7/0 Y.y .y sy \/
S1/1 = R4 S1/.
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(S o 2l L 2l sies pl ol Dynagen (’U 4 «S command a=iws >

—idlepc get R1 = idlepc get R2 = idlepc get R3 = idlepc get R4
=telnet R1 =telnet R2 =telnet R3 = telnet R3

HESVEPI Vlﬁﬁ@kﬁfcommandwja ol g anls]

R4
R4> en
R4# conft
R4(config)# host R4
R4(config)# int f0/0
R4(config-if)# ip add 192.168.7.1 255.255.255.0
R4(config-if)# no shut
R4(config-if)# int s1/0
R4(config-if)# ip add 192.168.6.2 255.255.255.0
R4(config-if)# no shut
R4(config-if)# Router ospf 100
R4(config-router)# Network 192.168.6.0 0.0.0.255 area 0
R4(config-router)# Network 192.168.7.0 0.0.0.255 area O
R4(config-router)#ctrl + z
Ra#sho ip int bri
R4#sho ip prot

AL Al asls a4 Jy Lb atdl e s Ve aSs 4 Ve M(“»‘“‘J’;&:‘w

bﬁ)'ijgw_,gc]ﬁ_&jﬁjﬁjﬁﬁi‘&bﬁshow‘j@)“A. aadlsin o s < oeconfio o ol Lol CBU|)|J~JK"'.’.‘CL>”‘L§‘J"
QL..@Q oy LS:-‘@)M)'\M' é)®¢u‘R4JQ'}))> i
/ AL S )z A iiad
R4> en
R4# conf t

R4 (config)# Access-list 1 deny 192.168.1.0 0.0.0.255
R4 (config)#Access-list 1 pe;mitaL
R4(config)# int

R4(config)#ip access-group 1
el 44 6 O 3ds Q—il /

‘) Lﬁo.l}.&wjé LS)‘L;' G M)A oJ.'v):f J:)) BL b D TTOT u'.'.'j"""' WL»AW b A.Uﬂg JJ‘JJt‘.w‘ oI DL ”y‘rp‘ Qj’:

Al 1 A G el pled < Réjis, 3

J‘}dejsjl}jal&uh\ ")A.:.;\" 3

dan Rhyig, 3 55 atd ¢ Rdyig, 5o YU &l gt r\@@ﬂu b s &S au Ve o has Voo glaans V.:A\ﬁda S .JJ.:_<.!
.MJ&)}:} ojl}_-‘bﬁ«w‘\ﬁ L@JTQM}&)JTS&L&M J} M;da)f.ol.alP VLQ:’J‘ b LA‘CI.WJ

Ry IS5 g e 5 TP O3l dgund 2l (3 5me 51

R3> en
R3# conft
R3(config)#Access-list 100 deny ip host 192.168.v.10 host 192.168.5.20

R3(config)#Access-list 100 deny ip host 192.168.1.0 host 192.168.5.20

R3(config)#Access-list 100 permitip | _any any,

R3(config)#int I

R3(config)#ip access-group 100 @ VL ol S bl s IS S8 L ks
Ry IS5 65 s 5 TP 025 g 2l 5 pma Sl hmy

R3> en

R3# conft

R3(config)#Access-list 100 deny ip host 192.168.v.10 host 192.168.5.20
R3(config)#Access-list 100 deny ip host 192.168.1.0 host 192.168.5.20
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R3(conf|g)#Accii list 100 permitip  _any

R3(config)#in ~—
RB(Conflg)#lp access-group 10 x Gl 18 GBS syl SIS S s ek
Ry IS0 55 s 5 TP 031 s 2l (a5l

R3> en

R3# conft

R3(config)#Access-list 100 deny ip host 192.168.v.10 host 192.168.5.20

R3(config)#Access-list 100 deny ip host 192.168.1.0 host 192.168.5.20
R3(config)#Access-list 100 permit ip any any,

-

R3(config)#in e
R3(config)#ip access-group o‘@ V\ o gy b s S S b ek
Mﬁ‘ﬁ& Oﬁ)i«.@ﬁ@ba&»}@uw)wwbowﬁ L;u,w.u-\\.,\,coo_|_|‘JL\\JLul.llja.rd) ‘_));;Zlm

5 L 4Kl syl Ve wslaip 45(.:;56;,1? 5 s Sl RL 5 4 oditan b pole g (Bl Bl s s V/0 K 0 M/
b e Kb gl Jldly aSd 4 b b s Jlsl EollS nl o 10 555 @0 o sl 01105555 (5 o RAsigs sey 5 guoms
3,15 342 9 39S 5 & pl Access _ List (Standard) Il Jz_.ﬁjﬁwdbj Skl Olea 3l r.:;‘jj‘jq..l 15

35 5 s ped g o3l L il Ve Lol st b Sl oS plaates Js das e g 355 5l 1 Ladzes oled RAyig, opl ol
S ad Sl Glates Vet o Sl g seree 3 SIS e aed
oS 4 Sloy 5 Sl i Bl bl ol opd e Ll ol UYL b 5l s s « Access _ List o, 1 245

® Out o LAN bl L Ll b e

S shilen Lgbe 3 gl =113 .uJSJ_,.:&ﬁJ AL Permit 31 da S| 2 1P LSJ:fjl;.'ﬁL;"ﬂ-"LSJii-’ Ol 3 V.:a|)>'qj§\

mﬁ&‘)duﬁ&i‘ﬁwbMdu‘ﬂdbjblﬁmﬁlbebijnterL}.;LAJBLS)‘)LAASL}_;LA‘)Uw‘bmbﬁﬁ"m

.LSL;G‘_;W)J.’&JM&‘)Jﬂi@j})&}‘bﬁd‘%&s]ﬁ|J.3)éeb%‘dﬁ%b\.ﬁACLﬂbﬂww;\ﬁ 6}19-
.V?Saau;.ﬂh.ugL.a—bQ\)Ja«:sﬁ,ﬁ.ali.)ib.w..aj.lfL;«JJ)JL;}JOverHeadOﬁb{tg.

Access-List # Deny a3 LU, 03 S s50-e | ROUter>en
_ Router#conf t
OLeSS & 55w 0315 #3155 | Router<Config> #Access-list 1 deny 192.168.1.0

0.0.0.255
AL ALY o Wl e 4 el OLgSS anlid ojlad @315 53 ) sae ol
Access-List # Permit Ssme 8 VU s Ko, | Router>en
Router#conf t
Laaslods Ll 4 0sls Router<Config>#Access-list 1 permit any
Ip Access-Group ACL g 523 (gl ol s Router>en

_ Router#conf t

OLgSS 0313 )l 3 J=e &315 55 | R1(config)# Access-list 1 deny 192.168.1.0
0.0.0.255

R1(config)# Access-list 1 permit any
R1(config)# int f0/0

R1(config)#ip access-group 1 in

Al sl aSl a4 Js il andll ez Ve a2 0 Yo 50/ aSid S S ()8 LS Jle s 12 dlie

R IS5 85 s 3 1D Ol g 2l o 31 oy
R1> en

Bl
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R1# conft
R1(config)# Access-list 1 deny 192.168.3.0 0.0.0.255
R1(config)# Access-list 1 deny 192.168.0.0 0.0.0.255

R1(config)#Access-list 1 permit any
R1(config)# int&1/J
R1(config)#ip access-group 1 (in)

AL A3 ez Y/ a0 Ve 5 0/ aSd oS S ()8 LS Jle s 1 3 dlie

RY IS5 85 s TP 0315 g 52l 3 pme 51 dny
R2> en

R2# conft

R2(config)# Access-list 1 deny 192.168.1.0 0.0.0.255

R2(config)# Access-list 1 deny 192.168.0.0 0.0.0.255

R2(config)#Access-list 1 permit any
R2(config)# int(f0/Q
R2(config)#ip access-group 1 @

gt I
[[ROUTER R1]] [[ROUTER R¥]] P R1 R2 Ry
FO/0O = LAN1 FO/0O = LAN 3 1/0 N R R AT EER
S1/0 = R2 S1/0 FO/1 =  LAN 2 7 7
S1/1 = R3 S1/1 S1/1 = Rl S1/0 2/0 N N VAR A
[[ROUTER Rx]] 3/0 DDA N ¥ s sFo
FO/O =  LAN 2
S1/1 = R3 S1/0 4/0 \/ AR AR \/
5/0 IARASRAFARA N
S e 3)\,6()0;";!)4:.#;‘;49&1 I ynager}/ru PPy commeh{d aid s

= idlepc get Rl = idlepc get R2 = idlepc get R3 = idlepc get R4
=telnet R1 =telnet R2 =telnet R3 = telnet R3

g, )l rlﬁjag.bﬁfcommandwjz Ol g 4sls]

B35 g s Y Sl a4 glates 070 @j\ﬁ\?gf : § dliwo

R3 IS 85 s 51D 0015 dlgemsd 2l i pmo 31 n
R3> en

R3# conft

R3(config)# Access-list 1 deny 192.168.3.0 0.0.0.255
R3(config)#Access-list 1 permit any
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R3(config)# in
R3(config)#ip access-group 1

R2 IS5z 5 s 5 TP O35 g 2l (b pmn 5l dny
R2> en

R2# conft
R2(config)# Access-list 1 deny 192.168.v.0 0.0.0.255

R2(config)#Access-list 1 permit any
R2(config)# int&0/0
R2(config)#ip access-group 1(0u}

.ﬁsd‘,,LsHost&:L;bm> P Al wB L o Yo L O @Jssﬁ;;@WNetworksz)L@\u

R3 IS5 65 O 5 1P 0ol s ) 520 31

R3> en

R3# conft

R3(config)# Access-list 1 deny 192.168.1.10 0.0.0.255

R3(config)# Access-list 1 deny host 192.168.1.20 > S Wl g T S b &S (5350 sl DL B 53

R3(config)#Access-list 1 permit any
R3(config)# int§0/0
R3(config)#ip access-group 10uy

Sl =S )8 Standard Sl s (S5 e JCETT PRI RV A R PARI I P (wjf\. el e sy S

o3y e Shocddeny all gy Sl (o8 e ~J~“Jd""¢-°‘°‘\' Q&‘M@Amﬂ%jg) 03 YL ol s Olea
J\.Sk;c‘)}‘b)j.‘.'.w;bw‘).)j)g;aka}MJ;\)%JJ‘}DACL

2. Access _List (Extende)

Bl VA B Y ey Sl ade a3 sl 35 e e 5 daie (SO« el s ACCesS _ List (Extended)

)lSWEB JJ)L)‘\SLANA.{.:.\;&.L‘)J jY\ C")j‘.’: V—:ASL.;A‘)[SFTP @5} ..))‘J/\' Qjﬁ&imns‘de(WWW) —J a)l.!)J
3,05 ()8 4 4SS e esie TCP J.(JJJ.;.:)\:JLSWHJSL.,L;.S

25500 4 glazay V¥ 5 VOVl sl o JEXTENDED iy, b (L5 alies t o

1.30 5.10 5.20
R1 IS5 85 aens 5 TP 0315 dlgunsd 2l (3 pme 5l dmy
R1> en
R1# conft Source I Destination zis

A A
R1(config)# Access-list 100 deny ipfhost 192.1681.10 host 192.168.5.10
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R1(config)# Access-list 100 deny ip host 192.168.1.20 host 192.168.5.10
R1(config)#Access-list 100 permit ip any any

R1(config)# inf0/O
R1(config)#ip access-group 10Q in)

.;f;’adadaém.bujl‘anymﬁwhostél;,—gjfl
(u)\nng.’ UQL;;?jS@)Mb ails L;UJJ,:MJ AL 4\_3\#4\' 9 \c\'hs_é ZV‘UM

Ry IS 85 s 3 1D 0015 gt 2l o 31 Aoy
R3> en
R3# conft Source laww Destination zis

A A
R3(config)#Access-list 100 permit ip "host 192.168.1710 host 192.158.5.20
R3(config)#Access-list 100 permit ip host 192.168.1.30 host 192.168.5.20

R3(config)#Access-list 100 deny  any host 192.168520 e Ay b il ANY ANY Ll )
R3(config)# Access:list 100 permit  any any , S i Ll ey B 5 a8 1 55 ol s
R3(config)# inl‘ Y \

R3(config)#ip access-group 10 \ ol S bl s S S e L s

.JﬁwﬁJWJJdM%WJ\{.HU.JJuU ‘jA“JL.Z.:.;AS‘;b)la}

oA Bl s ‘.\i.’ [ 4= S ol 5 )ML’ sl wd 0V A{V‘\' 5 o lS} \c'&:..j: :A&M
> Son bkl A e ) Oow el Cadte d e o ro
(S 1 oS 3505 sk s Oles 5l s 3Vl ol 22108 aasbs

Ry IS5 55 s 5 1P 03l dguusd 2l (3 pme 51 dny
R3> en
R3# conft
R3(config)#Access-list 100 deny ip host 192.168.3.10 host 192.168.5.20
R3(config)#Access-list 100 deny 192.168.1.0 0.0.0255 host 192.168.5.20
R3(config)#Access-list 100 permitip any
R3(config)#in
R3(config)#ip access-group 100(ou)
N NPTRAR RS- R P R PWALIPVA STRPCOR-S BT L)

R3 IS5 £ a5 TP 031 gad 2l 3 yme 5l dny

R3> en
R3# conft

= =
1.10 1.20 1.30 3.10 5.10 5.20

R3(config)#Access-list 100 deny ip 192.168.3.0 0.0.0.255 host 192.168.5.20
R3(config)#Access-list 100 permitip any any

R3(config)#in

R3(config)#ip access-group 100(ouy

3

Ry IS5 g a5 1P 0315 dgcd 2l (3 jme 5l Any

Bl
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R1> en
R1# conft
R1(config)#Access-list 100 deny ip 192.168.3.0 0.0.0.255 host 192.168.1.10
R1(config)#Access-list 100 permitip any any
R1(config)#int
R1(config)#ip access-group 100(out)
4 BV glaN (i s @

J>°|)“:‘*“‘L‘J"l*“a“l'l'k@5w|)‘gf‘:"”4’:gﬁ'{":)“wﬁg}’lschjg}:’“éiﬂ\ 4.1‘9

TCP | UDP VY oy ay
gg-) g .,U),.i&djﬁ-‘WJ‘Q}JS})&&L%Q&L%)‘ASW‘MW‘QjoﬁfpeomeLayerchh_é)JsuZ/\Qy
B3 | 0| 8 sl ol 4Kt w255 LIS pladl 1y S0l b 05 el Slged Al 5 13 s 5
8 8 .;ﬁ@uUDPJTCPrw‘}ﬂumﬂ;&dﬁjlp.ﬁ)ﬁu%gwj

oS oo 5 IS 4 e gl oS SIS WEB al g o 3
R3

R3(config)#Access-list 100 Permit tcg any host 192.168.5.3?)3—eq 80

LT wload £95 5 Us) g 0 olods 5 Laws gy Elgsl Joaa
#Copyright (c) Yaa4-144aYMicrosoft Corp.
#

# This file contains port numbers for well-known services defined by IANA

#
#Format:
#

#< service name>

/<protocol>

<port number> [aliases...]

[#<comment]>

#

Echo 7ltcp

Echo 7/udp

Discard 9/tcp sink null

Discard 9/udp sink null

Systat 11/tcp users #Active users

Systat 11/tcp users #Active users

Daytime 13/tcp

Daytime 13/udp

Qotd 17/tcp quote #Quote of the day

Qotd 17/udp quote #Quote of the day
Chargen 19/tcp ttytst source #Character generator
Chargen 19/udp ttytst source #Character generator
ftp-data 20/tcp #FTP, data

ftp 21/tcp #FTPO control

telnet 33/tcp

smtp 25/tcp mail #Simple Mail Transfer Protocol
time 37/tcp timserver

time 37/udp timserver

rlp 39/udp resource #Resource Location Protocol
nameserver 42/tcp name #Host Name Server
nameserver 42/udp name #Host Name Server
nickname 43/tcp whois

domain 53/tcp #Domain Name Server
domain 53/udp #Domain Name Server
bootps 67/udp dhcps #Bootstrap Protocol Server
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bootpc
tftp
gopher
finger
http
Kerberos
Kerberos
Hostname
iso-tsap
Rtelnet
popY
popY
Sunrpc
Sunrpc
Auth
uucp-path
nntp

ntp
epmap
epmap
netbios-ns
netbios-ns
netbios-dgm
netbios-ssn
imap
pcmail-srv
snmp
snmptrap
print-srv
bgp

irc

ipx

Idap

https
https
microsoft-ds
microsoft-ds
kpasswd
kpasswd
isakmp
exec

biff

login

who

cmd
syslog
printer
talk

ntalk

efs

router
timed
tempo
courier
conference
netnews
netwall
uucp
klogin
kshell
new-rwho

68/udp
69/udp
70/tcp
79/tcp
80/tcp
88/tcp
88/udp
101/tcp
102/tcp
107/tcp
109/tcp
110/tcp
111/tcp
111/udp
113/tep
117/tcp
119/tcp
123/udp
135/tcp
135/udp
137/tcp
137/udp
138/udp
139/tcp
143/tcp
158/tcp
161/udp
162/udp
170/tcp
179/tcp
194/tcp
213/udp
389/tcp
443/tcp
443/udp
445/tcp
445/udp
464/tcp
464/udp
500/udp
512/tcp
512/udp
513/tcp
513/udp
514/tcp
514/udp
515/tcp
517/udp
518/udp
520/tcp
520/udp
525/udp
526/tcp
530/tcp
531/tcp
532/tcp
533/udp
540/tcp
543/tcp
544/tcp
550/udp

dhcpc

www Www-http
krb Okerberos-sec
krb Okerberos-sec
hostnames

postoffice

rpchind portmap
rpchind portmap
ident tap

usenet

loc-srv
loc-srv
nbname
nbname
nbdatagram
nbsession
imapy

snmp-trap

MCom
MCom

ike
comsat

whod
shell

spooler

route routed
timeserver
newdate

rpc

chat
readnews

uucpd

krcmd
new-who
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#Bootstrap Protocol Client
#Trivial File Transfer

#World Wide Web

#Kerberos

#Kerberos

#NIC Host Name Server
#ISO-TSAP Class 0

#Remote Telnet Service

#Post Office Protocol - Version 2
#Post Office Protocol - Version 3
#SUN Remote Procedure Call
#SUN Remote Procedure Call
#ldentification Protocol

#Network News Transfer Protocol
#Network Time Protocol

#DCE endpoint resolution

#DCE endpoint resolution
#NETBIOS Name Service
#NETBIOS Name Service
#NETBIOS Datagram Service
#NETBIOS Session Service
#Internet Message Access Protocol
#PCMail Server

#SNMP

#SNMP trap

#Network PostScript

#Border Gateway Protocol
#Internet Relay Chat Protocol
#IPX over IP

#Lightweight Directory Access Protocol

# Kerberos (v5)

# Kerberos (v5)

#Internet Key Exchange
#Remote Process Execution

#Remote Login

#Extended File Name Server

#For emergency broadcasts

#Kerberos login
#Kerberos remote shell
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remotefs
rmonitor
monitor
Idaps
doom
doom
kerberos-adm
kerberos-adm
kerberos-iv
kpop
phone
ms-sql-s
ms-sql-s
ms-sql-m
ms-sql-m
wins

wins
ingreslock
IYtp

pptp

radius
radacct
nfsd

knetd

man

556/tcp
560/udp
561/udp
636/tcp
666/tcp
666/udp
749/tcp
749/udp
750/udp
1109/tcp
1167/udp
1433/tcp
1433/udp
1434/tcp
1343/udp
1512/tcp
1512/udp
1524/tcp
1701/udp
1723/tcp
1812/udp
1813/udp
2049/udp
2053/tcp
9535/tcp

rfs rfs_server
rmonitord

sldap

ingres

nfs

#LDAP over TLS/SSL

#Doom Id Software

#Doom Id Software

#Kerberos administration

#Kerberos administration

#Kerberos version IV

#Kerberos POP

#Conference calling

#Microsoft-SQL-Server
#Microsoft-SQL-Server
#Microsoft-SQL-Monitor
#Microsoft-SQL-Monitor

#Microsoft Windows Internet Name Service
#Microsoft Windows Internet Name Service

#Layer Two Tunneling Protocol
#Point-to-point tunnelling protocol
#RADIUS authentication protocol
#RADIUS accounting protocol
#NFS server

#Kerberos de-multiplexor
#Remote Man Server

1.1.1 80 WEB

1.1.2 21 FTP

La&,.:rl.dl.gs.o&,i.bujijsﬁ&\ﬁ-ldenyall M}JLgﬁbwl)\@ﬁl.q\fwyﬁtcp)\N sip sltep oa

Lle o 3L 0N web Lais p o Sae (5,500 LUl o 5 e
R3(config)#Access-list 100 deny ip any host 192.168.5.30
Syd e 8y L}uj\)ﬁwj.zﬁ&ué_ﬁffbﬁ oS web 4.3>)J.>u4.§dj|.k.>'-‘m‘,;3 Iy s cpl S

R3(config)#Access-list 100 permitip any any

R3(config)#in
Rs(config)#ipmw

Host

S @ oulilip

Ca-a-m-:-.! v YOO 4.7)\.:.7 Ji.‘r‘.)

Router>en

Router#conf t

Router<Config> #Access-list 1 deny hsot
192.168.1.0

Jos OF 4 5 unls el Lip 0ala b Lo sl Jlad ol Remote Desktop Connection b deade 5 geals S1: Net stat

...u»:d«UTJQ)ﬁ}QJﬁowrgﬁbNet stat  giws cmd h?ﬂﬂ))ﬁ‘dl?-.ﬁy:g’ﬂ
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LS Remote Destop )+ 5 galS 6 Ll g VoV S oelS Lads 1) e dliuo

Ry I35 .5 e 3 TP 0015 g 2l 20 31 dny

R3> en

R3# conft

R3(config)#Access-list 100 permit tcp host 192.168.1.10 host 192.168.5.10 eq 3389
R3(config)#Access-list 100 deny any host 192.168.5.10 eq 3389
R3(config)#Access-list 100 permitip  any any

R3(config)#in[®§b

R3(config)#ip access-group 100(oud
VYAV Y/) Y

S i plie SO @

orols 1 IP_|R1|R2|R3|R4
1/0 | A | Yo | ra | on
LAN3 X1
2/0 NN EEVAN IR AT N
[[ROUTER R1]] [[ROUTER RY]] 30 Tix T 717 o
FO/0= LAN1 FO/0 = LAN 2
S1/0 = R2 S1/0 S1/1 =R3 S1/0 400 | yx | V| V] o
5/0 \ATE I A S VAR I
[[ROUTER R¥]] [[ROUTER R¥]]
6/0 YY | vy | oy | A
FO/0 =LAN 2 FO/0 =LAN 3
S1/1 = R4 S1/0
R1
Router>en

Router#conf t
Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#host R1
R1(config)#int fO/0
R1(config-if)#ip. Add 192.168.1.1 255.255.255.0

R1(config-if)#no shut
R1(config-if)#int sO/1
R1(config-if)#ip add 192.168.2.1 255.255.255.0
R1(config-if)#no shut

STATIC 359y &

R1(config-if)#ip route 192.168.2.2 255.255.255.0 192.168.3.0
R1(config)# ip route 192.168.2.2 255.255.255.0 192.168.4.0
R1l(config)# ip route 192.168.2.2 255.255.255.0 192.168.5.0
R1(config)# ip route 192.168.2.2 255.255.255.0 192.168.6.0
R1(config)#do sh ip rout
Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i -IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
- * candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route
Gateway of last resort is not set
S 192.168.4.0 /24 [1+/] via 192.168.2.2

Bl
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192.168.5.0 /24 [1+/] via 192.168.2.2

192.168.6.0 /24 [1+/] via 192.168.2.2

192.168.1.0 /24 is directly connected, FastEthernet+/+
192.168.2.0 /24 |s directly connected, Serial1/0
192.168.3.0 /24 [1+/] via 192.168.2.2

noOooOnun

R2

Router>en

Router#config t

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)# host R2

R2(config)# int f0/0

R2(config-if)#ip add 192.168.4.1 255.255.255.0

R2(config-ify#no shut

R2(config-if)#int s1/0

R2(config-if)#ip add 192.168.2.2 255.255.255.0

R2(config-if)#no shut

R2(config-if)#int s1/1

R2(config-if)#ip add 192.168.3.1 255.255.255.0

R2(config-if)#no shut

R2(config-if)#

R2(config-if)#

R2(config-if)#ip route 192.168.1.0 255.255.255.0 192.168.2.1

R2(config)#ip route 192.168.5.0 255.255.255.0 192.168.3.2

R2(config)#ip route 192.168.5.0 255.255.255.0 192.168.4.2

R2(config)#ip route 192.168.6.0 255.255.255.0 192.168.3.2

R2(config)#ip route 192.168.6.0 255.255.255.0 192.168.4.2

R2(config)#

R2(config)# do sh ip rout

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i -1S-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - I1S-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

C 192.168.4.0/24 is directly connected, FastEthernet0/0

S 192.168.5.0/24 [1/0] via 192.168.4.2

S 192.168.6.0/24 [1/0] via 192.168.4.2

R2(config)#

R3

Router>en

Router#config t

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)# host R3

R3(config)#int fO/0

R3(config-if)#ip add 192.168.4.2 255.255.255.0

R3(config-ify#no shut

R3(config-if)#int s1/0

R3(config-if)#ip add 192.168.3.2 255.255.255.0

R3(config-ify#no shut

R3(config-if)#int s1/1

R3(config-if)#ip add 192.168.5.1 255.255.255.0

R3(config-ify#no shut

R3(config-if)#

Bl
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R3(config-if)#ip route 192.168.1.0 255.255.255.0 192.168.3.1

R3(config)#ip route 192.168.1.0 255.255.255.0 192.168.4.1

R3(config)#ip route 192.168.2.0 255.255.255.0 192.168.3.1

R3(config)#ip route 192.168.2.0 255.255.255.0 192.168.4.1

R3(config)#ip route 192.168.6.0 255.255.255.0 192.168.5.2

R3(config)#

R3(config)# do sh ip rout

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - I1S-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

C 192.168.4.0/24 is directly connected, FastEthernet0/0

S 192.168.1.0/24 [1/0] via 192.168.4.1

S 192.168.2.0/24 [1/0] via 192.168.4.1

R3(config)#

R4

R4>en

R4+#config t

R4 (config)#int fO/0

R4 (config-if)#ip add 192.168.6.1 255.255.255.0

R4 (config-if)#no shut

R4 (config-if)#int s1/0

R4 (config-if)#ip add 192.168.5.2 255.255.255.0

R4 (config-if)#no shut

R4 (config-if)#

R4 (config-if)#ip route 192.168.1.0 255.255.255.0 192.168.5.1

R4 (config)#ip route 192.168.2.0 255.255.255.0 192.168.5.1

R4 (config)#ip route 192.168.3.0 255.255.255.0 192.168.5.1

R4 (config)#ip route 192.168.4.0 255.255.255.0 192.168.5.1

R4 (config)#

R4 (config)# do sh ip rout

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

C 192.168.6.0/24 is directly connected, FastEthernet0/0

R4 (config)#

AN <——/==Y)) Al azsll LU S aelS LYY Seuls 1] e
Accesslist Standard s, Jl

R4
R4(config)#access-list 1 deny host 192.168.2.1
R4(config)# access-list 1 permit any

R4(config)#intG1/Q)
R4(config-if)#ip access-group

Bl
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R4(config-if)#

R1

R1>ping 192.168.6.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.6.1, timeout is 2 seconds:
U.U.

Success rate is 0 percent (0/5)

R2

R2>ping 192.168.6.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.6.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 16/39/80 ms
i gn 31s s S 3 s L el g Jo S 4 Lo oS g5 ol ol IS C@LoJ.(.i.a
VALY feaS el olnn p o

© 3w 38

YALYAD

R4
R4# debug ip pack

o b b U oS e 5L 555 03 | debug
R1

R4

*May 6 10:08:23.251: IP: s=192.168.2.1 (Serial1/0), d=192.168.6.1, len 100, acc ess denied
*May 6 10:08:23.255: IP: s=192.168.5.2 (local), d=192.168.2.1 (Seriall/0), len 56, sending
*May 6 10:08:25.355: |P: s=192.168.2.1 (Seriall/0), d=192.168.6.1, len 100, acc ess denied
*May 6 10:08:25.359: IP: s=192.168.5.2 (local), d=192.168.2.1 (Serial1/0), len 56, sending
*May 6 10:08:27.403: IP: s=192.168.2.1 (Seriall/0), d=192.168.6.1, len 100, acc ess denied
*May 6 10:08:27.407: IP: s=192.168.5.2 (local), d=192.168.2.1 (Serial1/0), len 56, sending

R1 Jﬁ“%;,;,;@Ping;wcs\f@%‘mw‘\s&\mﬁ
R1>en Wl e oS iy S o o 5 s wbad s 5 pslS
R1#ping S oS Ping 5k permit 5 deny i sz 5as Ak b oy

Protocol [ip]:

Target IP address: 192.168.6.1
Repeat count [5]: bbb S anelS JIs U
Datagram size [100]:

Timeout in seconds [2]:

Extended commands [n]: y

Source address or interface: 192.168.
Type of service [0]:

el L s e 4 ('?3‘"\’-

Set DF bit in IP header? [noT:
Validate reply data? [no]:
Data pattern [OXABCD]:
Loose, Strict, Record, Timestamp, Verbose[none]:
Sweep range of sizes [n]:

Type escape sequence to abort.
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Sending 5, 100-byte ICMP Echos to 192.168.6.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 20/66/116 ms
R1#

R4

RA#

*May 6 10:12:17.019: IP: s=192.168.1.1 (Seriall/0), d=192.168.6.1, len 100, rcv d 4

*May 6 10:12:17.023: IP: s=192.168.6.1 (local), d=192.168.1.1 (Serial1/0), len 100, sending
*May 6 10:12:17.191: IP: s=192.168.1.1 (Serial1/0), d=192.168.6.1, len 100, rcv d 4

*May 6 10:12:17.195: IP: s=192.168.6.1 (local), d=192.168.1.1 (Serial1/0), len 100, sending
*May 6 10:12:17.235: IP: s=192.168.1.1 (Serial1/0), d=192.168.6.1, len 100, rcv d 4

*May 6 10:12:17.239: IP: s=192.168.6.1 (local), d=192.168.1.1 (Serial1/0), len 100, sending
*May 6 10:12:17.275: IP: s=192.168.1.1 (Seriall/0), d=192.168.6.1, len 100, rcv d 4

*May 6 10:12:17.279: IP: s=192.168.6.1 (local), d=192.168.1.1 (Serial1/0), len 100, sending
*May 6 10:12:17.303: IP: s=192.168.1.1 (Serial1/0), d=192.168.6.1, len 100, rcv d 4

*May 6 10:12:17.307: IP: s=192.168.6.1 (local), d=192.168.1.1 (Serial1/0), len 100, sending

J)—w@db)‘i}‘b\‘c\W&})‘Gm@cﬁstR4jj))>J§‘Jb-

R4

R4>sho ip access-list d o385 S S 1 25008
Standard IP access list 1 @a\/
deny 192.168.2.1 (19 ches)

permit any (30 matches)

\ Lles s s 3550 Y0 Slas a5 Lol deny sldas 4 45 aS das e OLAS s ol

L1 e 0T g o 5Ll 43I (1S a3 O L oS iS008 4 5 el [ s Lo ool bl ply les Match

(S <mm/mm) ) (For <oV o) il 4zl BL TS 5 Foo aSs U)o a0 1 2 dliawe

p—:-w-_’yd‘ R2i9,
R4
R4>en
Ra+#conf t
Enter configuration commands, one per line. End with CNTL/Z.
R4(config)# no access oS ST Sy 5 JeS k3 b b a8 b5y ol S i 53 0

R4(config)# no access-list 1
R4(config)#int&1/0 )
R4(config-if)#no ip access-group

R2
R2>en
R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)# access-list 100 deny ip 192.168.1.0 0.0.0.255 192.168.3.0 0.0.0.255
R2(config)# access-list 100 deny ip 192.168.1.0 0.0.0.255 192.168.4.0 0.0.0.255
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R2(config)#access-list 100 permit ip any any
R2(config)#int
R2(config-if)#ip access-group 10

sl 0l (6,8 o Ve O i el s (33 plxil Extended 25, 4 | ping S

R1

R1>ping 192.168.3.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.3.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/26/72 ms
R1>

R1>ping 192.168.4.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.4.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 16/38/56 ms
R1>

(Vo <—=/=-5.2) b axils L5l 1.0 s L5.2 5 5slS 1 3 dliae

oS o bl 1 L S il e ) - 51
R2
R2(config-if)#no ip access-group 100 in
R2(config-if)#no access-list 100

R1

R1>en

Rl1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)# access-list 1 deny host 192.168.5.2

R1(config)# access-list 1 permit any

R1(config)#int

R1(config-if)#ip access-group 1

R1(config-if)#

U‘i‘f'l‘“ J)fk)}jé_ﬁ.lﬁbdo)b-‘.bu)v\;b}@b s ACL rL«S ‘JI;‘JS)) M};@ACLASQJL\S‘_Q‘J;JE}&)
s Aalgio X2 S| Permit any Ja s deny X2 S won3 H5wd ACL2 55 5 Permit any Jxy 5 deny XL 45 oas 552w ACLL > S
W‘AMW;QILSJ.L}ACLZJJJ?J}»J J‘)ch&wg:mﬂ‘)buSo_hb;- |.l.’.‘.3|ACL1 Q);: (".:’.)i‘\s":"‘"’:")j]“:’.“"”s

ot |l g, oS lels oS Sl ol e i 1) Olos g o s 5 oS oLl STaS cpl S 4G

ON<——/=-1)) b sl b 1L 58 L6.L 5 uwls 14 diue

oS o b L a3 il alies ol = 61
R1
R1(config-if)#no ip access-group 1 in oS o SU I bl day 5l e ey e 31 LSS ) i Olebsl 51
R1(config-if)#no access-list 1

R1

R1(config)# access-list 1 deny host 192.168.6.1
{51 FROM 99}

IS e JEESN



El_Ed _ES - ES -

R1(config)# access-list 1 permit any
R1(config)#int&1/Q)
R1(config-if)#ip access-group @
(www<---any) (6.1<--/--any) .(web) i ] s AiL atil LLI I 5 ewlS L glasls = : 5 e

R4

R4>en

R4+#u all

All possible debugging has been turned off
RA#

R4+#conf t

oS o bt 1 b S Tl e ) o 51
R4(config)# no access-list 100
R4(config)# no access-list 1

Al ansls BLIAY S IO STy, 5 il £0) 4 aen

R4(config)#
R4(config)# access-list 100 permit tcp any host 192.168.6.1,2q 80
R4(config)# access-list 100 deny ip any host 192.168.6.1

R4(config)# access-list 100 permit ip any any -—
R4(config)#in

Al 4zl 6K bl £ @ oaea

R4(C0nf|g'|f)#|p aCCGSS-group (\ Al axils LUl e ot sl J"‘J Sk - 6}_<_l> ‘51_,,];”[5 X1 5 o 3,05 ol
R4(config)#™Z

R4#debug ip packet
Aas e deny aS PR |, ping 192.168.6.1 , s3> Rl 4, 53 5 ('"Sd" debug 1, R4 ;5, «ownd (¢l

R1

R1#ping 192.168.6.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.6.1, timeout is 2 seconds:

Success rate is 0 percent (0/5)

R4

RA#

*May 6 11:14:13.267: IP: s=192.168.2.1 (Serial1/0), d=192.168.6.1, len 100, access denied
*May 6 11:14:13.271: IP: s=192.168.6.1 (local), d=192.168.2.1 (Serial1/0), len 100, sending
*May 6 11:14:13.339: IP: s=192.168.2.1 (Seriall/0), d=192.168.6.1, len 56, access denied
*May 6 11:14:15.235: IP: s=192.168.2.1 (Seriall/0), d=192.168.6.1, len 100, access denied
*May 6 11:14:15.239: IP: s=192.168.6.1 (local), d=192.168.2.1 (Serial1/0), len 100, sending
*May 6 11:14:15.263: IP: s=192.168.2.1 (Seriall/0), d=192.168.6.1, len 56, access denied
*May 6 11:14:17.239: IP: s=192.168.2.1 (Serial1/0), d=192.168.6.1, len 100 access denied
*May 6 11:14:17.243: IP: s=192.168.6.1 (local), d=192.168.2.1 (Serial1/0), len 100, sending
*May 6 11:14:17.307: IP: s=192.168.2.1 (Seriall/0), d=192.168.6.1, len 56, access denied
*May 6 11:14:19.227: IP: s=192.168.2.1 (Seriall/0), d=192.168.6.1, len 100, access denied
*May 6 11:14:19.231: IP: s=192.168.6.1 (local), d=192.168.2.1 (Serial1/0), len 100, sending
*May 6 11:14:19.247: IP: s=192.168.2.1 (Seriall/0), d=192.168.6.1, len 56, access denied
*May 6 11:14:21.215: IP: s=192.168.2.1 (Seriall/0), d=192.168.6.1, len 100, access denied
*May 6 11:14:21.219: IP: s=192.168.6.1 (local), d=192.168.2.1 (Serial1/0), len 100, sending
*May 6 11:14:21.243: IP: s=192.168.2.1 (Seriall/0), d=192.168.6.1, len 56 access denied
RA#

V.:.S oslexw| ACL fl.v )\ IP gl>= o r.:.:‘):&
R4 .ﬁs&wa)yd\@odmwﬁ
R4#
R4# conf t

Bl
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Enter configuration commands, one per line. End with CNTL/Z.

R4(config)#int S1/0

R4(config-if)#no ip access-group 100 in
R4(config-if)#no access-list 100
R4(config)#

R4(config-if)# ip access-list extended permitweb
R4(config-ext-nacl)# permit tcp any host 192.168.6.1 eq 80
R4(config-ext-nacl)# deny ip any host 192.168.6.1
R4(config-ext-nacl)# permit ip any any
R4(config-ext-nacl)# exit

R4(config)#int

R4(config-if)# ip access-group permitweb@

1YAV/+ Y714

CDP (CISSCO DISCOVERY PROTOCHOL):

S e 1

f‘JS.LhJ@CW\LAM6@}@\)#[})&%)56&@}%6J...\._<.14Sa.)\...2 Mﬁ&%ﬁﬂ)@d‘ffﬁb
WS a3 15T e s W5 ad 0k S ACL gmy S o0 S ¥ Y () WS onl s Loy Loz 5
BUG L;Q.iv\s 6L€JJ«4JJ (J:'..j) JAL@&M)IOS ‘J’ij Mrﬁugbjb.- ‘Cag‘}ﬁfo‘jwui‘sﬁw‘ JLQ.Q fﬁﬁ)}bCDP
Sl oS asl ol s b asb 3L CDP Wl 1 58 bue 1) Lol L Ol o CLEAR TEXT Jas ol smws L Slis a5 Wsls (ool 3
m..sgf ssleul 10S )\ L5|4.>r......v 4
S drg g5 Jlo
W
S1/0  S1/0K

o) 0 031y Ll "uase R3 _JSJJ IP

[[ROUTER R1]]

S1/0 = R2 S1/+ 312 1P 4 oS ragdy 0l 5 CDP ST L
[[ROUTER R¥]] ol Lzl Ly edE PING U ok 4z 55 oldl LT
S1/1 = R3 S1/-

[[ROUTER R3]]

R1

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#host R1

R1(config)#int s1/0

R1(config-if)#ip add 192.168.1.1 255.255.255.0
R1(config-if)#no shut

R2

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)# host R2
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R2(config)#int s1/0

R2(config-if)#ip add 192.168.1.2 255.255.255.0
R2(config-if)#no shut

R2(config-if)#int s1/1

R2(config-if)#ip add 192.168.2.1 255.255.255.0
R2(config-if)#no shut

R2(config-if)#

R2(config-if)#do sho ip int brie

Interface IP-Address  OK? Method Status Prot

ocol

FastEthernet0/0 unassigned  YES unset administratively down down
Seriall/0 192.168.1.2 YES manual up up
Seriall/l 192.168.2.1 YES manual up up
Seriall/2 unassigned  YES unset administratively down down
Seriall/3 unassigned  YES unset administratively down down
Seriall/4 unassigned  YES unset administratively down down
Seriall/5 unassigned  YES unset administratively down down
Seriall/6 unassigned  YES unset administratively down down
Seriall/7 unassigned  YES unset administratively down down

R2(config-if)#

R2(config-if)#do sho ip rout

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i -1S-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - I1S-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

C 192.168.1.0/24 is directly connected, Seriall/0

C 192.168.2.0/24 is directly connected, Seriall/1

R2(config-if)#

R2(config-ify#do sho cdp nei

s e OLi Lo a 1y 55l BLIIR2)5, L aST |y S device )5l 5 siws oyl

ridge, B - Source Route Bridge
- IGMP, r - Repeater

Capability Codes: R - Router, T -
S - Switch,

Device | ntrfce  Holdtme Capability Platform Port ID
R3 133 R 7206VXR Ser 1/0
R1 21 R 7206VXR Ser 1/0
R2(config-if)#
Il gl ol asls Clgo device ¢ device Jis
device -l (55w 5l OS5 sl gy aS

R2(config-if)#do sho cdp nei det

Device ID: R3
Entry address(es):
IP address: 192.168.5.2
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Platform: cisco 7206VXR, Capabilities: Router
Interface: Seriall/1, Port ID (outgoing port): Seriall/0
Holdtime : 140 sec
Version :
Cisco Internetwork Operating System Software
IOS (tm) 7200 Software (C7200-JS-M), Version 12.2(11)T, RELEASE SOFTWARE (fcl)

Copyright (c) 1986-2002 by cisco Systems, Inc.
Compiled Tue 30-Jul-02 21:31 by ccai
advertisement version: 2
Device ID: R1
Entry address(es):

IP address: 192.168.1.1
Platform: cisco 7206VXR, Capabilities: Router
Interface: Seriall/0, Port ID (outgoing port): Seriall/0
Holdtime : 127 sec
Version :
Cisco Internetwork Operating System Software

- S AT T T S T

Copyright (c) 1986-2002 by cisco Systems, Inc.
Compiled Tue 30-Jul-02 21:31 by ccai
advertisement version: 2

R2(config-if)#

R3

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)# host R3

R3(config)#int s1/0

R3(config-if)#ip add 192.168.5.2 255.255.255.0
R3(config-if)#no shut

R3(config-if)#

R2
R2(config-if)#no cdp run

‘) R2)33) J’<'.'.b maj.: ‘)de )}I.MIJ R1 Js‘j) B J§‘ L,U VLY &le) b )S‘}) u..s" ./\..J‘):dw LQJS)) J'<'.'.J RZ)JS) )b)):.wb u..s" OJ‘JL’

R1
Ry (config-if)#do sho cdp nei

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, | - IGMP, r - Repeater

Device ID Local Intrfce Holdtme Capability Platform Port ID

Ry (config-if#(

S o b o5l 1y edp Il 55 0 e 2l 00 Vb IS )5 6

R2

R2(config)# cdp run
R2(config)#int s1/0
R2(config-if)#no cdp enable
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R2(config-if)#

R1

R1(config-ify#do sho cdp nei

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, | - IGMP, r - Repeater

Device ID Local Intrfce  Holdtme Capability Platform Port ID

R2 Ser 1/0 158 R 7206VXR Ser 1/0

R2(config)# sho run

Building configuration...

Current configuration : 1089 bytes

|

version 12.2

service timestamps debug datetime msec

service timestamps log datetime msec

no service password-encryption

|

hostname R2
|

ip subnet-zero

!

ip cef

!

voice call carrier capacity active
!

interface FastEthernet0/0
no ip address

shutdown

duplex half

|

interface Seriall/0

ip address 192.168.1.2 255.255.255.0
serial restart_delay 0
no cdp enable

!

interface Seriall/1

ip address 192.168.2.1 255.255.255.0
serial restart_delay 0
!

interface Seriall/2

no ip address
shutdown

serial restart_delay 0
!

interface Seriall/3

no ip address
shutdown

serial restart_delay 0
I

interface Seriall/4

no ip address
shutdown

serial restart_delay 0
!

interface Seriall/5

no ip address
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shutdown

serial restart_delay 0
!

interface Seriall/6

no ip address
shutdown

serial restart_delay 0
!

interface Seriall/7

no ip address
shutdown

serial restart_delay 0
!

ip classless

no ip http server

!

call rsvp-sync

|

mgcp profile default
!

dial-peer cor custom

!

gatekeeper

shutdown

!

line con O

line aux O

line vty 0 4

!

end

R2(config)#

R2(config)# do sho start
%% Non-volatile configuration memory is not present

el 0l 5 Startup s s

R2(config)#
D S ) Jsd= 534S Gl ROM 3 RAM i (glyls 5snls wibe 55, &

ROM Al sy OF 3 68 (55 i Sledbl 5 slS ROm e
10S 8 o3lizal O 31 0155 o S50 @Bl3m 53 45 3505 S 8 ol ot
FLASH 15 sy Sl 3 Jale ot diz 120 10S 2 L 1OS Of 15 oS sl 5 5ulS Ky 5 ke i Flash
NV RAM Startup Config b o LU 5o sl aadl- il 5o S ol plil Sy 5o aS Sladas. ol Hluk 5 adls il
. RO 5 W IP Slea b 5o, 0L pbs, aBge 355 o0 O
Startup config e Vo 5 WS 5 Olan b o) OAd dig) o350 355 00 Lo
RAM 353 0 0 25 Runnig Config ¢u@&u)> ls el ) S 85 okl ol BB e abasl

Runnig Config

b 49)‘ C)Y‘}w Olen >4 g)l?-}ﬂ D90 NvRam aﬁv\x}v\.")}@ Flash )‘ b 10S ijJ,SL;a ‘j"‘ |)Rom ‘.,\.Z;:‘ Jsﬁ)

(R Iy 55 ssiws NvRam 4 Ram ledbl S (sl R c..ul.ln o L Jlse dsl a8 ey e telnet R1 rl_<;.a
R2(config)#™Z
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R2#copy ram start

Destination filename [startup-config]?
Building configuration...

[OK]

(’“‘56" oslzisl write memory | g 1 sk ol (gl ol (gl48 > 8 siws G copy ram start | gius

R2#write memory
Building configuration...
[OK]
R2#
.35 | >l sho run ),;w;wﬁ; b IJJTeLfJA 45(.1;5;5_0:3 ol g ol V.wl&sho run ) giwd Gl mdljjuﬂ
R2#conf t
Enter configuration commands, one per line. End with CNTL/Z.
R2(config)# alias exec Delbekhah sho run
R2(config)#
R2(config)# do delbekhah
Building configuration...

Current configuration : 1118 bytes

!

version 12.2

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

!

hostname R2

!

ip subnet-zero

!

ip cef

!

voice call carrier capacity active

!

interface FastEthernet0/0

no ip address

shutdown

duplex half

|

interface Seriall1/0

ip address 192.168.1.2 255.255.255.0
serial restart_delay 0

no cdp enable

|

interface Seriall/1

ip address 192.168.2.1 255.255.255.0
serial restart_delay 0

|

interface Seriall/2

no ip address

shutdown

serial restart_delay 0

|

interface Seriall/3

no ip address

shutdown
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serial restart_delay 0
!

interface Seriall/4

no ip address
shutdown

serial restart_delay 0
!

interface Seriall/5

no ip address
shutdown

serial restart_delay 0
!

interface Seriall/6

no ip address
shutdown

serial restart_delay 0
!

interface Seriall/7

no ip address
shutdown

serial restart_delay 0
!

ip classless

no ip http server

!

call rsvp-sync

|

mgcp profile default
I

dial-peer cor custom
!

gatekeeper
shutdown

|

alias exec Delbekhah sho run
|

line con O
line aux O
line vty 0 4
I
end
R2(config)#
.y NvRam C;b 3 {.MS SL |, Startup m;ljsda
R2#erase startup
Erasing the nvram filesystem will remove all files! Continue? [confirm]
*May 10 07:22:29.867: %SYS-7-NV_BLOCK_INIT: Initialized the geometry of nvram
[OK]
Erase of nvram: complete

S 55 31 SWL STy i 5 o ) S Jad S 0

AS o glebis 1y wles sl CDP 1,5 iy o |, SWL Lads R1 g, . LSL

SW1
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Sy dw a3 T sl g, e 5 il S g4l SWL ST I

.L}Jwgwrﬁqwm\ﬁj.x;ﬁbﬁmﬂyw

el 5 ool L o S S 35T 0 (8 e 505 0T Je 53500 bl 55y S S e sl 42 ST @

Al o Slal Sledibl

dlﬂ)Lw J}‘J )&.}"Lmﬁby Y 9 \AK LSWf"'L‘ REB) b CMD MJJ&WJU‘MQﬁaJJWLﬂOLﬁjL@ 63 gl>so Jf‘

|)V‘\~ ﬁRSJS‘})\A'

2 s S gt S0 53 nl Om K8 e S8 Gl Olsle O, oS S T 53 LS e b me

R1

R1(config)#int s1/1

R1 (config-ify#no cdp enable
1%/
R3

Ry(config)#int s1/1

Ry(config-if)#no cdp enable

Show CDP Neighbor

R2#sho cdp nei

(sho cdp nei det)

bl 8 8515 55 5l ey &S

S5 Ol Sl s ples

sho cdp nei a5 S 05 Ses S Device ID Local Intrfce  Holdtme
( P nei) A S Sl R3 Ser 1/1 133
R1 Ser 1/0 121
Show CDP Neighbor Detail | s ol ol olets ¢l | R2#sho cdp nei det
Device ID: R3

Entry address(es): IP address: 192.168.5.2
Platform: cisco 7206VXR, Capabilities: Router
Interface: Seriall/1, Port ID (outgoing port):
Seriall/0

Holdtime : 140 sec

Version :

No CDP Run cdp 5l s, 055 e gl | R2(config-ify#no cdp run
CDP Run cdp sd=e 05 S s, gl | R2(config-if)# cdp run
No CDP Enable s oedp 0sS il sl | R2(config-if)#int s1/0
(no cdp en) il R2(config-if)#no cdp enable
Show Run S &S glasie ol ls | R2(config)# sho run
C e .| Building configuration...
.l s cONfig . .
Current configuration : 1089 bytes
Show Start os oekd ol olaks sle | R2(config)# do sho start
(sho sta) nvram
Copy Ran Start dasl> 5l Wk ol Jusl | R2#copy ram start
Lels il . Ram e De'stl'natlon fl'Ienarr?e [startup-config]?
Building configuration...
NvRam [OK]
Writ Memory sl 5l Lk oyl Jusl | R2#write memory
. .| Building configuration...
(Wr) ols dasl- 4 Ram 3. [Cl)JII(]I 9 Iguratl
NvRam R2#
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555108 555, SIGes S S|y iz slal0S S 2 S 3 S oo T yd OS¢l 51 Sl G Olea s sl Lo
Jed 51 ST s 41 108 oSl S oS 550 13T akolidl s Lo el 45 0 108 0ils 8 15T il g eals s 11,
o3litul = g 5, 90 S AL bug lLls JL310S L (..VS oslaiwl NAT (Network Address Translator) m.abﬁu. L L L= sla permission

gl Lajﬁm
¥y bl
04 20

R1

Router>en ®n: ')n2®
Router>conf t

Enter configuration commands, one per line. End with CNTL/Z.

Router# host R1

R1#(config)#int e0 6 20
R1#(config-if)#ip add 192.168.34.202 255.255.255.0

R1#(config-ify#no shu

R1#(config-if)#"Z

R1#

R1#sho ip int bri

Interface IP-Address  OK? Method Status Protocol
EthernetO 192.168.34.202 YES manual up up
Serial0 unassigned  YES unset administratively down down
Seriall unassigned  YES unset administratively down down
R1#

R1#sho run

w\@ﬁjﬂm,&@,ﬁjm@ou Ly ozl P gzs ol b
Building configuration...
Current configuration:
!
version 12.1
service timestamps debug uptime
service timestamps log uptime
no service password-encryption
!
hostname R1
I
ip subnet-zero
I
interface EthernetO
ip address 192.168.34.202 255.255.255.0
I

interface Serial0
no ip address
shutdown

|

interface Seriall
no ip address
shutdown

ip classless
no ip http server
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line con O
transport input none
line aux O
line vty 0 4
|
end
R1#

03,55 5035 Lo ip o 5L s 52 Sho Run Ay 5 oS Shut | el ST
R1#(config)#int e0
R1#(config-if)#shut
R1#(config-if)#"Z
R1#
R1#sho run
Building configuration...
Current configuration:
|
version 12.1
service timestamps debug uptime
service timestamps log uptime
no service password-encryption
|

hostname R1
|

ip subnet-zero
!
interface EthernetO
ip address 192.168.34.202 255.255.255.0
shutdown
!
interface SerialO
no ip address
shutdown
!
interface Seriall
no ip address
shutdown
!
ip classless
no ip http server
!
line con O
transport input none
line aux O
line vty 0 4
I
end
Rl1#conf t
VMSQ;a oo bﬂip A e S s Ol 5> Write Memory Dywes LY

R1#(config)#int e0
R1#(config-if)#no shut
R1#(config-if)#"Z
R1#wr

Building configuration...
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[OK]

Rl#conf t

Enter configuration commands, one per line. End with CNTL/Z.

R1#(config)#int e0

R1#(config-if)#ip add 192.168.34.212

R1#(config-if)y#~"Z

LYEYeY Olas o 5L sl ol & 5o Sl cl oS a5 Running Config s b ip S ne gy olatis v sl

el YEN Y Olea Start Config | ;5 "J)Tgf"

R1#sh start

Using 413 out of 32762 bytes

!

version 12.1

service timestamps debug uptime
service timestamps log uptime

no service password-encryption

!

hostname Router
|

ip subnet-zero
!

interface Ethernet0

ip address 192.168.34.202 255.255.255.0
!

interface SerialO

R1#

R1#sh ip int br

Interface IP-Address  OK? Method Status Protocol
EthernetO 192.168.34.222 YES TFTP up up
Serial0 unassigned  YES TFTP administratively down down
Seriall unassigned  YES TFTP administratively down down
R1#

R1#sh flash

System flash directory:
File Length Name/status

1 7990616 /c2500-i-1.121-2.t.bin
[7990680 bytes used, 397928 available, 8388608 total]
8192K bytes of processor board System flash (Read ONLY)
R1#

TFTP Server )\j.é\(j} L 5 9lS 4 Router ;I Runnig Config 0> S S sl @

e ek O SVl 0 5 i e L 5w €0 003 day s oS oo |l 1 e
R1#copy runn tftp
Address or name of remote host []? 192.168.34.33
Source filename []? computer2
Destination filename [running-config]? (enter)
Accessing tftp://192.168.34.33/ computer?2...
Loading computer2 from 192.168.34.33 (via Ethernet0): !
[OK - 453/4096 bytes]
453 bytes copied in 3.412 secs (151 bytes/sec)
R1#
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o=l LB word pad L LB opl 5 s e ale V_:JJS | > |, tftpserver 45 (g s Oloa ;3 Computer 2 rl.} o kb L it
oS oo Save Gl 5 esls S YEYY & sy es S i VENY &S 1 Sssip Jbs o
TFTP Server )‘)5|CJ3 L Router 4 5 5.(S 3| Runnig Config 0> S .S (gl » @

R1#copy tftp runn

Address or name of remote host []? 192.168.34.33
Source filename []? computer2

Destination filename [running-config]? (enter)

Accessing tftp://192.168.34.33/ computer?2...

Loading computer2 from 192.168.34.33 (via Ethernet0): !
[OK - 453/4096 bytes]

453 bytes copied in 3.412 secs (151 bytes/sec)

! -+ Name/status oleMb| -l 51 .das e 0L |, Flash ) Ol gi>ee show Flash | giws @

R1#sh flash
System flash directory:
File Length Name/status

1 7990616 /c2500-i-1.121-2.t.bin
[7990680 bytes used, 397928 available, 8388608 total]
8192K bytes of processor board System flash (Read ONLY)
R1#

- €2500-i-1.121-2.t.bin oL Olas a5 555 o 4l o5 g3 S |1 1, TFTPServer 45 TFTP ;58 Olas 3 LB SO

R1#copy flash tftp
Source filename []?
00:38:27: %CDP-4-DUPLEX_MISMATCH: duplex mismatch discovered on EthernetO (not full duplex), wit
FastEthernet0/0 (full duplex).

00:39:27: %CDP-4-DUPLEX_MISMATCH: duplex mismatch discovered on EthernetO (not full duplex), wit
FastEthernet0/0 (full duplex)./ ¢2500-i-1.121-2.t.bin
Address or name of remote host []? 192.168.34.33
Destination filename [¢c2500-i-1.121-2.t.bin] ?
00:40:27: %CDP-4-DUPLEX_MISMATCH: duplex mismatch discovered on EthernetO (not full duplex), with R4

FastEthernet0/0 (full duplex).
e e e e e il

7990616 bytes copied in 103.68 secs (77578 bytes/sec)
R1#

R1#sh ver
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Cisco Internetwork Operating System Software

IOS (tm) 2500 Software (C2500-1-L), Version 12.1(2)T, RELEASE SOFTWARE (fcl)
Copyright (c) 1986-2000 by cisco Systems, Inc.

Compiled Tue 16-May-00 13:28 by ccai

Image text-base: 0x03040E54, data-base: 0x00001000

ROM: System Bootstrap, Version 11.0(10c), SOFTWARE

BOOTFLASH: 3000 Bootstrap Software (IGS-BOOT-R), Version 11.0(10c), RELEASE SOFT
WARE (fcl)

Router uptime is 43 minutes

System returned to ROM by power-on

System image file is "flash:/c2500-i-1.121-2.t.bin"

cisco 2500 (68030) processor (revision N) with 6144K/2048K bytes of memory.
Processor board ID 16310750, with hardware revision 00000000

Bridging software.

X.25 software, Version 3.0.0.

1 Ethernet/IEEE 802.3 interface(s)

2 Serial network interface(s)

32K hytes of non-volatile configuration memory.

8192K bytes of processor board System flash (Read ONLY)

00:43:27: %CDP-4-DUPLEX_MISMATCH: duplex mismatch discovered on EthernetO (not full duplex), with R4
FastEthernet0/0 (full duplex).

00:44:27: %CDP-4-DUPLEX_MISMATCH: duplex mismatch discovered on EthernetO (not full duplex), with R4
FastEthernet0/0 (full duplex).

1S Ao

R1#sh cdp nei

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, | - IGMP, r - Repeater

Device ID Local Intrfce Holdtme Capability Platform Port ID

Router Eth O 158 R 2500 Eth O
Router Eth O 129 R 2500 Eth O
Router Eth O 69 R 2500 Eth O
Router Eth O 9 R 2500 Eth O
AccessServer236  Eth 0 122 R 2509 Eth O
R4 Eth O 127 R 2621XM Fas 0/0
console-router238 Eth 0 167 R 2511 Eth O
R1#

Aia b o Og,ma b Slsle Sledbl |5 el - =lals 5> .ol o o= Trouble shouting (¢l »  olal> )3 Vd.afd
ol S OleMbl ana Sy Ooslial 5 L g 3 gd 0 S S se ) shas LaConfig <al.Q.i454.;3c,.:.>=~pRunnig Config o,L .Y
v.._wr..,_.ﬂlyj_ﬂ g Jiza NVRam 4 SLedlbl U i wr st Ll S ol S oS sl gl nsd o SL
;»5@ SLJJJT Erase startup , st V“S 61.4\]',7 V’*"M)}“-’J‘fb e m;l);do ol L giee sho startup ) siwslly; Sledb|

el g ) G2 gt 45 oS e 3Lt TFTP e ()53l 5 51 S Jie 5l 4108 1, Sledbl ol iy S1Y
¥

Copy Run Start
Copy Start Run
Copy Start TFTP
Copy TFTP Start
Copy TFTP Flash
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Show Flash o, flash s> sl e | R1#sh flash
System flash directory:
23 | File Length Name/status
1 7990616 /c2500-i-1.121-2.t.bin
[7990680 bytes used, 397928 available, 8388608 total]
8192K bytes of processor board System flash (Read
ONLY)
Copy Flash TFTP adasl- s edd b oledas Jsl | RL#copy flash tftp
) Source filename []?
o3 5 Sl S w5 31flash | pagiethemeto/o (full duplex)./ c2500-i-1.121-2.t.bin
T Address or name of remote host []? 192.168.34.33
Show Version ol 1, gs, S clasis | R1#sh ver
(Sh 0 ver) Cisco Internetwork Operating System Software
23 | |0S (tm) 2500 Software (C2500-1-L), Version 12.1(2)T,

RELEASE SOFTWARE (fc1l)

Copyright (c) 1986-2000 by cisco Systems, Inc.
Compiled Tue 16-May-00 13:28 by ccai

Image text-base: 0x03040E54, data-base: 0x00001000

Copy Run TFTP

S5 SeeS w5l oledas Jla!

el o o3

R1#copy run tftp
Address or name of remote host []? 192.168.34.33
Source filename []? computer2

Copy TFTP Run

oJ_;;-J‘;JS}::AU)‘ CJL«:!G.J Jla

a0 4 el

R1l#copy tftp run
Address or name of remote host []? 192.168.34.33
Source filename []? computer2

SUBNETTING :

L, Sl odal YU DHCP L_T«SU”'-CAJJJML;,:@ Iy oo l;_T«Sw.'e):.;ilJ.aL;\ﬁ sl 5,5,) LoopBack _jx

VYAV« ¥/ Y5
b@.ﬁﬁ IP=0
b e S IP = 255

IP =127

¢4 L 5,05 IP STATIC

S,y o VG OSPF ST 5 Multicast gl » IP = 224.0.0.6 5 IP = 224.0.05

g e oslizad ilesl slaLlS sl

IP = Class E

rl&.? L;J)J") C».Ml‘ VSJL“.M.: WLIP sluxs ol asLs FATF32 Lv} CM.A‘ Version4 45 dia.% P L> Y b)‘b 249 Jg..:.A w‘ IP GJ‘)S B

el B4t 5 T o 5L 0 L s S5 b 4S Llaxstle | Version6 asews ol> Jl= 3 10 1355 e
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O 5l ls Lan a8l &5 LgS 5 5 Lo b LlaziliS o snst L Private | o S 23 slewdS Sl plas a3 PRIVATE IP
Ca.vj.’.'...ﬂ 4 GetWay &JL 5 L;\”.;_) ‘ﬂ) JJS osl_at.l Public s Ip 3 .J;il...a ol_<.>1=:.h @)J S il e .J;il.a} LS eslanad

V?S ealaia) Wiledld u.a.m-.&.a u»r% th PL 4S Private 6[.& IP )‘ .,\.3‘L, ”Lo.I;- ﬁ)&& J.i.&.n )L%-J r.;)»}'» J«a) LSJLP- 4&& 9

ClassA 1-126 . ----

\ 55 S e b o Gblie slass

A CLASS PRIVATEIP =1

ClassB 128 192],.5é | 25.5. o | 0 . 216 " S e b e e bl sl
B CLASS PRIVATE IP = 17221F6R0|v| 16 TO 32 /

05 S i g 2l Gl sluas
ClassC 192-223 .- .- .- ----28

255.255.255. 0. /

- /)

Y
224
CCLASS PRIVATE IP = 192

Class D 224-239 . - . —oen | —oen - 28
255 . 255. 255. 0
- J
228
Class E 240-255 . - . <oe . <oe . --- 28
255 . 255. 255 . 0.
o

S elaS s o3l 1 148 e 3 v Ol sty oy G M Joo 5 0l by I 4 ol 51kl (slgai s - FULL CLASS
52 Anil sl paa gl 5 oS e Sl el S aS 3l 1y s ol skl 13 Ol st 3 S S e wils glas]
s Sl e A L S0 e sl pasiia 5 edd 4l DL L IP p il a3l BT s 55 4SS skl lewdIS
d bl bt O JLail b il 5 o Lo o Cobins (sl a8 oa 1P S Lo g A 0S5 "Sie il g 5 Bl oS ol
oY) N0/ (il g e (.JJ,Q P &“;\Bw%,;g).mﬁ@ IP1, Client (Y£0l 5 Y) VUV slias Oles 35 48 e on
eSSl ey SO andl sy 1P Client (A Ol 4 Y) VO£ o5l o =S IP S SIC IS 5o L s ea s IPL, Client (V015
SERVER .Cwl LoOpback
F3 192.168.1.1 4.2.24
- DNS, DC L omools Lo syl A 55y 55al S 53 a5 Ve (glue Sl eslizal
o s | LT sl el b o s (65b W 1P S o IS 5 gl
5 GOOGLE.COM,YAHOO.0CM  fis 15 asl (J5 NAYO AN oo 1 sl
S o e A |y S salS Sl oiS Bk SlS e

ol
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53 LS e s S (gl 1yl 505 S Iy 1) 05 eslad 5 S e gt 15 I L oS Ol s Jee: DNS
..u“;daugbuuwwjmﬁwybuuguwsuuq

5L ol g2 o 08 DNS 48 sy oo (Con/DC 4 ot 45 il 42313 AGiTIONI Dyl 5 ol rgr o) oS o conS w5 DC 5 5 DC
el b IP 5 Lol JLSDNS o

SERVER
= 192.168.1.1 4.2.2.4
] DNS, DC

NAME IP ADDRESS

S1 192.168.1.11

S2 192.168.1.12

S3 192.168.1.13

192.168.1.11 192.168.1.12 192.168.1.13

<l §Cwzr Los NET ADDRESS o oS o sl S 55 s szt google.com ol SI sl S 55 3
DNS SEVER §l,—v 4y Ay 55 s 45 DNS s il ol DNS SERVER 192.168.1.1 &3 by o sl (il g oo 15 14T AN )
ASL UL GETWAY 4.2.2.4 oy O 5w 31 Ll a5 dagd o g oSl 3950 DS T % s 3,100, r.w‘ ol 4S8 Ly o DNS 35, o0
sl b Sl s dle 5l e o a5 5 o OIS
Pl g o S5l b Bl sl e s ol G el

Y
------- . CLIENT

1. Client m——>> Wwwwyahog  w——> ISP | CLENT | el
2. ISP m——>  Wwww.yahoo w——=> Root Server SFRVER
3. RootServer m——==> .COM me——=> |SP ~—
4. ISP w———> .COM w—— .Com Server ‘ —
5. Com Server w——>  yahoo.com w——"> DNS o \CC_JM/
6. DNS w———>  Yahoo.com w——> Yahoo Server P " SFRVER
7. YAHOO w——=—>  |P Adress w———> |SP ~——
8. ISP m——=  |P Adress m——= Client

Y

Ne— 1

SERVER

YAHOO

N—

w1y Oledbl 5 Catch 3l AlolbMl LS ol > 53 15 google (s 28 48 Sos,l o 355 0 0,53 5w catch s Y Sl
&:A_.w‘)}-)JDNS )‘45&‘ d)v\.’ &:»w‘)}‘)“)‘f)‘.gs)iib)t{u}ﬁ& aJ?Sr.ACllentJS}x»lSCatch )JMJM}MD@)‘
355 oo Joo5 (GOOGLE) 55,0 DNS & "Lasites 5 3,51 o |5 google ol 3= 53 IP sl (S

L}_'.’:éj\ ﬁ)l—a—nj .C—w| DOWN aJ_:..v‘j} g}_b J)_.i&mNG J..nga)lsv QYJJ&&S@MNG ‘)DNSA{.IQ};.]A 1P @’5‘9
Yol 45 i o (3, DNS 1 85 sl o VLAY 5 5slS 53 1) ol VLAY Sl o8 1 LAN a3 G o L ) iz

CAA.W.;JA443‘}5-wwﬁjjbjwbCaM‘L;v\.qg.JG‘jaMS}LS}L45‘)))‘&&.«.4‘6[.&”3Q‘}IJ‘\SC».M‘@‘)JQ)L@J

l3 4 Obes L S Oy gl e golas 5 oS w5 DL o3Il
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P S abslael L1, 1P 192.128.2.5 124 0k ol

IP | [11000000.10000000.00000010].00000101 |
SM| 11111111.11111111.11111111 .00000000

N

™ NET ADDRESS 53 oo IP )3 oujls ) sde SUBNET MASK L &S > U

CHOSTTP 555 0 0T ks

§ oS e Lol as Gl g as cnl pl g Lls 55 (YOOY00.Y000 00 ) /24 > 2l 318 wiS (G alt s s
Lo sl e 355 e i 35 sl 03 S 1S 1) il syl G oS 0,0 s ) oSt ST S
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sl GO STIP o

AS,__;VLQ:J;,L_S&_ABROADCASTséjmlsﬁjm&g&iébﬁwwﬁjéu@fw&yw&
S o Jil 1 s L sl 180 B a8 SIS b 5 5 sl e e

el €-------------
7\ 7\
A A
/\ /\
L ———— €«-------------
7\ 7\
A A
/\ /\
2 mb

A._.ab r‘ﬁﬁb))}ﬁ@é;ﬁd%}dﬁ ‘Wsﬁﬂjjw“m\) \ch\-\c'c' /Yi”w¢§b|P C’)LA;‘JB-

172.16.1.0 /124
172.16.2.0 [24
172.16.3.0 /124
172.16.1.1 /16 R1 s1/0 s1/0 R2 S arei Jlo @

[[ROUTER R1]] [[ROUTER R¥]]
F.+ =LAN1 F...= LAN2
S1/0 = R2 S1/0

172.16.2.1 /16

Al e Sl as Sey 4 0slsIp r@mw.whﬁ_yﬁNetAddressﬁ.mé)&):umyfh

R1
Router>en
Router#conf t
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Enter configuration commands, one per line. End with CNTL/Z.
Router# host R1

R1(config)#int loopback O

R1 (config-if)#ip add 172.16.1.1 255.255.0.0

R1 (config-if)#no shut

3l o ool 25 cpl 4 OTNET ADDRESS 45 | loopback 5| IP

10101100.00010000.00000001.00000001
11111111.111112111.11111111.00000000

R1 (config-if)#
R1 (config-if)y#do sho ip int bri

Interface IP-Address  OK? Method Status Prot

ocol

FastEthernet0/0 unassigned  YES unset administratively down down
Seriall/0 unassigned  YES unset administratively down down
Seriall/1 unassigned  YES unset administratively down down
Seriall/2 unassigned  YES unset administratively down down
Seriall/3 unassigned  YES unset administratively down down
Seriall/4 unassigned  YES unset administratively down down
Seriall/5 unassigned  YES unset administratively down down
Seriall/6 unassigned  YES unset administratively down down
Seriall/7 unassigned  YES unset administratively down down
LoopbackO 172.16.1.1  YES manual up up

R1#sho ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - 1S-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

C 172.16.0.0/16 is directly connected, Loopback0

R1 (config-if)#

R1(config)#int loopback 1

R1(config-if)#ip add 172.16.1.2 255.255.0.0

% 172.16.0.0 overlaps with LoopbackO
10101100.00010000.00000001.00000010
111112111.11211112.111211111.00000000

‘el Jsl Jre oa o) NET ADDRESS .pules S ol G T s s e Uas byl s

S 2 P g,

R1(config-if)#

R1(config-if)#int loopback 1

R1(config-if)#ip add 172.16.2.1 255.255.255.0
R1(config-if)#no shut

3y o 5 |, loopback e 95 IP

10101100.00010000.00000010.00000001
11111111.11111111.11111110.00000000

IS e JEESN
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R1(config-if)#
R1(config-if)#do sho ip route
Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i -1S-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - I1S-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route
Gateway of last resort is not set
172.16.0.0/24 is subnetted, 2 subnets
C 172.16.1.0 is directly connected, Loopback0
C 172.16.2.0 is directly connected, Loopbackl
R1(config-if)#
S o5 LIP 5
R1(config-if)#ip add 192.168.1.1 255.255.255.0
R1(config-if)#no shut
R1(config-if)#int loopback 1
R1(config-if)#ip add 192.168.1.129 255.255.255.0
% 192.168.1.0 overlaps with LoopbackO

‘ol Jsl Jro oa o) NET ADDRESS .pules S ol G T s s e Uas bl s

R1(config-if)#

R1(config)#int loopback O

R1(config-if)#ip add 192.168.1.1 255.255.255.128
11000000.10101000.00000001.00000001
11111111.112111112.11111111.10000000

535 5 5o |STNET ADDRESS 45 135 s (5IS Subnet Mask 03 S 5 52l bl

R1(config-if)#no shut

R1(config-if)#int loopback 1

R1(config-if)#ip add 192.168.1.129 255.255.255.128
11000000.10101000.00000001.10000001
11111111.11211111.11111111.10000000

R1(config-ify#no shut

R1(config-if)#

R1(config-if)#do sho ip rout

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

192.168.1.0/25 is subnetted, 2 subnets

C 192.168.1.0 is directly connected, LoopbackO

C 192.168.1.128 is directly connected, Loopbackl

R1(config-if)#
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: (SUBNETWORKING) 4 93 49 4Cu0 mawdl (599

R1
ssles NA 192.168.1.0 /24

11000000.10101000.00000001.00000000
11111111.11111111.11111111.00000000
SubMask ~ SM  255.255.255.0

ool odsl  FA 192.168.1.1 /24

- § 256
ool w1 LA 192.168.1.254 /24 0
Se sl BA 192.168.1.255 /24 - 255 1
R2
oosles NA  172.16.0.0 /16

11000000.10101000.00010000.00000000
11111111.11111111.00000000.00000000
SubMask ~ SM  255.255.0.0

sl sl FA 172.16.0.1 /16

ol sl LA 172.16.255.254 /16
S5 .l BA  172.16.255.255 /16

R3
sosles NA  192.200.5.0 124

11000000.10101000.00000101.00000000
11111111.11111111.11111111.00000000
SubMask ~ SM  255.255.255.0

sl ol FA 192.2005.1 /24

sl sl LA 192.200.5.254 /24
S5 sl BA  192.200.5.255 /24

Ao 5 | STNA, FA, LA, BA S A e (Sl a3 a4 VATV TAN s ) Al
OLialaS o L S das o ez 0,1 b 52 8 (sla 5UA ¢ seme 4y SUBNET MASK A1 obA o 3 S S0 S Blal L

)JJMJ)JASCAMM_J)‘J.;_}w‘éﬁb)‘Q}Lﬁ'ﬁL@MJ‘r‘ﬁjﬁNA45.,\%_9@;‘5)[9“:‘)‘J;MJJM&‘;}‘}@

/—\ bﬁf‘.f.:‘:"‘"i&i
255.255.255.0 11111111.11111111.11111111.10000000 255.255.255.128
R1
oosles NA  192.168.1.0 125
256

11000000.10101000.00000001.00000000 0
11111111.11111111.11111111.10000000 255 1
SubMask ~ SM  255.255.255.128 254
ool ol FA 19216811 /25

sl sl LA 192.168.1.126 /25
S5 sl BA  192.168.1.127 /25

R2
ooles NA  192.168.1.128 /25

11000000.10101000.00000001.10000000
11111111.11111111.11111111.10000000 26
SubMask  SM  255.255.255.128 et
ol dsd FA 192.168.1.129 /25

IS e JEESN
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ol il LA 192.168.1.254 /25
S5 sl BA 192.168.1.255 /25

.Mﬁ|JJTNA,FA,LA,BA;.,,§J34_IJM&)MWJLRA_:b\%\"\'\/\c\u S Yl

R1
ssTes NA  192.168.1.0 /26
11000000.10101000.00000001.00000000 286
11111111.11111111 .11111111.11000000 -
SubMask ~ SM  255.255.255.192 254
sl ods FA  192.168.1.1 126

- 62
sl T LA 192.168.1.62 /26 . 2
ﬂflfé JUJT BA 192.168.1.63 /25 19 6
R2 191 65
solcs NA 192.168.1.64 /26 9
11000000.10101000.00000001.01000000
11111111.11111111.11111111.11000000 126
SubMask SM 255.255.255.192 129 127
Ll FA 192.168.1.65 /26 128
sl T LA 192.168.1.126 /26
S1s sl BA 192.168.1.127 /26
R3 R4
ssTes NA  192.168.1.128 /26 sles NA 192.168.1.192 /26
11000000.10101000.00000001.10000000 11000000.10101000.00000001.11000000
11111111.11111111.11111111.11000000 11111111.11111111.11111111.11000000
SubMask ~ SM  255.255.255.192 SubMask ~ SM  255.255.255.192
sl od)  FA  192.168.1.65 /26 sl d)  FA  192.168.1.193 /26
sl T LA 192.168.1.190 /26 sl 1 LA 192.168.1.254 /26
LS5 1 BA  192.168.1.191 /26 S5 1 BA  192.168.1.255 /26

S 3 /Y LN 4 s L /YY S s OF 03 68 L mled ol (Ssbne e 1 4K b oS ol 350 a3 Slkes

256
0
(25+1)/26
(26+1)/27
(24+1)/26

soinsns Lol T¥/alsul
33 5 LaL o (NA, BA) Coul 555593 Ol Gbss Aas o b IP UL aS oy /30 a4 U ssd o500 il lgiand 4o 1y S

335 oo 03l POINT TO POINT lais 45 ol LA 5 FA ole 3L (o
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e 5o | STNA, FA, LA, BA 5 5 4 o A S e - I AR A AR U REPLSR-IS £
R1
ssles NA  192.168.1.0 /25

11000000.10101000.00000001.00000000
11111111.11111111.11111111.10000000
SubMask ~ SM  255.255.255.128

soslods  FA 19216811 /25

sl il LA 192.168.1.126 /25
S s BA 192.168.1.127 /25

256
R2 0
s»les NA 192.168.1.128 /26 pou
11000000.10101000.00000001. 10000000
11111111.11111111.11111111.11000000
SubMask ~ SM  255.255.255.192 103
soslods  FA 192.168.1.129 /26 49 64
sl T LA 192.168.1.190 /26 o
S sl BA 192.168.1.191 /26
R3 . 126
sl NA 192.168.1.192 /26 129 127
11000000.10101000.00000001.11000000 128
11111111.11111111.11111111.11000000
SubMask SM  255.255.255.192
soslods  FA 192.168.1.193 /26
ool sl LA 192.168.1.254 /26
Sl sl BA 192.168.1.255 /26
IYAV/ o1/ ¥
256
0 Mwﬂﬁd)wbﬁmﬁsde&ubﬁwf&ﬁ

W4.(.,.53dej}w.ajf\.>)|>6@Mq&,§joﬂb@6ﬁj\x

(25+1)/261— \ il H aes 31 L

.V.:;Ss\.éulr.;)&\‘\/s.)&p.)il.:r?a;

(26+1)/27

(24+1)/25 - Net Address (/. G sBroadCast s/ O ald o ode 53 4K s

.ol BroadCast S Y00.Y00.Y00.Y00 sl o Duplicat Name 45 Jas s

A Jize dm o Vv glaasin 53 SWITCHING o) gluml a4 s aelsl
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sl ok i Ceand al g WAV/YIFS 56 51 Yl

$50 5 s Sos 2 1P Clatl e 1) 5w

- (Point To Point) AL o< S OLEIP L baalasan a5 pl Cs oS GlaSTIP Olazil s

172.17.o.c®v el
P P
172.16.1.0 11 Lf J 172.16.0@ X Gt

; Xy 1.2 172.16.2.0 11

172.16.3.0 11

X4 12 172.16.4.0 11

§B IS L (slasls 53 SUBNETTING O3 S w3 o350 1V 15w
R1 R2

ol o NA 192.168.1.0 124 192.168.2.0 124
T +1 +1
ol odsl  FA  192.168.1.1 ) 192.168. 2.1 >

ool sl LA 192.168.1.254 192.168.2.254
P 1 -1 -1
SLs usl BA  192.168.1.255 192.168.2.255

+1

. 2.0
Jﬁy&ﬁobﬁ@jaﬁp@&ﬁoﬂ\‘o-\M‘j@dﬁjsﬁ@&g‘ﬂu‘p\“Oo

R1 R2
ol o NA 172.16.0.0 /16 172.17.0.0 /16
ool odsl  FA  172.16.0.1 >+1 172.17. 0.1 >+1
sl onsl LA 172.16.255.254 172.17.255.254

1 1 -1 -1
LSLo sl BA  172.16.255.255 172.17.255.255

+1
.17 . 0. 0
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J:SML;}W &J/\M‘) WY N JAJJT :‘ J'éﬁ)

0 S0P Wl e Y slee OF Ol 4 1) 63100 &

SubMask(SM) 255

(18+1)/19 Lps i pannili U9
(16+1)/17 | Ulwsy
R1 R2
NA 172.16.0.0 /19 172.32.0.0 /19
FA 172.16.0.1 172.16.32.1
LA 172.16.31.254 172.16.63.254
BA 172.16.31.255 172.16.63.255

\

-V:S@“Siél-é;“)-*"f“ih;‘

31 256
172.16.32. 0
-1

172.16.31.255

0 255
NA ¢ BA
NA ¢ L 4 BA

0 N\ 255
owlirely bhsd Il sJg 590 BA |, cuwMS o8 Slp=s, 5> sac ol

R3

vy

11111111.11111111.11150000,00000000J

255

224 . 0

172.16.64.0 /19

172.16.64.1

172.16.95.254

172.16.95.255

P 6"93
172.16.0 .1
172.16 .0 .2
172.16.0 .3
172.16. 0 .254
172.16.0 .255
172.16.1 .0
172.16.1 .1
172.16.1 .2
172.16.1 .3
172.16. 1 .254
172.16.1 .255
172.16.2 .0
172.16.2 .1
172.16
172.16
172.16

J*bJ/MJC..,é VYAV/+ Y/ 9

JJ‘JXMMOJ.:M)L;‘JJJJMASﬁ)‘JE'GRP&

Al Jsdor 53 5 5 o3 5 s 2 AUt sk 1 S e bl | Yaioen

SLa sy oses ol b Js s el | Variance 1 baas Jsene S 5o Lo oo
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Cdls Al L s Alternative 5 WLl3 Olge 4 g s dal g b ok
(2-2=14) Variance 2
(3«2=06) Variance 3
.Cus Dynamips J|J~é|¢f' 033 Sl Bl sla S, L e ol

172.17.0.0 /24 18.1.1.0 /30 172.16.0.0 / 24
255.255.255.252 IP: 172.16 R1 R2 R3
1/0 N J J
2/0 NA NE IRAARA
3/0 IR A AN N N
IP: 172.17 R1 R2 R3
1/0 J v v
2/0 Y.Y Ni NA

LAN1E LAN2

s d (B Wl & ol e a5 w0 oS (55 5elS b 5l S a4 Ll sl
Run - CMD - ping 192.168.34.236 EESRPL
CMD - telnet 192.168.34.236 2007 53, 4 JLal
R2

Telnet 192.168.34.236
System Bootstrap, Version 11.0(10c), SOFTWARE
Copyright (c) 1986-1996 by cisco Systems
2500 processor with 6144 Kbytes of main memory
Notice: NVRAM invalid, possibly due to write erase.
F3: 7877876+112708+596456 at 0x3000060
Restricted Rights Legend
Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph
(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph
(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.
cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706
Cisco Internetwork Operating System Software
|OS (tm) 2500 Software (C2500-1-L), Version 12.1(2)T, RELEASE SOFTWARE (fc1)
Copyright (c) 1986-2000 by cisco Systems, Inc.
Compiled Tue 16-May-00 13:28 by ccai
Image text-base: 0x03040E54, data-base: 0x00001000
cisco 2500 (68030) processor (revision N) with 6144K/2048K bytes of memory.
Processor board ID 16310750, with hardware revision 00000000
Bridging software.
X.25 software, Version 3.0.0.
1 Ethernet/IEEE 802.3 interface(s)
2 Serial network interface(s)
32K bytes of non-volatile configuration memory.
8192K bytes of processor board System flash (Read ONLY)

--- System Configuration Dialog ---

Bl
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Would you like to enter the initial configuration dialog? [yes/no]: n 23 4 ol g Dynamips Jze

Press RETURN to get started!

00:00:05: 9%LINK-3-UPDOWN: Interface Ethernet0, changed state to up

00:00:05: %LINK-3-UPDOWN: Interface SerialO, changed state to up

00:00:05: %LINK-3-UPDOWN: Interface Seriall, changed state to down

00:00:32: %LINEPROTO-5-UPDOWN: Line protocol on Interface EthernetO, changed state to down
00:00:48: %LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0, changed state to up
00:01:25: %LINEPROTO-5-UPDOWN: Line protocol on Interface SerialO, changed state to down
00:01:26: %IP-5-WEBINST_KILL: Terminating DNS process

00:01:26: %LINK-5-CHANGED: Interface EthernetO, changed state to administratively down
00:01:26: %LINK-5-CHANGED: Interface SerialO, changed state to administratively down
00:01:26: %LINK-5-CHANGED: Interface Seriall, changed state to administratively down
00:01:27: %SYS-5-RESTART: System restarted --

Cisco Internetwork Operating System Software

|OS (tm) 2500 Software (C2500-1-L), Version 12.1(2)T, RELEASE SOFTWARE (fc1)

Copyright (c) 1986-2000 by cisco Systems, Inc.

Compiled Tue 16-May-00 13:28 by ccai

00:01:27: %LINEPROTO-5-UPDOWN: Line protocol on Interface Seriall, changed state to down

R2

Router>en

Router#sh ip int bri S et IS S8 S
Interface IP-Address  OK? Method Status Protocol

EthernetO unassigned  YES unset administratively down down

Serial0 unassigned  YES unset administratively down down

Seriall unassigned  YES unset administratively down down

Router#

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)# host R2

R2(config)# S S b S et el Y-
R2(config)#int e0

R2(config-if)#ip add 172.16.1.2 255.255.255.0
R2(config-if)#no shut

R2(config-if)#int s1

R2(config-if)#ip add 172.16.3.1 255.255.255.0
R2(config-if)#no shut

R2(config-if)#int sO

R2(config-if)#ip add 172.16.2.2 255.255.255.0
R2(config-if)#no shut

R2(config-if)#

R2(config-if)#

R2(config-if)#

R2(config-if)#"Z

R2#

R2#sho ip int bri S SIS Sy Sl ebss

Interface IP-Address  OK? Method Status Protocol

EthernetO 172.16.1.2 YES manual up up

Serial0 172.16.2.2  YES manual up down

Seriall 172.16.3.1  YES manual up down

R2#wr (S 0 03 S eels il |y Sldass
Building configuration...

[OK]

R2#

R2#ping 172.16.1.1 S o S L (7 5 50355 slaglaes lewd 2l

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.1.1, timeout is 2 seconds:
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Success rate is 80 percent (4/5), round-trip min/avg/max = 4/4/4 ms
R2#ping 172.16.1.3

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.1.3, timeout is 2 seconds:

Success rate is 80 percent (4/5), round-trip min/avg/max = 4/5/8 ms
R2#ping 172.16.2.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.2.1, timeout is 2 seconds:

..... Pl 03,50 s 25 1y 555 SO d sl 558 ) g5

Rate:
Vo 5168 S o s L S B Y alisny STV O i o Yo (85 5 i oo sl mly b Ol 35
L;‘IE}(M‘JWQUY’,mhubeWJ@UYﬁ‘ﬁﬁb}\}&lﬁ)o)b&.&bw&jﬂb}&@ﬁﬁﬁlﬂj
=2 =S Rat Ll wl&mﬁa&g;), ol 93 Jéj&.;f;’ar.:lé::Rat Ll s gd o aien S, 93y Serial Cable
J‘s@m‘b“:f"}‘l“) &J)}j:ﬁf@ (’J)"‘)‘ bRat ;.Lfbl..: J,,aj128kl.;64k ijAA.ZJf‘}J‘)‘JRat ! J-.o_j @ﬁ@j})

J'ASL;‘ o3l Clock )j:.wb )‘ CM.A‘ DCE 456‘25‘5) QJJSRAT L;‘J"

DTE DCE -DTE b ol DCE 45 i oS oo J S 15 S0 d 2l k]
Success rate is 0 percent (0/5)
R2#
Success rate is 0 percent (0/5)
R2#sho controllers serial 0
HD unit 0, idb = 0x103978, driver structure at 0X10ADEO
buffer size 1524 HD unit 0, RS-232 DCE cable
cpb = 0x61, eda = 0x4940, cda = 0x4800
RX ring with 16 entries at 0x614800
00 bd_ptr=0x4800 pak=0x24B908 ds=0x61ECC8 status=80 pak_size=0
01 bd_ptr=0x4814 pak=0x24B688 ds=0x61E60C status=80 pak_size=0
02 bd_ptr=0x4828 pak=0x24B408 ds=0x61DF50 status=80 pak_size=0
03 bd_ptr=0x483C pak=0x24B188 ds=0x61D894 status=80 pak_size=0
04 bd_ptr=0x4850 pak=0x24AF08 ds=0x61D1D8 status=80 pak_size=0
05 bd_ptr=0x4864 pak=0x24AC88 ds=0x61CB1C status=80 pak_size=0
06 bd_ptr=0x4878 pak=0x24AA08 ds=0x61C460 status=80 pak_size=0
07 bd_ptr=0x488C pak=0x24A788 ds=0x61BDA4 status=80 pak_size=0
08 bd_ptr=0x48A0 pak=0x24A508 ds=0x61B6E8 status=80 pak_size=0
09 bd_ptr=0x48B4 pak=0x24A288 ds=0x61B02C status=80 pak_size=0
10 bd_ptr=0x48C8 pak=0x24A008 ds=0x61A970 status=80 pak_size=0
11 bd_ptr=0x48DC pak=0x249D88 ds=0x61A2B4 status=380 pak_size=0
12 bd_ptr=0x48F0 pak=0x249B08 ds=0x619BF8 status=80 pak_size=0
13 bd_ptr=0x4904 pak=0x249888 ds=0x61953C status=80 pak_size=0
14 bd_ptr=0x4918 pak=0x249608 ds=0x618E80 status=80 pak_size=0
15 bd_ptr=0x492C pak=0x249388 ds=0x6187C4 status=80 pak_size=0
16 bd_ptr=0x4940 pak=0x249108 ds=0x618108 status=80 pak_size=0
cpb = 0x61, eda = 0x5000, cda = 0x5000
TX ring with 4 entries at 0x615000

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#int sO

R2(config-if)# clock rate 64000
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R2(config-if)y#"Z

.DTE L &l DCE S iy oS 0 J 28 15 81 e 2ol Yl
R2#show controllers serial 1
HD unit 1, idb = 0x110064, driver structure at 0x1174C8
buffer size 1524 HD unit 1, RS-232 DCE cable
cpb = 0x62, eda = 0x3140, cda = 0x3000
RX ring with 16 entries at 0x623000
00 bd_ptr=0x3000 pak=0x11B084 ds=0x62CEOQC status=80 pak_size=0
01 bd_ptr=0x3014 pak=0x11AE04 ds=0x62C750 status=80 pak_size=0
02 bd_ptr=0x3028 pak=0x11AB84 ds=0x62C094 status=80 pak_size=0
03 bd_ptr=0x303C pak=0x11A904 ds=0x62B9D8 status=80 pak_size=0
04 bd_ptr=0x3050 pak=0x11A684 ds=0x62B31C status=80 pak_size=0
05 bd_ptr=0x3064 pak=0x11A404 ds=0x62AC60 status=80 pak_size=0
06 bd_ptr=0x3078 pak=0x11A184 ds=0x62A5A4 status=80 pak_size=0
07 bd_ptr=0x308C pak=0x119F04 ds=0x629EES8 status=80 pak_size=0
08 bd_ptr=0x30A0 pak=0x119C84 ds=0x62982C status=80 pak_size=0
09 bd_ptr=0x30B4 pak=0x119A04 ds=0x629170 status=80 pak_size=0
10 bd_ptr=0x30C8 pak=0x119784 ds=0x628AB4 status=80 pak_size=0
11 bd_ptr=0x30DC pak=0x119504 ds=0x6283F8 status=80 pak_size=0
12 bd_ptr=0x30F0 pak=0x119284 ds=0x627D3C status=80 pak_size=0
13 bd_ptr=0x3104 pak=0x119004 ds=0x627680 status=80 pak_size=0
14 bd_ptr=0x3118 pak=0x118D84 ds=0x626FC4 status=80 pak_size=0
15 bd_ptr=0x312C pak=0x118B04 ds=0x626908 status=80 pak_size=0
16 bd_ptr=0x3140 pak=0x118884 ds=0x62624C status=80 pak_size=0
cpb = 0x62, eda = 0x3800, cda = 0x3814
TX ring with 1 entries at 0x623800
00 bd_ptr=0x3800 pak=0x000000 ds=0x630E38 status=80 pak_size=22
01 bd_ptr=0x3814 pak=0x18B334 ds=0x6236A4 status=80 pak_size=22
0 missed datagrams, 0 overruns
0 bad datagram encapsulations, 0 memory errors
0 transmitter underruns
0 residual bit errors

S I3 Bl L b Kl A R3 55, b oS ol | Clock Ola 5a) 53 b be ey
R2#conf t
Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#int s1
R2(config-if)# clock rate 64000
R2(config-if)#"Z
R2#sho ip int bri

Interface IP-Address  OK? Method Status Protocol
EthernetO 172.16.1.2 YES manual up up
Serial0 172.16.2.2  YES manual up up
Seriall 172.16.3.1  YES manual up up

S o S 1 gl 5355 (glemnsd 2

R2#ping 172.16.3.2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.3.2, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 32/32/32 ms
R2#ping 172.16.3.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.3.1, timeout is 2 seconds:
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R2#ping 172.16.2.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.2.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 32/32/32 ms
R2#ping 172.16.2.2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.2.2, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 56/60/68 ms
R2#ping 172.16.1.3

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.1.3, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 4/5/8 ms
R2#ping 172.16.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.1.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 4/5/8 ms
R2#ping 172.16.1.2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.1.2, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 4/4/8 ms
R2#conf t

oS o 5 STATIC g4 5115095 459
Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#ip route 80.1.1.0 255.255.255.0 172.16.1.1

R2(config)#ip route 172.17.0.0 255.255.0.0 172.16.1.1

R2(config)#™Z

R2#sho ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - I1S-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

80.0.0.0/24 is subnetted, 1 subnets

80.1.1.0 [1/0] via 172.16.1.1 .Cawl STATIC ailias S

172.17.0.0/16 [1/0] via 172.16.1.1

172.16.0.0/24 is subnetted, 3 subnets

172.16.1.0 is directly connected, EthernetO

172.16.2.0 is directly connected, SerialO

172.16.3.0 is directly connected, Seriall

nwm

BOOO

#
R2#ping 172.17.1.1
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:@\Cu(ji“; S IVYAVA D Ll Bl 5 odis oas 55m ) s,
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.17.1.1, timeout is 2 seconds:
u.u.u
Success rate is 0 percent (0/5)

el o 13 (s 4S02) 80111 L L blol 5 e ol ) i,

R2#ping 80.1.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 80.1.1.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 4/4/4 ms
R2#ping 80.1.1.2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 80.1.1.2, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 32/36/44 ms
R2#ping 172.17.1.1

:w\cu(ﬁ; S MYV Ll Bl 5ot olas 50a ¥ 55,

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.17.1.1, timeout is 2 seconds:
u.u.u

Success rate is 0 percent (0/5)

R2#

R2#ping 172.17.1.1

Iw‘euj‘ﬁﬂ(;ib@) WYV A Lgb.bhj)‘)ov\..imﬁ.ﬁ\cjs‘j)

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.17.1.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 32/32/32 ms
R2#

R2#ping 172.17.1.2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.17.1.2, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 32/44/92 ms
R2#ping 172.17.1.3

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.17.1.3, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 32/32/36 ms
R2#ping 172.17.2.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.17.2.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 44/47/48 ms
R2#ping 172.17.2.2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.17.2.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 44/48/52 ms
R2#wr
Building configuration...
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[OK]
R2#

Rk R R e R R b o o R R R o b o o e e e R R R o R R e e R R R R R R R R R R o o R R R R ok ok b R e o

: 23 c0 s DEFAULT STATIC 4 3 0315 s STATIC g4 3115 555 559,

W 3T 4 S g mfod 7 Bamo ST, 1.2, 2.2, 3.1 (slgud gl

R2#conf t
Enter configuration commands, one per line. End with CNTL/Z.
R2(config)# no ip route 172.17.0.0 255.255.0.0 172.16.1.1
R2(config)# no ip route 80.1.1.0 255.255.255.0 172.16.1.1
R2(config)#ip route 0.0.0.0 0.0.0.0 172.16.1.1
R2(config)#"™Z
R2#sho ip route
Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i -1S-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - I1S-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route
Gateway of last resort is 172.16.1.1 to network 0.0.0.0

172.16.0.0/24 is subnetted, 3 subnets

172.16.1.0 is directly connected, EthernetO

172.16.2.0 is directly connected, SerialO

172.16.3.0 is directly connected, Seriall
* 0.0.0.0/0 [1/0] via 172.16.1.1 «“ww| DEFAULT STATIC i S*
R2#ping 172.17.2.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.17.2.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 48/48/48 ms
R2#ping 172.17.1.2
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.17.1.2, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 32/33/36 ms
R2#

YNONONQ!

Rk R R e R R o o o R R R R R o o o o R e R R R R R R R o R R R R R R R o o kR R R R o ok e e o o

: 3 c0 i RIP 4 9 0315 s DEFAULT STATIC g4 3115 395 595

s 315 4 5L g mled T (S W1 1.2, 2.2, 3.1 (slgusd i
R2#conf t
Enter configuration commands, one per line. End with CNTL/Z.
R2(config)# no ip route 0.0.0.0 0.0.0.0 172.16.1.1
R2(config)# router rip
R2(config-router)# network 172.16.3.0
R2(config-router)# network 172.16.2.0
R2(config-router)# network 172.16.1.0
R2(config-routern)#~Z
R2#
R2#sho ip route
Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
Bl JEGEN e RN
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N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - I1S-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route
Gateway of last resort is not set
R 80.0.0.0/8 [120/1] via 172.16.1.1, 00:00:11, EthernetO Wl RIP @bl R
[120/1] via 172.16.2.1, 00:00:11, Serial0

Sl a:ﬁ u—af"’ b 3)5- )}..Afjs)) ‘J’.’.) ﬁ)\.,\.: “) YWYV e )}uh
172.16.0.0/24 is subnetted, 3 subnets
172.16.1.0 is directly connected, EthernetO

172.16.2.0 is directly connected, SerialO
172.16.3.0 is directly connected, Seriall

gOOO

#
C,m.»‘ °'>JSL§'.9JM|J Jffj:}‘)‘ﬂj V_LJ‘.)‘J \VY«\\/‘\‘\ Yl}

R2#ping 172.17.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.17.1.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 32/46/72 ms
R2#ping 172.17.1.2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.17.1.2, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 32/49/64 ms
R2#ping 172.17.2.2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.17.2.2, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 32/48/60 ms
R2#ping 172.17.2.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.17.2.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 32/44/60 ms
R2#ping 172.17.1.3

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.17.1.3, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 32/48/60 ms
R2#ping 172.16.32

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.3.2, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 28/31/32 ms
R2#ping 172.16.1.3

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.1.3, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 4/7/20 ms
R2#ping 172.16.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.1.1, timeout is 2 seconds:
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Success rate is 100 percent (5/5), round-trip min/avg/max = 4/5/8 ms
R2#ping 80.1.1.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 80.1.1.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 4/16/32 ms
R2#ping 80.1.1.2
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 80.1.1.2, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 32/47/60 ms
R2#conf t
Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#no router rip 1p9d)S Wi |y RIP
R2(config)#™Z
R2#
R2#sho ip route
Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - 1S-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route
Gateway of last resort is not set

ol RIP
172.16.0.0/24 is subnetted, 3 subnets

C 172.16.1.0 is directly connected, EthernetO
C 172.16.2.0 is directly connected, SerialO
C 172.16.3.0 is directly connected, Seriall
R2#

kkhkkhkkhkkhkkhkkhhkkhkkhhkhkkhhkhkkhhkkhhkkhhkhkhhkhkhhhkhhhkhhhkhhhkhkhhkhkhhkhkhhkkhhkkhhkkhkhkkhkhkkhkhkkhkhkkkhkkk kkk,*k*x*%

DO n il EIGRP 4 g 0810 yui RIP £43 3115 885 59,
W 3T 4 S g mfod T Bmo ST, 1.2, 2.2, 3.1 (slgusd y!

R2#conf t

R2(config)# router eigrp 100

R2(config-router)# network 172.16.3.0

R2(config-router)# network 172.16.1.0

R2(config-router)# network 172.16.2.0

R2(config-router)#

R2(config-routern)#~Z

R2#sho ip route

01:35:26: %SYS-5-CONFIG_I: Configured from console by console

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i -1S-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - I1S-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

D 80.0.0.0/8 [90/2195456] via 172.16.1.1, 00:00:19, Ethernet0 ! EIGRP @l D

D 172.17.0.0/16 [90/2221056] via 172.16.1.1, 00:00:19, EthernetO
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172.16.0.0/24 is subnetted, 3 subnets
C 172.16.1.0 is directly connected, EthernetO
C 172.16.2.0 is directly connected, SerialO
C 172.16.3.0 is directly connected, Seriall
R2#

R2#ping 80.1.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 80.1.1.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 4/4/8 ms
R2#ping 172.17.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.17.1.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 32/32/32 ms
R2#

kkhkkhkkhkkhkkhkhhkhkkhhkhkkhhkhkkhhkhkkhhkkhhkhkhhkhkhhhkhhhkhhhkhhhkhkhhkhkhhkhkhhkkhhkkhkhkkhkhkkhkhkkhkhkkhkhkkkhkkk,kkk,*k*x*%

D e o0 gt OSPF @ 9 0018 yuxi EIGRP £45 3115895 49,
W 31T 4 Sl g mfed T Bamo ST, 1.2, 2.2, 3.1 (slgud gl
R2#conf t
R2(config)#
R2(config)# no router eigrp 100
R2(config)# router ospf 100
R2(config-router)# network 172.16.1.0 0.0.0.255 area 0
R2(config-router)# network 172.16.2.0 0.0.0.255 area 0
R2(config-router)# network 172.16.3.0 0.0.0.255 area 0
R2(config-router)#
R2(config-router)#"Z
R2#sho ip route
Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i -1S-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - I1S-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route
Gateway of last resort is not set
172.16.0.0/24 is subnetted, 3 subnets
C 172.16.1.0 is directly connected, Ethernet0
C 172.16.2.0 is directly connected, SerialO
C 172.16.3.0 is directly connected, Seriall
R2#sho ip ospf inte
EthernetO is up, line protocol is up
Internet Address 172.16.1.2/24, Area 0
Process ID 100, Router ID 172.16.3.1, Network Type BROADCAST, Cost: 10
Transmit Delay is 1 sec, State BDR, Priority 1
Designated Router (ID) 172.16.3.2, Interface address 172.16.1.3
Backup Designated router (ID) 172.16.3.1, Interface address 172.16.1.2
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:02
Index 1/1, flood queue length 0
Next 0x0(0)/0x0(0)
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Last flood scan length is 0, maximum is 1
Last flood scan time is 0 msec, maximum is O msec
Neighbor Count is 2, Adjacent neighbor count is 2
Adjacent with neighbor 172.16.2.1
Adjacent with neighbor 172.16.3.2 (Designated Router)
Suppress hello for 0 neighbor(s)
Serial0 is up, line protocol is up
Internet Address 172.16.2.2/24, Area O
Process ID 100, Router ID 172.16.3.1, Network Type POINT_TO_POINT, Cost: 64
R2#sho ip route
Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i -1S-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - I1S-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route
Gateway of last resort is not set
80.0.0.0/30 is subnetted, 1 subnets
80.1.1.0 [110/128] via 172.16.2.1, 00:00:08, Serial0 | OSPF i O
172.17.0.0/24 is subnetted, 2 subnets
172.17.1.0 [110/138] via 172.16.2.1, 00:00:08, Serial0
172.17.2.0 [110/202] via 172.16.2.1, 00:00:08, Serial0
172.16.0.0/24 is subnetted, 3 subnets
172.16.1.0 is directly connected, Ethernet0
172.16.2.0 is directly connected, SerialO
172.16.3.0 is directly connected, Seriall

(ON®)

gOOO

#

R2#ping 80.1.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 80.1.1.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 4/4/8 ms
R2#ping 80.1.1.2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 80.1.1.2, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 32/38/44 ms
R2#ping 172.17.1.2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.17.1.2, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 32/33/36 ms
R2#ping 172.17.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.17.1.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 32/32/32 ms
R2#

ools Bl b Sles 51 43 LS a3l BL,IE Sa, a4 s, 1) dliee

R2
R2#ping 172.17.1.1
Type escape sequence to abort.
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Sending 5, 100-byte ICMP Echos to 172.17.1.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 32/33/36 ms

R4

R4# conf t

R4(config)#access-list 100 deny ip host 172.17.1.3 host 172.17.1.1
R4(config)#access-list 100 deny ip host 172.17.1.3 host 80.1.1.2
R4(config)#access-list 100 deny ip host 172.17.2.2 host 80.1.1.2
R4(config)#access-list 100 deny ip host 172.17.2.2 host 172.17.1.1
R4(config)#access-list 100 permit ip any any

R4(config)#int

R4(config)#ip access-group 10

R2

R2#ping 172.17.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.17.1.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 32/32/32 ms

R1

R1# conf t

R1(config)#access-list 100 deny ip host 172.16.1.3 host 172.16.1.1
R1(config)#access-list 100 deny ip host 172.16.1.3 host 172.16.2.1
R1(config)#access-list 100 deny ip host 172.16.1.3 host 80.1.1.1
R1(config)#access-list 100 deny ip host 172.16.3.2 host 172.16.2.1
R1(config)#access-list 100 deny ip host 172.16.3.2 host 172.16.1.1
R1(config)#access-list 100 deny ip host 172.16.3.2 host 80.1.1.1
R1(config)#access-list 100 permit ip any any

R1(config)#int

R1(config)#ip access-group 10

NVRAM azls abadl 058 SL 5 55, b IS elas]

R2

R2#

R2#erase startup-config

Erasing the nvram filesystem will remove all files! Continue? [confirm]y[OK]
Erase of nvram: complete

R2#
Show IP Interface Brief P35 Sl il Shles Switch#sho ip int bri
P . Interface IP-Address OK?MethodStatus  Protocol
(ShO Ip Int brl) Ethernet0 unassigned  YES unset administratively down down
Show Controllers Serial L Clock Rate o3 (51 Switch#sho contr seri

HD unit 0, idb = 0x103978, driver structure at 0x10ADEO

(Sho cont ser) DTE U <ol DCE 4S oo | buffer size 1524 HD unit 0, RS-232 DCE cable

Clock Rate b 5 55 0m MBI s ki Switch#clock rate 64000
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QUESTION NO: 1

The LAN needs are expanding at the Testking corporate office, which is quickly growing. You are
instructed to enlargethe area covered by a single LAN segment on the TestKing network.

Which of thefollowing are layer 1 devicesthat you can use? (Choose all that apply.)

A. A switch

B. A router

C. A network adapter card

D. A hub

E. A repeater

QUESTION NO: 2
CDP isrunning between two TestKing devices.
What information is supplied by CDP? (Select three)

Ll o ey oo s 42 CDP

A. Device Identifiers
B. Capabilitieslist
C. Platform A

D. Route identifier

E. Neighbor traffic data

QUESTION NO: 3

While troubleshooting a connectivity problem on the network, you issue the ping command from your
PC command prompt, but the output shows " request times out” .

At which OSI layer isthis problem associated with?

A. Thedatalink layer

B. The application layer

C. The access layer

D. The session layer

E. The network layer +/

QUESTION NO: 4

You are a systems administrator and you are about to assign static |P addresses to various servers on
our network. For the network 192.168.20.24/29 the router is assigned to the first usable host address,
whilethelast usable host address goes to your Sales server. Which one of the following commands would
you enter into the

| P properties box of the sales server?

S Cw 2 A tﬂ J\.JJL’ YOou-=Y¢A J\ib Le subnet mask o (/\—Y=-\ ﬁ)b L;Ji [ 93 é") JA )J) YY‘=A (1111 111) (Y’\'—\'Q=Y’)
A5l 192.168.20.24 dJius IP G})j\}’;@S Ly D bLIP el cw,sC Jy.CL

A. IP address: 192.168.20.14 Subnet Mask: 255.255.255.248 Default Gateway:  192.168.20.9
B. IP address: 192.168.20.254 Subnet Mask: 255.255.255.0 Default Gateway: 192.168.20.1
C. IP address: 192.168.20.30 Subnet Mask 255.255.255.248 Default Gateway: ~ 192.168.20.25 -/
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D. IP address: 192.168.20.30 Subnet Mask 255.255.255.240 Default Gateway: ~ 192.168.20.17
E. IP address: 192.168.20.30 Subnet Mask 255.255.255.240 Default Gateway:  192.168.20.25

QUESTION NO: 5
You have a single Class C I P address and a point-to-point serial link that you want to implement VL SM
on. Which subnet mask isthe most efficient for thispoint to point link?

o PG o L5 L Point to Point s

A. 255.255.255.0

B. 255.255.255.240

C. 255.255.255.248

D. 255.255.255.252 4
E. 255.255.255.254

F. None of the above

QUESTION NO: 6

In a TestKing network that supports VLSM, which network mask should be used for point-to-point
WAN linksin order to reduce waste of | P addr esses?

A. /24

B./30

C. /127

D. /26

E. /32

F. None of the above

QUESTION NO: 7
The IP network 210.106.14.0 is subnetted using a /24 mask. How many usable networks and host
addresses can be obtained from this?

IS pl s 1P ST
A. 1 network with 254 hosts «/
B. 4 networks with 128 hosts
C. 2 networks with 24 hosts

D. 6 networks with 64 hosts
E. 8 networks with 36 hosts

QUESTION NO: 8

How many usable | P addresses can you get from a conventional Class C address?
A. 128

B. 192

C.254

D. 256

E. 510

QUESTION NO: 9
On the topic of VLSM, which one of the following statements best describes the concept of the route
aggr egation?
23S Jl| @'J&il{)u;dgb o L Lo x VLSM
A. Deleting unusable addresses through the creation of many subnets.
B. Combining routes to multiple networks into one supernet.  +/
C. Reclaiming unused space by means of changing the subnet size.
D. Calculating the available host addressesin the AS.
E. None of the above
QUESTION NO: 10

Bl

{91 FROM 99}

| e [0S




A host computer has been correctly configured with a static |P_address, but the default gateway is
incorrectly set. Which layer of the OSI model will befirst affected by this configuration error?

A. Layer 1

B. Layer 2

C.Layer 3/

D. Layer4

E.Layer5

F. Layer 6

G. Layer 7

QUESTION NO: 11
Which layer of the OSI reference model isresponsible for ensuring reliable end-to-end delivery of data?

45, S, UDP 5 (END TOEND) 45 b 55 sas TCP/IP

A. Application

B. Presentation

C. Session

D. Transport \
E. Network

F. Data-Link

QUESTION NO: 12

You have just installed a new web server on the Testking network. You are required to ensure that the
web server is accessible from the Internet. The network uses private addressing, so an | P-to-registered
address mapping isrequired. To do this, you enter the following command:

Test Ki ng(config)# ipnatinsidesourcestatic 192. 168. 2.1 198. 18. 1. 254

You unsuccessfully try to ping the Internet from a PC host on the LAN. During the troubleshooting
process, you enter the" show ip nat transations' command but the output isblank.

What isthe most likely cause of the problem?

A. The keyword overload is missing from the command.

B. The NAT pool must be defined first.

C. An access list must be defined to create static NAT trandations.

D. Theinterfaces must be configured for NAT. A

E. None of the above

QUESTION NO: 13
Asa CCNA candidate, you will be expected to know the OSI model very well.
Which of the following ar e associated with the application layer (layer 7) of the OSI model? (Choose two)

A.TCP

B. Telnet -/
C.FTP
D. Ping
E.IP

F. UDP

QUESTION NO: 14
Which 10S user EXEC command will allow a network technician to determine which router in the path
to an unreachable network host should be examined more closely for the cause of the network failure?

A. TestKingB> telnet
B. TestKingB > ping
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C. TestKingB > trace

D. TestKingB > show ip route

E. TestKingB > show interface

F. TestKingB > show cdp neighbors

QUESTION NO: 15
You are logged into a router and wish to view the layer 3 information about your neighboring Cisco
routers. What 10S command gives |layer 3 information for of thedirectly connected router interfaces?

A. show ip links

B. show cdp neighbor

C. show cdp neighbor detail A
D. show ip clients

E. show ip route

F. None of the above

QUESTION NO: 16
Which line from the output of the show ip interface command indicatesthat thereisa L ayer 1 problem?

'("Ub Jg..;.n &f. 4.:&).}

A. Seria0/1 isup, line protocol is down

B. Serial0/1 isdown, line protocol isdown </

C. Seria0/1 isup, line protocol isup

D. Seria0/1 is administratively down, line protocol is down
E. None of the above

QUESTION NO: 17
Split horizon has been enabled within the TestKing routed network. Which one of the following
statements best explainsthe split horizon rule?

LS e s I rl,\§ Split horizontal

A. Only routers can split boundaries (horizons) between networks in separate AS numbers.

B. EachAS must keep routing tables converged to prevent dead routes from being advertised across boundaries.
C. Once aroute isreceived on an interface, advertise that route as unreachable back out the same interface.

D. Information about a route should never be sent back in the direction from which the original update came. */
E. None of the above

QUESTION NO: 18

What kind of cable should be used to establish a trunked line between two Catalyst switches?
A. A straight-through cable

B. An EIA/TIA-232 seria cable I LS

C. Anauxiliary cable 539, P390 ¢Sl

D. A modem cable

E. A cross-over cable +/

QUESTION NO: 19
The TestKing LAN isupgrading all devicesto operatein full duplex. Which statement istrue about full-
duplex Ethernet in comparison to half-duplex Ethernet?

g S oo Half duplex | oy Jio 45,1 G bL3SI 5 Ful duplexty il Jro 45 b 5> bl |
A. Full-duplex Ethernet uses two wires to send and receive. Half-duplex Ethernet uses one wire to send and receive
B. Full-duplex Ethernet consists of a shared cable segment. Half-duplex Ethernet provides a point-to-point link

C. Full-duplex Ethernet can provide higher throughout than can half-duplex Ethernet of the same bandwidth +/
D. Full-duplex Ethernet uses aloopback circuit to detect collisions. Half-duplex Ethernet uses ajam signal
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E. None of the above

QUESTION NO: 20
While working in setup mode, a configuration lineistyped incorrectly. What should you do to exit setup
mode, without executing or saving any of the mistakes you made? (Select two answer choices)
S da.é &8 1y Ll aslsl routing ol 5w Jace s
A. Type exit at the setup dialog.
B. Type close at the setup dialog.
C. Press the Ctrl-C key combination. -/
D. Pressthe Ctrl-X key combination. ~ +/
E. Issue the copy startup-config command.
F. Issue the ‘write €' command.
G. Issue the "write mem" command

QUESTION NO: 21

TestKingisusing private | P addressing in their network. Which of the following | P addressesisa private
IP address? (Select all that apply)

A.12.0.0.1

B. 168.172.19.39

C.172.20.14.36 V

D. 172.33.194.30

E. 192.168.42.34 V

F.11.11.111

QUESTION NO: 22

TestKing is using IP addressing according to RFC 1918. Which three address ranges are used for
internal private address blocks as defined by RFC 19187

(Choose all that apply)

A. 0.0.0.0 to 255.255.255

B. 10.0.0.0 to 10.255.255.255 +
C. 172.16.0.0 to 172.16.255.255
D. 172.16.0.0 to 172.31.255.255 +

E. 127.0.0.0. to 127.255.255.255
F. 192.168.0.0 to 192.168.255.255 \/
G. 224.0.0.0 to 239.255.255.255

QUESTION NO: 23

Which type of cable should be used to make a connection between the Fa0/0 port on a router and the
Fa0/0 port switch?

A. Rollover cable

B. Console cable

C. Crossover cable

D. Straight-through cable </

E. Serial cable

QUESTION NO: 24
The TestKing WAN is migrating from RIPv1 to RIPv2. Which three statements are correct about RIP
version 2? (Choose three)

A 5SS S Rip2 Sl geast

A. It uses broadcast for its routing updates
B. It supports authentication
C. Itisaclassless routing protocol +/

Bl

{94 FROM 99}

| e [0S



D. It has alower default administrative dlstance than RIP version 1
E. It has the same maximum hop count as version 1
F. It does not send the subnet mask un updates

QUESTION NO: 25
RIP version 2 isbeing used as the routing protocol within the TestKing network. What does RIP version
2 useto prevent routing loops? (Choose two)
r‘;~<4 1) s, Loop (5
A.CIDR
B. Split horizon |
C. Authentication
D. Classless masking
E. Hold-down timers  +/
F. Multicast routing updates

QUESTION NO: 26
Which of the following commands displays the configurable parameters and statistics of all interfaces on

arouter? el oo 1 e il S el

A. show interfaces A
B. show processes

C. show running-config
D. show versions

E. show startup-config

QUESTION NO: 27

You have been tasked with choosing a routing protocol that would best fit the needs of the TestKing
networ k. Which routing protocol uses bandwidth and delay as metrics, by default?

A.EIGRP -/

B. OSPF BW lss

C.BGP

D. RIPv1

E. RIPv2

F. None of the above

QUESTION NO: 28

TK1 and TK2 are OSPF routers on a point-point link. On this point-to-point network, OSPFE hello
packets are addressed to which addr ess?

A.192.168.0.5

B. 254.255.255.255

C.223.0.0.1

D. 172.16.0.1

E.2240.05 -/

F. 127.0.0.1

G. None of the above

QUESTION NO: 29
Which of the following phrases is the correct term for what happens to a network when a topology
change causes all theroutersto synchronize their routing tables?

Sl ol 4 4K ol . Llodds Synch s Llaz=lis |, 54K Ls Routing Table aes

A. Flooding
B. Broadcasting
C. Convergence + il 01 S0
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D. Summarization
E. None of the above

QUESTION NO: 30

If there is a route to the subnet 190.10.1.0/25 learned via RIP and a route to the subnet 190.10.1.0/24

learned via STATIC, which routewould be preferred to reach the destination address 190.10.1.125?

A. The 190.10.1.0/25 route learned via RIP will be used because its pr efix has the longest match. -/

B. RIP has an administrative distance of 120, and static routes have an administrative distance of 1, so the static
route would be preferred.

C. The static route to 190.10.1.0/24 will be preferred because static routes have an administrative distance of O
and the static route looks as though it is directly connected.

D. A show ip route to the destination will show that the destination is learned from both RIP and the static
route, so the traffic to 190.10.1.1.125 will be load balanced between the two paths.

E. Theinformation given is not sufficient to determine this.

s 1 S35 Slasie L SHO IP ROUTE 5
IPROQUTE Jal (15,9

AD
21720 /24$ S 172.17.1.0R24 VIA.... —

R 172.17.1.0/24 VIA.......
ECTRT-RCTRGIN| E«—\Jw‘t{MY\c}bﬁdﬁ} . PERFIX L s 4l

172.162.1.0 /24 172.17.1.0 /24

172.162.2.0 /24

172.162.3.0 /24 172.17.3.0 /24 XS o s Ly ol e sl VT U, RIP YU s oS 55, o AD
perfic AD IPROUTE £9> 5,9
AD i g Lpsyell

Metric S 172.17.0.0/16 VIA.......

1
<120 R 172.17.1.024 VIA..

HOSt&Ww)DT&}J‘)J L;} w‘&:ﬁ;&.wj.ﬂ‘_;)‘)b ‘Ji.) 3)’“;;5" g.)l?{u‘ Sl VY QTAD 45R|p r}.ﬁ &L.“.?-‘)b

QUESTION NO: 31
Which two of the following describe advantages of implementing a classless routing protocol, when
compared to a classful routing protocol?

A.. Support for VLSM. A
B. Support for FLSM.
C. Summarization of discontinuous subnets. </ e xS i Sy, Qi 55 LS sw Lol

D. Auto-summarization across network boundaries.
E. Theip classless command improves convergence time.

QUESTION NO: 32

Which of the following routing protocols listed below use the Class D address of 224.0.0.9 to multicast its
routing updates?

A. EIGRP

B. OSPF

C.IGRP

D. RIPv2 \

QUESTION NO: 33
Which two statements are true with regard to RIPv1l and OSPF? (Choose two)

(LS o~ Dijkstra 3 DV ., Bellman-Ford) Ospf 5 Ripvl . 4o lis

A. RIPv1 uses the Dijkstra agorithm while OSPF uses the Bellman-Ford algorithm for calculating best path.
B. RIPv1 uses the Bellman-For d algorithm, OSPF uses the Dijkstra algorithm for calculating best path. -/
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C. RIP forwards the entire routing table incrementally, OSPF link-state advertisements are sent out when a
change occurs and every thirty minutesif no change occurs.

D. RIPv1 maintains a 15 hop count limit while OSPF maintains a 255 hop count limit.

E. Both RIPv1 and OSPF carry subnet mask information and therefore support VLSM.

QUESTION NO: 34
OSPF isthe popular choice asthe standard open sour ce routing protocol. Why isit more popular than
both version 1 and version 2 of RIP?

QQM.:?; Ospf S e

A. OSPF uses greater CPU overhead.

B. OSPF has greater router memory requirements.

C. OSPF alows for greater scalability. </ Sl 38 S, slaass s
D. OSPF uses asimpler distance vector algorithm.

E. OSPF alows for asimpler router configuration

F. OSPF uses a simpler route selection process.

QUESTION NO: 35
A network designer is considering the best routing protocol to use in a new network. What are the
advantages of using OSPF over RIPv1in alarge network? (Select two)

el Standard 4SSl L Ospf gLl 5

A. OSPF has afaster convergence time. |

B. OSPF requires less router memory.

C. OSPF manages fewer internal tables.

D. OSPF consumes less bandwidth through the use of incremental updates. A

QUESTION NO: 36

The Bellman-Ford algorithm is used by the grand majority of distance vector routing protocols in
calculating routes. One sophisticated routing protocol doesn’t use this algorithm; instead it uses the
DUAL (diffusing update algorithm). Which of the following routing protocolsisit?

.Cowl Dual 45 DV

A. IGRP

B. OSPF

C.EIGRP -/ Distacne Vector, Land State 1S LS 95 ,a >
D.RIPv.2

E.RIPv.1

QUESTION NO: 37

The CTO of TestKing INC. has called a meeting with all the system administratorsto update them on the
latest expansion plan of establishing multiple remote offices, and connecting those remote offices to the
central office by a WAN. Management is insisting that an addressing scheme using VLSM be used, and
they need six useable host addresses at each remote location. Assuming that TestKing isusing a class C
I P range, which variable length subnet mask should be used to support the 6 hosts at each location?

(AL Yo=Y EA L L subnet mask . Y o= A-Y=1) |55 v-:)" IP1LYA o 3 JYY-¥=vq (11111 111)

A. /24
B. /28
C./129
D. /30
E. /31
F./32

QUESTION NO: 38
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The TestKing network is using EIGRP as the network routing protocol. Which of the following
statements correctly describe features and characteristics of routing using EIGRP? (Select three)

. EIGRP GJL., DL 4.l.q.’>- Loy

A. It sends periodic updates every 60 seconds.

B. EIGRP uses DUAL to achieve rapid convergence. A

C. Adjacencies exist between master routers (MRs) in each domain.

D. It uses multicast to discover other EIGRP routers on an internetwork. | 2245510

E. EIGRP provides support for multiple network layer protocols: IPX, AppleTalk, and IP. A

LS e Sy o LTCPIP 8 SledSTs

QUESTION NO: 39

Which one of the following statements best describesthe wayEI GRP advertises subnet mask infor mation
to its destination networks?

A. EIGRP advertises a prefix length for each destination network. | TRIGGERAD

B. EIGRP advertises a fixed length subnet mask for each destination network.

C. EIGRP advertises only aclassful subnet mask for each destination network.

D. EIGRP, like IGRP and RIP, does not advertise a subnet mask for each destination network.

QUESTION NO: 40

Router TK1 has been configured for OSPF on all of the interfaces. A logical loopback interface has not been
created in TK1. By default, what will determine the OSPF router ID of router TK1? Loopback eyl ospf ;s
A. It defaults to 255.

B. The name set by the hostname command.

C. The highest IP address configured in the router. < Cowl 1D Lig, iS5

D. The priority number of the router set by the priority command.

E. The lowest IP address configured in the router.

QUESTION NO: 41
Router TK1 has OSPF configured on itsfast Ethernet interface. What isthe OSPF cost associated with
this 100M bps Ether net connection?

8
é?N = 1(?3%)8 =1 ¢20l> FastEthernet 5 LS o auuloes S 520 Ospf >
A.1 v
B.6
C.10
D. 100

QUESTION NO: 42

In order to reducethe overall size of therouting table, summarization is being configured throughout the

TestKing network. What istrue about route summarization in OSPF? (Select the best answer)

A. Type 3 and type 4 LSAs carry external summarized routes.

B. Summarization preventstype 1 link LSAs from being propagated into the backbone area0.

C. Route summarization can be performed at any point in the network where enough contiguous addresses are
present.

D. Route summarization reduces the amount of bandwidth, CPU, and memory resources consumed by the
OSPF process. A

Ssd oo Jadl (6 S adabl 5 S BW 4l s ieS Slidls oS 59, )8 e 355 0 &.z.-jSRoutingTabler.“;Sda T D)

QUESTION NO: 43

Router TK1 has an interface in one OSPF area and another interface in a different OSPF area. What
kind of router isTK1? 5,15 pb ax (S0 yig,

A.ABR -/
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B. ASBR
C. interna router
D. backbone router

QUESTION NO: 44

In an OSPF network; which IP address multicasts all OSPF Designated Router s and Backup Designated
Routers?

A.224.0.05

B.224.0.06

C. 224.0.0.9

D. 224.0.0.11

E. 224.0.0.2

W‘DR)BER d.él} YYYor oo ? ‘;j Led YYY o 0 D é’))JDR, BDR ;j‘)‘f"}u;)‘)w

QUESTION NO: 45
Which configuration command is used to enable EI GRP unequal-cost path load balancing?

AS S caliss GLBW 5 (sslusl LK (55,5 Ll 52s EIGRP

A. maximum-paths
B. distance

C. metric
D. variance \
E. default-metric

| Hope You Be Successful
Behrouz Soleimani
MCSE , CCNA, CCIE Written
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