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Abstract- Steganography is an art of hiding information in 

some media. This paper describes various image steganography 

techniques, based on spatial domain and by considering pixel 

values in binary format. Spatial domain is based on physical 
location of pixels in an image. Generally 8 bit gray level or colour 

images can be used as a cover to hide data. Again binary 

representations of these pixels are considered to hide secret 

information. Random bits from these bytes are used to replace 
the bits of secret. In this paper, many steganography techniques 

can be used like Least Significant Bit (LSB), layout management 
schemes, replacing only l's or only zero's from lower nibble 

from the byte are considered for hiding secret message in an 

image. Along with these techniques, some more methods are 
proposed, based on selection of random pixels from an image and 

again secret data is hidden in random bits of these randomly 

selected pixels. For this purpose, many parameters of an image 
are considered like physical location of pixels, intensity value of 

pixel, etc. 
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Layout Management 

I. INTRODUCTTON 

Steganography is a technique of hiding secret information 

in any of media like - image, text, audio and video. Messa?e 
to be hidden is concealed in another file called cover media. 
Combination of secret message and cover file is called as 

-stegoll . This stego is tra�smitt�d oyer a netw.ork to specified 
destination. Data can be hidden III pixels of an Image. 

A pixel has some integer value, based on the intensity of 
colour that is displayed by a pixel. This integer value can be 

converted into binary format, i.e. in the form of bytes of .1 's 
and O's. Individual bits from these bytes can be used to hide 
secret information. These bits can be selected randomly from 
a byte and replaced with a secret data. Pixels in which data is 
to be hidden are also selected randomly, from an image. 

Thus, pixels used for data hiding can be selected using 
various algorithms and techniques, described in this paper are 
- Layout management schemes [2]. Also, bits from each 

selected pixel can chosen randomly using some algorithms, 
like LSB [1]. 

This paper proposes new methods for selection of pixels 
from an image, randomly for hiding secret data. Also some 
techniques are proposed to select bits randomly from the bytes 
which represent pixels of an image. 

II. RELATED WORK 

Steganography is one more information security tool like 
Cryptography and Watermarking. Cryptography There are so 
many image steganography techniques based on spatial 
domain. Spatial domain means actual physical location of a 
pixel in an image. While hiding data in a pixel, the physical 
location of a pixel is considered and then the binary format of 
that pixel value is used to hide the data. 

A. Least Significant Bit: 

One of the simplest and very popular technique of 
steganography is Least Significant Bit (LSB). Tn this 
technique, least significant bit or bits of a pixel are replaced 
by the bits of data to be hidden [1]. 

LSB can be extended up to 4 least significant positions 
from a byte, i. e. we can replace four bits of hidden data with 
the original value of a pixel, whose binary value is of 8 bits. 
So, out of 8 bits, at max 4 bits can be used to hide data. We 
can replace last two bits also. Replacing four bits, may cause 
distortion in an image due to noticeable change in colour and 
intensity of an image. 

B. Replacing only 1 's or Zero's: 

Another technique is, to consider binary values of a pixel 

and replace all I's only from last four least significant bits, 
with the bits of data to be hidden [4]. 

Same way we can do for O's only. This w,ill dynamic.ally 
hide number of bits or bytes, in the cover medIUm. DetectIOn 
of hidden data will be very difficult for any intruder. 

C. Layout Management Schemes: 

Another approach can be, to consider layout of pixels from 
an image in various ways, and according to the logical 
sequence of pixels, data can be hidden in the LSBs, up to four 
positions at max [2]. 

Pixels can be considered in any sequence like, starting from 
centre position and coming outside in a rectangular way. 
Similarly, starting from outer pixel, going towards the centre 
in a rectangular way. This approach is shown in figure given 
below. 

Another approach is, consider pixels in snake movement, 
diagonal movement, starting from top left or top right or 
bottom left or bottom right. 
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Hence we can use any arrangement of pixels and can make 
logical sequence of these pixels to hide secret data. 
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Fig. I Logical sequence of pixels from centre to outer side 
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Fig. 2 Logical sequence of pixels towards centre from outer side 

TTT. PROPOSED WORK 

Tn our work, we proposed following methods of hiding data 
based on random bits of random pixel positions of an image. 

A. Replacing Intermediate Bit 

Using this technique, any bit or any intermediate bit from 
a given byte (of a pixel value) can be replaced by the bit of a 
data to be hidden. 

For ex. Original data is -

10101110 

01010100 

TABLE I 

COVER DATA 

00011101 1100110 1 

11101111 10110001 

Message to hide is - 11001101 

11110001 

10101000 

Bits are replaced according to any random sequence from 
LSB to MSB position 

TABLE IT 

COVER DATA + SECRET DATA = STEGO 

10111110 00011111 1100110 1 11100001 
5tn Bit 

2na Bit 
6tn Bit 

4tn Bit 

01011100 11101111 10100001 10101010 
4th Bit 3fd Bit 

5th Bit 
2nd Bit 

Underlined bits shows the bits of secret message are 
replaced with the bits of original data at that position. 

B. Raster Scan Principle 

This method is similar to Raster Scan principle of 
displaying an image on CRT display. In this, pixels from 
alternate horizontal lines are used for replacing the secret 
information. A simple LSB scheme can be used for pixels of 
first horizontal line. Then second line is skipped. Again third 
line is used to hide secret information and so on. We can also 
use 2: 1 interlacing, 4: 1 interlacing and so on. 
Consider original data -

TABLE III 

COVER DATA 

10101110 00011101 11001101 

11100010 01011011 00111001 

10101010 11100010 00101010 

00000000 00011100 1100001 0 

Message to hide is - 11001101 

11110001 

11000111 

01011100 

11111110 

Message will be hidden using following technique. 

TABLE IV 

COVER DATA + SECRETDATA= STEGO 

10101111 00011101 11001100 11110000 
11100010 01011011 00111001 11000111 

10101011 11100011 00101010 01011101 
00000000 00011100 1100001 0 11111110 

Tn above table, individual bits of secret message are 
replaced with bits of original pixels. Pixels are selected 
according to the raster scan method. 

e. Random Scan Principle 

This method is similar to Random Scan principle of 
displaying an image on CRT display. Tn this, the sequence, in 
which pixels are drawn, they are used to hide secret 
information. Again any simple data hiding algorithm like LSB, 
can be used to hide secret information. By this method, data 
can be hidden in random pixels in an image. 

10101110 

11100010 

10101010 

00000000 

TABLE V 
COVER DATA 

00011101 11001101 

01011011 00111001 

11100010 00101010 

00011100 1100001 0 

Message to hide is - 11001101 

11110001 

11000111 

01011100 

11111110 

Message will be hidden using following technique. 

TABLE VI 

COVER DATA + SECRETDATA= STEGO 

10101111 00011101 11001101 11110000 
11100010 01011010 00111001 11000111 

10101011 11100011 00101011 01011101 

00000000 00011100 1100001 0 11111111 



In this table, individual bits of secret message are replaced steganography, based on spatial domain steganography and 
with individual bits of original pixels. Where pixels are random bit steganography. 
selected randomly. 

D. Colour based data hiding 

In this scheme one fixed colour is used to hide secret data. 
Intensity values of this fixed colour are converted into binary 
format and the secret information is hidden in this binary data. 

For ex. consider a gray scale 8 bit image, having intensity 
values ranging from 0 to 255. 

Suppose we have fixed a colour, whose intensity value is 
155. Binary value of this is - 10011011. 

We will find total number of pixels from an image, having 
the same intensity value. 

Suppose there are 50 pixels found. Then we can hide secret 
information in these 50 pixels, using any data hiding 

technique like - LSB etc. 
We can extend this technique by taking more than one 

fixed colour of pixels, from an image. 

E. Shape based data hiding 

In this scheme, any shape can be taken to hide the data in 
an image. For ex. consider a triangular shape. As shown in 
figure below. 

Fig. 3 Shape based data 
hiding 

According to figure, secret information can be hidden only 
in the pixels which are available in triangular shape, instead of 
hiding secret information in whole image. We can use any 
shape having any dimensions. 

We can extend this technique, by using any shape of any 
dimension at any place in an image. 

IV.CONCLUSION 

In this paper, along with existing techniques of image 
steganography, some new methods for hiding data in images 
are discussed. Data can be hidden in pixels. Physical location 
of these pixels can be decided using the techniques which are 
described in this paper. After selecting random pixels, the 
secret data can be hidden in random bits, which are 
represented in the bytes of binary digits. While selecting these 
pixels, many parameters from an image are considered for ex. 
Colour of pixels, physical location of pixels etc. Based on 
these parameters and by considering some more parameters 
from an image, we can derive some more techniques of image 
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