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Questions

1.

19

3

:Jl

What 1s the difference between tracing an email address and tracing an email
message?

What are email Internet headers?

What does “unknown” mean in the route table of the identification report?
Does eMadTrackerPro work with email messages that have been
torwarded?

Evaluate whether an email message can be traced fegzlrdle-ss of when 1t was
sent.
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Installing
Please wait while eMaiTrackerPro is being installed.

Downloading jre_Setup.exe

2016K8 (7%) of 30924B @ 126.0kB/s (3 minutes remaining)

VIA: E= UNITED STATES

FULL PROTECTION
FOR ALL NETWORKS AND SITES

sh LAN }

(1162 KB (>175mMB
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“ ) 2 Export Rules
- : F Trial Edition
My | MyTrace  Trace Trace Emal  Settings
‘ || mbox | Reports | Headers  addiess | Accounts
; i iew New Email Trace Configure

REERTESC TN Welcome to eMailTrackerro version 10.0b (b Preferences = ls&riners

MW““‘, Delets | Rule [ e— I§§L Add Fiter
st t.

nputer  fg754p.e

= M9 New Mail Account L

M‘ ok | Fiters
. L Japansse Language
Account Type: i EPEL

Chiness Languags
Russian Languags
Account Name: mainarian DNS Blacklisted

Desktop *) Custom () Hotmall @ ~)Gmail () Inbox.com () Mail.com
The name used to refer to this account
Username: malwarian
e.g. john.smith
Password: :
The password for this account
Mail Server: |pop.mal.yahoo. com
Your company or ISP‘s POP email server, eg: pop.mycompany.com
Port: 995

Usually 110, for secure connections the defaut is 995

This mal server requires a secure connection (S5L)
[ Chedkail = L

Typethel
resource,

Include this account in default receive/dean

malweri

‘* Preview Email

For 24 hours only you can get up to 20% off eMailTrackerPro! Click Here
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&¥ New Mail Account

For help on setting up an accounk
Account Type:

(") Custom () Hotmail (@) Yahoo! (7)) Gmail () Inbox.com () Mail.com
Account Name: malwarian

The name used to refer to this account
A Testing... u

Success! The test is complete

Username:

Password:
Mail Server: pop.mail yahoo.com

Port: 395
Usually 110, for secure connections the default is 995

This mail server reguires a secure connection (S5L)

Indude this account in default receive/dean

Your company or ISP's POP email server, eg: pop. mycompany.com

Cancel
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My My Trace Receive Clean Whitelist Blackist Create Search Trace
Inbaox Reports Mail ~ Mail * |  Address  Address Filker = Settocelete g Show™ Email
Wiew Check Mail Rules & Fitters Views & Search Trace
|| Finished checking mail, no new mail found Showing all (2) - All traces complete | Rules & Filters |
Delete  Rule i Subject Date From Location i Sender IP add Fule add Fiter x * *
Mo Registrati — dl robotiE@gkm ru Russian Federatin®1 22611 | ———
Mo Welzorme Sete Dec 7, 2Crootrepeal@gmail. | Germany B80.255.1" | el H Elack ” Filters ‘
Trace Japanese Language
Wiew Header Chinese Language
hitelist sender address Russian Lan.guage
EBlacklist sender address I e
Remove from view 4
Create filter to delete by.. *
Create filter to keep by... *
3
Preview Email
‘ For 24 hours only you can get up to 20% off eMailTrackerPro! Click Here ‘
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[Home | subject Registration ...
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-
¥ Headers for - Registration at...

5]

X-Apparently-To: malwarian@yahoo.com; 5t
Received-SPF: pass (domain of km.ru designai
X-YMaillSG: t71GqBEWLDspvwaASywi2DNBYV =
PyrBEApPIHAXCDYNIUfBwooeCPIGgIXUYKRND
Tn3blhGTHVALVNY 2VokK2uuN. MINWh.OXYn:
®xgZe2zK1DYMEL.K1il.sxmdGKm4KasdDMNsew
bivkfolh 8IEv4nSYagAp86pSLNmTTGSXVKN:
OMQOQtyxpXsnKDit2fTDRtcOxMaQdBPiIXgKy
767X5p.E_foBjfipWBRTqikmLmstlbQFee0l.D5
llaihzBZIP1ligjASIxQzTEIF_Sexf7fPP_Bdo7SI0l
jbgkalUDjt0sdz6ebl03YgtycEMOy1RNsf7qoVs
kvB65C. mOUnNBushB432KLUOWgrDBuChohll
tOx8BJErR4G10T.4Kt12KHVIhRMP85atSdel5)
NE32wjTdmDnpYAk1kuSEVXCYHEKRN SGdUL

gavmB28.7IR0e6lEleaiHulR sRzZMkyKZNmMNK ™
4 L1 F

Close
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The trace is complete, the

ion found is display

d on the right.

Email Summary

Map

10.2564.86.1
232721
4B.3380.25
B9.149 163 46
199.229.229.130
129.250 4 B8
129.260 3.181
129.260.4.163
nd 91.226.10.60

AT~ =[G o=

Hop IP

Hop Name Location

(Australia)

ae7 nyc20.ipd it net (Germany)
xe-3-0-0 nyc3B.ip4_git net (Germany)
as2914.nyc34.ipd. gtt.net (Australia)

/ae-1.123 nycmny01..us bb. gin.ntt. net
ae-6.121 finkga03. de. bb. gin. nit.net
‘ae-1.102.finkge03. de. b gin.nit.net
s5.5achost.iu

New York, NY, USA
Frankfurt, Germany
Frankfurt, Germany
Russian Fedsration

From: dl.robot@km.ru

To: malwarian@yahoo.com
Date:

‘Subject: Registration at DaMaGeLaB
Location: Russian Federation

Misdirected: Yes (Possibly spam)
Abuse Address: complaint@7webgroup.ru

Abuse Reporting: To automatically generate an email

abuse report click here

From IP: 51.226.10.60

Header Analysis:

This email contains misdirection (The sender has
attempted to hide their P). The sender claimed to be
from s5.sechast.ru(s5.sechast.ru but lookups on that
name shows it doesn't exist.

- || system Information:

@ There is no SMTP server running on this svstem
(the port is closed).
@ The system is running a web server

Network Whois

Domain Whois

Email Header

For 24 hours onlv vou can get up to 20% off eMailTrackerPro! Click Here
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Email Summary

»

From: dl.robot @ km.ru

To: malwarian@yahoo.com

Date:

Subject: Registration at DaMaGelLaB
Location: Russian Federation

Misdirected: Yes [Possibly spam)

Abuse Address: complaint@ 7webgroup.ru

Abuse Reporting: To automatically generate an email
abuse report click here

From IP: 91.226.10.60

Header Analysis:

This email contains misdirection (The sender has
attempted to hide their IP). The sender claimed to be
from s5.sechost.ru(s5.sechost.ru but lookups on that
name shows it doesn't exist. &

m

System Information:

& There is no SMTP server running on this system
(the port is closed).
& The system is running a web server iR

e

MNetwork Whois

Domain Whais

Email Header
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€ | @ https://cmail.autac.r/Chmailfh/search? =381 isfiz2&st= tion=compose w B + f O ¥ -

4
b o fralwaran@yahoo.com
Subject  testl
7 Show cC Show B
Feiders ) Add Attachments ow ow Bec
T) t.bxt KB)
Tags

n

| Font “|lse -||B T U|lA- B'H“‘E

=== | maolx

Contacts

[ cotender
test]l
# Settings

body 4

9 eMailTrackerPro v10.0b 4'-

File MyInbox  Help

~ ;;2{ o @ Export Rules
b 4
l — — Trial Edtion
My My Trace Trace Trace Email Settings
Inbox Repoarts Headers Address Accounts
Wiew Mew Email Trace Configure
Finished cleaning mail - No mail to remove showing all (3) - All traces complete | 2
Delete Rule Subject Date From Location Sender P [
Mo Registration at DaMaGelaB dl.robot@km. Russian Federation 91.226.10.60
Mo YWalcome to "KernelMode.info” ’ Dec 7, 2014 rootrepeali@gmail.com  Germany 80.255.11.20
[ Mo testl Oct 7, 2015 «mm.ahmadian@aut. ac.ir Tehran, Esfahan, Iran 213.176.8.19
¥
Droviaw Fmail
From: mm.ahmadian@aut.ac.ir Subject: test1 Location: Tehran, Esfahan, Iran
To: malwarian@yahoo.com Date: Oct 7, 2015 4:39:19 PM IP: 213.176.8.19

———=_Part_192_962338442, 1444223359783
Content-Type: multipart/alternative;
boundary="---—-=_Part_193_1322849137.1444223359783"

———=_Part_193_1322849137. 1444223359733
Content-Type: text/plain; charset=utf-8
Content-Transfer-Encoding: 7bit

testl

———=_Part_193_1322849137. 1444223359733
Content-Type: text/html; charset=utf-8
Content-Transfer-Encoding: 7bit

<html><head: <style >body{height: 100%;color: #000000; font-size: 12pt;font-family:Times New Roman;} </style > </head > <body><div dir ="rti"> <p >test1</p > </div></body > < /html>
———=_Part_193_1322849137. 1444223359783

--—---=_Part_192_962338442. 1444223359783
Content-Type: text/plain; name=t.txt
Content-TransferEncoding: baseg4
Content-Disposition: attachment; filename=t. bt

YXN3TUISIHZIcnNpb 24gMS4wLiEUMITSMCEDD 38 5cminaHQo Y ykgMiAxNCEBVKFTVCETh 220d 2Py
ZQpSdW4gZGFOZTogMiAxNS WMy OCAxMjoxMTo 10QotL SOHLSOHL SO0 SO S0H SO SO S0t
LS50t QoxMjoxMTo 1054w TMgICAGT IMgVmYyc 2vbjogV 2UZGa 3cyBaNjQahidx jc2MDEQLI2vy
dmiiZSBQYWHNrIDEKMTIEMTESNTKUMDkZICAGIES 1bW JIciBvZiBwemSZXMNzb 3120i Ay IDUANiAw
eDNBMDKKMTIEMTESNTkUMDKOICAQIEMVDXE 1dGVy TmFtZTogVESLQS 1QQyAgVXNIckShbWUEIGFo
bWFkaQoxMjoxMjowNC4yOTIgICAgSW 5pdGIhbGlEZSBzdWNIZXNzCIEYOIEYO ADLIQ 1Ny AgICEW

el oayd § jasrine b3 IS 4 ply Loyl o L3 pgad o
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Home | Subject Registration Subject test X
The trace is complete, the found is displayed on the right. Email Summary

From: mm.ahmadian@aut.ac.ir

To: malwarian@yahoo.com

Date: Wed, 7 Oct 2015 16:39:19 +0330 (IRST)
Subject: test1

Location: Tehran, Esfahan, Iran

Misdirected: No

Abuse Reporting: To automatically generate an email
abuse report click here

From IP: 213.176.8.19

m

System Information:

¥ Tabla @ The system is running a mail server (Axigen

# Hop IP Hop Name Location ESMTP ready) on port 25. This means that this
1 110.254.56.1 system can be used to send email.
2 232721 (Australia) @ The system is running a web server on port 80
g 46.33.80.25 ae? .nyc20.ipd. gtt.net (Germany) (click here to view it). This means that this L4
4 B39.143.181.122 ¥e-8-20.nyc24.ipd. gtt.net (Germany) system serves web pages.
5 213.248.88.205 nyk-b3-linktelia.net New York, NY, USA ® The system s running a secure web server on
b B0.91.247 20 nyk-bb2-link telia nst New York, NY, USA port 443 (click here to view it). This means that
7 213.155.135 62 fim-bb2-link telia.net Frankfurt, Germany this system serves encryped web pages. It
8 62.115.136.172 fim-b1-link telia.net Frankfurt, German; .
9 £2.115.134.87 fmek3-i-link.telia.net F\ankfun,Ge\manz Network Whois
10 £2.115.37.54 turktelekom-ic-310080-fm-k3-i1.c.telia.net Frankfurt, Germany Domain Whois
13 78.36.240.234 (Iran)
15 213.176.8.19 cic.aut.ac.ir Tehran, Esfahan, Iran Email Header

For 24 hours only you can get up to 20% off eMailTrackerPro! Click Here

gad oaalie b3 IS8 4 1y Dbsy (nl heos (295 G5 Ol oo VIEWReEpOIt aass 55, 5 SUS'L,

Computer 213.176.8.19 has been found. It is almost certainly located in Tehran, Esfahan, Iran as it has an
exact match in the eMailTrackerPro database.

This system is a mail, web and secure web server (click here for details).

Network Contact Information: The following details refer to the network that the system is on.

[«=] +98 21 6469961

Computer and Information Center Amir Kabir University of Technology Hafez Ave. No 424 Tehran Iran

] Click here to hide the in-depth information on this email (more info)

e The sender's IP in this case is taken from a 'Received' header stamp from a different server to the one the
sender first communicated with because the IP in that line was not usable.
The closest tracable IP to the sender was - 213.176.8.19

e The sender of this email appeared to have the address mm.ahmadian@aut.ac.ir. This information is easily
faked so should not be treated as conclusive.

[l Click here to hide the route map (more info)

The following map shows the route between you and the entity to which you traced. A solid line represents a hop
to a known location, and a dotted line represents a hop to a guessed location.
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Frankfurt, L ang

~Tehran,

[ Click here to hide information on each hop along the route (more info)

The table below identifies the Internet route taken to reach the destination requested.

This is valuable data when tracking the end location because it helps qualify the actual final position. In some instances the final location has been
derived from the network registration details, which is often the head office location for the Internet Service Provider (ISP). The ISP location is often
local to the destination traced, but sometimes also located elsewhere, particularly in the case of large national ISPs. The physical (authoritative)
locations of systems in last 2 or 3 hops of the route provide helpful location information as they are often in the vicinity of the destination being
traced. Authoritative locations are shown in bold, locations derived from registration details appear in italic.

Address of Hop Name of Hop | Location

1 10.254.56.1 ' ' (Private)
23.27.2.1 Australia
46.33.80.25 ae7.nyc20.ip4.gtt.net Germany
89.149.181.122 xe-8-2-0.nyc24.ip4.gtt.net Germany
213.248.88.205 nyk-b3-link.telia.net New York, NY, USA
80.91.247.20 nyk-bb2-link.telia.net New York, NY, USA
213.155.135.62 ffm-bb2-link.telia.net Frankfurt, Germany
62.115.136.172 ffm-b1-link.telia.net Frankfurt, Germany
62.115.134.87 ffm-k3-il1-link.telia.net Frankfurt, Germany
62.115.37.54 turktelekom-ic-310080-ffm-k3-il.c.telia.net Frankfurt, Germany
78.38.240.234 Iran
213.176.8.19 cic.aut.ac.ir Tehran, Esfahan, Iran
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From: mm.ahmadian@aut.ac.ir Email Summary \
To: malwarian@yahoo.com

Date: Wed, 7 Oct 2015 16:39:19 +0330 (IRST)
Subject: testl

Location: Tehran, Esfahan, Iran

Misdirected: No



javascript:Toggle('table')
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http://www.emailtrackerpro.com/support/faq.html
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Abuse Reporting: To automatically generate an email abuse report click here
From IP: 213.176.8.19

System Information:

®  The system is running a mail server (4xigen ESMTP ready) on port 25. This
means that this system can be used to send email.

®  The system is running a web server on port 80 (click here to view it). This
means that this system serves web pages.

®  The system is running a secure web server on port 443 (click here to view it).
This means that this system serves encryped web pages. It therefore probably
handles sensitive data, such as credit card information.

®  There is no FTP server running on this system (the port is closed).

This is the RIPE Database query service.

% The objects are in RPSL format.

%

% The RIPE Database is subject to Terms and Conditions.

% See http://www.ripe.net/db/support/db-terms-conditions.pdf

% Note: this output has been filtered.
% To receive output for a database update, use the "-B" flag.

% Information related to '213.176.8.0 - 213.176.8.255'
% Abuse contact for '213.176.8.0 - 213.176.8.255" is 'ipdomain@jirost.com'

inetnum: 213.176.8.0 - 213.176.8.255
netname: AKU

descr: Amir Kabir University of Technology
descr: Tehran

country: IR

admin-c: SL13-RIPE

tech-c: MR26-RIPE

status: ASSIGNED PA

mnt-by: IROST-MNT

created: 2002-03-13T11:11:14Z
last-modified: 2002-03-13T11:11:14Z
source: RIPE # Filtered

person: Mitra Rezazadeh

address: Computer and Information Center
address: Amir Kabir University of Technology
address: Hafez Ave. No 424

address: Tehran

address: Iran

phone: +98 21 6469960

fax-no: +98 21 6469961

nic-hdl: MR26-RIPE

mnt-by: IROST-MNT

created: 1970-01-01T00:00:00Z
last-modified: 2001-09-22T03:24:03Z
source: RIPE # Filtered

person: Saied Mohammad Taghi Lavasani
address: Computer and Information Center
address: Amir Kabir University of Technology
address: Hafez Ave. No 424

address: Tehran

address: Iran

phone: +98 21 640 6689

fax-no: +98 21 646 9961

nic-hdl: SL13-RIPE

mnt-by: IROST-MNT

created: 1970-01-01T00:00:00Z
last-modified: 2001-09-22T03:24:03Z

Network Whois



about:blankABUSE
http://213.176.8.19/
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source: RIPE # Filtered

% This query was served by the RIPE Database Query Service version 1.80.1 (DB-4)

Domain information could not be found for 213.176.8.19. Domain WhOiS v

Received: from localhost (localhost.localdomain [127.0.0.1]) :

by mail-1.aut.ac.ir (Postfix) with ESMTP id 5D616198050 Email Header ¥
for ; Wed, 7 Oct 2015 16:39:22 +0330 (IRST)

X-Virus-Scanned: amavisd-new at aut.ac.ir

Received: from mail-1.aut.ac.ir ([127.0.0.1])

by localhost (mail-1.aut.ac.ir [127.0.0.1]) (amavisd-new, port 10024)

with ESMTP id H4vhzcuPiluc for ;

Wed, 7 Oct 2015 16:39:19 +0330 (IRST)

Received: from mail-1.aut.ac.ir (mail-1.aut.ac.ir [192.168.1.40])

by mail-1.aut.ac.ir (Postfix) with ESMTP id CB9C419801A

for ; Wed, 7 Oct 2015 16:39:19 +0330 (IRST)

Date: Wed, 7 Oct 2015 16:39:19 +0330 (IRST)

From: MOHAMMAD MEHDI AHMADIAN <mm.ahmadian@aut.ac.ir>
To: malwarian@yahoo.com

Message-I1D: <227248168.194.1444223359786.JavaMail.root@mail-1.aut.ac.ir>
Subject: testl

MIME-Version: 1.0

Content-Type: multipart/mixed;

boundary="----=_ Part_192_962338442.1444223359783"
X-Originating-IP: [192.168.1.41]

X-Mailer: Chmail 6.0.9 GA 2686

093 )asl ol 0903 ol g Traceheader auSs g9, p SAS L L3 pgad ol 0 EMailTrackPro asb, ;o !
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eMailTrackerPro v100 T = T =)

File | Help
~ J ;’)J @‘ Fe ,; Export Rules.
ﬂ = ‘\-2( T rial Editon
My My Trace Trace Trace Emall Settings
Inbox | Reports | Headers  Addiess | Accounts r -
view w Email Trace configure | 49 Visualware eMailTrackerPro Trial (day 1 of 15) o]

Subject testt X

found is displayed on the right.

Gonfioure | Hele | About

eMailTrackerPro by Visualware yReport || Email Summary

Network Whois

1want To:

Trace an email | have received Domain Whois

1 A received email message often contains information that can locate the computer whers Email Header
the message was composed, the company name and sender's 1P (more info)

Received: from localhost (localhost.localdomain [127.0.0.1 ~
by mail-1.aut.ac.ir {Postfix) with ESMTP id SD616198050

An email address lookup will find information about the network responsible for mail sent for ; Wed, 7 Oct 2015 16:39:22 +0330 ("‘57}

from that address. t will not get any information about the sender of mail from an address Virus-Scanned: amavisd-new at aut.ac.ir

but can stil produce useful informeation Received: from mail-Laut.ac.r ([127.0.0.1])
Enter Details by localhost (mail-1.aut.ac.ir [127.0.0.1]) (amavisd-new, pc
ith ESMTP id HavhzcuPiluc for ;

() Look up network responsible for an email address

Note: If you are using Microsoft Outlook, you can trace an email message dirsctly from ed, 7 Oct 2015 16:39:19 +0330 (IRST)
Outiook by using the eMaiTrackerPra shorteut on the tookbar Received: from mail-1.aut.ac.ir (mail-Laut.ac.ir [192.168.
Hop IP Emall headers: by mail-1.aut.ac.ir (Postfix) with ESMTP id CBSC419801A
1 10.254.56.1 [Compuser 213.176.8.18 has becn foud. To is almoss cersainly Tocased in Tehran, Eafaha o for ; Wed, 7 Oct 2015 16:39:19 +0330 (IRST}
2 p3.27.2.1 This aysbem i a mails web and secure web server (click here for o = Date: Wed, 7 Oct 2015 16:29:19 +0330 (IRST)
3 46.33.80.25 From: MOHAMMAD MEHDI AHMADIAN <mm.ahmadiang__
Network Contact: Information: The following details sefer oo the network shab the 2ot )
4 89.149.181.122 +98 21 G46E5EL i [To: malwarian@yahoo.com
5 213.246.86.205 s et e e s et e e Message-ID: <227248168.194.1444223359786.JavaMail.
B 80.91.247.20 ubject: testl
7 213.165.135 62 MIME-Version: 1.0 E
i b * —race | [ Concel lcontent Type: multipart/mixed;
g gf”g':gi';'—.‘ bounda =_Part_192_962338442,1444223359783"
0 Bﬁ lears A’ [X-Originating-1P: [192.168.1.41]
e | . _ X-Mailer: Chmail 6.0.9_GA 2686
13 78.38.240.234 (Vran) - -
15 213.176.8.19 cic.aut.ac.ir Tehran, Esfahan, Iran Pl —— 5
For 24 hours only you can get up to 20% off eMailTrackerPro! Click Here
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(Ahmadian.Blog.ir) ;Loss! gage.p : (5905 5 ags

eMailTrackerPro v10.0b Advanc ion. Trial - -
File My Inbox Help
) ( I et Export Rules
L A :
i % = @ - Trial Edition
My My Trace Trace Trace Email Settings
Inbox Reports Headers Address Accounts
iew New Email =] Configure t’ Visualware eMailTrackerPro Trial (day 1 of 15) By
Finished cleaning mail - No mail to gimove Configure | Help | &bout | [3) - All traces complete
Delets Rule Subject Sender [P
o Registration at DahaGelab eMailTrackerPro by Visualware 51.226.10.60
Mo Welcome to "Kermelhiode.info" 80.255.11.20
Ho. testi I Want To: I 213.176.89.19

(") Trace an email | have received

A received email message often contains information that can locate the computer where

@ Look up network

An email address lookup will find information about the netveork responsible for mail sert
from that address. | will not get any information sbout the sender of mail from an sddress

but can still procduce usetul information

oailo Bl Y guw gewly

for an email

Enter Details

Email address: | mm.Ahmadian@aut.ac.ir
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