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Proto Local Address Foreign Address State



TCP
TCP
TCP
TCP
ubpP
ubpP
ubP
ubpP
ubP

unknown-dfc42d2:epmap 0.0.0.0:0 LISTENING
unknown-dfc42d2:microsoft-ds 0.0.0.0:0 LISTENING
unknown-dfc42d2:ms-wbt-server 0.0.0.0:0 LISTENING
unknown-dfc42d2:1025 0.0.0.0:0 LISTENING
unknown-dfc42d2: microsoft-ds *:*

unknown-dfc42d2:isakmp *:*

unknown-dfc42d2:ipsec-msft *:*

unknown-dfc42d2:ntp  *:*

unknown-dfc42d2:ssdp *:*
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Netstat —an
Netstat —a —n
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Proto Local Address Foreign Address State

TCP
TCP
TCP
TCP
UbP
UbP
UbDP
UbP
UbP

0.0.0.0:135 0.0.0.0:0 LISTENING
0.0.0.0:445 0.0.0.0:0 LISTENING
0.0.0.0:3389 0.0.0.0:0 LISTENING

127.0.0.1:1025 0.0.0.0:0 LISTENING
0.0.0.0:445 k0%

0.0.0.0:500 X
0.0.0.0:4500 :
127.0.0.1:123 i
127.0.0.1:1900 X
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Netstat —p tcp —a
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Active Connections

Proto Local Address Foreign Address State

TCP

unknown-dfc42d2:epmap 0.0.0.0:0 LISTENING



TCP  unknown-dfc42d2:microsoft-ds 0.0.0.0:0 LISTENING
TCP unknown-dfc42d2:ms-wbt-server 0.0.0.0:0 LISTENING
TCP unknown-dfc42d2:1025 0.0.0.0:0 LISTENING
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Netstat —p tcp —na

Netstat —p tcp —n —a
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Active Connections

Proto Local Address Foreign Address State
TCP 0.0.0.0:135 0.0.0.0:0 LISTENING
TCP  0.0.0.0:445 0.0.0.0:0 LISTENING
TCP  0.0.0.0:3389 0.0.0.0:0 LISTENING
TCP 127.0.0.1:1025 0.0.0.0:0 LISTENING
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Netstat —ao
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Active Connections

Proto Local Address Foreign Address State PID

TCP  unknown-dfc42d2:epmap 0.0.0.0:0 LISTENING 852
TCP unknown-dfc42d2:microsoft-ds 0.0.0.0:0 LISTENING 4
TCP  unknown-dfc42d2:ms-wbt-server 0.0.0.0:0 LISTENING 8
08

TCP  unknown-dfc42d2:1025 0.0.0.0:0 LISTENING 1816
UDP unknown-dfc42d2:microsoft-ds *:* 4

UDP unknown-dfc42d2:isakmp *:* 656



UDP unknown-dfc42d2:ipsec-msft *:* 656

UDP unknown-dfc42d2:ntp *:* 892
UDP unknown-dfc42d2:ssdp *:* 1080
vl
Netstat —ab
Netstat —a —b

Netstat —abv
Netstat —a —b -v
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UDP unknown-dfc42d2:microsoft-ds *:*
[System]

UDP unknown-dfc42d2:ipsec-msft *:* 65
[Isass.exe]

UDP  unknown-dfc42d2:isakmp *:* 656
[Isass.exe]

UDP unknown-dfc42d2:ssdp *:* 1080
c:\windows\system32\WS2_32.dl|
c:\windows\system32\ssdpsrv.dll
C:\WINDOWS\system32\ADVAPI32.dll
C:\WINDOWS\system32\kernel32.dll

[svchost.exe]

UDP unknown-dfc42d2:ntp *:* 892
c:\windows\system32\WS2_32.dl|
c:\windows\system32\w32time.dll

ntdll.dll

C:\WINDOWS\system32\kernel32.dll

[svchost.exe]
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Netstat —na 1
Netstat —na 3
Netstat —-n—a 5
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Proto Local Address Foreign Address State
TCP 0.0.0.0:135 0.0.0.0:0 LISTENING
TCP 0.0.0.0:445 0.0.0.0:0 LISTENING
TCP 0.0.0.0:3389 0.0.0.0:0 LISTENING
TCP 127.0.0.1:1025 0.0.0.0:0 LISTENING
UDP 0.0.0.0:445 5

UDP 0.0.0.0:500 w505

UDP 0.0.0.0:4500 e

UbP 127.0.0.1:123 w0

UDP 127.0.0.1:1900 *ix

Active Connections

Proto Local Address Foreign Address State
TCP 0.0.0.0:135 0.0.0.0:0 LISTENING
TCP  0.0.0.0:445 0.0.0.0:0 LISTENING
TCP  0.0.0.0:3389 0.0.0.0:0 LISTENING
TCP 127.0.0.1:1025 0.0.0.0:0 LISTENING
UDP 0.0.0.0:445 i

UDP  0.0.0.0:500 *x

UDP 0.0.0.0:4500 *:
ubP 127.0.0.1:123 K
UbP 127.0.0.1:1900 H

Netstat —r
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Route Table

Interface List

(0)'6 MS TCP Loopback interface

0x2 ...00 90 f5 39 25 98 ...... Realtek RTL8139/810x Family Fast Ethernet NIC
Packet Scheduler Miniport



Active Routes:

Network Destination Netmask Gateway Interface Metric
127.0.0.0 255.0.0.0 127.0.0.1 127.0.0.1 1
255.255.255.255 255.255.255.255 255.255.255.255 2 1

Persistent Routes:
None
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Netstat —s
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TCP Statistics for IPv4

Active Opens

Passive Opens

Failed Connection Attempts
Reset Connections =
Current Connections =
Segments Received =
Segments Sent =0
Segments Retransmitted =0

UDP Statistics for IPv4
Datagrams Received =4
No Ports =0
Receive Errors =0
Datagrams Sent =4
S WYL 9 Wlw)l 9 iOL,> SO G JolS Ulaswino yinsloi
Netstat —e
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Interface Statistics



Received Sent

Bytes 512 512
Unicast packets 4 4
Non-unicast packets 0 1
Discards 0 0
Errors 0 0
Unknown protocols 0
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Netstat —es
Netstat —e -s



