
����� ���	 
 ��
 ������� 
�������	
 �	� �
�� 

������� 

����� :�	�
 ���	
 ����  



��� ����	
� �

�
 ���� ����� :�

����� ��	
�:
�
��� ���� 
����:���� �� ��! "

#$%�:&
'��(!�) &�  �*+, 
� &-�
! .
���":/ � 0-�1 "2

#$% ":&�  �*+, -� / � 0-�1&
'��(!�) "3
#$% .:�4���
�5! -� /���
�5! .6
#$% 2:�*+, -� /���
�5! &�  #*'�
� 23
#$% 3:MultiCasting /���
�5! &�4�*'�
� �Multicast 78 

���.:��
� 9�:�; 6<
#$% 7:��
� 9�:�; &�4,�- 6�
#$% =:&�  �*+, ATM �FrameRelay �<" 
#$% 6:ISA>DiffServ �MPLS �.2 

���2:�*+, &�4�*'�
� �3= 
#$% 8:#*'�
�IP �36 
#$% �<:&�  #*'�
�IGMP �ICMP �=� 
#$% ��:�*+, -� ?@�$'
 A
B�) �=8 
#$% �":&�  #*'�
�UDP �TCP �8� 
#$% �.:�*+, ��
�C! &�4�*'�
� "<� 

���3:��; /� &�  �*+, "�7 
#$% �2:&�  �*+, /��!��; /� "�= 

���7:�*+, -� ���!
 "3� 
#$% �3:�*+, -� ���!
 "3" 

D���! "7< 



��� ����	
� �

�
 ���� ����� :E


�� �:
���� ���� ������ 

����:�������� ��  !"#$ �% �&
���



��� ����	
� �

�
 ���� ����� :F

����:

�	��� ��! ��� ���� 	� �"#	� 

www.samavi.info



��� ����	
� �

�
 ���� ����� :G

������� �� ���� ����
�� ��������  � !"� #�� $�%&�'��
 �%�  ���%( )��%*� +�,%��
' �-&�
��%�' ���%� 
�.�(�!�&� ����& ���� .�
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  �F( �� ���,� �-���%�
 5 �C%
� )�&'  �C
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�!��( ����� �0�� 2�� ��� ���O�
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 ����  � ��0�
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�� ��
�� �� 5 ����
 �( �� ����:Z� �  ��" 8(��
 �3�' 6?  � �&��� 
�� ����' �� �C(� ���
�� �(��������!���( ��-( 6�
C�� �D.
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 � ��� ����  � 6����%�� 5
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 ��0�
 ���'%!� �!� �%D %� �%� :�,�
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� !& U�� �� ��0' C.
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�� $��( ���!� I! �%� ��D�,�^%! ��%7 �`�%�� !U

���� .!� I! �� ��D�,��
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 ���%� �%( �� �  �� �� �� ����  �F( m�%	[�
 2�� ���!�7 ��7 I!��.��(��0 ���� !?' ��D n �!� I! �� ��D�,��� �( H����
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��-D& �
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^LE& ���� �E& �( ���a
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�M	 �I+, AC!:
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'��!����� R'6���J( :�'��!7 R���&� ��� U�Z .�  �![�r,
 ��" �( �� �� #�
 $��%
 2!�!' 26��� P�%Q� �

 
1�WorkStation 
2�Node 
3�Peer to Peer 
4�Server Based 
5�Client Server 
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; AC! /�C	
�Q O��
;:
�  �!#�
 $!� I!'�� �( �  h �� )�O&� 2���"  � ��D�,!
 �S� � ����� R���� '��' !�� R. ����� R

��0��u'���& 5 �[�	
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!���
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 �( �,�'�� �( !�' 2�� ���� ����� R!� �� #�
 $�� �� �!��9�( �
����( .

#�J
 ��� �w��)Active Network('#�J
 ��z(passive network) . �%� ��,( #�J
 ��z ��� �w��  �
' ��� �
 ��0� �XQ
  � �� ����( �!�� �
�&�( �&��� �
 �� ��,( 5 #�J
 ��� �w��  � �
� ���,� ���� 1Q
.... 

�[�T� ��� �w��:��� �
 ������� ���� #�Q�&�  � �!�. �3�' 6���Z �( #�T� �� �� ��!�7 �  �� �w�� .#�T%� 
+�Z@4� 2(�{ #�4 �( ' |��� ��� ��,( �� 2,� ��Z.

V����� ���� ��] BY( �� �� !�A� U�
 U���� :
�� �C(��!. �( �� ���(���T=� �
 UX�
 ���� �#�%W
 6��%�J( �&�%� :�
�%���%� }�%� 5�%��D.�� 5 �%� ���5

%%%���%%%�' �%%%� U%%%(�� 5 �%%%� :!�%%%� �&�%%%�  ��!��%%%( �%%%� ��%%%� �C(� #�X%%%�� ������%%%�� ���%%%� %%%
��&�%%%� .
�� �����  �7���^5�
�� �( �� U(�� #�X�� 6���J( ������,� ��� .�����  � �-&? 2!���%� �%-&? ��0' 6'�( �� 2�� $

�
�� ��� U
�� �-������%
 e��� � 6'�( ����-%� �%(  ��%* �%� 2%�� �8(�%�
 6�%� :!�%�!& �D %� ���, .��%�T�Z
 �  � ����� �7���! � �( �� 2�� $!%� �%�0��' 2
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 ���� U� �( ��� 6'�( #�� �' ��0��'������. .

�I+,R 
ST
:
T=� �C0��!�
�� ���� I������� ��� ��Z :

^L���� + �� )NIC`(:��(� ��*�(' ���� �� ������� �( e��� � ��
�� $�� ���� + �� �� �� ����������� 

�� ��� U"��  � �!��� �� ��� ��T=� ��( ��
�� ��%� �������%� "'�%� �� :%Z�!7' ��%��� R���%&�

 �C
� 2Y� + �X(���(' � �' #�� � #���� !
 fX& ���� 2
�����7 .
`L#�Q�&� �&��  a:�
�� #�Q�&� �&�� ��( �  �� ���!��! ��*�( f0�
' ���� UX�
 �D�( e��� � ��
�� $����
���!���� I
���� ."�(���['���
 �� !�� �&��  $��� �%�� ��Z #�Q�&� :%� ~'� U%(���(�� :%-( :%�5��

,���� U(���
 U(��' #�� �& ���.

1�Adaptors 
2�Network Interface Card 
3�Transmission Medium 
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� )�& 2�� �( )���
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T	
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���'�� ���!7 R��( ��&�!�4 �� �!�
�� G�'�� ���!+�&��
�' +�Z@4� �( ����� R
����� ����;7 <����� �(�!��(� .%�o��� �' #�%� � $!. 2%
� %� �%( )�!�%�!�4 �� �D %! � G!�%&�

'��!&� ����� R
 )�O�7���.=�X" ����� ���� +��T	
 �
�] � ��
 �( 6��� !��� � ��� U:
^L	
  � ����� ��� 1� �� I��� �.' ��0� U(�* ���� ����
�����( .
`L9�( ���,& 2Z�� �� �!�& �� �"�( .
aL� �� �%%!�� e�%%%�� � I!%%%��%%%( �� $!�4 �� �%%� �%%%&�%%%!%%%
 ���%%%� U%%%(�� G���%%%��( .

�C0��!T	
 ���� I��� ��� ��Z :
�'��!����� R
�'��!7 R���&� 
�U��'�. 
����� �F��' + �� 
�������� e��� � :�, 

•����,7 ����)WAN:( �� ���� #�X���%T	
 ��4 �� %!%��T� e�%F" G��%� U%(�� 5�4�%�� � �
' � ����
 !� �!� �D��� :�,�!���(�Y
 ���� e�F" 6�� � �O� �!���%� �  �%�7 C( �%QF�
 I

�7 ����,7!��.�  �!6��( �� ���� $!� �!�� 2
�,
 �� �� �&���4 ��'  '� !���(�Y
 e�F" G��%( 
!��!
 UX�
 �D��&�� .�� 6��( ��!� �� I!
 �� ���� $�<���%�� �%( 8(��
' +�Z@4� �( ��&��� 

�� ���� 1��� ��� ����;7��!����� �D�!��(� .� ��! '��
 $��%� ���%� )�%& �( � '� ��  `" "
&�
 ���( )�& C���� .�� ���� �( 2�,& ���� #�Q�&� 2Z�� ����,7 ����  ��T	
 �"�T��%��� 

2�� .��7 C(!�� :-
' $!&�-0 ���� 5 ����,7 ���� $��!
 2&�������( .

�!�X�^L^:2&���!� �� �!9  ��"�� 

1-Network Operating System 
2-Long Haul Network 
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 .t�[�.�� #'���
 N��&���
�%� ���%�  � �%� �����
�� ��� ��Z:

�t�[�.���� � ��� �)Star(:�  �!t�[�.�� $�T� 5��
�� ���( �� ���!C��
 ����� #���� I�}�� �( 
���,� UX�
 .�
�� ��7��������
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1-Open System Interconnection 
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1-Transmission Control Protocol I/nternet Protocol 
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1-Net BIOS Enhansed User Interface 
2-Connectivity Devices 
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 !�� ��,( #�Q�&� �����Z@4� ���!,%
 U%�Z �XQ
 �( 8��
 I��!(��
 �C(� 6���Z 2	� �� 2���,
 6���Z 2	� ��!
 )�O&� }����� .,
��!(��!%"�� IT� �X %���

�  �!� 2�� 2&���!
 �Z�( �� ���. ��� ��� �� )�!�
�� I��
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���� .,
��!}�
'� �( h���T�Z f,3 �( � N�&!,Q� ��
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' ���,� �C!  �
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� f%0�
 �%� U%. 5 �& �� �D& #�J
 �  ���� ��&��� �
 U. �( UX�
 

�&�� �
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�!�X��L�:�� ������� �( �w�� ��-���D� $�( ���� #����  ��"��U.
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��w�� ��� 2��D� �T=�
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�6��� ��T�
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 � �� �TS�,
 �� �w!LAN ��� �� 2�� $w�
 �� 2�� $!� 2�� �0�� � �
 �� ��,
)G%!�4 �� 
�� �U.(|! �( 6���(LAN ��� ���. ������ )UW
LAN  E m�%
 Uw�  � .( �%� $%!� ���%(

��� ������� �(�!��,
 �� �!�(.U.2�� N�& '� �(:Source Routing �! Transparent.
 �SourceRouting n �? U.���7 �
  ��* ��,(  � �  �E& � �
.
 �Transparent ��" U.� �( +�Z@4� ������ �
 #�( ' �  :.

BPDU( Bridge Protocol Data Unit) 
�� h'  $!�  � Spanning  Tree  ��%�7 �%T0 ���,
 ��� �! ���,
 '� �� �� ��� �
 �������

 ��� .2" � 6� '? ��0' �( ���(Spanning � �� ��0' �T3�
 �� :
1) Spanning Tree                             
2) Address Learning               
3) Frame Forwareding 

U. � ��,( �� ' ���� �
 #�( ' �  :� �( �  �!� ��"�%� $�%�o�� ' �%D!� ��%-T. �� �  ��" �%�!C� 
���� �
 ���7 ����&� �  ��,
 .2" � f���� $!�(Spanning ��� �
 ��"�� .
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S���6 �Q�
 �( 6����( �� n��� �( �� �^'6 �Q�
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10 Mbps �( 10 Mbps '...S����� ����" �.� 6 �Q�
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S�� N�& '���� ��� ��Z �� � �� ��0' �:
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2Asymmetric 
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 n �? �� ��� %!$

[�3  ��*�( 2�,* �� 2�� ��F" �E& �� �  ��,( ��&�
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�%�-( ' �%�� �[� $%�� U%!S�%� $��
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 UX�
 �D!��� �( �  LAN ' �%� 
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 �&��. �D!��� �( �  \T�Y
 ��� )Internetworking.( 

_�B�! &�  #5	LAN :
•#'� U,& :CSMA/CD  ��� �w�� ���( �� 2&��� '8!�� 2&��� �
���(.
•� U,& )' :��� �w��FDDI  .
•)�� U,& :ATM LAN  :  

|! }�� + �= �( ���Tw�'�. �>���( �
 ��J! ��-� �. ���( 2&���CSMA/CD  ���( ��-� �. 5FDDI   
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�!�X��L�:}��ATM LAN  
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 ��� ��� .�� �&�( ���-. B��� ' 2Z�� B!�C
� ���(MLT ��� �
 ������� .+����_� ��J!
[��D�� ���_� ' ��� ��& ��
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2��3  � �&�7�&�7 �=�Q
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 N��&�LAN �&�%� �
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1�BandWitdh 
2�Baseband 
3-Broadband 
4-Packet 
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 U�wA� �,
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�0 :�� ���  |! �� V9��J
 �� �C��
 ��,� �! ���7.
•Insulation R�0 �� V9��J
 �� G!�Z �! PVC 2�� 6�T�� �!.
•Copper Wire Mesh:�� �� �� �( ��� �%
 U�wA%� ��%� �%�
 8%�0 6?  �%� ' ��%� ~��%
� � '?

2�� �,�4��_
'��w[�.
•Jacket �%w!C�
 +��%F" �%(��(  � :�%� �0 �" ��& ��-D& ' ���( |���@. �� fTz� 6? R�0 �� 

2��.

U(��#��,�����
 :�,Q� ���� '� �( ���:
oThin net :H�FJ&� 5|��  ��,( 2�� �T(�� :�� �F* 52��* 6�� � ' �!;. 6?  � i#��J
 ����T�
 

`g/s2�� ��!� .�
 �&����A. 6? 1��� �� ���,
  ��Q
 ���^�g2�� ��
 .
oThick net : V��!�Q� ��F* U(�� $!�`�(��( Thin net� �� .� �E
�	
 B��. 5 ��;
 U(��)�'@%Z

��" �
�	
 �( (�
  '� �C��
 ��,� �� �   �Y( ' ���( |���@. R�0 �� �� 2�� �� ����.

v!�  U%(��  � ������� � �
 ����� #�X�� N�& $!�� #��,%���� 51BNC �%
 �%��( . �7��%� �� �%�T�Y
 N��%&�
����� ���( ��BNCU
�� �& �� ��0' ��:Tconnector , Barrel connector'Terminator.

�!�X�^L�:����� #�X��BNC 

�t�[�.�� �( �!�� �w��  �Bus(�� �� U#��,���� ��
 ������ ��� .

1-Bayonet-Neill-Concelman 
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 �!�-� ��Z �� �� 2,&�� �!�(10 Base 5 �%�
   �%w( �w�%� 2"�%�  � �T(�%� �%� �w�!� j�l�� ���( 
�
 ������� ���7 .U(�� �� �� 2���J
 6��(  ��;
 + ��Z#��,���� N�& �� 'Thick net 6? �%( �'@%Z 5��� ������� 

h'  5�w�� $!�  � #�Q�&� h'  $-. �&�( #�� � #�Q�&� 2Z�� C�& ' 2��^s�%
 �%�&�{  � 2�(�D
 �%��( .$�%�o�� 
10 Base 2 U(�� �� �w�!� ��J! Thin net #�Q�&� h'  5��� ������� �&�( �( ����
 #�%Q�&� 2Z�� '^s � 2%�(�D
 

2�� ��&�{.
��-T(�� �� V9��J
 �w�� �!�0 �3��4  � ��� ���(�� :� �( :�� ~'�^5�%
 �����%�� ���%7 .*6�� � 6? 2%��

 �&��& �� ' ���( �
 6? ��� ��� � ��� $�T� U(�� �( 6��� .U�wA%� ��%�(�� :%-( :�%� 2%�0  �%-� �� �� U(�� N�& $!�
�
 �
 :�,Q� ���� '� �( ��" 5���7 ���:
•2UTP : �w�� ���( ' � �� �&��? fX& �� 2�� ����* 6�� � U(�� ���LAN $��o�� 52�� �����
  ��,( :��

 �( 2�,& :� )'� N�& 6�' H�FJ&� ' �� 2�� ���!;. .6? �� � ��Z ���!� 2Z��  ��Q
d�%� ��&�{  � 2�(�D
 ^ss 
�
 ��&�{  � 2�(�D
 ���( .�
 U(�� $!� V��'�3 2
�,
 �� �&���^ss �%! �%�
 a`� #��D�%� 2%
� 6'�%( �  +�%
 

��� #�Q�&� .%( 2���,%3 R�4��_
'��w[� ~��
� U"��� �( 2�,&  ��;
 U(��  � �%O��&  � ' � �� �!9�%(  ��,
� ��& ��0' 6? �� ������� 6�w
� 5R�4��_
'��w[� ~��
� �� �� ��-&�w
.

����� #�X�� �� 2�� U(�� $!� �� �Z�& ��" �� $�T� :��  �RJ11 �
 ������� #�X%�� �w�� U(��  � �
� 5���
����� � ��� �( ��RJ45 �
  �w( � ���( 6�w
 2A� �� �� �� �' 2�� :�� ���  2A.

�!�X�^L�:����� #�X��RJ45 

U(��UTP �� ��2�� 2�� \T�Y
 �Q�4 .CAT1 U%(�� #'� N�& �!UTP �%
  �%w( ��%= #�%Q�&� ���%( �%
� 5�'  
CAT2 ��CAT5 �w��  � ��!� #�Q�&� ���( �
  ��* ������� � �
 ������
�� ���  � �%�!� #�Q�&� 2Z�� ' �&��7

 f���� �( �-&? �� 2,� ��Z :d5�%�&�{  � 2%�(�D
 ^s5�%�&�{  � 2%�(�D
 ^i' �%�&�{  � 2%�(�D
^ss  � 2%�(�D

��&�{.�w�� ���( U(�� �� ������� �D&�" ' |��� ���CAT3 �
 ��=�� ���.

�!�X�^L^s:U(��UTP N�&�)a(N�& '�)b(

•3STP : :�� U(�� $!�  � ��&�
 ��!� #�Q�&� ���UTP ' :�� 2A� ���,%� �!��'� 2�0  �-� �! .2,%&�� �%!�(
 �( 6? +'��� ��UTP ����. �� 2�� $!�  � �%�!� �'  �%( ~��%
� � �;%7�{� �� �%� ��%� ���o�. 6?  '� �( ��

 �
 ���7�T0 ��� .52��* ��	[ �� �� U(�� $!� UTP 6�� � � �& ���
 �� ' ��&��7 2�� �� .U(�� �� ��
�,
  ��Q


 
1-Twisted Pair 
2-Unshielded Twisted Pair 
3-Shielded Twisted Pair 
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 �%%%4 #��Dgss #��%%%J
 �%%%�
 ^ids2%%%�� +�%%%
 .
�w��  � �QT3 ' ���(��� �t�[�.�� �( �!�� �
 ������� ��"� N�& '� �� �� ��� .5U%(�� N�& $!�  � �� �� ���7d

�
  �w( ���(�� :-( :�� 2�0 2%
�! � ���%( ��%D!� ' +�%Z@4� 6���%��
 ���%( �%w! 6? 2�0 '� �� �� �' 
 +�Z@4��
 U�Z ����.

�w��  � �
 :A� �( U(�� N�& '� 8!�� 2&��� )�& �( �!�� � �":
•100 Base TX :�w�� ��J! U(�� �� 6?  � �� ��UTP N�& CAT5 '� V@�Z ' ��� �������~'�  � :�%� 

�& �� 2[�"� ��!� #�Q�&�)'�~'� �%
  �w�( �D!� �%�&�
(6?  � 2Z�%� 5^ss h'  ' �%�&�{  � 2%�(�D
 
&� #�Q��&�( �( ����
2�� .

•100 Base T4 :�
 ��
�7  �w( 6?  � :�� 2�0  �-� �� �� 2�� $!� 9�( N�& �( 6? +'��� �-�� �&��.

N�& �� +'���
 V@
�� � �& ���
 U(��#��,���� '5��� ���(�� :-( :�� ~'� �%
 U�Z �%�� .�%w�!� ��%0 �%(
 . 5�(�! #�Q�&� :�� U"��  � �w!��w[� #��D�� �
 #�Q�&� �A�� �! |���@. 6��
  �  �& �� �!�-,[� �(�! . � U(�� $!�
 �
 2
'�Q
 V@
�� R�4��_
'��w[� ~��
� �(��( :%�  ��,%( �  ��!� 2
�,
  � #�Q�&� �{� �( #��D�� 2
� ��{�� C�& ' ���

 �
 6?  � �!� 6��� .�
 � �& ���
 U(�� N��&� �� �"�( �� ��&���^`s#�Q�&� ��
�T�� ���� )�O&� ���� .6�%w
� $��o��
2�� :�  ��,( � �& ���
 U(��  � +�Z@4� $�"��&� �T� �( .�
 �(  � �  N�& '�  ��;
 U(�� ���7:

•�-�� 2[�3^: � �� �
 #�Q�&�  C�[ |�� �( ��!� U(�� $!� + �X( ' �(�!�,a/^`g�
 ���� 6�A& 6?  � �%� ��%�
�,a' � �& ���
 �F* 6'�w�
 ^`g�
�
 6? �
�	
 ' � �& ���
 �F* N��O
 6'�w ���( .2�%=�" �� N�& $!�

H�FJ&� �w�� ���( � �� �!9�( 2��* ' :� ��!;. �
 ������� ���T� ' �&�!C!�T� ��� ���7.
•�&�7��� 2[�3`:�
 #�Q�&� � �& R[�. + �X( ��!� 6?  � �� + �X( ' �(�!i`,g/^`g �
 ���� 6�A& �%� ���

 6?  �i`,g
' � �& ���
 �F* 6'�w�^`g �%
 6? �
�%	
 ' � �& ���
 �F* N��O
 6'�w�
 �%��( .N�%& $%!�
 �( 2�,& �  �������� 2
�,
 �-�� 2[�3 �
 �4 H�%FJ&� 2%�T(�* ' ��� � �� ���A%�( ��!;%. .C%�& 6? 2%��*

6�� � �w��  � ' 2�� �� �
 ������� ������
�� ��� ��� .( 2�,& � �& ���
 U(�� �T� �F( N�& '� �#��,%���� 
'���(�� :-( :�� ~'� � �� ����%
 ���
� �( ���& 6? fX& C�& ' � �� �!9�( 2��* .�w�%� ��%� 100 Base FX 5

�w�� �
 ������� � �& ���
 �� �-&?  � �� ���,� �!�� �-&?  � #�Q�&� 2Z�� 5���^ss ' ���%( ��&�{  � 2�(�D
 
#�Q�&� h'  �&�( �( ����
 �
 ���( .��w��  � �t�[��w� 2
�A�. �( 5�'�
 �%
 � �%& ���
 ��� 2Z�%� �%( 6��%�

^sss2
�! 2�� ��&�{  � 2�(�D
 .�
 ����A
 � �& ���
 U(�� |! �J( �	�= Uw�  � ���.

�!�X�^L^^:��� �&��& H@z�!�� �� ' �w�� �& ���
 

��=�� �T�  �F( � fX& � �
  � �!��� �� ��0' �w�� U(�:

1�Single Mode 
2�Multi Mode 
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•���� ��-� U(�� ���& � �
  ��Q
 �� ��A�( �A���.
•�
 fX& �� �  �w�� �� �AY( �� �%�!��& B!�
�? 5���� .��%0' �w�%�  � �!�-A%Y( 2%�� $%w�


���(  ���� ���
 �� R. �-&? $�"�� ~ �" �� ����( �����.
•U(�� $�
� �'  �( 2�� )�9 �7� �( �  �-T(�� 5��!��& �A�2u��3 �T�� ����� ��&����( �!��.
•�&�A& �  U(�� �� '� ���� � �;7.

�*+, ?-�)^:
�! �w�� + ��NIC �� 5V�
��Z  ���  ���� h��,7 `�����
�%� �%
  ��%* �T�%�' 5��%�7 $�%( �%� 2%�� ��

 �w�� ' �����
�� �
  ��*�( #�X�� 52�� 6? �� �SC0 �����
�� �� �� �!��& .�w��  � �����
�� �� �
 + �� |! 2,!�(
 :�,�� h��,7 n�( �( �� ���( ����� �w��a�
 #�X�� ���( ' �(�! �
 U�Z �F��' |! 6���Z �( �w�� U(�� �%�� .

 � �
� 52�� ��� �w! � �( ��
 �( �w�� + �� 5�������
�� �"�(  � h��,7 + �� |! Uw� 8*��
 ��A�( ��" �( � 
�
 �( �! �� ���7ISAd�( �! '5PCI 
�
 UX� ���7.�w�� + �� )�%& ���%�� �%( ����%&� ��   �C%
� �%W�� #�r,%
 56?

 �!9 ������ �� ���� �&��. �
 �w!C�
 �!9 '���( .+ �� �
 �&����A. �� �T(�� N�& �( ��,( 5�w�� ��� #�X�� 5����
����� ��� �
 �  �=�" ���T4)�%
 U%=' �w�%� + �%� �%( ��%��� #�X%�� |! G!�4 �� �w�� U(�� ��%�(.�%"�(
+ �� �%
  ��* �  ��� $!� �� �& �� ����� #�X�� N�& |! �� B�( �w�� ��� �� �%�T�Y
 N��%&� �%( �  �%-&? �%� ���%�

���� #�X�� �w�� ��-T(��.

�*+, ?-�) /;�;
 &� �
*�a�:
���� #�� � ' 2
�! � ���( �� �  �&�7�&�7 �����wT�Z �w�� + �� �O&� 5���,� ����3 �w��  � ���
 )�%��

�� ��� ��Z �-&? �� �"�( ��:
����� ���� �X	
 : �!� � ' �w�� + ��)��  ���&� (�!9 1��� ��� ��[�� ���� H��4�  � :!�
 ��O!� #�r,
 56?

���
? ' �w�� ���,� #�Q�&� ���( 6? ����.
�#��D�� � ���( �� ' � �;7�� :� �w!C�
 �!9 � �;7�� K�4 �w�� + �� 8*�'  ����. �
 ����� ' �%�� ��%�

�!'�'� #��D�� �( �  �w�� �!9 1��� ��� ��[�� U!�%�� �w�%� U%(�� �'  �%( #�%Q�&� U(�* �w!��w[� ���
�
 �!��& .#��D�� $��o�� �!9 ������� ���( �  U(�� �'  �� ��
�! � ��� ���� �%( ��9�%( ��� �%!'�'� ��%�

�
 U!��� ����.
����� 2
�! � ' #�� � :� ��� �� #��D�%� #�Q�&� ' ��[�� 5�w�� + �� ���� 2%
�! � ' �w�%�  � f%����
 ��%�

#��D�� 2�� ��' ' ��� .#��D�� 2J��4 �!9 Uw�'�. ' �w�� U(�� �( �� ���� �%&��. � �� �D�,%( .|%!  �
LAN ��,( :� �����
�� �� 5�l�
 �
 2
�! � �  �w��  � � ��Z ��� �%!9 �XQ
 n �? �w�� + �� ' ���
&��. ���� ��
 �� �( �  �%�" �! ��� ������
  ��;
 �����
�� ���( ��,( �!? ����( �� ��� .2%�W
 + �%=  �

 �%
  �%�Z �����
�%� �� ��J( �!9 1��� h����. )�O&� ���( �  ��,( �w�� + �� 5���. 6��( �%�z  � 5�%��
�
  '� �( �  ��,( + �X�!� ��w
�.

1-Network Interface Adapter 
2�Expansion Slot 
3-System's Expansion Bus 
4�Industry Standard Architecture 
5-peripheral component interconnect 
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 � #b	 #��c �*+, ?-�)�:
,( ���( ����� ��0' U�3 U(�* ' ���� �����
�� |! ��� �w��  � �� � �� #���3�  �� .�� �J�%�' ���,%7

 �w�� + �� 2�� �(����� U(�* �������
�� $!� f���
 ��� .������� ���� ��������
��  � �� �w�� + �� �� �Z�&
�
 �� 2,� ��Z ��� :+ �� PCMCIA 6��� �! PC Card.

PC Card� |!  �  �� �
 ��0 ���� �����
�� � ���  � ��0�
  ��� 2�0 |!  � �! '���7 .�( �w�� U(��
 )�& �( � �C(� �� �������Dongle + �� �(PC �
 UX�
 ��� .��-� ��PC ��� �C(� C0Plug-and-Play ' 5���,� 

�
 C�&  �" �! fX& �  �-&? 52�� 2�[�J
 #�3  � ' $�'  �����
�� �w�[�3  � 6��� ����& �-&? fX& �� R. ' ���& ~
�(Restart 2,�& �����
�� 6���.

&Y�d! /��$e �*+,)2VPN(:
=�X" �������O
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��� #�Q�&� �=�X" I�' �( �
�%�Z ���� �.V9�%�J
 ��

VPN ��( �=�X" ���� '� #�X�� ��4 �� !G!
��Z ���� I�� ��&�
 !
 ������� 2&������� .��  �E�
!���� I
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�& �%
 �����%� 

=�X" ���� '� �E& �� ����4 �� e��� � 5!G!=�X" ���� ' e��� � I�(����%� 8%*�'  � �
� 2��  ��*�( �-&? $

��Z��!
 )�O&� �   �� $���� ..���� ����VPN '� #�X�� 9��J
 !=�X%" ���%� �%�� ���4 �� %!G%!U%&�� I


 )�O&� ���C
 ���� .� �( 8*�'  �!�' $�' �%( #���� #�3  � +�Z@4� �T�
�%�Z ���%� �� �� %!�%� �!6��( �%� �

 ���	
��&�
 .VPN
 �  �� �( ��,( 6��� �. ������ ����. H���� '���� �����T�Y
 N��&� �( 6? �,Q� ��� :�.

VPN
 �  �������� �( �0�� �( 6��� ! �D&C
  �� ������� )�Z ��T=� �'�7 '� �( �,Q� ���� ::
oVPN ���C
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 N��&� �� ��� C
  ��-
C� �D&C
  ���( �' �( +�Z@4� $
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oVPN ��A&C
  :�!�� N�& $VPN ��( �'� #�X�� !=�X" ���� ��� ��8(�%�
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�,
 I��!(��( #���� #�3  � +�Z@4� �-�� �� 2�� 6? �=�X" ���� '� $��%� �( 

!,
 �-&? �� I��� ��
��&�� ) .MPLS VPN (�  � %! %
 8%*��
 $�9  � 6��%� %!�%� ���� ��9�%( 
 �D&C
 ���&�
 SSL ��� �������.
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����=�" 2�2��  �� �"�( .��(� � #�W
 VPN�� �9 5 ��� C
  !� �� �%D&C
  6?  � �%� �%
 )�%O&� � � ��%� 

��� :O3�{�� ��� C
  I�� �� �.�o���
��� jF� $�2VPN ��( �& 6? 6��( �� �9 �%( �0�� �( C%!. �%���%� ����

 K�F
���� .

1-Portable Computer Network Adapters 
2-Virtual Private Network 
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oVPN 9!. ������ �&� :�� ������� �(VPN�� �9!. ��
 ���� �&��=�X" ���� '� 6��� �9  � �  %!�
`#�
 OSI �-T��'�. �� ������� �(�!��&�
 ATM !�Frame Relay��� UX�
 :� �( .��0' �(��%� 
�!&��
 $�� )C����
 U3 ��
 �E& �( �� � h'  9��J
 �
� ��  �&�&�& 6�� 2,��%( �� %! ,%
 I��

=�X�"��9!�`� �� .�-T��'�.�Frame Relay 'ATM &��
��-
C� �D&C
  �
�� �  ��& $����� .

��� �( 1Q
 �-&?�
 ���0� I�9 #�X�� )��� �( �� 6? �( ��,( �� ���� !�`��� 5 � �� GTJ� ���� I.

(��(��!�
� �( �7� $�( 2���A�&� �� ��!�( �!&��
 ���-
C� �D&C
  �����
 �D(  �� �( �  ��!�.
oVPN 9!���� �:�!�� $���VPN �� ������� �( �� Tunneling 9%!�a'/%!��� ���%-�� �%D&C
  �


 ������������ .��(�
 #�W
 ��( 6��� IPSec Tunneling �D&C
  U��'�. '���%( ��!��%OVPN 
��� � ���.�-[�W
��!�-T��'�. �D�GRE 'L2TP ���,%� .%�� � �%�� 2%�� f%[�0��%� :L2TP  �


����9 I!�`
 U&�� �9 �� �
� �&� !�a��( ��!
 �������  �� $���� .��(��(! � $VPN �%� �9%!�

  ��* �����7���.�!9 $!��( �� �D&C
  )�O&� �&�,( C�2�� f���
  � . ��-A%Y(��%J( ��%!$
� �( h �C7!�� $���VPN���" K'�A
  �4 �( �� �2"���. :.

oVPN 9!��( �� �:�!$VPN ��( �� ��� �
�&�( �(  �� ���( �� �� q�" !�%&� ��%� ��%O .VPN �%� �
���
��(SSL �-[�W
 �����( }�" ��!�� N�& $VPN ���,� .SSL  �%D&C
 �%( �  �' }' �%7 '�
 $
 '�����SSL 
 ��0� � �
�� 5��� $�%
��%�� .SSH  � #�%W
!�%D���%( ��%!�� N�%& $VPN �%� 
2��.SSH 6���Z �(!&��
 I���%( ��%� C%
  ' $
� )C�login �C%0� �%(���"��%� ���%� \%T�Y
 


���� .U�A
VPN �  � ��!9 $%!�%� �%
�&�( ' +�
�%" �%��� �%� 2%�� 6? ���0%!���
�%l� 

��A. 5 �&�� ��&�� � �-&? VPN&��( C!��� �
�l� �.

C�� �B;�&VPN -�d' �
H-�H 0�;

�&
VPN ��( �  �� � �O� H���� �( 6��=�" ��!
 ��O��&�� .�! �%O� H���� $�,%Q� ��%�( :��0%!��� 

��(�VPN
 ��( ����� :
oVPN �!�&�����:�!�� $���VPN '� �� !=�X%" ���%� ��� ��6' �  � �  %!��%� I:%� �%( 6�


 
 UX�
����� .�!�� N�& $VPN &�
��
 ��J
 �
 �� ��� ����" �fJ� :!���
� �%! � 6�
��%� I
�� UX�
 6? C��
 �( �  2�� '� e�Q&�' :!( $
� ���� I���  ��*�( �-&? $�:.

oVPN �&���,�� �:�!�� $���VPN ��( �� �'� #�X�� !=�X" ���� ��� ��'� �� !6�
��%� �%�� �
�( 
  �� ��&'  .� ��!N�& $VPN ��( 9��J
 � ��� !����B2B %
 2��� '� 6?  � �� ��%( �%����" 

 �O� +�4��� ���(!��!
 ������� 5�&�����( �D���� .
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�� $:
%�& '"&( 

���':��������� ��  !"#$ &� ( � )&�* 
���+:�,%����-� &� (%����-� 
���.:��-� ��,�"�
�/!"#$ &� (%�� 
���0:Multicasting (%����-� ��,�"�
�/ 
Multicast 
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��))� ���))� "& %))�& '"&(
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 ���� ����� :EN

��� �
 :�,Q� N�& �� �( ������
�� ��� �w��  � n �?:
�.�w!C�
 n �?)���� #�X�� ' �w!C�
 ��� �!9  �(
�.n �?IP)!9�w�� �(
�.+ �. n �?)UQ& ' U�3 �!9(

&�4;-�1IP :  
�(g�&�� �
 :�,Q� n@� )��-� �?a`���,� ���( : (

IP Address Classes 
n@�A:n@� $!�  �^`� �w�%� ��  � �� ��� \!�J� 6��� �
 �w�� ^i6�%�T�
 HOST  �%&��� �%
 

���D(  ��*)@� $!� 2�� ��� �. n. (
n@�B:n@� $!�  �^ia�`�w�� �� �� ��� \!�J� 6��� �
 �w�� �6��� �( ^iHOST  �%&��� �
 

���( �����.
n@�C:n@� $!�  �`�w�� �� �� ��� \!�J� 6��� �
 �w�� 6��T�
 �6��%� �( �HOST �%&��� �%
 

���( �����.
n@�D:6? �� 2�� 2�(  �-�^^^s ����( n@� $!� 5 2�Multicast ��� �
 ������� ) .�
 ��J!

�� ��,( 2*' �� ' ���  ��* n �? |! �XQ
 ��� ���( 6��� n �? ' ��� #�� �Multicast 5 ��� ����  ��* 6?  � 
���� 2
�! � �  ��,( ��&��� �
 ���XQ
 ��� (

��-� �? ��� ���7 ��-� �?IP �� ���,� GLOBAL ���,� .[��%� � �� ��%0' :%� �%w!C�
 n �? �%��
 n �?d�2�� �w�� + �� ���( .

��-� �? 6��( ��3 U(�* ' ��3�  ���(IP  �� DNS�
 ������� ��� .���� q�X%�"� ���%3 )�& |! ��J!
 ��� �
 .

q�" ��-� �?:
•HostId=0:�w�� n �? .
•HostId )���|!:n �? Broadcast.
•127.X.Y.Z :  n �?loop Back.�%!9 �� n �? $!� �( ��� ��,( IP ��%&���7�( �%( ' �&�%� �%
 

��(�! ��& ��  �w��.
•0.0.0.N :  '� �%%7�Host n �? �%%( ��%%D!� ���%%( �%%���Y( �%%-&? �� �%%w! ' ��%%��( �w�%%� |%%!  � 

X.Y.Z.N n �? �� �&��� �
 ��w( #�� � �  �
��.0.0.0.N��� ������� �XQ
 n �? 2-0 .
n �? n@�5 �w�� n �?�!��& �
 �YA
 �  �@(  � n �? ��
�� ' �@( 5.V@W%
223.168.21.124 � 

�%%!��D( �%%E&  � 6? �w�%%� n �? �@%%( 5223.168.21.0  n@%%� ��C6? n �? �%%�
�� '223.168.21.0 �%%� 
223.168.21.225�(�! �
 .

�(Host 5 ���( UX�
 �w�� '� �( �� �!Multihmode Device ��7��� �
 �.
Broadcast n �? :�Q�,
 :�� 2�� �
��. |! 1���}�!��,
 )��� ���( Host �%T	
 �w�%� ��%Z ���

���7 �
 #�� �.
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Broadcast n �? �'�	
 :|! 1��� �� 2�� �
��.Host �w�� 6? ���Z� �!�� ���( �T	
 �w�� U"�� 
���7 �
 #�� � .' 2�� �w�� 6��� U"�� 1Q
 )��. $!�(�!��,
  � �-w�� �� ~'�" $�3���� �
 �@( �  6? �.

�� �!�( :�S��& ������� �w��  � ��� n �? ���( ���Q�4  ��"�� �� :����Y( �7�Subnet:�S��& ������� :

6��� ���. ��-�' Subnet:
�.j!�=)Straight :( n �?IP n �? �( �  Mask 2�( �( 2�( �w�� AND��� �
 .
�.��&��
)Shortcut :( n �? �� �!�-��,*IP 
 ��  � 6? #��%J
  ��%QMask ���  � V�%��Z �  2%�� 

Subnet :��� �
 ��� .�� �!�-��,* ���(Mask  ��Q
 �� � � �  ��=  ��Q
 5�& �� Subnet �  
:��� �
 ��� 6? #��J
 2�J*�
. ��Q
 5�-��,* �!�� ���( IP �( �  Mask 2%�( �%( 2%�( 5AND 

:��� �
 .��S��& �0�� �!� #�W
 �(:

���J�Subnet ��2�� '� �� �&��� �!'�'� B!��& ��-w! ���J� $!��(��( 'Subnet ���%J� N�%�O
 �%( �(��( 
�!'�'� B!��& ��-w!Mask �!'�'� B!��& ��-w! ���J� ' �w�� ��
 B�. Subnet���( �
 .

#�W
:n �? ���
 2��� |! 201.70.64.0 �  � ��)n@�C(2���" � '�Subnet � �� .�!�O&? �� �w�
�� �&����6��� ��Z $!��w��� 52,�& ���Z �� �:!��7 �
 �E&  � �  2�� .��-w! ���J�Mask ��%
 B�. ��

�%%%��( �%%%
.��%%%-w! ���%%%J� $!��(�%%%�( Subnet Mask ��=�+������%%%= ���%%%J� ' �%%%��( �%%%
 �=��L��
���( �
.$!��(��(�Subnet �( )��� �� ��=����" n �?2��� :�� .Subnet Mask�( 2�� �(��( 2[�3 $!�  � :

11111111 11111111 11111111 11100000 �! 255.255.255.224 
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#�%%W
 :n �? ���%%
 2��%%� |%%!181.56.0.0)n@%%�B(� �� �  .�%%�
���& 2��%%� $%%!����� Subnet 
���( �
 .$!�Subnet���� �3��4 �  .

��-w! ���J�Mask ��
 B�. �����( �
 .���� �� �&��� �2,%�& .6��%� ��%Z $�%['��5���� 2%�� .
��
���& $!��(��(�� � �D!� |! Subnet Mask :��,� )��=��+��.(C%�& ����= ���J��=��L��2%�� .$!��(�%�(
Subnet Mask�� 2,� ��Z :11111111 11111111 11111111 11000000 �! 255.255.255.192.

���J�Subnet������ �� 5Subnet ��=��n �? .

6��� �
Subnet  � �!�� Subnet � '? ��0�( ��� ��O!� ��� )Subnet
 #�4 �( �_��(

���,� +'���
 �w�� n �? ���!� ���J� �� �� �� �& �� ��0' � ��,( ��-���� .Supernetting �w��w�
���& �� ��w! �  +'���
 n �? �����
 $!� 6��� �
 �� 2��.�( :��3 $�&��*Supernet�� ��� ��Z :

•�� �&��� �!�( �-�@( ���J�����( .
•���( �����. �!�( �-�@( n �? ���
.
•���( :�,Q� U(�* 5�-�@( ���J� �( �!�( #'� n �? )�� 2!�(.
#�W
 :�%�
���& 2��� |!Supernet �� ��n@%� n �? C�%��( �%
 .Supernet Mask �YA%
 �  6? 

��S��&.
(�������
���& n@��:���( �
 2�( .$!��(��(Supernet Mask�� 2,� ��Z ��
 $!� :

11111111   11111111   11110000 00000000 �! 255.255.240 

#�W
 :�%�
���& 2��%� |!��� �%��( �%
 n �? .��%-�@( �����%
 �� |�
��%� n@%�C���%( �%!� 
Supernet 2�� f���
 2��� $!�  �.

198.47.32.0  198.47.33.0 198.47.34.0 
198.47.32.0 198.47.42.0  198.47.52.0  198.47.62.0 
198.47.31.0 198.47.32.0  198.47.33.0  198.47.34.0 
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198.47.32.0  198.47.33.0  198.47.34.0  198.47.35.0 
�L�&.� �� ��0' �@( �� �-��.
�L�&.2,�& �����. �-�@( ���
.
�L�&.��(  � 2,�& :�,Q� U(�* #'� �@.
�L�T(.2�� � '?�( U(�* e�� �� �� .

�!� �!�X�  �Subnet5Supernet 'Mask2�� ��� �,!�Q
 ���Z :

#�W
 :|%! �!��%�(� n �?Supernet 5205.16.32.0 ' �%��( �%
 Supernet Mask 5255.255.248.0 
���( �
 .|!}�!��,
�
 2
�! � �!� ��-� �? �( ��,( �� ��� .

205.16.37.44 
205.16.42.56 
205.17.33.76 

M2�� �w�� $!� �( e�(�
 �� ��,( $!� �� |�
��� 
205.16.37.44   AND  255.255.248.0  -->  205.16.32.0 
205.16.42.56   AND  255.255.248.0 -->  205.16.40.0 
205.17.33.76   AND  255.255.248.0 -->  205.17.32.0 

� n �? �-�� $!� �( #'Supernet��� �
 e�(�
 .
#�W
 :|!Supernet N'�� n �? |! �� �� 205.16.32.0 |%! 'Supernet Mask 255.255.248.0   

���( �
 .$!�  � �@( ���SupernetM2,�� 6? ��-� �? ��
�� ' � �� ��0' 
SuperNet �� �� ��' ���( �
 |! ��Z Mask �� �� ��
 B�. �����( �
 |! .(H@�%"� �%( �%0�� �

�%� 2%
�7 �%O��& 6��%� �%
 '� $%!� �%��( ���$%!�  � �@%( Supernet � �� ��%0' .�� �%�� ��Z �%-�@( $%!� 
205.16.32.0 �%%%� 205.16.39.0 .  �� 2,%%%� ��Z �!��%%%�(� n �?205.16.32.0 �� 2,%%%� ��Z n �? $!�%%%"? '

205.16.39.255.
0h) ��C� / � 0-�1�:

�( ��� n �? �� H�����( �
 +'���
 #�4 �( n �? ��-�@( 6� '? :���
 n@� 6'.

�( �-�� 2�� $w�
 �T"�� �w�� |!��%( |%��� 2��%� |%! >���( ����� ���& n �? ��|%! ' n �? 
�( � C( 2������� n �? .� �? ���J� + �= ��  � �� �&��%� �%!�( �@%( ��-��%��( )�5�5�5.(... N'�%� n �?

 ��J� �( �!�( �@( ���( :�,Q� U(�* �-� �? �.�@( �7� V@W
��%( �%!�( �!��%�(� n �? 5:�%��( ����� �� �? �U%(�* 
���( :�,Q� .�� ���� �( �@( ���(��� 2��  2�� �!�( �-�� 5n �? �%( �%�@( ���( ' ��� |� n �? 2!�( $!��

 �� ��������� n �? ���� �
 |� 2��  2�� 2!�( .
#�W
 :-� �? �� |�
��� �!���(� n �? �&��� �
 �!� �� �@( |!��M���( �� �? 

1-ClassLess 
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205.16.37.32 
190.16.42.44 
17.17.33.80 
123.45.24.52 

#'� n �? 2!�( $!�� 2��  2�����( �� 2�� ��2�� :�,Q� U(�* .2%!�( $!�� 2��  2�� $��o��
 C�& )�� n �?���( �� 2�� ��2�� :�,Q� U(�* .'� n �? �%-�� $!��(��( ��-%� �? �%�&��� �%
 )�%� n �? ' #

����(  �E�
 $!� ���( ����J
.
#�W
:�� |�
��� �( �@( |! N'�� n �? �&��� �
 �!� � ��
����M���( n �? 

205.16.37.32 
190.16.42.0 
17.17.32.0 
123.45.24.52 

 �( :�,Q� 2�T(�* ���(���� ��  2�� �� )'� 2!�( ' ���( ��= 2!�( $!�� 2��  2�� 5�%( �!�( 2�U%(�* 
���( :�,Q� .n �? �-��17.17.32.0� �� �  1!��� $!� .

��a	/�:
A.B.C.D/n ��%-w! ���%J� 6��� 6�A%& ���( ���& |! Mask �%��( �%
 n �? |%! .��%�& /� ��%�& CIDR EC%�& 

��
�& �
 .
#�W
 :��&�A%�. #�%4 ' N'�%� n �? �( �@( |! |��� 6�
��� |!205.16.37.24/29) ���%�&/(� 

� �� .���� $��J� �  �@( ��
��.
�!���(� n �?205.16.37.242�� .�!�( �
 5�!�-�&� n �? 6��� ���. ���(��' ���%� �%�3 �  #'� 2�( �

:���  !�J� |! �( �  �!�-�&� 2�(.
Beginning  : 11001111  00010000  00100101  00011000 
Ending      : 11001111  00010000  00100101  00011111 

 �-�� �@( ��  ��� �� ��0' n �? .n �? ��
�� #�W
 $!� ���(�2�� .( 6��� �
 $!��(��( �C�& �!� Uw�
���& ����	
 �  �!�-& n �?:

24 + 7 = 31  -->  205.16.37.31 
 ��-�@�A5B'C|�� �( 6��� �
 ��3��( �  ���& /��� B!��& �!� UwA( :

Class A   :  A.B.C.D/8 
Class B   :  A.B.C.D/16 
Class C   :  A.B.C.D/24 

#�W
 :+ �X%( �w�%� ��-� �? �� �w! �w�� �= � �  �w�� n �?167.199.170.82/27 $�%�J� �  5�%��( 
��S��&.

�&�A�. #�4���!�( �� 2,&? ��J
 �( �� 2�� ����&���*�( ��-��( ' ���� � �� �D& �  #'� 2�( )��(2(
:��� ��= �  .���� �
  ��* ��{�� 2	� �  2!�( $!�"? �-�� 2�( .2�( $!�"?01010010 6��� ��= �( �� 2�� �
6? �"? 2�(01000000 �! '64 :! '? �
 2��( �  .�( 2�� �(��( �w�� n �?167.199.170.64/27.

#�W
:n �? �@( 6�
��� |!130.34.12.64/26 � �� �  .�& 6�
��%� $!� �%�
���subnet 2%�� .subnet 
���� �YA
 �  �-&? n �? ��
�� ' ��.

�&�,. #�4�2�� .�@( �� �D!� + ��Z �(��n �? )��(� ��.�7� $!��(��(�subnet )��%� �� :����Y( 
��2��� �����" n �? .2[�3 $!�  � �&�A�. #�4 $!��(��(26+2=28 ���( �
 .

Subnet 1: 130.34.12.64/28 to 130.34.12.79/28. 
Subnet 2: 130.34.12.80/28 to 130.34.12.95/28. 
Subnet 3: 130.34.12.96/28 to 130.34.12.111/28. 

 
1-Slash notation 
2-Classless Inter Domain Routing 
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Subnet 4: 130.34.12.112/28 to 130.34.12.127/28. 

|!ISP �!���(� n �? �( n �? �@( |! 190.100.0.0/16� �� .$!�ISP n �? ���%
 $!� �� 2,&? ��
���& � 
��� 8!��� �!� �'�7 �� $�(:

#'� �'�7����
���& )����� ���A
 ���n �? 
)'� �'�7��� ��
���& )��� �� ���A
 ���n �? 
)�� �'�7��� ��
���& )��� �� ���A
 ��n �? 

' ���� �3��4 �  �-�@( �!�Slash notation�! '? 2��( �  )��� �� .6'�%( n �? �%�� ���� �YA
 $��o��
2�� ��&���*�( �������.

�'�7�:��
���& ���A
 �� �'�7 $!�  ���� 2�� n �? .#�%4 �%�J
 �%( $%!��)��=���(2%�� �&�,%. ���%( .
�( 2�� �(��( �&�A�. #�4 $!��(��(��=�L��

01: 190.100.0.0/24  �190.100.0.255/24 
02: 190.100.1.0/24  �190.100.1.255/24 
………………………………….. 
64: 190.100.63.0/24�190.100.63.255/24 
Total = 64 × 256 = 16,384 

 )'� �'�7 :��
���& ���A
 �� �'�7 $!�  ���� 2�� n �? .#�%4 �%�J
 �( $!��)��=���(2%�� �&�,%. ���%( .
�( 2�� �(��( �&�A�. #�4 $!��(��(��=�L��.

01: 190.100.64.0/25  �190.100.64.127/25 
02: 190.100.64.128/25  �190.100.64.255/25 
………………………………….. 
64: 190.100.127.128/25�190.100.127.255/25 
Total = 64 × 256 = 16,384 

 )�� �'�7 :��
���& ���A
 �� �'�7 $!�  ���2�� n �? .#�4 ��J
 �( $!��)��=��(2�� �&�,. ���( .$!��(��(
 �( 2�� �(��( �&�A�. #�4��=�L��.

001:190.100.128.0/26      �190.100.128.63/26 
002:190.100.128.64/26    �190.100.128.127/26 
………………………… 
128:190.100.159.192/26  �190.100.159.255/26 
Total = 128 × 64 = 8,192 

��0�
 ��-� �? N��O
 $!��(��( :����� 
�X�XY� ��-� �? N��O
 :����� 

������� 6'�( ��-� �? N��O
:����� 

B%���*+, -� 0-�1 i:
Uw�'�. '� �� �( �( 5BY( $!� �IP:!����. �
 .ARP 'RARP�& ��  ��* �w�� �!9  � .
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1ARP :
�w!C�
 n �? �� 2�� �Tw�'�. )�w�� + �� n �? (�&���7 �
 �( �  .��%�  �(�!��,%
 �( �%%�,( ��*'
 �'  �( �  ��,( }�!��,
 $!� �!�%%( ��LAN � �;D( )|! ���( �YA
 �����
�%%%%%� (n �? �%!�( }�!��,
 $!� 5

�w!C�
)d����( (���( ����� �  ) .�w��  � ��!�LAN  n �? IP  ��,( n �? �!�( ' � ��& ��J
 MAC �����%�� 
��� ( � �&��� �%%%%�& ��,( + �= $!� ��z  �LAN  ��� 2��3 .� '? �
 2��( �  �%w!C�
 n �? �� �Tw�'�.
ARP2�� .

ARP  n �? ��" ��� ��,( �� �w! �( ' � �� �  ��" q�" 2
�
 IP �%( �  ��,%( ' ����  ��* �  �XQ
 LAN 
����
 �
 .��,( ����&�ARP 'RARP5�����( �
 2!�( .

ARP���7 �
  ��* ������� � �
 Uw�  �-� �( :

1-Address resolution protocol 
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�.�w�%� |%!  � 6�(C�
 '� $�( ��,( #���� .n �?IP �? 6�%�� �X%Q
 ���� ��,%(  � �X%Q
 n 
���( �
.

�.�����( �D!� �w��  � �&�(C�
 �( �  �� ��,( ����" �
 6�(C�
 |! .�%( ��,%( ��%�(� �!�( $!��(��(
��� ���� U!�	� �w�� }�!��,
 .n �?IP���( �
 }�!��,
 n �? �XQ
 .

�.!� �w�%�  � �&�(C�
 �( �!�( �� ����& 2
�! � �  �� ��,( }�!��,
 |! ��%� ���� U%!�	� ��%D .
�%�� U%!�	� ��%D!� }�!��,%
 �%( �  ��,( ���(� �!�( }�!��,
 $!��(��( .n �?IP n �? �X%Q
 

���7 U!�	� 6? �( ��,( �!�( �(�!��,
 #'�0 n����( �� 2�� �����
 }�!��,
.

�.��%� ���� U%!�	� h��" �w��  � �&�(C�
 �( �!�( �� ���� 2
�! � �  �� ��,( }�!��,
 .�?n 
IP���( �
 ���� ��,(  � �XQ
 n �? 6��� �XQ
 .

)��.ARP + �X( Broadcast + �X( 6? ���. �w�[�3 � 5���7 �
 #�� � Unicast �%��( �%
 .��%-&�(C�

 n �? �( �XQ
IP ��,( ARP  ���� �
 ��D& .n �? �( ��,(  � ��0�
 n �? �7�IP  ��,%( �%( 5 �%��( �w! ��" 

��J! ���� �
 }��0 ��,(  � �  ��" �w!C�
 n �?ARP  ���� �
 #�� � ' ���� �
  ��* .�XQ
 }�!��,
 #�3
 �!9 :!�
 �( �  ��" �E& � �
 ��,( �&��� �
 �XQ
 6�(C�
 �w!C�
 n �? $�,&�� �(MAC �&���( �XQ
 �( )#'��0

ARP  �YA
 �&�
� �����!�.  � Update ��� �
 . (
#�W
 ::�,��A|! G!�4 �� )��.ARP :�,%�� �%w!C�
 n �? f,� ���( �  ��" 2���" � B�w�%� � 

��� �
 �A��
 .�T�
Operation 2�� |! )2���" � (2%�� |%! )�%�� �X%Q
 $�%��
 �%w!C�
 n �? ')n �?
Broadcast.( 
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:�,��B��� �
 #�� � �  ��" �w!C�
 n �? 5��
�! � )��. }��0  � .�T�
  ��Q
Operation �2�� )�.��('
�w!C�
 n �?B���7 �
  ��* ��,( ����� #�� � :�,�� �w!C�
 n �? 2�,*  � .

}�!��,
Proxy ARP ��-
��. �( �� 2�� �w��  � �(�!��,
 ARP q�X%"  � �w�%� \%T�Y
 ��-AY( 
��� �
 ���. �w�� ��-AY( �!��  � 8*�' ��-&�(C�
 �w!C�
 ��-� �? .(  �A�&� �� ���7�T0 h'  $!� $,3 ���-�

 )��.ARP �-�%���" � �%( �!�7 ���. 2Z�� B!�C
� $��o�� ' �w�� �w�
���  �( B��� �O��& � ' �w�� U�  � 
���( �
 .�!�� ��-&�(C�
 �w!C�
 ��-� �? � �
  � ��
�! � ��� ���. � ��-D& 5 �!�7 ���. 2Z�� B!�C
� U�[�

 ���( �
 }�!��,
  � 5q�" �&�
� ���(  � 5 �w�� ��-AY( .�&�%(C�
 �� �  ��&9�4 ��,
 ��,( �w&? ��O( �O��& �
 }�!��,
 �� 2�� �
�� 1Q
 5�!��& �4 �w�� �� ��D!� BY(  �Proxy ARP�'�( .

�w��  � 6? ����	
 2-0 �����" � 5����& }�!��,
 #'�0  � �E& � �
 �w!C�
 n �? �w�� �=  �
���7 �
 �A��
.

��C0� �&' �  ��"��ARP �!� UwA( ���( �
:

B� #'�0  � ��0�
 ���Z@4�  ��"��)Cache(#�W
 |! �( �
���  �  ��"�� $!� ��-['t�
 ��wT�Z ��	& '
2�� ��
�7  ��* �� �( � �
 .B� #'�0)Cache(�!��D( �E&  � �  �!� :
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�%%0'�" #'t�%%
ARP ��,%%( |%%! IP Datagram)�%%!9 ��IP ( �X%%Q
 n �? �%%(114.5.7.892%%
�! � �  
�!��& �
 .2%[�3 �%( n �? $%!� ���%( U"�%
 |! ' ���� |� �  B� #'�0 �0'�" #'t�
R)Resolved ( ��%�. 
��� �
 .���� ~��Y��� �  �w!C�
 n �? �0'�" #'t�
)457342ACAE32 ( ���� �%&��. �!9 �( �  n �? ' ��,( '

����
 �
 #�Q�&� ���( .�&�
 �
 �*�( ���_� 6'�( B� #'�0.
�� �0'�" #'t�
 5�J( ��&�{ ARP ��,%( |! IP Datagram)�%!9 ��IP ( �X%Q
 n �? �%(116.1.7.77 �  

�!��& �
 2
�! � .��� ��& ���. #'�0  � 6? ���( �T"�
 ' ���� |� �  B� #'�0 �0'�" #'t�
 .|%! #'t�%

 2[�3 �( U"�
P)Pending(�T�
 ���( |!  ��Q
 �( 'Attempt�
 �
�l� #'�0 �( ��� .\%= |! #'t�
 R��

 ��� �
  ��* 6?  � �  ��,( ' ����& ��O!� �XQ
 $!� ���( �!�0.2%���" � |! #'t�
 R��ARP �%&��. �%!9 �%( 
�!��& �
 #�� � 5�XQ
 $!� ���( ���� .

�� ��' ' #'t�
 5�J( ��&�{ ARP ��,( |! ARP n �? �( IP �XQ
 188.11.8.71 �%!��& �%
 2%
�! � �  .
%%0 #'t�%%
�%%�� �%%
 ��%%�. �  n �? U"�%%
 $%%!� ' ���%%� |%%� �  #'� .�%%( �  U"�%%
 2%%[�3 �%%T�
 ��' ' #'t�%%


R)Resolved (  ��%%Q
 ' ���� �%%��_���� �%%T�
 �%%( �  Time-out H�%%� �%%w!C�
 n �? ' �%%�� �%%
 ��X%%Y� 
)E34573242ACA ( �!�C
� �
 U"�
 �( C�& �  .\= �( #'t�
 �
���  ��� � ��0�
 �!�� ��,( ' ��
  �%w! �  6? 

��� �
 #�� � ���� �&��. �!9 �( �w!.
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�� B� #���� #'t�
 5�J( ��&�{ )Cache(�%�� �%
 �'�( �  #'�0 ��-T"�
 5. ��%Q
Time-out �%� ���%( 
U"�
Resolved ����&� �( �!���(� ��� ���!�-�&� U"�
 ���( ' �(�! �
 B��� Resolved ����%&� �( ��B��%� 

�(�! �
 .�36�� ��= U�[�( �"? U�*�
 U"�
 2[Time-out �( 5 6? F)Free ( ��� �
 ���_� .�%( U"�%
 �� ���(
 2[�3P�T�
  ��Q
 5Attempt �(�! �
 B!�C
� �w! .�%T�
 ����%&� 5��3�' |! B!�C
� $!� �� R.Attempt ���%( 

n �? Uw�'�.IP 201.11.56.7 U"�
 2[�3 $!��(��( ' ��� ��A�( ��O
 �3 �� �( C�& n �? $!�F�%(�! �
 ���_� 
���7 �
 H;3 6? \= '.

1RARP :
n �? �� 2�� ������� � �
 �&�
� Uw�'�. $!�MAC n �? �%���Y( :�,%�� ' ���( ��0�
 IP  �  ��%" 

� '? 2��( )n �? �-&�(C�
 �� �!���0 ���( V�=�X"IP �& �� ��& �D& �  .(

��� ��,( 2
�
PARP �!� + �X( 2��:

1-Reverse address resolution protcol 
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�T�
  ��Q
operation �%� ��,%( $!� ���( �' 2%���" � ���%( �2%�� �%��. ���%( .�%�&���ARP ��%� ��,%( 5
2���" �RARP5Broadcast 6? ���. ' ��� Unicast���7 �
 .

5�w�� �( UX�
 |,!� 6'�( ��������
��  �PARP 6�%o�� ���%Z@4� 6�%o�� ���%Z@4� �%&��� ��& Subnet 

Mask  �? 5nIP n �? ' }�!��,
 IP ��� :���
 �   '�� .��%� U%w�'�. �� $��� ���(BootP 'DHCL �����%�� 
��� �
.
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#�X�� �( ����
 +�4��� �  �^e�%�� �  � �%w�[�3  � �%�� �%
  ��*�( �  #�X�� |! ���(� �w�� �!9 Uw�'�. 5
6'�( �X�� #`��,%( �%� ���%( ��
�7 )�O&� +��T�Z ' ���� U�Z �&�7��0 + �X( ��,( �� ���( �w�� �!9 Uw�'�. 5

� ��& ��,( �!�� �( �4��� �.
��!;. �
 )�O&� Uw� '� �( �w��  � �� ��,( U!�	�:

�.:�Q�,
 U!�	� :�w�� 6���  � �&�(C�
 �( �w�� |!  � 6�(C�
 |! �� ��,( U!�	� ' #�� �.

�.�	� :�Q�,
 ��z U!:�D!� �w��  � �&�(C�
 �( �w�� |!  � 6�(C�
 �� ��,( U!�	� ' #�� � .�0��
 �� ��,( U!�	� 2[�3 $!�  � �� ����}�!��,
���( �
 :�Q�,
 U!�	� 5 �XQ
 6�(C�
 �( �"? .

�� ��� ��Z �w��  � �(�!��,
 �����
:
�L��J( h�. �(�!��,
)Next-hop Routing(

•�,
 �!�. �(�:� �� ��0' �(�!��,
 #'�0  � �XQ
 �� U
�� ��,
 ��-� �?.
•��J( h�. 1Q
 �!�. �( :� �� ��0' �(�!��,
 #'�0  � ��J( h�. n �? 1Q
 .

1�Connection Oriented 
2�Connectionless 
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�L�(�!��,
 �YA%
 �w��)Network-specific Routing (:n�%���( ��%J( h�%. n �? $�%�J� 
�XQ
 ��� �w��.

�L�YA
 6�(C�
 �(�!��,
)Host-specific Routing:( 6�%(C�
 n��� �( ��J( h�. n �? $��J� 
�XQ
.

�L��
 B�. �(�!��,
)Default Routing:( �(�!��,%
 ���%( ��%
 B�%. ��,%
 |%! ��X%Y� 
���,�& 5�YA
 �F� �� �� #'�0  � �� �!�-� �?.
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���,� + �= '� �( �(�!��,
 #'��0:
�L��,!� #'��0 :�
 � �' ���� + �X( #'��0 $!� +�Z@4���� .
�L�!�. #'��0 :��%-Tw�'�. �T�%��( �� � '� + �X( #'��0 $!� +�Z@4�RIP 5OSPF �%! '

BGP���7 �
 �'�( .

���7 �
 #��Z� �� ��,( �'  �( �(�!��,
 #'t�
 G!�4 �� �(�!��,
 #'�0 +�Z@4�.

���( �
 �!� + �X( �(�!��,
 #'�0 |! K�4:

!��,
 #'��0  � ������� � �
 ��-DT
�� ��� ��Z �(�:
•U:}�!��,
2�� #�J
 .
•G:� ��  ��* ��D!� �w��  � �XQ
.
•H:���( �
 �YA
 6�(C�
 + �X( n �?.
•D:��O
 ��,
 $��J� �T���( ��� ��'C
�.
•M:��O
 ��,
 $��J� �T���( ��� j�	X�.

2�� �!� + �X( �(�!��,
 #'�0 ����F� $�
�7 ��* f����:
�L:�Q�,
 U!�	� n �? 
�L�YA
 6�(C�
 n �? 
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�L�YA
 �w�� n �? 
�L��
 B�. n �? 

#�W
 :�!� �w�� �(�!��,
 #'�0 ���( }�!��,
 R1���� �3��4 �  .

#�%�Z� �( |� �( |� �  6? �XQ
 n �? 5��,( ��,
 6��� ���. 2-0 �(�!��,
 #'t�
Mask �%( �F%� �%� 
G(�F� + �=  � ' ���� �,!�Q
 �F� 6?  � �XQ
 n �? ��� �
 ~��Y��� �F� 6? �� �  ��,( #�� � n �? 5.���(

 �7� #�W
}�!��,
 R1 n �? ���( �!�� ��,( �T�* 192.16.7.14 5�!��& 2
�! � �  + �X( #'�0  � j�	= �F�
���7 �
 �YA
 �!�:

Direct delivery 
192.16.7.14 & 255.0.0.0            � 192.0.0.0     no match 
192.16.7.14 & 255.255.255.224 � 192.16.7.0   no match 
192.16.7.14 & 255.255.255.224 � 192.16.7.0   no match 
Host-specific 
192.16.7.14 & 255.255.255.255 �192.16.7.14   no match 
Network-specific 
192.16.7.14 & 255.255.255.0     �192.16.7.0   match 

 $��� ��wT�Z}�!��,
(n �? �( ��� ��,( ���193.14.5.176(����( �
 �!� Uw�:
Direct delivery 
193.14.5.176 & 255.0.0.0            � 193.0.0.0        no match 
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193.14.5.176 & 255.255.255.224 �193.14.5.160     match 
n �? �( ��� ��,( ���( '200.34.12.34:

Direct delivery 
200.34.12.34 & 255.0.0.0             � 200.0.0.0                 no match 
200.34.12.34 & 255.255.255.224  � 200.34.12.32            no match 
200.34.12.34 & 255.255.255.224  � 200.34.12.32            no match 
Host-specific 
200.34.12.34 & 255.255.255.255  � 200.34.12.34            no match 
Network-specific 
200.34.12.34 & 255.255.255.0      � 200.34.12.0              no match 
200.34.12.34 & 255.255.255.0      � 200.34.12.0              no match 
Default 
200.34.12.34 & 0.0.0.0                � 0.0.0.0.                     match 

#�W
 :�(�!��,
 #'�0}�!��,
R1���� :�  �  .

#�W
 :�(�!��,
 #'�0}�!��,
R1���� :�  �  .
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#�W
 :�(�!��,
 #'�0}�!��,
R12�� ��� ���� .��S��& :�  �  6? �w�� �t�[�.��.

 �CIDR����( �
 U
�� U(�* �!� � ��
 n@� 6'�( ��� n �? �! ':
•����&��(�!��,
 #'�0 
•���Q�4 �(�!��,
 
•�!��
��_0 �(�!��,
 
•�(�!��,
 #'�0 ��O�,0 :�! �D[� 

6�%�? �  �(�!��,%
 #'�%0  � �O�,%0 �� 2�� ���Z@4� �'�3 h��" n �? �� 5��@� ��� n �?  �
2,�& �&�D�!� n@� 6'�( ��� n �? � �
  � �
� >��� �
.
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���,:

���#	����� "& %���	�+� ��� 
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6? �%( �%� ��%� � ��%-D& 6�
��%� |%! 1��� 2�� $w�
 6? �� �!�-AY( �� 2�� �7 C( �w�� 2&���!�
Autonomous (as)):�,�� (��!�7 �
(Autonomous system) .$!� R��AS  ' �&�%� �
 U=' :� �( �� 

�& '? �
 ��0�( �  2&���!� �w��.(�!��,
 N�& '� $!��(��( :! �� �:�T"�� �(�!��,
AS  $�( �(�!��,
 'AS.
-�%T"�� �(�!��,%
(Interior routing Protocol or IRP)  : U%"��  �AS  �� �%� OSPF 'RIP �����%�� 

��� �
.
-�0 �" �(�!��,
(Exterior routing protocol  or ERP ):~ �"  � AS  �� �� BGP��� �
 ������� .

The relation between ASes, backbones, and areas in OSPF 
��� �w�� 8*�'  �WAN + �= �( Forward &Store ���� �
  �� .U%Q��
 ��S�%� �( ��
 �� ��,( ��J!

 ��� �
 . � ��,(Switch 5��� �
 ���"] Switch �� n �? � #�_%�� �0'�" 1" �7� R�� '��� �
 ~��Y��� 
����& )���( ���? (5,(� ��Forward��� �
 .

Next Hop Forwareding : 5�%�� 2%
�! � �%&��� �
 �  ��,( �� ��J( ��S�� 2�� \u�
 1Q
 ��S�� ��
A
 ��,( �� 2,�& :-
 ��J! >��� �Y�&�
� ����  �
 �XQ
 �( .
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¡��
 �� #@Q��� :���7 :��X�  �Routing + �%= ��%�7 :��X%� �X%Q
 n�%���( �wT( 2,�& :-
 ¡��
 

���7 �) .��-Z �( �  ���u' $!� ���O
 #�&�� 5 ���O
 � ��
  ����7 �
(.

�� ��,( ���o�S��  � �(�!��,
:
•���( ����� �  �!� ��� �!�&��� �!�( �(�!��,
 N�& $!� :

Z5 � ��!�. 56��( )'�Q
 5 6��( ���� 56���  �� j�	= 52[��� 5 6��( ���-(6�
�& 
•
 ��J �!? �� ��� :

�J� ��Node�&��
 ��� )�!�(MIN ���( (��� ;7 5 ��"�� 5 ��!C� 5.
•���7 :��X� 6�
�:

^.��,( �� ) �DataGRAM(
`.e��� � �� ) �Virtual Circuit (

•���7 :��X� U	
 )��,
 6��� ���. #�r,
 (:
^.��Node 
`.Node�C��
 
a.Node����� ��z? )Source  Routing(

•@4� � '? 8�0 8��
 +�Z:
^.��� )|������(
�.�(�!��,
  �DYNAMIC�!�( ��� � '? 8�0 ���Z@4� ��,
 $�
�! ���(.
a.�T	
 )�(�!��,
LOCAL �& 2�� GLOBAL (  
d.Node  ��,
 ��� 
g.U�Node�� 
i.Node�!�,�� ��� 

•�6�
(���� )�D�-)��!C� 6��� |� 6�
� ��,
  !�J�(
^.�����. 
`.�.!��|!
a.��!�  �(���_� 
d..�� ���_��t�[� 

/���
�5!:
|�
��!� �! 2�� |������ + �= �( �! �(�!��,
 .+ �%= �%( 2%�� $%w�
 |����%�� �(�!��,%
Source 

Routing�! ���( 2(�{ �(�!��,
 .

���j /���
�5!:
��� �
 ���(�w�. 5�w��  � �XQ
 ' P���
 ~'� �� ���( ��w! ' 2(�{ ��,
 |! 52(�{ �(�!��,
  � .����,


 ���,� 2(�{ �%�(�! �%
 �%��_� 5�w��  ��"�� ���_� �( �-�� �W���3 �! '. � �����%�� � �%
 #�X%�� �%�!C� $!��(�%�(
 ������ ��-(�!��,
^���D(  ��* 5|�
��� ��&��� �!�. +����_� �!�.�( �&��� ��& 5.Uw�  ��!� 2%�� ��� ���� 6�A& 

���7 ���� ����. �&��� �
 2(�{ �(�!��,
 |! �&�D� �� .�%
 |%! �%� 2%�� ��%� ��%O!�5�C��
 �(�!��,%
 R!��

 
1�Designing router 
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�
 ���� ����� :G[

���( ��
�7  ��* �w�� #���� C��
 |!  � 2�� $w�
 .�YA%
 �  ��J( ��7 5�XQ
 ' P���
 ~'� �� ���( R!���

�!��& �
.

���%7 ��%�"] 5$%w�
 ��%� ��%7 �� ~'� �� ���( U
�� ��,
 �� 2,�& )�9 �� ����( ����� �0�� .�'@%J(
 7 $�['� $��J� 5�w�!� 2�� �
�� 5��7 ~'� �� ���( 5��,
 �� .$!�%��� ��,
 �� ���� ��
 5N�l�
 $!� 6�!� ���(

 �� ��!C�X�( Y#�X�� �( X-A��� �
 ��z? .��,
 ��&���*�( �( n��� � ��*�( �-��R1��,%
 �� �A%Y( �%� A�%( Y

2�� )�9 52�� .R2�� ��,
 $!�� ��!C� :� 6���Z �( A�( Y���7 �
 \!�J� .��!C� �7� 6����R1��!C� �� ��A�( 
R2��,
 5��( X-Y ��,
 �� ������� �( �&��� �
 R2�(�! ���-( .��!C� �7�R1��R25��%( ���� R2$!�%� �%�!C� :%� 5

�� ��,
A�( Y$!��(��( ' ��( ����Y& R1=R2.U%� �%& ' ��%J( ��%7 2�� �
�� �-�� 5��,
 �� �FQ& ��  � $!��(��(
 7 �YA
 ��,
��� .��7 �� ��,
 5�
 #�W
  ����7 �( ���7 �� ������� �( ����7 �
 ��z? 5. � ��%��	
 �%( � �('�

 ��7 ��,
 5R!���
���7 �( ���7 �� �� ;7 �
 .��7 �� ��,
 5)�O&������7 �( �|! 5��X� ��%7 �( :�Q�,
 #�
2�� .$!��(��( ��7 �� U
�� ��,
 ���7 �( �5�L�L�L���( �
 �.

�&��7 ���"] ��7 ��  � ' ��� ���� �J��� ��7 ��  � ��&��� �
 �(�!��,
 #'��0 5������ R!���
 $!� �( .
�T�* H�7� �. #9���� �( �0�� �( � �� �  �(�!��,
 � ����!�� �� 6��� |! ���"] �( ���& �-�� ��7 �� .� �%���!��

� �
 �YA
 �  �XQ
 �� �( ������ ���( ��J( ��7 5��7��.
� ��& ��0' ���O
 +� ��
 ' )��7 ���� ���( �(�!��,
 $�( ��'��� 52(�{ �(�!��,
 �( .|%! �� �%� ��,( ���

 �%�(�! �%
 6�!�0 6�,w! ��,
 |! �� 5��� ���� �XQ
 |! �( ��� ���� P���
 .' �7��%� 52%(�{ �(�!��,%
 2%!C

 �( �%
 5 ��%!�. � �;%7 �( �( $r�F
 ��� �w��  � 6? }�" ��� �� �%� .��!;%. H�%FJ&� 6��%Q
 h'  $%!� \J%l

���( �
 .� ��& �  �w��  � �Q& �! ' �w�
��� 1!��� �( ��" h��� ' �T(�Q
 �!�&��� h'  $!� .
w!���!�C
 �� ��%7 |! 5n���� �� ~ �" ��� ��7 ' ���,� �!;. G��F� +9�X�� �� 2,&? 2(�{ �(�!��,


 ���
 �  �XQ
 �� ���( �!�&�{ ��J( :�
�!��& .��%7 � ����!��  � �!�&�{ ��J( ��� ��7 #�W
 ���(�2%�� $%w�
 
�5�5�5�5����( .

,
2(�{ �(�!�� 

�;1 #�; /���
�5!:



��� ����	
� �

�
 ���� ����� :G]

���( �
 ��? U�� 5�D!� 6��? �(�!��,
 h'  .( ' ���( ��& �w�� +�Z@4� ��
���& h'  $!� �=��%!� + 
 ��� �
  �� .|! �� ��,( |! ���7 �
 #�� � B!�� �!�,�� )��� �( P���
 ��7 .�%( ��
�%! � ��,( |! 5��7 ��  �

 �[�X�� CO( 5�0 �" +9�X�� )��� ���7 �
 #�� � 5��� 2
�! � 6? �� ��,( �� .��%7 �7� 5#�W
 ���(��%( �%���Y( 
��7��XQ
 n �? �( ��,( ��� 5��� #�� � �  �� ��,( ���� ��7 �( �  �5�'�5� ����� �
 #.��%7��%�� 5

?��� ��7 �( �  6�'���� �
 #�� � .��7���� ��7 �( �  �!�� ��� C�& �5�'�U%�Z $%!� ' �%�� �
 #�� � 5
�(�! �
 �
���  �F���� .��7 �( �� ��,( �� ����J� 2�*�Z����  �
 .����( ����� �!��w! ����� �!�( �� ��,( $!�
 ' P���
 � ��� ��&��� 5��7 + 5�[��� � ��� ' ���O
  ��
 � ��� �! �[��� � ��� � '� 5�%['� C%O( �  �%�Q( �%&���( 

�C!�(.
�%� ��%
 ' �3 6'�( �� �QT3  � �� ��,( ���J� 5�!��& \*��
 �  �� ��,( �.��. #�Q�&� �� �T
�Z ��0' 6'�(

 �(�! �
 ��  5��( 8��
  � �!���(� ��,( |! �� .� ���7�T0 ���( ��  |!  ��%Q
 ��%7 �%� �%� 2,%&? N�%l�
 $!� �
�&��( �  h��" �� ��� #�� � � �('� ��,( �� �!����� � ��� .5���& 2
�! � �  ��,( 6��� �� ��D!� �Y,& �w�&�
�

?�C!�(  '� �  6.���7  ��* ��,( ��  � h�. ���J� �T�
 |! �� 2,&? �� ���� ��  |! .|%! �%( �%&��� �
  ��Q
 $!�
�
�W���3 ��Q
 �w�� �F* ��&��� $w)�w�� |! ��� ��7 ~'� $�( h�. $!���� �( ��,
 $!��7 C( #�4(:�%E�� 5

���7 .��� �
 :� �T�
 $!�  ��Q
 �� �w! 5� �� �  ��,( |!  ��Z �X* ��7 |! �� 6�
� �� .��%=  ��%Q
 $%!� �%7�
 ��� �
 2Y!   '� ��,( 5��� .�!�X�  � N�l�
 $!� �� �[�W
 �!� 2%�� ��
? .|%! ��%7 �� ��,%(��%( �#�%� � 5

 ��Q
 ' ���7 �
��(�! �
 ��XY� 6? h�. �T�
 �( .���%7 �
 ��O!� ��,( $!� �� ��� �� 5h�. $�['� � .���%(
 V�Z��O
 5�� ��� $!� )'� h�.���� �
 ��O!� ��� .��7 �( �� �!�� ����5�X%Q
 �%( 6���  U�[�( 5���  �
 

�� �����Y& #�� � � �('�.�7� ����h�. $!�"?  � 5�����O!� V��!�0 ��� )h�. $�
�� (�%& ��  ��* ��" .�%0��
 �7 |! �7� �� ������w& �(�!�  �  �� ��,( ����� 5�5�
�T3�
 $�
��  � ��� $!��� 2�� $w ��%� ��O!� .�%��

 ��%7 ' �&�%� �
 ��Y!   '� 5�&� �����& �XQ
 �( �� h�. $�
��  � ��
�! � ��� ��,(�C%�& ��� �
�%l� �%�� 
�!��& �
 2
�! � �  ��,(.

� �� :-
 2�=�" �� ��? U�� h' :
•�&�� �
 ���
�? 5�XQ
 ' P���
 $�( $w�
 �����,
 ��� .' #�X�� |! �� � ��& ������ $!��(��(

 ���( }��J
 5�0'�" ��7 �! .$�( ��0�
 ��,
 |! U*��3 � ���� 5P���
  � ��� ��[�� ��,( |!
 �XQ
 ' P���
���& ����" �4 �.

•6��%�J( �%&��� �%
 �%� ��  �
 �XQ
 �( ��,( �� ��� |! U*��3 5�-(�!��,
 )��� B!�
�? U�[�(
���7  ��* ������� � �
 5h�. $!���� �( ��,
 |!.

•Q�,
 #�X�� �( ��� ��7 ��� 5P���
 �( :�Q�,
 ��z �! :�+�*@
 �&�� �
 .
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�
 ���� ����� :L^

�&��&�(�! ��,
 ��? U�� )h�. ���J�=�(

��%� )�%�. #�%� � 2-0 �&��� �
 ' 2�� ��*  ��,( ��? U�� ���� 52�=�" $�['� U�[�( � ��F%l� � �%
 
���D(  ��* ������� .f%!�Y� ���%( �%�-
 H�%� �%� �%��( �
 �
�E& �w�� |!  � ����( �� U��* $!� �� #�W
 |!
 ���( �
 5����,7 .-0 2�� $w�
 ��? U�� h'  5)'� 2�=�" U�[�(2� �����.�( �'   �w( 5���O
  ��
 |! ��[' .

�%��( �%��
 5�%� ��%7 �%�� �%( :%-
 ��� ����  �A�&� ���( �&��� �
 ��? U�� h'  �� ��� �
 6��( )�� 2�=�" .
�'  �
  �w( C�& �(�!��,
 +�Z@4�  �A�&� 2-0 �!�� K�4 $��� $��o�� .2,%!9�( �%w�
���  �( 5h'  $!� \Jl

�Q�,
 �F(�  �� ��� �
 ��[�� ��� �� �w�� +9�X�� ���J� �( :.
��� K@=� h'  ��? U�� �(�!��,
+ �= �( Selective Flooding  2%�� .�(�%Y�&� �����,%
  � �%�J!

Flooding���7 �
 + �= .

/c��'
 /���
�5!:
���( �
 5�w�
���  �( �� $w�
 �3 �� $�,0 � '� �( 5��* ' ���� ���? U�� h'  |! �*���� }�!��,
 .�(

,
 }�%Y�&� 5��
�%! � ��,%( |%! � �%('� #�� � ���( �  ��" �0'�" �����,
 �� �w! �-�� ��7 |! 5�*���� �(�!��
 ��� �
 .2�� ����  6? �� ��,( �� �[�X�� ���W��� �( 5 ��� �
 }�Y�&� �*���� + �X( �0'�" #�X�� .�%�� �%7�

 �%&��� �
 ��7 |! 5�&�� }�Y�&� �(�A
 ' 6�,w! + �X( +9�X�� ���%� �%( �  �%0'�" +9�X%�� Round Robin 5
��� �
  ��* � ���( ��-( � �
.

$%!� �%!�.�( #�X%�� }�%Y�&� 2%-0 5�%0'�" #�X%�� �� �( #���3� |! q�X�"� �( 5���� $!� �(  �A�&� |!
���( �
 5#���3� .���( �!� #�
�
 �!�.�( �&��� �
 #���3� $!�:

∑
=

j
j

i
i R

RP

�'  �( 8�0 ���7 �
 )�O&� 5�C
�& �0'�" +9�X�� ��� .� '? :���
 �  �(�" �w�
��� 8!��� �!�( K�4 $!� .
���( C�& #�X�� 2(�{ ��� ��!C� �!�.�( �&��� �
 #���3� �� ���� �0��.

Pi:#�X�� }�Y�&� #���3�i

Ri:#�X��  � ���� #�Q�&� ��&i
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�
 ���� ����� :L�

2,�& �w�� +�Z@4� �� ������� ��
���& C�& �*���� �(�!��,
 5��? U�� h'  ��&��� .��,%
 }�%Y�&� U�[�(
*���� ���( ��,
 $!�� h�. :� �! ' $!�� ��!C� :� V���3 �&��� ��& �J*�' ��,
 5� . �%( |%! �%!�( �w�%� 5$!��(�%�(

2,�& ��? U�� h'  �3  � ���7� >��� U�	� �  ���-( �w�
���  �( �� ��9�( �w�
���.

/b�+k' /���
�5!:
� �(�!��,
 ��-�'  �"�( 5���O
 )��� �� ��,( ��S�� ��� �w��  � �%&'  �
  �w( 5�Q��F .$%!� �%( $%!�

 �%�(�! �
 ���_� 5�w�� 1!��� ���_� �( �(�!��,
 +����X� �� 2���J
 .��{�%� �w�%� �(�!��,%
 �%( �%� �F!��%� 
�� ��� ��Z 5�& �;7 �
:

•�(��" :������� ��,
 |! �� �AY( 6���J( 6? �� 6��� ��& �D!� ' ��� �
 }��" ��7 |! �w�&�
�
���.

•:���� :�� �  �%� ��,%( �!�( �-(�!��,
 5���( ��� :����  ��� V��!�� 5�w�� �� ���J
 BY( �w�&�
�
����  '� :���� ��3�&.

�&�%� �[���
 �� ��7 $�( �!�( �w�� 2�Jl' +�Z@4� 5�Q��F� �(�!��,
 ���( .�%�� %
Aw��%� U%3 ��  U
� ������� � �
  � 5�Q��F� �(�!��,
  2(�{ �(�!��,
 �( �,!�Q
5�!�  � �&� ��
? :
•�(�! �
 B!�C
� �w�� ��� ��7  � h����. $!��(��( 52�� ���o�.  ��,( �(�!��,
 :��X�.
•�%
� 5�%&� ��� � '?��7 U	
 |!  � �� 2�Jl' +�Z@4� �( �Q��F� ��-!b������ 5� ��
 fTz�  �

 ����( �
 ��,(�' 5�&��7 �
  ��* ������� � �
 ��D!� U	
  � .�( �T
�J� $!� +�%Z@4� 2���� $
���( �
  �(�� :O3 '.)�%O&� #��%�� �� ���A�( ��-,&���
 ' ��� �
 �[���
 ����A�( +�Z@4�

 � '? �%
 :���%
 �  ��%7 �%�  � �(�!��,
 ���
�  � ��-( ���7 :��X� ���
� 5���7 �
 .��%� ��
 %� �%Z�( �%� ���( �
 �� �w�� �T=� ��C0� �' �(  �( |! ��" +�Z@4� $!� 5�D!� �!� �%� B��

���7 �
.
•�%! ' �%!��& #�%�Z� �  1!��� ���_� 2Z�,( 5:���� ��O!� U�[�( 2�� $w�
 �Q��F� �b������ |!

���( )�O&�  �� $!� ���w( �w&?.

����( �
 8!��  ��,( U�[� '� �( �Q��F� ��-�(�!��,
 5��0 +��4�Y
 $!� ��0' �(:
•!��,
 �b������ |! 5�w�� 6��( �� ��7�!� ���AY�( ���-( �  �!� �� �&��� �
 �Q��F� �(�.
•��� |�� :���� #���� �( �&��� �
 �Q��F� �(�!��,
 �b������ |! .�b����%�� |%! �w&? U�[�(

 �%( �  6�7�%&�7 ��%� :���� N'�� �&��� �
 5� �� 6����
 ��-! �;7 �( �( U!��� 5�Q��F� �(�!��,

����&��( ��"��.

�4 ' �3��4 ��� � �!�.�( ����( �J*�' �� 2,�& $w�
 �! ' 2�� $w�
 �!�C
 $!� 5� �;7 �( 2J� .�%�  �%(
 ���( �
 j�	= )�O&� 2-0 �TwA
 ���J[� m�
  �� 5�Q��F� �(�!��,
 5 6? .�%� 2%�7 �!�( fTF
 $!� j�l�� ���(

 ��&��� �� ��,( ��S�� ��� �w��ARPANET 6? �� R. 'TYMNET ��� ��� ���� �J��� ��� �&��& '1IBM '
DEC��!��& �
 U�	� 5 �  6�A�(�!��,
 �b������ �� ���Z ������ �!���( |! U*��3 .

�%��( �%
 P��%�
 +�%Z@4� �%( ����
 5�Q��F� �(�!��,
 ��-!b������ ���( �Q�4 2-0 #'���
 ���� |! :
�� ��7 ��� 5 '�O
 ��� ��7 5�T	
 .@4� �%-�� �%� �%Q��F� �(�!��,
 �b������ �� #�W
 |! � �%
 �  �%T	
 +�%Z

 5\= #�4 $!���� �( �0'�" #�X�� �( �  ��,( �� ��7 |! 5 �� 2,&? ��� �
  ��* �������Q5��%�� 2!�� .$%!�
 ���( �{�
 5�0'�" +9�X��  �( ���� 6����
  � �&��� �
 N�l�
 . � 2%�� $w�
 �0'�" +9�X��  � �"�( ���7�
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����( �����&  ��* f���
 ��,
 .�
 $��o�� �(�!��,
 �( G�F�
 5���( 2-0 6��� ����	
 �( �  �Tr,
 $!� :�&���
 :�AY�( ���-( 5�*���� .�� �� #�X�� �� 2[�3 $!�  � ��7 U!���  ��Q
 |! �!�( ^)Bi(�X%Q
 �� ���(I�%��( ��%��� .

��7 ���( ����  ��' ' ��,( �� ���(iU*��3 �( �0'�" #�X�� 5��7 5Q+Bi��� �
 }�Y�&� �  .(��%7 |! $!��(��
 ��%O!� � �%0 ��%-w�
��� ��"�%� 2%-0 C%�& � �X	&� ����
� |! ' ���( �
 j�	= ��,
  � �� ��,( #�� � f*��
 

�!��& �
.

�CO
 �Q��F� �����,
 �� �� �&��& 

#�W
 |! 6���Z �(5�!�X� 9�( ��7 2�Jl' �D&�A& �X���!' �T�* ���( �
 q�" 6�
� |!  � .��7��%( �
�7 � �� �  ��9�X�� 5�D!� �. � 5~'�%" �E��
 ��� ��,( ���( \= |!  � 2���&� |! ' ��� 2
�! � ��,( ����J�

 2�� ��� ��O!� 5�0'�" #�X�� �� .��7 �� ��,( |!���7 �XQ
 �( ���� �
 2
�! � 5.#�X%�� )��� �( �!�( ��,(
 ��� 2!��� �0'�" .U!��� �!��Q
 ' �-�= �&��� #�4 �!�.�(B6 ��%Q
 U*��%3 5�%0'�" +9�X�� ���(Q+B65�

��7 #�X�� �'  �( �� 2���� ��  ��* 5.��7 $!��(��(���7 2�� �( �  ��,( 5���� �
 2!��� .
( 5���,� �T	
 +�Z@4� �!�.�( �-�� �� �Q��F� ��� K�4 ��%-&? ��%!� >�%&��7 �%
  ��* ������� � �
 + �&

 �w( �(�Y( �  ��0�
 +�Z@4� �&�( ��&  .' #'���
 + �X( 5�� ��7 ��� �! ' �!�,�� ��� ��7 �( ����
 ��-!b������
 �%&��7 �%
  ��* ������� � �
 �
��Z .' �%���"�� � �%
  � ��%7 �%�  � ��%0�
 +�%Z@4� ��%!�C
 �� h'  '� �%�

"�0'��&�( �
 ��-( 5��� �(�O� ��- .��� + �X%( �&��� �
 ��Q��F� ��-!b������ $��o�!� C%����
 �%! ' ��%� 8%!
���( .J
 �� ��7 �!�� �( �  ��"�� +�Z@4� ��7 �� 5��� 8!��� 2[�3  ���!��& �
 �l' .|%! 5��' ' +�%Z@4� �!�.�(

 �!��& �
 #��Z� �  ��!C� $!���� �(�!��,
 :�! �D[� ' ���� �w�� ����( � '?�(  � �J� ��7 .�%� 5C����
 2[�3  �
 � h �A�&� ��"�� 2�Jl' ��7 ��� �
 h �C7 5 �C��
 ��7 |! �( .5��' ' +�Z@4� $!� �!�.�( �  ����,
 ��7 $!�

�&���7 �
 ��( 5�� ��7 �( �  �(�!��,
 +�Z@4� ' ����& �3��4.

Source Routing  � WAN #�X%�� ���%( ��A%�( ' ��� �
 ������� ���� Bridge ��%� �%
 �����%�� �%� 
) �LAN(.�T	
 ��� �w��  �TOKEN  RING�� Routing Source��� �
 ������� .

1�Bias 
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 ���� ����� :LF

Source Routing 

Bridge �!9  � `��� �
 ������� .����! '� :����Y( �� 2�� ���
 �
�D�� ���(LAN UX%�
 :%� �%( �  
���( �[' :���WAN �!9  � }�!��,
 �� �� �=  � 2,�& f���
 a2�� .�%!� ��-Tw%� �%( �%-T.  � �(�!��,%


���( �
:
•Source Routing 
•Transparent Bridge 

 �transparent Bridge U��'�. �� BPDU ��%� �%
 ������� .�� h'  $%!�  � spanning tree �����%�� 
��� �
 .' �XQ
 $�( h'  $!�  � ��,%( |%! $!��(��( � �� ��0' ��,
 |! ¡��
 �X%Q
 �� %( ¡�%�
 ��%�  �%
 .
U��'�.BPDU)+�Z@4� #�( ' �  (.  � �!�%� ' �A!  5�-T ��%7 �  �� R%. 5� �� ��%0' �%� 5+�%Z@4� 6�%� #�%( '

5��� �
 ���. 52,�& 2" � C0 �� �  �����,
 ��J! 5��� �
 �YA
 e�(�
 �(�!��,
 

Spanning Tree 
: FLOW BASED Routing  

��� |! ROUTER 'Node �� |! ' �&� ��� UX�
 :� �( [�. �t��� ��O!� � �&� �� .|%! ��,
 �� �(
 \= #�4 9��J
 �� ��� �
 ��'C
� ��!C� �!��"�� �2�#�%�Z� ��,%
 $!����%��� :�! �D[� |! R�� ��%� �%
 

)���,�!� ��&�
 (5��� �
 ���. �XQ
 ' ���
 $�( �  ��!C� :���
 ��,
 '
 �( 5��"�� �( �'@Z ��!C� ���()Load (&  � �!�( :� � 2
�7 �E .h' flow based routing 2%�� �%�'  5

���7 �
 �E&  � :� �   �( 5��"�� �( �'@Z ��.
FLOW  �w��  ���J
'� ������
�� � �� .5 �( ��! 2�� +�Z@4� #�Q�&� 6�C�
 ��J!)H�%� �� �%
 $�%�� 

2��('�D!� ���� ��& �� ����A
 2�=�X" �� ��,( �� �� ) .��,( �(�!��,
 ���( ��J! ���( �w�!� ��0 �( 5�� 
���� �
 ���( ��@� �  �� ��,( 5��� )�O&� �(�!��,
 ��,( ��)PACKET CLASSIFICATION (  ���%( R�� '

FLOW  )  ���A
 ���� (��� �
 )�O&� �(�!��,
 ) .��  �w�!� ���(TCAM � �� }�!��,
  � ������ ��� �
 (
^.�w�� �t�[�.��)�( �&�D� �� }�!��,
�&� ��� UX�
 :� (
`.|�
��� R!���
 
a.f,3 �( �  ��,
 �� 2�
�u �� 2�
�u n���
Xbps  ��� �
 �YA
 .
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 ���� ����� :LG

�Y� TiC(PK/S)lCi(kbps) λime i

0.171 91 25 20 14 AB 1
0.146 77 25 20 12 BC 2
0.073 154 12.5 10 6CD3
0.134 71 25 20 11 AE 4

Flow Based Routing 
��,
 ��� ��,( |�
��� R!���
  � �7�AB �� }�,3 �  :�)�&BA  �  (�� :���( �
14 ��%0' ��,%( �� 

 ���)9+4+1  (  ��λi�%�� �%
 6�A& m�
 #'�0  � �  .� �w�%� ���%� #�%
  � $%���. 8%!��� #�%
 �
������� ��� �
.

T:R!'�� 6�
� + �E�&� 6�
�)~'�" �( ��,( �' ' 6�
� .()*/(1 λµ −= CT
¢:R!'�� ��&)~'�" ��&(

��� =¢/�:2�( f,3 �( �� ��,( 1���
 #�4.
λ:��� �
 ����	
 |�
��� #'�0 ��)\T�Y
 �����,
 �� �� ��,( #�Q�&� ��	& � ���( �&��& |�� �((

��,%%%
 �%%%� 6�' ��%%%��	
 ���%%%(TN�%%%�O
 �%%%( �  6? Ti:�%%%�� �%%%
 :�,%%%Q�.���%%%( V@W%%%
AB 
:! ��171.0...)/( 211 =++= TTTWAB.

w& �%� ��,%( ' 2%�� C���&  ��,( ��"�� �� :!��� ��
 m�
 U	
  � �� 2,&? 2
�7 �E&  � �!�( �� �� ��
)�� 2�( (:�!�D( :��,&��� �� ��!? �
 :� �� 2A.1/bps=����&�.

2&���!�  � �(�!��,
 ��� :�! �D[� :
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•Distance Vector : ��� �w��  � ��['� 2&���!�' #'�& DEC  ���� ����. :���2�� �)RIP.( 
•Link State : V���"�)#�� ��2�� (��� �
 ������� h'  $!� ��)OSPF.( 

h'   � Distance  Vector �� |! �� ROUTER ��"�%� �%� �%& �� ��"�%�  ���( |! �� MIN  �%� �%( 
Node  ���[� � �� �  Node  ��� �
 �YA
 ��	& �( :� �  ��J( . � }�!��,
 ��!�. |!���&�
� ��"�%�  ���(

 ����
 �
 ��" ��� �!�,�� �( �  ��" .
�� Node 5��
�! � ��� ���( �( �0�� �( ' ��� �
 ��O!� ��!�0  ���(Min ��%�. ��,%
 �%� ���%( �  ��"�� 

��� �
.

Distance Vector 
M ��� �
 )�O&� �&�D� ��"�� ����	
 

�� ROUTER )�& �( �A!�
�? ��,( |! ECHO ���( �  ROUTER }�!��,%
 ' ��%��
 �%
 �!�,%�� ��� 
��� �
 }��0 �D!� ��( ����" ��"�� 6�
� 5 2A7�( ' 2
  6�
� 1���
 '.

Updating Vector Table 
#�W
 :}�!��,
 ���(� �!�  �C���%( �  �%!�0 #'�%0 �%
���  �' 2%�� ���%�& �'�( �  ��" �(�!��,
 #'�0 

����
 �
 ��" �!�,��.0 �&��  �'�( ��	& �!�,�� }�!��,
 �(�!��,
 #'�C�!�0 #'�0 �' ' �� R. �w��  � 
}�!��,
 �� �(�!��,
C2�� �!� + �X( :

Updating Vector Table Example 
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 ���� ����� :LN

��� �
 B!��& �  �w�� |! ��-(�!��,
 )��� 6�� �'�( ��	& �!� ��� K�4:

��� ��,( 2
�
RIP���( �
 �!� + �X( �-&? ���. ':

#�W
 :}�!��,
 ���� ��
R1 )��� AS ����� �
 �  .}�!��,%
 �T�%��( ��%� ������
 �� � '� ���.R1 
M2,�� 

}�!��,
R1 �w�%� �%� �%&��� �
 144.2.7.05144.2.9.0 '144.2.12.0 �%�� 6@%Z� �  .�� � '� �%��.
)�&��  �'�( ��,( (2�� �!� + �X(:
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�����!��RIP���( �
 �!� � ��
 U
�� :
�.� '���)Periodic:(��L����&�{ 
�.P��Q&�)Expiration:(�����&�{ 
�.�[�(� �Z��O
)Garbage Collection:(�����&�{ 
#�W
 :�(�!��,
 #'�0 |!`s� �� U"�
 .+�Z@4� #'�0 $!�g6�
� ���( �  }�!��,
 `ss 2
�! � ��&�{ 

��� ��& .���( �
 ��0� #�3 � 6�
� $!�  � ����!�� $!� �� �� ���.
�� � '� ��!��:^
P��Q&� ��!�� :^g=gL`s

�[�(� �Z��O
 ��!�� :g

?h*�!RIP:
^L���7 ��& �E&  � �  2�
�u �� 2�� $!� h'  $!� +@wA
 �� �w!.
`L2�� )�9 ���!� 6�
� 5 ����"�� ����	
 ���( �� 2�� $!� �D!� #�w�� .
aL2%�� 6��%( �%�� h'  $%!� }��Z �� �D!� �w! )Slow convergence. (�%& �%� �%!�( 6�%� �'

�& ��T� �( �  h��"���� '? 2�� �( �D!� ��� .�� ���� ��0�
 �-��. ���J� �!�( $!��(��(^i���( .

dL�& ��� 6�� �
�4 �� ���,( ��ECHO �%!? �
 ��0' �( :� |�
��� UwA
 �����
 �
 ):%O3
2�9�( +����	
.(

gL � �� ��@wA
 �� �w!Update �,
 #'�0 6��� 6'�w�%� V�%Q�*� �� 2�� $!� � �� ��0' �-(�!�
@� ��J! ���,�& :%� �( ��� �� � ��& ��0' �Update �&�%� .h'   � �%�Distance Vector 

h'   � �%[' �%���& �%��-( V@
�%� ��"�%� �� ��� �
 �Z�( ' � �� ��0' UwA
 $!� :�State   
Link �� 6�� TIME �Z�& �( ��� �
 ������� )��'�3 �� (2�� ���� U3 �  UwA
.

iL����{ �()Instability ( +@wA
 �D!� ��RIP ���( �
 .�E&  � �  �!� �!�X� )�-�
 $!� � � ���(
�!��D(.
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}�!��,
A�w�� �( Net1 }�!��,
 ' 2�� UX�
 B}�!��,
 G!�4 �� AUX%�
 �w�%� $!� �( 
2�� .}�!��,
 #�X�� 8F* �(A�w�� �( Net1 ��!C�  ��Q
 5�W���%3 �( �  �w�� $!� �� )��(�%


 ��� �
 6�A& �  6? �( #�X�� )�Z �� �&��  .}�!��,
 �( ���� #�X�� 8F* $!� �
�B��A%& h �C7 
2�� .}�!��,
 �( 2�Jl' $!� )@Z� �� U�*B}�!��,
 5B���%( �  ��%" �%!�0 ��� �'�( #'�0 

}�!��,
A����
 �
 .}�!��,
A!��,
 �w�!�  �X� �( 5}�B#'�%0 5� �� e�%�� � �w�� $!� �( 
��� �
 �'�( 5�!�0 +�Z@4� �( �  ��" .}�!��,
 #'�0B}�!��,
 ������ +�Z@4� �( C�& A�'�( 5

��� �
 .�( �w�� $!� ���( #'�0 '� �� ��!C� �� �(�! �
 �
��� �O&? �� �"�� $!������( .
+@wA
 $!� 8
  ���(`2�� ��� ���( B�. ��  :

^.Split Horizon:6? �� �%� ���7 �
 #�� � }�!��,
 1(�  |! �� �!����,
 +�Z@4� h'  $!�  � 
2�� ��A& 2
�! � 1(� .

`.Poison Reverse : B%Y. �%� 1%(�  )�%�� �'  �%( �(�!��,
 #'�0 U
�� +�Z@4� 2[�3 $!�  � 
��� �
 .�[�%� � +�%Z@4� 5�!? 2��( 1(�  |! �� �� �w�� +�Z@4� �7� �
� 6�%�� �� �w�%� 6?

  ��Q
 5 1(� ^i2��� ����" .

)'� �Y,&RIP �� CIDR��� �
 �&����A. .$!� 2
�
RIP���( �
 �!� + �X( :

��RIP ���( 6��� �
 Authentication��� ������� C�& .2�� �!� + �X( ��,( $!� 2
�
:
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RIP+ �. �� ��� UDP��� �
 ������� .

Link State : 
$!�  � � �� ��0' �T3�
 ��� h'  :

^(�� �!�,�� ���7��! 
`(1"�� ��!C� ���7 ����&� 
a(��� ��,( 2"��Link  State 
d(��� ��,( 8!��� Link  State 
g(��"�� ����	
 

2%�� f%���
 �%!�0 ��� �w�� ���( ' ���7 �
 �E&  � ��"�� �( �'@Z C�& �  2�
�u h'  $!� .2%&���!�
�� :� �&���Link  State ��� �
 ������� .

�� �!�,�� ���7��! :
 �%���" + �%= �%( �%!�(  �%� $%!� ' ����A( �  B!�� �!�,�� �!�( ��� �
 �w�� � �' ��*' }�!��,
 ��

 ���7 + �= .��� �
 �
�J
 �  h��" ' ����
 �
 �  h��" n �? }�!��,
 �� )���! }�!��,
 �� n �? 2%�� 
.( 

�� ��!C� ���7 ����&�1":
��,( |! B!�� �!�,�� �( }�!��,
 ��ECHO 1%���
 �%( ' �%��� �%
 }��%0 �%� �!�,�� ' ����
 �
 

�!? �
 2�� �( 1" ��!C� 5 2A7�( ' 2
  6�
� ���7 ).ECHO �%� ���7  ��* \=  � �&��� �
 :� LOAD )   �%( (
��7 ����	
 :� (

��� ��,( 2"��Link State:
�!�. + �= �( �! �� ��,( $!��&�� �
 ��O!� |!� 5���( ���� �  �=�" #�	� �w�!� �! 

Link State Model 
|! ��,( �� ���( R.SEQUENCE  NUMBER��� �
 ��
�7 �E& � )�%& �( �T�
 I! $��o�� age �%� 

� ;D( �� �(�!��,
 �� �� �w�!� :� ' ��� �
 :� 6? �� �&�
 � + �= �( :� �� ���7 �
 �E&  � �  ��,( ��Z #�4 
��� �
 :� 6? ��.

&�  �B5� D�Y�'Link  State : 
��' �h'  ��%� �%
 �����%�� 8!��� ���( �Flooding �%E&  � �  �� ��,%( �%�*' }�!��,%
 �%� 2%�� 
�( ���7 �
SEQ  NO& 6? D��,( ' ��� �
 �A��
 �  6? ���( ����� U�* �( 2�,& ���A�( � ��� �7� ��� �
 ��

 �
  '� �  �T�* �� �� �!�0 ��,( �7� ' �C! SEQ NO� �
 ��Y!   '� ���( �T�* �( 2�,& �����  �A%�&� �� ' ��
��" 6? ��T0 �(' R. 5 ��� �
 � �� SEQUENCE  Number�T�
 ����� �( AGE �%&� ��%� �
�%l� U�[� $!� �( 

��� ���7�T0 ���-�( |�
��� �� ��.
��� ��,(Link  State  :� ACK�&�� �
 .
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Link State Propagation 
�� ��� �
 ��
 5 U�* Uw�  � #�W
 ���( B �� �  �!�� ��,( A , C , F��� �
 2
�! � .�&�D�ACK �%�

 �� �[�� � ��,(M�&�� �
 �A��
EG!�4 ��A,F �( B��  �
 .H�4 �( 1Q
 $!��(��(C��� �
 �A��
 .�[�� � ��,(
 ��C��" G!�4 �� C!��(��( ' ��� 2
�! � ���7 �
 #�� � �D!� ��,
 '� �( $.

����%&� ���%
 �� R%. �%��( ��%��� ��%0' �w��  � ���!� ��� }�!��,
 �7� �� 2�� $!� +@wA
 �� �w!
 ��� �
 � C(  ��,( #'�0 .!� UwA
 $!� ��� U3 ��  �� �w!$�%����
 �,%T� + �%= �%( �  �(�!��,%
 �� 2�� 

' :��� )�O&� �&���( ���@� + �= �(.

Multilevel Link State 
OSPF, RIP + �= �( INTERIOR ROUTER �%& �� e�%�� � ��%" �T"�� ��3�& �( 1Q
 ��J! ���,� �%['

BGP'EGP + �= �( EXTERIOR  2�� .



��� ����	
� �

�
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��"�� ����	
 :
�  �� ��,( ��*' �%�&�
 �!�%� :�! �%D[� �� �����%�� �%( ' 2A%7�( ' 2%
  6�%
� �( �0�� �( }�!��,
 �� ��

������ 5 ���,w! ��%� ��,( �� ������� �( :� ��"�� ��J! ��� �
 ����	
 �  ��"�� ' ��,
 $!��Link  State �%( '
��� �
 ����	
 �w�� H��7 6� '? 2�� ). ��&�
Link  State(

1OSPF:
(�!��,
 ��-AS��� �
 :�,Q� ����  �-� �( :
•�3��& U"�� ��-(�!��,
 
•�3��& ��� ��[ ��-(�!��,
 
•��-(�!��,
Back Bone 
•���
 ��-(�!��,
AS 

-� ?@�$'
 Z
�	
AS:
•Point to Point : UX%�
 �D!�%�� �%( 6�,%w! + �. � ��� �( V���Q�,
 }�!��,
 '� h ' $!�  �

���,�.

•Transiant :' $!�  � )�& �( }�!��,
 |! hDesignated Router �w�%� +�Z@4� �S� � ���u' 
� �� ��-Z�( �  .� �� ��0' }�!��,
 ��� �w��  �.

•Stub :2�� UX�
 �w�� �( }�!��,
 |! 1Q
.

•Virtual 

1-Open Shortest Path First 
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#�W
 :��S��& ������( +@X�� N��&� �( �  �!� �w�� K�4.

( �FQ& #�X�� �( ��-(�!��,
 �� ���� 2*����,� :� �( e��� � ���( + �. � ��� ��
���& 1Q
 �FQ& �.

A�$'
 ���n� �h�
 Z
�	
�:
•Router Link :��!;. �
 �  \T�Y
 ��-w��[ ����� 6@Z� }�!��,
.

•Network Link :��� �
 U
�� �  6? �( UX�
 ��-(�!��,
 �Z��O
 ' �w�� |!.

•Summery Link to Network : �w�� +�Z@4� �3��%& ��[ ��-(�!��,
 1��� �3��& U"�� ���
��� �
 UQ��
 �3��& �!�� �(.

•Summery Link to AS Boundary Router : U"�� +�Z@4� #�Q�&�AS ���%
 }�!��,%
 �� AS 
�3��& �!�� �(AS.

1-Link State Advertisment 
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•External Link : �� ~ �" ��� ���� #�Q�&�AS U"�� �( AS ���
 }�!��,
 G!�4 �� AS.

#�W
 :�� }�!��,
 �� ���� $�J
 �!� �!�X�  �Router Link LSA��� �
 #�� � �  �!�� .

�-(�!��,
 ���Router Link LSA���� �
 6@Z� �  �� .
R1� �� #�X�� '� :Net1 'Net2.
R2� �� #�X�� |! :Net2.
R3� �� #�X�� '� :Net2 'Net3.

+�Z@4� }�!��,
 )���Network Link LAS" �( �  M��� �
 #�� � ~ � 
�!�( �w�� �� ���Network Link��!��& 6@Z� �  �� .

6@Z�Net1 �T���( R1��!� 5���7 �
 )�O&� $!��(�%�( ' 2%�� 6? �%( UX%�
 }�!��,%
 �-��Designated 

Router���( �
 .
6@Z�Net2 �T���( R1 �! R2 �! 'R3 6��%�Z �%( �%-&? �� |�
��%� �%w�!� n����( 5Designated Router 

���7 )�O&� �&��� �
 5��� }�Y�&�.
6@Z�Net3 �T���( R3��!� 5���7 �
 )�O&� $!��(�%�( ' 2%�� 6? �%( UX%�
 }�!��,%
 �-��Designated 

Router���( �
 .
 �OSPF ��D!�. �-(�!��,
 ��� 5Link State�& �� 6�,w! .�%!� �!'�X%�  � ��,%
 $!������� ����	
 ��	&

���� B!��&2�� ��� :
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2�� ��� ~ � 6?  ���  � �T�* ��7 �� ��7 �� ��!C� .�%( ��,
 5��,
 $!������� :�! �D[� ���0�  �( ��  �
 ��� �
 ���� �J��� ' ��� �
 }�Y�&� ��!C� $!���� .�%( �%!�( �%!? ��%0�( �%QT3 |! ��,
 |! �J��� �( �o&���

0�( �QT3 5�!�0 ��7 �� ��,
 $!������� }�Y�&���� H;3 �  ��
? ��.
��� ��,( ��!?��OSPF ��%� �
 2�,* '� U
�� .�%!� Uw%� �%( ��!?�%� $%!� �
�%�Z 2�,%* 2%
�
 

���( �
:

&�  �B5� Z
�	
OSPF:

��,( 2
�
Hello���( �
 �!� + �X( :

��,( 2
�
Databas Description:
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 ���� ����� :NL

2���" � ��,( 2
�
Link State:

�( ��,( 2
�
 �&��  �'Link State:

��,( ��!?�� 2
�
LSA:

��,( 2
�
Router Link LSA:

#�W
 :Router Link LSA }�!��,
 1��� ��� �S� � 10.24.7.9M2,�� 

� �� �&��. �� }�!��,
 $!� :�N�& �� �� �)Point to Point ( N�& �� �w! '�)Stub .( ��,%( K�4Router 

Link LSA }�!��,
 $!� (����( �
 �!� Uw�:
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 ���� ����� :NN

6@Z� 2
�
Network Link:

#�W
 :Network Link LSA M2,�� '�('  K�4 
���( �
 �[�X�� }�!��,
 �� �� �� �w�� $!�.LSA n �? Mask��� �
 �S� � �  �-(�!��,
 n �? '.2%*�

 6���Z �( }�!��,
 |! �-�� ����Designated Router 5Network Link �  ��� �
 6@Z�.

��,( 2
�
Summary Link to Network LSA:

��,( 2
�
Summary Link to AS boundary LSA:

��,( 2
�
External Link:

��,( 2
�
Link State Acknowledgment:

��� ��,(OSPF ��� ��,(  � IP Datagram�&��7 �
  ��* .
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1BGP :
�� �� �Z��O
 2&���!�AS  �� ���( �
 .��AS  U�wA� :� �( \T�Y
 �w�� ��� 6�� U=' �� �&��� �


 ���( ��� .���( )�_�.  �-�BGP  �%� �!�-(�!��,%
 )�%_�.  �%-� $%!� 1%��� �� 2�� ��� \!�J� BGP  ��%0� �  
���� �
 +�Z@4� #�('�  ' ��"��� �  �D!�w! ���� �
.

��-
�_�.BGP :  
^.open  : �!��,
 |! ��J! |! � }AS   � �%D!� }�!��,%
 �( ����" �
 AS  �%��  ��%*�( e�%�� � �%D!� )

�D!�,�� �F(� . (
`.Update  :  ��� �! ' �Z�
 ��� �w�� �( �F(�   � +�Z@4� #�Q�&�hop  �%( }�!��,
 |! �� � �� ������ 

+9�X�� 6��� )�D�-( ' 2�� UX�
 6?.
a.Keepalive  :  ���.  �open !��,
 |! ��*' ���  ��*�( �  �D!�,�� e��� � ����" �
 }�(Ack) .
d.Notification : �( �� #�w�� �'�( ' �F" 8*�
  ��� �� .

AS Messages 
�� m�
 ��-
�_�. �( �0�� �(procedure 1��� BGP ��� �
 )�O&� :

^.Neighbour acquisition  :   �%����Y( ���,%� :� �D!�,��  � �� }�!��,
 '� ��*' �D!�,%�� �%F(�
 $!� �� ����  ��*�(procedure ���� �
 ������� .��A& #��* �!�,�� }�!��,
 H�4 �� 2���" � $!� 2�� $w�


)V@J
 . (��-
�_�. �( �&��( ���
? }�!��,
 '� �� �&�
�Keepalive , open  ��� �
  ��*�( �F(�  $!� .

1-Border Gateway Protocol 
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`.Neighbour Reachability:��� � � ��*�( �� �J( $!� 5 eprocedure �%( +�Z@4� 6��� #�( '�  1��� 
��-
�_�. + �=KeepaliveD!�,�� �F(�  ���� �
  ��*�( :S�� + �X( �  .

a.Network reachability :   ��-
�_�. 6��� #�(' �  1���update }�!��,%
 �� ��J! ���7 �
 + �= 
��� �
 #�� � �D!� }�!��,
 �( �  ��" �w�� �!� +�Z@4� )2%�� ��%� UX�
 �&�D� ' �Z�
 �w�� ��� �( ��J!

.( 
RwJ�%
 �%D!� ��-(�!��,%
 �%( �%-
�_�. 1%��� �����_� $!� 5 �!? ��0' �( �w�� �!�  � ������_� �� ��*' 

��� �
 .��-
�_�.BGP� �� �  ��" q�" �����
� �. )�_�. �� ' 2�� ��� U�wA� BY( �� �� .

AS Messages Header Format 
U*��3 )�_�. �� ��!?����2�� 2!�( .

#�4 :)�_�. #�4 
N�& :)�_�. N�& 

Keepalive  � ��& ��
� �. ' � �� �  �S9�( BY( �� 1Q
 .
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MultiCasting ��))� �))��#	� #
%���	�+�Multicast 
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+ �= �� �( 5�w��  � �� ��,( #�� ���� �
 )�O&�:
�.Unicast :  ��� �
 #�� � ��" 1(�  |! �� �-�� �  ��
�! � ��,( }�!��,
 .�%�'�7 2%[�3 $!�  �

� ��& ��0' �� ����� 2
�! � ��.

�.Multicast :  �%�� #�� � ��" 1(�  ��� �� 2�� $w�
 �  ��
�! � ��,( }�!��,
 .�%( ��%� ��,%(
 n �?Multicast#�� � �'�7 |! ���Z� 2-0 ���7 �
 .

��TQ� 2-0 h@�Multicast ��� �T���( Unicast ��%O!� �%Z�( �%wT( 2,%�& � �� �-�� �& 5
���%7 �%
 5� C%( ��� �'�7 ���( q�XY( 5 �&9�4 ��� ��"�� .#�%� � ��( �%� 5�%D!� + �%�J(

Multicast 2%�� ��
? ��0�( 5 �� ��D��� �� �!�� � '�7 $�( ���{�
 #���� ��O!� 2-0 5.�%� ���� 
n �? |! �( 2[�3 $!�  �IP Multicast 5n �? $%!� �%( ��D�%�� �%� �T�%��( ' ���7 �
 #�� � 

���7 �
 2
�! �.

��� �C(�Multicast n �? �� IP n@� D��� �
 ������� �D��7 2-0 5. � �%� n �? $%!�
 �� �� �%%�
��224.0.0.0 �%%� 239.255.255.255� ��  ��%%* .n �? �%%� ���%%(Multicast |%%! 5

5n �? ���%( ��%� U%Q��
 ��%� ��,( �( �� � �� ��0' 6�(C�
 ���!� ���J� �� ��= $�( �Z��O

 ���� �
 h�7 .�%�
�& �
 56�(C�
 �'�7 |! 5�� ��D��� �� �Z��O
 $!� �( .|%! �%( �%� �&�%(C�
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�%��( �'�%7 6? ��%Z �� 2,�& )�9 5�!��& �
 #�� � �  �!�� ��,( 5�YA
 �'�7 .�%(C�
 �%�3 6
�&��& �  �'�7 ���Z� 2�� $w�
 .� �� ��0' 6�(C�
 �'�7 N�& '�.

•2(�{ :n �? |! �� �'�7 N�& $!� �( GTJ�
 �����( ��IP �T���( �X�XY� 2(�{ IANA 
��!��& �
 ������� .f,%3�( 56�%(C�
 |! ' 2,�& 2(�{ 5�� �'�7 �� N�& $!�  � 2!��Z

 ' ��%&��. �%( �'�7 |! �( �&��� �
 5���& ���%7 ��%0 6? �� �%! .�%�3 52%(�{ �'�%7 |%!
 �%&�
 �%
 �*�%( 6�%�o�� 56? ���%( ��%Z ��%0' )�Z + �= � .��-%� �? 2,%�[IP 

 � 52(�{ 6�(C�
 ��� �'�7 �( �X�XY�RFC 1700 2%�� ��
? 5.' �  ��-%� �? $%!�
����( �
 �!� K�A( ���:

i.224.0.0.0 :�!�. ��� ' �  n �?.
ii.224.0.0.1 :� �� :�,�� ��� �w�� �!� $!�  .
iii.224.0.0.25:�w�� �!� $!� ��-(�!��,
 ���.
iv.224.0.0.9 : ��-(�!��,
 ���RIP2.
v.224.0.0.5 : ��-(�!��,
 ���OSPF.
vi.224.0.0.6 : ��-(�!��,
OSPF Designated.

�� �&��� �
 ��( �� |!DNS n �? 6� '? 2��( 2-0 IP �'�%7 |! �( ��
�! ��XY� 
&��� �
 5 2(�{ 6�(C�
 �!��& ������� �.|%! |�� �( �  n �? |! �� 2(�{ �'�7 6��� �


�!��& �YA
 5 �0���. �7 � ���.
•2*�
 :5����& 2(�{ �� ��'�7 ��2*�
 ��( ����" .+ �=  � �!�. ��XY� 2-0 �'�7

 �%��( �
 ��0�
 5���& .��%� �'�%7 2%*�
 \%*��
 5��%Z� ���%J� 6�%� ��%= 6�%
�  � 
��7 �
&�.

�.Broadcast : ��" ��-F(�  )��� �� �  ��
�! � ��,( }�!��,
)��' ' 1(�  CO( (��� �
 #�� � 5.

Multicast/*�S�% �*+, o� -� :
���( �
 6��? 5h����. $!� .n �? |! 5����� #�� � h����.IP Multicast �%!��& �%
 �YA
 �  �XQ
 .

? �( GF��
 �w!C�
 n �? �( �  n �? $!� ��D���  �!� � �%!��& �
 #�� � �XQ
 �( �  �� ��,( ' �!��& �
 U!��� 6.
n �? �%( )��%7 ���� ��%� ��,( 2
�! � �� 5 ��" ��� �!� � 6��� |� �( C�& �XQ
 ��-�����.Multicast 8%TF
 5

�&��7 �
.
n �? 2��D& 2-0 5�� ���7 C�& V@�* ��  �F&���IP n@� D�� �%-�� 51���
 �w!C�
 n �? �( ��%�( 2

n �? 2��  2��IP ���7 �
 ������� 5.�� ���. :A� U�[�(�n �? �� 2�( IP ��-��( 5 2[�3 $!�  � ������
2��D& �Z�( �&��� �
 N�l' $!� 5�� 2������z n �? L���7 �w!C�
 n �? |!  � 5��w! .�%( ��%�& N�l�
 $!�
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� '? �
 ��0�( �  ��D��� ��� �!� �  � �� ��,( 6�� ��T�
 .n �? 6��%� |%� �T�%��( ��!��
 $!�IP  � �X%Q
 
�!9 �( ��,( #�� � �� U�* 5��!?��IP��� �
 )�O&� 5.���� 5��%��� 2
�! � ��-�����. �� ��� �
 6����4� 5 �� $!�
��!���& 2
�! � �  2� ��& ��-
��7 .�� �� ��0' C�& � �;7��T�
 �( ���& 2-0 �D!� U�[� :

•��� ��.��? �� �"�(LAN 6�
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1�Multicast Forwarding Algorithms 
2-Source based 
3-Group Shared 
4-Distance Vector Multicast Routing Protocol 
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1�Per-Source Per-Group 
2-Reverse Path Forwarding 
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 �'�( 5�E	[ �( �E	[ + �X( +�Z@4� .

1�Flooding 
2�Adaptive  
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-,%&���
 ' �%& �� ��0' ���!� +�Z@4� �w�&�
� 5����( �����  �E�&� 2�� $w�
 ��  �F&��� �&�%� �'�( ��
 ���D( �(�" �(�!��,
 +����X� �&��� �
 �w�� 5���( �
 9�( C�& .� �w�%� 8(�%�
 5+�%Z@4� #�Q�&� 5�D!� ��� ��

���� �
 H�X
.
��S�%� ��%� �w�%� �(�!��,%
 ��-!�%�
���& �'  �( �� �& �� ��0' �(�!��,
 ��-!b������ �� ���!� ���J�

 ���� �
 �	( 5�� ��,( .�� � ��,( �%&� ��%� #�%�Z� C�& �� �w�� $�( ��� �(�!��,
 �' �( �� �b������ $!� .�
���T� �b������ �� ��� ��Z �� �w�� $!�  � K�F
:' �*���� 5��? U�� 52(�{ �Q��F�.UX%
  � V@�%* �-!b������ $!� 

��&� ��
�7  ��* �� �( � �
 .

X.25:
������� �. ��-Tw�'�. �� �w!X.25 �� ���( �
 #�%�  ����� 6�%�� �%� 6�%
� 6? �� ' 2%�� ��%� �%S� � 5

2�� ��
�! ���!� +����_� .� ��&���� $!� �YA
 5�� ��,( ��S�� �w�� |! ' 6�(C�
 :�,�� |! $�( �  1(�  |!
 �!��& �
 .��S�%�  � ' �%�
   �%w( �� ��,%( ��S�%� ��� �w�� 1(�  2-0 �&�-0 + �X( $��o�� � ��&���� $!�
 �� ��,(ISDN2�� ��� ����. C�& .���( �
 � �� �  Uw�'�. jF� �� � ��&���� $!�:

•�w!C�
 jF� 
•�&��. jF� 
•��,( jF� 

�!�X��L�:���O
 +� ��
 �� ������� 

#�
 $�!�. �!9 �� �( jF� �� $!�OSI ����( �
 G�F�
 5.|%! $�%( �%w!C�
 1%(�  |%! 5�w!C�
 jF�
 �*�	[� ��D�,!�)�&�!�. 5�����
�� ('�%
�J
 �  5 ���%� �%
 UX%�
 5�� ��,( ��S�� ��7 �( �  ��D�,!� �� #�X�� |!

 �!��& �
.�&�!�.  �C(� 6���Z �( 6��( �� ��� $���
 �( � ��&���� $!�  � ^)DTE ( �%� �� ��,%( ��S�%� ��� ��7 �( '
DTE ����  �� 6�!�.  ��
  �C(� �  2�� UX�
 �-&? �( `)DCE ( �%�!�7 �
 .X.25 %!9 �� 
 �� ��&��%�� �%( �%w!C�X.21 

��&��� ��D!� ���� ��&���� �
� 5�!��& �
 �������EIA-232�& �� ��0' C�& $�A&�0 6���Z �( .2%-0 5�&��. jF�
 2%�� ��%� ��%O!� 5�%-�!�
 �� �[��%� |%! + �X%( ���� #�� � �T���( 5�w!C�
 #�X�� #�4  � ���� $r�F
 #�Q�&� .

1-Data Terminal Equipment 
2�Data Circuit-terminating Equipment 
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6���Z �( �&��. jF� � ��&���� 1LAPB)6����
 �&��. �( ������ Uw�'�.(��� �
 ��"��� 5.LAPB �� �Z��O
 �!� 
��HDLC`���( �
 .

� '? �
 :���
 �  �3 �" ���O
  ��
 R!'�� |! ��,( jF� .���( 5�w��  � �  ����A
 �� R!'�� $!�
 )��( �QF�
 +9�X�� �����.�( &Y�d! ?
-
C! ���� �
 �&��� 5$����A
 �!�� �( 5.!�!�X%�  � #�%W
 |�L��%S� � 

2�� ��� .��D�,!� 5#�W
 $!�  �A�( ���O
  ��
 #�X�� |! C� �� 5.��D�,!�B>2�� ����&  ��*�( ���O
  ��
 '� 
�( �w!C�( ��D!� 'D' 5E'F�( ���O
  ��
 #�X�� |! )����� C�& D�& �� 5.

�!�X��L�K�F� $�( �F(�  5X.25 ��� �
 6�A& �  .�jF� ' $�!�. 2�� �( �( �� ��� ����X.25  ��Z 5
���%7 �%
 ��O!� ��,( |! ' ��� �
 ��'C
� 5��!?�� )��( �[���� +�Z@4� �-&? �( ��,
 $!�  � �� 5�&�� �
 ���� .

���7 :�,Q� ��,( ��� �( 2�� $w�
 �( �� ���� 5�D!� 2[�3  � .R!'�� �  ��T�Y
 H���� 5��,( �[���� +�Z@4�
�� �
�� ��� ��Z �� �:

•|! � ��� 6��� �YA
 ��
���,� e��� � � 6? �( �� ���� �� 5 �YA
 ���O
 .
•�[��� � ��� ��O!�a6�!�0 #���� 2-0 �&��� �
 �� d�'  �
  �w( 5���O
  ��
 �!�.  � �F" '.

��,( U� R��X.25 2!��0�
 �( LAPB �[���� 2Z@4� �O&?  � �� ���7 �
 U!�	� $�!�.  � ' ��%�(� �(
 :!�
 |! ' ��� ��'C
� ��,( ��-�&�LAPB �  ���� �
 U�wA .U%w�'�. #�%�Z� ���( �[���� +�Z@4�LAPB � �%
 5

���( �
 ���&.

�!�X��L�:Uw�'�. �[���� +�Z@4� ' �( �� ��� ����X.25 

&Y�d! -
C! O��
;:
���O
  ��
 R!'��X.25 � ��� ��-� 5���O
  ��
 N�& '� ���( 2�.���O
 n���g2%(�{ ���O
  ��
 'i.

n�%�� #�'  ' n��� �����.�( |! �� ������� �( ��� �.�( ���O
  ��
 |! 5���O
 n��� |! �%���" ��%��( �%
 5.
���( �
 5�w�� 1��� ��
�! ��XY� ' 2(�{ ���O
  ��
 |! 52(�{ ���O
  ��
 |! .��-%���� �%( �%� ���� #�Q�&�

���& �
� 5���( �
 ���O
 �( �n��������.�('n��� ����" � ��& ��0' 5.
�!�X��L��%�� �
 B!��& �  ���O
 n��� |!  � q�" ���!'  �[��� |! 5.5�!�X%� �%� 2�%� B%Y(

 �( �� $���
 $�( �� ��,( �[���
A��� �
 6�A& �  52�� ��� UX�
 6? �( �� �� ��,( ��S�� ��7 '.2�� BY(
 $���
 $�( ��,( �[���
 52��  �( ��B��� �
 6�A& �  h� ��7 '.5�( �%� ���%( �w�%� U%"��  � ��,( �����,


2,�&  �w�?.
���( �
 �!� + �X( �����!'  �[���:

1-Link Access Protocol Balanced 
2-High Level Data Link Control 
3�Sequence Number 
4�Flow 
5�Virtual Call 
6�Permanent Virtual Circuit 
7�Call Clearing Procedure 
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�!�X��L�:�����!'  �[��� :Uw�'�.X.25 

�LA�� �  ���O
  ��
 |! 2���" � B#�� � �( 5�( n��� 2���" � ��,( |! DCE A)@Z� 5
�!��& �
 .��,( � ��� $��o�� 5�XQ
 ' P���
 ��-� �? U
�� �����%�� � �%
 ���O
  ��


 !� ���($���( �
 5�!�0 ���O
  ��
 .� ��
 � ��� �T���( 5��J( 6'��( ' U"�� �( ��-[�Q�&
���7 �
 �YA
 ���O
.

�L�( �  n��� 2���" � $!� �w��DCE B��� �
 2!��� 5.
�LDCE B����& 2
�! � �  n��� 2���" � 5�( ��' ' n��� ��,( |! 'B����
 �
 5.$%!�

 � �� ��'�%��
 ���%O
  ��
 � ��� �
� 5� �� �  n��� ��-����" � ��,( ��&��� ��
�
 ��,(
 �T���( ��DCE B���7 �
 }�Y�&� 5�T	
 ��
��& ��XY� ��� � ��� 6��
 �� 5.

�LB�  n��� ���( h�!;. �(#�� � �%( n�%�� h�!;%. ��,( |!A�%�� �%� 5��%
 � ��%� 6 
��� �
 6�A& >� �� �  ��' ' n��� ��,( ���O
.

�LDCE A�%( ��%�  ��%*�( n�%�� ��,%( |%! ' ���%�& 2%
�! � �  n�%�� h�!;. |! 5A5
����
 �
 .��,( $!�  ��%
 � ��%� �� +'��� $!� �( 1Q
 5n��� h�!;. ��,( ��&��� ��
�


� �� �T=� n��� 2���" � ��,( ��&��� ���O
���( �
 � �� �  5.
�LA'B�� ��,( ' ���� �������� �( 5�D!�w! �( �  #����%( ���%O
 +� ��
 � ��� �� �f%����

���� �
 #�� � 5��" q�XY
.
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�LA)�!B(2���" � ��,( |! 5����" |%! ' �%�� �%
 #�%� � 5���%O
  ��
 ����" ���( �  
��!�� ��,(����" �!��& �
 2
�! � �  .

�LB)�!A(! 5�"�� ��,( |����" �%�!�� ��,%( |%! ' ���%�& 2%
�! � �  �%���" #�%� � �  
�!��& �
.

�B5� �!
%:
�!�X��L��5 � ������� � �
 �!�. ��,( 2
�
 X.25��� �
 6�A& �  .�%( �%� ���� 5�( �%� ��%� ���� ���%( 

��!?�� |! ' ��� :�,Q� 5�W���3 #�4 ����&� �( �!�-�@(��5���! '��(���� ��,( |! �� ���� �@( �� �( ���
 ��� �
 ��'C
� .�[��� � ��� �� �� 5���O
 +� ��
 ���(��U%w�'�. ����� |! �( ��!?�� 5���� �
 ������� ���( 

 ��Q
 �(0011000 ��� �
 ��z? 5.���O
  ��
 � ��� |! U
�� ��!?�������( )U
���' ��%7 � ��%� 2%�( �
#�&�� � ��� 2�( (5���( �
 .����T�
P(S) 'P(R) 5���%O
  ��%
 ��%� �%!�.  � �  �%F" ' 6�%!�0 #���� 8(��� 5

���� �
 �&����A. .2�(Q��� �
 �  ���� N�& '� ��YA� �!�&��� �( �� �( �
� 52�� ��A& \!�J� � ��&����  � 5.
'@J(�5�( �� ���� #�Q�&� 2-0 X.25 ��%��.�( �%( 1���
 #���� +�Z@4� �!�( +� ��%
 �%���" ' � ��%-D& 5�

 �!��& UQ��
 C�& �  ���O
 .�&�� �
 UQ��
 #���� ��,( |!  � �[���� +�Z@4� .� ��%� U
�%� #�%��� ��,%( ��
 �
�%l� �%[���� +�%Z@4� ' �%!��& �%
 �YA
 �  �=�" #���� 8(�� �� ��,( N�& 5���O
  ��
 5 8(�%� �%( 1���%


���( �
 . � ��,( |! 5#�W
 ���(���( �
 �!� ����T�
 U
�� n��� 2���":

�!�X��L��:��� ��,( 2
�
X.25 

•n �? #�4DTE��&��7 n��� )�2!�( :(����3�'  � �u���
 n �? �T�
 #�4����( .
•n �? #�4DTE��� ��
�7 n��� )�2!�( :(����3�'  � �u���
 n �? �T�
 #�4����( .
•n �?DTE)�_�
�:(n �?DTE��� ��
�7 n��� ' ��&��7 n��� .
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•+�&�w
� :+�&�w
� +�XYA
 �� �[��� |! .��+�&�w
� �� |! �� |! �XYA
�' ��A%�( �! ' ���( 
2�� ��� U�wA� 5��
 �. ����� ��A�( �! ��= .n�%wJ
 �%�!C� �%�[�F
 5+�%&�w
� �� #�%W
 |!^

���( �
.

#'�0�L���� ��,( X.25 �  2�� ����& 2,�[ .+�	�l�� ' �&� ��
�7  ��* �� �( � �
 6��� �� �-&? �W��
2�� ��
? �
���  � 5��&���*�( � ��
 �� ��X�Y
:

|!DTE ! �� �!��& #�� � �  ��*' ��,( |! 2�� $w�
 �%� ��,%( ���%( 6�!�0 #���� #�'  |��� �  ���� 
���  ��Z �Z�
 ��,
 .�( 5�w�� �T���( 5 ��*' ��,( �( 5���� ��� ��,( �( 2�,& ��9�( 2!�['�DTE U%!�	� �X%Q
 

��� �
 ���� .���( �
 �&�!�. |! 2,w� �������� #�Q�&� 5�!�&��� $!� �� #�W
 |!.
2-0 � �C(� 6���Z �(5}�!�F" ��,(  ��Q
 �� �YA
 ��F" 1!��� )@Z� 5�%�� �%�& $���� �  ��['� ���

�'  �
  �w( ." � ���( 2�{ ��� ��,( +�&�w
� ��!�� ' 2���X.25�&'  �
  �w( 5.

�B5� Z�	 O��
; � 
B!
-�� 
Y
DTE �� DCE Y
DCE �� DTE VC PVC 

�1 �a'�e � 0�a' &Y�;��
� 

n��� 2���" � n��� 2
�! � X
n �?DTE n �? 5��&��7 n��� DTE n��� 

n��� �( �� ���� 5+�&�w
� 5��� ��
�7 

��� ��
�!;. n��� ����� ��*�( n� X
n �?DTE n �? 5��&��7 n��� DTE n��� 

n��� �( �� ���� 5+�&�w
� 5��� ��
�7 

����" 2���" � ����" )@Z� X
n �?5�F"��5����" U�[�DTE 5��&��7 n��� 

n �?DTE5��� ��
�7 n��� 

����" h�!;. ����" h�!;. X
n �?DTE n �? 5��&��7 n��� DTE n��� 

5��� ��
�7+�&�w
� 
��c� � ��
� 

���� ���� XXL
��*' ��*' XX�( �� ���� ��*' 

��*' ��!�� ��*' ��!�� XXL
/	��	Y�� � ���
T A
B�) 

RR RR XXP(R) 
RNR RNR XXP(R) 
REJ XXP(R) 

�&�A&��( 2���" � �&�A&��( )@Z� XX�F" �� 5�&�A&��( U�[� 
�&�A&��( ��!�� ��( ��!���&�A& XXL

�-���� Y�t1 
��O
 N'�� 2���" � ��O
 N'�� )@Z� XX�F" �� 5��O
 ��z? U�[� 

��O
 N'�� ��!�� ��O
 N'�� ��!�� XXL
u���ke 

}�!�F" XX�F" \�=�� 5�F" �� 

#'�0�L�:�-&? �����
� �. ' �� ��,( N��&� 

O*�� /BX�!��
) E:

1�Reverse Charging 
2�Multiplexing 
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 � ��%� �S� � R!'�� $!���-
 �!�� X.25 5R%wT. ��[�%
 �%��( .DTE A���%��.�( ���%0� 5����  ��%
 
�!�� �( ��&��� ���O
DTE #�X%�� |%! �' �( �  �� DTE-DCE 2%�� ��"�%� $%w�
 5�%w!C�
 .DTE �%&��� �%
 

��� ��XY� 5����Y( �w�� �= �� �( �  +� ��
 $!� �& '� + �X( .%( �%&��& ���( ��&��� �
 5�CO
 ���O
 +� ��
 �
��( �� �� �&�!�. �! ' �-�����. 5�� ����( n���  � 5.#�X��DTE-DCE �� ��%�  '� V@
�%� #�%� � ' :�,%Q� |! 5^�  
:���
 �& '? �
�� �?
 ��-0 ��  � �&��� �
 ��,( |! 5���O
  ��
 |!  �56�
� ��  � 6���� UQ�.

� 52�� GTJ�
 ���O
  ��
 )��� �( ��,( )��� �w�!� ' ���� f��
 ���( ���%O
  ��%
 � ��%� |! ��,( �
�� � �� ���( .�!�X� K�4 �� ���O
 +� ��
 � ��� ��XY��L����� �
 2�J�� .' ��%� ' �  fTz� ��= � ���

 �'  �
  �w( 5 ���O
 +� ��
 ��� ���( �
��Z ��� ��,( ��YA� 2-0 .�'�%7  �-� �( �[���
 ��� ��
�� � ���
 �&� ��
�! ��XY� 5���O
 +� ��
 �� .� �;%7 � ��� 5�&�� �
 N'�� |! �( �� �!�� � ��� �( 2(�{ ���O
 +� ��


 �&� ���.���( �
 �
�4 |! ��' ' ���O
 ��-���� ��J( �Q�4 .��' ' ��-%���� �-�� �� 2�� ��J
 $!� �( $!�
 ���� ��XY� ��Y( �  �� � ��� $!� ��&��� �
 �w�� �� .�%w�&�
� 5���,%� �%
�4'� ���%O
 +� ��%
 �%��7� |%! 

5���  n��� 2���" �DCE�!��& �
 }�Y�&� �  �'�7 $!� �� ��
��& ��XY� � ��� |! .
5��-0 |! �0'�" ��-����?�T���( �� ���,� �!�-&DTE�&��7 �
 ��� ��Q
 5.2[�3 $!�  �DTE |%!5

 �%!��& �
 }�Y�&� �  �&� ��
�! ��XY� �-���� �( �w�!�-&? $�( �� ��A& ������� � ��� .� $%!� 2%-0 5�'�%7 |%�w�
 ���( �(�A
 ���Z� }�Y�&� �� ���7�T0��T���( \T�Y
 ���O
  ��
 DTE 'DCE ���( �
 .���%O
 n�%�� �'�7�

�T���( ���A
 ��XY� ���( �  C! �� |! 5�
�4DTE 'DCE �& '? �
 :���
 5.6�!�0  � \�Jl +'��� 5�
� $!�
� ��� �
 ��O
 �  |�
���.

�!�X��L��:� ��XY����O
  ��
 � �� 

�ke � ���
T A
B�):
��,( jF�  � �F" ' 6�!�0 #����X.25 ( 5����%( �����%�� � �%
 6�,%w! �%!'  ' 2
�
 �( ���O
 + �=

HDLC ��� �
 �S� � 5'��� �
 ������� 56�C_[ ��O�. |! �� .#�%� � �[��� � ��� |! 5���� ��,( ��)P(S) ( |%! '

1�Full Duplex 
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1�Piggyback Acknowledgment 
2�Reject 
3�Complete Packet Sequence 
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1�Reset 
2�Restart 
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1�Asynchronous Transfer Mode 
2�Cell Relay 
3-ATM Adapation Layer 
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1-Virtual Channel Connection 
2-Virtual Path Connection 



��� ����	
� �

�
 ���� ����� :�^L

+@X�� �� ���!� ���J� ��O( 5+9�X�� ��� �'�7 �� ��� ���J� �' �( �-�� ��&��� �
 �w�� 2!�!�
 #�%�Z� 5��%��

�&�� .

�&� ��� 2,�[ �!�  � ���O
 �����,
 �� ������� 2!C
 ���:
•�w�� 6����4� 2�T(�* ' �!� �� �J��� :���� ���J� �( �w��� ��  ��'�� 2!��0�
 �.
•����� #�X�� �����.�( 6�
� ' h����. B��� :���%O
 ��,%
 �%� ��� �
 )�O&� �&�
�  �� ��A�(

 ���7 �
 �.�( .�(
wJ�n6���  � ���O
 #�X�� |! 2�
�u 5��%J( ��-%���� �!�%� ���( B�.
 e�Q&  � ���� �[���� 8(��� ���0� �( ��&��� �
 �!�0 ���O
 #�&�� +9�X�� ��,%
 #�X%�� �!�-�&� 

2,�& ���& � �
 5�� ��7 ��  ��Z  � n��� h����. ' �&�� �.�( 5���O
 .��%-[�&�� 6�'C%
� $!��(��(
���7 �
 h����. U*��3 U
�� �!�0 ���O
.

•�w�� ��-,!'�� �J��� :U%(�* C�& �!�-& �( �� ���( �
� 5�'  �
  �w( �w�� 6' �  � ���O
��,

 2�� ����A
 .$!��(��( �� ��,%( ��%� �w�%� �%! ��,%( ��( �%� ��%� �'�%7 2%�� $%w�
 �( �%� 

�!��& \!�J� �  ���O
 ��-[�&�� �� �� �Z��O
.

�!�X��-�6�A%& �  ���%O
 �����,%
 ' �%-[�&�� �� �����%�� �%( 5n�%�� ���%��.�( h����. �T� ��,
 |! 
��� �
 .��. H�4 �� ���O
 ��,
 #�X�� |! �����.�( h����. ���(�X	�
 ���O
 #�&�� #�X�� |! �����.�( h��

2�� ��� �CO
 5:
•+�%Z@4� ��%�"] ' 2%�
�u ��X%Y� 5����,%
 ����	
 U
�� ���O
 ��,
 #���� ��-
C�&�w


���( �
 #�X�� 2�Jl'.
•�%( �%E& � �%
 �X%Q
 ��7 �( ���O
��,
 #�X�� |! �!�( ���(� 5���O
 #�&�� |! �����.�( 2-0

 3 �( ��0�
 2�
�u ��%0' 5��%�Q
 R!'�%� 2���� �( 5���O
 #�&�� �� �&����A. 2-0 5�
�� �
�%��( ����� .��%�& � �%
 2�J%l' +�%Z@4� ��%�"] �T�%��( ���%O
 #�%&�� |%!)#�%&�� 2%��D&

���O
/���O
 R!'��(��� �
 �.�( 5.
#'�%0  � ���O
 ��-[�&�� ' ���O
��,
 ����� �t�'�-�2%�� ��%
? �%=@"  �%F( 5.�%w�S�O&? �� �%W�� 

�( �� 1(�  �( �-�� 5�	( � �
 �w�� �!9 ��-Tw�'�.L���%O
 #�%&�� ' ���%O
 ��,
 :����
 5���( �
 1���
 �w��
 �
�& ��=��  � ��� �
�J
ITU-T�( �� 1(�  '� �� �( 5L� �� � ��� 5�� �w�� 6 '� #��Z� ' �w��.

�!�X��-�:���O
 �����,
 ������� �( n��� �����.�( 



��� ����	
� �

�
 ���� ����� :�^N

�
�-�)&Y�d! A�	�) A�$'
 
|! �!�-�&� e�Q&VCC 2!��0�
 |! ' �!�-& �( �� |! �! ' �w�� ��-�!��0�
 5�!�-& 6��( �� 2�� $w�
 

���( �w�� .�
 ���  ��|!  � 5#�T� �[��� 2�J
�0 5� VCC 5��%� �
 � ��-D& 6�%�� �%( �%� #�T%� 56?  � �%� 5
�&� ��� #�� � �� �&�� �
 ���� U!�	� ������ .�0� |! ��( �� �� ����( ��VCC:��� 6�A& #�W
 �( �  :

•�!�-& 6��( �� $�( :6��( �%� ��%-�&� �%( �%-�&� ���� #�%Q&� 2%-0 �%&��� �
5$�%�o�� ' �'   �%w( 
���� j�%l�� V��%J( �%� 5�'   �%w( C�& �!�-& 6��( �� $�( �[���� ��-[��D�� #�Q�&� 2-0 �&��� �


 �� ����" .|!VPC ( �� $�( 5�� �� �%Z��O
 ' 2%�� #�J
 �!�-& 6��VCC 2%�
�u �� �%� �  �%�
VPC��� �
 :���
 �  5���� ��& �'�O� .

•�w�%� 2!��0�
 |! ' �!�-& �( �� |! $�( : �%w( 5�w�%� �%( �( �%� �%[���� ��-[��D�%� 2%-0
 �'  �
 .|!VPC � |! �( �( �� |! �� |�
��� G
��� #���� 2-0 �&��� �
 �w�� �( �( �� �! �w�

���D(  ��* ������� � �
 5�w��  '��.
•�w�� 2!��0�
 '� $�( :�'  �%
  �w( 5�����,
 ' �w�� |�
��� 2!�!�
 8(��� ���( .|%!VPC 

 �w( 5�w�� 2!�!�
 +�Z@4� #���� ���( �
��Z ��,
 |! \!�J� 2-0 �&��� �
 �w�� �( �w��
�' .

&Y�d! A�	�))VC(������� � �
 )�Z + ��Z |!0��� #�T� ��-0 |! #�Q�&� \�=�� 2-ATM �%����  ��%Q
 |%! �( �� 
2�� �� �" �&��. 5�
��Z ��w!.

&Y�d! A�	�) A�$'
 ��-[�T� ��-0 |! #�Q�&� 2-0  �C(� |!ATM  ��Q
 |! �� �FQ& |! $�( VCI �%�
�! q�X%�"� 6? �( 
�w!� �FQ& '���7 �
 :�" �! ��,�� 6? �(  ��Q
.

�d! A�	�) �;��,&Y)VCI(#�X�� |! �� ��w! ���Z f,��( |!VC |! ���( �YA
 VPC�!��& �
 �YA
 �  .
&Y�d! A�	�) A�$'
)VCC(����&��. �� #�X�� |!VC R!'�%� 6��( �� �� �FQ& '� $�( �� ATM �%!9 �%( 6?  � ATM �%����� 

2�� ��� ����,7 5�& �� .VCC �( �%� +�Z@4� #�Q�&� H���� ���( �� L%� 5�( �%��( �L�w�%� �%! ' �w�%�
���7 �
 :���
 5�w�� .#�T� �[��� 2�J
�0 �%( G%TJ�
 ��-[�T� ���(VCC ��%� ' �  B�%. 56�,%w! 

2��.
&Y�d! 
�5! ��-[�T� ��-0 |! #�Q�&� \�=�� 2-0 ������� � �
 )�Z + ��Z |!ATM ���%O
 ��%-[�&�� �( GTJ�
 

�� �" �&��. 5�
��Z ��w! �����  ��Q
 |! �( �( ��2�� .
&Y�d! 
�5! A�$'
 ����&��. �� �'�7 |!VC �
��Z  ��Q
 |! �T���( ��� �YA
 5VPI  ��%Q
 |%! �%� �FQ& |! $�( 5

VCI���7 �
 :�" �! ��,�� 6? �(  ��Q
 �w!� �FQ& ' ��
�! q�X�"� 6? �( .
&Y�d! 
�5! �;��,)VPI(�&��. |! ����� $��J�VP���(�X	�
 
&Y�d! 
�5! A�$'
)VPC(����&��. �� #�X�� |!VP ��� ����,7 �!��Q
 �� �FQ& '� $�( VCI �%FQ& ' �%�
�! ��X%Y� �%-&? �%( 

���7 �
 :�" �! ��,�� 6? �(  ��Q
 �w!�)����&��. ��
 |! #�4 h��,7 ��&���VC |%!  � �%� VPI 
2�� ���A
 6�,w! .(VPC �( �� +�Z@4� #�Q�&� H���� ���( ��L�( �� 5�( ��L%� �%! ' �w�� 5�w�%� �w�

���7 �
 :���
.

#'�0�-�:�t�'���O
 #�&�� ����� /���O
 ��,
 

&Y�d! 
�5! r
�e/&Y�d! A�	�):
�
�& ��=��I.150 ITU-T��� �
 ��] ���O
 #�&�� +@X�� ���( �  �!� +��=�X" 5:

•R!'�� 2���� :|! �( �� |!VCC �!�%���
� �. �T�%��( ��%� $�%�J� R!'�%� 2���� �T���( 5
�2�� ��� :���
 5#�T� ��"�� +����_� ���( ' ��� UQ��
 �� #�T� 6�� :7 ��& ��&��.



��� ����	
� �

�
 ���� ����� :�^U

•�'�	
 +�
 �� �� ' ��� ��S�� ���O
 #�&�� +9�X��^:|!VCC 6'�( #�X�� |! 5��� ��S�� 
�l�Q� ���( �
 56��� ����" ' �����.�( ���( n��� �[���� ��-[��D�� ��
���& �� ���( �
 .|%!
VCC �� �� 2%�[�J
 �%! ��%�(�w�. �T�%��( ' �%��( �%
 �&9�%4 � '� �� �� 2�,&? �'�	
 +�


��� �
 �.�( �w�� 2!�!�
.
•#�T� �[��� 2�J
�0 :|!  � �[�� � ��-[�T� �[���VCC��� �
 ����� �D& 5.
•� '�	
 + �E& �� ������� ' |�
��� ��
� �. `:�w�%� ' �( �� |! $�( ��&��� �
 �w�
��� �����
� �.

 �� ���(VCC5�&��7  ��* �	( � �
 .�( ��' ' ��-[�T�VCC  ��%* + �%E& � �%
 �w�%� �T�%��( 
����
� �. �� ��� U=�3 6����4� �� 5 �&��7 �
 Q&����( ��A& .


 ��&��� �
 �� �w�
��� �����
� �. N��&�  ��* �	( � �7���W���3 ��& 51���
 ��& U
�� �& 6��( � �O�&� 5
5~'� � '� '���( �
 .2!�!�%
 ' :���%� �( � �"�( 2-0 �-!b������ �� ���!� ���J� �( 2�� $w�
 �w��VCC ��%� 

���( ����� ���& 5��� 2���" � ' ��0�
 .2%���" � �� 2�� $w�
 �w�� 52[�3 $!���( jF�  �VCC �  �%!�0 
���D( ��!�& 5:���� �� ���7�T0 2-0 .��
� �. �� �FY� + �=  � �-[�T� �'@J( %*' �%! ' ��� �[���
 ����5:���%� N

�&�� ��Y!   '� 2�� $w�
.
I.150 +��=�X" VPC 2�� ����& 2,�[ C�& �  .����%( ��%� �%�] � ��%
 �%( 5��%� 2,�[ ��['� 2�=�" 

VCC 5R!'�� 2���� ���,� 6�,w! 5�� VPC ' #�T%� �[��%� 2%�J
�0 5�&�%
� 2!�'�%	
 �� �� ' ��%� ��S�%� 
� '�	
 ��� �����
� �. |! ���( �� ���,� ����=�X" 5+ �E& �� ������� ' |�
VPC�&� ��
? C�& .���%( U�[� ���

 � �� ��0'  ��w� $!�:�%� �!�-����" � 2!�!�
 �( )��*� �w�� R!'�� �w�!� �D&�D�  � ��!;. H�FJ&� ��O!� 5#'� 
��� �
 5���( �
 6? �!�. �( .! ���( ������ ��-!��
���& �( �!�( �w�� 5)'� |VPC |%!  � ' �%��( 1���
 VPC 5

2�� $w�
 2-0 �&�� �����.�( ��� ���� +��=�X" �( ���O
 ��-[ 5�D��7��� .|%! �%w�&�
� 5�%w&? �%"? � �
 '
VPC ��%O!� 2%-0 �%� � �� ��%0' 2%�T(�* $%!� 5�!�%-& 6��( �� ���( 5��  ��*�( VCC �%��� �%D��7 5�%!�0 ��%�.

+��=�X"VPC�Y�&� ����
�( 2���� |! 5�!��& �
 U��	� �  �!�-& 6��( �� $w�
 ��-(.
���( C�& ��O�. 2�=�" 5� ��
 $!� �� ��0VPC2�� ��� ��] 5:

•|!  � ���O
 #�&�� ����� 2!�'�	
VPC : ����� ��� �! |! ���%( 2�� $w�
 5���O
 #�&��
 �( ��VPC �%��( ��� ' �  �w�� �� ������� ���( 2�� $w�
 �
� 5����& :���
 5.��& $%!� �� �� �%&

  � 6��%� �
 �  2[�3 $!� �� �� �&��&  � 6��� �
 �  2[�3VCC 2!�!�%
  � �����%�� � �%
 ��%�
���& ����A
 5 �w��.

A
B�) / � A����;F:
 �ATM  �A�&� ' �����.�( 2-0 �
C�&�w
 5VPC ' ��VCC �%��( �
 ���& � �
 �� .$%!�  � +�%Z@4� #��%��
�( h����. 6���Z���� #��D���� �
 �  5�& ��� 2!�!�
 �w�!�-&? �� ��0 ��9�X��  � ' 2�� ��� K�F
 #���� .

���(VCC 5��I.150 ������.�( 6�w
� |! ��O!� ���( h'  /2�� ���� �S� � 5 �A�&� .$%!� �� �%����� �%! |!
�'   �w( �YA
 �w�� ��  � �&��� �
 �-�' :

�LVCC 9���� 2-0 2�� $w�
 5�'�	
 +�
 �� �� ��� �'   �%w( 5�( �%� �( �( �� +.�%( 2%[�3 $%!�  �
��D�#����( ��& ����& 5�[���� ��� .

1�Semipermanent 
2�Monitoring 
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��� 6�!�0 #���� ���( �&��� �
 �-�� �T�
 $!� 5$!��(��( 5+'
 �'   �w( .)C�&�w
 5+ �= ��  �GFC ���(  ��%* �����%�� � �
 5�w��  � �
�l� � �;7 �( ����� ��� � '� 6��� :�
���7 �
.

I.150 )C�&�w
 ���& |! 6���Z �( 5GFC ��%-��
�u �%( �%� ��%��(  ��* �!�( �� �&�!�. ��� �� ��� �
 6���Z 5
����( ����� ������ 56����" $r�F
 .
�� $!� 2(�{ ���( ��& ��� �&�!�. ��� U)CBR`(�%��( ��%& ��� �&�!�. '

���_�
)VBRa(�%& �� 5��%� $�%�E� 2%�
�u �X%�Z |! �� ���7 �
 5)CBR 'VBR B%Y(  � �L����� j�%l�� 5
�&� ��� .( �&��� )C�&�w
GFC2�� ��� ���� j�l�� �
���  � .

C)PT 
�5�' 
000 �( �� ���� #�T� :���� 6'�( &N�SDU=0

001 �( �� ���� #�T� :���� 6'�( N�&SDU=1

010 �( �� ���� #�T� :���� �( N�&SDU=0

011 �( �� ���� #�T� :���� �( N�&SDU=1

100 #�T�OAM2��D�  �� 
101 #�T�OAM�-�&� �( �-�&�  �� 
110 8(��
 2!�!�
 #�T� 
111 ��? �J(��� 2-0 ��� ' �  

OAM:Operation,Administration,Maintenance SDU:Service Data Unit 
#'�0�-�:N�& �T�
 �������,��Payload 

1-Generic Flow Control 
2-Constant Bit Rate 
3-Variable Bit Rate 
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 �w�� ���( �����,
 �T�
 |! U
�� 5.�( �� 1(�   � �T�
 $!�L5�w��
��w�� 1(�   � ' ���( L5�w�������( �
 ���( .��%� �� �&����A%. ���0� )'� 2[�3 �%�
�! �J%��� � VPC ��%� 

�%�� �%
 �  5�%��( �
 ���& � �
 �w�� 2!�!�
 ' $����A
 �� �&����A. 2-0 �� 5�� �w�� 6' � .#�%&�� �%����
���O
)2VCI(�� �����,
 ���( 5/���7 �
  ��* ������� � �
 5�!�-& �( �� |! �(.

N�& �T�
 Payload)PT(�& �
 �YA
 �  +�Z@4� �T�
 +�Z@4� N�& 5�!� .#'�0�L���%-��( ��,%�� 5PT 
��� �
 6�A& �  .�%��( �
 �( �� +�Z@4� �D&�A& 52�( $�['�  � ��=  ��Q
)��%J( �!9�%( �%!9 +�%Z@4� .( $%!�  �

 R!'�%� ���� �%3�' N�%& 2%�( )��( �� )�� 2�( ' ���( �
 :���� N�*' ����� 6�A& ��J( ��-��( 2[�3)SDUa(5
�( |� �T�
 |! 5 2�� H'�J
 N�%& '� ��YA� 2-0 �&��� �
 �� 2�� ��SDU #�X%�� |%!  �ATM �'   �%w( 5.

+ ��ZSDU �( 5Payload ��� �� � ��� #�T� ��!�( .�T�
 #'� 2�(  � |!  ��Q
 |!Payload �%� ��� �
 6�A& 5
���( �
 5�w�� P�Q(� �! 2!�!�
 +�Z@4� U
�3 #�T� $!� .2!�!�%
 ��-[�T� 6�'C
� 6�w
� 5�"�� $!� �%( �w�%� 

VCC � '? �
 :���
 5�( �� ��� ���� �( ��{�� 6'�( �  �( �� ��� .�T�
 $!��(��(PT �%&' � �%[���� +�Z@4� �&��� �
 
� '? :���
 � .

#�T� 6��Q
 2!�['� 2�()CLPd( ��%* ������� � �
 5:���� $�3  � �w�� ���( �!�����  6���Z �( �&��� �
 5
���D( .&? �D&�A& ��=  ��Q
 ��%0' ��%D!� � �%� �%w&? �D
 5��� ��Y!   '� �!��& ' � �� �!9�( 2�['� #�T� �� 2,

 ���( �����& .�%��( �%
 5�w�%�  � $�%Y!   '� 2%-0 5f%���
 }�Y�&� |! ��,( $!� �� 2,&? �D&�A& |!  ��Q
 .
�
�l� ��-[�T� �� �!��& ������� �T�
 $!� �� 2�� $w�
 �( ��)��� G
��� ��& �� ����
 ( �( 5��� � �' �w�� �( �CLP 

���� ��0' )�Z + �= � �� 5|! 5�w��  � :Q
 �( X�&�� ���� U!�	� �.2%�� $w�
 �w�� �%� ���%( �  2%�( $%!� 
���( �
 5�( �� �( ��� G
��� �w�
��� �����
� �. �( �!�_
 $!� �� 5�!���( |! ���� #�T� .�%� �o�S�� 2[�3 $!�  �

 �
 ��� �
 )�O&� �  +���E��  ��* ��S�� �
� 5�&� ���� �FY� �Q
��� �w�
��� �����
� �. �� �-[�T� �� ��� �
 �0�
 ���( �
 �� #�T� 2!�!�
 �( .�� �%� �!�-[�T%� �%(��(  � �-[�T� $!� 5���( �  :���� 5�w��  � ����T0 �FQ&  � �7�

 ' }�Y�&� 56�� ��Y!   '� 2-0 5�&� �����& �FY� �Q
��� �w�
��� ��-�!�'�	
�&�� �
 � �;7 2
@Z.
���7 �
 �� �( �
���  � �� ��� �
 ������� 5�&�
C�� ' �F" #���� ���( 5��!?�� ��F" #���� �T�
.

/!�a� ���
T A
B�):
I.150 �T�
 �� ������� 5GFC �( �� 1(�   � 6�!�0 #���� ���( �  L�w��)5UNI(�%��
� �%� 2%�� ���� �S� � 5

3 �� B�( ��-! �;7 �( B����� '? :���
 5�  +�
 ����� . � �J*�' 6�!�0 #���� ��-
C�&�w
I.361 ��%� \!�J� 5
2�� .6�!�0 #����GFC ��� #���� #�T� #�Q�&� �!�&��� |! �� �AY( 5)CCTi(|%!  � 5WAN ATM �%��( �%
 .

5V�=�XY
CCT�O�&� ��� |�
��� ���( }�" R!'�� ��-� �C
�& _�
 )��. #�4 �( 9�( :O3 �( � ����( �
 5� .

1-Virtual Path Identifier 
2-Virtual Channel Identifier 
3-Service Data Unit 
4-Cell Loss Priority 
5-User-Network Interface 
6�Controlled Cell Transfer 
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C��1
; &�ke A
B�):
#�T� ��ATM U
�� 5���!?�� ��F" #���� 2�( )1HEC ( �!�.�( �� ���( �
��5��!?�%� ��%&���*�( 2�( 
���7 �
 ����	
.�%� �%�[�� 2%-0 �����%�� � �
 �� �T�0 ��� X8+X2+X+1 �%��( �%
 5.��%-Tw�'�. �%W��  � 

��0�
 �%�&��� 5���,%� �F" #���� �T�
 U
�� ��HDCL  �%w( �%F"  � ��%��	
 ��' ' 6��%�J( �%� �!�%� ���� 5
�&'  �
 ���( �
 �O��& ��F" �� ����&� �� ��7 C(  ��,( 5.���%� �%
 $%w�
 �  �%� ��%F" ��YA%� �
� $!� . �

ATM �-�� ����	
 ��' ' 5���( �,!�Q
  � 5 2�( ��� ���( 2�( 2�� 5.�%-�� �%& 5��w��%� ��%-!�' ' 2Q�Q3  �
 � ��
 �� �"�(  � ��3 �wT( 5�&'  �
  �w( �F" ��YA� ���( U�[�%( N�%l�
 $%!� >�&'  �
  �w( C�& j�	X� ���( 5

���( �
 5q�" ��F" ����D[� �(�!��( 2-0 5��  � �
�� �D&'C
� ��0'.

�!�X��-�:#�T� ��!?�� �( �F" ��{�� 

�!�X��-�5:�! �D[� ��wT�Z HEC �   ���� �
 6�A& 5����� 2
�! � .��%F" j�	X%� :�! �D[� 5���(�  �
 ���( �
 5�F" 2�( |! j�	X� ���( ��
 B�. 2[�3  � ����� 2
�! � . ��%Q
 ��%��	
 5#�T%� �� �' ' �(HEC 5

���7 �
 )�O&� .j�	X� 2[�3  � 5����� 2
�! � 5��A& ���� ��YA� �!�F" �w�
���
 �%&�
 �
 �*�( �F" .�%w�&�
�
 �%�� �%7� ' ��� �
 j�	X� �  6? 5���( ����� ��0' �F" 2�( |! �7� 5����� 2
�! � 5�� ���� ��YA� �F" |!

 
1-Header Error Control 



��� ����	
� �

�
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��� �
 ��YA� �  6? 5���( ����� ��0' �F" 2�( .�'  �%
 ��YA%� 2%[�3 �( ����� 2
�! � 2[�3 $!�  � . �
)�O&� �F" j�	X� 2-0  � ��@� 2[�3 $!� ���7 �
 .�_� $!� U�[�����%!'  �%! ' � �O�&� #@�"� |! �� 2,&? �

��[�3 5���( �
 ���F" �� �[���
 �Z��O
 �Z�( 2�� $w�
 5�D!� ��HEC �%��( �%
 �
�%��& �� j�	X� 2-0 5.
�&�
 �
 �*�( ��YA� 2[�3  � 5���7 �
 2
�! �  ���F" ��-[�T� �w�
���
 ����� 2
�! � .�!?�%� |%! �w�&�
� 5�
 ���%7 �
�( j�	X� 2[�3 �( � �('� 5����� 2
�! � 5�A& 2
�! 6?  � �!�F" ' ��� ���
�? .�!�X%� + �%��T
�-�5

��� �
 B!��& 5#�T� ��!?��  � �  ���F" �
? �..
��!?�%� �( ��� ��,( U!�	� $�!�. #���3� ' ��!?�� ���( |� ����F" �� �(�!��( 5�F" �(��(  � 2!��3 8(��

 	� 5}��J
 � '? �
 :���
 �  � �O�&� ����F" 1!��� 2.�� �%����� 5��%��
 #�%Q�&� ��%� :�,�� �F" 2�=�X"
 �%�D�*' U�[�( 5�F" j�	X� �!�&��� 5#�Q�&� ��� :�,�� �"�( ���( ' ���( �
 5� C( � �O�&� ' ���( |� ����F"

��� H;3 2�� $w�
 56? 6��(.
�!�X��-��!�.�( 5ITU-T  I.432 ' ���( �
 5#�%��3� �%( �*�%��� ���( �!���F" �&�D� �� ��� �
 6�A&

 �� ������� 6�
�  � 5}��J
 ��!?�� �( ���J
 ��-[�T� ' ��� ��Y!   '� ��-[�T� N�*'HEC� �;7 �
 ��{�� 5.

�!�X��-�:���( ��F" #���3� 

=w2:&�4X��; A�bB	
ATM 
I.432 ��-[�T� �� ��� �
 6��( 5ATM ��%& ��� �� �w! '���� 622.08 Mbps 5155.52 Mbps 551.84 

Mbps �! '25.6 Mbps�&�� UQ��
 2�� $w�
 5.U%�3 2%-0 �����%�� � �%
 #�%Q�&�  ��"�%� $��J� ��
���& �

Payload :���( �
 5�� . � h'  '�I.432 2�� ��� �
�J
 :�%w!C�
 �!9 |! ' �!�. #�T� �w!C�
 �!9 |!SDH 

�!�..

�!�X��-�: ����&#�T� +9�3 \�=�� 
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A��; 
� /�B+! /*�S�% ��@:
��%� �%�& U%��	� 5�! �;%7 }�� �-� ��� #�T� �!�.�( �w!C�
 �!9 ���( .6�%!�0 U
�%� 1%(�   ��"�%�

 ��-[�T���2�� ��!�( .��%-
�
 �� �%"�( 5#�T%� �( ����
 h'   � �T��	� �0 �" }�� �-� ��0' )�Z U�[�(
 ���( �
 )�9 �&�
C�� .&�
C�� ��!?�� ��F" #���� �T�
 ����
 �( �)HEC(�%!? �%
 2%��( 5#�T%� ��!?��  � 5.

( 6�!�0 $!� #�'  ����( �
 �!� Uw�:
�L2�J*�
  �HUNT \�=�� :�! �D[� |! 5^2-0 52�( �( 2�( + �X( 5�� $��J�HEC $�%( �,!�Q
 '

HEC ' ��
�! � HEC ����	
 )�O&� 5�-&? G��F� 2-0 5������7 �
 .w�&�
� 5�%�� �  G%��F� |%! �
2[�3 �( �!'  ' ��� ���. ��!?�� |! �� ��� �
 ��
PRESYNC�'  �
 5.

�L2[�3  �PRESYNC ���7 �
 ��
 #�T�  ��"�� |! 5.�%( #�T%� + �X%( 5 #�T%� \�=�� :�! �D[�
 6�
� �� 5#�T�δ�!��& �
 ��!�� �  � �;7C
  6�&�* �[���
  �F( 5.

�L2[�3  �SYNC 5HEC ��YA� 2-0 + �%=  � ��%� \�%=�� #�T� ' �'  �
  �w( �F" j�	X� '
��YA�α1��� �[���
 ��F" 1���
 HEC��� �
 �QT� ��
  2�� �� 5.

�!��Q
δ'α����( �
 �3��4 �����
 �. 5.��7 C( �!��Q
δ���%��.�( ���&9�%4 ��"�%� ��%-&�
� �%Z�( 5
=�� �(��(  � �  ���A�( + �* �
� 5����( �
 6�
C�� ��� �
 ���. 5������ \� .��7 C( �!��Q
α � �  ���A�( ��"��5 

�
 �(��(  � �  ���A�( + �* �
� 5���7 �
 �Z�( 5������ ��-!��� f��
 ��YA� �%S� � 51%Tz ����%�� ��-!��%� f%�
 ��� �
 .�!'�X��-�'�-�� �!�.�( I.432 ( �  \�=�� #�T� �!� �� �'  �( �*���� ���( ����F" ��{�� 5�!��%Q
 ���
 \T�Y
δ'α��� �
 6�A&5 .�%0��
  � �  �&�
C�� ����� 2
�! � �� 2�� �&�
� $�D&��
 ����� 6�A& #'� �!�X� 

�!��& �
 ��3 5�F" �()�(α��
� �%. |%! 6���J( 5.(6� '? 2%��( ���%( 5�&�%
� $�D&�%�
 �����&�A%& )'� �!�X%�
���( �
 5�F" ��& �� �J(�� 6���J( 5�&�
C��)�(δ��
� �. |! 6���J( 5.(

�!�X��-�:#�T� �!� �� \�=�� �' �( �*���� ���( ����F" ��{�� 

1�Delineation 
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2%[�3 8(�%� '� �%� 6? �F%���( �%� �%��( �
 �F(�  �7��� 5#�T� �( ����
 #�Q�&� K�4 �� ������� 2!C
 
#�� �^#�Q�&� '`�&� ��
�7  ��* �
��Z K�4 |! �!�.�( 5.


� /�B+! /*�S�% ��@SDH:
�( ����
 �w!C�
 �!9SDH #�T� 6�!�0 �( �   ��"�� |! 5ATM �!��& �
 U��	� 5.�%( �%
 B%Y( $%!�  �

I.432 2Z�� ���( 5155.52 Mbps:��� �
 ��D& .5�� ���� ��& �!�� ���( �-(�A
 ��� ��"��  ��%* �����%�� � �

 �&��7 �
 .�( ����
 �w!C�
 �!9 ���(SDH }�� �%-� �� �����%�� 5� �;7 }�� �-� 5STM1)STS-3 ( U%��	� � 
 �!��& �
 .�!�X��-�� |! �� �AY( ���( ���� BY( 5}�� �-�STM1 ��� �
 6�A& �  .Payload 2%�� $%w�
 

� ��� �T���( �� 5��� � �;7 2,
? }�� �-� ����(�  � ��%� �%
 ���� B!�%�& 5}�� �-�  �(�� BY(  � ��7 .
5��� �
 ����A
 ��  �F&���Payload  �(�� BY( |! U
�� �' ��!�( ��-[�T� U
�� �� ��&���*�(ATM 52%�� 

���( �
 .U�[�( 2�
�u ����&� Payload)���� 2!�( (#�T� #�4 �� j�	= }��
 |! �� 5)��2!�( (|%! 52,�&

 �� 2�� $w�
 #�T� |! �����Payload���  ;7 5.

2!�(H4 �%!��& �YA%
 �  ��%J( #�T� ��
 N�*' �� ���7 �
 :�E�� 5 ������
 2��  � 5��,
  �(��  � .
�T�
  ��Q
H4 � �D&�A& 5R. #�T� $�['� ��
 ����(� �� ��-�!�( ���J 2!�( �� H4 ���( �
 5.�%� ��%= $�( ��O
  ��Q


�����( �
 .

�!�X��-�� :Payload STM1 #�T� #�Q�&� ���( ATM �( ����
 SDH 

1�Transmission 
2�Transfer 
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 � ��%
 ��S�%� |%! �� �%��_� �  
�� �&����A. 2�� �( 2[�-� �( R�� ' ���� ��XY� �  ����( �� ' ���� h��,7ATM� '�( .

•#�&�� |! �� ������� �( ��&��� �
 q�" +9�X�� �"�(SDH ��%��( � ��%
 ��S�� 5.5#�%W
 ���%(
 6' � �%( �&��� �
 2(�{ ���( ��& �!�S�!' |�
��� U
�3 #�X�� |!Payload  � ��%" � �X%	&� 

#��D�� B��.STM1 ���( � ��
 ��S�� �&��� �
 �� 5���7 2��D& 5.�� 2%�� $%w�
 h'  $!�
 ��S��ATM���( ���{�
 5.

•�� ������� �(��-w��w� RwT. ��[�
 6�
C�� SDH 6�!�0 $!��� 5ATM ��%O!� 2%-0 ��&��� �
 
9  � ��� �&����A. �3 �� ��9�( 2�( ��& �( ��-F(�  �!ATM �D!�%w! �%( 5�YA%
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1-Synchronous Transfer Module 
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3-Available Bit Rate 
4�Unspecified Bit Rate 
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4-Peak Cell Rate 
5-Minimum Cell Rate 
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1-Convergence Sublayer 
2-Segmentation And Reassembly 
3-Service Access Point 
4-Protocol Data Unit 
5-Common Part Convergence Sublayer 
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1-Sequence Number 
2-Convergence Sublayer Indication 
3-Sequence Count 
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1-Cyclic Redundancy Check 
2-Service Data Unit 
3�Message Mode 
4�Streaming Mode 
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1�Beginning Tag 
2�Pad out 
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 |!  � �-!��
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 6��Q
 ' ��"��2�� UwA
 5:���� �{�  � ��� .

�( �0�� �( ��z |�
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 ���( �!�0 ���
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 ����( �
 59�( ���
���& 2���" � �( �����( �� ���( �����
� ��� ��
  ��
���& #�Q�&� ��� �&��  �"�( .�%���( ��
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���&
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1-Integrated  Service  Architecture 
2-Differentiated Service  Architecture 
3-Jitter 
4-Resource ReSerVation setup Protocol 
5-Elastic 
6-Inelastic 
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 ~ �" �z�T� .2�J*�
 $!� �&��� �
 ' �  Uw�'�. |!�� R!'�� 2���" � 6��� �  �( �  �%�� #���� . �
���7 �
 ���? H�FJ&� U(�* ��� |�
��� 2!�!�
 2-0 8(��
 �"�( 2[�3 $!�.

(�!��,
 ��&���( �w�!� �� U�* �-ISA ���� ������� �!�( )C�&�w
 '� �� ���� ���� ����. U
��  �F( �  :
-�(�!��,
 :�! �D[� :�(�!��,
 ��-Tw�'�. fTz� �( 2&���!�  � ������� #�3  � (�!��,%
 ���%0� ��-

 ���� }�Y�&� �  ��"�� U*��3 �� ���� �
 .(�!��,
 �%����  � ��"�%� 2�Jl' 6� '? 2��( ���( �-
 ���� �
 +�Z@4� �l'�J
 �( )��*� 52&���!� .|%�� � �;%7 �( 6���%� �%( ��"�%� U*��3 �(�!��,
 

' ���� �
 :���� �� $!��(��( 5��� �
 +9�X�� $�( ��"�� B��� �( ��CO
TCP��� �
 |�� .
-��,( $�Y!   '� :|! �
�( �w�&�
�}�!��,
 5���7 C! �� }�!��,
�C!  �
  '� �  �� ��,( .��,%(

 ���,� �!�0 ��� ��,( �� ��� ��Y!   '� ��� .#�X%�� |!  � ��,( 6��Q
 ��{��TCP �%� 2,%&? 
� B��� �  ��" � �;7 �( �!�( ������
 |%�� 2%&���!� :���%� 6�%� |�%� �%( ��%" $!� �� ��

��� �
.
�%�_�
 ��%-[�Q�&� ���%( �%-w��w� $%!� �%� ���7 :� V@�* ��  �F&��� �
� 5���� �
 }��0 �(�Y( �� �C(� $!�

 ���,� �
���& 2&���!� �&��� .ISA �&� ��
�! ���-( 5h@� $!��-( ��-
C�&�w
 6?  � �� 2�� ������ � ��J
 |! .
 �RFC 1633 |! 5Flow ��� ��,( �� ��YA� U(�* 6�!�0 |! 5IP2�� ��� \!�J� ��|%! 2�[�J
 |! �T���(

 ��-!��
���& ' �&� ��� ��O!� �( ��QoS �& �� 6�,w! .|!Flow #�X%�� |%! �( TCP 2%�� +'�%��
 � �%
 '�  � 5:
Flow �&��� �
 ' 2�� �
�4 |! Multicast ��� .��,%( |%! �'@J(IP5|%! �� ���%Z 6��%�Z �%(Flow �%!�.  � 

��-� �?IP 5 Uw�'�. N�& ' �-� �. � ��� ' �XQ
 ' P���
 ��%� �
 ��"��� .�%����Flow  � IPV6 #��%J
 Flow 
 �ISA  � ���!?  � �&��� �
 �
� 2,�& ISA�'   �w( .

 � ����T�Z 8(���ISA ��O!� ' :���� 2!�!�
 ���( �� QoS #�Q�&�  ���� � �
�� ��� ��Z �&��7 �
  ��* ����:
•h�!;. #����^:#�Q�&� ���( QoS 5ISA |%! ���( ' �  +��T�Z �� 2,&? ��
���& Flow + �%= 5�%!�0 

���7 .�7�(�!��,
 & $!� �( V�Z��O
 �- $���%� ���( �
�� 8(��
 �� �&���  �O��QoS ��%0' ��%���" � 
5� ��&Flow��� ��& h�!;. .Uw�'�.RSVP� #�r,
 ���( �
 ' �  $!� )�O&.

•�(�!��,
 :�! �D[� :|! �����
� �. �!�.�( 2�� $w�
 �(�!��,
 :��X� QoS �_�
 �%!�. �( �-�� ' ���( �
��"�� .�(�!��,
 Uw�'�. 5#�W
 ���(OSPF �!�.�( �  ����,
 �&��� �
 QoS��� }�Y�&� .

•� �;7 \= 2����`:����3 �X�Z |!ISA � ��{�
 ���( \= �!'  5+'���
 ��-!��
���& �&���( �� 2�
Flow���D( �E&  � �  +'���
 ��� .

•$�Y!  '� �!' a:+ �%. |%! �� ~'�" \=  � ��,( ��� �7� �� ��� �
 �YA
 � �;7 \= �!'  |!
 ���,�5���7 UQ��
 �!�( ��,( )��� .2�� ��,( |! H;3 6�
� ' }�Y�&� �D!� :-
 fTF
 .2���� |!

 �&��� �
 $�Y!   '� �( 6���  ' :���� 2!�!�
  � ��-
 �X�ZQoS���( 5��� $���� .

R
ST
ISA:
(�!��,
 ����" �
 �� �ISA  ���( ����� �  �!� ��-AY( �!�( ��� ���� ����. �  :

1-Admission Control 
2-Queuing Discipline 
3-Discard Policy 
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ISA Router Structure 
RSVP  Uw�'�. �T=� ��,� ISA ���( �
 .

�� ���7 V@�* ��  �F&���ISA ��� ���( h@� $�['� 6QoS 2%&���!� n�%�� �%( ������
�� ��� �w�� �( 
���( �
 .�w�� �� ������� �( R!'�� $!� �C�D&�Mbone �� ���. .Mbone  �w�� |! Multicast  �� 2�� ���( 

B!���. �Z�( ' ��( ��� �3��4 �S�!' ' +�= #�Q�&� �b!'ISA �!��7 .
�( 2&���!� �w��=+ �Datagram ��S�� ' 2�� ���( �( C��
 ISA  }�,	
 �E3@
 U(�* 2
�A�. |! 

��� �
.
� �� ��-�'�7 :

^L(Integrated Service Over Specific Link Layer) INTSERV 
`LISSLL 
aLRSVP 

Read time application :  �����
� �. �� �w!QoS ��"§�� 5(Delay) 2�� .��( �� + �X%( �� �!�� 6�%
�
�J*�'��
�  � ��!�'�	
 ���,� ���"�� �& �� .

(a) High jitter.         (b) Low jitter. 

�&�� �
 #�� � �� ��,( ��*' )�&�%� �%
 #�%� � 6�,w! U=��
 �( ' :E�
 + �X( ¡��
 �� ��,( ($%w�

 ��A& 2
�! � ��&��7  � �� ��,( $�( �T=�
 6��� �( 2��)��"�� U�[� �( . (��%� �� ���%(Real time  6��%� �%
 

!|offset  $!� �� �J( ' 2
�7 �E&  � offset  �&�%� �%
 2%
�! � :��%� 2A%. ' :E�%
 + �= �( �� ��,( .�%(
 ��� �� �� ��� �
 �Z�( �[' :!� ���� �
�l� ��"�� � ��Q
 ����� �
�( 6�'C
�Real time )�%O&� ��%�-( + �X( 

�&�� .6�'C
�offset �
 �  �� ��,( 6��� :��� 2A. '� �%( 6��� ��%� ���%� ���%�. �
�%( �� �����%�(playout 

buffer)  
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Offset Effect 
 �ISA  �%�� �YA
 �  ��" ���& � �
 �w�
��� +�XYA
 �!�( ��( �� .+ �%= 8(�%�
 6��%��' �  R�%�
 ���7 �
 .%�7 �
 + �= +�Z@4� #�%%%%Q�&� ��� ' �  }�TF
 �!? �� �( 6���  ���( �  8(��
 2,&��� �w�� �7� ��

 .  ��J
 $!��A�(QoS  ���( �
 �� ��,( ��"�� 5.

QoS ISA Router  
�( �  ��" ������& �( �� ���(�  �Flow Identification  �����& 6��(�� �J( R�� ��� �
 �YA
 }�!��,%
 

��� �
 )�O&�  �� '� :
^(QoS Routing  :  6��� ���.hop � #�� � �!�( 6����' �  2���" � �� ��J( ��.
`(h�!;. #���� :M ��" �! � �� ��0' �( �� $!� ���( �
�� 8(��
 �!? 

���( +�Z@4� ��( G
�
 6����' �  U�Z �w&? �� �J(Flow ����7 �
  ��* 6����' �  #'�0  � ��� ' � 
 . �S����� �3�' �!? �
 �� ��,( �� �&�
�Flow �!? �� ��� �
 ��D& ' ��� �
 �S����� �  �� ��,( 5�(Flow ��%�

 ��" �! � �� 2Q(�F
 ��� ' �  .R�%� �%�� �%
  ��%* \=  � �  6? ���( ����� 2Q(�F
 �7�packet scheduler 
�( 8(��
 q�X�"� �� �J( �  ��,(Flow ��� �
 #�� �.

•QoS Routing )  ��,
 }�Y�&� : ( �%� �T	
 �QF�
 |!  � ��"�� :����
 n��� �( �TJ
 ��� �(�!��,

 �� �
 �����
� �. �!�� n��� �( �� ���,�&  ��* ' ��QoS ���� �(�!��,
 .���,%
 �
 2�� $w�
 V@W


 6? �&�( ���-. �� :����Y( �  25 Mbps���( .2,�& :-
 ��"�� :����
 + �= $!�  � .|! 2�� $w�

 ��%%%%!� ��"�� �( ��,
)�� � ����
 |��[ (���-. �&���(25Mbps  � ��� 2!��3 �  ��"�%� �E& �� �w�[�3

 2,�& ���-( ) .2�� ���-
 �� � ����
 |��[  � ��"�� ��
� �. �� �&�( ���-. ��
� �%%%. ��J!(

QoS Routing  
2,�& ��J( |! �D!� ��!C� ��J! )V@W
d2�� ��J( 5,6,11,4(

�!�( 2!�-& � �(�!��,
node ���D( )�O&� �!�( 6?  � 6����' �  �� �  ��J( ���( � .
��-�' ISA �7��o�. U�[� �(QoS Routing ��0�
 �(�!��,
 :�,�� ��IP �%
 ������� |%! �%! �%���

 ���� �
 q�X�"�  �E�
 $!�( �C��
  '�� )1Q
  �� $!�node  ��� �
 �  ��J( . (�%�J
 $!� �( +@�0 $!�
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��7 ��& + �= V@�Z ��
� �. ��� �( �(�!��,
 ���� ����. �� 2�� ��%�7 �
 + �= ��
� �. '� �! |! �( ' �.�� �%J(
� ���.�& 6�� � 6����' �  ��-�[�3 �!�( ��J( �hop ��� fX& ��J( .2�� ��� ���� j�l�� �!�  �  �� $!�:
•Reservation Setup  :  �� �� ���( �Tw�'�. �!�(hop  �( hop  ��%%%%-�[�3 ��,%
 |! ����
�  � �&���( 

fX& �  6����' �  ��� .�( �F(�   � 8(��
 ������& ' |�
��� +�XYA
 � �( � ���Z@4� $��o�� Uw�'�.
 + �%= �%&��� �%
 6��%��' �  �%� ��� �YA
 �� ��� U�3 �!�( 8(��
 ������& ' |%%�
��� +��=�X"

 ��" �! ���7 .���  �� �&���( �!�( :� |��[ |! 6�� }��" + �=  � Uw�'�. $!� )�t�[�.�� ���_�. (
�[�
 US�,
 U
�� �!�( 8(��
 6��� ' � )���%
 (�%��( :%�:Authentication , Authonzation , billing  

.��%� ����" 2"���. �   �� $!� �%%�!C� �,� �� �� ��� �YA
 �!�( 8(��
 6��� ' �  �� U�*)�S�%����
 2�� :-
 :� ( �� $!� ���(RSVP  2�� ��� ��
�7 �E&  � .

�7��o�. U�[� �( 5 ��!�  ��,( ��-ISA ���%Q�Q	� ���0 ��A�( ' 2�� ��� �0��
 2,w� �( ���� ����.  � 
2�� ��
�7 ��" �()Diffserv ��0 ISA 2�� ��
�7 �  . (

•h�!;. #���� :��%0' �%!�0 ��%T
 $!� ���( �
�� 8(��
 �!? �� ��� �YA
 �� ��� �
 �� �( �3�' $!�
 ��" �! � �� .���,�& �
�� 8(��
 �7� ��� �
 ��
�7 e��� � ��T0.2,%� $!� �� �!�( 6����' �  �� �� U�*

 ���  ��Z)#��*!�� . (B%Y( $%!� PC%0 8(�%�
 ��%�7 ����%&� :� ' 6����' �  6�� #��* :� $!��(��(
 ���,� .

8(��
 ���7 ����&�)��" �! 2�� �
�� �!? ( �h�!;. #���� ��� �
 )�O&� + �= '� �( :
^(
� �. n����( �� 
`(�J*�' ���7 ����&� n����( 

-��
� �. n����( ���7 ����&� :�
 �YA
 �!����
� �. ���,
 |! n��� �( �J*�' �����
� �. ���[� ' ���
 �%�� �%
 �%��_� �!�X%� +�!��	
 n����( #�Q�&� ��& �S�!' #�Q�&�  � V@W
 ��!� 2�� UwA
 ). �%( �%7� V@W%


 � � �  ��& |! �!�X� :����Y( $�( '� +�%!��	
 �%��_� �Z�( �� 6��w& 2��3 �! �� 6��� 2��3 :��� #�
 ��� �
 #�� �. (

-�J*�' ���7 ����&� n����( :�
 )�O&� �J*�' ���7 ����&� �w�� h'  $!�  � ��� .$%!� ���%( h'  �%��
 � �� ��0'  �� :

^.Simplesum  :  ���( �&�( ���-. �Z��O
 �7�node�[ 2�
�u �� �!�0 ' � �0 ��� ��� ��A�( |�
 ' 2,�& �
�� 8(��
 5A.C ��� �
 �  �  6? .

`.Measuredsum  :  �J*�'  �( )��� �����" �&�( ���-. �& (2�� �&�( ���-. �� ���� V9��J
 �� .
a.Acceptance region  : �
 8(��
 � �
? #�
 6��� �( � |%�
��� N�%& |%! ���%( #��* ��3�& 6���

 � '? 2��(.
Newestimate = (1- w ) oldestimate +( w * new meusurement )  

)�S��& ���7 1���
 (w = 0.1+0.1 
�7�w��!�* +����_� �( ' ��� �
 ���� ����� ��-( �� �E	[ +����_� �( ��J! ���( :� )�%( V@�* ��

 ��
? 2�� (��� �
 ���� ���A�( h� � )6? f!�l 6��1-w 2�� (�7� 'w���( ��!� +��%��_� �%( 
�� �E	[ ��� �
 ���� ���A�( ��-( .

•Flow Identification :  � �' �� ��,(��}�!��,
 e�%(�
 �� ��� �YA
 �� ��� h����. �!�( ��� �
 
��" �! 2�� ��!�* ��T
 �( .N�&flow �( g��� �
 �YA
 �!� �T�
 :

n �?IP n �? 5 ¡��
 IP U%w�'�. 5 �XQ
 ID  ) …,TCP , UDP (§��%�
 + �%. 5 �X%Q
 + �%. 5.$%!�
 :� V@�* �!? �� ��� �
 �� �( ' �&�� �
 ~��Y��� �� ��,( �� ���T�
FLOW +�%%X%YA
 $%!� �( �!�� 

��" �! 2�� ����� ��0' .�-&��T�
FLOW   � �&��� �
 }�!��,
 ���( ����� ��0' .
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Flow Identification  ��'�	
  ��,( �&�
� ��'�	
  � �!�( ��%�7 + �= . �%� $%!� ���%( �%� ��%J(
 �&� ���� ��-�A�. �  � �C
� 2Y� ��-�'  )UW
CAM. (

•Packet Scheduling :  #�� �!���7 �
 )�O&� �3�' $!�  � ��,( $�Y!   '� �.�%w�!� �%�J! $�Y!   '�
 ��� ' �  �  8(��
 6���& .
 �0'�" ���( V@� �! 2��� \= |! 6����
 �0'�" �� ���( \%= |! 6��� �

2��� .h' FCFS ��%� �  ����Y( � C( ��,( |! 2�� $w�
 ��!� 2,�& f���
 6����  �� $!� ���( 
2%!�['� �%! ' ����( ��"�� �( �� �!����( �� ' ��� �
 ��
�7 �D!� ��� ��,( ��T0 5 6? U
�� #�� � �� '

�&��7 ��& ��J!�� R!'�� �& �� ���9�( .#�w�� '� $!�5������� 2�� ���� ���� �  h'  $!� �� )FIFO 

Queuing .( 

Packet Scheduling 
�%E&  � \= |! �0'�" �� ���( 6��� �
 �-�0'�" )��� ���( \= |! �� ������� ��0 �( U�[� $��� �(

 2
�7 .h'  $!�Fair Queuing  ��� �
 ���
�& .��%0' � C%( ��,%( 2�� $w�
 :� h'  $!�  � ���[�
 ���( ����� ���( ����� ��0' ��� ���J� �( #'� h'  +@wA
 '.

��� �
 ������� �� �����
 h' Waiting Fair Queuing 2�� (WFQ) ��z�T%� �� �F" h'  $!�  � 
��� ��O!� ���3�C
 6��D!� ���( �w&? 6'�( ���7 �
 ���A�( R!'�� 2�� )��%� ��,%( $�%( ��,%( $!�

 ��� �
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 .#�%4  � 8(�%�
 ��XY� ��� ���
� �
� $!�
�7 �
 �-�&� �( �-�&� ��,
��.

�.C�CT &�4�*'�
� ��;�':#�%3  � 5q�%" H���� �( f,��( 8!��� 2-0 C�& Uw�'�. �!�0 N��&�
 ���( �
 �J��� .�%�  � ��%0�
 �����,%
 ��%-Tw�'�. �'  �%( ��&��� ��& ����
 ��-Tw�'�. $!�

 ��!��& U�Z 5��,
 #�4  � h�. .|! �� �J*��
  � �
� $!�LSP �%� �!��&  ��Z �!�� ��7 �� �!�( 
�J%��� 5f,��( 8!��� 8(��� 2-0 5��!��& ��& �&����A. �  ��0�
 ��-Tw�'�. q�" N��&� �� �w!

2�� ��� ����.

1-BGP route reflectors 



��� ����	
� �

�
 ���� ����� :�LG

{5J
� D�Y�' &� CB! 
��� ��7 $�( e��� � ��['� ��� ��Q
 2-0 ��
 '�MPLS� �� ��0' f,��( +�Z@4� #���� ���( :

�Downstream �l�Q� f,3�( :|!LSR ��XY� |! �&��� �
 |! ���( �  f,��( FEC q�%" 
�!���(.
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6�!�0 |!  � ���� +�&�!�0 �� ���!� ���J� � '? :���7 56�!�0 )�z��Downstream �%��( �
 �w! . �C%(�
 �� ���� �
 �w! �  ����
 +�&�!�0 �� �&�D( 5)�z�� ����� )�O&� ��� ��7MPLS 6�%!�0 |%! �%�&��� �-&? �( �[���
 

��!��& U�Z ����
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 �S� � 5����
 f,��( |! �T���( ��� )�z�� 6�!�0 .5��%� )�%z�� ��%� ��,%( #�%� � �(
�'  �
 $�( �� 5+'���
 ��' ' ��-�,��( �( �� ��,( �' ' +�Z@4�.
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�t�
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���( �
 2�� �� 5:!�
 �( ����
 1��	
 |!  � 6�!�0 )�z�� .f,%��( $!�%�� 5)�%z�� ��%��� )�O&�  �C(�

Upstream f,��( |! �( �  Downstream �!��& �
 2��D& .f,%��(  !�%J� ��-[�'   � ����_� ���MPLS 
���7 ��& + �= v!� .

m��! o� -� s�t�
ATM 
�z�� 1�	
 |!  � 6�!�0 )ATM �%��( �
 ���o�. . �ATM |%!  � ���� ��%� ��,%( 5AAL5 PDU  ��%* 

��� #�T� 6���Z �( ' �&� ��
�7ATM �&��7 �
 #�� � . ��Q
 �� �� �-[�T� $!�VPI/VCI ��%��( �%
 q�" .�%��
 ��-[�T�VPI/VCI �&��7 �
 #�� � :��� 2A. + �X( .��-o�S�%� )�%�� �� 2�� �
�C[�ATM ��,%
  � ��%0�
 

��!��& 2!�Z  �  �-[�T� f���� 5���� .5�!�-�&�  �C(� PDU �%� ��w! ' �(�%!��( �  j�	= �[��� �( ' �[���
 ��
�! � ���
��� �
.

:�Q�,
 6�!�0 )�z�� N�*' + �= �MPLS 1�	
 |!  � MPLS :!�� �
 �0�
 UwA
 �( 5.52%[�3 $!�  �
 ��� �� ��' ' ��� #�T�VC |!  � 5VC �&�� �
 �����0 5�w! �0'�" .������( 6�
�  � UwA
PDU �T=� ��� 

��-[�T� ��!?�� ��!� 5��� �
 � ATM���( ��& �T=� f���� +�Z@4� U
�� 5.
�1�	
 |!  � 6�!�0 )�z�� �4  � �-[�T� ���� :� � �� ���7�T0 ���( ��
 ATM� �� ��0' :

�)�z��VC $!��� ��� �
 ���0� VC  � ��' ' |!VC ���7 )�z�� �w! �0'�" .��7MPLS )�O&� 
:!�
 |! ��-[�T� )�z�� �����AAL5 :!�
 |! ��-[�T� �� �  AAL5 � �� �%
 ��%D& ��%0 �%D!� .

��S�� 5 �E�
 $!� ���(ATM #�%3  � :!�%
 ��-[�T� #�� � 6�
� �� �  :!�
 |! ��-[�T� #�� � 

1-Unsolicited Downstream 
2�Stream merge 
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 ��YA� ���( �
�z���'  �
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���& �� 2,&? h'  $!� \Jl $!�� �T=� +�X�Y
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� ��J
 ��-�7b!'MPLS )�%z�� h'  '� �� 5VP )�%z�� 'VC �%!��& �%
 �&����A%. �  .��-o�S�%�ATM 
 � ����� 2���MPLS )�%z�� �� �!�,%�� ��-o�S�� �� ���� ��YA� �� ����( ����� �  6? �!�&��� �!�( VP �%! '
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 �&'  $!�MPLS 6� '? :���%
 ���%( 

�'   �w( 5�& �@( � �& ��-[�&�� 6� '? :���
 ���( �!t�['��
 .�%*�� ' �J%��� ��%� �%��
� $%!�
���7 �
 �-! '? $
 $!� ��J!��.

��� 2!�!�
 ���( �  ��3�' �!� �&��� �
 �&'  $!� :���%
 � �%& ' �� ���� 1�%	
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 �S � �  

��� �
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1�Optical Transport Network 
2�optical cross-connect 
3-Dense Wave Division Multiplexing 
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 ���( �� �w�� $�( +9���� 2�� �['IP �(+ �%= #�X%�� 6'�%( 2%�� 'TCP  
�
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Internetworking Protocol in Context 
UDP :(6���  �� �J*��
 ���Data2,�& :-
 6���� �XQ
 �( .

OSPF : �(�!��,
 
RSVP  :  � ���( 8(��
 ' � Y�w�%� �%( �&�( ���-. |! ��X .�%!�( 2%&���!� ��%�!? U,%&  � 6�%�QoS 

� SUPPORT  ��� .N�l�
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 ��-�'  .
•6��( �� ������ #���� \T�Y
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IP Data Transfer over Internet 
�3��4  � �� ���w&IP �� ��� ��Z 2
�7 �E&  � �!�( :

Routing, DataGRAM, FRAGMENTATION& ASSEMBLY, ERROR CONTROL, FLOW CONTROL 
)#��� (�0�� �( 2&���!� �w�� �( ' � �� �� �-0�� U(�* �7���,7 INTERNETWORNING 2�� U
�� .

�� 2�7 6��� �
 �!? |! 2&���!�WAN �2�M|! :� 2&���!�WAN 2,�& .��!� WAN �!�%� ��,%( \%!�J� ��!�( 
�!9  �a5`�w�!� �( 2&���!� �[' ���( ����� Data ��� �
 UQ��
 �  WAN �%�J! >2,�& WAN ���%( ��,%( |%! 
#�Q�&�Data��� �
 ������� :� ��,( $!� �� �[' 2,�& ��,( 2&���!� �[' ���( �
 .�'  :%� �%&��� �
 2&���!� 
WAN�'  :� ' ��� ���� ����. LAN.

&�45��
;IP :
��� �
 :���
 R!'�� '�).�9�( �!9 ���( ��"(

SEND)i���� ��@ �� �B5� A�;-
 (
��" �! 9�( �!9 ���(DELIVER)��,( 2
�! ���2
�! � )�D�� $�!�. �!9 �� .(

&� 
B!
-��SEND :  
�XQ
 ' ¡��
 2&���!� n �? ���� #�4 5 ��Z #�4 5 6��� ���( �JF* 5 �
������ 5 R!'�� N�& 5 Uw�'�. 5

'OPTION����' .
)��� ��
� �.DELIVER 2�� + �= $��� �( :� (

&�  �B5� A�;-
 &

� ~C+! -� ?���a�IP:
^.2"���)��7��!IP �����
� �. �( �0�� �( SEND 
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 �7�LAN �( ����&�7� ' ��� ���� U!�	� 2�� ROUTER ��� ���� (.
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?���a�ROUTER :
•+��T�Z )�O&�Checksum)�7�Checksum �( ��� ����	
 Checksum �%���& 6�,�! ��,(  � ��0�
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•��Z #�4 B��� )�3�' |!(
•$�
�! ���( �(�!��,
 )�O&�}�!��,
 ��J( 
•�� ��,( 6��� ���( �JF* ���( � C(  ��,( ��,( #�4 �7� 
•���& + �=  � �� ��,( 6��� ���( �JF*)��,( #�4 �( �0�� �((���( ��!� ��,( #�4 �7� ��%�( �%JF* 

:� ��,( #�4 �7� ' ��� �
�� ���( PADING�&��,� �
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�l� ��-��( ��J! ��w�
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•2"��HEADER �!�0 
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�C	
�Q -� ?���a�:
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•�JF* |! ��
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IP Format 
VER  : version  �( e�(�
 Ip ��� �
 �YA
 �  ������� � �
 ) .1��� ��,( V@W
IP4   �%! IP6�
 ����%�

 ��� (
HLEN ( Internet Header Length) : #�4Header�
 �YA
 �  ��� )n����(a`�%��( (.�%� �%O&? ��

 2�,* $!�  � ��� �YA
 ��Z ����
  � V����Z��5 ��� �
 ��]  � �!�(�#�%4 �� ��� }�l ��!?�%� 
��� �YA
 ��,(.

Service type :��,( $!� �( �!�( �,!'�� �� ��J! ���( �XQ
 �( �� ��� ���� .2%�� �!� ��-��( U
��L
6����4� 2�T(�* )��!� �! :�) (^2�( .(

-2!�['� )2�( �� : (��� �
 ��
�7 :��X� 2�( �� $!� �( �0�� �( ����( :� �( ��,( '� �7�.



��� ����	
� �

�
 ���� ����� :�NE

-��� ;7)^2�( ) (��!� �! :�. (
-��" §�� )��!� �! :�. (

��O( 2�� $w�
�� N�& �� R!'Differentiated Sevices��� ������� .$!�  � ��� ���7 ����T�
�!�
  � 2�,*IP �Y,& ���� ��& ������� .

Total length :  �
 �YA
 �  ��,( U� #�4 �%�� .m�%
 Uw%�  �64kbyte <= 2Bytes #�%4 �W���%3 
2�� ��,( )�T�
 $!� ��!�^i2�� ���( (.���� BY( #�4 U
�� �T� #�4 #�4 �'@J(��!?�� ���( �
 .

�� ���� 2�,* #�4 �7�di�� ������� �( 5���( ���� 2!�( Padding��� �
 6���0 ����� $!� .

Identification  :  �'  �
  �w( ��,( �S����� ���( .���( ��w! + �X( ��,( �� ��� �
 �Z�(.
))id  +  §���
 n �? +�XQ
 n �? (���� �
 ��w! ��,( |! (

Flags :   ��� �
 ������� 6� 2�( '� �� �� 2�� 2�( �� )2�( |! don ‘t fragment  �%D!� 2%�( ' 2%�� 
more  (  
2�( �7� Fragment  ��J( �T�
  � 6? 2,
? 5 ���( ��= )fragment offset  ( �
 ����  ��* �%7� ' ��%�
 2�(more  |%! �� B�( ��J! ���( |! fragment  � �� ).�%�z $%!� �� fragment  5fragment  ��%� 

2,� :� ��D!�. (��%� ��,%( 6��%� �JF* �JF* 2TZ IP ����%&� �� �%-&? 6��%( �%�7 C( MTU :!�%
  � 
���( �
.

#�W
:



��� ����	
� �

�
 ���� ����� :�NF

��*'more =0  2�� �JF* $!�"� �JF* $!� ��J! 2�� .
offset - �� 2�� $!� ����� 6�A& 2�� �����  ��* �T=� ��,( ��O�  � �JF* $!�.

TTL) :Time to live  : (  �� �� ��,( ��*'}�!��,
 ��� �
 :� �T�
 $!� �� �w! ��� �
  ��Z �� .
Protocol  :  ��� �
 �YA
 �  �!9�( �!9 Uw�'�. ) .Icmp, Tcp, Udp  (

Header checksum  :  ��" ���( �F" #���� ���(header  ��� �
 �������.
� ��& ��0' �F" #���� 5 ��,( U� ���( )��,( 6' �. (

source add & dest add :  ���� �
 �YA
 �  �XQ
 ' P���
 ��-� �? .
option padding  :  2�,* $!�  �option  �&�� ���� ��* ��&��� �
 �!� ��� :
time stamping  :  |!  � �� 6�
� ��}�!��,
 � ;7 �
 ��� �
 2�����! �  6�
� 5.

Router recording  :  ��,( IP  � ��� ��� �
 �  �� �0 �� �� }�!��,
 ��� �
 ���"] ��,(  � �  .
source routing  :  �� �!?source routing M 2�� ��� ������� 

security  :  2�� ��� ������� � �;7 C
  N�& �� V@W
.
#�W
 :��,(IP K�4 �( �(+ �X( #'� 2�01000010��� �
 2
�! � 5. '� ��%&��7 1%��� ��,( $!� ���

M��� �
 ��Y!  
��� 2�� 2�( )0100 (�Y,& ����� 6�A&IP2�� 2� � ' ���( �
 .��J( 2�( )0010 ( #�%4 ��!?�%� 

�( �(��( �� ��� �
 �YA
 � �=�*�#�%4 U*��%3 ��!� >2�� ������  ��Q
 $!� ' ���( �
 ��!?�%� %( ��,IP ��
2�� .R.2�� ��� }��" #�Q�&� ��,
 #�4  � ��,(.

#�W
 :��,( |!IP  ��Q
 �( HLEN �(��( 1000 ��%� �%
 2
�! � �!'�'� .��%-�!�( ���%J�Option $%!�  � 
M2��  �Q� ��,( 

 ��Q
HLEN 5�2�� .U� #�4 $!��(��(��!?�� �( �(��( �*��%! ��2%�� .��!?�%� �T%=� ��� #'� 2%!�( 
' ��� �
 U�wA�����J( 2!�( Option���,� .

#�W
 :��,( |!IP �( HLEN 516 �T�
 �T� #�4  ��Q
 '002816 2�� ��� 2
�! � .���� 2!�( ��� $%!�  �
M��� �
 U�3 ��,( 

 ��Q
HLEN �2�� .#�4 $!��(��(��!?�� ��=�*�' 2�� 2!�( Option � ��& ��0' .�T� #�4��2%!�( 
&�A& �� 2�� �� 2,&? �D����� �
 U�3 ��,( $!�  � ���� 2!�( )��=��L��.(
#�W
 :��,(IP ����
 �!��Q
 �( �����7 �
 2
�! � 5��,( ����(� ���( �!� . '� �� U�* ��,( ��-��. ���J�

M���( �
 ��9�( �!9 Uw�'�. )��� �( e�(�
 ��,( $!� M2�� ��� 6? 6�� ��Y!  
45000028000100000102…… 
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�
 ���� ����� :�NG

(�T�
 $�
�! ���TTL ���!�( 5�#'� 2!�( )������
 ��Z ��(:��� h�. .�T�
TTL � ��  ��%* :%-& 2%!�(  � 
 ��Q
 ��01 � �� �  .���( ����� h�. |! �&��� �
 �-�� 6�� ��Y!   '� �� U�* ��,( �� 2���J
 $!� �( $!� .�%T�


2�� ��J( 2!�( 5 Uw�'�.)02 (. �( ��,( $!� ��� �
 �YA
 �� Uw�'�IGMP��� �
 e�(�
 .
#�W
 :2�( �( ��,( |!M��� �
 2
�! � ��=  ��Q
 �( .�%JF* �%! ' �&�%�
 �%JF* 5�%JF* $�%['� ��,( $!�

���( �
 ��"?M��,( ��S�D( ��&��� �
 �!? �w� �w�M�& �! 2�� ��� 
2�( ���( ��=  ��Q
M5��
�%! � �%JF* ' � ��%& ��%0' ��%D!� �%JF* �%� 2,&? ��J
 �( �%JF* $!�%"? 

���( �
 .�T=� ��,( �� :�S�D( :�&��� ��& ���7� �w� �w��& �! 2�� ��� .6'�( ��,( |! �w� �w� 6��%�Z �( 6��
��� �
 ��
�7 �E& � �JF* $!�"?.

#�W
 :2�( �( ��,( |!M��� �
 2
�! � |!  ��Q
 �( .�%JF* �%! ' �&�%�
 �%JF* 5�%JF* $�%['� ��,( $!� 
�( �
 ��"?��MM�& �! 2�� ��� �w� �w� ��,( ��S�D( ��&��� �
 �!? 
2�(M� �� ��0' 5�D!� �JF* |! U*��3 �� 2,&? �D&�A& |!  ��Q
 �( .#'� �%JF* �&��� �
 ��
�! � �JF*

 ��( ����Y& �"? �JF* �
� >���( �&��
 �JF* |! �! '.+�%JF* PC%0 �%! 2�� �['� �JF* $!� �� :�S�D( :�&��� ��& �
�
�' 2�� �F .��A�( +�Z@4� ��
���&  �E�
 $!� ���()�JF* 2,
?  ��Q
 (:��,� .6��( |! U�[�( ��0' $!� �( �['
M2�� ��� �w� �w� ��,( �� :�S�D( :�&��� �
 2�J4�* �( .

#�W
 :���( |!  ��Q
 �( ��,( |!M2,
? |! '��� �
 2
�! � ��= �JF* .5�%JF* $�%['� 5�%JF* $!� �!?
��
 �JF*M���( �
 ��"? �JF* �! ' �& 

2�( 6��( |! U�[�(M���( �&��
 +�JF* �� �w! �! ' ���( #'� �JF* ��,( 2�� $w�
 5.6��%( ��= U�[�(
���( �
 �JF* $�['� 5�JF* $!� 5�JF* 2,
?.

#�W
 :2,
? �( ��,( |!������ �
 2
�! � .M2,�� 6? 2!�( $!�"? ' $�['� � ��� 
�( � ��� $�
�! ���(  � �  2,
?  ��Q
 �� 2�� �
�� 5�JF* #'� 2!�:��� }�l .#'� 2%!�( � ��%� $!��(��(

 �(��(������( �
 .:��� �YA
 �  �JF* 2!�( $!�"? � ��� :�&��� ��& 5�� ���� #�4 �� N@4� )�Z U�[�(.
#�W
 :2,
? �( ��,( |!��� 5HLEN �' ��Q
 �(������ 2
�! � 5 #�4 U� �T�
 ���( 2%�� .� ��%�

M2,�� 6? 2!�( $!�"? ' $�['� 
2!�( $�['� � ������=�*��� 2�� .��,%( U%� #�%4��� #�%4 ' 2%!�( ��!?�%� ��2%!�( )��=�*�(

���� BY( #�4 $!��(��( >���( �
��2�� 2!�( .#'� 2!�( � ��� �7���� �"? 2!�( � ��� 5���( ������( �
 .
2
�
Option ��,( ��� IP:

���( �Q�4Option ��� IP:
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 ���� ����� :�NL

�� ������� � ��
No Operation Option:

�� ������� � ��
End of Option:

��,( 2
�
Record Route Option:

�� ��  ��Z �� R.}�!��,
5IP 1(�  6? �0'�" }�!��,
 ��� �
 ����& ��,(  � .��%�(� �� �-%� �? 2�,*
2�� �[�".

��,( 2
�
Strict Source Route:

���(�IP 1(�  �� ��' ' }�!��,
2�� ��� 2�{ ��,(  � 5�XQ
 �� )'� .��}�!��,%
 5IP 1%(�  }�!��,%
 
' ������( �  ��J(IP 1(� ��� �
 6? $�A&�0 �  h��" ��' ' .
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�
 ���� ����� :�NN

��,( 2
�
loose Source Route:

��,( 2
�
Timestamp:

 �Timesatmp �� 5}�!��,
 6�
� �,%!�& �%
 ��,(  � �  ��".�%�  � ��%� 2%�{ +�%Z@4� }�!��,%
 
�T���(Flag���7 �
 �YA
 .

2
�
 �( �0�� �(Option�� 5�%-�� Option ��%� Strict source route 'Loose source route  � �%!�( 
�!�� 6��� ��� �( ����& ' �&�� ��� +�JF* ���Option CO( 5+�JF*  � �� 5#'� �JF*���( ��& .�%-�� $��o��

Option Timestamp � �%
 �[���� �=�Q
 2-0 $!�!�� ' ���7 �
  ��* ������� � �
 �!��C[�w�� ' ���!� 2-0 
�&��7 �
  ��* �������.
����	
 ��	&Checksum:

�.�( ��,( :�,Q�k2�,* n���( 
�.|! U�w
 + �X( �D!�w! �( �-��,* )��� 8�0 



��� ����	
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�
 ���� ����� :�NU

�.}��0 6��� U�w
 
���(�  � ������
 2��  � �( ��=  ��Q
 5Checksum  ��Q
 ' ��� ���� ��XY� Checksum $!� n����( 

�T�
  � ' �!? �
 2��(  ��Q
Checksum ���7 �
  ��* .� �('� 5 ��&��7  �Checksum  �%( $!� ' ��� ����	
 
[�� ��,( �� ��� U=�3 6����4� �� ���7 ��= U=�3 5 �!�-& ���7 U�w
 �� R. �!�(2�� :.

 ��"��IP���( �
 �!� + �X( :

#'�0MTU �� ���( ���� 2�,* ����&� �W���3 51(� ��� �
 �YA
 �  .#'�%0 K�4MTU �%!� + �X%( 
���( �
:

#'�0Reassembly ��9�( ��� �!9 �( U!�	� �� U�* ��� �w� �w� ��� ��,( +�JF* 6��� :��� 2-0 5
�'  �
  �w( .#'�0 K�4Reassembly2�� �!� + �X( :
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IPV6:
���IPV6 ��-%� �? M 2%�� )'C[ � �
 a` � ��%0�
 �%��( IPV4 �� '?�%( �  ��%�!? ' �&�%�� ��%����& 5

��� ��&).$!� �� 2�( ���a`���( :� 2�( HEADER  '…��� �
 ������� (�%� :%� �%-T!�(�
 �%��
�  � V@W%

�
�� ������� 2&���!� �� �����" ����XY� 5n �?IP  ��� ��& �� '?�( V@J
 �-���7 $!� �( .

&��
S!IPV6 :  
Ln �?^`� 2�� ���( ��6��� �( �� � }�l ��%� ���%( �%�J! $�%
� ��%� �� 8%(�
 ��
 �� ���( n �? 

��(�! q�X�"� �&��� �
 n �? |! #�w[ !!! 
LOPTION  ��� ��,( 6�� h����. ��J!�� 6�w
� ' ��!� ��� IPV6 
L��-� �? 6�w
�Multi cast 
L��-� �? 6���IPV6 + �= �( Automatic 
L8��
 �=�X�"� �&����A. )'ICMP V6 = ICMP V4 + IGMP V6(

IPV6 Format 
HEADER  � ���!� ��� IPV6 ���( ����� ��0' �&��� �
 :

Autentication  H. ,Fragment H. , Routing H . , Hop-to-Hop optional header , Destination 
option H , Security payload H . 

��� ��,( �w�!� ���%%( U�[� |!IPV6  �%%%� 2�� $!� �&�� �
 h����. ��J!�� ��!?��  � ��T�Y
 ���
 6' � +�Z@4� �( �0�� �( ' � ��  ��* �� ��,( $!���!?����� )�O&� ���-( h����. 6��� �
 �� .

Code Next Header 
0Hop-by-hop option 
2ICMP 
6TCP 
17 UDP 
43 Source routing 
44 Fragmentation 
50 Encrypted security payload 
51 Authentication 
59 Null (No next header) 
60 Destination option 
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 ���� ����� :�N]

Version  : 42�� 2�( )��Z B!��& ���(6'….( 
Traffic class : @���� �
 �YA
 �  ��,( n)2!�['� �4�" �() (82�� 2�( . (
Flow lable  : �
 �YA
 �� ���}�!��,
 ���( ��,( $!� �( �,!'�� �� �!�( )20 2�� 2�( .(

Payload  length :  ��� �
 �YA
 �  ��,( U� #�4 )6�%�� ��,%( #�%4 :�!C��
64 k 2%�� .�%�J!
 �( 2�,& ��,( #�4Ipv4 ����_� 2�� ���w&. (

Next header  : ��!?���
 �� ��� �
 �YA
 �  ��J( �&�����!?�� ���optional )  9�%(  � ��� ���7
 ( �! ���(��!?�� Tcp  ���( ) .82�� 2�( (

Hop limit  :  ��,( ��Z #�4 .���J� �� ��,( ��J!hop �'�& $�( �� ' ��� �  �&��� �
 �  )82�� 2�( .(
Source add :  ��� �
 �YA
 �  ¡��
 n �? )128  2�( . (

Dest add :  ��� �
 �YA
 �  �XQ
 n �? )128  2�( .(
V9�%%%%%%��3� 5 :!'  �
 #�%%%%Q�&� �9�( 2���� �( ��� 1�	%%%%
 2�%%%� �( 6�� ��!?�� ��%%%%�IPV6 

�� ��CHECKSUM ���,�& )��F" #����End-toEnd� ��!� � �� ��0' !$ � �F" #���� Tcp  ��%� �%
 )�O&� 
 � �&(�!��,
�-. (

•�& �� ����A
 +�%%%�=�X" �� �� ��,( �� �� �%%%%%%Z��O
 ��'�%%
� ):%%%� �%( �(�%%A%
 n �? V@W%

 �& �� (flow ��
�& �
 .6����flow processing �� ���-
 packet processing 2�� .

•|! )�O&� ���( V@W
chat ��!�X� online  �� 2�� $w�
 flow ���( ����� ��0' flow ��!�X� :�%�
 ��� �
 #�� � �  �!�X�.flow  ���= :��� �
 #�� � �  +�= ��.( text ) flow  :  +� ��Ztype ��� .�� �����

 ���,� �(�A
 ��-� �? �� �� �� ��.
N�%& �S�%���� � �
 $!�  � �[�,
 $!���-
flow 2%�� .�[�,%
packet classitication $%!� � �%%%%%( � 

2�� N�l�
. �IPV6 ���( �T�
 |! flow � �� ��0' )flow lable . (  }�!��,%
 5 �%T�
 $%!� �%( 6��%� ��%D& �%( 
��� �
 6? �( �  �E& � �
 R!'�� .

•Traffic class  :  N�l�
 �( ���flow lable  � �� +'��� . ��Q
 �� �� ��� �
 �YA
 V@W
delay �%! 
Throughput �! …2�� ���& � �
 .

•Multicasting :  ��,( �w�!� 6'�(copy U%!�	� �%�T�Y
 ����%XQ
 �( �  ��,( 6��� �
 �&�D� 5 ��%%� 
M ��� 

 � N�l�
 $!�LAN  � �[' 2�� ���� ' 2�� ����
� �0 V@
�� WAN $�%( ���%!� �4�%�� � �����,
 6�� 
(�!��,
 UwA
 ��� 5 � �� ��0' �- �%�  �
 �E& �( ) � V@W%
video conference  �%! �%� Data base �%! �%� …

��� �
 ������� (|! 6���J( �  �w�� �!�(  �w�!� ���(Spanning Tree :����( .node ��,( ����� #�� � 5 �A!  
& ' 2�������� 2
�! � �-7�( 6���J( �D!� ����Multicast  ���,� .
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����8:

��� ���#	�IGMP #ICMP 
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 ���� ����� :�UE

��-Tw�'�.ICMP 'IGMP�& ��  ��* �w�� �!9  � :

1ICMP  : 
��� h �C7 �  6? 5 ��� �  2&���!� �w��  � ��E��
 ��z �*���� �o&��� �� � �� ���u' Uw�'�. $!� .$%!�

 �( V���Q�,
 Uw�'�.IP ' ��� �
  �� FORMAT  2�� �!� + �X( 6? :

ICMP Format 
TYPE  : ���w�
 �YA
 �  )�_�. N�& ' 2�� 2�( .
CODE  :  ��w�
 �� �YA
 �  )�_�. �� )�_�. �� �"�( � ' 2�� 2�( 2A� .

Checksum  : ^i��,(  � �F" #���� ���( �� 2�� 2�( Icmp ��A�
 ������� .
Rest of the header : a`��� �
 �YA
 �  )�_�. �����
� �. ' 2�� 2�( .

+�Z@4� BY( :�� ���� )� �� �  ��" q�" )�-�
 5 )�_�. N�& �( �D�,( �� ) (2�� $w�
 V@W
Address 

mask  ���( (
)��. $�
�7  ��* ��	&ICMP2�� ��� ���� B!��& �!� �!�X�  � :

��-
��.ICMP�T� ���� '� �( �&�� �
 :�,Q� :
�L�F" h �C7 
�L�0���.)Query(

��F" ��� )��. �� �� ��
ICMP���7 ��& #�� � :
�L��F" ��� )��.ICMP ��F" )��. �'�3 ��� ��,( ���( ICMP���7 ��& #�� � .
�L�!�%� ���%( ' ���%7 �
 #�� � �F" )��. #'� 2�,* ���( 1Q
 5��� :�,Q� ��� ��,( ���(

7 ��& #�� � �
��. �-��,*���.
�Ln �? �( ��� ��,( ���( �F" )��.Multicast���7 ��& #�� � .
�L��&��� q�" ��-� �? ���( �F" )��.127.0.0.0 �! '0.0.0.0���7 ��& #�� � .

ICMP�!��& �
 h �C7 P���
 �( �  �F" ��-
��. �A��� .�� ��� ��Z �� )��. $!� N��&�:
�L2,�& n����  � �XQ
)Destination Unreachable(
�L8��
 6�� h�
�")Source Quench(
�L�&�
� �FY�)Time Exceeded(
�L��
� �. +@wA
)Parameter Problems(

1-Internet control message protocol 



��� ����	
� �

�
 ���� ����� :�UF

�L� �('� ��,
 $��J�)Redirection(
 � ��0�
 �� ' N�& �( �'@Z �F" ��-
��.��!?�� 5�!��& �
 �YA
 �  )��. N�& �� 6�� ��!?�%� IP ��,%( 

' }��J
�����
 �( C�& �  6? #'� 2!�( �&���7 �
 ��( ��.

\T�Y
 ��� ��,( 2
�
ICMP2�� ��� �S� � �
���  � :
�L2,�& n����  � �XQ
:

�� �( )��. $!��'��T�%��( 1%Q
 ���%� �!�� �( ' 6�(C�
 �T���( 1Q
 }�!��,%
 ��%� �%
 ��%O!� .
(�!��,
 � ' � ��& �  ��� �
 ��,( U!�	� �� 8&�
 �� ��@wA
 )��� ��YA� �!�&��� �- )C�&�%w
 �D!� ��� �

Uw�'�.  � 6�!�0 #����IP� ��& ��0' .
�L8��
 6�� h�
�":

�� 2-0 �&��� �
 )��. $!�Datagram :���� �{�  � �� �!  � �� 5}�!��,
 56�%(C�
  � �%� ' '� 
���7 ��[�� 5��� �
 ��Y! .�( ' ��� :���� U�[�( �� ��,( 6�� ��Y!   '� 6�!�0  � f���� $!� �( 8��
 �!

#�� � 2Z��Datagram��� B��� 5:���� 6�� H�4�( �� �  ��.
�L�&�
� �FY�:

)��. $!�  �}�!��,
 �T�
 �� ���7 �
 #�� � �!�� ��,( ���(TTL 2�� ��� ��= �-&? )��= ��('
�&�� ��Y!   '� �!�( .� ��%� :�,%Q� ���� |%! ��-��,%* ��� 5�YA
 �&�
� ���(  � �XQ
 �7� $��o��

2
�! ���� �
 #�� � P���
 �( �&�
� �FY� )��. |! ' ��Y!   '� �  ��
�! � ��� ���� 5��w& )|! ��.(
�L��
� �. +@wA
:



��� ����	
� �

�
 ���� ����� :�UG

|! 1��� �&��� �
 )��. $!�}�!��,
 ���7 ��[�� �XQ
 �! . � UwA
 �D&�A& ��= �� ��!?�� �� '
�T�
  � UwA
 �D&�A& |!Option ���( �
 .�7 � ��� |! )��. $!�  �  ��%* )�%�. �����%�� 6'�%( �%T�
  � 

���7 �
.
�L� �('� ��,
 $��J�:

6�(C�
 |! #'�%0 $%!� �%
���  � ' �%�� �
 N'�� |��� �(�!��,
 #'�0 |! �( �  h �� ���(�  � 
U
�� ���7 �
 �'�( ' ��� �� .�w!�%��( �%
 � �%('� ��,%
 $�%�J� )��. 5:-
 $!� �( |�� ��� �C(� �� . �


 �w��[�3 5��� }�Y�&� �� ��,( #�� � ���( �  ������� ��,
 6�(C�}�!��,
 �%( 5)�%�. ����� 2
�! � �T	

 )@Z� $�l 5� �('� ��,
 $��J� )��. |!IP }�!��,
 ����%�� ������
 �( 5j�	= � �(�%Y�&� ��,%
 6��%(

 ��;�
��� �
.

���:Network Specific 
���:Host Specific 
���:Network Specific(Specified Service) 
���:Host Specific(Specified Service) 

}�!��,
����
 �
 h��" �T	
 �w�� ��-&�(C�
 ���( 1Q
 �  )��. $!� .
��0���. ��-
��.ICMP���( �
 �!� � ��
 U
�� :

�L���. ' 2���" � Echo 
�L���. ' 2���" � Time Stamp 
�L���. ' 2���" � Maskn �? 
�L�Q� ��l}�!��,
 6@Z� '( Solicitation & Advertisement) 

�&��7 �
  ��* ������� � �
 �w�� 2�Jl' �� �( 2-0 �-
��. $!�.
�L2���" � )��.Echo �! ' 6�(C�
 |! 1��� �&��� �
 }�!��,
 ' ���%7 #�� � �w��  � }�!��,%
 �%! 

6? 5)��. ����� 2
�! � 6�(C�
 ���. )��. |! �T���( � Echo ��� �
 }��0.�%�&��� �%
 �%-
��. $%!� 
Uw�'�. ��wT�Z �� �( 2-0 �w�� �!�
 1���IP�&��7  ��* ������� � �
 . ��%�� +�%*'� �W��Ping 

���7 �
  ��* ������� � �
  �E�
 $!� �(.
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�
 ���� ����� :�UL

�L���. ' 2���" � )��.Time Stamp ����	
 2-0 �&��� �
 RTT �%�3 �XQ
 |! ' P���
 |! $�( 
Z 2[�3  ��'   �w( �-&? $�( �&�
C�� )�.

����	
 2-0RTT��� �
 U�Z �!� UwA( :
Sending time = value of receive timestamp - value of original timestamp 
Receiving time = time the packet returned - value of transmit timestamp 
Round-trip time = sending time + receiving time 
Time difference = receive timestamp - (original timestamp field  + one-way time duration) 

�!��D( �E&  � �  �!� �!��Q
 �&��& ���(:
Value of original timestamp: 46 
Value of receive timestamp: 59 
Value of transmit timestamp: 60 
Time the packet arrived: 67 
 
Sending time = 59 - 46 = 13 milliseconds 
Receiving time = 67 - 60 = 7 milliseconds 
Round-trip time = 13 + 7 = 20 milliseconds  
 
Time difference = 59 - (46 + 10) = 3 

�L���. ' 2���" � Maskn �?:

�L��l�Q�}�!��,
:

�L6@Z�:

IGMP�:

1-Internet Group Message Protocol 
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 ���� ����� :�UN

•Uw�'�.IGMP
 Uw�'�. |! 5�( �� 2�� �'�7 2!�!�(�!��,
 ��-Multicast �� ��,%�[ �%� ��� �
 |��
 �� �( 1���
 2(�{ ���Z�1(�  }�!��,
 �!��& �&��  �'�( ' ��O!� �  .UwA%( U%w�'�. $!� ��� )��. �T� 2
�


���( �
 �!�:

IGMP Format 
-Version=1 
-Type �7� � �� ��=  ��Q
 Host �7� 2�� |! ' ���( h �C7 �,
}�!��!��& �S� � 2���" � |! .
-Group Address2�� ���J
 �'�7 |! n �? + �= $!� ��z  � ' ��= 2���" � ��� )��. ���( .

��-
��. N��&�IGMP:
�.2!��Z h �C7)Membership Report(
�.��� h �C7)Leave Report(
�.�0���. :)�Z N�& '� U
��)General ( q�" ')Special.( )��. '� $!� C!��� �0' �%� 2%�� 6?  � 

2�� ��= �'�7 n �? �T�
  ��Q
 )�Z N�&  �.
�T� ��wT�ZIGMP���( �
 �!� + �X( :

-5�'�7 |! �( 6�� ��'C
� ���( 6�(C�
 h �C7 ��� )��. 2!��Z �%�!��& �
 #�� � � .'  �%( '� )�%�. $%!� 
���7 �
 #�� � :��� 2A..

•6�� ��'C
� 2-0 2���" � � �
 �'�7 n �?.
• �IP Datagram �XQ
 n �? ��&��� n �? $!� multicast2�� .
•���host���� �
 2
�! � �  )��. �'�7 |!  � ��� .
•(�!��,
 ��-� �? ��� �( 5�� h �C7 )��� 2
�! � ���( �-multicast���� �
 h�7 .

-��� �
 ������� �'�7 ��� )��. �� �'�7 �� 6�� H;3 ���( 6�(C�
 .�� 6����4� 2-0  '�� )�%�. 2	%= 
+ �=  � 6�(C�
 ' ����
 �
 6�(C�
 �( �=�X" ��0���. )��. |! 5��
�! � ��� �'�%7  � 6�%&�
 �%( ���&

�� ����" H;3 �'�7 �� �&�7' >��� ����" #�� � �  2!��Z )��. |!.
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�
 ���� ����� :�UU

-(�!��,
 ��� )��. �� � '� + �X( �-)�Z ��0���.���� �
 �A��
 �  .
•)��� ���( 2���" �6�(C�
��+ �X( Multicast��� �
 #�� � .
•6�(C�
 �*�( �l�Q�
 ��� ��� �( �[�� � ��� )��. ��� �!�( �'�7  � 6�&�� 6�(C�
 �%( ' ��%&��" �  ��

��� ���. �-&? �( 2,&? ��Z �� �!�� �'�7 ��].

#�W
 :|! ' 6�(C�
 �� �( �� �w��}�!��,
 �!��D( �E&  � .�%( �0�%��. )�%�. |%! ��= 6�
�  � �%-&�(C�
 
��  �
 .��� �
 B�!��Z #'�0 U"�
 �� ��!�� �( �
��X�  ��Q
 |! 6�(C�
 �� .� �%� ��D�,!� ��� ���. �[���

��S��& �YA
.

6�
���:n �? ��!��228.42.0.0 6�(C�
  � A�  2!��%Z )�%�. |%! 6�%(C�
 $!� ' 2�� ����  6�!�. �( 
�T���( �� ��� �
 #�� �}�!��,
 ��� '���7 �
 2
�! � �-&�(C�
 .6�(C�
B�%_[ �  n �? $%!� ���%( ��%" ��!�� 

�!��& �
.
6�
���:n �? ��!�� 225.14.0.0 6�(C�
  � A�  2!��%Z )�%�. |%! 6�%(C�
 $!� ' 2�� ����  6�!�. �( 

�T���( �� ��� �
 #�� �}�!��,
���7 �
 2
�! � �-&�(C�
 ��� '.6�(C�
C%( ��%" ��!�� �%_[ �  n �? $%!� ���
�!��& �
.
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�
 ���� ����� :�U[

6�
���:n �? ��!��251.70.0.0 6�(C�
  � B�  2!��%Z )�%�. |%! 6�%(C�
 $!� ' 2�� ����  6�!�. �( 
�T���( �� ��� �
 #�� �}�!��,
���7 �
 2
�! � �-&�(C�
 ��� '.

6�
���:n �? ��!��230.43.0.0 6�(C�
  � C� ' 2�� ����  6�!�. �( � 2!��%Z )�%�. |%! 6�%(C�
 $!
 �T���( �� ��� �
 #�� �}�!��,
���7 �
 2
�! � �-&�(C�
 ��� '.6�(C�
A�%_[ �  n �? $%!� ���%( ��%" ��!�� 

�!��& �
.
��,(IP )��. U
�3 IGMP  ��Q
 �� �� � ��Q
 ' Uw�'�. �T�
  � ��T�
  � TTL �%��( �%
 ��" . ��"�%� 

IGMP�
 �!� UwA( ���( :

���( �
 �!� UwA( C�& �'�7 #'�0  ��"�� :

State: Free, Delaying, Idle 
Reference Count: Number of processes interested 

 
ICMP V6 = IGMP V4+ ICMP V4 . � ��J!IPV6 �D!� IGMP ' � ��& ��0' ICMP )�%O&� �  '� ��  �� 

��� �
.
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�
 ���� ����� :�[^

�  �*+, Y
 ���4� ����B;
:
�%0�� � �
 � ��
 �� :� |�
��� #���� �[' � �� �� �w�� ��  � �������  � ��-
 BQ& �(�!��,
 :�� �D[� 

2�� .2,�� 6? U3 h'  ���
� m���� �7� ' �!��& B�. :���� �� :���( fu��
 �!�( .
�[�� � ��,( �7� �3 |! �� ��� ��!� �w�� |!  �5�%[' �'  ��%���
 �%3 |! �� :� ��
�! � ��� ��,( 

��%� ��%!�  ��,%( �[�%� � ��� ��,( ��*' U�Z  � 2�� 6? ��!� + �= �( ��,( $!� .:%� ��
�%! � ��%� ��,%(
 ��� :� �&��� �
 .

Network Load Behavior 
5��� ��!� �[�� � ��� ��,( �7� ��J! ��"�%� B!�C
� �Z�( :���� �T�  �4 �( R. ��� �
 2!�-& �( ��"��

 ��� �
 ��
�! � ��� ��,( 6�� :� '.

��%

' &�4B;��;:
�L��� �
�( �!�( ��� #�� � �  ��,( 6���& �7� .:�%��( ����� �
�( N�& '� �!�( :2%
�! � �
�%( ' #�%� � �
�%(

 :���� 6���
� m���� )�D�� 5�"9�( '� �!�( �!�� ��,( � �&�� ��Y! �!�( '��%� �����
 �!�( ��( .$%w�
 R%.
 2,�& �(�" U3 ��  R. ��� :���� ��O!� �Z�( :� ��( 2�� .

�L��� ��O!� :���� �7� .��� #���� �!�( .��� �
 �w�� |�
��� $�
  9�( �Z�( :���� #���� ��" .#����
 ��� �
 )�O&� h'  �� �( :���� 

\[�(�����( ����� ��� ��,( �� ¡��
 6��� ��7? .
}(�(�!��,
 ��-��! �D[� �T��' �( ��,
 ���_� 
~(���7 ����&� ��� ��,( ��END-TO-END  ��� ������� .

•' ��� #�� � �XQ
 �( ��,( |! 6��� �
 ��"�� ���7 ����&� ���(Delay  2%
�7 ����&� �  2A7�( ' 2
  .
$!� �7�Delay  2%�� ��
? B�. :���� �� :��-
 �
 5 �� ��A�( ��3 |! �� .��%� ��,%( 6�%� �%['

 ��� �
 :���� �Z�( h��" >��� �
 ������
 �[���� .
•����  �(�� h'  $!� �� ���7 �
  ��* ���� ��"  � �[���� +�Z@4� �� 2�� $!� �D!� h'  � �� )�%�&�


 ��-��(BECN/FECN  �w��  � Frame RELAY  ( .
��� )�O&� |�
��� #���� 6��� �
 ' ��� :���� #���� �Z�( �&��� �
 +���X� �!9 ��  � ) � 1%Q
 ��J!

��� ��& )�O&� |�
��� #���� �w�� �!9 .( 
���( ����� BQ& :����  � �&��� �
 �!� ��� 2���� �� ���� �&��. �!9  � @W
 :

^.��O
 #�Q�&� 2���� 
`.2����CACHE  
a.��� 2�ACK  
d.#���� 2����FLOW  

�7� ��O
 #�Q�&� 2����  �TIMEOUT  ��� :���� �Z�( �&��� �
 ���( |��� .
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2����CACHE :  U"�� �� � �
 �!��& �  �&� ����  V���"� �� �!�� ��,(CACHE  $%w�
 �%wT( ��%� ��%. 
����( ���& � �
 � �('� 2�� .

2����ACK  : �'� �  ��,( �� �7�ACK  ��� �
 :���� �Z�( 5 ��� .6��� �
  �� $!� ��0 �(^s� ��,( 
|! �J( ' 2
�7ACK  �����
 .���( :-
 #����  � �&��� �
 ��O�. C!�� R. .

#���� 2����FLOW  : 2�� ��-
 U
�Z ��� �
 ������� h'  )��� �� �w�!� .
�D!� U
��Z :

��� ����& ������ �(�!��,
 :�! �D[� �7� �'  �
 9�( :�.
�%!��& �%�Z #�%4 R. �'  �
 $�( �� ��,( 5 ��,( ��Z #�4 6��� ���� �( ��!� 2�� :-
 ��,( ��Z #�4

 ���( |��� ��!� .�� ��,( #�� � h' ROUND ROBIN  'h'  DISCARD  2�� :-
 �� ��,( 6��� .

�
B�! A�bB	
 m��! �� /;
B;� &�  #*'�
�:
��� �w��  �100BASE �� d��� �
 ������� :�� |! ��0 �( :�� ) �T4 .( �(  �� $!� �4�%" B!�C%
� 
��� �
 )�O&� 2Z��.#�%� � ���A%�( ��� 2�( ���J� #��D�� |!  � �� 2�� $!� 2Z�� B!�C
� ���( h'  |!

 ��� #�� � ���A�( ��-��( ��0�
 �&�( ���-. �� �� ��� .|! ��0 �( :�� ��� �� ������� �D!� h'  2%�� :�%� .
 �T4 q�XY
 :�� |! q�XY
 :�� I! ' 2�� 2
 � ' 2A7�('2%�� 2A%7�( ' 2
  + �= �( �D!� :�� 

�  2Z�� ��J!a��� �
 �(��( .
:��� B��� �  �T=�
 �!�( 2Z�� B!�C
� �( �� 2�� $!� �0�� � �
 ��w& . ���� �w�� LAN ��0' ���Z 

� ��)α(��* U(�* ��'�	
  � �!�( �� ���( �[.

�7�α��� �  #�w�� �w��  � 2�� $w�
 5 :!�
 #�4 U*��3 �[�,
 �4�" �( ���( � C(  ��,( .

�7� ��!� ��� �  #�w�� 2�� $w�
 m�
 Uw�  �B2,%�& #�_�� 1" �� ���( �
 ��� h�7 #�&�� �( ) �
B(( 2�� $w�
 ��,( #�� � + �=  � ' �����( ��,( �&��� �
 $!��(��( H�%4 �� �[�%� � ��,( �A�%�� � �%"�( .
'�!? ��& ��0' �( �TwA
 �!� Uw�  � �[.
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�w��  � R.^ � �[' ��� ��& \A� ��� �  H��X� �7� 2�� ��� )��� ��,( �w�!� �( `\A� 6��� �
 
��� .��� �w��  �TOKEN RING  |! RING �� �� � �� ��0' �Station  $%!� �%( RING  U%=' �&�%� �%
 .

|! $��o��Token $%!� �%� ������
�%� �%� �%� � �� ��%0' TOKEN  �%&��� �%
 5 �%��( ��%���  �%��"�  � �  
��� #�� � �  B!�� ��,( .�� �w!Station  ��� �
 U�Z �u�& + �= �( :� �� .
UTILIZATION  ��� �w��  � LAN  �( �D�,( α)�� ���� j�l�� V@�* �� (.� ��:U=1/ (α +1).�� ��

α���( ����U�! ' 5 2�� ��A�(α2
�7 �E&  � |��� �!� 6��� ���( .
��� �w��  �LAN �  �D!�%w! �%( �w�%� ��%���& 1%��� �[�%� � ���� ��%� ��,%( � �"�(  �E�&� 6��� �
 � ����

2���)Collision .( 

5��� �
 #�� � �
��X� �&�Do�� 6'�( ��,( |! �� :!�� $r�F
 �w�!� ���( �%!�( 6�(C�
 ��� :�,�� 
����( )��X� ��YA� �(  ��* ��,( #�� � )���� �� U�* .�%&���( 6�%(C�
 :�,%�� �w�!� ���( 9�( �!�X�  � #�W
 ���(

���( �YA
 ��,( #�4 U*��3 �� :�&? ��
���& ���( ��YA� �  )��X� 5��,( #�� � )���� �� U�*:
TRANSP > 2 * PROP 

:! �� �D!� ��� ��:
PROPmax=d/c 

6?  � ��d' �w��  � ��,( #�Q�&� ��,
 #�4c2%�� �w�%� �%w!C�
 1�%	
  � #�%Q�&� 2Z�� .���%( 
 ��Q
 ���� ��� �w��c$�(���*������*�/���� �
 ��
�7 �E& � ��&�{ �( ��
 .|%! ���%( �%&��& 6��%�Z �%(

 �T=�
���� �w�� 2Z�� ' ���
 ���4 U*��3 5 �� ��&�{ �( 2�( �D
 ��� �
 ����	
 �!� + �X( ��,( #:
PROPmax=d/c=1500/2.5*108=6µs
TRANSP > 2PROP = 12µs
Packet Size ≥ (12µs) * 10Mb/s =120 bits 

��� �
 ����	
 �!� + �X( C�& �� ���� #�� � 6�
� :
Transmission Time =TRANSP + wasted time between packets 

�7�P���7 :��X� #���3� �  ��%
 �&�%
� ���%( |%!  � ��,%( #�� � )�Z �! ��,( #�Q�&� ���( ��& |! 
� �� 6��� $!��-( 5:���)α(p)(���7 �
 ����	
 �!� + �X( �w�� ���( :
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αmax≈36% ≈ 40%   When   p=1/N 
�( 2�� �(��( ��,( |! C�
? 2�Q
�
 #�� � �� U�* ��� \T� 6�
� �&�
� �3�' ���J� 2[�3 $!�  �:

A= (α * 0) + (1- α) (1+ A)  
α = αmax ==> A = 1.5 
Transmission Time = TRANSP + 1.5 (2 * PROP) 
Transmission Time ≈ PROP=d /c      (1) 

 C%�& �[�%� � ��%� ��,%( #�%4 �%( �w�� �&�( ���-. 2�,& + �X( 6��� �
 �  #�Q�&� 6�
� �D!� ��� ��
���& \!�J�:

Transmission Time = Network Bandwidth / Frame Length (2)  
 �( �0�� �( $!��(��()�(')�(�T=�
 �( �� �w��  � �� ���� #�Q�&� ���( ��� H�= 6�
� 2�7 6��� �
d2�� �(��( 5

�w��  � �[�� � ��� :!�
 #�4 �( �w�� �&�( ���-. 2�,& �( .
|��w�  � 2�,* $!�  � ��� ����	
 �����
� �.CSMA/CD � LAN �& �� ��( ��.

��@#b	 � #a� :
•6����4� U(�* )��&�
X.25 , Framerelay lan : (  2�� ���� V���,& UQ& ' U�3 �!9.
•6����4� U(�* ��z )Uw�'�. ' 2&���!�IP : (  $!� �{�  � ���!� +����_� ��!� 2�� ���o�. UQ& ' U�3 �!9

 �!? �
 ��0�( �!9 .
R!'�� \�=�� ���( �& �� ��0' �!� US�,
 \T�Y
 ��� :

^LR!'�� N�&:
•Connection-Less : Datagram  :�  �( �� '.2%�� �%E& � �%
 9�%( 2Z�� �� �!����( ��  �

 � �� ������� .��&�
UDP �� �&��  ��� '.
•Connection -Oriented)� �� ��
 ��: (

^.#�X�� ��O!� 
`.�� ���� #�Q�&� 
a.#�X�� )���� 

#�Q�&�  � ��Reliable 2�� ���& � �
 ���� .��&�
TCP 5E-mail 'FTP .
`LR!'�� 2����)QoS:( QoS  � :� Connection-Less  � :� ' 2�� Connection –Oriented.

L6? 6��� 2�� �� 6�C�
 ' �F" ) �Connection -Less(
L}�TF
 1���
 ' :�!C��
 ��"�� 
L' 1���
 ��� ;7 :����
 
L2!�['� K�F� 
L#�X�� ��O!� ��"�� ) �Connection -Oriented(
L#�X�� 6�A& ��( #���3� )��A&  ��*�( #�X�� ���� ��"�� 6�
� :�!C��
 2�;7 �� �J( (
L�XQ
 �( ¡��
 �� ��,( #�Q�&� 1���
 6�
� 
L�� ��,( U� �( ��� }��" ��� ��,( 2�,& (Residual error rate) 
L6��( �� 2���" � 6'�( #�X�� 6�� 8F* #���3� (Resilence) 
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�%�&�
 ��%!� 6�%���4� U(�* ' �& �� 9�( ��� ;7 �( ���& �-,!'�� �� �"�(FTP.E-mail K�F%� �%( ��%�& 
� �� 2!�['� \T�Y
.� 2�� $w�
 ��( �� |!�����Y( :� ��" .

aL�� ���� #�Q�&� :���� #�Q�&� ��	&�( �� '� $�(.2�� + �= �� �( :
•(SX) Simplex 
•(HDX) Halfduplex 
•(FDX) Fullduplex 

dLInterface �( �� �( :
L6�� ��= G!�4 ��Procedure 
LG!�4 ��Interrupt 
LDMA 

gL2!�!�
)e��� � : (2�� + �= '� �( #�X�� ��O!� :
•6 �Q�
:�� 5 ��&��7 ' ������
 H�4 '� ��  � #�X%�� ��%O!� ��%l�Q� 6�,%w! ��%��
� �%( '�

���� �
.
•6 �Q�
�&:2�� #�X�� ��O!� ����� N'�� �w!(Active Open) 2%[�3  � ��%D!� 'listen '

2�� e��� � � ��*�( ���
?(Passive Open ) .
e��� � 8F*)2�� e��� � 2!�!�
 �( e�(�
: (

•Graceful):!@
 : (8F* e��� � �� �&�
� �%� �  �%� ���� �&��� �
 ��&��7 :� ���� 5 2�� ��� 
���D( U!�	� �-�&�.

��� �
 ��
�!;. �[' 2�� ����  e��� � 8F* �� R. �� ���� $!� .
•LAbrupt)��� : (��!;. ��& �  �� ���� ��� 2�� ��� 8F* e��� � �� �&�
�.

iL� �
 U!�	� :
��&�w
� UQ& ' U�3 �!9 �!�( ��J!�%� �%�&���( �%& �� ���%!� 2���� �� �  �!�� ���� �� ��� :���
 �  �

�&�� 2
�! � ' #�� �.
�L2�Jl' h �C7 :���( :���
 h �C7 6��� 6�w
�:

L#�Q�&� |! �!� �� +�XYA
 )' ��"�� 1���
 5 ��� ;7…(
L�-� �?)UQ& ' U�3 ' �w�� (
L������� #�3  � Uw�'�. N�& 
L ��Q
 UQ& ' U�3 �!9 \T�Y
 �����!�� � �0 
LUw�'�. \T�Y
 +9�3 

�L���!� :
���(  ��*�( $
� �����,
 G!�4 �� �(�!��,
 ' ������ #���� ' � �;7 C
  6�w
�.

:%-
 +�%%%%Z�l�
 �� �%w!SSL 2%�� (Secure Socket Layer)  .  �%Z�( �  2!�%%%%%� |%! �%��!� �%� 
��� �
 )O� ��-�!�� �& �� ���& N�l�
 $!� �( ��A�( � �.(

i�ak! &�  �*+, �-�! -� #*'�
� &�4!S�	�*!(lan 802.3 , Famerelay , x.25) :
�%� 2%�� ��[�%3 �� �%� ����  ��,( UQ& ' U�3 �!9  �� 5 6���  :[�� ' 6���  f��
 U�[� �( #�3 �� �(

 $!�!� �w��Connection -Less ���( .
L��� n �?)�*' $!�!� �!9 �� �C-oriented ���( : (

ID�( �� :�! + �.TSAP)Transport Service Accses Point(
ID UQ& ' U�3 (…, TCP, UDP ) 
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��D�,!� n �?)n �?Host (  
�w�� � ���)�w�� n �? (

M ��� �
 ���. �  �XQ
 UQ&' U�3 �!9 n �? ¡��
 UQ& ' U�3 �!9 �&�D� 
^L!9���( ����� V@
�� �  �XQ
 n �? #�� � �� U�* UQ&' U�3 �.
`L���,�  �-A
 5 �&�� �
 ������� V��S�� �� �!�� R!'�� )�&�� �
 ��� ��= q�" + �. � ��� �(.(
aL '�� ��� )�& ��O!� :)�%& �%( �� R!'��Generic 6��%� ��%�. �%��u'  '�%� ' �&�%� �%
 ��� ��%= 

� )�& G!�4 �� �-,!'�� ���( ����� �  '� .

O*�� /BX�! :
+ �= '� �(upward  'Downward�
 ���( ����� ��0' �&��� .

DownWard/UpWard Multiplexing 
 �Upward ���%O
 #�%&�� |! G!�4 �� �& �� $�S�. ��� ;7 �� UQ& ' U�3 �!9 R!'�� $!��� 5x.25 

�&�� �
 #�� �. �Downward �!9 ��( �� |! 5��� ;%7 6��%( ��%!� U%�[� �%( UQ& ' U�3 (Throughput) �� 
���7 �
 + �= #�Q�&� ���O
 #�&�� ���.���O
 #�&�� |! 5 |! ��x.25 ���( .

A
B�)FLOW :  
f%���
 � �%"�( �-&? �( �!�( :���� + �=  � �� � �� ��0' UQ& ' U�3 �!9  � ���!� ��� \= #�3 �� �(

 ���D( + �=.

Flow Control Plane 
LU*��3d� �� ��0' \= .

#���� ���& 8
  ���( h'   �-�Flow ���( ����� ��0' �&��� �
 UQ& ' U�3 �!9  � :
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^L���D& )�O&� � ��)6�%� ��%��� #�%� � ' �&�� �
 ��Y!   '� ���
�( �� ���!� ��� �JF*ACK 2%
�! � 
����
 �
 �  ��,( � �('� ��� ��&)(�� �JF* ��0 �( �&�� �
 #�� � ��!�* ��� �JF* 5 �!�0 �. (

`L���D( �  ��J( ��� �JF%%* 2
�%%%%! � ��T0)+ �%= �%!�0 ��%%%%� �JF* 2
�! � 2�� �. �%
�( ��*'
���7 ��&.(

aL6�C
� ��� ��O�. 2(�{ Uw�'�.)Sliding Window:(  
•�� �������seqno 
•�� �������ACK ��O�. 6��( �T0 ���( 
•� ������� ��O�. �

dLh' Credit :  
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L#�X�� )����' ��O!�)��� �w�� � �
  �reliable UQ& ' U�3 �!9 '(
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/��
 �
C 
:
•' ��O�. #�4 5 �JF* #�4 U��* �� �!����
� �. 6� '? :���
 6�w
�QoS'.... 
•UQ& ' U�3 8(��
 6��� �D!�� )' #�X�� #'��0 �( ��' ' ���
�(…(


 ��d�
 A�$' :
2�Jl'  � UQ& ' U�3 �!9 �( �� ���(�  �CLOSE 2�� )� ��%& ��%0' ���%( #�X�� . (|%! �� �����%�� �%(

 6�
�
Passive open  + �= �( �� ��w�
 �YA
 Passive  2�� #�X�� |! 6��� ��( ���
? ) '�%� H�4 �� . (
6�
�
 |! �( 2�� $w�
�( ��close Jl' �( ' ��� ��Z h� ���QZ 2�close �'�( .

2[�3 �( �( �� 6�
�
 #�� � �� �J(Listen  h�7 �D!� H�4 �� #�X�� 6�
�
 �( �� 2�� ���
? ��J! �'  �
 
�!��& ��O!� ��( #�X�� ' ����.H�4 ��Client 6�
�
 #�� � �( �&��� �
 �( �� Active Open  2�J%l' �%( Syncsent 

�'�()��Z h� ���QZ �7� 2�Jl' $!�  � '2%[�3 �%( ��%�close ���%7�( (�%JF* 'SYNC $%!� �%� ��%���( �  
�JF*SYNC U(�Q
 H�4 2!��0�
 �( ) '�� (|! ��J
 �%%%%( ' ���� Req �%��( �%
 #�X%�� ��%O!� ���( .�%7�

 2[�3  � �XQ
listen  $!� ��( SYNC 6�%
�
 |%! ' �%�
  #�X%�� ��%O!� 2�Jl' �( ' ���� 2
�! � �  SYNC C%�& 

 #�� � �!��& �.2
�! � �� �J(SYNC   '�� 5a��� �
 )�O&  �� :

^L2�� ���
? ��( #�X�� |! �� �( �� �( 6��� #��D��.
`L#�� �SYNC �D!� H�4 UQ& ' U�3 �!9 �( )Client (  #�X�� ��S�� 2-0.
aL2�Jl'  � #�X�� 6���  ��*Established.

�� �&�
�SYNC �D!� H�4 �( (Client) �  �'  �
 #�X�� ��O!� 2[�3 �( C�& '� ��.6�%
�
 |%! �%� �&�%
�
Close 2�Jl' �( �� 2
�! � H�4 �� �� Close���7 �
�( .

A�$'
 Dkc:
2�� + �= '� �( :Abroupt , graceful .

�w��  �Reliable + �= �( graceful 2�� :
•H�4Client :  6�
�
 �( ���.  �close  )��( �JF* |! �( �� Fin  ��� �
 #�� � �D!� H�4 �( .�%J(

 #�%%%%� � ��Fin �( 2�Jl' Finwait ��� �
 ���_� )2
�! � 6�%%%���� UQ& ' U�3 �!9 2[�3 $!�  �
 ��� �
 #��* �  �� ����)graceful.(  

�� �&�
�Fin  ��� �
 ���� N@4� �( �� �( ' ��
�7 )�O&� e��� � 8F* �
? �D!� H�4 �� .
•H�4Server :  �� ��*'Fin  2�Jl' �( #�X�� �� 2
�! � close wait �� ���� 2%[�3 $!�  � �'  �
 

��� �
 #�� � �D!� 2�� �( ' ��� �
 #��* �(��)graceful(

6�
�
 �( �� �� ��*'close  |%! �%��.  � U%Q& ' U�3 �!9 ���  ��= �  Fin  �%
 8%F* #�X%�� ' ��%��
 
��� �
 .O!� 5 �!� Uw�  � '  '�� $�( #�X�� ��client ��� �
 6�A& �  :

\[�–���(�  � B,A 2�Jl'  � CLOSE  ���,� .
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}–���(�  � B,A 2�Jl'  � Active  ����( )�%( #�X%�� ��%O!�  � �%����" �%
 6�%
C�� + �= �( '� ��
 ���� 2��� #�J
 + �=(

2[�3 �( '��� 2[�3 $!� � ��J!syncsent 2[�3 ' �&'  �
 Listen  � ��& ��0' .
�w�� �!9 ���( UQ& ' U�3 �!Unreliable , Connection-Less:

)5 �w�� �!9 V@W
IP  ���( (���  �
 f��
�& + �= �( �� ��,( 2[�3 $!�  �.
/;-
� �-�! #:�5! :

#���� 5 6���  �T('� ��YA� 5 ��O
 #�� � ��	& 5 6�� 2
�! � f��%%
Flow %�� ��%%%O!� 58%F* 5 #�X
�(��" 8
  5 #�X�� 

6�� 2
�! � f��
 :�!�( ��,( �� ���(Sequence number ��� ��
�7 �E&  � )TCP �%� 5 �JF* � ��� 5
2
�! � ���
? �O� �� 5 ��� #�� � �O�(

��O
 #�� � ��	& :ACK 6��� Frame �� )ACK ��'�7 . (
\T�Y
 �����!�� )o�.  ��,( \T�Y
 �����!�� 2!�!�
 2�� ��� : (

��O
 #�Q�&� ��!�� 
��O
 #�X�� ��!�� 

��O�. ��!�� 
��O
 #�Q�&� ��!�� Sync 

����� #�J
 ��z ��!�� 
 ��3 ��!�� 

+ �= �( �! ' 2�� 2(�{ + �= �( �! ����!�� 6�
��!�. .%%��_� 5 �!�. ��!��  � �w�� +��%%% )|%�
��� ��&�

 �D!� U
��Z '(���7 + �= 6? :�E�� �� ��� �
 �Z�( . ��,%( +�Z�l�
 �� �w! UQ&' U�3 �!9  � ��!�� :�E��

 2�� :-
 .
6���  �T('� ��YA� :�7�ACK ��� #�� � V���O
 �!�( �� ��� 5 ��� :7 .�&�%
� �%� �%�� 2%�� $w�

* #�X�� ���� �� �&�� 2
�! � ���( ��� 2
�! � #�X�� $�,( �� �J( ��� �� 2�� $w�
 �! 2�� ��A& 8F:

^(�� ��� �
 ��
 ��&��7ACK  �  ��� ' ��� :7 ACK ���( ) � 6�%� :%7 �� ����& �YA
 �7�
 6�� :7 �{�ACK +�Z@4� �J*�' 6�� :7 �! 2�� . (

`(���
 �3��4Seq no 2�� :-
 )��O
 ��� #���3� �� ���( � C(  �Q&? ���( �����& ��0' . (
#����Flow  :  h'  UW
 V��!�Q�Connection-Oriented 2�� )h' Credit (  

CreditAckn :  ��J!N��� �JF* ' 2�� ����  :!�
 N+1 �� N+M ��� #�� � �&��� �
 :
L#�X����O!� 
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L#�X�� 8F* 
L�(��" 8
  

i�ak!�	 &�  �*+, -� A�$'
 ��d�
 :
#�( ' �  �( ��-�!�
 6���Syn  ��� �
  ��*�( #�X�� .A|! Syn  �( B' ����
 �
 B|%! �( �  }��0 

Syn ��� �
  ��*�( #�X�� ' ��� �
 .h'  $!�  � #�3 �� �(Syn �%!? ��%0�( ��9�w%�� 2%�� $w�
 �
�4'� .
2�� $w�
Syn  ��� :7 .�!Syn�� ' ��� :%%%%%�,�� � �' ��!�* #�%%%X�� |! �� ��� h'�Y
 #�X.

�&�� � �;7 � ��� �-����" � �� 2�� $!� U3 ��  |! .Synj , Syni  $%w�
 �%� � �� ��9�w�� :� $!� 
2��Synk ��� h'�Y
 #�X�� ' ���( .

#�X�� 8F*) :B,A ���� �
 #�X�� 2���" � 6�
C�� (R�� 'AN'�%� 2%��  ��*�( #�X�� �w�!� ��
 �( 
�
 +�Z@4� #�� � �( ��� Snr+1 �� B���( ��!� ��!;. ��& �  6? BSyni �!�( ���� ' 2�� #�X�� Sni+ 1 �%��( 

.
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1-Transmission Control Protocol 
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Segment 1   -->  10,010    (10,010 to 11,009) 
Segment 2   -->   11,010    (11,010 to 12,009) 
Segment 3   -->   12,010    (12,010 to 13,009) 
Segment 4   -->  13,010    (13,010 to 14,009) 
Segment 5   -->   14,010    (14,010 to 16,009) 
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 ���( e��� � |! � ��*�(  � ����� BQ& 2�( $!� .��%	&
�*�( e��� � |! � �TCP���7 �
 �� �( �
���  � .

•FIN:#�X�� 6��� ����" . � 5�%��( ��%���& #�%� � ���( ��D!� ���� 5e��� � $�
�4 �� �w! �7� 
2Q�Q3 � ' ��� �
 |! �  2�( $!� 5��" ��,( $!�"? #�� � )�D�� ��&�Ow! + �X( �  +�Z@4� #�� � 

�!��& �
 8F* .#�� � 2[�3 $!�  � ���7� $%w�
 ��%�� U%(�Q
 H�%4 �%
� 52�� ��
�! ����" +�Z@4�
 ���( +�Z@4� #�� � #�3 � 2�� .|%! #�%� � �( C�& U(�Q
 H�4 �� �(�! �
 ����" V@
�� e��� � �&�
�

 2�( ���( |!  ��Q
 �( ��,(FIN��� 6�A& �  +�Z@4� #�� � ����" 5.
Option  � ��TCP:
•���( |� 

�.No Operation 
oNo Operation 
o|! ����(� :�E��Option 
o:�E��Option��J( 

�.End of Option 
o6�!�.option�� 



��� ����	
� �

�
 ���� ����� :�]]

o � �������Padding 
•���( ��� 

�.2��D� ����&� :�!C��
 
�.��O�. n��Q
 f!�l 
�.Time Stamp 

TCP �� #�X�� |! ��z? ���( "��� 2��"��� �
 ������� �
�4 �� .���( �
 �!� + �X( U�Z $!� �&'  :
�.� � ����� N'�� ��,( |! 5e��TCP ��%-��( +�%��E�� �%( ' ���� 6'�( SYN=1 5ACK=0 ���%( 5

��� �
 #�� � U(�Q
 H�4 .e��� � � ��*�( ���( �l�Q� ��J
 �( �� ��,( $��� #�� � 2Q�Q3  �
���( �
.

�.e�%�� � � ��%*�( �( �T!��� e��� � U(�Q
 H�4 �w�� �= � 5��
�! � e��� � 2���" � �( ���.  �
 �( ����� 2�( �� �&���7 �
�( �  �� ��,( 5��SYN=1 2�( 'ACK=1 ���( �
 5.B%Q& ��,( $!�

 � �� �  e��� � |! h�!;. .|! �( ������
 5U!��� )�Z + �= �  ��%Q
 �%( ��,%(FIN=1 �%���" 
��� �
 ��;�
 �  e��� �.

�.�!��& �
 +�Z@4� #�� � �( )��*� ������
)2�(SYN=1 2�( 'ACK=1(.

" ���( '������� �
 ������� �
�4  �-� ��� 2�� �� #�X��.

n��� $!��( ����&��� �S� � ��&��7 ' ������
 ���( 6��� �
 �  �!� 2[�3  ;7 ���:
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�
 ���� ����� :E^^

��� �
 ���� j�l�� ��A�( �� ����& $!� � �
  � �J( UX
  � .�T"��  ��"��TCP���( �
 �!� + �X( :

 ��"��1TCB��( �
 �!� + �X( �:

1-Transmission Control Block 
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����*:
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�� �w�� �7��o�. ' ����&� ��  �( �� �w�%� $�%( ��-��[�J
 '�%( �%���
TCP/IP �w�%� 2!�!�%
 )'C%[ 5
�(�! �
 6�'��
 2����.

Internet Architecture Borard)IAB(5RFC 1052 ��& ���(  � �� ��� �S� � �  �����( �
 ���:
�Uw�'�. ���� �w�� 2!�!�
)SNMP^(
�H �J�
 +�Z@4� R!'�� Uw�'�. /H �J�
 2!�!�
 +�Z@4�)CMIS/CMIP`(ISO.

5�=@"  �F(IAB  �� �!�( �� � �� �
 6���Z SNMP��� ������� .SNMP �%( �%� 2%�� ��A7 #'���
  �Q&? 
�( ��!�!�
 +�Z@4� h �C7 2-0 ��J�= v!�  � ��&���� �( ����
 �w�� |! ��IP2�� ��� #�( .

�.w�:
� &-�
! � �*+, ��
�C! ���; #*'�
�MIBF

�w�� 2!�!�
 }�� �-�SNMP�� 2,� ��Z :
�2%!��0�
 |! )��� �� �� 5��� 2!�!�
 ��� ��7 ���!� ���J�)�%!Agent (SNMP �%& �� .|%!

Agent SNMP  �" � ��DY%��. �%� ��%� 2!�!�
 6�(C�
  � 2,! '�� ��-�%��SNMP ���%( 
���( �
 6��!�
 .|!Agent 6�(C�
 ��  � �!�( IP �%� �%��( �����  ��* 6�%(C�
 2!�!�%
 6�%w
�

 �!�
 |! �T���(SNMP� '? :���
 �  .SNMP  Agent2!�!�
 ���u' /+�Z@4� �!�. �� �&����A.
 ��!�!�
)MIB (  6�(C�
 �'  �( � IP� �� ��-Z�( 6?  � :�Q
 .

�
 |! U*��3 2!��0�SNMP ��!�!�
 �����( �� �( )�!�
 .( �!�
 |!SNMP �%� 2%�� ���( �� 5
|! �� �  ��!�!�
 +�Z@4� 2���" � ' ��� ��0� ��!�!�
 ��D�,!� |! �' �(SNMP  Agent �( 5

Uw�'�. �� �������SNMP� �� .
�MIB 2!��0�
 �� ���( .|! $�( ������� � �
 Uw�'�.Agent �!�
 'SNMP ���( �
 .U%w�'�.

 |! $�( ������� � �
Agent |! 'sub-Agent �&��� �
 DPI/SMUX/AgentX Uw�'�. �� �! '
���( �D!� �=�X�"�.

IAB ��� ��"�%� )�%�� �� ��� �
 ��=�� IP 'TCP 5�w�%�  � �!�%� ' �%� ���' � 5�%-&�(C�
 )�%�� U
�%�
 ��� �C(�IP 5 �� �T���( 2!�!�
 U(�*SNMP�3 �!�( ' ����( U*�MIB-II�&��(  �w( �  .

��!�%* U%w�'�. �%� �%��� �0�� SGMPG)RFC 1028 ( 'MIB-I)RFC 1156(��%=�� �����%�� 2%-0 5
�&� ��A& .SNMP ���( �
 2&���!� � ��&���� Uw�'�. |! .� 6? � �%0 +��=�X%" ' 2�� ��=�� � �
 6? 2�Jl'

  � 6��� �
RFC 1157�w�� 2!�!�
 ���� Uw�'�. 5)SNMP (���& ���. .MIB-II �(�A%
 ���J%l' C�& SNMP � �� 
 � 6��� �
 �  6? +�Z@4�RFC 1213 �( ����
 ��� �w�� 2!�!�
 TCP/IP �%!�. +�Z@4� 2!�!�
 �!�.�(:MIB-II 

���& ���. . � 6��� �
 �  ��A�( +�Z@4�RFC 1155)SMI(5RFC 1213)MIB-II('RFC 1157)SNMP (2
�!.

�.w":-�Be�;��
�C! ?��hq
 ���  �)SMIL(

1�Simple Network Management Protocol 
2-Common Management Information Services/Common Management Information Protocol 
3�Management Information Base 
4-Simple Gateway Monitoring Protocol 
5�Structure and identification of management information 
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SMI �%�� �
 �S� � �  P���� $!� �( ��!�!�
 ��-Tw�'�. �(����� ��	& ' ��!�!�
 P���� \�=�� ��	& $�&��* .
�� �Z��O
 �!� |!  � ��� 2!�!�
 P���� )�-�
ASN.1��� ��!�J� �r� N�& 2�� ��� �S� � ���%� U�wA%� �T�
 

2��:
�/�, :=�� �� ���
 )�& |! �%���� �%( ����� �r� N�& |! ����� �( 5��� �
 ���
�& �r� �D��

�r�.
�Syntax:�r� N�& ���( �=@" U�J[� ���� .N�%& �� �%&��� �%
SimpleSyntax ��%� }�%Y�&� 

)Integer, Octet String, Object Identifier, Null ( �%!ApplicationSyntax )Network 

Address, Counter, Gauge, Timeticks, Opaque ( �%��( ��( �� �D!� ����,7 N��&� �! ')�%(
RFC 1155(.

�_�
�' :�r� N�& ����� ��J
 �� ���
 \�=�� .
�/;
B;�:�� �w! Read-only 5Read-Write 5Write-only �! 'Not-Accessible.
����n�:�� �w! Mandatory 5Optional �! 'Obsolete.

�&��& |! 6���Z �(��( �  �!� 2�Jl'��:
OBJECT
sysDescr { system 1 }
Syntax OCTET STRING
Definition This value should include the full name and version

identification of the system's hardware type, software
operating system, and networking software. It is
mandatory that this contain only printable ASCII
characters.

Access read-only.
Status mandatory.

 � �r� |! \!�J� #�W
 $!�MIB ��� �
 6�A& �  .6? )�&sysDescr �'�7 �( ' 2�� system � �� G%TJ� 
)��L������( �  .(

���( �
 C�& ����� U
�� \�=�� �( �'@Z ��� 2!�!�
 �r� |! .�r%� ����� |�� �( �
� $!�ASN.1 5
� �'�7 � ��� ' ���7 �
 )�O&� 5$�T� � ��� |! ��&��� ���%7 �%
 ' �  \%T�Y
 G4��
 ���( �.�w�%� 2!�!�%
  �

 �( ����
 ���TCP/IP �X�XY� ��� � ��� 1.3.6.1.2 ' ���( SMI P��%�� \%!�J� ���%( �� �%!�. 6���Z �( $!� �� 
�!��& �
 ������� �!�0.

� ���1.3.6.1.2)�z�� �T���( �'  �
  �w( �!� �&�J
 �( ��� � ��� �( �!�� �'�7 :
���7 H�J
 5�'�7 $�['�Administartor���( �
 :

o)�(���(ISO 
o)�(���(CCITT 
o)�(���( ISO-CCITT 

���7 ���( )'� �'�7ISO   Administartor)�( �%w( �-&�
��%� �!�%� 1%��� �%� 2�� ��� \!�J�
�' .

�'  � ������� 2-0 )�� �'�7 �w!�
? N�
� + ��)DoD(5)�(2�� ��� \!�J�.
�5 ) �-� �'�7  �DoD $!��(�%�( 5�%!��& �%
 2!�!�%
 �  B�'�7 �&�D� �� 2�� �����& �YA
 

 ��Q
 2&���!� $�O&�)�(2�� ����& ��
 6? ���( � .

1-Abstract Syntax Notation 1, ISO standard 8824 
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�1��� :O�. �'�7IAB2�� ��� ��� ��Q
 �!� + �X( :
o)�(2��-
 �� ������� ���(OSI�!�  � 2&�� 
o)�(��!�!�
 H���� ���( �r� 6�&����� ���( 
o)�(�A!�
�? H���� ���( �r� 6�&����� ���( 
o)�(�=�X�"� ������� ���( �r� 6�&����� ���( 

5U�* #�W
  �"{system 1}" �r%� �%���� �%� 2,%&? )�%-�
 �%( 5�r%� )�%&  ���  � 1.3.6.1.2.1.1.1 
���( �
 .7 $�['�  � �r� $�['� $!� �'�):�,�� ( �MIB���( �
 .

�.w.:MIB 
MIB Uw�'�.  � �!9 �� 2!�!�
 ���( 2�� $w�
 �� ��� �
 �
�J
 �  �S���� TCP/IP�'   �w( .��Y,%& 

� �� ��0' :MIB-I 'MIB-II . MIB-I  � RFC 1156 2�J%l' �( ��!�* Uw�'�. |! 6���Z �( 6���� ' ��� �
�J
 
� �
 ���( ���� 5��=�� 6'�(��.

MIB-II  � RFC 12132�� ��� j!�A� .�� ��� ��Z ��� \!�J� ��� �'�7:
��
Q &

� R��,
 #

System :�,�� �!�. +�Z@4� �
Interfaces �w�� +�*�	[� ��

AT n �? ��0�� �
IP 2&���!� Uw�'�. ��

ICMP 2&���!� #���� )��. Uw�'�. ��
TCP #�Q�&� #���� Uw�'�. ��
UDP w�'�.�( �� )��7 ���� U�
EGP �0'�" ���' � Uw�'�. ��

SNMP �����( �� ��-�!��0�
SNMP ��
#=�'�7  � P���� ���J� 

#'�0��L�:��� �'�7 \! �J�MIB-II 

�!��& \�=�� �  $!�!� �[�Q�&� �&��  �� � �� ��0' #�Q�&� �'�7 |! ���( �!��
 5\!�J�  � $��o�� .��7 ��
 �� ��� 2!�!�
 �!��& �
 �&����A. �  ���Q
 ��� �'�7 �- .�%( ���%�& 5���' � ��%0' )�%Z + �%=  � 5#�%W
 ���%(
 �'�7 �&����A.EGP2,�& .�&��D(  ��* �&����A. � �
 �!�( �'�7  � 8*�' P���� ��� 5��'�7 �( ���& + �=  �.

G�A%
 � '�l ���& � �
 �=��Z 6? 6��
 �� ��� \!�J� ��� 2!�!�
 P���� 2,�[ 2%�� ��%� .���%� $%!�
 52,�& ��&��� �'�	
 5���& � �
 P���� �-�� $�
�7 '  $!� ��SMI |%! \%!�J� ��&��� �  �!�!;. �J��� ��-
C�&�w
 

�� �!�0 �Y,&MIB� '? �
 :���
 �  � ��&���� ��z �! ' �=�X" P���� \!�J� '.
2�� ��� �S� � �'�7 ��  � P���� �� �!�-[�W
 �!�  � .
�� 2,�[  � URFC 12132�� ��
? . �RFC 2011 5

RFC 2012 'RFC 2013 ��� �'�( +�Z@4� IP 5TCP 'UDP2�� ��� �S� � .
�:�,�� �'�7 

osysDescr :  :�,�� U
�� \�=��)5�Y,&HW 'OS(
osysObjectID : ����'�
 �r� ����� 



��� ����	
� �

�
 ���� ����� :E^L

osysUpTime : ��O
 ��['� ��� ��Q
 $!�"? �� �&�
� ���( 
osysContact : &��&��7 n��� �Y� )� 
osysServices : :�,�� 1��� ��� �S� � R!'�� 

�1��' �'�7 
oifIndex : 1��' � ��� 
oifDescr : 1��' \�=�� 
oifType : 1��' N�& 
oifMtu :  )��7 ���� $!��7 C( ����&�IP 
oifAdminisStatus : 1��' 2�Jl' 
oifLastChange : � �0 2�Jl' �( 1��' �' ' �&�
� ���( 
oifINErrors : �F" �'�3 ��' ' ��� ��,( ���J� 
oifOutDiscards : ��� ��Y!   '� �0'�" ��� ��,( ���J� 

�n �? ��0�� �'�7 
oatTable : deprecated)MIB-I(
oatEntry : deprecated)MIB-I(
oatIfIndex :  1��' � ���ifIndex 
oatPhysAddress : #�Q�&� 1�	
 �( ��,(�' �w!C�
 n �? 
oatNetAddress : �?n �? �( G�F�
 �w�� n  #�Q�&� 1�	
 �( ��,(�' �w!C�
 
omedia 

��'�7IP 
oipForwarding :  �w�!� �&�A& ���' � |! 2!��0�
 $!� �!?IP2�� 
oipInHdrErrors :  ��!?�%�  � �%F" U�[�%( ��%� ��Y!   '� ��' ' )��7 ���� ���J�IP 

6�� 
oipInAddrErrors :  ��%� �%�Y!   '� ��' ' )��7 ���� ���J� n �?  � �%F" U�[�%( IP 

6�� 
oipInUnknownProtos :  U%%w�'�. U�[�%%( ��%%� �%%�Y!   '� ��' ' )��%%7 ���� ���%%J�

��A& 8*�' 2!��3 � �
 �! ��"����& 
oipReasmOKs :  )��7 ���� ���J�IP�&� ��� ���� � �('� 2�Q
�
 �( �� 
oipRouteDest :  n �?IP�XQ
 

��'�7ICMP 
oicmpInMsgs :  )��. ���J�ICMP��
�! � 
oicmpInDestUnreachs :  )��. ���J�ICMP��
�! � �XQ
 6��( n����  � )�Z 
oicmpInTimeExcds :  )��. ���J�ICMP��
�! � �&�
� ���( �� �FY� 
oicmpInSrcQuenchs :  )��. ���J�ICMP��
�! � 8��
 6��( h�
�" 
oicmpOutErrors :  )��. ���J�ICMP� +@wA
 U�[�( ��A& #�� �  ICMP 

��'�7TCP 
otcpRtoAlgorithm :  ��-�!�� 2A� � �('� #�� � ���( �&�
� ���( P��Q&� $��J� :�! �D[�

��!�� 6'�( 
otcpMaxConn :  +9�X�� ���J� 2!�'�	
TCP2!��0�
 2!��3 � �
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otcpActiveOpens :  +9�X%�� :�Q�,
 $�
  +�J
� ���J�TCP 2%[�3 �� CLOSED �%( 
SYN-SENT 

otcpInSegs :�&� ���( �F" �
�3 �� �!�-&? U
�� 5��
�! � 2��D� ���J� 
otcpConnRemAddress :  n �?IP #�X�� $!� ���(  '� ��  TCP 
otcpInErrs : }��" 2
�
 U�[�( ��� ��Y!   '� 2��D� ���J� 
otcpOutRsts :  ���J�reset��� ��[�� 

��'�7UDP 
oudpInDatagrams :  )��7 ���� ���J�UDP���� U!�	� 6��( �� �( ��� UDP 
oudpNoPorts :  )��7 ���� ���J�UDP�XQ
 + �.  � ��( �� ��0' )�Z U�[�( ��
�! � 
oudpIn Errors :  )��7 ���� ���J�UDP )�%Z C%O( �T!9� �( U!�	� )�Z U�[�( ��
�! � 

�XQ
 + �.  � ��( �� ��0' 
oudpOutDatagrams :  )��7 ���� ���J�UDP�0�
 $!� ���( �[�� � 2!� 

��'�7EGP 
oegpInMsgs :  )��. ���J�EGP�F" �*�
 ��
�! � 
oegpInErrors :  )��. ���J�EGP�F" �� �� 
oegpOutMsgs :)��. ���J�EGP�T	
 ��� ��[�� 
oegpNeighAddr :  n �?IP 2!��0�
 $!� �!�,�� EGP 
oegpNeighState :  2�Jl'EGP 2%!��0�
 $%!� �!�,%�� �%( �%0�� �( �T	
 :�,�� 

EGP 

U
�� \!�J� ���	
 2,�[ $!�MIB �%�� �
 �S� � �  �'�7 ��  � ��� \!�J� P���� �� �&��& |! �
� >2,�& .
�l�3 #�3  � �-['t�
 $!�IPv4��!��& �
 2!��3 �  .

U
�� 1��' �'�7 5$!� j!�A� ���(����( �
 9�( jF� �( �r� :��%7 �( UX�
 1��' ���J�)ifNumber ( '
Z@4� ���	
 #'�0 1��' 6? +�)ifTable .( U"�
 ��)ifEntry ( q�" 1��' |! ���( �S���� U
�� #'�0 6?  �

�%%%��( �%%%
 .1%%%��' N�%%%& 5�%%%-&? 6�%%%�
  �)ifType (2%%%" �  �MIB ��%%%�& �� �����%%%�� �%%%( ASN.1 �T�%%%��( 
1.3.6.1.2.1.2.2.1.3 ����� G
' |! ���( ' 2�� ��� \!�J� token-ring 6? �( G�F�
 ��_�
  ��Q
 ���%� 2�

 ��J
 �(iso88025-tokenRing���( �
 )�����( �  �!� �!�X�.(

���IMB-specific -� IMB 
IMB ���� ��D!�. �( �  �!� P���� MIB-II2�� ��'C
� :

* IBM SNMP agent DPI UDP port
DPI_port 1.3.6.1.4.1.2.2.1.1. number 2

* IBM "ping" round-trip-time table
RTTaddr 1.3.6.1.4.1.2.2.1.3.1. internet 60
minRTT 1.3.6.1.4.1.2.2.1.3.2. number 60
maxRTT 1.3.6.1.4.1.2.2.1.3.3. number 60
aveRTT 1.3.6.1.4.1.2.2.1.3.4. number 60
RTTtries 1.3.6.1.4.1.2.2.1.3.5. number 60
RTTresponses 1.3.6.1.4.1.2.2.1.3.6. number 60

��:
�DPI_port ��$�( + �. � �Agent 'subAgent�&���7 �
 �( �  .
�*RTT* ���0� Ping �!�
 |! �( �   '� ��  6�(C�
 �( SNMP��� �
 .RTT #'�%0 ���%( ���%�& 

Round Trip Time���( �
 .
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oRTTaddr : 6�(C�
 n �? 
oMinRTT :  U*��3Round Trip Time 
oMaxRTT :  �W���3Round Trip Time 
oAveRTT :  $�D&��
Round Trip Time 
oRTTtries :  ���J�Ping6��� �� ��� )�O&� ��� 
oRTTresponses : ����  ��� ���. ���J� 

Uw���L�:MIB-II L�( ����
 �w�� ���( �X�XY� �r� ����� TCP/IP 

�.w2:SNMP 
Snmp �(�O� �-[�� ������-( U=�3 SGMP  � ��%� \%!�J� P��%�� �( �� 2�� ��O
 ' � ���(  � �  MIB �%( 

 � ��� �S� � +���=��SIM  �� ���.
RFC 1157 �w�� 2!�!�
 ��D�,!� )NMS^(�w�%� 2!�!�
 �����( �� ��O
 |! 6���Z �( � )NMA`(�%�

 �w�� �=��Z)NEa(� �� #���� ' + �E& 2	� �   '�� ��� �&�!�. ' �� ���' � 5�-&�(C�
 ��&���.�� �w�%� �=��Z $!� 
|!Agent ��!�!�
 )MAd(�w�%� 2!�!�
 ��� ��D�,!� �T���( 2���" � � �
 �w�� 2!�!�
 8(��� ���0� 2-0 5

1�Network Management Station 
2�Network Management Applications 
3-Network Elements 
4-Management Agent 
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��!��& �
 ������� .SNMP ' �w�%� 2!�!�%
 ��� ��D�,!� $�( �w�� 2!�!�
 +�Z@4� #���� 2-0 Agent  � �%� 
�'  �
  �w( �w�� �=��Z.

Uw���L�:P�C0�SNMP 

2!�!�
 8(���Agent��_�
 ���� '� U
�� ����� ���_� ���)set ( ����� �� �( �! ')get ( �%� ��%��( �

 �%��� �%
 ���7�%T0 ��A�( ���o�. ��-Tw�'�. �� ' �&��� �
 �'�	
 ���� '� } �  2!�!�
 �T=� 8(��� .��%� ��

 �� 5�D!�NE �( NMS 5�����"�& ��� )��. ��'�	
 ���J� ��)�!Trap(�����%�� 6�%
C���& ������%!'  $��J� 2-0 5
��� �
.�%
 $r�F
�%& )��%7 ���� R!'�� |! ��
���& �-�� +�Z@4� #���� 5�7��� ��3 2-0  � Uw� $��� �( 

���7 �
 �S� � 5�[�Q�&� )��7 ���� |! 1��� �CO
 V@
�� + �X( )��. �� ' ���( .f%���
 ��J
 �( ���� $!� $��o��
 6��(SNMP�Q�&� ��-Tw�'�. �� �J��' ��
�� �( ������� ���( �%��( �%
 �[ .RFC 1157 G%!�4 �� +�%Z@4� #��%�� 5

Uw�'�.UDP���& ������� �[�Q�&� ��-Tw�'�. �� �J��' ��
�� �� 6��� �
 �
� >2�� ����  ��* �	( � �
 �  .
�w�� �=��Z ' ��!�!�
 ��� ��D�,!�  � :�Q
 ��-�!��0�
 �� ������� �( 5�D!�w! �(SNMP �  �%& �� e�%�� � 

 �� ��-�!��0�
 ��(SNMP^��
�& �
 .U%w�'�. ��%-�!��0�
 56? ��%��� ��O!� ��-�����. ~'�`��%��( �%
 .|%!
Agent SNMP ��( �� ��-�!��0�
 �� ����Y[� �Z��O
 �( SNMP $�O&� |! SNMPa�%� �%� ��%� �%
 ���
�& 

���  |! �T���( 5$�O&�  �  ��3 6�
�  � 6��( �YA
 ���( 6�A
�����&��7 �
 �YA
 �!�� .
Uw�'�.  � )��. |!SNMP $�O&� )�& 5�Y,& ����� U
�� SNMP |! 'PDU���( �
 .)�%�� �� 2�� )�9

 ��-!��� ����.SNMP �� �N�& PDU��!��& 2!��3 :
�GetRequest:�� �YA
 �r� |! �!��Q
 ���&���7��( MIB 

�GetNextRequest:�� �AY( 6��
  � 2��3 MIB 
�SetRequest :  �!��Q
 ���_� �� q�" �r� |!MIB 

1-SNMP application entities 
2-protocol entities 
3-SNMP community 
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�GetResponse:|! ���. GetRequest |! 5GetNextRequest |! 'SetRequest 
�Trap :  �%�&��� 5�w�%� 2!�!�%
 ��%� ��D�,%!� ���( �!�����!'  ��O!� ���( �w�� P�C0� �!�&���

 �%�['� ��� ��Q
Agent 5Agent restart �%&��. ��%F" '.�N�%& Trap  � RFC 1157 �%
�J
 
��%%%%%!��72%%%%%�� :coldStart 5warmStart 5linkDown 5linkUp 5authenticationFailure 5

egpNeighborLoss 'enterpriseSpecific.

���( �
 �!� Uw� �( �-
��. $!� 2
�
:

Uw���L�:)��. 2
�
SNMP LRequest 5set 'trap PDU 

�� �Y,& �� �l�3 #�3  �SNMP f���� �( �� ���( �
 ��0�
 SNMPv1 5SNMPv2 'SNMPv3 ��%�
�& 
��� �
 . � ��0�
 ����
� 8(���SNMP���( �
 �!� Uw� '� �( :

�$�O&� �( ����
 ����
� #�
^2%�� $%�O&� )�& ��  ��Z ��T� |! 1��� 1Q
 �� ���� 6?  � �� 5
�&�� �
 2u��3 .$�O&� �( ����
 ����
� #�
 1��� ����
� jF� $!�SNMPv1 'SNMPv2c 

7 �
 :���
���.
��( �� jF� ����
� #�
)USM`(jF%� ��!�!�%
 +�%Z@4� �%!�.�( \%T�Y
 �%���
� K�F%� �� 5

� '? �
 :���
 �  �( �� ������ . ��"�%� 5�%���
� jF%� $!� �� �&����A. ���(SNMPv3 8%(��� 
��&��� >2�� ����& \!�J� �  ��'���
 ����
�USM #�%��� #�%
 ' �7����. '  ���Z� ��!�� ���( 

����� �( ����
 �View)VACMa(P���� �( ������ 6��� :� �!�&��� ��MIB \T�Y
 �%!�. �%(
 |!per-user�7����. ���( ���� � �;7C
  '  ���Z� ��!�� �� ������� ' � '? �
 :���
 �  .

�.w3:SNMPv2 

1-community-based security model 
2-user-based security model 
3-view-based access control model 
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 ��"��SNMPv2 U! '?  � ���� �( U��A
 ' �!��7 �S� � ��RFC �%-&? $�%['� �%� ���( �
 RFC 1441 
2�� �
�Q
 |! �� ���( �
 .2��7?  ����� ��� 5��RFC �%S� � 5�(�%Y�&� ��-��Jl' �( � ��&���� |! f[�*  � 

�!��7.
���( �
 �!� ��-����� �� ��  ��"�� $!�:

�/B�
�C! ?��hq
 -�Be�;)SMI�(:�Z��O
 �!� \! �J� OSI ASN.1 ��%-['t�
 ��%O!� ���%( 
MIB)�(RFC 2578 �J0��
 ���(.

�/�B! &� �
�

cE:�Z��O
 \! �J� ��%-['t�
 �%��  � ��0�
 ���
 ������ ��* ��['� MIB)�%(
RFC 2579��� �J0��
 (.

�#*'�
� A�a�
:2%
�! � ' #�%� � �%( �%0�� �( Uw�'�. ��wT�Z \! �J� PDU �%�)�%(RFC 1905 
��� �J0��
(.

�A�bB	
 �,��	:2��D& \! �J� SNMPv2 %�['� �%Z��O
 |! �( U�[�%( 5#�%Q�&� ��%� �%�
�� �� �
\T�Y
 1!���  � 6? �� ������� .�( 2��D&UDP �%��( �%
 2%��D& $!�� v3 � .$�%�o��RFC 5

OSI 5DDP 5IPX '... 2�� ����& \!�J� C�& � )�(RFC 1906���7 �J0��
 .(
�#*'�
� ?
S�4d' :\! �J�MIB ���( SNMPv2)�(RFC 1907��� �J0��
 (.
�B�
�C! -�Be�;/:��!�!�
  ��"�� \! �J� SNMPv2 ���%( �( �%� �%( �%���
 #�
 5SNMPv2 '

$�O&� �( ����
 #�
SNMPv2)�(RFC ������� 5���� '������� �J0��
 (.
�y�+k' ?���n�':��� �!�&��� \! �J� Agent�� )�(RFC 2578��� �J0��
 (.

����T�!SNMPv2 
2!��0�
 |!SNMPv2 � 2,�J*�' h����. |! ' ��[�� �  �w�� 2!�!�
 #��Z� �/��%� )�%�. �%( �%��. �!

 Uw�'�.SNMPv2 Uw�'�. ��-���T�Z �� ������� �( SNMPv2 �%�� �
 )�O&� 5.2%!��0�
 |%! $%w�
 #�%�Z� �%��
 ���%7 �'�%	
 5q�" ��!�!�
 ��� \!�J� ���� �( GTJ�
 $w�
 #��Z� �� �Z��O
 �!� |! 1��� �&��� �
)B%Y(

"����SNMPv2a"����( �  .( 2!��0�
 |!SNMPv2 ���� ��� ��Z �&��� �
 SNMPv2 ���( .��%� ���� ��%D!�.
 2!��0�
 |! 1��� �!� �T	
SNMPv2��� �
 � ��-D& :

�2!��0�
 1��� ��� ��"��� ��� ���� )��� ���( ���� ��D!�. |!SNMPv2�&��� �
 �� :
o�T	
 #��Z� 
o#��Z�' �-AY( �( �,�'�. +@
�J� �� U=�3 '� ��   �C(� �! 
o��-�!��0�
 �!�� �� U=�3 #��Z�SNMPv2 

�2%!��0�
 6? ���%( ��%�? ��%� 2!�!�%
 P���� 8(��
 )��� �� ��D!� ���� ��D!�.SNMPv2  � �  
� ���(.

�m�%Q3 �%� 2,%������ #�%��� 2%���� |%! ��%��� �%S� � �%� �D!� ���� ��D!�. |! U*��3 '
��� ���� �( f����
 ������SNMPv2 �!��& �
 \!�J� �.

2!��0�
 |!SNMPv2 |! 6���Z �( �&��� �
 Agent�!�
 �! SNMPv2 �!��& U�Z .

1-Structure of Management Information 
2-Textual conventions 
3�SNMPv2 party 
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�B;�SNMPv2 
���� |!SNMPv2 �%! 2��
� 2-0 �( ��'�	
 ��wT�Z �� ���( �
 ���O
 ���0� �( �
�-�
 1�	
 |! 

$w�
 #��Z� ��� ���( �!��0� ��� \!�J� �Z��O
�!� |! ���( 5H���� �!�� 2!��0�
 |! SNMPv2 �  �YA%
 
� �� )BY( �("2!��0�
SNMPv2 " ��!��& �J0��
 (. ��%�� �%� 5� �%�J
 ��%	[ �(SNMPv2 �%!� � ��%
 U
�%� 

���( �
:
����� �3�' ' �w! ����� |!.
�#�Q�&� Uw�'�. ��
�� +�Z@4� �T���( ' >���7 �
 ��0� ���� 6?  � �� �w�� �QF�
 2�J*�
 |!

Q�&� n �? '���7 �
 �YA
 #�.
�5��%�� U%w�'�. �� ���& ��� )��. ��� �� �� �&�D( 1���
 �����
� �. '  ���Z� ��!�� Uw�'�. |!

���7  ���Z� ��!�� f�Z 6'�( ' �T=� 6���Z �(.
��  ��%�� ��
�%! � Uw�'�. ��-
��. )��� �� �� �&�D( 51���
 �����
� �. ' �D&�
�	
 Uw�'�. |!
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GetBulkRequest 
GetBulkRequest  � RFC 1905 �%��( �%
 U%w�'�. #�%�Z� �� �A%Y( $!��(��( ' 2�� ��� \!�J� .|%!

GetBulkRequest ��( �%%� |%%! 2%%���" � |%%! 6��%%�Z �%%( SNMPv2 ���%%7 �%%
 U%%Q��
 ' �%%�[�� .H�%%��
GetBulkRequest 52-0 :O3 |! #�Q�&� 2���" �Z@4� �� ��!� ��Q[�( �(�%!��( 5 �%( �'�%	
 �%& �%
� 5 U
�%� 5+�

 ���( �
 5� C( #'��0 8!�� ' �
� �� .GetBulkRequest �� GetNextRequest P��%�� � C%( #'��%0 �(�!��(  � 
MIB���( �
 �� �
� �� 5.h �D& ��	&GetBulkRequest���( �
 �!� + �X( :

GetBulkRequest [ non-repeaters = N, max-repetitions = M ]
( RequestedObjectName1,
  RequestedObjectName2,
  RequestedObjectName3 )

��:
�RequestedObjectName1,2,3:�r� �����MIB ��&��� sysUpTime '.... f%���� �( P����

 �&� ��� f��
 2_[ ����
 .�%��( �
 ��_�
 |! U*��3 �( � ��"�� �� �� �r� ����� �� .���%(
 �� |! 5#�W
 �r� ���ipNetToMediaPhysAddress n �? �� ���( ��_�
  ��"�� |! �� �� 

IP #'�0  � ARP n �? �( 1���
 2!��	
 'MAC���( �
 5.
�  � ��w� ��z �!��Q
 �%( ��J( ��_�
 +�!��	
 �-�� ��� �� 2,&? ��J
 �( �� �!��& �
 �YA
 

�� ��" 2���" �  � �  �XYA
 �r�N���( )�& #'� �r� �����" �
 5��C�&��. $�(  � ��� .$!�
 ��wT�Z ��&���GetNextRequest���( �
 .

�M:�� ��w���( �W���3  ��Q
^��%&���*�( �� ��� 2���" � ��J
 �( �� � )��%� 2%���" � ���%J�
 P����N(�����_�
 ���	
 P����M2%���" �  � ��%� 1%��� ��%� �YA%
 P��%�� �%( ��J( 

�YA
 �  ���( �
 �!��& �
 .|! ��&���GetNextRequest |%! �%-�� �%
� 2%�� ��%�  ��%w� 
���7 �
 UQ��
 �  2���" �.

�(GetBulkRequest �! ��J( ���_�
 +�!��	
 �{�
  �F( ��&��� �
 ��� M|%! �%-�� �%( �  ��%J( �%�_�
 
�! '? 2��( 2���" �.

1�max-repetitions 
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#'�0ARP ��O
 6�(C�
 |! ���( �  �!� SNMPv2  agentE&  � �!��D( �:

�!�X���L�:#'�0ARP ��O
 6�(C�
 |! SNMPv2  agent 

�!�
 |!SNMPv2 f,� ���( �  �!� 2���" � sysUpTime #'�0 U��w� ARP����
 �
 :
GetBulkRequest [ non-repeaters = 1, max-repetitions = 2 ]

 ( sysUpTime,
   ipNetToMediaPhysAddress,
   ipNetToMediaType )

2!��0�
SNMPv2 |! BQ& Agent |! f[�*  � �  �!� +�Z@4� ' ��C� ���( �  PDU��� �
 #�� � :
Response (( sysUpTime.0 = "123456" ),

    ( ipNetToMediaPhysAddress.1.9.2.3.4 = "000010543210" ),
    ( ipNetToMediaType.1.9.2.3.4 = "dynamic" ),
    ( ipNetToMediaPhysAddress.1.10.0.0.51 = "000010012345" ),
    ( ipNetToMediaType.1.10.0.0.51 = "static" ))

2!��0�
SNMPv2��� �
 �
��� $��� �  ���. �!�
 |! BQ&  � :
GetBulkRequest [ non-repeaters = 1, max-repetitions = 2 ]

  ( sysUpTime,
    ipNetToMediaPhysAddress.1.10.0.0.51,
    ipNetToMediaType.1.10.0.0.51 )

2!��0�
SNMPv2 |! BQ&  � Agent��� �
 �
��� $��� �  ���. :
Response (( sysUpTime.0 = "123466" ),

( ipNetToMediaPhysAddress.2.10.0.0.15 = "000010987654" ),
( ipNetToMediaType.2.10.0.0.15 = "dynamic" ),
( ipNetToMediaNetAddress.1.9.2.3.4 = "9.2.3.4" ),
( ipRoutingDiscards.0 = "2" ))

2%%!��0�
 ���%%( #'�%%0 6�%%!�. �D&�A%%& �%%��. $%%!�SNMPv2�%%��( �%%
 �!�%%
 |%%! B%%Q&  � .|%%�� �%%(
GetNextRequest ��
���& ��� �����( �
 +�Z@4� $��� 6�&���7��( ���( 2���" � . ��%Q
 5#�%W
 $%!�  � �7�

�( �W���3 ���(  ��w��GetBulkRequest �  �:!��( 2���" � |! ��
���& �-�� 5�!��7 �
 $��J� .

InformRequest 
|!InformRequest �!�%
 2!��0�
 |!  � ��( �� |! �� 2���" � |! 6���Z �( SNMPv2 2%-0 �%( 

�!�
 2!��0�
 |! 6���Z �( �� ��D!� ��( �� ���� ��7?SNMPv2 �� 5�%!��& �%
 U�Z C�& +�%Z@4�MIB View 
���7 �
 #�� � ' ��[�� 5#�� � ��( �� ���( �T	
 ���� |! . � �%D!� �� ���� �!�
 ���( ��" |! 6���Z �( ��,(

 P���
 ���� �� ������ U(�* +�Z@4� � �
)�� ���� �����
 G!�4 �� �!�
 �( �!�
 e��� � (�'  �
  �w( .�%�_�
 '�
 |! �����_�
 2,�[  � #'�InformRequest N�& �� sysUpTime.0 'snmpEventID.i����( �
 .

�.w7:MIB &

� SNMPv2 
$!�MIB 2!��0�
  ��
  ����� \�=�� ��� 2!�!�
 P���� SNMPv2��� �
 \!�J� �  .$!CD!�%0 |%! �
�

MIB-II2,�& .2�� ��� �� '? �� �&��& N�l�
 ��-( � � 2-0 �!�  �:
sysName OBJECT-TYPE

SYNTAX DisplayString (SIZE (0..255))
MAX-ACCESS    read-write
STATUS current



��� ����	
� �

�
 ���� ����� :E�F

DESCRIPTION
"An administratively-assigned name for this managed node.
 By convention, this is the node's fully-qualified domain
 name. If the name is unknown, the value is the zero-length
 string."

::= { system 5 }
warmStart NOTIFICATION-TYPE

STATUS current
DESCRIPTION

"A warmStart trap signifies that the SNMPv2
 entity, acting in an agent role, is reinitializing
 itself such that its configuration is unaltered."

::= { snmpTraps 2 }
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 �( ����& 5����AP �
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�& 5�%-T!�
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  �w( �[��J
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 ��������
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 �%"�(  �

 |!AP �( �w�� + �� �� 2�� ������
�� �[��J
 �w�� + ��  ��� �  :��5��AP |%! �( �  LAN UX%�
 �T(�%�
�
 ���5�
 � �� ���( .�( ��������
�� �� ������� �( :��AP �T(�� �w�� �( �F��' 6���Z �(�
  ��*�( e��� � ���� .

AP |! 6���J( V�����U.�
 U�Z #��D�� ��!� 5��� �( �w�� ��� #��D�� �( �  :�� U!�%�� �T(�� �w�� ���
�
 ��� .�t�[��w� )��� ��&�
 �( �4��� � ��� 5:�� �
 �F�	
 ' ��
�,
 1!��� ��-��D�,%!� ��wT�Z �'  �( ��&���

 ����(  �;7 ��{��  ��,(  ��� .!|AP �
 �&���^s��`s�%-&? ������� 6�C�
 �w�!� �( ��,( 5��� �&����A. �  �����
�� 
��LAN 2��  �Q� .��!�Q� N�J�  � �������
�� 6? �� � �� �
��� �&�
� �� �&����A. $!�^ss �� `ss �( 2�,& +�
 

AP ����( �����  ��* .� ��4 �( �  ��wT�Z $!� ����� �T"��
 �w!C�
 8&��
�
 B��� ���D�A ����.

1-Wireless Adapter 
2-Infrastructure 
3�Peer to Peer 
4-Multi-Hop 
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 U"��  � ��D�,!�BSS �
�( �&���AP ��� ���. ������ .|! ���u'AP 6�7�%&��7 R!'�%� $�%( �D���%�� ��O!�
 �w��WLAN �w�� |! 'LAN �
 �(��.

�( BY( h��,7  �E�
 �( �%
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 5��� ������� \T�Y
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  � ��J�
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#��D�� �( ��� �( 6�7�&��7 R!'�� $�( ���D�,!� 6���Z �( �� 2�� :�� ' :��AP �%
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 ���BSS 5��� ������� BSS( ���T��� )��( +��Q
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�
 �
� 52�� �T(�� �w�� |! V9��J
 6��� �( �  6? 2
�7 �E&  � :� :��.�%�� U
�� �� �3�4 $��� �( $��o�� 
BSS 5���( �
 ESSd��!�7 �
 5.

�!�X�^aLd:�AY( ��� :�� �( �T	
 �w�� |! 

���� B��. N�J� (���� ��&���� n��� �( :�s`,^^�� ����
 �( �,(� ���,( D�"�( �� � �� ���
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L��-.�������� � �
 �&�( 

1-Basic Service Set 
2-Extension point 
3-Distribution System 
4-Extended Service Set 



��� ����	
� �

�
 ���� ����� :EEE

L[�� � ~��
� 8(��
�7 ��* U	
 '���������
 7 ' �����&� ��
L��
 +�XYA
�7 ��* ���-O� fX& '����� +�C �(���:
L~��
� + �* 
L$�&? #�
 ' N�& 

 �r� �E& �� B��. N�J� �(�$����
)��(�
�������,( �T"�� �('��� ��
)��(�����
 ���( ( �
� ��&����802.11b_�
 �2�� �.� �(!$� ��0'!��Q
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7���&� ������
 ' �� �� �* V���,& ������
  ��* ������� � �
 �� �7�� �� ������� 6��
� 5�&�!7 ' U��'�. $���&� ' ��
������
 ���� ��� �� 56? ��&��& �� � �� ��0' :� ��
�T ���T�Z �6�'��
 6? �&�.

� �( !T� N�J� ��0' $����( �� �� �� ������� !U��'�. $)802.11b (
 ��]�� ����C�
�6�����
���2�� ��
 .�! ��Q
 ���T�Z N�J� $!��( �� 2,�U	
 ���6���"�� ' ��,( ���Q�4 ��� & ��' ���( ���J
 C


�7  ��* ������ � �
 �&������.
Countries Frequency 

range 
Maximum RF power 

level 
Rules for DSSS and FHSS 

U.S.1, Canada, and 
Latin America (FCC Part 

15,247) 

902-928 MHz
2,400-

2,483.5 MHz
5,750-5,850 

MHz 

1W (at ERP,2 and 
maximum 6 dBi 
antenna gain) 

DSSS: Receiver processing gain 
>10 dB FHSS: 75 hops or more 

Europe,3 (ETS,4 300 
328) 

2,400-
2,483.5 MHz 

100 mW (at EIRP,5) DSSS: Power spectrum density 
maximum 10 mW/MHz FHSS: 20 

hops or more 
Japan (MPT,6

Ordinances 78 and 79) 
2,471-2,497 

MHz 
Not specified DSSS/FHSS: Power spectrum 

density maximum 10 mW/MHz 
Australia 2,400-2,450 

MHz 
500 mW  

1. In Canada, not the 5,750-5,850-MHz band  
2. ERP-Effectively radiated power  
3. In France/Spain, only the 2,445-2,483.5/2,475-MHz band  
4. ETS-European Telecommunication Standard  
5. EIRP-Equivalent isotropically radiated power  

MPT-Ministry of Posts and Telecommunications (in Japan) 
#'�0��L�::�� �( �T	
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 �%� �� �%�&���
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�w��  � �( ��� �
 �w�� 6��!�
 :�� �� �����%�� �( ' ���� )�O&� ��&��? �  �w�� K@=� ' h��,7 5�!�O(�0 ��&���
 U%(�� 6�w
� �� �!�-&�w
 �! ' ��!�* ��-&���"��  � �w�� ��������
�� fX& �( :�,�� $!� ��%0' �%-&?  � �A%�

 ' �&�����( 2�� ��!� �D!�w! �� �-&? �T=�
 �� �!�-&�w
 C�& ' � ��& �  +�%Z@4� �%( 8!�� ������ 6�w
� Uw� $!�(
���� :���
.
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 ���J� �( G��T� � �� �D�,( 5���& � �
 .'� �7� R&���
 G��T�  ��* ������� � �
 
�� 5���7FSK �%!'�'� )BFSK ( �%7� ' ��%� �%
 �����%����� 5��%� �����%�� R&�%��
 FSK �����%�� 5�%&�7 �-� 
��� �
.

��� ���� m��F&� #��D��FSK R&�%��
 h�%. V�('���
 52
�! � ' ���� #�Q�&� #�4  � 8� 2�� �C�� 6��� 5
� �� .���,�� ����
 �(FHSS m��F&� �� �
�� N�& �� FSK )��( 5Gaussian FSK �%!��& �%
 �����%�� C%�& 5.�%(

 ������� ��0'Gaussian FSK  � ���,�� �( ����
 FHSS 2�,%& K�4 $!� 5�-[�&��  � ��9�( 2�( ��& f,� '
� �� ���A�( 2���,3 5����� \�J�� U
��Z �!�� ' C!�& �( .

�!�X���L��:�
  ��"�� :!FHSS 
-Sync :����� 2
�! � ���� ��7? 2-0 }'���
 |! ' ��= �� ������.
-:!�
 N'�� US�3 ::!�
 |! ��z? ����� $��J�:0000110010111101 
-PLW^:#�4PSDU�  ��� �
 �YA
 .
-PSF`:���� ��&Whitend PSDU��� �
 �YA
 �  .
-��!?�� ��F" #���� :CRC ���F" #���� ���( .
-Whitend PSDU : ��  � �  �=�" ������& 5 ����� #�Q�&��t�%�[' 6��� U*��3 2-0 52!�( DC 5

��� �
  ��*.

DSSS:
�w!C�
 �!9 ���� ����. $!�"?�s`,^^ 5DSSS ���( �
 .1%��� K�4 $!�Apple,Lucent,Farallon 

:�� �( ��� �w�� 6�7������[�� �!�� '���,�� ���7 �
 ���� ����. 5.DSSS �%( FHSS 
2%�� +'�%�� .��%O(
 5�-&? $�( 6��� ��S�� R�� ' �!�-[�&�� �( �&�( ���-. :�,Q�DSSS ' �&���,%7 �
 �&�( ���-. )���  � �  #��D�� 

��� �
 B!�C
� �  �&�( ���-. �' ' ��-( f���� $!� �( .��&���FHSS �%
 U!�%�� ������& 6�!�0 �( 5�-��( 6�!�0 5
2�( ��� �! |! 5 ���& �� �� 5���7� ���( � �  .
|��w� �T���( �-��( ���J�G��T�a���%7 �%
 �YA
 5������� � �
 .H@"�%( �%��[�FHSS 5DSSS G%��T� 

�� �T3�
 2��� }'���
 8F* ����
�( �  h��")PSKd(2�� ���-& 6���( 5.��%����& 6�!�0 G%��T� PSK |%! �%( 
%���� |! �( 6? �� R. �� ���7 �
 U!��� 51T�Y
 �!��Q
 #��D�� ��%� �%
 ���� 5������A%��
 �.�A%��
 �%����

 |! 5����� #��D�� C!�& ���g#��D�� 5PN 5�%!��& ��O!� 5����� �[��� |! �� �!�C
� �
 #��D�� $!� �( �  .���,�� 
�( ����
DSSS �' �( �  ����� �[��� 5���[��� ����� Barkeri�%�� �%
  ��* 5.�[��%�Barker ��%� |%! �%-�� 

' 2�W
 �!��Q
 �'  �
  �w( 5 #��D��  � #�Q�&� 2-0 �� 2�� ���
 .�%!� �!�X%� ��&��� R[�. |! ��� #�W
 ���(
�! ��:

�!�X���L��:�&��& R[�. |! 

1-PSDU Length Word 
2-PLCP Signaling Field 
3-Modulation 
4-Phase Shift Keying 
5-Pseudo-Noise 
6-Eleven-Chip Barker Sequence 
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!� �[��� �( �  R[�. $!� �7� �G��T���� ::
+1-1+1+1-1+1+1+1-1-1-1 

 R�� '��� ���_� #�Q�&� ��  � �  R[�.:)��%( 9�%( �%7� $�!�. ' ��( $�!�. �7� 9�(( � �  6? 2%J�*�
 �%! ' 5
R[�. 5��S��& ��3 #�� � 2���" � 6'�( +9�3G��T�2��� �����" 5�!� �!�X� ��&��� �� ��
�! :

�!�X���L��:R[�.G��T��&��& ��
�! 

R. �[��� 5���,� �[��� �� ~ �" 5R[�. )'� ���& ���( 5 �-,[�. ���7��� ��%w� 5 �����%�� � �%
 8F* $�
�
 ���7 �
 .8F* $!�"? �w�!� �( $!��(��(a-1' 2�� 8F* $�['� a+1 |%! �%& ' �&�A%&��( |! ��&�
 2[�3 $!� 52�� 

��� �
 U�Z 5  �;7 .5 )'� 8F*  � �� �T3�
a-1 �%��( �%
  �;%7 |! �� 5��!;. �
 + �= 5.#��D�%� 6�&���,%7
 �� �  �{�%
 �%&�( ��%-�. ' �%�� �%
 h��,7 �  ������� � �
 �&�( ���-. 5�[��� $!� ����
�(1 MHz �%( 11 MHz 5

�C
���� �
 B! �( �  6? 5���& + �=  � 56��� �
 ���� �� 2,�[�3 � $!� '�/�5��! '1 Mbps��� B��� .
���
� $��o�� #��D�� h��,7 B��� ���%( �%w! �F( >� '? �%
 :���
 �  U"��� �(��(  � 6? ��!;. ��{�� 

 5�&�( #�4 )���  � �!�( U"��� 5 ���� �@( |! )��� 6���  ��* ��{�� 2	� ��� �.$��o�� #��D�� 6��� 5h��,7
 ��� �
 B��� 5�&�( ���-. )��� �( �0'�" 6��� #��Z� U�[�( 5 �  ��� UQ��
)�!���
(.X%�  � ��{�� '� �� ��%!� �!'

2�� ��� ���� 6�A& . �	
 �!�X� $!  �y �	
 ' #��D�� 6��� 5x���� #�� � R&���
 5���( �
.

�!�X�^dL^�:� �( C!�& ��{����� #�� � ��� ��� 

�!�X�^dL^�:��� #�� � ��� ���� �( �!���
 ��{�� 
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|! �( ����� h��,7 �0'�" R��G��T� 8�(�� ����� ^��� �
 UQ��
 .��%��� #�%Q�&� U%!�	� R�%�
���7 �
 �!�-& .���,�� �( ����
 DSSS 5�� �� 2%�( ��%& :1 Mbps �� �����%�� �%( PSK 'BPSK '2 Mbps �%( 

���� 8�(�� �� ���PSK)QPSK.( 

�!�X���L��::!�
  ��"��DSSS 

-Sync :�'  �
  �w( 5 ��&��7 6��� ��7? ���( ' 2�� |! ' ��= 6��
  � �w! f����.
-:!�
 N'�� US�3 :�!��& �
 �YA
 �  :!�
 ����(� :1111001110100000.
-#��D�� :#��D�� ���� ��& $��J�.
-R!'�� :��? ��� ������� ���(2�� ��� ' �  5)��= )���.(
-#�4 :2�� 5:!�
 #�Q�&� 2-0 ���& � �
 ��� ��!�{'�w�
 ���J� ����� 6�A&.
-:!�
 �[��� 2,� :CRC ���F" 2,� 2-0 ���( .
-PSDU :MSDU�[�� � �

S!
c ����!:
�s`,^^ ��&�� �A��
 ~��
� �� IR�!��& �
 ������� .�
 ��� ����� 2
�! � ' ������
 H@"�( �%F" #'��

  �C(� 5 '� ��  �� #���� ' 6�!��T� ��&��� 5 ���'�
���,�� �%( ����
 ��� IR |%! �%( #��D�%�  �A%�&� G%!�4 �� 5
�%��� �%
 )�O&� �  #�Q�&� U�Z 5� �� ��-Z�( �  �XQ
 �( 6���  6�
� �� 1�	
 �( ���� 6�&�(����( ���u' �� 5\Q� .

 �= C�& ��
�! � ��� ���� � �
  � U�Z $!� ���7 �
 +.+�4��� �  � C
�* 6'��
 9�%( ��-,&���
 ��LV�%Q�*� �%!� 
�S�
  �& \�4L�
 ������� ��� .��& �-[��D�� h'  $!�  � ����  ��Z �� ��!� ' P���� �� ��&��� .���7 �%w( �%
� $!� 

�
 �'�	
 �  C
�* 6'��
 �t�[��w� ���� .� �T=�
 �� 6���"�� U"�� +�4��� �  � �T�  �F( �� �%��( :%� �-��D�,%!
 �
 ������� h'  $!� ���.�%�
�� ��%-0�
 #�4 6�&�(����( 2-0 ��Q� ��
���& 6���"�� U"��  � �'@J( �gs �%� 

�gs 2�� )�9 5��� '�
 ���
�&�& .V��!�Q� ��( ��0' 5\Q� �( ���
���& �( �'@Z^s��%-*��� f%���
 �  6? 5��%�
 
! �� �� � �� m�4� |! ��&��� 5|���2�� ����& 5���'�
 �D.�� |.

�s`,^^ ��� �
 �&����A. ���� ��& 6'� �� ���'�
 :1Mbps '2Mbps .  2Z��  �1Mbps 6�!�0 �� 5
�( ����dBY( `��� �
 :�,Q� .C%
�* 6'��%
  �& �� 5��A�( �&�w
 B��. ' �&�( ���-. 5��( �4�Y( �!�!��  ~��
�

 �& �� ���A�( ��( ��.w! �( BY( �� R�� �����#�4  � 5 $w�
 R[�. G��T� ��%� �%
 U!�%�� 5#�Q�&� '.$%!�
 |��w�G��T� 5G��T� 2�J*�
 ���,[�. a��� �
 ���
�& .��&  �2Mbps 5G%��T� �%��( �%
 +'�%��
 ��%3�� .

�� �w! �( ~'� ' ���7 �
 :�,Q� �-��( ~'� �( ���� 6�!�0�$w�
 R[�. G��T��(�! �
 .

1-Quadrature Modulator 
2�Quartet 
3-16 Pulse Position Modulation 
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OFDM:
� ��&����IEEE 802.11a �w!C�
 �!9 K�4 �� OFDM �%( ���� ��-[��D�%� 6?  � �%� �!��& �
 ������� 

������� U�3�!� ^���� #�%Q�&� ��& ��-� 2-0 5�CO
 �5�5��5��5��5��5���%! '54 Mbps �%
 �����%�� 5
��� .��� ���� ��&�5��'24 Mbps�0� ���,� � � .�� �%��  ��%� ��%��� U%�3�!� B%Q& 5��%��� U%�3�!� 

�& �� ��-Z�( #��D�%� �� �%T3�
 2��� �! ' R&���
 $�
�7 ��!�& ���( �J0�
 6���J( �-&? �� �&��� �
 :�,�� �� 
�!��& ������� 5#�Q�&� �4  � .%F" �%�[�� �� ���7�%T0 2-0 5���  ��-[�&���!� G!�4 �� �!'�'� �[��� ��� |! e�

 ���7 �
 #�� � 5���4 .�����%� �%( +�%Z@4� #�Q�&� 2-0 �  :�� �( ��CO
 ����,
 5 ��&���*�( ����� U�3�!� 
�& '? �
 :���
 5����
 .5U%=�3 ��� ����� U�3�!� R&���
 ���
0.3125 MHz)���%(20 MHz �%( �����%( 
����� U�3�!� R&���
(���( �
 5.

�w!C�
 �!9 ��['� H��OFDM� 5Uw�'�. ���� ����3�' #�Q�&� 2!��MAC)MPDU �%�(�%!9 1%��� 5MAC 
���,�� ���( �
 .�w!C�
 �!9OFDM ��� �
 :�,Q� BY( �( :�%w!C�
 �!9 �!��D�� Uw�'�.)PLCP`(�%!� '

�w!C�
 ��,(�' ��� �!9)PMDa.( 
�!9MAC �( PLCP �T=� ��-�7b!' G!�4 �� �w!C�
 R!'�� G!�4 �� AP ��� � 5��� �
  ��*�( e.� �%�� �(

 �!9MAC 5PLCP 5MPDU���� �
 ��-
 5#�Q�&� ���(�  �� .$�%�o��PLCP �&�%�  G%!�4 �� ��%� � �' ��%-�!�
 
�!9 �( 5:�� �(MAC ��� �
 U!�	� .�!9 �!�PLCP �%!9 �D�,(�' 5MAC �%!9�!� �%( PMD 2%��D& �T�%��( �  

MPDU��
 :!�
  ��"�� |! 6 '�( �� �T���( #�Q�&� ���( f�PMD��� �
 B��� �  5.
2-0 �( �0�� �(PLCP 5PMD �&�%�  G%!�4 �� �  ��D�,%!� '� $�%( �%w!C�
 ��%-�!��0�
 2
�! � ' #�Q�&� 
� '? �
 :���
 5:�� �( .6� '? :���
 2-0 5R!'�� $!�PMD U%�Z ' ���%�  ��*�( e��� � 5��� 1�	
 �( V���Q�,
 

�(�!��( ' m��F&� �%�� �%
 )�%O&� �  �[�%Q�&� ��� :!�
 .PLCP 'PMD �� 5 2%
�! � ' #�%Q�&� 8%(��� )�%O&� 2%-0 5
��!��& �
 ������� �!���(� ��-,!'��.

:!�
 |! :!�
 2
�
 �!� �!�X�802.11a ��� �
 B!��& �  .�
�Q
 �T�
d6��%�  5 ��%��� 2%
�! � �%( 5
#��D�� |!OFDM :!�
 }�!��( ���� )�D�� ' ��' ' ��� �
 N@4� �  .�'�%3 5�
�Q
���%��( �%
 ��%�& .��

 ����" ��-( #���� �����.�( 2-0 ' ��( ����� ���&)AGCg(U%
�3 ���%( � C%( ��-,%&���
 2%
�! � #�%��3� '
�'  �
  �w( 5#��D�� .�%!��& �%
 �����%�� ��%" G%�*� ���� 6�C�
 2-0 5�&9�4 ������& �� ����� 2
�! �.%(�

5�
�Q
 |�� 5��' ' ���� :!�
 $�['� 2
�! � �� ����� 2
�! ���� �� 6�
� ��&�{ �T�
 .

1-Subcarrier 
2-Physical Layer Convergence Protocol 
3-Physical Medium Dependent 
4-Preamble 
5-Automatic Gain Control 
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��!�X��L��: ��"�� :!�
 OFDM 

�'�3 5#��D�� �T�
��� ���( � �  :!�
 #�4 ' ���� ��& �� ���( �
 2�( .�Y,%&802.11a �� OFDM �� 5
f���� �� �%T3�
 2��%� }'�%��
 8F* �%!'�'� )BPSK(5PSK �A%Y(  �%-0 )QPSK ( 'G%��T� �%�
�� ��A%Y( 

)QAM^(#'�0  � ��� ���� 6�A& 5 ���& � �
 ���� ��& n����( 5��L��!��& �
 ������� 5.:!�%
 #�%4 5#�%4 �T�
 
��� �
 6�A& �  2!�( f,3�( .�
�Q
PLCP �( 5#��D�� �T�
 'BPSK 2Z�� �( ' U!��� 6 Mbps �%( �0�� 6'�( 5

�� �T�
  � ��� �YA
 ���� ��&���7 �
 #�� � 5#��D .���( �
 5�(�Y�&� ���� ��& n����( 5�(�!��( ��&.
Data Rate 

(Mbps) 
Modulation Coding Rate Coded bits per 

subcarrier 
Coded bits per 
OFDM symbol 

Data bits per 
OFDM symbol 

6 BPSK 1/2 1 48 24 
9 BPSK 3/4 1 48 36 
12 QPSK 1/2 2 96 48 
18 QPSK 3/4 2 96 72 
24 16-QAM 1/2 4 192 96 
36 16-QAM 3/4 4 192 144 
48 16-QAM 2/3 6 288 192 
54 64-QAM 3/4 6 288 216 

#'�0��L�:��� |��w�G��T� 

5R!'�� �T�
���� 2�� ���( ����( �
 ��= 5��,( }�!��( �&�
C�� 2-0 5 6? #'� 2�( �!�%� '�2%�( 
������� 2-0 5��&���*�( ����( �
 ��� ' �  5��? ���)��%= �%( ��� :�E��. .( R!'�%� ���� �%3�PLCP)PSDU(5

Payload �!9 �� ��� #�� � MAC ���( �
 .�T�
Pad �'�3 U*��3 5��%( 6? ��-��( ���J� 8*�'  � �
� 52�� 2�( 
���& |!  � �� ��-��( ���J� �� �(��
 + �X( 5���� �T�
 �� 2,!� ����&�OFDM)��5��5��� �! '���(���%75 .

|!Scrambler �[��� �[�
 |! �� ������� �( 5���� ��� 5 �
��X%� �%��( ����D[� �( �  ���� �T�
 ��-��( ��� 5���( 
��� �
 ���_� 5|! �! ��= �&9�4 ��-&�!�0 �� ��7�T0 2-0.

m��F&� ���� �(OSDM  � 802.11a �� �'�7 �( �!'�'� ��-[��D�� �Z��O
 5)���&��( �%-� 5'� 5|%! .�%!
 ��!? �
  � 51T�Y
 �!��Q
 �� ������ +�=�( ' �&�� �
 :�,Q� 5�(�Y�&� ���� ��& f,3�( 5���( B� .5#�W
 ���(

 ���� ��& �7�24 Mbps 5���7 }�Y�&� PLCP �( �  ���� ��-��( 16 QAM�!��& �
 2��D& 5.
52��D& �� R.PLCP �
�& �  1T�Y
 �!��Q
 [��� �
 ���, )�%�� ���%( �&�,%w! �
�X%
 6��%� $�D&�%�
 ��

 ���7 U=�3 �-���D& .PLCP }'�%�� � '� �%( 5���& �� 5�}�,%�&� 5�%=�" ��%��� U%�3�!� �%( �  5�� �%�&�{'�w�
 
��� �
 .8!�� �! �
 RwZ Uw� ���_� |!)IFFT`(���7 �
 f���� �� ����� U�3�!� �( 5#�Q�&� �� U�* 5.

��-3�4 �!�� ��&��� �w!C�
 �!9���,�� 5PLCP h �C%7 �T�%��( �  #�&�� 6��( ���? $��Y� Uw�'�. |! 
�!9 6��( ���? �! ' 6��( #�_A
MAC R!'�� G!�4 �� 5AP �%�� �%
 ���� ����. 5.�%!9MAC +�%Z@4� $%!� �� 5

|! #�Q�&� +� ���� �
? �. $��J� 2-0MDSU�!��& �
 ������� 5.
�!9 ���( � �� ��-,&���
OFDM  � ���,�� �&�( �� �( 5��O
 6'�(100 MHz���7 �
 :�,Q� :5.15-

5.25 MHz 55.25-5.35 MHz '5.725-5.825 MHz .��#�&�� 20 MHz 6��%� 2!�'�%	
 �%&�( �%� ' � �� ��0' 
� �� �  ��" �0'�" .6���Z 5#� �
 �
�& $�S? �� 5�w!�
?  ���BY( 5���/���
 :�E�� 5 �  �-,&���
 $!� 5�!��&.

1-Quadrature Amplitude Modulation 
2-Inverse Fast Fourier Transform 
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� ��&����802.11a �'�	
 ��
�� |! 56�7���� 2
�! � �� 2,&? ��
���& 82-65 dBm ��%& n�%�� �%( �  
����( ����� 5�(�Y�&� ���� .

IEEE :�� �( ��� �w�� 802.11a '802.11b #��  � �  ���� �� ���& � ��&���� � '��
 � �� ��&��%�� 
��� ���� $�( �� � '? ��0�( 
C
 � �;7 2%&��� � ��&��%�� �%�&��� �!�%���( �� ' �-,&���
 5\T�Y
 �w!C����,�

��-�Z�� �( ����� U�Z��5��� '1000 Mbps���  ��*�( e��� � 5\T�Y
 ��-T(�� ' � �& ���
 �' �( 5.
� ��&����802.11b �&�(  �  �� ���( 2.4 GHz |%��w� �� ������� �( DSSS 2%�� ��%� �%3��4 5.��%� ��

 5�D!� � ��&����802.11a �%&�(  �  �%� ���%( 55 GHz 2%�� ��%� �%3��4 5.� ��&��%��802.11a K�%4 �� OFDM 
��� �
 �������.
� ��&����802.11a �� �!�-�Z�� ��& �� 554 Mbps �%( 2�,%& ���J!�� ��� �w�� 5��� �
 �&����A. �  

802.11b �W���%3 ��-�Z�� �� �� 511 Mbps  �( �%
 5�%�� �%
 �&����A%. �%� .58!�%� 2%&��� ' 2%&��� �%�&���
802.11b '802.11a |! �� MAC ��!��& �
 ������� 56�,w! .�%( �&�,w! �w!C�
 �!9 K�4 �� 8!�� 2&��� ���7�

 ��� �
 ������� 2&���)2�� ��J!�� 1Q
(5802.11a )�%�( 5�%!��& �%
 ������� +'���
 V@
�� K�4 |! �� OFDM 5
�!��& �
 �������.

1FCC 5~�
 \�4300 MHz �@%(  � ��O
 6'�( �����( �� ���( �  5 GHz 5200 MHz �%�
��  � 5.15 

GHz �� 5.35 GHz ' 5100 MHz  � �D!� 5.725 MHz �� 5.825 MHz 2%�� ���� ��X%Y� 5.�%� �%( \%�4 $%!�
2�� ��� :�,Q� � �� ��3�& .$�['�100 MHz �W���%3 �%0'�" 6��� �( 5BY( $!�� $�!�.  � 550 Mw �'�%	
 5

2%�� ��%� .100 MHz)'� �%0'�" 6��%� 5250 mW $!��9�%( ' � �� �  100 MHz 6'�%�( ��%���( �� 2%-0 5
6? �0'�" 6��� �W���3 ' ���( �
 �C
�& 56���"��1 W2�� .��-� �� 5�,!�Q
 )�Q
  �802.11b 5�%( �%�&��� �


 �0'�" 6���1 W���� U�Z 5�w!�
?  � .�-� �� �� � ��,( ���7� �T!9� �( 5��'�
� 6 �
 �' ����( ��3 6�o��
 ��0�
 �0 �" 6��� �W���3 �� �AY( �-�� 5�
�7)30 mW (��!��& �
 ������� � .

� ��&����802.11a �!� �� ��� ��J
 �� �"�( 5� '? �%
 2%��( 5��9�( � �� R&���
 �F���( �  B.B!�C%
�
 �� \�42.4 GHz �( 5 GHz �
 ��( 6�� :� �Z�( 5���7 .802.11a  ��%Q
 ��%( B��%� $!��( ��Tz ���( EIRP 2

�W���3 �� �  ��"50 Mw��� �
 B!�C
� .
OFDM �%( 2�,%& �  ���9�%( �!� �%� ' 2%�� ��
�! �J��� 5:�� �( �&���"�� 6' � H���� 2-0 U=�  � 

��-T3 ��  ����,7 \�4 ��� �
 �S� � 5.OFDM �( 2Z�� �( ���� U
�3 |! :�,Q� �( ��%��� U%�3�!� $!��� �( 9
���� �( �-&? �� 5�� $�!�. 2Z�� �(DMT ��%� )��%
  � ������� � �
 h'  ��&���5 ����
 #�Q�&� ADSL )�%O&� �  5

��� �
  �� 5���� �
 .���-. 59�( 2Z�� U
�3 ��20 MHz �( ' ����� ��V�%�!�Q� )��%���5 #�%&���!� 300 KHz 5
���7 �
 :�,Q�.OFDM �� ����!��& �
 ������� ���� #�Q�&� 2-0 5#�&���!.

 � ��� ����. #�&�� �!� ��OFDM V�%�!�Q� 5300 KHz � �� �%�-. .52Z�%� �%3 $!�%��� �%(BPSK 2%-0 
� �;7C
 125 Kbps �( 2Z�� 5 �O��&  � ' ���7 �
  ��* ������� � �
 #�&�� �� ���( 6,000 Kbps �! 6 Mbps 
��  �
 .F* �� ������� �( ��
 2��� }'���
 8��&�7 )QPSK(2Z�%� �( 6��� �
 5�#�%&�� �%� ���%( �%(��( )250 

Kbps ( U� 2Z�� '12 Mbps2
�! 2�� .�� ������� �(��jF� �� ��
�� G��T���A%Y( )4QAM(5� � 2%�( 
��& 6��� �
 ' ��� �
 � �;7 C
  C���24 Mbps� '? 2��( �  .� ��&����802.11a9�X	
 )��� Uw�'�. $!� +

��� �
 �!�. ��� ���� ��& $!� �� 2!��3 �(  ��O
 � .

�5��b!FHSS �� DSSS:

1-Federal Communications Commission 
2-Equivalent Isotropic Radiated Power 
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�,!�Q
  � FHSS �( DSSS �� 2��� �0�� �!�( 5DSSS �( �  �&? �!�C
 �"�( FHSS � �� .G%��T� �-&? $�['�
 
  � #��D�%� 6��%� �%( �w�&�
� ��3 5��7 C( ��
�� $��o�� ' ���( �
 �� ��
'��& :�,%�� �%( �,%!�QFHSS U%�Z 

2�� �� �  5��� �
 .#�&�� h�.  ��
  �w&? #�3FHSS ��� �
  ��* 6?  ���"�  � �  ���A�( ������ ��-,&���
 5
���J� 5�!�,�� ��-[�&�� $�( U"��� �O��& � '��� :�,�� U�FHSS���� �
 �'�	
 �  �X�XY� .5��%0' $!� �(

FHSS �( ����( |! DSSS  �� 2�,& �( 6? �&��*�
 B��� 6? ' �DSSS 56? �%�-( ��%wT�Z �%Z�( �%� 5 �%��( �
 
���( �
 �( � �� 1!��� 2	� .)�Z U�[�( 5 ����( $!� ���Z BY(����,7 \�4 FHSS 5�%&�( ��%�-. )��� �' �( 

��&���DSSS ���( �
 5.#��D�� #��Z� U�[�(FHSS 5��Z :� ����&�( �' �( ���%( ��A%�( 6? 6�%��& $!��(�%�( '
FHSS ��� U�Z U"��� �(��(  � ��-( �&��� �
 .h�. ���0 $��o��FHSS |%�� C%�& �� :!�
 )��X� �� }���0� �( 

��� �
 .�� 2Q�Q3 $!� �T���( �!�C
 $!�DSSS �%( 2�,& 5��7 C( U=��
  � FHSS 5�%�� �%
 U%�Z �%� $r%�F
 
2�� ��� �'�	
 .
? � B!��& �( �!�  ����&  � N�l�
 $!�2�� ��.

�!�X���L��:�,!�Q
FHSS �( DSSS 

�D!� 2!C
DSSS ���( �
 6? ����( 5.DSSS ���J� �( ��-( �!� �� �S� � �(  ��* AP �%( 2�,%& ���� FHSS 5
���( �
 .@J( 5�'FHSS �( 2�,& �  ���J!�� #C�� e�Q& 5��� �
 ��!� �!� �!�X�  � ��  �F&��� 5DSSS� �� .

�!�X�^dL`a:��!C� �,!�Q
AP ���& � �
 ��� ;7 �� �J(�� 6���J(  �FHSS 'DSSS 
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5�'@J( DSSS ���A�( ���J� �� AP �%( 2�,& �  ������ ��9�( ����
 �&�( ���-. |! �� �!��& �
 ������� 
FHSS� '? �
 :���
 5.

�!�X���L��:�Q
 ���J� �( ��� ;7 2�,& �,!AP  � FHSS 'DSSS 

5�� �w�� $���;7 :�  ���  � �'@J(DSSS �( �  ���9�( 2Z�� AP �( 2�,& ���� FHSS��� �
 �S� � 5.

�2w7:��@MAC 
�!9 5 � ��&���� $!� ��9�( �!9 �( ����( ���0� 5�w!C�
 �!9 �� �( �� R.MAC:!���&��( ���D& 5.��%�Z �%( 6

5:�� �( �w�� � ��&���� |!MAC � ��&���� ���,�� 5�(MAC � �� m�%
 52%&��� �%�&��� 5 ���%� ��%� �w�%� .
�� 2,&? +'��� $!� �� �� �&��&AP  � ���,�� 5�%�� �
 U�Z 5:�� �( �w�� ' ���� �w�� $�( U. |! 6���J( 

2�� ��A& ��
 ���� ��� �w��  � �� .��-�!�
 �'@J(���,�� �� 5�!�%�w! ��%-�7b!' ��  �%( �%� �%��( �%

��� �
 |�� 5 :�� �( �w��  � ���� 2
�! � ' #�� �.

5�%-�!�
 $�%( U"��%� 6�&�%�  U*��%3 �( ���( �� 2�� ��O
 �J� ����T�
 ' �[��� #���� �� �� :!�
 ��
 ���7 �
  ��* ������� � �
 .���O&? ��RF �� �E& �
�= 5���( �
 ��-0 ��� AP ,%!� �%� �%!  � 6? �%( �!�%-& ��D�

 �� 1��� ��D�,!� ��� :!�
 52�� e��� �AP ���7 �
 2
�! � 5��D�,!� ��( ��
��  � ��
�7  ��* .�T�
 � ��
 $!�  �
 �&��� �
 �[��� �'   �w( N�l�
 $!� � �
  � ���7 :��X� � �
  � .����%T�
 ��&��� �
 5�[��� #���� �T�
 �( \FZ

N�&/( C�& � '� ' N�& �!� �( $r�F
 +�F�� � �( |��  �E�
 �����( ����� 56�-�. ��� ��7 ��0' .����T�
 $��o��
 =  � 5 :!�
 �� ��� �
 ���0� �� 5 ��� �
  �� C�& 6��� �JF* �JF* ����T�
 �( �[��� #���� 51!��� 6��( �( + �

 JF* �( V��J(��A( :�,Q� ���w��� +� .�( ����T�
 $��o�� DS �� 'DS�,� C�& �� �����%�� ' ���%��.�( �( �� ��
 :�� �( ��-�� #�&��Backbone�'  �
  �w( 5.
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CSMA/CA�:
���,�� K�4 |! �� MAC K�4 �(�A
 CSMA/CD )��( 52&��� CSMA/CA �%�� �%
 �����%�� 5.$!�%��-


 �� 2,&?  � '� $!� $�( +'������,�� �%��( �
 )��X� �� }���0� #��&�( )CA ( ��  � �%w�[�3 � '��YA%� 2%&�
 � �� ��0' �F")CD .( ��YA%� 2%-0 h@� ' 5���( �
 ��� 8!��� + �X( :�� �( �w�� �� 2,&? �
� $!� U�[�

 �%��( C!�%& |%! �%! ' :!�%
 |%! �%&��� �%
 ��' ' ��%� \�Jl #��D�� |! ��!� 52�� $w�
 ��z 5)��X� .CA  � 
���,�� 2�� ��� �3��4 5)��X� �� ������ ���7�T0 2-0 5.K�4 $!� � '� �%4  � )��X%� R&�� B��� �Z�( 

���%7 �%
 5�%��( �
 ��D�,!� |! #�� � 6�!�. �� R. 6�
� �� 5� �� ��0' )��X� ���( �!9�( #���3� �� �&�
� . �
�%��� �%
 ��%" ��%� ���� #�%� �  � �J� ' ����( �
 #�Q�&� �&��  �( �(����� �E��
 ��D�,!� $!��� 56�
� $!� .

� $!� �� }���0� ���( 5)��X���,��f���� |! �� n�wJ
 �(�!��( `�!��& �
 ������� 5�*���� .

|��w� $!�  � ������� � �
 �&�
� ��� ���(5� C( �( |��� �� 6�� ����&� f����( 5����( �
 �!� K�� �( :
�SIFSa:|! 2-0ACK 5CTS �D!� +�JF* 5MPDU � ���%( �%&��& �%( �%��.  � ' #'� �JF* CO( 

PCF�� � �
 5���7 �
  ��* �����.
�PISFd:�(  �� 6�
�  �PCFg�'  �
  �w( #�Q�&� �&��  �( ������ 2!�['� f,� 2-0 5.
�DIFSi:�(  �� 6�
�  �DCF��'  �%
  �%w( 5�%� :!�%
 2!�!�
 ' ���� ��� :!�
 #�Q�&� 2-0 5. �

����&� �( �!�( ���(� �� ��D�,!� 5�
�4  �-� ' '� ��� 2��DIFS ���� ��= |� �( )��*� R�� '
��!���( 6? 6���& �! 6��( ���? $��J� 2-0 5 #�Q�&� �&��  6���.

CSMA �� 5#�%Q�&� �&��  �' �( )��X� �� ���7�T0 2-0 ��%� 8%!��� �D���%�� 8(�%� )DCF ( :�! �%D[� '
�!��& �
 ������� 5�*���� n�wJ
 �(�!��( .DCF��
 Uw�'�. |! ����( �
 �[��O
 �( �.NAV�%! 2%�� ��& ��%� |

�T�
  � ' �   ��Q
 �( ��  ��Q
 5��
�! � :!�
 $!�"? � '� ���7 �
 ��� .|%! �%� 2,%�&�
� +�
 �D&��( 6�
� $!�
���( �
 ��
���& 5��" ��� ���� #�Q�&� 2-0 ��D�,!�.

�!�X���L��:��wT�Z + ���T
CA 

1-Carrier Sense Multiple Access/ Collision Avoidance 
2-BacK-off 
3-Short Interframe space 
4-PCF Interframe space 
5-Point Coordination Function 
6-DCF Interframe space 
7-Distributed Coordination Function 
8-Network Allocation Vector 
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CSMA/CA �FQ& �D����� 8(�� |! �� �� $��o�� )PCF ( � ���"� |%! �����.�( 2-0 �� ���( �
AP 
�'  �
  �w( 5��� ������ �FQ& |! 6���Z �( . � 5�%l�Q�
 �%� �( �  �!�-�!�['� 5����� ������ �FQ& 58(�� $!�  �

 ��� �
 5�[�� � :!�
 |! .��!C7PCF 2!�'�%	
 �� �� ��-,%!'�� 2%-0 �%&��� �%
 ��%!� >2�� ���� �*  ��,( 
�' �( +�= 5+�= 6�o�� �&�
� IP)VoIP(�'   �w( 5�� �&��  ��� ��-w�
��� '.

�!�X���L��:��wT�ZPCF 

�!�X���L��:��wT�Z �&�
�  ����&CA 

5��� �
 ����A
 9�( �!�X�  � ��  �F&��� $�%( ���%
 � '� |%! 5#�%Q�&� �&�%�  6��( #�_�� � '� �� R.
 :!�
)1IFS(���( �� 5���,�� 50 µsec � ��  ��* 52�� .� '� ����&� �( �!�( ��� �C(� ���IFS��!��& ��= 5.R%.

 ��IFS ��� ���( �� �
�l� �*���� 6�
� |! �� �C(� 520 µsec %�& n�%wJ
 �(�%!��( :�! �%D[� |%! �T�%��( �%� 5�!�
 ��&��( �E��
 �!�( C�& 5���7 �
 $��J� �!'�'�.�[��O
 ��O�. ���( 6�
� U*��3  ��Q
 '� $�( 6�
� $!� )CWmin ( '

�[��O
 ��O�. 6�
�  ��Q
 �W���3)CWmax ( ���( �
.�%� ���,%� �� ��%� $�%�J� B�%. �� �!��%Q
 5 ��Q
 '� $!� 
�,( 8*��( #�� �  � ���!� ��{�� 5�-&? j�	= $��J� � �� 5���� ��� �. �802.11e R!'�%� 2%���� ���-( 2-0 5

��w��� �!��Q
 �� 5��!�X� ' ���= ' �J*�' 6�
� �����( �� ���(CWmin �� ���� �(��(  � 5����( �� U��* $!� ���( 5
��� �
 ������� �[��J
 �����( ��.��-�!�'�%	
 ' ��9�%( 2%!�['� �( ��� ���� #�� � R&�� f���� $!� �( �&�%
� 

���7 �
 ��A�( 5�� 2Y� .�&��  56�
� $!� ���;7 �� R.#�Q�&� ���( ���? )���D�,!� ��� ���� � ��%& ���� #�Q�&�(5
�!���( ���� #�Q�&�  � �J� �&��� �
 ��D�,!� '.�
��X� �!��Q
 �� ��D�,!� ��)�
��X%� ��%� 8*�'  � (�%( 5h��%"

 ��� �
 �������  �E�&� 6�
� 6���Z .$!� ��� �
 B��� �  )��X� R&�� K�4 .�� �C(� 5 ��� �YA
 )��X� |! �7�
 �&�
� ��� ���( 2�Jl' �( �&��  �w�&�
� �� �&��7 �
�( 5 �E�&� #�Q�&����7 ���? � �('� .

1-Interframe spacing period 
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�!�X���L��:�
�l�  �E�&� 6�
� �*���� �!��Q
 

��-�!�
  � �D!� +'�����!�� ���( �
 .,�� �� � ��,( �w�!� �( ��-��LAN ��%-�!�
 N��%&� �"�( ��
���& 5
��
�! ���!�� :�� �( 2J��4 5����( �
 ���,�� � �� �%
 U%��	� 5�%��
� $%!�  � �  �%�w! ��-!�%�
���& �"�( 5.

�!�� ��&���LAN 5�����,�� )��� ��!�� 52
�! � 6�!�.  � �  ��" ��-�!�
 �%�� �%
 )�O&� .�%W�� H@"�%( �%��7�
LAN 5�� ���,�� $!� �!9  � �   �� MAC ��� �
 2!�!�
 ��" �!�� �� 2,�[�3 � $!� 'LAN  � �   �%� $%!� �%�

 ��� �
 )�O&� ��9�( ��� �!9 . � ��%� U%��	� �&�%
� ��-!�%�
���& �%
� $%!� U�[����,�� �%��( �%
 .6�%
� �%(
 �E�&�IFS����&� �( 50 µsec  � �  ��!�� |! �!�( ����� 2
�! � 510 µsec �� R. 5��!�� CRC #�%� � 5:!�
 ���( 
��� . � 8(��� $!� )��� )�O&� �(10 µsec �TX%
@( �%&��� �%
 ��%��� 2
�! � 5:!�
 2
�! � �� R. �%�!�� #�%� � �  

�!��& � '�  � ���� �� ��D�,!� �!�� ��!� >IFS ���( �
 �[�" #�Q�&� �&��  ' ����( �
 ��" .��%-&�
� $%!� 5�����
 �
 �� 8&�
 5 ���. �!9 $!��(��( >���7 �
 ��9�( �!9 |!  � ��!�� 2!�!MAC �%�� �%
 )�%O&� �  ��!�� .$%!� 2Z�%�

 ���7 �
 �	( 6? � �
  � ��A�( V��J( �� 52�� �&��	( �Tr,
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A firewall consisting of two packet filters and an application gateway 

1-Fire Wall 
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1�permutation 
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�
 ���� ����� :ELL

 �^i�
 )�O&� � �D& C
  U�Z �T3�
 �%
 ��0� �T3�
 ��  � $�
 �'  �� � �� ��T� |! ���  � ' ��%�
� �T3�
 ���
 )�O&� 6? �'  �=�" 8(�� ��� .1���IBM  ��� U!�'�  � �s�%� ��%O!� .'�  � � �%D& C%
  $%!�

�
 ������� 2[�3 ��� :
^L��-��,��End – to –End  )  �!9  �application  (  
`L' ����&  � ��&��. h' (�!��,
�
 )�O&� 6? \A� ' � �D& C
  U�Z �- ��� .

�B�-��X
1 DES :  
1��� ����� ��� U!�'�  �IBM  2
�! �J��� .��� ��,( + �X( +�Z@4�id��%�(�  � ' �%!? �%
  � ���( 

�
 #��Z� �� ���� �'  2AD!�0 |! ��� .

8(�� +��SC0F:���  ���(�a`���!� |! �( ���( d��
 U!��� ���( ��� .U%�Z R��XOR  �%�T� �%( 
d� �
 )�O&� ���( ( �O��& ' ��� �( �!�a`��� U!��� 2�( .��T� |!giU3��
 )���  � �� :! �� ���( ^i�%�T� 
d� ��� �
 ��"�� 6? �'  �� ���( .��" C�& ���(�  � ���[����� �T�* � �D&C
  ���� �( XOR�
 ��� .

The Data encryption standard.  (a) General outline. 
(b) Detail of one iteration.  The circled + means exclusive OR. 

1-Data Eneryptum Standard 
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 ���� ����� :ELN

�
 ������� ��T� 6��� �� �S�A7 C
   � ���,� '�('  + �X( ����T� �[' ���.�(��T� |!gi)�%�� �%��( 
�����T�d���� �
 ��"�� ���( .�
  ��w� U3��
 6��� �S�A7C
  ���( �
 �YA
 9�( �����T� ' ��� ���.

��T� �� 2�� $!� h'  $!� #�w�� 2�� ���A
 �S�A7C
  ' � �D&C
  $�( .

/!�a� C��) &-��	S!-(RSA)  :  
� �D&C
  ���( ��T� |!)�
��Z (�S�A7C
  ���( ��T� |! ')�=�X".(� �%D&C
  �%�T� �%%%%�� ��J!

 ��T� �[' �& �� �& ��& �S�A7 C
  .�T� ���[� �%
 ��"�� � �D&C
  ��T� �'  �� �S�A7C
  ��%�  �%� ' ��%� �,%�
 2,�& .#��  �^��� :�! �D[� RAS�
 U!��� ��Z �( �� ���� ���(�  � �
? ��0�( �&��.
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�
 ���� ����� :ELU

:! �� U(�Q
 + �= �( ���� |!ID ES OF  

MA RC HX 
� ����� �� '� ��� 2�,* �( �  �� ���� ���(��
 :�,Q :��� 0803  0418 

0�
 U!��� ��Z �( �  ���� �� �� ��� ��* G�4 V@W%
 :��� :A:01      0779  1983   

 B:01 
C:02      

�
 }�Y�&� ��Z 2�� |! �J( �T3�
  � ��� :�
��Z ��T� (e,n)  
�=�X" ��T� (d,n)  

ci = pi mod n � �D&C
  
pi = ci mod n  �S�A7 C
  '

UW
 ���Z �!�(d��� )�%O&� 6? �( �  �S�A7 C
  6���( �� ��� ���. .h'   �RSA ' �
�%�Z �%�T� }�%Y�&� 
2�� �!� + �= �( �=�X" :

\[� :#'� ��Z '�q,p �
 }�Y�&� �&��)�
 �� �!�0 �� ����( � C( �!�( ��&���)��*  2,!'�((
}:��Zn,z�
 ����	
 �!� + �= �( �&��:

n = p*q 
z = (p-1)(q-1)  

~:��Zd�( 2�,& �� ���� }�Y�&� �� �&�7 �( �  z���( #'� .
�:n��� �(d��Z e�
 }�Y�&� �� �&�7 �( ���(  ��*�( �!� �F(�  �� ��� :

exd   mod z = 1 
#�W
 :�� ���� ��
suzanne :��� C
  :����Y( �  :
q,p :��� �
 }�Y�&� �  :q = 11  , p= 3 

z = 20 , n = 33  :  �( 2�,& �� #'� ��Z |!z��� �
 }�Y�&� 2�� #'� :d = 7

'e�� �� �&�7 �( :! '? �
 2��( �  7 * e mod  20 = 1  :   e = 3�! e = 23  
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�
 ���� ����� :EL[

���  Y

�
 :
���( �
 ���A
 ��T� �� ������� �( 2!�� ���3� �( e�(�
 '�('  Uw�.

�
 ��T� ��A
� �� 2�� $!� m�
 h'  f�Z h'  �� U%�[� $��� �( ��� +@wA
 6�
? ��0�( �Z�( �&���
 h'  ' �
��Z ��T� �( 2!�� ���3�RSA ��� �
 ������� )��Z ��T� h'  $!�  � � �� ��%0' �=�X" ��T� ' �


 (.

/X�B�d�� &�  ��!
 :

�&�
� �7�A)��. �� ��� �w�
 P2�� ������
 �  )2�� ���� P��
� '(5B�
 ��%� C%%%%%
  $�
 �&���
KBB(A,T,P) �( �  �)��. �T=� $�
 ����)$�
P('RA��� �%%%%%%%S� � ��7��� �( .��T�KBB %%%%��"�  � C%��
  �

 �%��( �%
 ��%7��� ��%%%%%��Z� � �%
 �%� 2%�� P��
� �%%%%���7 .$�%
 P�%%%%%�%
� ����%7 C%��
KBB(A,T,P) �  
�
 U3 �[�,
 ���( ����� G(�F� �7� ' ��� �
 2Q(�F
 ��Z� � �
 )��. U=� �( ' ���� �S�A7 C
  ��� .

A�B�d�� / 
�Q:
 �X( �� 2�� �w�&'��w[� U!�
 |! �
 �YA
 �   '�� }' �(  '�
 �� ��w! +�%�� .6�%w
� ����%7 $%!�

e��� � ��� �
 :���
 �  $
� .���( �
 2�� ��� ������� P��
� ���( �� �
��Z ��T� �� ��) .����7 ����� P��
�
 2�� �
�� ��& #���O!�(1CA) (  �( ����T� 2!�!�
 ' � ��-D& ���( 6�7���� 2��� )��� ��CA G
��� �%&� ���� .

CA�
 �-&? 8!��� ' �� ����7 P��
� ' ��O!� 5  �A�&�  �� ��-Z ���(.2�� �!� + �= �( #���O!� ����7 ����T�
 :
Version 
Serial number 
Signtation algorithm IP 
Issue name 
Vadidity period 
Public key information 
Signature for the above field .  

��
 ���(� :�! �D[� �T���( �  )�_�. ����Hash |! �( U!��� Message digest 5 )�%_�. $%!� �� ' �%�� �%
 
)�_�.ED�
 ��[�� �  �
 ��&��7 ���( ' ��� ����
 ) .�
 |� �  ��� P��
� )�_�. ����7 ��&��7 ��� . (

Message digest  =  :�! �D[�Hash +  )�_�. :������
 

1-Certificate Authority 
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Message digest + senderprira tekey = Encrypted digest (ED) 
�
 |� �  ��� P��
� )�_�. ����7 ��&��7 ��� .

��&��7: ED + Senderpmbdiekey = Recorer of message digest (I) 

 = Message digest (II) :�! �D[� + Hash ��['� )�_�. 
��&��7Message Digest ��  '� �� �  )I('(II) ����( �(��( :��( �!�( '� $!� �� � '? �
 2��( .
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