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Application of Risk
Management to Medical Devices
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INTERNATIONAL ISO
STANDARD 14971

Second edition
2007-03-01

Medical devices — Application of risk
management to medical devices

Dispositifs médicaux — Application de la gestion des risques aux
dispositifs médicaux
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2. Key Terms and Definitions
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2. Key Terms and Definitions
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2. Key Terms and Definitions
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2. Key Terms and Definitions
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Hazard Theory
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Hazard Triangle
T
Hazardous Element (HE) ;8 Jos paic
Initiating Mechanism (IM) 55l ,I8 4 5L @
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Hazard
Triangle
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Hazard

Foreseeable sequence of events

Hazardous situation

Harm

Electromagnetic
energy
(Line voltage)

Electrode cable unintentionally plugged
into power line receptacle

Line voltage appears on
electrodes

Serious burns
Heart fibrillation
Death

Chemical
(Volatile solvent)

Incomplete cleaning of volatile solvent
used in manufacturing

Solvent residue converts to gas at body
temperature

Development of gas bubbles
in the blood stream during
dialysis

Gas embolisms
Brain damage

Death

Biological
(Microbial
contamination)

Inadequate instructions provided for
decontaminating re-used anaesthesia
tubing

Contaminated tubing used during
anaesthesia

Bacteria released into
airway of patient during
anaesthesia

Bacterial infection
Death

Electromagnetic
energy (ESD)

Electrostatically charged patient
touches infusion pump

ESD causes pump and pump alarms to
fail

Insulin not delivered to patient

Failure to deliver insulin
unknown to patient with
elevated blood glucose level

Minor organ damage

Decreased
CONSCIOUSNEess

Coma, death

Function
(No output)

Implantable defibrillator battery reaches
the end of its useful life

Inappropriately long interval between
clinical follow-up visits

Device cannot deliver
defibrillation shock when an
arrhythmia occurs

Death




3. General Requirements
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3.1 Risk management process
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« Intended use and identification of characteristics relate
to the safety of the medical device

« Identification of hazards

« Estimation of the risk for each hazardous situation

N
Risk Assessment

A

Risk control

« Risk control option analysis
* Implementation of risk control measures
* Residual risk evaluation

* Risk / benefit analysis

Risk Management

« Risk arising from risk control measures

* Completeness of risk control

A

Evaluation of overall residual risk acceptability

Risk management report

'
[ Production and postproducion informaton_|

A



3.1 Risk management process
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3.1 Risk management process
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Process approach
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Plan
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4 next time? Howto doit? 1
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= Didl things happen = Do what was
according to plan? plannetd
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3.2 Management responsibilities
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3.3 Qualification of personnel
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3.4 Risk management plan
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3.5 Risk management file
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4. Risk Analysis
S 9 Juls

* Intended use and identification of characteristic
related to the safety of the medical device

* Identification of hazards

 Estimation of the risk for each hazardous situatio

A

Risk control

* Risk control option analysis
* Implementation of risk control measures
* Residual risk evaluation
* Risk / benefit analysis
* Risk arising from risk control measures

» Completeness of risk control

Risk management report

1
[

Risk Assessment/

Risk Management



4.1 Risk analysis process
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4.2 Intended use and identification of characteristics

related to the safety of the medical device
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How to find the hazards:
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4.3 Identification of hazards
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Examples of energy
hazards

Examples of biological and
chemical hazards

Examples of operational
hazards

Examples of information
hazards

Electromagnetic energy
Line voltage
Leakage current

enclosure leakage
current

earth leakage
current

patient leakage
current

Electric fields
Magnetic fields
Radiation energy
lonizing radiation
Non-ionizing radiation
Thermal energy
High temperature
Low temperature
Mechanical energy
Gravity

falling

suspended
masses

Biological

Bacteria

Viruses

Other agents (e.g. prions)
Re- or cross-infection
Chemical

Exposure of airway, tissues,
environment or property, e.g.
to foreign materials:

— acids or alkalis
residues
contaminates

additives or
processing aids

cleaning,
disinfecting or
testing agents

degradation
products

medical gasses

anaesthetic
products

Biocompatibility

Function

Incorrect or inappropriate
output or functionality

Incorrect measurement
Erroneous data transfer

Loss or deterioration of
function

Use error

Aftentional failure
Memory failure
Rule-based failure
Knowledge-based failure

Routine violation

Labelling

Incomplete instructions for
use

Inadequate description of
performance characteristics

Inadequate specification of
intended use

Inadequate disclosure of
limitations

Operating instructions

Inadequate specification of
accessories to be used with
the medical device

Inadequate specification of
pre-use checks

Over-complicated operating
instructions

Warnings
Of side effects

Of hazards likely with re-use
of single-use medical
devices

Specification of service
and maintenance
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General Category Examples of initiating events and circumstances

Incomplete requirements Inadequate specification of:

— design parameters

— operating parameters

— performance requirements

— in-service requirements (e.g. maintenance, reprocessing)
— end of life

Manufacturing processes Insufficient control of changes to manufacturing processes
Insufficient control of materials/matenals compatibility information
Insufficient control of manufacturing processes

Insufficient control of subcontractors

Transport and storage Inadequate packaging
Contamination or deterioration
Inappropriate environmental conditions

Environmental factors Fhysical (e.g. heat, pressure, time)

Chemical (e.g. comrosions, degradation, contamination)

Electromagnetic fields (e.g. susceptibility to electromagnetic disturbance)
Inadequate supply of power

Inadequate supply of coolant

Cleaning, disinfection and|Lack of, or inadequate specification for, validated procedures for cleaning, disinfection
sterilization and sterilization

Inadequate conduct of cleaning, disinfection and sterilization

Disposal and scrapping Mo or inadequate information provided

Use error




4.4 Estimation of the risk(s) for each hazardous
situation
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4.4 Estimation of the risk(s) for each hazardous
situation
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Table D.1 — Examples of qualitative severity level

Common terms

Possible description

Significant Death or loss of function or structure
Moderate Reversible or minor injury
Negligible Will not cause injury or will injure slightly

Table D.2 — Simplified examples of qualitative probability levels

Common terms

Possible description

High Likely to happen, often, frequent
Medium Can happen, but not frequently
Low Unlikely to happen, rare, remote
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Table D.3 — Example of five qualitative severity levels

Common terms Possible description
Catastrophic Results in patient death
Critical Results in permanent impairment or life-threatening
injury
Serious Results in injury or impairment requiring professional

medical intervention

Minor Results in temporary injury or impairment not requirng
professional medical intervention

Negligible Inconvenience or temporary discomfort

Table D.4 — Example of semi-quantitative probability levels

Common terms Examples of probability range
Frequent = 1073
Probable <10-3and = 104
QOccasional <104 and = 10-°
Remote <102 and = 107®
Improbable <1078




Semi-
guantitative
probability
levels

s 18500 b Lw yilo Jusis

Qualitative severity levels

Negligible Minor Serious Critical Catastrophic
Frequent
Probable R, Ry
Occasional Ry Re R
Remote
Improbable R,




5. Risk Evaluation
S 5 (U )

* Intended use and identification of characteristics related to the safety of th
medical device

« Identification of hazards
« Estimation of the risk for each hazardous situation >

— Risk control

* Risk control option analysis
« Implementation of risk control measures
* Residual risk evaluation
* Risk / benefit analysis
« Risk arising from risk control measures

» Completeness of risk control

Risk management report

!
[ producionwd postprodwton nformion |

Risk Assessment

Risk Management



5. Risk Evaluation
S 5 (U )
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Semi-
quantitative
probability

levels

Key

o les
Qualitative severity levels
Negligible Minor Serious Critical Catastrophic
Frequent
Probable R, R,
Occasional R, R Re
Remote
Improbable Ry

unacceptable risk

acceptable nisk
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6. Risk Control
S 5 J S

¢ Intended use and identification of characteristics related t
the safety of the medical device

« Identification of hazards

« Estimation of the risk for each hazardous situation

. 2 —

Risk control

A

* Risk control option analysis
* Implementation of risk control measures
* Residual risk evaluation
* Risk / benefit analysis

* Risk arising from risk control measures

\ + Completeness of risk control /

\_/

Risk management report

!
+——— [ Produsion snd pos podocion normation ]

Risk Assessment

J

Risk Management



6. Risk Control
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6.1 Risk reduction
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6.2 Risk control option analysis
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6.2 Risk control option analysis
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a) inherent safety by design;
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6.2 Risk control option analysis

Sud 3 J g 4 35 Judxs

b) protective measures in the medical device itself
or in the manufacturing process;
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6.2 Risk control option analysis
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¢) information for safety
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Product/ Example Inherent safe Protective :
y Hazard ; Information for safety
process devices design measure
Warning against re-use and
Single use Bio-(cross)- Self-destruction | Obvious indication | of the adverse
: . Catheter o .
medical device contamination |after use after first use consequence(s) that could
arise from any such re-use
Use of non- ;J;e lﬁfedrgf:rnednnal Warning for commonly
Active implant Pacemaker Electric fields |electric drives and P encountered hazardous

controls

additional filter
algorithms

situations

. Incorrect Implement : Inform users of
VD medical Provide traceable -
: Blood analyser |resultdueto [traceable unacceptable deviation
device ; , trueness controls :
method bias | calibrators from assigned values
Software Patient data Erroneous High integrity Use of checksums Warnings on screen for
management |data software user
Bisnay davice High Use of material Pressure and
Steam Psy ' |temperature [thatis compatible |temperature Packaging and loading
L operation . L L . .
sterilization (material with high monitoring and instructions
forceps : :
degradation) |[temperatures recording




Lone 1 - Entrapment within rail

FLone 2 - Entrapment berween top of compressed
inartress o bottom of rail, berween rail and supgroris

Aone 3 - Entrapment in hornzontal space berween
rail and matiress

Aone 4 - Entrapment between top of comrprressed
nuitress amd bottom of rail at end of il

Lones 5, 6 and 7 are not measured zones. These are shown here only for reference for future
reporting of entrapiment incidents.

Fone 5 - Emnvrapment betweeen split rails

Fone & - Envrapment berweon rail end
] cilge of head/foor board

i

Fone 7 - Entapment between head or

Fosovg Bsoard arvll matercss

2

_—v




AT
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“"The patient in the next bed is highly
infectious. Thank God for these curtains.”




6.3 Implementation of risk control measures
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6.4 Residual risk evaluation
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6.5 Risk/benefit analysis
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6.6 Risks arising from risk control
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6.7 Completeness of risk control
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7. Evaluation of Residual Risk
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J
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« Intended use and identification of characteristics
related to the safety of the medical device

« Identification of hazards

« Estimation of the risk for each hazardous situation >

Risk Assessmen

Risk control

A

* Risk control option analysis
* Implementation of risk control measures
* Residual risk evaluation

* Risk / benefit analysis

Risk Management

* Risk arising from risk control measures

» Completeness of risk control

Evaluation of overall residual risk acceptabilit

4+

Risk management report

N e M




7. Evaluation of Residual Risk
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8. Risk Management Report
Sy £ P01 35

« Intended use and identification of characteristics
related to the safety of the medical device

« Identification of hazards

« Estimation of the risk for each hazardous situation >

Risk Assessment/

A

Risk control

* Risk control option analysis
* Implementation of risk control measures
* Residual risk evaluation
* Risk / benefit analysis
* Risk arising from risk control measures

» Completeness of risk control

e
v T
( Risk management report
/

v

N e S

Risk Management



8. Risk Management Report
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8. Risk Management Report
Sy = o w51 55

Identification of hazards and analysis

Estimation of the risk for each

hazardous
Risk Probabilit Risk
Hazzard Foreseeable sequence of events Hazardous situation Harm Severity
No y level
Drug needed for the patient is not
PR-01 | Energy Excessive input voltage infused, followed by the end of its shock 3 3 9
infusion.
. Electric
PR-02 | Energy Leakage current occurred The product exterior leaks. shock 3 3 9
The system may have an error that
PR-03 | Energy Use in electric magnetic field may cause too little or too much shock 2 2 4
infusion.
The system may have an error that
PR-04 | Energy | Usein MRIenvironment. may cause too little or too much shock 2 2 4
infusion.
PR-05 | Energy | Use unit out of temperature range The device may lose ts functon of shock 2 2 4
' inner parts, that may cause too little




9. Production and Post-Production Information

g 31 w9 o i CleNb!

« Intended use and identification of characteristics
related to the safety of the medical device

« Identification of hazards

« Estimation of the risk for each hazardous situation >

Risk Assessment/

A

Risk control

* Risk control option analysis
* Implementation of risk control measures
* Residual risk evaluation

* Risk / benefit analysis

Risk Management

* Risk arising from risk control measures

» Completeness of risk control

Risk management report




9. Production and Post-Production Information
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Methodology for Risk Management

» Job JHA

* Location Area analysis
* Process HAZOP

* Equipment FMEA, FTA
* People HEAT

* Environment EIA,WSS




FMEA

Failure Mode and Effects Analysis
el Jalad g cusld el ]

Team leader: Guides team through process, keeps

notes, organizes

Often 4 to 6 team members

-Design / Process engineer

- End users

- Sales / Marketing

- People familiar with product /process

- individuals with fresh perspectives Teain Wl




FMEA

Failure Mode and Effects Analysis
el Jalal g cunsld el

1 by cdlad /laan],é bl
!
2 oo s 3 Syl s
!
3 sy el (e
!
4 (Ui ¢ Jlos] «odds pnd) (235Lal
I
5 gsucagg RPN 4l
¢
6 oY (Mol [ S lalsdl yus

Risk Priority Number (RPN)=S X O XD
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FMEA

Failure Mode and Effects Analysis

PFMEA Lus! g9 Sy pdbT v
DFMEA 1,0 Sy WlT v

Bottom-up

Top-down

FMEA: Failure mode and effects analysis

~ _\‘
a method to a method used for structuring
identify hazards and evaluation risks
\__'___-____________/4- (similar to ISO 14971)
here
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Symptom of the problem.
“The Weed”

Above the surface
(obvious)

The Underlying Causes
“The Root”
Below the surface
(not obvious)




FTA
Fault Tree Analysis

 First identify a failure or safety hazard

« Next identify all possible ways to create hazard

For example:

Hazard = Electrical Shock
How could this happen?
 Transformer failure
 Safety Ground Failure



Risk Management in IEC 60601-1 3rd Edition

Contents of IEC 60601-1:2005 (3Ed)
IEC 60601-1-4

PEMS - SW Essential
IEC 60801-1-1 Performance
_ IEC 60950
ME Systems ] = FUsSA MOOP

ISO 14971 RM

UL €0601-1:2003
US Nat Dev
IEC 82296
WGE14 rec

2Ed 606801-1+A1+A2

IEC 60601-1:2005

Others, e.g.:
- New Definitions
- ESL
- Quasi AP
- Componeant
standards if MOP
- Labeling
- TOTAL leakage
currents
- W
/- Energy reduction
- Mechanics
- Collaterals
mandatory like:
USABILITY
ALARMS
HOME USE
- Modified part 2
standards
- etc.
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