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<?xml version="1.0" encoding="utf-8"?2>
<SubPaymentList>
<SubPayments>
<SubPayment>
<SubPayID>1</SubPayID>
<Amount>5000000</Amount>
<Date>2010/02/02</Date>
<Account>219.10.44039.1</Account>
<Description></Description>
</SubPayment>
<SubPayment>
<SubPayID>2</SubPayID>
<Amount>30000</Amount>
<Date>2010/04/08 </Date>
<Account>201.800.981313.1</Account>
<Description></Description>
</SubPayment>

</SubPayments>
</SubPaymentList>

invoiceUpdateList e

base64String e 3 L glans, 4y a5 canl 13 Ojyg0 a4y 0nls Sl j9, 4 el p gy cadd sl xml S

D9 g0 oS

<?xml version="1.0" encoding="utf-8"?>

<invoiceUpdateList>

<invoiceAction invoiceUID="634253256472082172">
<action type="Add" subPayID="4" amount="1" date="2010/02/02"
account="219.10.44039.1"/>
<action type="Delete" subPayID="5" amount="2" date="2010/02/02"
account="219.10.44039.1"/>
<action type="Edit" subPayID="1" amount="1" date="2010/02/02"
account="219.10.44039.1"/>
<action type="Add" subPayID="2" amount="1" date="2010/02/02"
account="219.10.44039.1"/>

</invoiceAction>

</invoiceUpdateList>
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InvoiceNumber e
InvoiceDate e
TerminalCode e
MerchantCode e
RedirectAddress e
Amount e
TimeStamp e

Action e

(base64 cw,s L) SubPaymentList o
s Lasl o

Sl el ke Jlzms glasl adgs Jo 5

D O dodd S slacols Jlasl )

#imerchantCodef#fterminalCode#invoiceNumber#invoiceDate#famount#

redirectAddressfactionfitimeStamp#SubPaymentList#
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(iN aLs ,5) InvoiceNumber e
(iD oLs o) InvoiceDate o
(tref uLs ,o) InvoiceUID l.a | TransactionReferencelD e
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InvoiceNumber e
InvoiceDate e
TerminalCode e
MerchantCode e
Amount e

TimeStamp o

Sloms Lasl @
3‘C~“‘¢UL$ JUTQHQ(5LAA‘AQ5ShP>UA
:)5‘b)yadgo¢$)fétsuoob‘Juﬁ‘ R
#merchantCode#fterminalCodef#tinvoiceNumberf#invoiceDatef#amount# timeStamp#
Vb axs) g5, 2 SHAL 53lupa s oo sl>! Y

ol 60l ans, oyl a4 PrivateKey alowg 4 p9d & 3l Jol> gals) glasl ¥

&lp oX pdy Jlusms slasl atis; ol a5 Dase64String cw s b ol iy 4 6,0l gans, bos F

R U EWPV IR VLA UL PESSR P L g W PR PG U | IGJE KOVINGL SO G0 OV VIO ICS PO | WP Bt ppevey

Sgb oo Jloyl oaidig d sl 25 XMl g 00,5 hsls

<?xml version="1.0" encoding="utf-8"?>
<actionResult>

<result>{true|false}</result>

<resultMessage>{4d plxi! ouidss Ly oludac| Uas alisy}</resultMessage>
</actionResult>
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oS Al 8l o
@ o8 Lol Sog xSl el oS8 il ) e <l o TransactionReferencelD Jls,l b socisg 8 ol
a5l Wl e (Mttps://pep.shaparak.ir/CheckTransactionResult.aspx) « &S & colw 4 POST & g0
TransactionReferencelD cal ;o 4 3390 Judo 12 a5 oaiiig 8 ol S1as cwl S 4 p3Y 05 b Sy
POST &5 4 TerminalCode 4 MerchantCode «InvoiceDate JdnvoiceNumber oliw 8 b &lg oo 0gis
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<?xml version=\"1.0\" encoding=\"utf-8\"?2>

<resultObj>
<result>{true|false}</result>
<action>{1003|1004}</action>
<invoiceNumber>{o,ylad gisSLi}</invoiceNumber>
<invoiceDate>{z., L3 ,sisls}</invoiceDate>
<transactionReferenceID>{s,lad @S| 3 35}</transactionReferencelID>
<traceNumber>{o,lad s u8uy}</traceNumber>
<referenceNumber>{.,lLad ¢l>,!}</referenceNumber>
<transactionDate>{z,, L5 @S y5}</transactionDate>
<terminalCode>{JLio,35 o,ylead}</terminalCode>
<merchantCode>{ s &4 % o,lad}</merchantCode>
<amount>{ g} </amount>

</resultObj>
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5, ke Wsd oo Jlo)| POST & )50

TerminalCode
MerchantCode
InvoiceUpdateL.ist
TimeStamp
Digital Signature

Sl @)le Jluons gladl o J>lhe

9y O yg0 Ay ol S slaosls JLAJ‘

A

#merchantCode#terminalCodei# invoiceUpdateList#timeStamp#

Yl ad; 59, 52 SHAL (g3lapa ;s oo ,65 2!

ol 60l gain, oyl a4 PrivateKey awg 4 pg0 o 5l Jol> gans, glasl Y
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<?xml version="1.0" encoding="utf-8"?>
<actionResult>

<result>{true|false}</result>

<resultMessage>{4d plxs! ouidss Ly oludac| Uhs alisy}</resultMessage>
</actionResult>

o oy 32y gl obwl 2 (Jlwyl sl e lo yy 2 5 Dol
4 POST & 50 4 5 03,5 Liael 395 Private Key L1, b ilo 5,y pdlaiol & by po Sledlbl a3 culs
s Jlw,l (https://pep.shaparak.ir/GetSubPaymentsResult.aspX) o5 Lul, g Sl colsy a8 i colu
3l o ke Wgd oo JUo )l POST &)90 a0 Col g 4 45 (8)l90 108

terminalCode o

merchantCode e

(Clog 5,y <8l 0 co Sboj ol slowl) startDate o

(el 3, adl 0 ez olej o3l sleh) endDate o
timeStamp o
digital Signature e

ool ol Sloy s 03b 40 sl plosl g b a8 wenl ola calo 5, el o ,3T Jols XM ol 09

<?xml version=\"1.0\" encoding=\"utf-8\"?>
<resultObj>
<result>{true|false}</result>
<resultMessage>{4d plxs! ouidss Ly oludac| lhs alisy}</resultMessage>
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<subPayments>
<subPayment>

<invoiceUID>{s u8a,y o, led}</invoiceUID>
<subPayID>{as! sy Joy oy lad}</subPayID>

<date>{osl o0 o, gy Ls)</date>

<amount>{as! s,y Joy &loe }</amount>

<account>{uluw> o,y lai}</account>

<description>{, &}</description>

<status>{Inactive| Active | Done| Canceled}</status>
<depositName>{os 4w pli}</depositName>
<transactionDate>{azls,, jo,) slxsl (lej}</transactionDate>
<payaRefNumber>{ oLy s a3 oy lab}</payaRefNumber>
<payaStatus>{loly oxasy o 31}</payaStatus>
<payaStatusDesc>{ oLy axusby (31 ead}</payaStatusDesc>
<bankName>{ oLy JLS!I 5 wais SO pli}</bankName>

</subPayment>
<subPayment>

<invoiceUID>{s u8»sy o,y lad}</invoiceUID>
<subPayID>{osl s,y joy oy lab}</subPayID>

<date>{osl sy oy aoylL3}</date>

<amount>{osl s,y joy o }</amount>

<account>{ulw> o, lad}</account>

<description>{, a}</description>

<status>{Inactive| Active | Done| Canceled}</ status >
<depositName>{os 3w pli}</depositName>
<transactionDate>{asls,, jo,) alxdl (lej}</transactionDate>
<payaRefNumber>{ sl s a3 oy lab}</payaRefNumber>
<payaStatus>{lLuly axaby Gou3T}</payaStatusDesc>
<payaStatusDesc>{luly oxuwby o531  b}</payaStatusDesc>
<bankName>{ oLy JL& S 4o wais SOy pli}</bankName>

</subPayment>
</subPayments>

</resultObj>

payaStatus payaRefNumber oLs > ¢ 055 plxl Lb Ojg0 4 3y 5, axbis @ asgd

D098 oo aslal XMl 4,5 4 bankName payaStatusDesc

el 3 polie Jels payaStatus als

Unknown

Confirmed

Sent
CentralBank_Rejected
Sent_Recieved
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ool PAYAStAtus b ,blie cw)b olaie &8y 1045 col 5 polie Jolis payaStatusDesc aLs

] azeiial Jlsl Corsg : (Unknown) aseiol O

Lol 00l Eod Coddge b il cuslgs o (Confirmed)oads ol - Jlu)l O

el o Jlosl (635 10 SO 4y Jlasl cawlgs 0 ((Sent) 655 0 SOL 4 ool Jlwyl - Jleyl ©

Loy o J,l Jlsl culss o «(CentralBank_Rejected)s3S o SSb lawgs oals o, - Jlu)l O
] 00 390 10 (555 po UL

S5 yo SO lawg Jlsl cuwlgs )0 (Sent_Recieved)s;S o SOb awgs oo cdl,0 - Jloyl O
el ool &l o

03,5 5, Jdo jo 4 1) Jlail culss jo wuaie SSL : (Rejected) flio SSb lawgs ool o, - Jlo)l O

il ) sl Al Jels Wil e STAtUS wls
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298 (oo JUd Sl 3550 Sl ) H9 dlee SN0y azme 4 i
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2ol 5o b el ooll L5 890 Ebln g oy g el 0 sy Iyl 5T oS Caline ol 4 ACHVE @
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CSls a8 s Col o8 il Sog Sl e ls a8 1l Gl g oaidig 8 Colw polend el bLS | 6130 Cp>
S5, sl g o laslbis] S SSL (Secure Socket Layer) JSGg 5 oS o oolauwl Protocol SSL 1 sl8 ) Luly g 2SI
Jlo)l oads 50,y Oy 4 Wgd oo alols SSL Jlasl G dawgs a5 Sledlbol .casl ol g g )5 s Sledl
xS 5% (gl SSL JSTg, g oo cdadlore mows (3l il b ol 00u 050 51 ool dloles Sledlbl o 5 (s g Mgl oo
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SSL SSL Change
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Protocol Protocol

SSL Alert

Protocol HTTP
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TCP

IP
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<script language="C#" runat="server">

private setSendingData () {

merchantCode = 115; // ous; iy oS

terminalCode = 12; // JUoe,5 4S

amount = 2000000; // ,sisSL3d alao

redirectAddress = “http://merchantsite.com/redirectAddress.aspx”;

/)55 eaUuyd T 4 doly @iSi g5 alasl §1 g soddie 48 Sole w)yol

timeStamp = DateTime.Now.ToString ("yyyy/MM/dd HH:mm:ss");

invoiceNumber = 1949945; // ,43SL3 o,lad

invoiceDate = 1387/10/12 12:45:32; // ,siSL3 zo,L5

action = "1003";

string subPaymentsXml = "<?xml version="1.0" encoding="utf-8"?2>
<SubPaymentList><SubPayments><SubPayment><SubPayID>1</SubPayID>
<Amount>5000000</Amount><Date>2010/02/02</Date><Account>219.10.44039.1</Account
><Description></Description></SubPayment><SubPayment><SubPayID>2</SubPayID><Amo
unt>30000</Amount><Date> 2010/04/08
</Date><Account>201.800.981313.1</Account><Description></Description></SubPayme
nt></SubPayments><SubPaymentList>";
String subPaymentList =
Convert.ToBase64String (Encoding.UTF8.GetBytes (subPaymentsXml) ) ;
RSACryptoServiceProvider rsa = new RSACryptoServiceProvider () ;
[/ oasiy b 0 ga S
rsa.FromXmlString (“<RSAKeyValue><Modulus>0QRshGhLf2Fh..."”);
string data = "#" + merchantCode + "#" + terminalCode + "#" + invoiceNumber
+ "#" + invoiceDate + "#" + amount + "#" + redirectAddress + "#" + action + "#"
+ timeStamp + "#"+ subPaymentList + "#";
byte[] signMain = rsa.SignData (Encoding.UTF8.GetBytes (data), new

SHA1CryptoServiceProvider());
sign = Convert.ToBase64String(signMain) ;

}

</script>
amao w8l 10 .08 co oolaiwl CEIS s 4 ools JLuyl gl 90,5 o0 51,8 008 pdy ol o as oS 5l i
sy ol gl ools ( Jlo )l oS 505 b (5 i g s oo 1,8 1, 2S5 Sledbl 1] 50 00i iy 4 Conl g

D9 0 o0liw 9
<form id="Form2" method="post" Action="https://pep.shaparak.ir/gateway.aspx">
<input type="hidden" name="invoiceNumber" value="<%= invoiceNumber $>" />
<input type="hidden" name="invoiceDate" value="<%= invoiceDate %>" />
<input type="hidden" name="amount" value="<%= amount $%>" />
<input type="hidden" name="terminalCode" value="<%= terminalCode %>" />
<input type="hidden" name="merchantCode" value="<%= merchantCode %>" />
<input type="hidden" name="redirectAddress" value="<%= redirectAddress %>" />
<input type="hidden" name="timeStamp" value="<%= timeStamp %>" />
<input type="hidden" name="action" value="<%= action %>" />
<input type="hidden" name="sign" value="<%= sign %>" />
<input type="hidden" name="subPaymentList" value="<%= subPaymentList %>" />
<input type="submit" name="submit" value="Jluw,yI" />
</form>



Yo umio DocMultiPayment.IPG.Dotin.DocMultiPay.13941110.Ver1.10 AARETARVAR

S5yl Sudg SIS 1 8 i (3 gl sl Al w1

€

S g0 Cuslsyy DSyl

Sl CSily

ol jloly Sig Sl csloyy 8,0 B il g5y iz o8 j0 4 Jlasl 8 Slocis

SIS s Bl 40 oS diges @

<script language="C#" runat="server">
private ReadPaymentResult () {
HttpWebRequest request =
(HttpWebRequest) WebRequest.Create ("https://pep.shaparak.ir/CheckTransacti
onResult.aspx");
string text = "invoiceUID=" + Request.QueryString["tref"];
byte[] textArray = Encoding.UTF8.GetBytes (text);
request.Method = "POST";
request.ContentType = "application/x-www-form-urlencoded";
request.ContentLength = textArray.Length;
request.GetRequestStream() .Write (textArray, 0, textArray.Length);
HttpWebResponse response = (HttpWebResponse)request.GetResponse();
StreamReader reader = new StreamReader (response.GetResponseStream());
string result = reader.ReadToEnd();
Bl O_)' 4_L_>)_aResult JJLJJM\)_EW@Q)}@XML //;;._ml
}
</script>

S5 LS oS Giges @

<script language="C#" runat="server">

private DoRefund () {

merchantCode = 115; // ous,dy 4

terminalCode = 12; // JLioyd 4SS

amount = 2000000; // ,eiSLid &los

invoiceNumber = 1949945; // j43SLs o, Llad

invoiceDate = 1387/10/12 12:45:32; // ,siSL3 zoyL5

action = "1004"; // 1004: a5 oS,y cwlgsyy sl o

timeStamp = DateTime.Now.ToString ("yyyy/MM/dd HH:mm:ss") ;

RSACryptoServiceProvider rsa = new RSACryptoServiceProvider();

rsa.FromXmlString (“<RSAKeyValue><Modulus>0QRshGhLf2Fh..."”);

string data = "#" + merchantCode + "#" + terminalCode + "#" +

invoiceNumber + "#" + invoiceDate + "#" + amount + "#" + action+ "#" +

timeStamp + "#";

byte[] signMain = rsa.SignData (Encoding.UTF8.GetBytes (data), new
SHA1lCryptoServiceProvider()) ;

sign = Convert.ToBase64String(signMain) ;

HttpWebRequest request =
(HttpWebRequest)WebRequest.Create ("https://pep.shaparak.ir/DoRefund.aspx"

)i

string text = " InvoiceNumber =" + invoiceNumber +"& InvoiceDate=" +
invoiceDate +"&MerchantCode=" + merchantCode +"&TerminalCode=" +
terminalCode +"& Amount=" + amount +"& action=" + action +"&TimeStamp=" +

timeStamp + "&Sign=" + sign;

byte[] textArray = Encoding.UTF8.GetBytes (text);
request.Method = "POST";
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request.ContentType = "application/x-www-form-urlencoded";
request.ContentLength = textArray.Length;
request.GetRequestStream() .Write (textArray, 0, textArray.Length);
HttpWebResponse response = (HttpWebResponse)request.GetResponse()
StreamReader reader = new StreamReader (response.GetResponseStream());
string result = reader.ReadToEnd();

59 =l ddye Result Joold uo s adS s 4m 4o Oyewe XML //ow!

}

</script>

Sl iy Slwy jgy) 4 oS diges @

<script language="C#" runat="server">

private UpdatelInvoiceSubPayment () {

merchantCode = 115; // oub, iy oS

terminalCode = 12; // JLio,5 oS

timeStamp = DateTime.Now.ToString ("yyyy/MM/dd HH:mm:ss");

string updateXml = "";

updateXml += "<?xml version='1l.0' encoding='utf-8'?>";

updateXml += "<invoiceUpdateList>";

updateXml += "<invoiceAction 1nvoiceUID=\"634253256472082172\">";
updateXml += "<action type=\"Add\" subPayID=\"1\" amount=\"1\"
date=\"2010/12/13\" account=\"219.10.44039.1\"/>";

updateXml += "<action type=\"Delete\" subPayID=\"2\" amount=\"1\"
date=\"2010/12/13\" account=\"219.10.44039.1\"/>";

updateXml += "<action type=\"Edit\" subPayID=\"3\" amount=\"1\"
date=\"2010/12/13\" account=\"219.10.44039.1\"/>";

updateXml += "</invoiceAction>";

updateXml += "</invoiceUpdateList >";

string inoviceUpdatelist =

Convert.ToBase64String (Encoding.UTF8.GetBytes (updateXml)) ;

string data = "#" + merchantCode + "#" + terminalCode + "#" +
inoviceUpdateList + "#" + timeStamp + "#";
RSACryptoServiceProvider rsa = new RSACryptoServiceProvider();
rsa.FromXmlString ("<RSAKeyValue><Modulus>..") ;

byte[] signMain = rsa.SignData (Encoding.UTF8.GetBytes (data), new
SHAICryptoServiceProvider());
string sign = Convert.ToBase64String(signMain);
HttpWebRequest request
=(HttpWebReguest)WebRequest.Create ("https://pep.shaparak.ir/UpdateInvoi
ceSubpayment.aspx") ;
string text = "invoiceUpdateList=" + inoviceUpdatelist +"&timeStamp=" +
timeStamp +"&MerchantCode=" + merchantCode +"&TerminalCode=" + terminalCode
+ "&Sign=" + sign;
byte[] textArray = Encoding.UTF8.GetBytes (text);
request.Method = "POST";
request.ContentType = "application/x-www-form-urlencoded";
request.ContentLength = textArray.Length;
request.GetRequestStream() .Write (textArray, 0, textArray.Length);
HttpWebResponse response = (HttpWebResponse)request.GetResponse () ;
StreamReader reader = new StreamReader (response.GetResponseStream()) ;
string result = reader.ReadToEnd();
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00 O=! oy Result Jold aslogyyeiwy Slwyyey 4o dxaid 49 O)gw XML / /S
}
</script>

b CS 10 39y g yb wlal o Jloyl b C310 4 3y pMaiw| US digos @

<script language="C#" runat="server">
private GetSubPaymentResult () {
merchantCode = 115; // odb,odiy S
terminalCode = 12; // JUoey5 45
fromDate = "1392/01/01";
toDate = "1392/01/03";
timeStamp = DateTime.Now.ToString ("yyyy/MM/dd HH:mm:ss") ;
RSACryptoServiceProvider rsa = new RSACryptoServiceProvider();
rsa.FromXmlString ("<RSAKeyValue><Modulus>..");
string data = "#"+merchantCode +"#"+terminalCode +"#"+ fromDate +"#"+ toDate + "#" +
timeStamp +"#";
byte[] signMain = rsa.SignData (Encoding.UTF8.GetBytes (data), new
SHAlCryptoServiceProvider ());
string sign = Convert.ToBase64String(signMain) ;
string text = "MerchantCode=" + merchantCode + "&TerminalCode=" + terminalCode
+"&startDate=" + fromDate + "&endDate=" + toDate +"&TimeStamp=" + timeStamp +
"&sign="+ sign;
byte[] textArray = Encoding.UTF8.GetBytes (text);
HttpWebRequest request = (HttpWebRequest)WebRequest.Create ("https://pep.shaparak.ir/
GetSubPaymentsResult.aspx");
request.Method = "POST";
request.ContentType = "application/x-www-form-urlencoded";
request.ContentLength = textArray.Length;
request.GetRequestStream() .Write (textArray, 0, textArray.Length);
HttpWebResponse response = (HttplWebResponse)request.GetResponse();
StreamReader reader = new StreamReader (response.GetResponseStream()) ;
string xml = reader.ReadToEnd() ;
00 (=l 4>, Result Jola Al oy Fo S wlel o Jlwy!l sle asloygiyy pdadwl dxais
4 La D) 4o XML //Qx_m'
}

</script>
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