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http://download.microsoft.com/download/win2000platform/ASsizer/1.
0/NT5/EN-US/setup.exe

S Lol 1) ol by coms 51 o

File Edit Wiew Action Help

-+ Dinmain Confinuration MName I Users

w ¢ Add Domain..
Addsmﬂink--s Gl 00l 1)) daliypy 0sS o cdnlie a5 jshailen
Zut
s S92 3 e Pl o wyp Glp g
Delete
e ——— 5 oS cwl, SIS Domain Configration
Properkies, ..

S ol Add Domain a8

ectory Sizer Wizard

Introduction

The answers from this wizard will be used to calculate

the hardware requirements for a single domain. To L ooy ,azm.o Comnd 4 Lg.w . ‘ S
User Accounts add multiple domains run this wizard once per £ J o
Computers domain.
Administration .
Exch_ange 2000 Please enter a domain name: NeXt SS9y 2 - ‘)""5 ‘5)‘5 ‘) OP L)'.t"’ﬁ‘b
ervices
Persian.com

= S S

MICROSOFT OFFERS NO WARRANTIES WITH RESPECT TO THE QUALITY OF SERVICE
RESULTING FROM ACTIVE DIRECTORY SIZER?HHENDAT]DNS.

Next Cancel Help
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Introduction

User Accounts

This section will ask questions about user accounts
and their properties that influence Active Directory
performance.

. What is the total number of users in this domain?

. What percent of these users would be concurrently

active during peak hour?
100 %

. How many additional attributes will you have per

user?

e

Back | | Next | Finish | Cancel | | Help

Introduction

Computers
Administration
Exchange 2000
Services

User Accounts

1. What is the average number of groups a user will
belong to?
25

2. How frequently do user passwords expire (in days)?
60

3. What is your average logon rate per second during
peak hours?

Back | Next | | Finish | Cancel| Help |

aS Slp,l5 olawi ouls adeie Cuomnd 0
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2SS SIS Next
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Fle Edt View Action Help

Active Directory Sizer

—lofx|

= [%8 Domain Configuration
-} persian.com
& -8 Site Configuration
5 Default-First-Site
{ &.{2] Bridge Heads
B BH.Persian.com (x1
(7] Site Links

Persian.com

Namespace Objects: 200
Users: 200
Computers: o
Other Objects: 1]

Servers: 1

Domain Database Size:
Global Catalog Size:

24 Mbytes per DC
24 Mbytes per GC

Default-First-Site

Users: 200
Domain Controllers: 0
Bridge Heads:

(Bridge Head sarvers zre Global Catalogs)
Global Catalogs: 0

(Excluding Bridge Head servers)

[ o [
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Active Directory Sizer =10l
Fle Edit View Acton Help
£ Domain Configuration =

7§} Persian.com
&[4 Site Configuration
5. ] Default-First-Site
{_] Bridae Heads
BH Persian.

@ {1 site Links \

Server
Domain: Persian.com
Role: Bridge Head

(Bridge Head servars ara Global Catalags)

Machines: 1

System Spedifications

Type: Pentium II Xeon 400 MHz
Processors: 1
Memory: 512 Mbytes
Disk Drives:

Seek Time 8.00 ms

Speed 10000 RPM

Size 18 GBytes
System Disk: 2 (Raid 1)
Log Disks: 0 (Raid 1)
Database Disks: 0 (Raid 1)
Network Cards: 1

Send
Received

18.34 (Kbits/sec)
8.00 (Kbits/sec)

-]
[ [

S,y90 )‘)3| CSw Comnd g)"‘ g0

DS o odmlin 1) Lo

sl g i 50
5 0590 L8l Coew (nl (6594
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tActive Directory b 48

:Active Directory ccai-1

l,enter ods 00,5 5)ls j50m9 RUN 51, DCPromo jsiws Wb (5,558 plo 05T cas 5l

@ Active Directory Domain Services Installation Wizard

Welcome to the Active Directory

Domain Services Installation

Wizard

This wizard helps you install Active Directory Domain
Services (AD DS) on this server, making the server an

Active Directory domain controller. To continue, click Mext.

[¥ Use advanced mode installation

Leam more about the additional options that are
available in advanced mode installation.

More about Active Directory Domain Services

< Back

Nead >

Cancel
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@! Active Directory Domain Services Installation Wizard

Operating System Compatibility
Improved security settings in Windows Server 2008 and Windows Server 2008 R2
affect older versions of Windows

=

ik

v Windows Server 2008 and "Windows Server 2008 R2" domain controllers have a
new more secure default for the security setting named "Allow cryptography algorithms
compatible with Windows NT 4.0." This setting prevents Microsoft Windows and
non-Microsoft SMB "clients" from using weaker NT 4.0 style cryptography algorithms
when establishing security channel sessions against Windows Server 2008 or
"Windows Server 2008 R2" domain controllers. As a result of this new default,
operations or applications that require a security channel serviced by Windows Server
2008 or "Windows Server 2008 R2" domain controllers might fail.

Platforms impacted by this change include Windows NT 4.0, as well as non-Microsoft
SME "clients" and network-attached storage (NAS) devices that do not support
stronger cryptography algorithms. Some operations on clients unning versions of
Windows earlier than Windows Vista with Service Pack 1 are also impacted, including
domain join operations performed by the Active Directory Migration Tool or Windows
Deployment Services.

For more information about this setting, see Knowledge Base article 542564
{hitp://go microsoft com.fwlink /?Link|d=104751).

< Back Cancel

@ Active Directory Domain Services Installation Wizard

Choose a Deployment Configuration
fou can create a domain controller for an existing forest or for a new forest.

{~ Bdsting forest

) Add & domain contrallen ta an existing domair

% Create a nev domain inan existing forest
This server will becarne the first domait cantraller it the rew domait,

I" | Create a new domain tiee root instead o a new child domain

' Create a new domain in a new forest

< Back Cancel
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@! Active Directory Domain Services Installation Wizard

Name the Forest Root Domain

The first domain in the forest is the forest root domain. s name is also the name of

the forest

Type the fully qualified domain name (FRDN) of the new forest root domain.

FQDN of the forest root domain:

S5 5,50 (FQDN) ob cad ol 5o

Iciscu.cum|

<+

BExample: corp contoso com

L’).:.csd uyo.(b ‘;..u A.H.S 0)‘5 ‘) 055-
NeXt Sy LE TR ..\.u.»l; Tl Lo.w

Verifying NetBIOS name...

< Back

Cancel

@! Active Directory Domain Services Installation Wizard

Domain NetBIOS Name
This is the name that users of earlier versions of Windows will use to identffy the
new domain

The wizard generates a default NetBIOS name. This wizard page appears only if you
have selected advanced mode or the wizard has detected a corflict with the defauft
name.

Either accept the name that has been generated by the wizard or type a new name and
then click Next.

Domain NetBIOS name:

< Back Next >

@ Active Directory Domain Services Installation Wizard x|

Set Forest Functional Level
Select the forest functional level

Forest functional level:
Windows Server 2003 =

Details:

& Windows Server 2003 forest functional level provides all features that are -

uanablal in Windows 2000 forest functional lsvel, and the following additional

eatures
- Linked-value replication, which improves the replication of

changes to group memberships

More efficient generation of complex replication topologies

by the KCC

Forest trust, which allows organizations to easily share =l

1 You will be able to add only domain controllers that are running
- Windows Server 2003 or later to this forest

Mere about domain and forest functional levels

Nest = Cancel |
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@! Active Directory Domain Services Installation Wizard

Set Domain Functional Level
Select the domain functional level.

Domain functional level:
IWinduws Server 2003

Details:

The features available at the Windows Server 2003 domain functional level include «
all features available at the Windows Server 2000 domain functional level and the
Following additional features:
- Constrained delegation. which an application can use to take
advantage of the secure delegation of user credentials by
means of the Ke'beros authentication protocol
- lastLogon Timestamp updates: The lastLogon Timestamp attribute is
updated with the last logon time of the user or computer, and it is

e

1 *ou will be able to add only domain controllers that are running
Windows Server 2003 or later to this domain

More about domain and forest functional levels

< Back Nest > Cancel |

@! Active Directory Domain Services Installation Wizard

Additional Domain Controller Options

Select additional options for this domain controller.
¥ DNS server
¥ | Glohalzatalog
™| Bead-only demait cortroller (FEDE]

Additional information:

The first domain controller in a forest must be a global catalog server and
cannot be an RODC.

We recommend that you install the DNS Server service on the first domain
controller.

More about additional domain controller options

< Back Cancel

5_1 Static IP assignment

@

This computer has at least one physical network adapter that does not have static IP address(es)
assigned to its IP Properties. If both IPv4 and IPv6 are enabled for a network adapter, both IPv4 and
IPv6 static IP addresses should be assigned to both IPv4 and IPv6 Properties of the physical network
adapter. Such static IP address{es) assignment should be done to all the physical network adapters for
reliable Domain Mame System (DNS) operation.

has d " igned IP add (ac)

Do you want to continue without assigning static IP address(es)?

=» Yes, the computer will use an IP ically assigned by a DHCP server
(not recommended).
=» MNo, I will assign static IP to all ph I network

~

More about configuring TCP/IP and DNS Client settings.
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Do 4 pgd a5 5 WAk oo 5093 Djso 4 s DHCP g 50k 5l gl 43S ¢ oS

28,5 Sl pgs 438 el jo a5 wil (o (S

» Taskbar cgw 5P 0,5 cus lp oy

Currently connected to: + _ ) -
. Open ay33 5 0 SIS a4l 5501 s,
== Unidentified network
¥ Nonetwork access <l |, Network and Sharing Center
Open Network and Sharing Center run o cuilad 0gg Ceomd pl ST aS
- %) 1602 o Network and Sharing a0 je0ns
R 12-03-12

EE_ Network and Sharing Center

sy |, enter 4 Center

OO L+ v Netw... Network and Sharing ...

- mj I Search Control Panel

Control Panel Home

Change adapter setting(

Change advanced sharing settings

Ay y ARk
. -
WIN-54NRCOQUVP1 Unidentified network
(This computer)
View your active networks

View your basic network information and set up connections

xQ

Change au;5 JSo ol jo
adapter

See full map

et 1 settings

Connect or disconnect

Access type:

Mo network
access

ol s S b oS Ol

Unidentified netw...
Public network

~

ﬁ Network Connections

Connections: [{ VMware
MNetwork
_ Adapter VMnet1
0 VMware
Metwork
Adapter YMnet8

g

=lolx|

‘600 |@ - Netw... = MNetwork Connections ~

- ml Sear

ch Network Connections

g

Organize ~
L—'. Local Area Connecﬁcr(
= Network cable unplugges
x @~ NVIDIA nForce Networking Controller
L"- YMware Network Adapter VMnets
= Unidentified network
@ VMware Virtual Ethernet Adapter for...

-

= WMware Virtual

VMware Network Adapter VMnet1
Unidentified network.

ossel 9y » JSE ol ye
Gbog 0y Al o)lS

=)

Ethernet Adapter for...
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@ Active Directory Domain Services Installation Wizard

@ Local Area Connection Properties x|

Networldng | Sharing |

Connect using:
| &9 NVIDIA nForce Networking Controller

This connection uses the following tems:

23 \/Myware Bridge Protocol

25 (105 Packet Scheduler

E File and Printer Sharing for Microsoft Networks

v| i Intemet Protocol Version & (TCP/IPvE)

-2~ Intemet Protocol Version 4 (TCP/IPv4)e—""
i Link-Layer Topology Discovery Mapper 10 Driver
i Link-Layer Topology Discovery Responder

KEEE

Install Urinial | Fiopeiies |

D 1

Allows your computer to access resources on a Microsoft
network

OK | Cancel

g S Sl 03 aSls S5 IP cwedd pl o

Location for Database. Log Files. and SYSVOL

Specify the folders that will contain the Active Directory domain controller
database, log files, and 5YSVOL.

For better pefformance and recoverability, store the database and log files on separate

volumes.

Database folder:

I::\mndows\NTDS Browse... |
Log files folder:

IC:\‘:’V‘mdows\NTDS Browse... |
SYSVOL folder:

IC:\\'\l’indows\SYS‘u"OL Browse.. |

More about placing Active Directory Domain Services files

Internet Protocol Version 4 (TCP/IPv4) Properti

WSS ST L 9o Hlai 8590 4035 (69 2 e (pl po

55 alls 5 U5

General |

‘You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

" Obtain an IP address automatically

+ Use the following IP address:

IP address: "|10.10.10.1
Subnet mask: "'.'| 255,255 , 255 . 0O
Default gateway: I . . .

| Obtain DNE server address automatically:
—{% Use the following DMS server addresses;——————————————————

\ Advanced... |

Preferred DNS server:

Alternate DNS server:

[™ validate settings upon exit

2=

Cancel

< Back Cancel
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@! Active Directory Domain Services Installation Wizard

Directory Services Restore Mode Administrator Password

The Directory Services Restore Mode Administrator account is different from the domain
Administrator account.

Assign a password for the Administrator account that will be used when this domain
controller is started in Directory Services Restore Mode. We recommend that you
choose a strong password.

Password: quuuuu|

Confirm password:

More about Directory Services Restore Mode password

< Back MNeat >

@! Active Directory Domain Services Installation Wizard

Summary

Review your selections:
Configure this server as the first Active Directory domain controller in a new forest.  «

'The new domain name is "cisco.com”. This is also the name of the new forest.
'The NetBIOS name of the domain is "CISCO™.

Forest Functional Level: Windows Server 2003

Domain Functional Level: Windows Server 2003

\Site: Default-First-Site-Name

\Wdditional Options: _I

To change an option, click Back. To begin the operation, click Mext.

Export settings... |

These settings can be exported to an answer file for use with
other unattended operations.
More about using an answer file

< Back Nedt Cancel

Active Directory Domain Services Installation Wizard

The wizard is corfiguring Active Directory Domain Services. This process can take
from a few minutes to several hours, depending on your environment and the options

that you selected.
i"-’-‘_l

Waiting for DNS installation to finish

Cancel |

[ Reboot on completion
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Active Directory Administrative Center uig w b 4&
S8l o (5555 RIS 55T LIS Cugs Al 45 oz o g Yo 5 s, G & s S g
59959 (el 50 ez oS solanwl S sl Windows server 2008 R2 5l aS’ oisS  aw Liwgo
A & a5 Active Directory Administrative Center b 4 oo adlsl was au5 S
. asb o Windows SERVER 2008 R2 ;s 5> o g0 g adle M5 G 0 (0

Qg g e 4 Active Directory Administrative Center sl,>! sl oo

Start >> Administrative Tools >> Active Directory Administrative Center

oo 2l sl Je o

f 3 Windows Server2008 -
Active Directory
Administrative Center

& 2008 Microsoft Corporation. All rights resareed.

g yalls aay S0 B oS SIS a5 5550 sle a5 (9, p JSB Beb 05l o0 jalls 5 SO

I, Active Directory Administrative Center

€

v|;; Active Diractory Domain Servicss »  cisco (local)

oW Add Navigation Nodes...

i Active Directory... < | cisco (local) (n) Tasks
- = | | Filter queries ¥ I | @ 0
Is Overview & Add criteria ¥ Builtin ~
B8 cisco (local) » [ Name [ Type [ Description aw »
| Builtin buikinDomain B e
Computers | Computers Container Default container for upgraded computer accounts
Users = Domain Controllers Organizational Unit  Default container for domain controllers Delete
| ForsignsecurityPrincipals  Container Default container for sacurity identifiers (SIDS) associatad wit Search under this node
- Global Search w Infrastructure infrastructureUpdate
| LostAndFound lestAndFound Default container for orphaned objects Properbes
| Managed Sevice Accounts  Container Default container for managed service accounts cisco (local) ~
| NTDS Quotas msDS-QuotaContainer Quota specifications container
| Program Data Container Default location for storage of application data. Change domain controller
1 System Container Builtin system settings faise the forest Functional level...
1 users Container Default container for upgraded user accounts
Raise the domain functional leve.
New »
Search under this node
Properties
4 | |
Builtin v
Object dass:  builtinDemain Modified:  03/12/2012 04:09 6.
Description:
Summary

Current User: CISCO\Administrator
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E =181x]

-

3 NEW (55, 2 IS Gebo IS 0nl sl 8 S5 0

Tasks

Queies v |1 ~|®

Builtin et
T compue [ e ]
e Group Maove
ol InetOrgPersan
ide Us Search under this node
d objects t Properties
d sarvice accounts cisco (local) ~

r
f application data. Change domain controller

Raise the forest functional level...
d user accounts
Raise the domain functional lave...

New 3

reate User: ali moham

5 Create User: ali mohamadi

2SS SIS User g9, o

=181 x|

Tasks | Add Sectionsv | @)

Account Account O®E®
%gamzatnn First rame: e Account expirss: = faver 3
Member OF | | Middle initils: [ € Endof |
Profile Last name: | mohamadi = oo™
Full name: I ali mohamadi " User must change password at next log on
3 Other password options 4
User UPN logon: I ali = I cisco.com j I~ Smart card is required for interactive log on
User SamAccountMame logon: I cisco Y I ali [ Passwiord never expires
[# User cannot change password
Password: I FEEEEERERERE Encryption options: A
Confirm password: I FEEEEEREEEEE [+ store password using reversible encryption
- (' Use Kerberos DES encryption types for this account
Create in: CN=Builtin,DC=cisco,DC=com Change... | 1 {3 Other encryption options
I Protect from accidental deletion I~ This account supports Kerberos AES 128 bit encryption
[¥ This account supports Kerberos AES 256 bit encryption 5
Other options: ~
[~ Account is sensitive and cannot be delegated
™ Do not require Kerberos pre-authentication
Log on hours...  Log on to... | 2
| Organization ®E® |
| Member Of ®© |
| Profile 0®© |
(A) Modified: <Not Sat>

weneees 99 Gl.uclﬁ ¢ )4)15 w.w‘ W.US 0)‘5 ‘)

o 1
i 0 50 OledMbl Wl Ceod (] j0 Co>

Cancel
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3959 &lp 5 pb as sl o User SamAccuntName logon cwd  isu o yieqe
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Builtin
Computers
= | Daomain Controllars

bods Coomnd ol o
No results found, .

8 Joe alg (e
Pl oss )5 65
b Cwond pl 5l (S
RRPCRVEL JRNEEY]

ForeignSecurityPrincipals
LostAndFound

Managed Service Accounts
NTDS Quotas

Program Data
System

¥ ¥ ¥ ¥ ¥Y ¥ ¥ v

olbxsl 1, Users
.‘ao;

SLS Log On Hours 4535 (59, » 0SS asiiw 39,9 Hley 995 0,5 (6l &Sl (6l -2

x
@ Q 2 [ ok |
12:2.4:6:8:10:12-2-4-6-8-10-12

Cancel |
ouimd lis Gg—l Sy S ool o

e Slebs plad jo )5 a5 canl ol

r " Logon Denied
3,lg wlg (oo 482 59,7 10 g 39,
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K|

User: ali mohamadi
This user can log on to:

= Al computers

(" The fallowing computers

| Reﬂcvel
Computer's NetBIOS or Domain
Name Systzam (DNS) name

oK | Cancel |

aeie dudly oo bl Cond opl o
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W Store password using reversible encryption

(" Use Karbaros DES encryption types for this account

f¢ other encryption options
[ This account supports Kerberos AES 128 bit encryption
[V This account supports Kerberos AES 256 bit encryption

Other options:

™ Account is sensitive and cannct be delegated

[ Do not reguire Kerberos pre-authentication
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B S G ey 1) ) ee
A adl HlyeF i YL ol
7, o4 Kerberos AES 256

B 5l gz )5 pl cnl &5 cl cnl 6l Jol ¢ BT anS g L asl e o)
ooliiwl Kerberos couse 51> 5l 6 )55 50, 50 K0 oS Ol 11, sogo 5 ais

s ol S S S o
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: Organization Cuowd w y 9

' Create User: ali mohamadi

,2) Create User: ali mohamadi

=181

Tasks | AddSections v | @)

Account | Account ORE |
(Organization P
h Organization ®E@
lember Of
Display name: [ mohamadi Job title: [ security
Profile
Office: | babol_kheyaban modares _ pelak 200 Department: | networking
E-mail: | ali_mohamadi@cisco.com Company: I cisco
Web page: | http://samancd.blogfa.com Manager: Edit... CIearI
Cther web pages... Direct reports:
Phone numbers: Administrator Add... I
Main: |ot1t.., Remwal
Home: | o111,
Mobile: [os11118
Address:
Faxi I modares
Pager: I
1P Phone: [ [babol [mazandaran [12349
Other phona numbers...  Country/Region: | Iran j
Description:
[ Member of @O
[ Profile ORQ |

@ Modified: <Not Set>
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:Member Of ¢ cw)p

= Create User: ali mohamadi

& Create

User: ali mohamadi

=& ]

Tasks | AddSections v | @)

% Account | Account [O]5]®)] |
SEETE | Organization ®O |
ber Of
ﬁ; Member Of ®»®
Profile
=
Name | Active Directory Domain Services Folder | Primary | add..

This object will be added to the default Active Directory group.

emove

Profile

O

Profile path: |
Home folder:

Log on script:

' Local path: |

' Connect I ﬂ To: |

(~) Modified:

<Not Set>

OK Cancel

S9) 28 Rl sly . asS el0g,5 gac ) Jlai 0,90 )5 0l (oo Leds Cand (pl jo
:ojﬁp&ﬁ}ﬁbwﬁﬁ\dd

Deb alls am JS0 b oS SIS Advanced s, ceond il o

21

Select this object type:

IEmups or Built4n security pincipals

From this location:

Object Types. |

Icisco.com

Enter the object names to select (examples]

Locations... |

'
Advanced... |

Check Names

()8 Cancel |A

99 ! 16 axie




Jolb 09,5 Cand b oS SIS Find Now (g4, »

OK (55, » g oS Sl | o 0,8 5l (S amy 090

s Profile Coowd wy
IS Slaseie ¢ abl o et ee 5o 40 IS Sledbl 055 &) bgs e eandd o)
(K, b g die) paar wile) Koo Olynss o Start g 5 OliSws Shgize Jolis

035 Sl pasiiie adgy So b g 2l S0 ) Glp WSl oo (S 2L (o

Profile

O®e

Profile path: || Log on script: |
Home folder:

€ Local path: |

% Connect [or =] 7o: |

Extensions

®O

]

Aodified: 01/01/2002 01:00:30 £..3 |I| Cancel |

30m090 417 jag i o
Ul Glp s Jaie 05 J S egs 4 el 7 jeaing b 5l Cend ol yo
Jo 59ias b 7 jsains b andl ansly ax g andl ases sl 1) )57 0l 7 50005 50

b ool 4l

Rename oS ol RUN [0 g o0l 7 59059 9l

Sups L 1) Enter oS ax This Computer
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Systern Properties

Computer Name | Hardware | Advanced | System Protection | Remote|

m—

== onthe network.

f L Windows uses the following information to identify your computer

Computer description: |

For example: "Kitchen Computer” or "Many's
Computer”.

Full computer name: WINAINMFPVFRGSP
Workgroup: WORKGROUP

workgroup, click Change.

Loetuseﬂ? l'Eizan:I to join @ domain or workgroup, click Network 1D... ‘S-‘-ls Ch a nge .o (59) r Cound OJ‘ )‘b
work ID.
To rename this computer or change its domain or °9’“’ )QUQ A Ao JSM’ b A“;'S

oK ][ cancsl ][ seply |

Computer Mame/Domain Changes @

You can change the name and the membership of this
computer. Changes might affect access to network resources.
Mare information

Computer name:
WIN-INMFPVFRQSP

Full computer name:
WIN-INMFPVFRQSP

Sls 1y 055 aegs pb Wb Cwad pl o
Sl 0sd Jale egs 4 530y U oS
a5 Member of cwud I I8 oyl

395 Cyegd b g asS bl |, Domain

e N - - Ve PR

Member of
@ Domain:

ciscol

() Wonkgroup:
WORKGROUP

QK l [ Cancel
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‘Windows Security @
Computer Name/Domain Changes

Enter the name and passward of an account with permission to join the
domain.

— | administrator |
| [ceverererees |
|

Domain: cisco

DS SIS ok S92 o 9SS O)lg 1)y Lol joue 50y 9 505 oL

Cemputer Mame/Domain Changes @ &‘9,0 Error u_}‘ L! Ok x» ;" S b u_o
&%y Thefellowing errer oceurred attempting te jein the demain "cisce™ . . ).Ja . . &
.Q. o FLRI u-" o,bls 4 ua‘ as P

An attempt to resclve the DNS name of a domain controller in the
domain being joined has failed. Pleaze verify this client is configured te . w e . -
reach a DMS server that can reselve DNS names in the target domain, D NS Cownd |p u&; — CBBA

For information about network troubleshooting, see Windows Help,
ol b e enalds J 1) Server
Dns 4 &y p.uf 0)‘9 ‘) 39 |p Cownd

S sl 1y 5 sl IS IS ol 6l g 04d e Server
W92 OF H9NRY9 )0 R e

Control Panel\Network and Internet\Network Connections

E-E_ Hetwork and Sharing Center o [m] A

e - ‘
k_) l'h/l v = Metw... - Metwork and Sharing ... - mll Search Control Panel 2
I@I

Control Panel Home View your basic network information and set up connections

) ( . | ™ B Iy See full map
Change adapter setting [,::-L...‘ i ‘l.*.'- a "".f‘ o

Change advanced sharing settings WIN-54NRCOQUVP1 Unidentified network Internet
(This computer)
View your active networks Connect ar disconnect

AsS obsl S g.b 1, Change adapter setting a5

—~ Lecal Area Connection - S -
L-\,Ej Network 3 29+ 4 QLM &f'”" U)IS S »
=2 Intel(R) PRO/1000 MT Metwork C...
® Disable Properties 4,35 05,5 cuul, SIS
Status
Diagnose . . & e . S
. b}w)@Ua)J)JS.wL..».SuL?wH)

r@' Bridge Cennections

Create Shortcut
Delete

B Rename

B Properties
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4 Local Area Connection Properties @I

Metworking

Connect using:

l_-'.l‘ Intel{R) PRO/1000 MT Network Connection

This connection uses the following tems:

0% Cliert for Microsoft Networks

gQDS Packet Scheduler

gFiIe and Printer Sharing for Microsoft Networks
& Intemet Protocol Version & (TCP/1PwE)

B et Protool Verson 4 TP/ Pvd)
i Link-Layer Topology Discovery Mapper 170 Driver
i Link-Layer Topology Discovery Responder

Description

Transmission Control Protocal/Intemet Protocol. The defautt
wide area network protocal that provides communication
across diverse interconnected networks.

[ 0K ][ Cancel ]

Internet Protocal Version 4 (TCP/IPv4) Properties @

General

‘fou can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings,

() Obtain an IP address automatically

(@ Use the folowing IP address:

P address: 192 . 168 . 253 . 13
Subnet mask: 255.255.255. 0
Default gateway: 192 , 168 , 253 . 12 ‘_

Obtain DNS server address automatically
1@ Use the following DNS server addresses:
Preferred DNS server: 192 , 168 , 253 . 12 *—

Alternate DNS server:

[ validate settings upon exit

Properties 5 S obsl |, s 5,90 43S

oS Sl |

Command s jl,d &y50 4 dNS 0,5 cow sy
1S oolaiwl p; ,ews 5l Prompt
Netsh interface ipv4 add dnsserver
name=local area connection
address=192.168.253.12 index=1
)5 Ab s Lo oy atgi a8 S5, b 4 ewdd o

A8 eolaxul ipconfig jgiws

P s as ol Cledd jo Cwedd ol o
G5y » w9 AS ls 1y 0g% 5 P ol

AuS SIS ok
OK 5 oS o)1y (o9 Cuamnd 50 1) 50 0 lg0

Dol (g gac j9diag B oS

Computer Name/Domain Changes @

e 3
_o_l Welcome to the cisco domain,
-

S Okl (55 1) FaaelS OK 5l oy 5 00l (aegs guae joans plig cnl b alaxd cpl jo
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7 59929 )y (eesd Bosb 5l melss (o0 Y
Switch User ¢y, » JS& Gub mgd
gl @l 5 KAl 9SS

WIN-INMFPVFRQSP\samance

X
Resct passworda; - 3

WIN-INMEPVEROSP camancd Other User, ™ 5

Switch User

# Windows 7 Ultimate

SIS Other User g, » JSo ol 4o
gl o S5 G asS

pateie ML ek ples Cnd ol o
el 5l g ool Juale (regd 4y j90ing po S
Slp oy ol |8 Cod o a5 (0,8
oS oo ookl 0959

Log on to: CISCO
How do 1 log on to anotherdomain?

Switch User
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w cwl, ol My computer sy,
S ol | Properties au ;5 ¢ oS

sl Cuomd 10 Og ol Llae S0 U
.J¢$§ < odubLi~o‘) JEﬁ 0)9A fo°9° IR W

gt RUYR -y BIFP LT
o e 5| = - e )‘ (“""5 olow| ﬁ)[j S5 &y FLes) 6‘)‘.’

1058 eolazwl Command Promet o 5 o\l s
Net user mohamad * /add
Ole® oibgs 3l am e apes 13 1) 093 )5 el adily (e dezme sl plejs ] o
Iy 5 9m 0,bg0 auS ENTEr 05,5 5)lg 1) 8 gm0 0oz (oo 8 j5mn Lo 5l s 0 Enter
2 IS 4 e ,S obml )5 S Sole eed 4 g3 asS ENter g uss 1SS
NS Ay

Administrator: Command Prompt

Microzoft Windows [Uerszion 6.1.76801
Copyright <c> 2889 Microsoft Corporation. All rights reserved.

C:\UserssAdministratordnet user mohamad * ~sadd
Type a password for the user:

Retype the password to confiem:

The command completed successfully.

C:xUsers~Adninistrator’_

1009y 2 e 4 o omlive (gl g oad slml Lo )5 YU pgas o
Start >> Administrative Tools >> Active Directory User And Computers

.J&:)ow@omml)mﬁ)lfwwl@dé))lw
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File Action View Help

. Active Directory Users and Computers

=10l

A= e e N N e =

Active Directory Users and Comput
Saved Queries

| Users

!

Name I Type

| Description

_:_. _HRClericalst... User

82, DrsAdmins

?J farshid User

82, Group Policy ... Security Group ...

2, Guest ‘,Hsﬁ

?J mohamad User

f2,RAS and 1AS ... Security Group ...
ﬁf?_,Read-\:n\y D... Security Group ...
12, samancd Security Group ...

Security Group ...
12, DnsUpdatePr... Security Group ...
ﬂ,Duma\n Admins  Security Group ...
}'?_,Dﬂmam Com... Security Group ...
:'F_,Domam Cont... Security Group ...
12, Domain Guests  Security Group ...
3?_,Domam Users  Security Group ...
}?,Enterpnsa A, Security Group ...
}'i:,EnterprisE R... Security Group ...

Bl £ dsco.com 2, Administrator  User Buiit-in account for admin...
 Buillin ‘ ali User
| Computers 2, Allowed ROD... Security Group ...  Members in this group can...
— Dum.am CD”‘T_D"HS }'?_,CErt Publishers Security Group ... Members of this group are...
| ForeignSecurityPrincipals 82 Denied ROD...  Security Group ...  Members in this group can...
" Managed Service Accounts | 5

DMS Administrators Group

DMS dients who are permi. ..
Designated administrators...
All workstations and serve...
All domain controllers in th...

All domain guests
All domain users

Designated administrators...
Members of this group are...

Members in this group can...
Built-in account for guest ...

Serversin this group can ...
Members of this group are. ..

Designated administrators...

‘ _>| 52, 5chema Admins  Security Group ...

tobo g b 3 ,b 3109 5 Sl
2w by 925 yoiwd Glogd s 43 04 Slml ol

Net group sale /add
S0 ool jl8alR Gl & a0 o Lot 5 955 (oo sl Sale 055 j5s cnl L

oS ooliiul

C:slUzerssAdninistratorinet group sale sadd
The command completed successfully.

C: \Users~Adninistrator>

DS saaline ) o] g UK 50 wle oo L g o oloml 09,5 YU IS o
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i
File  Action View Help
e tmd0REd=HE 2 ak5Ta%
: Active Directory Users and Comput | Name | Type | Description il
_. Saved Queries 52 Domain Cont... Security Group - Global All domain controllers
Bl fﬂ ds.co.com ﬂf,Dnmain Guests  Security Group - Global All domain guests
| Builtin 52 Domain Users  Security Group - Global All domain users
'—_ Computers %Enterprise A, Security Group - Universal Designated administrz
:;_ Domain Controllers ﬂf,Enberprise R... Security Group - Universal Members of this groug
'__ ForeignSecurityPrincipals 2 forshid User
A 4ih
= Managed Service Accounts %Group Policy ... Security Group - Global Members in this group
- *: Guest User Built-n account for gu
?_, mohamad User
ﬂf,Netwnrking Security Group - Global
&!‘RAS and IAS ... Security Group - Domain Local Servers in this group «
%F‘.ead-ﬂnly D... Security Group - Global Members of this groug
82 sale W Security Group - Global
Sf‘samancd Security Group - Global
Sf,sd'lema Admins  Security Group - Universal Designated administre—
-
T | K |

ol o Vo s 0,5 slul ] 05,5 S5 lS S, sl ok S 4 YU g
Oyge |y )5 paiz mealsm (o0 Sligtus (nlL ez B4 65 Aty Sl jgts

AS 28 Ol jgiws pl O e ¢ S Sl Lo o2

s bojlw 09 5 Sl
1S soliiul ;) Heiws 5l Organizational unit les b Slojle 09,5 sl sy
Dsadd ou ou=it,dc=cisco,dc=com

Slg (oo S5 el 5l TT 09,5 sl o Lk ¢ 958 (oo Sl T (Slosles 09,5 YL jmws sl L

DS 0409 1y 093 eg pb C i jo 0sS ool
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359930 09 5 sl

S oolaiwl 3 ks 5l (60,8 09,5 ol (gl y

Dsadd group cn=it-manage,ou=it,dc=cisco,dc=com

C:v>dsadd ou ou=it.dc=cisco.dc=com
dsadd succeeded:ou=it.dc=cisco.dc=com

C:x>dsadd group cn=i

RS-

Fie Action View Help

S0gd e Sl it-manage s, 09,5 jetws (pl b oy

ol x|
ol 03 F L E

—manage ,ou=it,.dc=cisco,.dc=com
dsadd succeeded:cn=it—manage.ou=it.dc=cisco.dc=com

T~ ™

B Active Directory Users and Computers

1ol x|

e Al =N ERE

ZIHM b% 7R |

| Saved Queries

[l 53 disco.com

1 Builtin

| Computers

| Domain Controllers

=1 i

| Users

] Active Directory Users and Comput

| ForeignSecurityPrincipals

| Managed Service Accounts

Name

[ Type

[ Desaription ]

‘

52, it-manage

Security Group ...
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19,0 e sl
oo ol adge Yo o« ol ond syl Slojles 5 6,15 09,5 S o sunlie YU JSE 4o jshailan

2 iz &S Sy ole plosle Gl oy, ol 05 ol oy G y0 9, )5 (pais &S
oS (0 E9 D o (O (2975 Jlms (B9 5l
g 3,5 oolel Loy (gl aS Excel LL <y ~2,l0 3LS Microsoft excel |33l o 5 a4y IS 9.5 (6l

S oglils 5 S 5l aslys e

http://s2.picofile.com/file/7338473545/multi users.xls.html

YW ISV (W EIRVEL g JE S QT J oglils 5l o

A B ® D E F 6 H d

1 |nfs Vajscal papgy VisspensS Display hETTH s et i 2 o8 2400 32 s Vool gy S8 Vb= =l
2 |t dsadd user cn=itl1 ou=it dc=cisce, dc=com  -upn #t01@cisco.com  -display it01  -pwd 004348 -mustchpwd yes -hmdir Yiciscolheme'\Susername$  -hmdrv C:  -profile -memberof cn=it ge, ou=it dc=ci

3

4

3

6 =
7 =
8

9

10

n

Slosle 09,5 5 (6,35 09,5 S ail ools plouil o 4y 9, YU sl IS WL IS ol sl >l 5l 8

w2 0 oy Ll 4 I Excel JHb o g plas Yl> g . aulily 00 )5 sleul |,

RVEL IR PR P o) RV FR UL ZSPRVEL S PR DUV VI JOV-SP PR SRR YE LS el Wl Ceond ol 0

g olml oo Gebo a5yt oo Sy ollS b

- ——‘h_I =CONCATEMATE("dsadd user cn=";A2;", ou=it,dc=cisco,dc=com") f’l'; 5w .J..»b - 3 u_,‘ 5

B C D
|dsadd user cn=it01,ou=it,dc=cisco,dc=com | -upn it01@cisco.com  -display it )}L;_;LQ_Q, ¢ duS .5)15 |) n_’:‘)-?)ls

A _
2 A s (o0 SO 0 aS
Sl S gk B ygw s,

Lol Hgws FX cond jo oS

A.uS < PRV-Y N

=CONCATENATE("dsadd user cn=";A2;",ou=it,dc=cisco,dc=com")
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w2555 Ols A gt 5385 955 (o0 )18 )5 LB i ;5 A2 sl 4y s cal o

. ) e : C 05'“'“’
Je | =CONCATENATE(" -upn ";A2;"@cisco.com") < _ ) )

5 c D 38 oo )18 6,8 b cnd ol g0
Eagls M “Display . 5 oul sl oY o [, 4
)1, ou=it, dc=cisco,dc=com| -upn it01{@cisco.com !-display o= fo% 295 &

? 55 o )8 )5 pLA2 x4 oo

65528 3 y9mm 5 TTO0ABHS sl 4y wilys o 45 0 0l 15 395 1215 0y gamy Al Caonad (] o

YWY PRRVE SERLIPI-I PRV PR TOWIIPL S W AL v AP TSIV IR VIS P E o

Iy 055 j5ue jo, b 09,9 5l dmy 1,l57 a5 Wil o jelaie cpl 4y guols |18 YES a5 o () o

DRSS 095 olesds 4

SUsername$S l> « By oRR T IR VEL S P JRR P o] EE T 992 ool Wb Ceond pl o

-hmdir \\cisco\home\Susernames . s .5 )15 L 50,15 ol

W”"S o)|5 ‘) ).3)15 J.'lﬁjf u,u)»b—‘ JJL‘&.MUJ‘ )O

-profile \\cisco\profiles\Susername$
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Dl oo il oyl JIEA eiw 0 aS (6,8 pb Username gl 4 cwond ol o

Ceond )3 o a5 (09,5 Glod (g 05t Sl 0550 09,5 gae 1) Gl 05,5 Wl S il o
Sgis ool 09,5 sac p)l5 ST as il alils axg5 Lais . it-manage sl 4 po S olxl L3

D9l g0 JLd 5 ()8 Gy Dygo a8
-memberof cn=it-manage,ou=it,dc=cisco,dc=com

S 5ls 1y 545 09,5 It-Manage og,5 sl 4 Wb jeiws ool yo

sl 1) 25 b )L cnl sl e peS ol ploj o2 55k a1, )15 100 ealss (o0 Yo s>

WX
PEETE  Format Painter B 7 U~~~ A~ = = = | EELE Faq Merge & Center = | &~ 05 9
Clipboard u Font u Alignment ] Number
A2 - Je | it0l
A B C D E
1 [ s 2E el g on £l Nass e pE ‘DiSP|EY hET i
2 |it01 _lu:lsadd user cn=it01,ou=it,dc=cisco,dc=com -upn it01@cisco.com -display it01  -pwd it0048ti% -mustc
3
4

5 | | e= oOn-Screen Keyboard

B B :
SC -
. EEE
ol [o [w]e | ]t |

11 -
T
13

" FFFFPFIT T
0 ) S O S A R A

g,_sléall)QTga.UﬁJ Oy 4 o Aoyl a5 | cdind 0S50S Gl 1, A2 et IS b

A2 - Jx | it01
e F | 6 [T 1 \ J | K
s 10l ot S s IS 2y ) ame s Tt € g et Tk e b
Md 110048ti$ _-mustchpwd yes -hmdir Wiciscolhomel$usermname$  -hmdrv C: -profile Viciscoprofilesi$userame$ -memberof cn=it-manage. ou=it.dc=cisco.dc=com !

T
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oS L 500 adsS SE el dy w8 il |, Sledbl S S s sdnlice a5 jslailan

= mutti usersads [Compatibility Mode] - Microsoft Excel e —— = T e
Insert Page Layout Formulas Data View Addns & a = & B
oL _ cmy o a o o e - A aa
T aaisl o A A Pr | M1~ | FWiapTert Genenal W R M S A Ay ]
Pate ® rom- = . oa o el e el | e e Sort& Find &
- o Eamat Painier e = Formatting » 25 Table » Stes v - CFOeAIT  Fiterr Seled v
Clipbuard g Funl g . Humbre g Slybes Cells Ediling
D123 - £ v
A B C D E F [ 1 E
dsadd user cn=it 72 ou=it de=cisco.de=com -upn 72 cisco.com  display 172 -pwd t004865 -musichpwd yes hmdir lciscolhomelSusemame$ ~profle liciscolprofles\Susemam
dsadd wser cn=it73.ou=it dc=cisco.dc=com -upn t73@cisco.com -display it73  -pwd 004865 -musichpwd yes “hmdir iciscothomelSusemame$ -profilz Viciscolprofles\Susemam;
dsadd user cn=it74, ou=it de=cisco.dc=com -upn itT4@cisco.com  -display it7T4 -mustchpwd yes “hmdir iciscohome\SusemameS -profle Wiciscolprofles\Susemam|
dsadd user cn=it75,ou=it dc=cisco.dc=com -upn it75@cisco.com -display it75 -mustchpwd yes \ciscothome\Susemame$ -profile Wiciscolprofies\Susemam

3 -musichpwd yes

-dispiay it7a

-prodie Viciscolprofles\Susemam|
~profiie iciscoiprofiesiSusemam

E 0485
dsadd user cn=it81,ou=it de=cisco.dc=com -upn it31@cisco.com  dispiay it81  -pwd itDO4BKS -mustchowd ves
dsadd user cn=it2 ou=it dc=cisco.dc=com -upn it82@cisco.com -display itB2 -pwd itD0486S -musichpwd yes
dsadd user cn=itB3 cu=it de=risco de=com -upn it83@cisco.com  display it8]  -pwd itD04BS mustchpwd yes
dsadd user cn=it84,cu=it dc=cisco.dc=com -upn it84@cisco.com  display t84  -pwd 004845 -mustchpwd yes
dsadd user cn=ité5,ou=it, dc=cisco.dc=com -upn it85@cisco.com -display itd5 -musichpwd yes
66, i -upn itG6@ -dispiay ité6 -musichpwd yes
dispiay its7 -USIChpwa yes

iscolprofles\Susemam
iscolprofles\Susemam
iscolpeofles|Susemam
-profle Viciscolprofles\Susemam)
-profile Wiciscolprofies\Susemam

dsadd user cn=it92 cu=it de=cisce.dc=com -ugn it92@cisco.com

dsadd user cn=itd3ou=it de=cisco.dc=com -upn it93@cisco.com  display it9  -pwd itDM4BES -musichpwd yes

\ciscolhomelSusemameS  -hmd C: -
\ciscolhome\SusemameS  -hmdrv C-  -profile ViciscolproflesiSusemam|

T

dsadd user cn=it94 ou=it de=cisco.de=com -upn t94@cisco.com -display itS4 -pwd tD048YS -mustchpwd yas \ciscolhome\Susemame$  -hmdrv - -profile Wicisco\profles\Susemam
dsadd wser cn=it85, ou=it dc=cisco.dc=com -upn it95@cisco.com  display it%5  -pwd 00485 -mustchpwd yes scothome\SusemameS  -hmdrv C- -profile Vicisco\profles\Susemam|
dsadd user cn=it96,ou=it dc=cisco.dc=com -upn it96@cisco.com -display it -pwd itD048GS -mustchpwd yes \ciscothome\Susemame$  -hmdrv G- -profile Wiciscol\profles\Susemam|
55 it dsadd wser cn=it97,eu=it,dc=cisco.dc=com -upn t3T@cisce.com  dispiay t97  -pwd MRS -mustchpwd yes iciscothome'fusemames  -hmdrv . -profile ViciscolprofilesiSusemam
99 it98 dsadd user cn=it98,cu=it de=cisco.dc=com -upn it98@cisco.com  display itS8  -pwd itDD4ES -mustchpwd yes \ciscohome\SusemameS  -hmdrv C:  -profle liciscolproflesiSusemam

100 it99 dsadd user cn=it99,cu=it dc=cisco.dc=com -upn i199@cisco.com  display it _pwd itDD484S -mustchpwd yes
101 100 dsadd user cn=it100.0u=it de=cisco.dc=con -upn t100@cisco.com -display it100 -pwd itDI4BS -mustchpwd yes
107 ‘\

W 4 b Pt Ctmaty / Profiefy - Computers Groups 43 £l m

Realy | T
05 U5 asile - 0 bl i )lS 100 b i8Sy il Cras s osle b 1, ooty s

scohomeiSusemameS  -hmdrv C:  -profle ViciscolprofiesiSusemam
\ciscohome\SusemameS  -hmdrv C: _ —profile iciscalproflesiSusemam

5 dolsl gz

ool 5 oyl ISl ot ol Sy a5 asl 5100 sg 8 4zl 00,5 oyl 1, )5 101 oy
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|csad user cn=it01 ou=it. dc=cisco.dc=coml -upn it01@cisco.c
dsadd user cn=it02, ou=it,dc=cisco,dc=com -upn it02@cisco.c ‘o o . .
dsadd user cn=it03,ou=it,dc=cisco,dc=com -upn it03@cisco.c ubw‘ JS""’ d"‘"’ ‘) J101 O = g "“..)b
dsadd user cn=it04,ou=it,dc=cisco,dc=com -upn it04@cisco.c
dsadd user cn=it05,ou=it.dc=cisco,dc=com -upn it05@cisco.c .. ‘ 3 - s 5 ) 5
dsadd user cn=it06,ou=it,dc=cisco,dc=com -upn it06@cisco.c ] L M)J J Copy 9° )5 ‘) - J'U -
dsadd user cn=it07, ou=it,dc=cisco,dc=com -upn it07@cisco.c
dsadd user cn=it08,ou=it,dc=cisco,dc=com -upn it08@cisco.c oS oolaw) Ctr|+ C )| S L5L>
dsadd user cn=it09,ou=it dc=cisco,dc=com -upn it09@cisco.c " N N
dzadd neer fn=itAN nn=it de=risrn dr=ram -unn H1N@Ciern ¢
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0 E F G 1

5 display it pevd MOCMAGS -mustchpwd yes -hredir Weiscolhome\Susemamed  -hmdn C -profile Wcisco\profiles\Susemames  -memberef cr=it-manage,

6 display it75  -pwd 004365 -mustchpwd yes -hmdir Vciscothome\Susemame$  -hmdw C:  -profile Yicisco\peofiles\Susemames  -memberof cr=it-manage,

7| hplay 076 -pant A004865 -mumstchped yis hmdir UeiscothameSusemames  hmdiy G -profile Yeiscolproiles\SusernameS  -membeeod ool manage, ousil descsco,decom
0 -display t77  -pwd 004865 -mustchpwd yes -hmdir Wciscolhome\Susemamed  hmdne C: -profile Velsco\profiles\Susemames  -membercf cn=it-manage ou=it de=cisco.dc=com
9 display itTE  -pwd 004BHS -mustchpwd yes -hmdir Uicizcothome\Susemames  -hmdw C:  -profile Vicisco\profiles\SusemameS  -membercd cn=it-manege, ou=it de=cisco.dc=com
0 dhsplay #79  -pwd 004868 mustchpwd yes hmdir Yescotbome\Susernames  hmdre & -probile Yeiscolprobles\Susername  -memberod cne il manage, ousil de=crsco, descom
1| -chsplay B0 -pwd 0048LS -mustchpmed yos hendir Deiscothome Susemames. hmdry C -profile esco\protiles\SusernameS  -memberod ooeilmanage, o= doscaco, descom
2 display it61  -pwd nO04EHS -mustchpwd yes -hmdir Vciscothome\Susemames  -hmdrv C: -profile Vi berof cn=i % de=cisco.dc=com
3 -display itB2  -pwd 004365 -mustchpwd yes -hmdir ciscothome\Susemame$  -hmdn C:  -profile Vicisco\peofiles\Susemames  -memberof cr=it-manage, de=cisco.de=com
4 elisplay B3 -pred A0D4BUS mustchpwd yos hnelir SemcothomeSusemames hmdie © - pralile borod cred-manige, ou=i de=csen, de=cam
5 display itBf  -pwd RO04ENS -mustchpwd yes -hrdir Vciscolhome\Susemamed  -hmdnC: -profile Ycisco\profiles\Susemames  -membercf cn=it-manage, de=cisco.dc=com
5 display it85  -pwd 00M3GS -mustchpwd yes -hendir Vciscothome\Susemame$  -hmdre C:  -profile Vicisco\peofiles\SusemameS  -membercd cr=it-manage ou=it de=cisco.de=com
7| display tB6  -padd d004865 mustchped yos “henelir Veiscothome\Susermames  hmdne C - proble busod ced-manage, au=il de=crsco de=com
@ -display it7  -pwd 004865 -mustchpwd yes “hmdir Wciscolhome\Susemamed  -hmdne G -profile Vcisco\peofiles\Susemames  -membercf cn=it-manage, ou=it de=cisco.dc=com
A display itB8  -pwd 1004305 -mustchpwd yes -hemdir Veiscothome\Susemame$  -hmdrv C:  -profile Veiscolprofiles\SusemameS  -membercf cn=it-manage, de=cisco,de=com
0 -cisplay 189 -pd 1004865 -mustchpwd yos “hendir Vicrscothame\Susomames  hmdre & -proble burod el manage, dem oo, de=com
1 display it90 -pwd 004865 -mustchpwd yes -hmdir Uiciscolhame\Susemamed  -hmdn C: le Yhci 5 bered cn=it age, de=cisco.dc=com
2| display t91  -pwd 004365 -mustchpwd yes -nmdir tciscothome\Susemames  -hmdry C: -profile Vicisco\peofiles\Susemames  -memberof ci=it-manage, de=cisco,do=com
3 hplay #97  -pwd 4004868 -mustchpeed yos hndir Deiscothome Susemames. hmdry C - profile Vesco\protiles\SusernameS  -memberod ooeil-manage, o= descaco, descom
4 display it93  -pwd 004865 -mustchpwd yes -hmdir Vciscothome\Susemames  -hmdrv C: -profile Vi berof cn=i % de=cisco.dc=com
5 display #34  -pwd 004565 -mustchpwd yes -hmdir Uciscothome\Susamamas  -hmdrv C: -profile Vicizco\profiles\SusemameS  -membered cn=it-manage.; de=cisco, de=com
6 -display it35  -pwd i0043GS -mustchpwd yes -hmdir Ueizcothome\Susemame$  -hmdw C:  -profile Vicizco\peofiles\Susemames  -memberof cn=it-manage, de=cisco,de=com
| chuplay 496 - 1004868 mustchpd yos i Yeiscothame SusemameS. hmdre C - pralile 5 burd s manage de=cecy,de=com
@ -display itST  -pwd 004865 -mustchpwd yes -hmdir Vciscolhome\Susemamed  -hmdne C: -profile Vcisco\profiles\Susemames  -membercd ch=it-manage ou=it de=cisco.de=com
9 -display 138 -pwd OM4SHS -mustchpwd yes -hmdir ciscothome\Susemames  -hmdre C:  -profile Vicisco\peofiles\SusemameS  -membercd cr=it-manage ou=it de=cisco.dc=com
10! display 499 -pad 4004868 mustchpd yos hendlir Serscothome Susemames  hmdne © -pralile =

display it100 0048 hindir Uciscothome\Susemamas

) S asile 0SS notepad  Jsls | LT wledlbl S ol ;)

v i b Vo i
dsadd user t it,dc=cisco,dc=com -upn it68%cisco.com -display it68 -pwd it0048ti$ -mustchpwd yes -
dsadd user =it,dc=cisco,dc=com -upn it69@cisco.com -display it69 -pwd it0048tiS -mustchpwd yes
dsadd user t70,0u=it,dc=cisco,dc=com -upn it70@cisco.com -display it70 -pwd it0048ti$ -mustchpwd yes
dsadd user t71,0u=it,dc=cisco,dc=com -upn it71l@cisco.com -display it7l -pwd it0048ti$ -mustchpwd yes
dsadd user t72,0ou=it,dc=cisco,dc=com -upn it72@cisco.com -display it72  -pwd it0048ti -mustchpwd yes
dsadd user t73,0u=it,dc=cisco,dc=com -upn it73@cisco.com -display it73  -pwd it0048ti$ -mustchpwd yes
dsadd user ch=it74,ou=it,dc=cisco,dc=com -upn it74@cisco.com -display it74  -pwd it0048tiS -mustchpwd yes
dsadd user cn=it75,ou=it,dc=cisco,dc=com -upn it75@cisco.com -display it75 -pwd it0048ti$ -mustchpwd yes
dsadd user cn=it76,ou=it,dc=cisco,dc=com -upn it76@cisco.com -display it76 -pwd it0048ti$ -mustchpwd yes
dsadd user t77 ,0u=it,dc=cisco,dc=com -upn it77@cisco.com -display it77 -pwd it0048ti$ -mustchpwd yes
dsadd user t78,0ou=it,dc=cisco,dc=com -upn it78@cisco.com -display it78  -pwd it0048ti -mustchpwd yes
dsadd user t79,0u=it,dc=cisco,dc=com -upn it79@cisco.com -display it79 -pwd it0048ti$ -mustchpwd yes
dsadd user t80,0u=it,dc=cisco,dc=com -upn it80@cisco.com -display it80 -pwd it0048ti$ -mustchpwd yes
dsadd user t81,ou=1t,dc=cisco,dc=com -upn it8l@cisco.com -display it81 -pwd it0048ti$ -mustchpwd yes
dsadd user t82,0u=1it,dc=cisco,dc=com -upn it82@cisco.com -display it82 -pwd it0048ti$ -mustchpwd yes
dsadd user t83,0ou=it,dc=cisco,dc=com -upn it83@cisco.com -display it83 -pwd it0048ti$ -mustchpwd yes
dsadd user t84,0u=1it,dc=cisco,dc=com -upn it84@cisco.com -display it84 -pwd it0048ti$ -mustchpwd yes
dsadd user t85,ou=it,dc=cisco,dc=com -upn it85@cisco.com -display it85  -pwd it0048ti -mustchpwd yes
dsadd user t86,0u=it,dc=cisco,dc=com -upn it86@cisco.com -display it86 -pwd it0048ti$ -mustchpwd yes
dsadd user cn=it87,ou=it,dc=cisco,dc=com -upn it87@cisco.com -display it87 -pwd it0048ti$ -mustchpwd yes
dsadd user cn=1t88,ou=it,dc=cisco,dc=com -upn it88@cisco.com -display it88 -pwd it0048ti$ -mustchpwd yes
dsadd user cn=it89,ou=it,dc=cisco,dc=com -upn it89@cisco.com -display it89 -pwd it0048ti$S -mustchpwd yes
dsadd user t90,0u=it,dc=cisco,dc=com -upn it90@cisco.com -display it90 -pwd it0048ti$ -mustchpwd yes
dsadd user cn=it91,ou=it,dc=cisco,dc=com -upn it91@cisco.com -display it91  -pwd it0048ti -mustchpwd yes
dsadd user cn=it92,ou=it,dc=cisco,dc=com -upn it92@cisco.com -display it92 -pwd it0048ti$ -mustchpwd yes
dsadd user cn=it93,0u=1it,dc=cisco,dc=com -upn it93@cisco.com -display it93 -pwd it0048ti$ -mustchpwd yes
dsadd user cn=1t94,ou=it,dc=cisco,dc=com -upn it94@cisco.com -display it94 -pwd it0048tiS -mustchpwd yes
dsadd user cn=1t95,ou=it,dc=cisco,dc=com -upn it95@cisco.com -display it95  -pwd it0048ti$ -mustchpwd yes
dsadd user cn=it96,ou=it,dc=cisco,dc=com -upn it96@cisco.com -display it96 -pwd it0048ti$ -mustchpwd yes =
dsadd user cn=it97,ou=it,dc=cisco,dc=com -upn 1t97@cisco.com -display 1t97 -pwd 1t0048ti$ -mustchpwd yes
dsadd user cn=it98,ou=it,dc=cisco,dc=com -upn it98@cisco.com -display it98  -pwd it0048ti -mustchpwd yes
dsadd user cn=it99,ou=it,dc=cisco,dc=com -upn 1t99@cisco.com -display it99 -pwd it0048ti$ -mustchpwd yes
dsadd user cn=1t100.ou=it.dc=cisco.dc=com -upn it100@cisco.com -display it100 -pwd it0048ti -mustchpwd yes
pavsel o J
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pause ;gws 5 51,0 00,5 5 Notepad J3ls | wledbl oS oo onliv a5 jshilen
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indows>dsadd user cn=it%3.ou=it.dc=cisco,.dc=com
—display it93 —pud 1t0348t1$ —mu_‘tchpud yes
ername$ —hmdru

—manage . o cisco,dc=com

de
sadd ceeded cn=it%?3.ou=it.dc=cisco.dc=com

indows>dsadd user cn=it%4.ou=it.dc-cisco.dc=com

isplay it94 —pud itBO48ti% —mu_‘tchpud yes
ername$ —hmdrv
“manage ,ou=it,dc= .
dsadd succeeded:cn=it?4,o0u= 1t dec=cisco.dc=com

C:\Windows>dsadd user cn=it?5.ou=it.dc=cisco.dc=com
isplay it95 d it@B48ti% -—mustchpwd yes
ernamed 7hmd1'u

—manage . co.dc=co
sadd _‘ucceeded cn 1t5‘5 ouw lt dc=cisco.dc=com

cn=it?6,ou=it.dc=cisco.d
—pud itBA48ti% mustchpud ye

—profile ““ciscosprofiles\jusername$

- cisco,.de=com
dsadd succeeded:cn=it%6.ou=it.dc=cisco.dc=com

C:\Windows>dsadd user cn=it?7.ou=it.dc=cisco.dc=com
—display it97 —pud it@@48ti% -mustchpud yes
ername$ —hmdru
—nanage .o
sadd s

c=cisco.dc=com
ceeded cn=it?7,0u=it . dc=cisco,.dc=com

indows>dsadd user cn=it%8.ocu=it.dc-=cisco,.dc=com
isplay it98 —pud 1tlﬂB48t1$ —mu_‘tchpud yes
rname$ —hmdrv C:
manage ,ou=it .dc=cisco,.dc=comn
dsadd succeeded:cn= 1t98 ou=it,.dc=cisco,dc=com

indows>dsadd user c t9?,.ou=it dc=cisco.dc=com
—display it9% wd itBBA48ti%  -—mustchpud yes
ername$ —hmdreu
—manage .ou=it,dc=cisco,.dc=com
dsadd succeeded:cn=it%9.ou-it.dc=cisco.dc=com

t.dc=cisco.dc=com
—mustchpud yes

indows>dsadd user cn=itl1@
—display it188 —pud 1tBE4Bt1$
ername$ —hm(hu
—manage . de=cisco,.de=com
dsadd _‘ul:ceeded cn=it108,pu=it,dc=cisco.dc=con

indows >pause

—profile “\ciscosprofilesi\Susername$

*p»of ile ““ciscosprofiless$username$

jnmf ile ““\ciscosprofiles\jusername$

—profile “\ciscosprofilesi\Susername$

—profile “NciscosprofilessSusername$

—profile “Nciscosprofiles:\$username$

—profile ““ciscosprofiles\jusername$

S5 31wl 0l pgad LIS o

—hmdir ““ciscoNhome\|
—menherof cn|

Loc il ool plowl cds 4y 9, YL

—upn it94Ccisco.com
—hmdir “\cisco\home\|
—memherof cn

G Y

LS e
U oS o 1> 1, userit.bat
oS odlie |y I ass

—upn it?5Ccisco.com
—hmdir ““ciscoshome|
—menherof cn|

—upn it?6Ccisco.com
—hmdir ““\cisco\homey|
—menberof cn|

—upn it97Bcisco.com
—hmdir ““ciscoNhome\|
—menherof cn|

—upn it98Ccisco.com
—hmdir “\cisco\home\|
—memherof cn

—upn it?9Gcisco.com
—hmdir ““ciscoshome|
—menherof cn|

—upn itiBBBcisco.com|
—hmdir ““\cisco\homey|
—menberof cn
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— Active Directory Users and Comput | Name = [ Type [ Description | -
| Saved Queries it User
5 25 disco.com 2 ito2 User
1 Buitin 2 to3 User
| Computers j.\iﬂ4 User
Domain Controllers 2 itos User
| ForeignSecurityPrindpals ?-,mjs User -
=l i 1
| Managed Service Accounts ;'E; E:z;
d Users 2, itg User
2 it User
2, it00 User
2 it User
2 itz User
2 i3 User
2 it14 User
2 it15 User
2 it16 User
2 it17 User
2 itz User
2 it1o User
q.\tZO User
?.wm User
q.\tZZ User
< ! sl$ = =l
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Start >> Administrative Tools >> Active Directory Administrative Center

o 3L g

Start >> Administrative Tools >> Active Directory User And Computers
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B Active Directory Users and Computers

Users

X

Mariaged Serviee Accourts | o

New Object - Group

% Createin:  dsco.comjUsers
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S5 550 09,5 Sl (gl Cand (ol o

s et Camd J5 5L (53,

4 New w5l g oS cl, SIS

Group name:

I Secure

Group name (pre-VWindows 2000):

I Secure

Group scope
" Domain local
= Global

" Universal

Group type

& Securityd—

" Distribution

o]

Cancel o
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(e Ol 09,5 aod dinen ). 35,5 Permission .« siis Forest < Jsbs a5 4o aegn
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&S g8 Permission wilgiws g o4l 8,8

Slml 515 5550 09,5 b e wiS SIS 0K (59 52 5 968 3,1y 8 USS o (SECUTE) | Hai 050 05,5 ol 5>

INE, Allowed RO, ..
_2_, aram

52, Cert Publishers
42 Denied ROD...
#2, DnsAdmins
EE,DnsUpdatePr. -
H2, Domain Admins
iiz,Domain Com...
iii,Domain Cont...
iiE,Domain Guests
i’;LDomain Users
ﬁiEnherprise A
EE,Enherprise F...
EE,Group Policy ...
?. Guest

#2 Read-only D...
H2, schema Admins

2 RAS and IAS ...

Secunty &Sroup ...
User
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Add to a group...
Mave. ..
Send Mail

All Tasks

Cut
Delete

Help

Members in this group can. ..

Members of this group are...
Members in this group can...
DMNS Administrators Group
DNS dients who are permi...
Designated administrators. ..

main guests
main users

99 ;I 33 axio

rkstations and serve...
main controllers in th...

nated administrators. ..
ers of this group are...
ers in this group can...

Rename n account for guest ...
e .
ers of this group are...

ated administrators. ..
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General | Members | Member OF | Managed By |
o o wsly o General o o g
0,by0 Slbrsy Jio Sledbl (g pmw
Group name (pre-Windows 2000): Isecure
ARVEL N P S pow ool 5
Description: Isecure group in domain cisco.com ‘_— - 6)5 2 09; x =9 09)5
E-mail: IFarshid_babajani@yahoo.com *._ 9 Gr‘oup SCOpe ..\.q‘y & 9
" Group scope Group type P AR s ‘) Group type
) Diomair loal o
¥ Global " Distribution b oS SIS Members s $9)
= Universal
29 yall axy JS2
Motes:
ok ;I
-
ok | Cancd | ety |
'General Members | Member Of | Managed By |
Name Active Directory Domain Services Folder
S b 0SS Add g5, s 0t ol
)
Femove I
ok | Cancel Apply
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Select Users, Contacts, Computers, Service Accounts,

2l

Select this object type:

IUsers. Service Accounts, Groups, or Other objects Ohject Types |
From this location:

Icisco com Locations |

Enter the object names to select (Examples):

Check Names |

¥
Advanced...

e r= ]

35 SIS Advanced (s, 09,5 Gal 4 S 3550 05,5 b )5 (09,8 adlal gl YL IS5 o

21|

Object Types
Locations..

Columns...
Find Now
Stop.

e

7

Select Users, Contacts, Computers, Service Accounts, or Groups

Select this object type:
IUsers. Service Accounts, Groups, or Other abjects

From this location:

[isco-com

Common Gueries |

Name [starts with =] [

Desorption [Sarswin =] |

I Disabled ascaunts
I=| Hior expiting password

Days since last [ogor =

e
E-Mail Address Description In Folder -

User ci /\Jsers

__vmware_us... V L
Buitt-n account f.

2, Administrator cisco.com/Users

2 aram cisco.com/Users

52 DnsUpdatePr... DNS clients who... cisco.com/Users

2 Domain Admins Designated admi... cisco.com/Users

2 Domain Comp... All workstations ...~ cisco.com/Users _
Domain Cortr All domain contr..  cisco.com/Users

52 Domain Guests All domain gquests  cisco.com/Users

52 Domain Users Al domain users  cisco.com/Users
ernim P Membhars inthie _cieres o Mo =l

' General | Members Member OF | Managed By |

Member of:

Name Active Directory Domain Services Folder

This list displays only groups from the cument domain and groups maintained
inthe Global Catalog, such as universal groups.

Femoyve

OK Cancel Aol
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Start >> Administrative Tools >> Active Directory User And Computers

File Action View Help
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Change Domain Controller. ..

Raise domain functional level. ..
Operations Masters...

New 3
All Tasks 4
View 3
Refresh . next & M
LS SIS o 3L dzmans o
Export List... = 2 S n Bh )
Properties
Help
T
x
Users or Groups i
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Select Users, Computers, or Groups

Select this object type:

IUsers. Groups, or Built-in security principals Object Types...
From this location:
Locations...

Icisc:o.mm

Enter the object names to select (ex@mples):

B

Check Hames

(

Advanced.. | ok | cancel |
A
2lx

Select this object type:

IUsers. Groups, or Buitin security principals Object Types...
From this location:
Locations...

Ic!sco.com

Common Queries |

Columns...

f 1

Name: | Starts wih x| |

[escriptian: IStarls ‘,\-ithj I Find Now

)

I | Disabled aceounts Siop

I Wi expiing password

Days since last logarn: I 'l

ik

Search results: Canesl
Name (RDN) | E-Mail Address | Description [ in Folder [ B
__vmware__ VMware User Gr... cisco.com/Users J
E) __vmware_us WMware User cisco com/Users
%Accoum Cper.. cisco.com/Buitin
E) Administrator Buitt4n account f...  cisco.com/Users
%.ﬂdministmtors cisco.com/Builin
%Nlcwed ROD... Membersinthis ...  cisco.com/Users
28 ANONYMOU..
aram
Authenticated..
§ Barlrin Mnar riorn rom (P iin LI

Delegation of Control Wizard

Users or Groups
Select one or more users or groups to whom you want to delegate contral.
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Delegation of Control Wizard x|
Tasks to Delegate i
You can select common tasks or customize your own. ‘IL N
* e ‘comman :
O Create, delete, and manage user accounts -
O Reset user passwords and force password change at next logon
O Read all user information
O Modify the membership of a group
O Join a computer to the domain
O Manage Group Palicy links
O Generate Resuttart Set of Policy (Planning) -
4| | B
" Create a custom task to delegate
< Back Mest > Cancel Hep |
Delegation of Control Wizard =l

Completing the Delegation of
Control Wizard

You have successfully completed the Delegation of Control
wizard.

=
The groups, users, or computers to which you
have given control are:

aram (aram@cisco.com)

You chose to delegate the following tasks:

Create, delete, and manage user accounts
Reset user passwords and force password change &t

-
To close this wizard, click Finish.
<Back [ Fmsh |  Cancel Hep |
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Start >> Administrative Tools >> Local Security Policy
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Start >> Administrative Tools >> Group Policy Management

B Group Policy Management =10l x|
o Fle Acton View Window Help ST
GG IE s |
12 Group Policy Management Default Domain Policy

El 4} Forest: disco.com =

5 38 Domains cope | Detais | Setings | Delegation |
= 3 dsco.com ﬁ Links
Edit, 2 Display links in this location: Jisco.com |

Enforced
Link Enabled

The following sites. domains, and OUs are linked to this GPO

Save Repart... Location_~ | Enforced | Link Enabled | Peth
4 cisco.com No Yes cisco com
View »
{3 Sites New Window from Here
L5 Group Policy | 4 | |
& Group Policy | Delete -
— Secuity Filtering
Refresh The settings inthis GPO can only apply to the following groups, users, and computers:
— Name - I
[ Users
Add.. Remove | Properies |
WMI Fitering

This GPO is linked to the following WM filter:

<none
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=[] Policies L°$| ‘ 15 ‘ ‘ lJ L?U‘

| Software Settings ek . - ce. w S
=[] Windows Settings P J S)5F) G99 » Sl O fV“"S A

~| Mame Resolution Policy

| Scripts (Startup/Shutdown)

= EP_;, Security Settings 1 . L& . L e - °
B S entioroes I, Password Policy 435 g oS Joe IS8 b Jgl cond j0
£ Password Policy
1= Account Lockout Policy . S
:El Kerberos Policy A""S ‘TJL’L""
j Local Policies
& Eventlog
1 Restricted Groups . . Z .
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7 Registry

= Fila Suctam

HEFHEEB

: Enforce Password History -1

Security Policy Setting I Explain I

03,5 oolaiwl M3 o5 |, JSllS 5l ctd cod (plyo

}{g' Enforce password history
R

|V Define this policy setting LQ'V‘J 6;55 5 Jﬁsﬁf LSA )‘)5 6)9;5)1{‘0 9?:5‘ )o A'l‘

Keep password history for:
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Securty Policy Setting | Explain |
=g Minimum password age
A
¥ Define this policy setting
Password can be changed after:
1 _I days

2=

oK I Cancel

ApEply I

Minimum password length Properties d |
Security Policy Setting | Expiain |
gg. Minimum password length
=7
|¥ Define this policy setting
Password must be at least:
17 _:l characters
ok | canca | cory |
Password must meet complexity requirements x|

Securty Palicy Setting | Explain |
S5 Password must mest complexty requiements
=
¥ Define this policy setting:
@ Enabled
" Disabled

0K I Cancel
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Minimum Password age -3
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Store passwords using reversible encryption Pro 21l
Securty Policy Setting | Explain |

gg. Store passwords using reversible enoryption
5 .

[V Define this policy setting:
" Enabled
(' Disabled

oK I Cancel Anply

ol Al el L;lﬁéiz;ﬁbmlg oduZtn D50 A1 (yged

Store Passwords Using Reversible Encryption-6
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¥ Computer Configuration . LS ; f “—"5}
Polices Account lockout threshold

] Software Settings
=] Windows Settings
] Name Resolution Policy
Seripts (Startup/Shutdawn)
= & Secuity Settings
= 3§ Account Policies
= Password Policy
R“ Account Lockout Policy
23 Kerberos Policy
Local Polices
4 Eventlog
4 Restricted Groups
5 System Services
a Registry

[CRCRCECE::

Reset account lockout counter after ) Yl 9 ‘oolo Guoy Lo (_g‘).’ ‘) POllcy

Account Lockout Policy cuud 4 o,
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Account lockout duration Properties

Security Policy Setting I Explain |

::{a' Account lockout duration
SAZ

¥ Define this policy setting
Account is locked out for:
|3’D _Ij minutes
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Account lockout threshold Properties e |

Security Policy Setting | Explain |

éﬂa' Accourt lockout threshold
SAF

[ Define this palicy setting
Account will lock out after:

3 _,::' invalid logon attempts

- Account lockout threshold-2
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% o/ Wired Network (IEEE 802.3)
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Public Key Polies
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. Desktop image Properties
"General Sharing |Sec1.|n‘ry| Previous Versions I Customize I

N ik File and Folder Sharing

Desktop image
| | NotShared

Network Path:
Not Shared /

~ Advanced Sharing

Set custom permissions, create multiple shares, and set other
advanced sharing options.

'\“;' Advanced Sharing...

oK Cancel Apply
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O 23 File Sharing

Choose people on your network to share with 45 \.\.‘»‘.:.)L? u‘o 4:?93 ¢ ‘QQ; iéLé‘ g:,u.u.:.]

Type a name and then click Add, or click the arrow to find someone.

4 |, Everyone o585 o Cwond ol yo
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I'm having trouble sharing

s¢0 sShare

1% Share Cancel I
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33 File Sharing
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Your folder is shared.

You can e-mail someone links to these shared items, or copy and paste the links into another program. L)“S_C k.)'d)o ‘ d.e l?‘t.;.l‘ )\) 3 Odu.i) Sha re )ﬁ)‘
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File Acton View Help

B Group Policy Management Editor

=101 x|

&= el lHET

= Default Domain Policy [WIN-ILATO:
= Al Computer Configuration

| Policies

| Preferences

= 4# User Configuration

Desktop Wallpaper

-
Edit policy setting —

Setting |

|i=| Enable Active Desktop Mot
|iz| Disable Active Deskboy Mot
iz | Prohibit changes Mot

=] Prohibit adding items Mot
i=| Prohibit dosing items Mot
iz | Prohibit deleting items Mat
i=| Prohibit editing items Mat
i-| Disable all items Mot
| Add/Delete items Mot
=] Allow only bitmapped wallpaper Mot

=[] Policies
~| Software Settings Requirements:
“| Windows Settings At least Windows 2000
= [ ﬁft_iministraﬁve Templat Description:
_| Control Panel Specifies the desktop background
[ || Desktop ("wallpaper”) displayed on all users'
“| Active Director | desktops.
—'? | Desktop This setting lets you spedfy the
sl Network wallpaper on users' desktops and
" | Shared Folders prevents users from changing the
“| Start Menu and Ta: | image or its presentation. The
= wallpaper you spedify can be stored
- Syfstem in a bitmap (*.bmp) or JPEG (*.jpg)
_| Windows Compone | §la.
5 All Settings —
| Preferences To use this setting, type the fully

qualified path and name of the file
that stores the wallpaper image. You
can type a local path, such as
C:\Windows'web\wallpaperhome. jpg
or a UNC path, such as
Wserver\Share\Corp.jpg. If the
specified file is not available when the
user logs on, no wallpaper is
displayed. Users cannot specify

|4

alternative wallpaper. You can also
el aat e el E ol owa -
1 | | _’I Extended A Standard /

|11 setting(s)

(S ) gy ool & Vb S

User Configuration >> policies>>Administstrative Template >>desktop>>

P Deskiop Wallpaper =100x]
£¥] Desktop Wallpaper 5 ¢ Satting et Sa
(" Mot Configured  Comment: =]
£ Enabled é
7 Disabled |
Supported on: |mmws«¢mm =
=

ptiens: Heip:

Specilies the desktop background [“wallpaper”) driplayed on o
users’ desktops.

Ir

Wallgaper Nare:

LT O TS T Destaop image 2t 46—

Expenple: Using & lxal path
Cmindenswetwallpaperhome, g

This setting lets you specify the wallpapes on users’ deskaops and
prevents users from changing the image o ds preientation. The
wallpaper you specify can be stored in a bamap (" bmp) o JFEG
(" gpeg) fide.

Example: Using & UNC path

\\Server\ Share| Corp.jpg

Wiallpaper Sle: [Center -]

&

T st bhis. webtireg, typoe the fully qualifued path and rame of the
file that stores the wallpaper image. You can type a local path,
sasch s C\ Wil wallp aper horme jpg o 8 UNC path,
such 85 \Server\Share\ Corp jpg. I the specified

file is not
lugs on, L L

lpap: d. Users.
cannat specify shemative wallpaper. You can skso use this setting
tu specfy that the wallpaper image be centered, biled or
stretched. Users camnet change this specification,

F you disable this setting cr do net configure it, no wallpaper is
displayed, However, users can select the wallpapes of thes chewce,

Alsa, see the *Allow orly bitmapped wallpaper” in the same

> o | o= |
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desktop
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Start >> Administrative Tools >> Group Policy gy, 55 eyl @ 5 g5, sl

&, Group Poiicy Management Default Domain Controllers Policy
B _ﬁ‘\_ Forest: persian.com Scone |D g |5 : I Deleast I
= % Domains P etails | Settings egation
[ 3 persian.com Links
[ Default Domain Policy Di S -
LI splay links in this location: ;
= 2| Domain Controller Ipemlan.com
] = The following sites. domains, and OUs are linked to this GPO:
= it. .

= zﬂ v Enforced Location [ Erforced | Link Enabled |

¥

‘.‘-I \“;: w Link Enabled [2] Domain Controllers Yes Yes

5513 Save Report...
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¢ Group Polic
Delete
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Refresh
Help
Security Filtering
Management
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-' ‘Group Policy Management Editor

File Acton View Help

o ) s ERENENN 7 N

computer
User

User

|=/ Default Domain Controllers Policy [
= A& Computer Configuration

| Polices

7| Preferences

= 4%, User Configuration

~| Policies

== 7] Software installatic

g

~| Preferences

_| Software Settings

| windows Settings
| Administrative Templat

Name = IVarsion Deployment state |Souroe

There are no items to show in this

[Chen [
Paste
Refresh
View 3

Arrange Icons ¥
Line up Icons
Properties

Help

Gk 3l K ams el | Slekas gk 25 Wil e cwend pl o
Gud g oS o Jes S Bl sle SeslS gy, » a5 Configuration

5 a5 SIS Software installation s, » JS& b oS oo ol 1, Configuration
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oeen |
(;u() |4~ Network - 192.168.11.22 ~ Instalation e + |23 [ Search Installaton
Organize ~  New folder )
U Favorites Name - | pate modiied | Tvpe
B Desktop 15 google drive.msi 5/11/2012 12:27PM Windows Ins
& Downloads

2] Recent Places

" Libraries
[ Documents
& Music
&) Pictures

B videos

1M Computer
&, Local Disk (C:)

i Network

| I

Windows Installer packages (*r *
)

0 ol 1) bl £gi 2 ailys oo Coomdd ol o
MSi L b a5 Zap 5,50 9 MSi sy b S
share asis o I, Msi LB G . oS o0,
FB g oSO 5 cpl b i o2 el a5 po S
Sy p S g« 0SS Ol sm g 9SS, share |

2SS SIS Open

ﬁwg&ul‘s‘zésl)djlgjfmwl)o

Wl oo Hlisogs GlplS g 05l oo eols iules Add Remove Program 1, 15 sly S

Assigned cud o Js col Loy Lisl 4 4 09 e, 550 aslyy a8 anS S|

Deploy Software

Select deployment method:
¥ Published
" Assigned
" Advanced

x|

Select this option to Publish the application without modifications.

o]

Cancel
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=/ Default Domain Controllers Policy [WIN-ILATOSF781 | Name = [ version | Deployment state | source

= & Computer Configuration ﬁGuDgh& Drive
“ Policies
| Preferences \
=l 4%, User Configuration

B [ Policies
[ [ Software Settings
Software installation
| Windows Settings
| Administrative Templates: Policy definiti
“| Preferences

1.0 Published 11132, 168, 11. 22\Installation\google drive.msi

LSSy e g3 oo alol Cand @ Jla5 5)90 138l e 5 aST 0ST e odaline g9, KO 50

Sgd cuas 4ol b oS Restart

Sl EXE (b 5 wisd oo Sl Zap 5 MST (slo lé L )2 a5 05 oo S8 V> g5

Sy las lEXe slo b as osls Zap LB SO b aS o)l o ol ) SO cpl g 04 od

el 4|, EVIYONe o585 4 cwyiws jeme (po,S Share as 1580 o 5 cpl digy a5 050 4SS S

Aol ails oy Q]d«.‘:h\.ﬁ‘% Oyl den U auaay alig

CasS S ol el gy S g usS Izl | notepad LIS ol sl

[Application]
FriendlyName = “Google Drive”

SetupCommand="\Google Drive”

aS aoliy ol pgo bz j0 g EXE slo sl sl,>! oo [Application] scig Jof s o

asl Oygo cpl eyl ST s w8 0)lg |y cl oo share
oS oo ol 1) 3T cwnd laas 192.168.11.22\installation\google Drive.exe
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Genral Vw | Search |
l ﬂm
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[ Disclay fie scon on humbnals |
[ Uiyl i it i ke tigne:

[m sth bar (Classic thame och
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@ Dont show hidden fles. fobders, or diives
O Shaw hickdens fhes. fokders, ared diives
[ Hid empty dives in the Computer foider
Hde estermons for knawn e troes
[ Hide protected npreng speen fies
O Launch folder windows in 8 sapantte process:
[ Fuestre presicus elder windowa 2 ingon
B Sheow dive letiers =

25 29151, \google Drive.exe _x

mwbmbw)r‘»&oﬁ}oZap &Mb‘)w&bw‘u?
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YU ,o a8 Msi LB sl |, Zap LB sas share L.yl g aes Evryone oy 4 owyws

DS solel 1y T pols bl

: Group policy 3! ;8 35 Backup

DS 1>l 55 s 511, Group policy g, Back up 255 <l

Start >> Administrative Tools >> Group Policy Management

[, Group Palicy Management =10l %]
4 Fle Action View Window el ST
s | MmOl |Hrm
i, on Group Policy Objects in cisco.com
ok Conterts | Dategation |
53 osn.com Nams = [ GPO Status [ i Fieer | Modbed
. ;fdtm*v " Diefauk Domain Controlio P Ensbled Nane: 5312012
i nairt Controliers. ’ . o o
iy CawelersP Dl Domain Fobcy Ensbled Mo SN2
© i Delad | paw ‘-/
[ Defad  pack p a1
i L WaFiter piarage Bacags...
M3 Sarler B opan Mgratien Table Edior
@ Sers
W5 Croup Poboy Made  View L]
Group Pokcy Hesul New Window from Here
Refresh
Help
4] ¥
) L | i

Back Up Group Policy Object 5'

Enter the name of the folder in which you want to store backed up versions of
this Group Policy Object (GPO). You can back up multiple GPOs to the same
older.

Nete: Settings that are extemal to the GPO, such as WM fiters and IPsec
policies, are independent objects in Active Directory and will not be backed up

To prevent tampering of backed up GPOs, be sure to secure this folder so that
only authorized administrators have wiite access to this location.

Location:

|C:\Bac:kup policy

= o
Browse... |

Description:

Backup policy 212/06

Cancel

5 Back Up |

Group policy;l Back up 8,5 sl
Group Policy e g, S 5.b
awiF 9 oS cwl, SUUs Objects
U b oss Ll 1, Back Up All ...

gl ol

O 0,3 e wyol LOCation cuwud jo IS ol o
Ssy 2 N ol sl oS oyls |, Group policy

SsS Ol 1y ol g oS SIS Browse..

ol slp 1, Slss Description

w)os

.S ol Backup

SosS SUs Back up sy, g
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x
S— L s 5,50 sle Back Up  cad ol o
|

Status: . § : f Ok S92 9 oLy ﬁlzJ‘ . jﬁ

IGPO: Default Domain Cortrollers Policy...Succeeded ;I

IGPO: Default Domain Policy...Succeeded

Back L 5,50 la Policy ;I bl b oy

S e85 uUp

12 GPOs were successfully backed up
lDGF‘OE were not backed up

1, 555 sla Policy a5 syl iy s V>
. A a1, gle Policy Wl s s (oo Cos

Cance | _ _
p—m—f u—’)S-’L"' °)L.’5‘> ‘) M;BaCkup

=100x|
esi2E0lsl0D “*" &b Group policy 5 Restore l,
& Gronp Pokey Marugement Group Policy Objects in cisco.com
e Cort || . .
LT o e <SS Group Policy objects sy, ,» JSi

I, Manage Backups.. a5 ¢ 03,5 cwl,
; YWY | SV LOWI ISR VEL S £

. =l 4| ] i |
o1 Backup location cwd o JSo &b
—imix

Backup location 9 ..\.:..\5 0)‘5 |) L).n); o).:.’>~> )1.«._9 as ‘) BaCkUp

[C\Backup policy | Browse...

Backed up GPOs

)8 Object b2 osS o ovaline a5 st o

Coomd )3 g 00,5 S plas ;2 (59, p a5 o)l

2 dm g oS SIS Restore (g4, » UG oSl
o8 S )0 pgo 43S (55, oS SIS Yes o,
b oS U Restore (g5, » 5 oS SIS

< | | . S >
I~ Show only the latest version of each GPO '05"‘"" g}")i‘ 7

Restore | Delete View Settings Close
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:Domain Trees st

g O Juaso (] 43 cyaogd w9l 45 o940 Forest < 4 ;L5 Domain Trees sbx! Gl

couil asls 1) 3L 9590 j9xe a5 Administartor v jo 5,5 60U SO

wplgs o0 g 0,5 eoliswl Cisco.com U 4 forest < I ojgel opl 4o wes

DS Az gl w Axbuo 4 5wl gl pusS cuai |y CCNP.com oL s Domain Trees

S FUN 33 0sS cuds o (595 1y DOMAIN Trees wualgs oo 45 p9d y9pmw 30 >

PSS SIS Enter g9, p 9 9sS <ol 1y Dcpromo

@ Active Directory Domain Services Installation Wizard

Welcome to the Active Directory
Domain Services Installation
Wizard

This wizard helps you install Active Directory Domain
Services (AD DS) on this server, making the server an
Active Directory domain controller. To continue, click Next.

[ Use advanced mode installation

Leam more about the additional options that are
available in advanced mode installation.

Mare about Active Directory Domain Services

N\

@! Active Directory Domain Services Installation Wizard

< Back Mext >

Operating System Compatibility
Improved security settings in Windows Server 2008 and Windows Server 2008 R2 L= =
affect older versions of Windows 4

Windows Server 2008 and "Windows Server 2008 R2" domain controllers have a
niew more secure defautt for the security setting named "Allow cryptography algorithms
compatible with Windows MT 4.0." This setting prevents Microsoft Windows and
non-Microsoft SMB "clients” from using weaker NT 4.0 style cryptography algorithms
when establishing security channel sessions against Windows Server 2008 or
"Windows Server 2008 R2" domain controllers. As @ result of this new defautt,
operations or applications that require a security channel serviced by Windows Server
2008 or "Windows Server 2008 R2" domain controllers might fail

Platforms impacted by this change include Windows NT 4.0, as well as non-Microsoft
SMB "clients" and network-attached storage (NAS) devices that do not support
stronger cryptography algorithms. Some operations on clients running versions of
Windows earlier than Windows Vista with Service Pack 1 are also impacted, including
domain join operations performed by the Active Directory Migration Tool or Windows
Deployment Services

For more information about this setting, see Knowledge Base article 542564
(http://go microsoft.com Awlink./?Link|d=104751),

) s 9590 435 S Canmnd (0] jo 095
& iy |y Sl Wb ol bl @ l0d;
osbol Lo (gly 45 aolsl yo Lol (g S

..,\J.Sgs.o

DS SIS Next g9, »

SIS next g9y ¢ Cwmd  opl o

P13 gemdgf b 1y UK () loensd g9). S
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@! Active Directory Domain Services Installation Wizard

Choose a Deployment Configuration
You can create a domain controller for an existing forest or for a new forest.

43S g asS Jos Kb Gub Coond (] o
S)ge S g wuS Qlail 1y Ll 5)90 b

Existing forest

~ Add a domain controller to an existing domain

* Create a new domain in an existing forest
This server will become the first domain controller in the new domain

~—2p/¥ Create 2 new domain tree root instead of a new child domain

" Create a new domain in a new forest

More about possible deployment corfigurations

a3 bei 1y 4l

PSS s next gq;, p

« Back Next »

Cancel

@ Active Directory Domain Services Installation Wizard

Network Credentials
Specify the name of the forest where the installation will occur and account
credentials that have sufficient privileges to perform the installation.

_:|__5" 2090 pb Jol Coound jo Wil IS (! o

T Cwmd j0 g wwS o,lg |, (Forest)

Type the name of any domain in the forest where you plan to install this domain

cortroller:

el & wl alternate Credentials

cisco .com {-_

Specify the account credertials to use to perform the installation:
) by current logged|on credentials (SERYER 2Administrator]

T The cumrent user credentials cannot be selected because they are local to this

computer. A set of domain credentials is needed

@ Atemate credentials:

cisco com‘administrator Set

Mare about who can install Active Directory Domain Services

root domain ;5 a5 iS5 oylg g,
Al alls 1y S 590 CisCO.cOM s
JSi S Set g5y Sls b Lagl o a5

Sgu (0 3k

x

<Back |{Ned: Y

Network Credentials

Specify the account credentials to use to perform the installation:

Next (gg) » dry 90K vy g usis 0,09 1y 12 3 )50 joue j0y 9 2yl pU Wl YU IS 5o

g g2lg0 p ) gl el LNeXt g9y p (40,5 SO jl o wlh g5
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@l Active Directory Domain Services Installation Wizard

@ Active Directory Domain Services Installation Wizard X|

Wy, An Active Directory domain controller for the domain "cisco.com” 0K |
I\\ ;I could not be contacted.

Ensure that the DNS domain name is typed comectly.

f the name is comect, then click Details for troubleshooting

information.

Jo Gl cawl 00,50 lawy 1) ol 0 Lo forest as |, cisco.com ol a5 afwo plivy oy

b ous aislw o1 40 pb (I LT A5 usS w1, CiSCO.COM 44 3w DNS Wb JSCiio (3

w3 sl Lo ds aol gt bl (LSio 151 &5 b ous Set cawyd ol TP asCyl b &

Name the New Domain Tree Root ‘
==l

=
Type the fully qualfied domain name (FQDN) of the new domain tree.
FQDN of the new domain tree:
cenp.com
Example: headquarters contoso.com
<Back Next > Cancel
@l Active Directory Domain Services Installation Wizard. x|
Domain NetBIOS Name E ‘ :
“This is the name thal users of earer versions of Windows wil use to idertfythe ||

new domain

The wizard generates a default NetBIOS name. This wizard page appears only if you
have selected advanced mode or the wizand has detected a conflict with the default
name

Either accept the name that has been generated by the wizard or type a new name and
then click Next

Domain NetBIOS name: <

V4

< Back Next > Cancel

S A gi I dnlol &

I, (domain Tree) Iy 595 yu09d pb Coomnd (3l 5o

DS S Next g9y o o c0sS 04l

Jg8 ;51 g Cawl o0 0wl (yaogd pb Lxisl yo wg
.\.HS &JS next> Sy » A.1)|->
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@ Active Directory Domain Services Installation Wizard

Set Domain Functional Level

Select the domain functional level

9y Ceomd cpl o GRS (e lgie aesd

2003 33005 e 45 ol 1,5 2008520034 2000

Domain functional level

Details:

Il features available at the Windows Server 2000 domain functional level and the

‘ollowing additional features:
- Constrained delegation, which an application can use to take

e features available at the Windows Server 2003 domain functional level indudej

advantage of the secure delegation of user credentials by

means of the Kerberos authertication protocol
lastLogonTimestamp updates: The lastLogon Timestamp attribute is
updated with the last logon time of the user or computer, and it is

1 You will be able to add only domain controllers that are running
Windows Server 2003 or later to this domain,

More about domain and forest functional levels

=]

o2 ) 500 e ausF agly e Lot po,S sl |,
90 s asS ol 1, 2000 51 Jg ass bl
oy Cotel (YL (Jy S x5 coel

A8 SIS next g, ol 2008

< Back I Nexd > I

Cancel

@/ Active Directory Domain Services Installation Wizard

Select a Site

Select a site for the new domain controller

owled b gl 1y colw gl Coomnd ol o ©o5

= | Use the site that coresponds o the IP. address of this computer

Sites

Site Description

Site and Service g yw 4 bgspo 45 S 0
&0 o2 o9 ol 4l aldl jo A wll (0

oy

PSS SUds' next gq, p

Cancel

@ Active Directory Domain Services Installation Wizard

Additional Domain Controller Options

o9 ol B ooy ly i 0y50 slo 4y 3§ S5

Select additional options for this domain controller
[ DNS server
¥ Global catalog
I | Read:only domain cortroller [RODE]
Addttional information

| The first domain controller in @ new domain cannot be an RODC.
The number of DNS servers registered as authoritative name servers for this

[domain could not be determined. Emror: This operation retumed because the
ltimeout period expired

More abovt addtional domain controller options

|

.MQ.MMAD o‘;.o.b:\.’l.b

PSS s next gq;, p

Cancel |
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@/ Active Directory Domain Services Installation Wiz

A delegation for this DNS server cannot be created because the
l %, authoritative parent zone cannot be found or it does not run
T Windows DNS server, If you are integrating with an existing DNS
infrastructure, you should manually create a delegation to this
DNS server in the parent zone to ensure reliable name resolution
from outside the domain “ccnp.com”, Otherwise, no action is

required.

Do you want to continue?

Yes | MNa I

2 pbmnext g9y p S5 jl vz o5

9w W95 45« g (o0 0310 il
Ol (09 9 el 0uld cuas Ju8 5l Dns
o0, olwl I, & 5,00 Domain

gy bogs wyeS 0 9 (CCNP.COM)

skl dns o 1y ylai 390 ZONE § winsy

g0 o U oS Sl yes (59 p Cuwl g g Wl 9yl (0] Ao ga piguue 45 uulS

4 oolol Restart oG 5l axy 5 998 s Jol5 j9b 41 (gm0 () (63955 210 95T o

o] Active Directory Domain Services Installation Wizard x|

Source Domain Controller

You can let the wizard choose a replication partner for the installation of this domain
controller or you can specify a domain controller to use. Some data must be copied from
and wiitten to this replication partner even if you chose to install from media.

Select a source domain controller for the installation partner:
€~ Let the wizard choose an approprizte domain controller
+ Use this specific domain controller:

Diomain Controller Name | Site Name |
sarver] ds&om Default-First-Site-Name

More about selecting an installstion partner

« Back et > Cancel

@ Active Directory Domain Services Installation Wizard x|

Location for Database. Log Files. and SYSVOL E ‘EE
‘Speciy the folders that wil contain the Active Directory domain cortroler [EE]
database. ogfiles. and SYSVOL, I

il s

Site and g0 Iy 2 Cond (il C95
bS5l ao w55 o0 45 Wil o0 Service
Lol jo &5 5 ain 1) gpg) colw b
el a5 albl o Serverl.cisco.com
a5 Cawl jepw ygmmolS ob lon Serverl

ol 00 FUN 4T (69, CISCO.COM (09

DS Sds' next ggy

M M . . . a >
For better perfomance and recaverability, store the database and log files on separate M}J Cewo LSP 4‘! "\*‘S gs‘”) oD CJ"‘ )é &."‘P

wvolumes

Database folder:
C:\Win TDS

Log files folder:

Browse
[C-Windows\NTDS Browse
Browse

SYSVOL folder
|c \Windows\SYSVOL

More about placing Active Directory Domain Services files

< Back Next > Cancel

RIS ki ddgine 45 LT G 1) b o0l

PSS SUds' next gq;, w0
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@ Active Directory Domain Services Installation Wizard x| 9,..,5‘ 6‘)‘. I )'.A) Aal; Loy Coound U"‘ )
Directory Services Restore Mode Administrator Password

ddly dBls azgi . aamd 18 055 (6,535 plo

The Directory Services Restore Mode Administrator account is different from the domain <A L . . . .
Administrator account. d)s )LALS LQ‘M) )9M9 Gl'a‘ > L? ) k)"‘ 45

Assign a password for the Administrator account that will be used when this domain
controller is started in Directory Services Restore Mode. We recommend that you

choose a strong password. M‘j—?’b 45 Oj) QSA )lf 4.’ (52_99.9 )A) u." 0)‘\)

Password: quuuu..
E— [reeeererees ol om - meS 6,05, 1) (6,88l guST
More about Directory Services Restore Mode password . s . ujLO.aA )Lolf )9&9 J.A) l.! JA)
oolitul 393 eang ey 3l Wb 9555 ln
A8 S Next g, 50 oS
< Back Next > Cancel

@ Active Directory Domain Services Installation Wizard

Summary

il Oloagliss 31 A5 oledbl i los

2 ol oall oold goled JSKh H0 oud
Review your selections:
Configure this server as the first Active Directory domain controllerin @ new domain = &

ree. SS SLs next g9,

[The name of the new domain is “ccnp.com”

[The NetBIOS name of the domain is "CCNP™
[The new domain has a trust link with the domain "cisco com”
Domain Functional Level: Windows Server 2003

Site: Defautt-First-Site-Name

1]

To change an option, click Back. To begin the operation, click Next.

These settings can be exported to an answer file for use with Export settings...
other unattended operations.
More about using an answer file

< Back Mest Cancel

Active Directory Domain Services Installation Wizard

The wizard iz configuring Active Directory Domain Services. This process can take

fram a few minutes to several hours, depending on your enviranment and the options s - I S next ‘59) )_? [Q'b )"T )o 9 99"

that you selected.
“‘E 7

Installing Group Policy Management Conzole...

0 LT cuai HI5 45 wusS

Cancel |

[ Fiehoot on completion
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Internet Protocol {TCP/IP) Properties

ol e e bl L 1 )5 (6 G wub Child Domain

¢ Child Domain sl

skl glp wo>

W‘“‘S o)bl.o.’b |))3).M:IP DNS ..\.al.s Chlld )jﬂd&.‘»u)ls)-)gw‘

Sl 50 S5 090 a5l )5 (g5, g s NEIWOTK caand 8l 15 5 )90 59 5ms S90ing 5> 9>

DS S 120 TpVA 55, 4 50 e 5l g 0SS SIS

General |

‘fou can gek IP settings assigned automatically if your network supports
this capability, Otherwise, vou need ta ask vour network administrator
for the appropriate IP settings.

£~ Obtain an IP address automatically
—* Use the Follawing IP address:

19z 168 . 11 . 129

|255.255.255. o

192 . 186 . 11 . 22

IP address:
Subnet mask;

Default gakeway:

——

" Obtain DS server address automatically:

—* Use the Following DNS server addresses:
192 168 . 11 . 22

Advanced. .. |

Preferred DS server:

Alternate DNS server:

2=

O I Cancel

@! Active Directory Domain Services Installation Wizard

Welcome to the Active Directory
Domain Services Installation

Wizard

This wizard helps you install Active Directory Domain
Services {AD DS) on this server, making the server an

Active Directory domain controller. To continue, click Mext.

I~ Use advanced mode installation

Leam more about the additional options that are

available in advanced mode installation.

More about Active Directony Domain Services

\

< Back Mext >

Cancel

99 ;I 59

Iy Jop o9 IP &b Ip Address cwd jo oy
ip oL Subnet mask cuwud o aw 0S8l
Coond ,0 g AS o)l 1) 09> aSn mask
95 O3ed9> kol y5,w ip L Default gateway
sy 1P 2L Dns Server cad 5 5 oS o)y

0)‘5 AJ[J ‘) °wMROOt OPR9° L)] 69)4‘5(}'4‘

X eq,5 1, child domain coa Y oy

oS 5

RUN® o g sgd pos o 3)ly o

A4S 5,ls 1, Depromo [gws

ol )3 38 (oo el adgl IS g
0SS NEXE> (g5, 5 Caond




@ Active Directory Domain Services Installation Wizard

Operating System Compatibility

Improved security settings in Windows Server 2008 and Windows Server 2008 R2

affect older versions of Windows

Windows Server 2008 and “"Windows Server 2008 R2" domain cortrollers have a
new more secure default for the security setting named " Allow cryptography algorithms
compatible with Windows NT 4.0." This setting prevents Microsoft Windows and
non-Microsoft SMB "clients" from using weaker NT 4.0 style cryptography algaorithms
when establishing security channel sessions against Windows Server 2008 or
"Windows Server 2008 R2" domain controllers. As a result of this new default,
operations or applications that require a security channel serviced by Windows Server
2008 or "Windows Server 2008 R2" domain controllers might fail.

Platforms impacted by this change include Windows NT 4.0, as well as non-Microsoft
SME "clients" and network-attached storage (NAS) devices that do not support
stronger cryptography algorithms. Some operations on clients running versions of
Windows earlier than Windows Vista with Service Pack 1 are also impacted., including
domain join operations performed by the Active Directory Migration Tool or Windows
Deployment Services.

For more information about this setting, see Knowledge Base article 942564
(hitp:+/go microsoft com Awlink./?LinkId=104751).

N

< Back I Next = I Cancel

— i
@] Active Directory Domain Services Installation Wizard

Choose a Deployment Configuration

You can create a domain controller for an existing forest or for a new forest.

% Bxsting forest

" Add a domain controllerta an existing domain

¥ Create a new domain in an existing forest
/‘ This server will become the first domain controller in the new domain.

" Create a new domain in a new forest

Mare about possible deployment configurations

< Back Nexd = Cancsl

Sl Doy (G S o (pl o
w105 Ll 4 5555l

ol ol

Create a new 4u% cwd (pl o

obxsl 1, domain in a new frost
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@ Active Directory Domain Services Installation Wizard

Network Credentials
Specify the name of the forest where the installation will occur and account
credentials that have sufficient privileges to perform the installation

Type the name of any domain in the forest where you plan to install this domain
cortroller:

|c\sco com

Specify the accourt credentials to use to perfom the installation:

1ty current lngged|on credentials (wN-HOFETEINABK A drminstratar]

] The curent user credentials cannot be selected because they are local to this

computer. A set of domain credentials is needed.

= Atemate credentials

’duscn com\administrator

More about who can install Active Directory Domain Services

Set...

g
-
< Back Mext > Cancel 3

@ Active Directory Domain Services Installation Wizard

Name the New Domain

I8 &S a5 0590 uegs pb Jgl Ceond jo JSS pl jo
as og Cisco.com (o Lol pegs pb sl jo ¢ 0sS

.M@J)‘jjﬁid)ym)é

sl G wb Alternate credentials cwd o

950 CISCO.COM rogs ;o a5 &S 805 |, )8

IS SIS Set g, el jo sl asb |, LS
S 0)lg ) S 8590 5900 ey 9 )15 L

AuS SUS Next> o, 5

Type the fully qualified domain name (FQDN) of the parent domain or click Browse to
select it. Then type the singledabel DNS name of the new child domain

FQDN of the parent domain:
Iclsuu com

Browse

BExample: com contoso com

Singledabel DNS name of the child domain:
IIab =

Bxample: headquarters

FQDN of the new child domain

Ilab cisco.com

BExample: headquarters comp contoso .com

SIS Browse (ss, y Jsl Ceamd 3l JS5 ool 5o

I, ( parent domain) Lol crwgs g o35

T 45*’“-‘5 Q)‘j ‘) Chlld wﬁg r.,[_, f’ﬁ‘b “ . )»b

>

< Back I Next > I

Cancal |

@ Active Directory Domain Services Installation Wizard

Set Domain Functional Level
Select the domain functional level.

Domain functional level:

Details:

& features avaiiable at the Windows Server 2003 domain functional level include:
|| features avalable at the Windows Server 2000 domain funclional level and the
ollowing additional features:

- Constrained delegation, which an application can use to take

]

=]

advantage of th secure delegation of User credentials by

means of the Kerberos authentication protocol

IastLogon Timestamp pdates: The lastLogon Timestamp aftributs is
updated with the last logen time of the user or computer, and it is

You will be able to add only domain controllers that are running
Windows Server 2003 o later to this domain.

More about domain and forest functional levels

< Back Neat >

Cancel |
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site and Service wg,w ;0 Cwwd ol 5l a5 0sS o cvnlin 1) Site sl Cwnd ol o

@l Active Directory Domain Services Installation Wizard x| - .o
oot o Ste -Ogww < oolazw!
Select a site for the new domain controller

= Wse the site that conesponds to the [P address of this computer .J.;\-\S ‘_i.t'lSN eXt>> 69) )'?

Sites:
Site: Description
< Back Nexd > Cancel |
@) Active Directory Domain Services Installation Wizard x|

Additional Domain Controller Options

Select addttional options for this domain controller.
I | DHG server
I Global catalog
I | Bead only domeain controllen (RODE]

Additional information:
IThe DNS Server service is already installed on this server. ;I

(The first domain controllerin 3 new domain cannot be an RODC.

(There are currently no DNS servers registered as authoritative name servers for
lthis domain.

[

More about additional domain controller options

<Back Next > Cancel |

@ Active Directory Domain Services Installation Wizard

Location for Database. Log Fles. and SYSVOL
Specify the folders that will contain the Active Directory domain controller
database. log files. and SYSWOL.

For better performance and recoverability, store the database and log files on separate

oS oo a5 0ah o0 ol SO

log File — Data base - sl L6 ;L S

Browse
ua)'g U’““" )# & aS St SYSVOL 9 Fﬂ:ﬁ:ﬁ:\rms Browse...
SYSVOL folder:
PRFY * 2 & . . IC\Windows\SYSWVOL wse
o o (Jy Wigd o 03D Lok jeaing 0 =
b kS cbér.lo " ‘) ) M‘y More about placing Active Directory Domain Services fies
SuS SIS Next g, p
< Back Next > Cancel
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@ Active Directory Domain Services Installation Wizard x|

Directory Services Restore Mode Administrator Password

The Directory Services Restore Mode Administrator account is different from the domain
Administrator accourt.

Assign a password for the Administrator account that will be used when this domain
controller is started in Directory Services Restore Mode. We recommend that you
choose a strong password

Password XTI TS

Confim i [

Mare about Directory Services Restore Mode password

< Back Next > Cancal |
B! Active Directory Domain Services Installation Wizard |
S
Review your selections
Configure this server as the first Active Directory domain controller in a new child rs
domain.

[The: new domain is named "lab cisco .com”

[The NetBIOS name of the domain is "LAB"

[This new domain is @ child domain of the domain “cisco.com”.
Domain Functional Level: Windows Server 2003

Site: Default-First-Site-MName:

To change an option, click Back. To begin the operation, click Next

Export settings... |

These settings can be exported to an answer file for use with
other unattended operations
More about using an answer file

%
< Back I Next > I

Cancel |
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TR ) e b

Start >> Administrative Tools >> Active Directory User And Computers

B Active Directory Users and Computers o ] 4

File — Action Wiew Help

&5 | 7m0 c= HFE|I &85 Ta%

o [T [ Descript

=] ol ype Description |

s aange Dorna!n.. - hiltin builtinDomain

iﬂ c DD ETnE T ST B bmputers Container Default container for upar...
All Tasks » pmain Controllers Organizational ...  Default container for dom...

reignSecurityPrincipals Container Default container for secu...
Refresh anaged Service Accounts Container Default container for man...
Help Bers Container Default container for upagr...
KN i

|Select a spedfic domain to manage

an S g oS cwl, SIS Active Directory User And Computers  sq, » JSo b

ey Ao 4 o3 e - 35 ol |, Change Domain ..

x

Domain: ||ab.ci5co.com *:. Browse... |

[~ Save this domain setting for the cument consale

0K I Cancel | Help | ».\.‘.‘5 ul.’?w‘ ‘) Ch||d Q—.‘.—"jb

5,lg JolS 9 4 |, child Domain b

5 0SS SIS Browse (g, » b oS
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File Acton View Help

- Active Directory Users and Computers

=100 x|

A EEREEIE EEEN G YSE 2

[ 53 lab.dsco.com
| Builtin
~| Computers
| Domain Controllers

2, Allowed RODC Password Repiication Group

52, Cert Publishers
ﬂDenled RODC Password Replication Group
52, DnsAdmins

Security Group ...
Security Group ...
Security Group ...
Security Group ...

| Active Directory Users and Comput | Name | Type | Description ]
_| Saved Queries ?_, Administrator User Built-n account for admini...

Members in this group can...
Members of this group are...
Members in this group can...
DNS Administrators Group

PRV-YRA J.im )o )9.’4:.'Lo.®

Omegd  SylyaS <°

5 mob lab.cisco.com

;ﬂr:;gglieg::ﬁj:i:izm _-'yJDnsUpdaberxy Security Group ... DNS dients who are permi...
= - 52, Domain Admins Security Group ... Designated administrators...
- SidDomain Computers Security Group ... All workstations and serve... -
.:yJDomaln Contrallers Security Group ... All domain controllers in th... ‘) Q ‘ C‘_)LC)Lb‘ J_A_;‘jb (59
52, Domain Guests Security Group ... All domain guests -

52, Domain Users All domain users
ﬂGruup Policy Creator Owners
.a_. Guest

52, RAS and 1AS Servers

2, Read-only Domain Controllers

Security Group ...
Security Group ...
User
Security Group ...
Security Group ...
User

Members in this group can...
Builtn account for guest ...
Servers in this group can ...

o oo S S

C oyl iz S ales

Members of this group are. ..
2 reza

B g S i 0g)S
A sl Ko sl

:Domain ;s s TRUST

0 9 Sl kit sl g0 y0 lisee J S e U g0 a5 all ooldl las! Lads (gl wuls g
0255 5180 TRUST (ego 52 5 sl 5157 ol (sl 95
dbwﬂ\mw.o\..blo‘))jﬁb2).50.@9.5132)[5&\‘5\);&;)5:-

PERSIAN.COM , PERSIAN-GULF.COM

(e o2 e

@bgsddiﬁaéebl)bqu%p@a)lf Sladas o)ly 5 cpl glp 0,8 SET I, jg
AS 3 lg pols
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Start >> control Panel >> Network and Internet >> Network Connections

3l o« oS SIS Properties au 5 g oS cul, S g9 g 40 haie piSSE 59,

055 3b py JK8 b oS S L 5o IPVA (g5, 5 s 590 Cand

Internet Protocol Version 4 (TCP/IPv4) Prope: 2xl

General I

‘You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IF settings.

" Obtain an IP address automatically

—(% Use the following IP address:

IP address: 0 .10 .10 .1
Subnet mask: I 255 . 255,255, 0

Default gateway:

£ obkain BNE server address  automatically.

—(% Use the following DNS server addresses:
Preferred DNS server: 127.0 .0 .1

Alternate DNS server: mw. 0. 1w, 2

[ validate settings upon exit

Advanced... |

oK I Cancel |

Internet Protocol Version 4 (TCP[1Pv4) Propel 2=

General |

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

¢~ Obtain an 1P address automatically
(% Use the following IP addr

IP address: W.10.10.2

Subnet mask: I 255,255,255 . O

{7 Obtain DNS server address automatizally

Default gateway:

(¥ Use the following DNS server addre: sses:
Preferred DNS server: I 127.0 .0 . 1
Alternate DNS server: 0.1 .10 .1

[~ validate settings upen exit

Advanced... |
cance

l, 10.10.10.1 : ip (po Ceod (! o
5 p3,5 5,1y Persian.com g0 Iy
Slp Ko 0955 )y 9 ANS o 162
&l 6,50 3127.0.0.1 a5 g0 yuon
a5 10.10.10.2 58 5,y 5,09, 59

O S Hope pU 0,5 oy 28ge

WS SAsok s,

s hads wes pbxl 1) I (reen o p90 9w 50

) 92295 sare 1P pgd yomme DNS 0,5 5 )ly adge

J.MS 0)19

o2 s U2 30,050 cas g oS SISOk (g,

Sy50 a9 el WS grw LS e Sy 1) K00

205 Ping 1, L
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Ping Persian.com

Ping Persian-gulf.com

s Bl SOl s o5 usS QLR s 1) 955 regd el 9SS (ox ipeten sl X0
5 5L 55 50 52l (5 Sl A bl S0 A3, i1 4 e Lo 5500 s
3l 18 ool 0 a8 2bly regd 4 p Ko PING 85 5 0,10 0929 &l 4o aegs B2 ]

(po,5 @l 1) ol IS (6l 09h (o0 St Sl 5 050 (o0 Jaite

r:bu‘ ‘) 2 61& )lS ARS 0 ‘-"5’ plng 9 St obLo—‘ Loy ).’5»...415 ;‘ Trust r‘:L‘>u| (.5‘)'.’ u9;>

R X

(Gl 00y oulais Persian.com g, Jgl bl ;0)augp 35 wyol @

Start >> Administrative tools >> Active Directory Domains and Trusts

E}ﬂ,_ Active Directory Domains and Trusts

File Action View Help

L EERE 7

= .ﬂ_\cti\te Directory Domains and Trusts [ £ | Name

— by » o e el e S

e

Manage
Raige Domain Functional Level...

View 4

Export List. ‘/
Properties

Help

There are no items to show Y . - .

A8 ol |, properties
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persian.com Properties ﬂﬂ
"General Trusts | Managed By I
Domaing trusted by this domain (outgoing trusts):

Domain Name Trust Type | Transitive Froperties... |
Remave |

Domaing that trust this domain {incoming trusts):
Domain Name Trust Type | Transitive Froperties... |
Remave |

X
New Trust... |

o ]

Cancel Apply Help

New Trust Wizard

Welcome to the New Trust

Wizard

This wizard helps you create a trust between this domain
and any of the following:

= A 'Windows domain in this forest or in another forest.
= A'Windows NT 4.0 domain.
= A Kerberos V5 realm trust.

= Another forest.

Atrust is a relationship that enables users in one domain,
forest, or realm to be authenticated in a specified domain,
forest, or realm.

To continue, click Next

Gy g oS SIS Trusts s g9, p» JSo cpl po
New (55, » o 90 2l o o Trust sl
D5 alls day amio IS5 b oS SIS Trust..

Ol B9y e Gilw ooly 5l L8 aS 0lS a1 lSS

aplgz o (pmagd ol Sl (G Az &S 0S8 0g>

A sbml 1) 055 Jlai o550 craegs ol 3ok g

Trust obul Glp o] axbio oy

Sy » B g Glp g ead b
AS SUUs Next>

< Back Ned Cancel

New Trust Wizard

x|

®

Trust Name
You can create a trust by using a MetBIOS or DNS name.

Type the name of the domain, forest, or realm forthis trust. F you type the name of a forest, you
must type a DNS name.

Example NetBIOS name: supplierl1-int
Example DNS name: supplierl1-ntemal microsoft.com

Name:

nersian-gutf com|

e

<Back Cancel |

) e a5l (090 pb sl Caod (5o
oS Trust o 4 aualss o a5 0sS o)y
Persian- gy, (9o Lril o a5
S Next> g5, » .o,ls oL gulf.com

99 ;I 68 axio




Sl v 3l o Ohge a4 ld egd ez o9 bkl External Trust a5 wb cawnd cpl o

5y L3 ) FOrest oSy J51s negs b penlss a5 T oo LIS a4y Sloj pyo axy3¥ 5 el o

New Trust Wizard x|
Trust Type @
v

This domain is a forest root domain. If the specified domain qualifies. you can
create a forest trust

\ieled the type of trust you want to create.
+ Bxdemal trust

An extemal trust is a nontransitive trust between a domain and another domain
outside the forest. A nontransitive trust is bounded by the domaing in the
relationship.

" Forest trust
A forest trust is a transitive trust between two forests that allows users in any of the
domains in one forest to be authenticated in any of the domains in the other forest

N

< Back Next = Cancel

New Trust Wizard |

Direction of Trust @
Vv

“You can create one-way or two-way trusts.

Select the direction for this trust.
\’-‘ Two-way

Users in this domain can be authenticated in the specified domain, realm, or
forest, and users in the specified domain, realm, or forest can be authenticated in
this domain.

¢~ One-way: incoming
Users in this domain can be authenticated in the specified domain, realm, or forest.

" One-way: outgoing
Users in the specified domain, realm, or forest can be authenticated in this domain.

New Trust Wizard

Sides of Trust
I you have appropriate permissions in both domains, you can create both sides of
the trust relationship.

To begin using a trust, both sides of the trust relationship must be created. For example,
if you create a one-way incoming trust in the local domain, a one-way outgoing trust
must also be created in the specified domain before authertication traffic will begin
flowing across the trust.

Create the trust for the following

¥ This domain only
This option creates the trust relationship in the local domain.

™ Both this domain and the specified domain
This option creates trust relationships in beth the local and the specified domains.
You must have trust creation privileges in the specified domain.

< Back Cancel |
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On ing Trust Auth Level
Users in the specified domain can be authenticated to use all of the resources in
the local domain or only those resources that you specify.

s

x|

asS ol ] gl an ¥ caend opl o

S5k o0 9 B2 G Sl @y bgaye oS

Select the scope of authentication for users from the persian-gulf.com domain.

' Domain-wide authentication
Windows will automatically authenticate users from the specified domain for all
resources in the local domain. This option is prefemed when both domains belong to the
same organization.

Selective authentication

Windows will not automatically authenticate users from the specfied domain for ary
resources in the local domain. After you finish this wizard, grant individual access to
each server that you want to make available to users in the specified domain. This
option is prefered i the domains belong to different organizations.

o el Sbegl g @ gl a5 a5
0 SSlegil e 90 anS (Jy 05

.ol

S SIS Next s,

o

< Back I Nex = I

Cancel

New Trust Wizard

Trust Password
Passwords are used by Active Directory Domain Controllers to confim trust
relationships.

x|

"

Type a password for this trust. The same password must be used when creating this trust
relationship in the specified domain. After the trust is created, the trust password is
periodically updated for securty purposes.

Trust password:

Confirm trust password:

< Back Cancel

New Trust Wizard

Trust Selections Complete
The Mew Trust Wizard is ready to create the trust.

®

You have selected the following trust settings:

iThis domain: persian com -
|Specified domain: persian-gulf.com

Direction:

(Two-way: Users in the local domain can authenticate in the specified domain and
lusers in the specfied domain can authenticate in the local domain.

(Trust type: Exdemal

To make changes to this trust, click Back. To create the trust, click Mext.

< Back Nexd = Cancel
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New Trust Wizard

Trust Creation Complete
The trust relationship was successfully created.

®

Status of changes:

1
Trust relationship cneateﬂ successfuly. | -
Specified domain: persial 7
Direction:

Two-way: Users in the local domain can authenticate in the specified domain and
users in the specified domain can authenticate in the local domain.

Trust type: Extemal
(Outgoing trust authentication level: Domain-wide authentication.
=i
To configure the new trust, click Nest.
CBack Next > Cancel |

New Trust Wizard

Confirm Outgoing Trust
*You should confim this trust only if the other side of the trust has been created.

Do you want to confimm the outgoing trust?
= No, do not confirm the outgoing trust
¥ Yes, confim the outgoing trust

To confim the trust now, click Next.

< Back Next > Cancel |

Xl

@

New Trust Wizard

Confirm Incoming Trust
*You should confimm this trust only if the other side of the trust has been created.

Do you want to confim the incoming trust?
~ No, do not confimm the incoming trust
__‘5' “Yes, confim the incoming trust
To confimm this trust, you must have administrative privileges in the persian-gulf.com

domain. Type the user name and password of an account with administrative
privileges for the specified domain.

User name:

= |

I ﬂ administrator

Password: I.o.oo.oo.oo.l

To confirm the trust now, click Next.

< Back Next > Cancel

99 ;1 71 axdo
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New Trust Wizard

2

Completing the New Trust
Wizard

You have successfully completed the New Trust Wizard, but
the newly created trust relationship cannot be confimed for
the following reasons:

[The verfication of the incoming trust failed with the -
Following emon(s):

The trust password verification falled with emor 1355: The
specified domain either does not exist or could not be
contacted.

=

A Before this trust can function, it must also be created
= inthe other domain. Ensure that the same trust
password is used in both domaing

To close this wizard, click Finish.

< Back I Firiish I Cancel
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persian-gulf.com Properties

"General Trusts | Managed Byl
trusted by this domain {outgoing trusts):

| Trust Type: | Transitive Froperties... |
Femove |

21x]

Domain Mame:

Domaing that trust this domain {incoming trusts):

| Trust Type | Transitive Froperties. .. |
Femove |

Domain Name

Hep |

New Trust Wi

Trust Type

This domain is a forest root domain. If the specified domain qualifies, you can
create a forest trust.

(Persian-gulf.com) sgs ;5,0 ;0 10 plol

Mew Trust Wizard

Welcome to the New Trust
Wizard

Thiz wizard helps you create a trust between this domain
and any of the following:

= AWindows domain in this forest or in another forest
= AWindows NT 4.0 domain.

= A Kerberos V5 realm trust.

= Another forest.

Atrust is a relationship that enables users in one domain,
forest, or realm to be authenticated in a specified domain,
forest. or realm.

To cortinue, click Next.

< Back Next = Cancel

New Trust Wizard

Trust Name
You can create a trust by using 2 NetBIOS or DNS name.

%E

Select the type of trust you want to create.

' Extemal trust
An extemal trust is a nontransitive trust between a domain and another domain
outside the forest. A nontransitive trust is bounded by the domains in the
relationship .

™ Forest trust
Aforest trust is a transitive trust between two forests that allows users in any of the:
domains in one forest to be authenticated in any of the domains in the other forest.

Type the name of the domain, forest, or realm for this trust.  you type the name of a forest, you
must type a ONS name.

Example NetBIOS name: supplierD1-nt
Bx@ample DNS name: supplierl1-ntemal microsoft. com

MName:

persian.com

< Back Nex > Cancel

< Back

New Trust Wizard

Direction of Trust
You can create one-way or two-way trusts.

Select the direction for this trust.

& Two-way
Users in this domain can be autherticated in the specified domain, realm, or
forest, and users in the specified domain, realm, or forest can be authenticated in
this domain.

" One-way: incoming
Users in this domain can be authenticated in the specified domain, realm, or forest.

" One-way: outgoing
Users in the specified domain, realm, or forest can be authenticated in this domain.

N

< Back I Nedt > I

Cancel |

New Trust Wizard

Sides of Trust

If you have appropriate pemissions in both domains, you can create both sides of
the trust relationship.

@E

To begin using a trust, both sides of the trust relationship must be created. For example,
ff you create a one-way incoming trust in the local domain, a one-way outgoing trust
must also be created in the specified domain before authertication traffic will begin
flowing across the trust.

Create the trust for the following:

+ This domain only
This option creates the trust relationship in the local domain.

~ Both this domain and the specified domain
This option creates trust relationships in both the local and the specified domains.
“You must have trust creation privileges in the specfied domain.

99 i 73 amio




New Trust Wizard

Trust Password
Passwords are used by Active Directory Domain Controllers to confirm trust
relationships.

Type a password for this trust. The same password must be used when creating this trust
relationship in the specified domain. Afterthe trust is created, the trust password is
periodically updated for security purposes.

Trust password:

Confirm trust password:

\

Meat =

< Back Cancel |

New Trust Wizard

Trust Creation Complete
The trust relationship was successfully created.

Status of changes:

Trust relationship created successfully. -
Speciied domain: persian.com|

Direction:
Two-way: Users in the local domain can authenticate in the specified domain and
users in the specified domain can authenticate in the local domain.

Trust type: Extemnal

(Outgoing trust authentication level: Domain-wide authertication.

To configure the new trust, click Next.

x|

o

New Trust Wi

Quigeing Trust Authentication Level
Users in the specfied domain can be authenticated to use all of the resources in
the local domain or only those resources that you specify,

Select the scope of authentication for users from the persian com domain

(% Domain-wide authertication
Windows will automatically authenticate users from the specified domain for all
resources in the local domain. This option is prefemed when both domains belong to the
same organization.

" Selective authentication
Windows will not automatically authenticate users from the specified domain for any
resources in the local domain. After you finish this wizard. grant individual access to
each server that you want to make available to users in the specified domain. This
option is prefermed if the domains belong to different organizations.

Next > Cancel

New Trust Wizard

Trust Selections Complete
The New Trust Wizard is ready to creste the trust

o

You have selected the following trust settings

[This domain: persian-gulf com -~
Specified domain: persian.com

Direction:

Two-way: Lsers in the local domain can autherticate in the specified domain and
users in the specified domain can authenticate in the local domain

Trust type: BExtemal

To make changes to this trust, click Back. To create the trust, click Mext

A < Back Next > Cancel
< Back Mext > Cancel
New Trust Wiza x|
Hew Trust Wizard x|

Confirm Outgoing Trust
*You should confirm this trust only if the other side of the trust has been created.

Do you want to confimm the outgoing trust?
" No, do not corfirm the outgoing trust
*' Yes, corfim the outgoing trust

To confim the trust now, click Nest.

N Cancel |

< Back leadt >

Confirm Incoming Trust
You should corfirm this trust only if the other side of the trust has been created.

®

Do you want to confirm the incoming trust?
7~ Mo, do not confim the incaming trust
"‘F‘ Yes, confim the incoming trust

To confirm this trust, you must hawe administrative privileges in the persian.com
domain. Type the user name and password of an account with administrative

privileges for the specified domain
User name: |8 cdministrator =
Password [senssesennee

To corfim the trust now, click Next

< Back Next = Cancel
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IS b oS okl |, properties 4 00,5

21| Db ol s

‘General Trusts |Managed B)'I

Domains trusted by this domain {outgoing trusts): .
3,50 THUST JSo j0 0sS o ovalice jshilen
Domain Name Trust Type | Transitive Properties... |

e remove | || ool ool Persian.com pess pel 4 ki

Domaing that trust this domain {incoming trusts): gJS"" L‘ “»"S “'i"ls p ro pe rtles &55) )'.' 9

Domain Name Trust Type | Transtive Froperties... |
persian.com Extemal Mo
Fiemayve |

g 5ol gan

plwl Byb g0 0 o 1) Sl ol 0iS (rw

A

MNew Trust... |
ok || Gancel | s | Hep |

2 AU 0 e sonlie jshiles JS5 ol 4o
General | Authentication |

el ol 4 o JIE T 0 aS iago

This Domain: |D'afsiangulf-corn

Other Domain; [persan com I, Trust g8 g nu0,5 Trust ol & a5 oo
; Extemal . N

Tusttpe: | a Trust asul e glp ¢ 0sS o svnliv

I~ The other, domait supports Kerberos AES Encrption

Direction of trust: AS.JS Valldate K9y DY <? u‘9.> 6’9}

Two-way: Users in the local domain can authenticate in the specified

domain and users in the specified domain can authenticate in the local . . P .

domain. -9 g ).QUQ S JS.«A (b J....S

Transitivity of trust:

This trust is not transitive. Only users from the directly trusted domain may
authenticate in the trusting domain.

To confirm and. if necessary, reset this trust relationship, 5
click Validate. Validate |

To improve the security of this estemal trust, security identifier (S1D) fitering
is enabled. For more information about 510 fitering, see Securing extemal
trusts.

ok | Cancel ooy | ep |
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Active Directory Domain Services

Do you wish to validate the incoming direction of trust? To do this, you must have
administrative privileges in the persian.com domain.

" No. do not validate the incoming trust

£

Yes, validate the incoming trust.
Type the user name and password of an account with administrative privileges in

the specified domain.
[

User name: I €7 administrator

— =]

Password:

Cancel |

P g S Sl ) pgs i3S cwond cpl o
S5 9)ls 1) Bl jopm seee 3oy 9 08
Bl )5 pb ol a5 all ails axgr acl
b ool awsb loel admin )15 o5lal 4

s a1y I8 ol Wil

.%JS«S.:JSOij)ﬁ

Active Directory Domain Services

l The trust has been validated. Itis in place and active.

b
_‘[J 9 09 (oo b SO cpl asl s 3l o

el TPUSE 045 ACtiVE suias lis

0 plxil Cuddge b TrUSE 4Ll 5l o g

3 o "dl)o)&o.%),S.,aj.&gj):.:.f&;ﬁ|)J,.L6.4L5L(aw5og_é)b).m}|¢,§|93‘5«a‘>!b

o Server2 algs o5yl 15 T g9, » Persian.com .ge a5 Serverl b

w0 ksl o 1) Persian-gulf.com

gy p) ooyl &

Start >> Administrative Tools >> Active Directory User And Computers

File  Action View Help

- Active Directory Users and Computers

Active Directory g, » JSo b

&= 2z HE2a aT7a%

Cel, SIS User And Computers

: Active Directory Users and Cor ~u i liFE = | Type | Desa . P>
S ovet  Change Domain ] T T— I, change domain.. a5 ;5 900,
Z persiz Change Domain Controller... ters Container Defa
All Tasks v Cont... Organizational ... Defa Q_,,,\S g_;l:g,._)‘
Secur... Container Defal
Refresh ed Ser... Container Defal
Container pithngedomain =i
Help
omain: Ipersian-gulfcom Browse... |

" Save this domain setting for the cument console

ok | Canced | Hep |
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File Action View Help
edEld=HmtaEiran ) . . .
Name | Type D9 ‘_93)]9 )‘ JA-AS < oo live 45)9.‘44@ o>

Active Directory Users and Comput]

; Saved Queries Ziipersian-gulf.... Domain

= Dﬁrs;l;;iulf.com‘___ _| saved Queries a0gd A PIPURY.) ‘ <. 2 Jo & 1
| Computers . .
2| Domain Controllers m."y e 9 r@.u\.u La..ue Pe rsia n‘gU|f.Com
~| ForeignSecurityPrincipals
| Managed Service Accounts ) .. 1
| Users p.a.aS JJ—A—AS‘) L)‘ k).als)s_'aab

3595 910 g1 40 slui! 31 cdadlxo

ot SrS ol &5 @S (Byxe 2008 005 50wz Gl S el (o 2 il )0 >
.Active Directory s Ll oalosl os Bis 5l ws

o001 5l asS 1,>1 Active Directory User And Computers ug,w )5 ol pll sl
)

start >> Administrative Tools >> Active Directory User And Computers

Active Directory Users and Computers N [=1F
d o
Fle Action | View Help —|
Y 9_‘ Add/Remove Columns... to, |
] Active Dire  Large Icons [ Description ] . . ‘ ‘ ‘ S . ‘
7 Saved( smal lcons SF= ) Q\S@ YU )5 Jb@ Sy
= e Default container for pgr....
Bul  Detai Default container for dom...
7 cor > .
Do Users, Contacts, Groups, and Computers as containgrs | DS1o4t Snsner o s |, Advanced Features « 55 View
| Far v Advanced Feature: J 3
o L T e — Defauit container for orph...
& ons...
i Defauit container for man...
= Customize... Quota spedfications cont... [ s | 9'
= system | Program Data _ Container Default location for storag... . -
= Users " | System Container Builtin system settings
~ NTDS Quotas = Users Container Default container for upar...
sul OU S ealss (o V> g
N — |
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B Active Directory Users and Computers

File Action View Help

&= fFodcz BEEA e TER

| Active Directory Users and Comput | Name | Type | Desaription ] %.:5 A:A.u.)‘) ki:.ls ‘:).:.656 65) O U QL?L}.‘ 6‘)%
5_ Saved Queries ~ Builtin builtinDomain
=== = rs Container Default container for upgr...
o Cont... Organizational...  Defaut container for dom... I, Orga nizational Unit a5 new ;|
— U: Secur,.., Container Default container for secu... J s J 9
= ange Doman... Found lostAndFound Default container for orph...
= Ch.ange DOI'.HEIn Cofwtrolle(.‘. d Ser... Container Default container for man... - UO’ . B t’» . s S .‘
) R e T Data  Container Default location for storag... "55""‘" )'Q ) JS""’ - <
= | Operations Masters. .. 3 -
= ] Container Builtin system settings
= Mew 3 Computer Default container for upgr...
=] All Tasks 3 Contact . Quota spedifications cont...
# [ Group
- L ' InetOrgPerson
Refresh msImaging-PSPs
Export List... MSMQ Queue Alias
Organizational Unit
Properties Printer \
Help User
Shared Folder

New Object - Organizational Unit |

i Createin:  persian.com/ )90 ou l’“‘“" Name Coonn o° Js.w L)J‘ »°

Name: ..\.MS O)‘j ‘) )Jé;

ISBCLII'B

¥ Protect container from accidental deletion

03,55 S5 A Cewl Sewd iSu pelpe g
sbedl B ass bl 1) ans ol s ¢ cul
Ded Sdadlxe Hlai 5490

oS SIS ok 89y »
OK | Cancel Help

ot o0 &2 lpe p) sl plin b oS Bd> ) a5 090 LBl asalysy STV Cos

Active Directory Domain Services x|

fou do not have suffident privileges to delete secure, or this
object is protected from accidental deletion.

[ o |
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S5 e 8590 2B 59y 2 S B ) Sl 0550 (B a5 Al sl WS Wl e

21 25 Sl ], Properties 5 o5 o,
General | Managed By Object |Sec1_|n‘fy| COM+| Attribute Ed'rtorl
Canonical name of object: . . 1 . A
S g S S Object w5, p S5 Gl 5
Object class: Organizational Unit S S Ok (55) 9 JJ)‘Q)J ]) IR S M}f
Created: 6/4/2012 5:12:58 PM N ’ N ’ N
Modified: 6/4/2012 9:17.27 PM S S
Update Sequence Numbers (LISHs) -
Current: 16410
Criginal 16407

aS B ol 4] S50 b gl e Yl

[~ Protect object from accidental deletion

0K I Cancel Apply Help

tActive Directory Site and Service ywg w b &

2l a5 0,05 093 DOMain pos> o 6,958 pls 5051 0 o lojle g o &5 0 iy j0 g
Joe ol @ a5 ame JESl Saes 4 |, oss oledbl g il LU, o Ll asa
g A S s Sledbl aseie Slej ojb SOy s oed e axeS Replication

5 S e Ko 5 dalye (5,55 BB 139 e oS 4 o 5 Koo sle S
L Ll g a2 oo Laseis |y wledbl opl (Meta Data) cols oy, b 5,555 pls 58T 04
5 ol satin by o b oS Lasine |, 0,5 Replication ;b oily easS o8 o5
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355 210 92551 gy 01 635 9 )18 LS 50 s9 5w G Led Wl (oo Ll Gloj lwgd g5
Sl oeyS lads g b palS g o5 0y, S cpais l Cnl euds LSS g Cewl oals FUN
s sl Ll 9 0S5 yread 1) (Lol 5 5m aelyz s ¢ cosl e (b Lok (gl Sl
S e S Sl gy giogs Sle plad g wale iy (6,555 b 52551 sl (MSCie a5 0L
65523 5950 4 y5m Cnl 511 Dledbl plad 5 0 o 0olel K00y, S St ol (> 61

Qo;mb)lffupwjm
s i 09l g ) SleMbl a7 1 uS sl Additional Oee9 S b )18l bl 6l

..\JL.JW‘S&»AM&%)OASMOJ‘)S‘SLG‘

ol IS b ass SIS Enter gy, p g 00,5 ol 1, depromo jgws Run jo g
g

.=l Active Directory Domain Services Installation Wizard x|

Welcome to the Active Directory
Domain Services Installation
Wizard

This wizand helps you install Active Directory Domain

Sl L sy S5 s, 2 SOl e
Services (AD DS} on this server, making the server an
Active Directory domain controller. To continue, click Next R ‘S S s next 65) )_| S 5 3 s

v Use advanced mode installation

Leam mare about the additional options that are
available in advanced mode installation.

More about Active Directory Domain Services

\y

< Back Next = Cancel
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@ Active Directory Domain Services Installation Wizard

Oy ing System Ct ibility
Improved security settings in Windows Server 2008 and Windows Server 2008 R2
affect older versions of Windows

1 Windows Server 2008 and "Windows Server 2008 R2" domain controllers have a
new more secure default for the security setting named " Allow cryptography algorithms
compatible with Windows NT 4.0." This setting prevents Microsoft Windows and
non-Microsoft SMB “clients” from using weaker MT 4.0 style cryptography algorithms
when establishing security channel sessions against Windows Server 2008 or
"Windows Server 2008 R2" domain controllers. As a result of this new defautt,
operations or applications that require a security channel serviced by Windows Server
2008 or "Windows Server 2008 R2" domain controllers might fail

Platforms impacted by this change include Windows NT 4.0, as well as non-Microsoft
SMB "clients" and network-attached storage (NAS) devices that do not support
stronger cryptography algorithms. Some operations on clierts running versions of
Windows eardier than Windows Vista with Service Pack 1 are also impacted, including
domain jein operstions performed by the Active Directory Migration Tool or Windows
Deployment Services.

For more information about this setting. see Knowledge Base article 942564
{http://ao microsoft.com fwiink ?Linkld=104751).

< Back Mext >

@ Active Directory Domain Services Installation Wizard

Choose a Deployment Configuration
You can create a domain controller for an existing forest or for a new forest.

¥ Bxisting forest

* Add a domain controllerto an existing domain

" Create a new domain in an existing forest
This server will become the first domain cortroller in the new domain

7| Create & nev domain bee ook instead of anew child domain

" Creste a new domain in a new forest

More about possible deployment corfigurations

< Back Next =

@ Active Directory Domain Services Installation Wizard

Network Credentials
Specify the name of the forest where the installation will occur and account
credentials that have sufficient privileges to perform the installation.

Type the name of any domain in the forest where you plan to install this domain
cortroller:

Icisco.com @_

Specify the account credentizls to use to perform the installation:
! Wy curent logged o credentials (SERYER 248 dministratar]

1 The cument user credentials cannot be selected because they are local to this
~ computer. A set of domain credentials is needed.

@ Altemate credertisls: \

cisco.com'administrator

More about who can install Active Directory Domain Services

2

< Back

Cancel

S pols by WS p2 gy Ceend (nl 9>
Casal 0,b 50 wue SULl Gm ST o)l

sl s

DS Sels next s,

O U R O e R
Add a domain controller 445 =
s au¥ el a5 To an existing forest

sore Ol 89y » N> reegs Additional
AuS S5 next > gy, g S o ol

Sepls (oo 45 (oS pU Ceond nl o 095
Syly 1y 0gd oS megd pl ol Gledlbl
Alternate credentials cuud ,o 4 oS
9295 o9 5 &S S Sy )5 el S
S9) 28 ol slp adl adls 1y S e
|y 55ee 305 5 @8 el g aS SIS Set.

J.MS 0)19

DS Sels next s,
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@! Active Directory Domain Services Installation Wizard

Select a Domain

Select a domain for this additional domain controller.

Domain:

I

Ed
— 13 5 ol 00 036 Lo paagd pb Cand ol 40
SIS Next 55, » S (oo cvmline cud

Carcel |

@ Active Directory Domain Services Installation Wizard

Select a Site
Select 3 site for the new domain contraller.

|_:l:4

M oo o) Site cuwnd Sldes oyl (iBu op iege
ey oo Jlasl Ko po 4 1) Sledbl a5 aily

™| Use the site that conesponds b the 1B addiess of this computer, wLu ‘ﬁLi d) ‘JO)S - &.))9.«0 4-’ l:> O—" )o 45
Sites N .

- — = olx! Default-first-Site-Name ob 4
oo 3ly Wb Cole el ki slp oS 098
el 1, 5 ! 5 wes Site And Service
9y 2 29> milon oo Ol 4 aslel )3 a5 aims

S LIS next >
<Back Nest > Cancel |
.=l Active Directory Domain Services Installation Wizard x|
Additional Domain Controller Options
Select additional options for this domain controller.
I | D& server
¥ Global catalog
[~ Read-only domain cortroller (RODC)
Additional information
The DNS Server service is already installed on this server. ;I _ _ .
Therea;eﬁnegﬂly?_DNSsewersthm are registered as authoritative name Read-only 4"")5 “‘i"' )5‘ Cownnd L)"‘ )'b
sy |, domain controller(RODC)
=l s .
More about additional domain controller options LO JJJ} wsé L', ‘ )J L)—‘-Ojb JoLtJ)‘
<Back Next > Cancel |
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@ Active Directory Domain Services Installation Wizard

Install from Media

d\&g;‘op@ééﬁwp@w‘
Select one of the following options, depending on whether you want to replicate

a MM . . &
domain data over the netwark from an existing domain controller or you wart to 63) x o w‘-" 4-9)]9 9‘3 .IGL«.))‘ o= ‘) 4-‘-’)5
replicate domain data from media created from an existing domain controller (nstall
from media). In either case, the existing domain controller must be in the same domain

as the new domain controller. MS gS_.,_lS n eXt

* Replicate data over the network from an existing domain controller

" Replicate data from media at the following location
Consult the help to make sure that the media you are using is compatible with the type
of domain controller you are installing. Even if you select this option, some data is
copied overthe network.

Location

CANTDSRestore Erawse,.. | N "\'3"5 g."L?L“';‘ ‘) Jj‘ 4“"’)f w“‘é u"‘ )'>

1. The media you select must have been created from a writable domain
~ controller, not a read-only domain controller.

Mare about install from media

<Back Neat > Cancel |

@l Active Directory Domain Services Installation Wiza'd

Source Domain Controller

You can let the wizard choose a replication partner for the installation of this domain 45 |) Q? Jh; ‘))9,0 )JJ,_ZS Q_z_,os\) w Q.”“ )\)

controller or you can specify a domain controller to use. Some data must be copied from
and written to this replication partner even if you chose to install from media.

Select a source domain controller for the installation partner: ‘.5:5 LQVJJ Q'f"°5‘>)‘> ‘)&‘W L.) ‘ d)b}‘ QLC)UQ‘

" Let the wizard choose an appropriate domain controller

' |ge this specific domain cortroller: L?L._" )‘) 45 A.«J.S g.:L’?Lu‘ ‘) Oj.u)

Domain Cortroller Name Site: Name

3 Default-First-Si me
SERVERZ cisco.com Default-First-Site-Name:

Serverl « asl . Serverl.cisco.com

Ol 9y Lo slol (regs a5 wil (oo Fgapals b

DS SUS next g, ooyl 18

More about selecting an instaliation partner

< Back Mext > Cancel

@ Active Directory Domain Services Installation Wizard

Location for Database. Log Files, and SYSVOL
Specify the folders that will contain the Active Directory domain controller
database, log files, and SYSVOL.

c Log Files o 0,533 e G opl o

VFZi'uEne;t:r performance and recoverability, store the database and log files on separate J.!.’ 9 . . s . ‘) SYSVO L 9 Data ba se

Database folder:

Browse... | .A..;S;S..lfnext 65)).3

Log files folder:
|c \Windows\NTDS Browse... |
SYSVOL folder
|c \Windows\SYSVOL Browse... |

Mare about placing Active Directory Domain Services files

< Back Mext > Cancel
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| Active Directory Domain Services Installation Wizard x|

Directory Services Restore Mode Administrator Password

The Directory Services Restore Mode Administrator account is different from the domain EY L. . .- a .
e B .)3:> u...agb 6‘)4 I oy Cnod L}"‘ )b
Assign a password for the Administrater account that will be used when this domain

controller is started in Directory Services Restore Mode. We recommend that you

choose a strong password. M‘ o)w @b)b (5‘)4 )9,._9 )A) ‘.).:‘ 4\5 AJJ.S

Password: I----------..
Confim password: |u.u.uuu\ ML: ‘5" (5)9"5)"“5

Mare about Directory Services Restore Mode password

LSS s next s,

< Back I Next > I Cancel

i_'l Active Directory Domain Services Installation Wizard x|
._4 =
Review your selections: )Q (.AS A.JLC)!U&‘ 5 p.h)u.»)) )[S u[)l) <\J &_)9?
Conrfigure this server as an additional Active Directory domain cortroller for the - )

domain “cisco.com” .
Site: Default-First-Site-Name: (_J)‘ "\"‘"5" (5‘6 5 WJ‘ o (_)a?h“"o W“S (_)"‘

\Additional Options

Read-only domain contraller: "No™ EX p (0] rt 69) )J g&_ls le ‘) g_)LC)UG‘

Global catalog: Yes

DNS Server: Yes
Update DNS Delegation: Mo \.\-‘J ,s o : O _ L‘-A (_';L> )b Settlngsu
Source DC: server] cisco.com ;I

To change an option, click Back . To begin the operation, click Next )‘LCT — o )ls t; .A.._,.S“ " &A.ls“ n ext> 65) )-3

These settings can be exported to an answer file for use with ort settings. |
other unattended operations. = =

More about using an answer file "59

\

<Back [ Met> | Cancel |
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§ o5l (o0 plnil gungym az LISl o5
355 (o pll Site and Service gy bawgi 5 (al apil onilss w55 1, el 5]
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Start >> Administrative Tools >> Active Directory Site and Service

## Active Directory Sites and Services =101 x|

File Acton View Help

=2 FEIRE <= HRE

EE Active Directory Sites and Services
= ] Sites
| Subnets
= [ | Inter-Site Transparts
]
_| SMTP
= [ DefaultFirst-Site Name
= [ Servers
5 SERVER1
5 SERVER2

MName | Type I Description I Cost | Replication Interval
EDEFAULTIPSI.“ Site Link 100 180

ol &lp aS g ol 50 0S e comlin |, Site and Service g YU S5 0 g

&y site Link oy 5l a5 ol onds sbryl Silegil &gy oMbl alos oo Jlad (prags 2

Sl oolyS gedgi a5 2 j9ym 51 55 slo gl s j5 5 2 5l 5 0ud oolizial g9, Cale L bLS)

## Active Directory Sites and Services

‘Dpens the properties dialog box for the current selection.

=oixl Serverl ugyw cpl o

File Action View Help
*=[HEIXEEdEHEE .
ﬂp:A:nveD\ra:toryS\tesandSerwoes MName 2 )5)“ L’ ‘IoLt',)‘ ‘5‘)’3
= SI\tes et 2 T Default-First-Sit...
& ) it Terors Resioteow Server2 4 oo aisle
_ Al Tasks ,
7 sMTP e
5] Eu—gﬁé?iztsme«ame ie:;e 6‘;, 1 99 l) JaLJ)‘ 6‘)3
- S_ERE;Semngs L= & . ] ot .
= T server2 Help r Erer (p O dogw
ﬁ’NTDSSetﬁngs
, NTDS Settings s,
5 Q:M‘) Coww 9 J.uS
S 5 9590 43S (s,
1| | sl | I |

| properties 4 o.uS col,

S Sl
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—

I“j; Create in:  cisco com/Corfiguration/ Stes/ Subnets

50 oS SIS General oo gq, p S0 o0l j0 g

Enter the address prefix using netwark prefix notation (addrsss/prafix
length). where the prefix lengih indicates the number of foced bts. You

{20 rer ifr . Pud o a0 P bt ki — || a4y oS o cuslie Replicate from culd
|Pvé example:  157.54.208.0/20

IPv6 example:  3FFE.FFFF.0.C000:./64 l: b}.m <® J.O.u.a 9 LJ"‘ uLC}*Ua‘ LS"” FLY ServerZ

Prefic:

[ Site link sb pa 1 5) ;02 9w 4 098 (0 (&5
Prefix name in Active Directory Domain Services ange

! oo |y el oa sbm 5095 Sjge w aS ) a5 o0
Select a site objsct for this prefic

.cisco .cor

rr— &y o o2 Change Schedule.. «. ;5 51 o

== el ol 5 JSG B ass SIS

w obey Wl oo Ll IS cnl o os
2 ok ]

B2 4681022468101 — By e Ll a5 oS | jexioe |) Replicate

69y 2 Lo ST gm e w3l loj o 50 559,

i | sy 305 el e 2 el
O S s b gl o 1 ocels o )
bl ally o g &y o0 S
s el

File Action View Help |
€ FHEXE 6= @E2 | . . =S .
p:g}A_mv ectory Sites and Services | Name [ site [ Location [Type Desaription d‘ L)M"s)'“’ L)-" )Q W ‘_i’ &_)5?
=S o= | il IP &) cole 2 50 0 51 a5
ST N : Lliyl o oo b auly ood all Sglais
E‘i View »
Refresh Y & . . o n
ExportList.. 6‘,} JJQ.»» < @5)0)...4 [ ;/.‘.1)'{55 ML&
ol o b ) Sole 1P &) s
SIS Subnets g, 0,5 o)ly Cond
} — o, sl New Subnet 4 o885 ol
(Create a new object... [
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sl TP Lad e ST oo oS 850y 1) Ggogs asis ip b Prefix cwd jo oo
0395y S gl gld oS b ay o5 172.10.10.0/24 & 60 4 0,1 172.10.10.1

o 3 0P Wb ep 2 g, 50 adb atsly bl cole gen b g Liies Ll gl col

L0 0)ly S opl j3 L5 5590 SUbNEL L en 4 g s S

# ¥ Active Directory Sites and Services

File Action View Help

€| 2mIXE 6L HE e

ﬁp} Active Directory Sites and Services | Name | Type | Description . M d» M ‘ LQ O bj ect Jéj} 6‘ g_)9;>
B [ sites B DEFALLTIPSL... Site Link © J >
| Subnets

B & Ilzbe;';sme‘rransports J%)b )L‘J 45 - 'E' )'m ‘59) A_’L. ‘sm ‘
-] s
Bl [ DefaultFirst-Site-Hame

B 0 Servers I, properties 4u3% 5 oS cwl, SIS

B iE Find...
Ejg"‘i auidS S Objects oo o oS ol
e : :
w Protect object from accidental
Feane ok 5, » 5. oS ol 1, deletion
o diian S 0,50 Object 15 i b e oS SIS
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3899 P10 S| B>

SyFS pls 58T Bl (gl ¢ g, S s oo B> b Al cad & px o b w4 g

oS (0 )18 gy 0590 |y plaS 52 aS 3l 05y By, Wi
:DCPromo ,siws b (5,555 plo 451 B3>

S5y 23S (o0 et | S5 5590 (regd 9 (5,555 0l 5251 DEPromMo g b oS Sloj s>
o el (6,555 pls 98T B> Jole 0SS 121, DCPromo  jgiws o,bgs 515 ¢ ygpm S

Sl s 3y ISs B oS 121, DCPromo  jgiws run ;o gs ¢ 09

@! Active Directory Domain Services Installation Wizard x|

Welcome to the Active Directory
Domain Services Installation

Wizard r"*‘ L O VLY ) oowlie 45 )9Jajl.o.a>
This compuer s al Active Directory domai s . .
Inicomr e e et L 5l Lo o,555 pls 5T oS wms o

Directory Domain Services on this server.
wizard ;b wlg oo Lads 5 0,00 99>
Sy aely i gl ) (5,95 plo 55T

More about Active Directory Domain Services

S SIS Next s,

< Back Cancel
.__'I Active Directory Domain Services Installation x|
& This Active Directory domain controller is a global catalog server. = . .
! Global catalog servers are used to process user logons. You G IOba | ‘—i’ d‘i“‘c [“'Q f’l“" g)"‘ s
should make sure other global catalog servers are accessible to
users of this domain before removing Active Directory Domain . .. .
Services from this computer, b L‘)..:.oﬁé [ )| J.J Ja)LwJ Cata|0g

AS S5 OK S99

99 ;I 88 axio




@ Active Directory Domain Services Installation Wizard x|

S 0550 ST (59, p Ceand (] 50 o>
Loy 9y 3l BB ek a4 Sledbls oS

Delete the Domain

Indicate whether this is the last domain cortroller in the domain

/7 Delete the domain because this server is the last domain controller in the domain
/1. The domain will no longer exist after you uninstall Active Directory Domain

Services from the last domain controller in the domain. Before you continue: N eXt

WSS SIS S x

Be aware that all user and computer accourts will be deleted

Be aware that all computers that belong to this domain will not be able to log on
to the domain or access domain services anymore.

All cryptographic keys will be deleted. We recommend that you export them
before proceeding.

Decrypt all encrypted data such as Encrypting File System (EFS)encrypted files
or e-mail before deleting the domain; otherwise, this data will be permanently
inaccessible.

< Back Mext > Cancel

@! Active Directory Domain Services Installation Wizard

ion Directory F i
Applications create these directory partitions to store and replicate data.

w51 sl Partitions cwd ol o Go

“This domain controller holds the last replica of the following application directory (.Ss) )J )L} &.SJ 45 s)j—oj‘) k;o OJ‘Q &L@J‘ 6)9:;5)-.’")

parttions:
Partition Distinguished Name | Description

DC=DomainDnsZones. DC=cisco.DC.. Microsoft DNS Directory u‘d OLQ_:_C‘ J? )ls j‘ l:; J.‘?.;.S AS?:JS RefreSh

DC=ForestDnsZones,DC=cisco,DC=c... Microsoft DNS Directory

lo| Cud 4w yo 4 b Partitions g ooib

Refresh

If & utility was provided by the application that installed the application directory parition, 'A'.')';‘S A&.f'ls N eXt> (55) )5’ A'*'.’ J"’ﬁ'“"
use that utility to remove it.

To have the wizard remove all application directory partitions from this domain cortroller,
click Next

More about removing application directory partitions

< Back Next > Cancel |

@l Active Directory Domain Services Installation Wizard

Confirm Deletion
Removing Active Directory Domain Services will delete all application partitions
from this Active Directory domain controller.

aolip plos b asS SIS s 0,90 S5 (59, g

Confirm that you want the wizard to delete all application directory partitions on this . d; ésﬁ ).) )B)M 65) )_3 AS Lm O,;,.,J)L; 3 LQ

Active Directory domain cortroller. The partitions will be deleted when the wizard is

completed.
[¥ Delete all application directory partitions on this Active Directory domain controller. Y .. S . - -
/1. Deleting the last replica of an application partition deletes all data associsted with

that partition.

A8 SIS Next gq,

< Back Next > Cancal |
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@ Active Directory Domain Services Installation Wizard x|

i
Type a password for the new Administrator account on this server,
Password: |-.-.-.-.-.-.
Corfirm password: |............
<Back [ Net> | Cocel

.__'I Active Directory Domain Services Installation Wizard
Summary

Review your selections:

‘ou have indicated that this Active Directory domain controller is the last domain ;I
cortroller in the domain "cisco com”

When the process is complete, this domain will no longer exist

\All application directory partitions on this Active Directory domain controller will be
removed.

[This domain contraller holds the last replica of one or more application directory
parttions. When the removal operation is complete, those partitions will no longer
st

To change an option, click Back. To begin the operation, click Mext.

Export settings...

These settings can be exported to an answer file for use with
other unattended operations.
More about using an answer file

<Back Cancal |

argi 9SS ol e ey So Cwend nl yo
Sy 7oy Oled jaue jey (pl 45 all allls
Slp )5S plo 98T Bis 5l dw a5 5g Sl

c Sl @3 909 4 995

CawsS SUS next> gq,

ools Ligles bl Sledl Caand ol 5 g
EXport (g5, » S5 L ol (oo g 090 (oo

oS Save 1) wledb| Settings

&5 095 o T 5,55 pls 551 i S

S99y « o, Restart 5l as 5 o, o plodl

Slp g 08d (o il Sh g5 plo 55T

coal aBge j0 a5 auS oolaiwl (30, 3l 99,9
255 3y 5,55 4l 551

G55 2l 5581 g il oo i (i (6,555 pls 5351 Bl wBge o Wl oo iy Sloj 55

bl g aS ols 0529 S50 sy, SO g § ol pll 65 ax Wb Yl g 0l sed B

s o bl 1) 5l Uas ols b i oS o S g5 83, 51y (6,555 2l ST
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2ol 4 5,95 918 o1 Sdo>

U oS SUS Enter (g9 g oS ol |, Cmd jgws run o 15 ool gl pw 0o

Doyl v axbo SO

Microsoft Windows [Uersion 6.1.76081

Copyright (c> 2089 Microsoft Corporatien. All rights reserved. |) dcpromo /forceremoval )9“ "

IC:\Users AdministratorPdecpromo Aforceremoval

S LS Enter g9 p 9 00,5 9,9
Gl @) 98 pls g1 Bio )5 U

g 3LET

d,:JS Next> S99y ¥ J3| P 39

3 2l ax IS5 G ais

8! Active Directory Domain Services Installation Wi

Force the Removal of Active Directory Domain Services
Consider this option only after you attempt to remove Active Directory Domain
Services nomally. i

odso gy ply (pl b 4 Cwoud ol jo Lo

By forcing the removal of Active Directory Domain Services (AD DS), you remove AD M‘P d» QJ‘OlS )Sb 4',’ Ul&yb‘ PL“ d‘S
DS from this domain controller, including any global catalog and application partition

data.
However, the forest metadata will not be updated. Unless this is the last domain M‘)lé: 9 LQ JSJ U‘ls . Lb ML;).? }‘ |°'C| m

controller in the forest, you must perform metadata cleanup manually.

Therefore, try to remove AD DS nomally by running the Active Directory Domain . . &
Services Installation Wizard {dcpromo.exe) on the domain cortroller before you try to ) G S 45 > ).b 4&».0 dolol )é LSJ 9 »

force the removal of AD DS.

Tncontinue,.dick Next U"‘ KV) P POV L POW o ‘ol.‘z:‘ Metadata

F o plxil ] 18

4 Metadata jgiwo I wleMbl oy

< Back Next > Carcsl |

IS S5 tagg g 5 wyo]
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o) 3l jausug (30,5 1yl o)ligd @890 yo 45 S 3,19 1y (Gy9a oy aB Coound (] 40

E— — : oolaiwl (s Oly (glp seee 3o,
X
Administrator Password . s SISNext ‘55))_, s

Type a password forthe new Administrator account on this server.

SolS Next 59y p o2 o dxdo 4o

Password: I ------------

Confirm password I oooooooooooo . 05‘:} }Lé‘i ‘-éub )ls ‘3 “. s

Lo b awcils i opl 5o (g 551
il goled 5o

\

< Back I Neadt > I Cancsl

3539 210 gu1 (48 45 Restore g i 5 Backup

5 0 Backup og3 (6,955 pls 451 5 aualgsu a5 Wl o i Sloj 0,5 yliwgs Lo
Restore 4 Backup 8,5 oo caond ol j0 0y « ausS oolaxwl Backup ol 5l b o
e Ll a1y o8

S cnl Jgore 2008 55 seuing 50 - ad 03y (SBseld a5 35l 2l Hyies )l

l,,5 2! Windows server Backup (g w &,k 5l sedlgdu a5 5106 099 (SU81,5 & )90

Server 2008 R2 ;5005 ;0 (Jy w5 Backup s.alss system state 5 pno ol

w2310 (o0 59iug B2 5o Ghigal cpl )0 aS 510 392y Sl

& oS oo b jsams o |, Windows Backup gy Jol )5 cpl plxil slp w9

B9 2 0]

Start >> Administrative Tools >> Server Manager

99 ;1 92 axio




E Server Manager

File  Acton \iew Help

=100 x]

&7z H

4]

ié Server Manager (SERVERZ)
B _E_;* Roles

T active Directory Domain Se

By DMS Server
B fﬂ Features

_§£ Group Policy Management

7 Diagnostics
jﬁ Configuration
g Storage

View the status of features installed on this server and add or remove
features.

| v

-~ Features Summary Features Summary Help

~) Features: 3 of 42 installed Eﬂ: Add Features

gﬂ Remove Fea
Group Policy Management

Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
AD DS Tools
AD D5 Snap-Ins and Command-Line

Tools

Active Directory Administrative
Center

Active Directory module for Windows

4

%:; Last Refresh: Today at 9:39 AM Configure refresh

5

2

)°9

KLY

ol 1) Features au 3 cor oo Connd 5l gy (pl coad sl S50 0nl o

aw dzmas S B ass ol | Add Features A 0ed oo b Sl Ceoms &S g

Add Features Wizard

t@ Select Features

Features

Confirmation
Progress

Resuits

Features:

Select one or more features to install on this server.

ol ol

Description:

BUESIRCSPVNSIUON B BRSO B B

] sMTP server
[ SMMP Services
[ Storage Manager for SANs

[] Telnet Client

[] Telnet Server

[] TFTP Client

[] windows Biometric Framework
[] windows Internal Database

[ Windows Process Activation Service
1 [¥] Windows Server Backup Features

[] Windows Server Migration Tools

[] Windows System Resource Manager
[] Windows TIFF IFilter

[] WinRM IIS Extension

] wins Server

["] Wireless LAN Service

<

] subsystem for UNIN-based Applications

[] windows Powershell Integrated Scripting Environment (1<

Command-line Tools forWindows
Server Backup enable you to create
and manage scheduled backups of
this serverusing Windows Powershell
scripts.

Windows Server au5 s

2 4 os; |, Backup Features
S IS8 b oo | O 5 ansS
DS Slsnext s, n o g

| o

More sbout features.

e Instal cancel
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»

‘:é’ % Backup Options

%y
1%

m (=

M  Backup Options Create a backup now using:

| select Backup Configur. ..

{° Scheduled backup options

I Eesciv Dok s Choose this option if you have reated a scheduled backup and want to use
x - the same settings for this backup.
= Backup Progress = Different options
]
Choose this option i you have not created a scheduied badkup o to specify
R alocation or iteme for this backup that are different from the scheduled
backup.

To continue, dick Next.

More about backing up vour server

< Previous | Next > I Badkup Cancel

Print, e-mail, or save this information

< Previous Next = | Install I Cancel

RI=TE

File Action View Help

&= 5 i=

%
‘Windows Server B... &

a& You can perform a single backup or schedule a regular backup using this application.
[= b Badup Schedule..
/1 No backup has been configured for this computer. Use the Backup Schedule Wizard or the Badkup Once Wizard to perfc @ BacupOnce...
Messages (Activity from last week, double click on the message to see details) e Recover...
Configure Perfor., ¥
[ Tme_~ [ Message [ Description
(@ 6/10/2012 10:23 AM Backup 72668 files found to indude in the system stat: ConnectTo Ano...
View »
Help
Status
Last Backup Next Backup All Backups
Status: - Status: Total backups:
Time: - Time: Latest copy:
B} view detais B view details Oldest copy:
BY view detail .
4| | b

U oS IS install gq, »

29y S92 L A 000 gy

35 Ll ol g el 5o
ax  Start e G,k
ax ¢ Administrative Tools
windows Server g s
S IS s 0uS 1,>1 |, Backup
S9) » Sl S 393 (0 5k

A8 s Backup Once..

Windows server (cg, p» peiwd 38,5 Jl> 0 a5 Backup cpl a5 ol ails a>g @ i

Lol Jad g 5,5 05,15 R2

DS SIS Next> gg, p e g oS S LS 0 50 43S (69, p S ol o

99 | 94 axio




s Backup Once Wizard x|

N
_:? Select Backup Configuration System )‘ M‘? P OF U] kJ"‘ Je

EdWD Options What type of configuration do you want to schedule? ‘55) )f M . :’ ) B ac k u p J}}‘ Jyyo Sta te

Select Backup Configur... £ Full server (recommended)
Select Items for Backup Iwant to back up all my server data, applications and system state.

—
Specfy Destination Type Backup size: 9.95 GB S99y ser) ..\.‘.‘5 «_iJS CUStOI Nn 4..4)5
Confirmation = custom

I want to choose custom volumes, files for backup. t>
AsS IS nex

Backup Progress

< Previous | Next > I Backup Cancel

- - H S5 Add Items s, o ol 5o

)
:\"§ Select Items for Backup

Backup Options Select the items that you want to back up, Selecting bare metal recovery wil
Select Backup Configur. .. provide you with the most options if you need to perform a recovery.

Name =

Specify Destination Type

Confirmation

Backup Progress

4] | |
Add Ttems I Remove Ttems I

Advanced Settings |

Choosing what to indude in a backup

<Frewous| Next > I Badwp | Cancel |

Select Ttems x|

Specify tems to include in the backup by selecting or clearing the associated check boxes. The items that you
have included in the cument backup are already selected.

”%iiﬁ%}g“e" system state au ¥ S5 Ceond ol o
i@ Local di H

<a New Volume (3}
oS SUS 0K (595 29w ],

Cove
PA

99 ;I 95 axio




4 Backup Once Wizard

A}
&4
r_\_‘}, Select Items for Backup

Backup Options Select the items that you want to back up. Selecting bare metal recovery will
Select Backup Canfigur... provide you with the most options if you need to perform & recovery.
Mame =
Specify Destination Type SyStom St
Confirmation \
Backup Progress

4 |
Add Items I

Advanced Settings |
Choosing what to indude in a badcui

Next = |

i

Remove Items |

< Previous | Backup | Cancel |

4% Backup Once Wizard

A
e = 5 s
fly Specify Destination Type

Backup Options Choose the type of storage for the backup:
Select Backup Configur... ¥ Local drives
Select Ttems for Backup Example: local disk (D:), DVD drive {E:)

Specify Destination Type

Select Backup Destination

" Remote shared folder

I
: \\MyFileSer

r\SharedFolderNam:
Confirmation

Backup Progress

Choosing a storage location

{

< Previous | Next > I

Backup Cancel |

99 ;I 96 axio

Gl o0 Lol Cancd @ 415 0,90 43S
S S next s, 5

2l S adly oo Cond nl o o9
oyed lp |y 4l 90 oS Su L
ol e aS wsS bl wlodlbl s

m;SGAooLEz:.ml M)lo el Il Cwend
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x4 S (50 ool B gl 5l lrt) 0 &5

3
“y Select Backup Destination

=

O 6,50 wlo 5l aaS o cdwlin a5 jshiles

EipEst Select a volume to store the backup, An external disk attached to this computer

Select Backup Configur... is listed as a volume. L. ‘ . . ‘ ‘ .
SekectTtems for Backup Backup destination: [T —— = ) Q; 0 >0 (Sl 9oy é,a Rl s3>
Spedfy Destination Type Total space in backup destination: New Volume {£2)

VD Drive (D: s |

Free space in backup destination: 98.75G8 U9 .)3,"> d_._._” 45 ‘w; o.)Lé:Z....:‘ BaCkup

Backup Destination

Confirmation

Backup Progress

ol gl gl as wes i 1) ojlel ol e
WSS solaral

S Bl 5w 89y 2 0SS w02 Lok
<PrEVmus| Next > I Backup Cancel I

..)uj.u 0y 5.3.‘)»52

=
1 i4 S
. \y Confirmation ;
S99y 2 ‘):>‘ (_g‘).g 9 Sl 00Lo! )15 T

Backup Options A backup of the items below will now be reated and saved to the spedfied
destination.

Select Backup Configur....

Select Ttems for Badkup Backup items: System state . )“ b S S " S Ba C ku p
File exduded: Mone

Spedfy Destination Type

Backup destination: Mew Volume (E:)

frssliapbear o Advanced option: VS5 Copy Backup

Confirmation

Backup Progress

< Previous Next > Backup Cancel
4% Backup Once Wizard x|
Jga
) Backup Progress
— P
Backup Options Status: 6792 files found to indude in the system state backup...
Select Backup Configur... [ [ 1 s - wa &
Select Ttems for Backup — Status details g_)'.’. s ‘ b a c k u p [© )5 LJl> )\)
Specify Destination Type Backup location: ~ E:
Select Backup Destination Data transferred: 0 KB 09..5:: rn[:d‘ )lS c)J ‘ 45 M’.S L.SA Je-‘a d_ud

Confirmation Items I

T | [ [Stats [ Data transferred ‘

System state 6792 files found toin... OKBof 1.46GB

abg o wledbl Backup 8,5 5l aw

,» windowsimagebackup #b 4 !

‘fou may dose this wizard and the backup operation will continue to run in the "35'“" g5‘° O).:.‘>\) E 9‘.{‘)0
background.

= Previous MNext = | Close I Cancel
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System 5l slyse (SIS Sgo a4 o)l S92y Ll (nl (Jsene 2008 550 sea 5

&lp o &S esliwl cmd o command b S cpl 6l 650 Backup jsasy state

e ol ) 5 ol 15 ol el

oolatwl 3 Hgiws 5l leyd las 0 g 0sS ol |, CMd jgiws j90i09 FUN o IS cpl gl w5

wbadmin start systemstatebackup -backupTarget:E:

Db gws al bzl 5l g8 g5 wsd (oo 99, s b jgiws (ol ! 5l o Yieial g
backup 1y a5 g (oo plonl coitacns slo 0053 (59, 1 1) (oo yiwd S Jomme S S

g oolel b5

oolatwl 3 Hgiws 5l Gleyd las 0 g 0sS ol |, CMd jgiws j90i09 FUN o IS cpl gl w5

VLY

Takeown /T %windir®%\winsxs\temp\PendingRenames /a

icacls %windir%\winsxs\temp\PendingRenames /grant "NT
AUTHORITY\SYSTEM: (RX)"

icacls %windir%\winsxs\temp\PendingRenames /grant "NT
Service\trustedinstaller:(F)"

icacls %windir¥%\winsxs\temp\PendingRenames /grant BUILTIN\Users: (RX)
Takeown /f %windir%\winsxs\filemaps\* /a

icacls %windir¥%\winsxs\filemaps\*.* /grant "'NT AUTHORITY\SYSTEM: (RX)""
icacls %windir%\winsxs\filemaps\*.* /grant "'NT
Service\trustedinstaller:(F)"

icacls %windir%\winsxs\filemaps\*.* /grant BUILTIN\Users: (RX)

Jlosl b 0055 (5, 5 b e B YL &0 lod 4 058 PASE leyd s 4o |, YU & jgiss

.35,.»

Administrator: C:\Windows \system32\cmd.exe
£

£ .cdf-ms
filemaps\sprogram_files x86_reference_assembhlie
t_af4hbc850431ef86. ¢

lemapssprogram_files _reference_assemblie
t_aaf62cd?1108a%33.c . . " ” .
xzsfilemapssprogram_files_x86_windows_mail fc7hi8 OLA)S _E_?- )Q ‘) g_:‘) WQ u9.>
C:xWindowsswinexs~filemapssprogram_files x86 _windows_nt_75867948

ed file: C:xWindows winsxs“xfilemaps-program_files x86_windows_nt_accessop| . .
ePec4fa2598e7.cdf—ns as Pl u"‘ L9 w’..'b)s ‘P‘

File: CG:sWindows™ xs~filemapssprogram_files x86_windows_nt_accessor|

filemapssprogram_files x86_windows_nt_tabhletex

)15?])°Wa5‘ﬁ)°

< oawlin |, successfully

SWindowsswinsxssfilemapssprogram_files_x86_windows_nt_tahletex|
8d4dacecebb?65 .cdf—ns
C: \Windowsswinexsxfilemapssprogram_files x86_ 676bhe2c7241b694 . c

file: C:“Windowswwinsxsxfilemaps™
11y processed 886 files; Failed pr

C: fidministrator.CISCO0>icacls xwindirx winsxs\filemapss».% sgrant BUILTIN> v . . .
Users: (RE g5"“"’)“> B )ls 4&"" [t ‘J‘“"S

Ll 00l robu‘
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1008 soliinl iy ygws 5l leyd s jo g oS ol |, CMd jgiws je0g rUN jo g5
wbadmin start systemstatebackup -backupTarget:E:
0,33 ol jo dlgs o Gledbl a5 il oo sglyo b ol jo a5 B alig jgiws cpl ST 50

O g

s\Adninistrator.CISCO>ubadnin start systemstatehbackup —backuptarget:e:
hadnin 1.8 - Backep conmand. linc ool
<C) Copyright 2004 Microsoft Corp.

rting to back up the systen state [6,10,/2812 11:52 AMI.
trieving volune information.

e t“éaf’t‘“tiz“ﬁiﬂkizaﬁi.f;ﬂnxﬁ1“'"9‘ s> Local Disk(Ct) to e aS a2d ral.'...s' o bl 4 yeiws gl 5l aw

u
[N1 Ho

Creating a shadow copy of the volumes specified for backup... - -
Creat i shad £ th lunes s fied for backup... - . =
Flcace it uhise Syblem stace Liles te back up ave tontiiied. iy aS a5 b oo el &S Backup 5Ll
This A D) o ) ~

Juad i to hack up are identified.

&1

wait whi to back up are identified.

ht tak - - . . Y .
Plea..zlflm‘lt Whil s to back up are identified. )lS 45 t-\:q-ﬁo ol ‘) O)L?" u—" Wld lJ

This might take

2S¢ 5lel 28,5 backup

S5 0sS o onaline a5 S pl 0 g

poricd ';z 53#‘@:2:32:&“&!:? fote. Lol oy plmil Codbga L 28,5 Backup

epmted by ’Ferformance Count is complete.

P
complete.
s _complete.
conplete.

The backup of th n state successfully completed [6/18,2612 11:56 AMI.
Log of files suc 1y backed up
C:\Windows\Logs~\ SorverBackupaBackup-10-86-2012_11-52-54. log

(C:\Users\Administrator.CISCO>

9 oS Restart |, 4.l command line o,s0 4 Backup o,5 Restore sl oy
Active Directory 4,5 sed oo ools isled i glp a5 cand 5l g sy 1) F8 olS
I, emd jgiws g e RUN 8)lg o a5 59004 04l o .o Sl |, Restore Mode
enter 5 5,13 1, wbadmin get versions ,giso ol las o asS enter g oS b
S5 5l oo,S Restore  sly aa g oo ioled L 4 1) 8 5 Backup b 0,51 6 oS

AS ool

wbadmin start systemstaterecovery -version:06/10/2011-11:56

wbadmin get versions ,gi.s ;045 00,5 5lg 1y Gl 9 50,6 51 50 jgmms ol )0 s

el oo Egyi FESTOre |15 5 S o)lyadb o, Y Led jlenter ;lox cuul ool Lo 4y
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