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Q: An alternative definition for a distributed system is that of a collection of
independent computers providing the view of being a single system, that is, it
is completely hidden from users that there even multiple computers. Give an
example where this view would come in very handy.

A: What immediately comes to mind is parallel computing. If one could
design programs that run without any serious modifications on distributed sys-
tems that appear to be the same as nondistributed systems, life would be so
much easier. Achieving a single-system view is by now considered virtually
impossible when perfm-'t_nance 1S In play.

Q: Many networked systems are organized in terms of a back office and a
front office. How does organizations match with the coherent view we demand
for a distributed system?

A: A mistake easily made is to assume that a distributed system as operating
in an organization, should be spread across the entire organization. In practice,
we see distributed systems being installed along the way that an organization
is split up. In this sense, we could have a distributed system supporting back-
office procedures and processes, as well as a separate front-office system. Of
course, the two may be coupled, but there is no reason for letting this coupling
be fully transparent.

QQ: Explain what is meant by a virtual organization and give a hint on how
such organizations could be implemented.

A: A virtual organization {"VD} defines a group of users/applications that have
access to a specified group of resources, which may be distributed across many
different computers, owned by many different organizations. In effect, a VO
defines who has access to what. This also suggests that the resources sE'ﬁiH
keep an account of foreign users along with their access rights. This can often
be done using standard access control mechanisms (like the rwx bits in UNIX),
although foreign users may need to have a special account. The latter compli-
cates matters considerably.

Q: When a transaction is aborted, we have said that the world is restored to its
previous state, as though the transaction had never happened. We lied. Give an
example where resetting the world is impossible.

A: Any situation in which physical I/O has occurred cannot be reset. For
example, if the process has printed some output, the ink cannot be removed
from the paper. Also, in a system that controls any kind of industrial process, it
is usually impossible to undo work that has been done.
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QQ: We argued that distribution transparancy may not be in place for pervasive
systems. This statement is not true for all types of transparencies. Give an
example.

A: Think of migration transparency. In mnay pervasive systems, components
are mobile and will need to re-establish connections when moving from one
access point to another. Preferably, such handovers should be completely
transparent to the user. Likewise, it can be argued that many other types of
transparencies should be supported as well. However, what should not be hid-
den is a user is possibly accessing resources that are directly coupled to the
user's current environment.

Q: We already gave some examples of distributed pervasive systems: home
systems, electronic health-care systems, and sensor networks. Extend this list
with more examples.

A: There are quite a few other examples of pervasive systems. Think of large-
scale wireless mesh networks in cities or neighborhoods that provide services

such as Internet access. but also form the basis for other services like a news
system. There are systems for habitat monitoring (as in wildlife resorts), elec-
tronic jails by which offenders are continuously monitored, large-scale inte-
grated sports systems, office systems deploying active badges to know about
the whereabouts of their employees, and so on.
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closest node toward the destinauon. How good 1s this policy?
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Q: Consider a chain of processes P, P,, ..., P, implementing a multitiered
client-server architecture. Process P, i1s client of process P, and P, will
return a reply to P, only after receiving a reply from P,,,. What are the main
problems with this organization when taking a look at the request-reply perfor-
mance at process P;?

A: Performance can be expected to be bad for large n. The problem is that
each communication between two successive layers is, in principle, between
two different machines. Consequently, the performance between P, and P,
may also be determined by n —2 request-reply interactions between the other
layers. Another problem is that if one machine in the chain performs badly or
1s even temporarily unreachable, then this will immediately degrade the perfor-
mance at the highest level.

Q: In a structured overlay network, messages are routed according to the
topology of the overlay. What is an important disadvantage of this approach?

A: The problem is that we are dealing only with logical paths. It may very
well be the case that two nodes A and B which are neighbors in the overlay
network are physically placed far apart. As a consequence, the logically short
path between A and B may require routing a message along a very long path

in the underlying physical network.

Q: Consider the CAN network from Fig. 2-§ How would you route a message
from the node with coordinates (0.2,0.3) to the one with coordinates (0.9,0.6)7

A: There are several possibilities, but 1f we want to follow the shortest path
according to a Euclidean distance, we should follow the route (0.2,0.3) —
(0.6,0.7) — (0.9,0.6), which has a distance of (0.882. The alternative route
(0.2,0.3) — (0.7,0.2) — (0.9,0.6) has a distance of 0.957.

Q: Consider an unstructured overlay network in which each node randomly
chooses ¢ neighbors. If P and Q are both neighbors of K, what is the probabil-
ity that they are also neighbors of each other?

A: Consider a network of N nodes. If each node chooses ¢ neighbors at ran-
dom, then the probability that P will choose Q, or Q chooses P _is roughly
2e [N —1).

(Q: Consider again an unstructured overlay network in which every node ran-
domly chooses ¢ neighbors. To search for a file, a node floods a request to its

neighbors and requests those to flood the request once more. How many nodes
will be reached?

A: An easy upper bound can be computed as ¢ x(c—1), but in that case we
ignore the fact that neighbors of node P can be each other’s neighbor as well.
The probability g that a neighbor of P will flood a message only to nonnei igh-
bors of P is | minus the probability of sending it to at least one neighbor of P:

B (3w ws)

In that case, this flooding strategy will reach ¢ X g (¢ —1) nodes. For example,
with ¢ = 20 and N = 10, 000, a query will be flooded to 365.817 nodes.
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B LR every node m a peer-to-peer network should become superpeer. What
are reasonable requirements that a superpeer should meet”
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Q: Consider a BitTorrent system in which each node has an outgoing link with
a bandwidth capacity B, and an incoming link with bandwidth capacity B,,.
Some of these nodes (called seeds) voluntarily offer files to be downloaded by
others. What is the maximum download capacity of a BitTorrent client if we

assume that it can contact at most one seed at a time?
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Q: Sketch a solution to automatically determine the best trace length for pre-
dicting replication policies in Globule.
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Q: If a client and a server are placed far apart, we may see network latency
dominating overall performance. How can we tackle this problem?

A: It really depends on how the client is organized. It may be possible to
divide the client-side code into smaller parts that can run separately. In that
case, when one part is waiting for the server to respond, we can schedule
another part. Alternatively, we may be able to rearrange the client so that it can
do other work after having sent a request to the server. This last solution effec-
tively replaces the synchronous client-server communication with asyn-
chronous one-way communication.
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Q: Give a compelling (technical) argument why the tit-for-tat policy as used in
BitTorrent is far from optimal for file sharing in the Internet.

A: The reasoning is relatively simple. Most BitTorrent clients are operated
behind asymmetric links such as provided by ADSL or cable modems. In gen-
eral, clients are offered a high incoming bandwidth capacity, but no one really
expects that clients have services to offer. BitTorrent does not make this
assumption, and turns clients into collaborative servers. Having symmetric
connections is then a much better match for the tit-for-tat policy.

Q: We gave two examples of using interceptors in adaptive middleware. What
other examples come to mind?

A: There are several. For_example, we could use an interceptor to support
mobility. In that case, a request-level interceptor would first look up the cur-
rent location of a referenced object before the call is forwarded. Likewise, an
interceptor can be used to transparently encrypt messages when security is at
stake. Another example 1s when Togging is needed. [nstead of letting this be
handled by the application, we could simply insert a method-specific intercep-
tor that would record specific events before passing a call to the referenced
object. More of such example will easily come to mind.

Q: To what extent are interceptors dependent on the middleware where they
are deployed?

A: In general, interceptors will be highly middleware-dependent. If we con-
sider Fig. 2-0, it 1s easy to see why: the client stub will most likely be tightly
bound to the lower level interfaces offered by the middleware, just as message-
level interceptors will be highly dependent on the interaction between middle-

ware and the local operating system. Nevertheless, it is possible to standardize
these interfaces, opening the road to developing portable interceptors, albeit
often for a specific class of middleware. This last approach has been followed
for CORBA.

Q: Modern cars are stuffed with electronic devices. Give some examples of
feed-back control systems in cars.

A: One obvious one is cruise control. On the one hand this subsystem mea-
sures current speed, and when it changes from the required setting, the car is
slowed down or speeded up. The anti-lock braking systems (ABS) is another
example. By pulsating the brakes of a car, while at the same time regulating
the pressure that each wheel is exerting, it is possible to continue steering

without losing control because the wheels are blocked. A last example is
formed by the closed circuit of sensors that monitor engine condition. As soon

as a dangerous state is reached. a car may come to an automatic halt to prevent
the worst.

Q: Give an example of a self-managing system in which the analysis compo-
nent is completely distributed or even hidden.

A: We already came across this type of system: in unstructured peer-to-peer
systems where nodes exchange membership information, we saw how a topol-
ogy could be generated. The analysis component consists of dropping certain
links that will not help converge to the intended topology. Similar examples
can be found in other such systems as we referred to as well.
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7. Q: X designates a user’s terminal as hosting the server, while the application is
referred to as the client. Does this make sense?
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8. Q: The X protocol suffers from scalability problems. How can these problems
be tackled?
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v 1. Q: In this problem you are to compare reading a file using a single-threaded
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file server and a multithreaded server. It takes 15 msec to get a request for
work, dispatch it, and do the rest of the necessary processing, assuming that
the data needed are in a cache in main memory. If a disk operation is needed,
as is the case one-third of the time, an additional 75 msec is required, during
which time the thread sleeps. How many requests/sec can the server handle if
it is single threaded? If it is multithreaded?

A: In the single-threaded case, the cache hits take 15 msec and cache misses
take 90 msec. The weighted average i1s 2/3 x 154+ 1/3 x90. Thus the mean
request takes 40 msec and the server can do 25 per second. For a multi-
threaded server, all the waiting for the disk is overlapped, so every request
takes 15 msec, and the server can handle 66 2/3 requests per second.

Q: In the text, we described a multithreaded file server, showing why it is bet-
ter than a single-threaded server and a finite-state machine server. Are there
any circumstances in which a single-threaded server might be better? Give an
example.

A: Yes. If the server is entirely CPU bound, there is no need to have multiple
threads. It may just add unnecessary complexity. As an example, consider a
telephone directory assistance number for an area with 1 million people. If
each (name, telephone number) record is, say, 64 characters, the entire
database takes 64 megabytes, and can easily be kept in the server’s memory to
provide fast lookup.

Q: Statically associating only a single thread with a lightweight process is not
such a good idea. Why not?

A: Such an association effectively reduces to having only kernel-level threads,
implying that much of the performance gain of having threads in the first
place, is lost.

Q: Describe a simple scheme in which there are as many lightweight pro-
cesses as there are runnable threads.

A: Start with only a single LWP and let it select a runnable thread. When a
runnable thread has been found, the LWP creates another LWP to look for a

next thread to execute. IT no runnable thread is found, the LWP destroys itsclf:

Q: Proxies can support replication transparency by invoking each replica, as
explained in the text. Can (the server side of) an application be subject to a
replicated calls?

A: Yes: consider a replicated object A invoking another (nonreplicated) object
B. If A consists of k replicas, an invocation of B will be done by each replica.
However, B should normally be invoked only once. Special measures are
needed to handle such replicated invocations.

Q: Constructing a concurrent server by spawning a process has some advan-
tages and disadvantages compared to multithreaded servers. Mention a few.

A: An important advantage is that separate processes are protected against
each other, which may prove to be necessary as in the case of a superserver
handling completely independent services. On the other hand, process spawn-
ing is a relatively costly operation that can be saved when using multithreaded
servers. Also, if processes do need to communicate, then using threads is much
cheaper as in many cases we can avoid having the kemel implement the com-
munication.
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J' 16. Q: In Fig. 3-[8it is suggested that strong mobility cannot be combined with

executing migrated code in a target process. Give a counterexample.

A: If strong mobility takes place through thread migration, it should be possi-
ble to have a migrated thread be executed in the context of the target process. -

v 17. Q: Consider a process P that requires access to file F which is locally avail-
able on the machine where P is currently running. When P moves to another
machine, it still requires access to F. If the file-to-machine binding is fixed,
how could the systemwide reference to F be implemented?

AS a3 Aoyl Q A Ay ASBlan pews y 3 S A8 Sod Gl s ol 0 g
B Jas 53k P ey ,:"lJ_:'S o s O F A saely 5l sla il
G Qadly 338 e iy e e F OB Sy S A0 0 JETT e 4 5 S
AR S g s S Sy D) o
48 ol ai Sl p Jhe Process 10a Jpadle 33 Sl GR e ol j Lgnt ) 5o myiia o
4 38l i e Process s sl dadl Rb Ol e ab2 2l | P 4 Ssas ) Slarequest
i Dt 35 53 5 00 Jpdla 4y p STl s Sls F 4o p 2l 40lls oyl Ll
A yla i
18. Q: Describe in detail how TCP packets flow in the case of TCP handoff, along
with the information on source and destination addresses in the various header s -
O el S etk Jgalaagay LS gl dladl gl o bl gla ol
Jaeeds | la g Ladl 31 5 il ) al ) three way handshake « front end 48 <l
front end &5 1ase L 331 4815 a TCP PDU 88 59 O} 5 35 3 )y 5 od 522 Sl
PAS S K34y 05 Sl Server 4 s Sl g D00 b Bus S 528 e Jle p A0L
a3l SLAT ) g e 4S8 Saal Gl R D) Say e ) e gl S 2 front end 20 O
248 Ja o adaa S pa ) A sS 5l s glad adaa G S8 356 5 TCP state 255
38 el 5 front end 31, SleBal ) g5 J 2y )

™25 pnis =¥ Juad
v o1 Q: In many layered protocols, each layer has its own header. Surely it would

be more efficient to have a single header at the front of each message with all
the control in it than all these separate headers. Why is this not done?
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3. Q: A reliable multicast service allows a sender to reliably pass messages to a
collection of receivers. Does such a service belong to a middleware layer. or
should it be part of a lower-level layer?
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v 2. Qs Why are transport-level communication services often inappropriate for

v 4.

v 6.

72

'€ 132

building distributed applications?

A: They hardly offer distribution transparency meaning that application devel-
opers are required to pay significant attention to implementing communica-
tion, often leading to proprietary solutions. The effect is that distributed appli-
cations, for example, built directly on top of sockets are difficult to port and to

interoperate with other applications.

Q: Consider a procedure incr with two integer parameters. The procedure adds
one to each parameter. Now suppose that it is called with the same variable
twice, for example, as incr(i, 7). If i 1s imitially 0, what value will it have after-
ward if call-by-reference is used? How about if copy/restore is used?

Az If call by reference is used, a pointer to i is passed to incr. It will be incre-
mented two times, so the final result will be two. However, with copy/restore, i
will be passed by value twice, each value initially 0. Both will be incremented,
s0 both will now be 1. Now both will be copied back, with the second copy
overwriting the first one. The final value will be 1, not 2.

Q: Une way to handle parameter conversion in RPC systems is to have each
machine send parameters in its native representation, with the other one doing
the translation, if need be. The native system could be indicated by a code in
the first byte. However, since locating the first byte in the first word is pre-
cisely the problem, can this actually work?

Az First of all, Whﬂﬂ one computer sends byte 0, it always arrives in byte 0.
Thus the destination computer can simply access hﬁ?ﬁ_{usmg a byte instruc-
tion) and the code will be in it. It does not matter whether this is the low-order
byte or the high-order byte. An alternative scheme is to put the code n all the
bytes of the first word. Then no matter which byte 1s examined, the code will
be there.

Q: Assume a client calls an asynchronous RPC to a server, and subsequently
waits until the server returns a result using another asynchronous RPC. Is this
approach the same as letting the client execute a normal RPC? What if we
replace the asynchronous RPCs with asynchronous RPCs?

A: No, this is not the same. An asynchronous RPC returns an acknowledgment

to the caller, meaning that after the first call by the client, an additional mes-
sage is sent across the network. Likewise, the server is acknowledged that its
response has been delivered to the client. Two asynchronous RPCs may be the
same, provided reliable communication is guaranteed. This is generally not the

Case,

Q: Suppose that you could make use of only transient asynchronous communi-
cation primitives, including only an asynchronous receive primitive. How
would you implement primitives for transient synchronous communication?

A: Consider a synchronous send primitive. A simple implementation is to send
a message to the server using asynchronous communication, and suhsequentl}'

let the caller continuously poll for an incoming acknnwl-:dgment Or response
from the server. IT we assume that the local {}pﬂratmg system stores m-:-::-mmg
messages into a local buffer, then an alternative implementation is to block the
caller until it receives a signal from the operating system that a message has
arrived, after which the caller does an EE}I’IICh.l‘GIIGI]E receive.

A ey
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13.

14.

15.

16.

17.

Q: Suppose that you could make use of only transient synchronous communi-
cation primitives. How would you implement primitives for transient asyn-
chronous communication?

A: This situation is actually simpler. An asynchronous send is implemented by
having a caller append its message to a buffer that is shared with a process that
handles the actual message transfer. Each time a client appends a message to
the buffer. it wakes up the send process, which subsequently removes the mes-
sage from the buffer and sends it its destination using a blocking call to the
original send primitive. The receiver is implemented in a similar fashion by
offering a buffer that can be checked for incoming messages by an application.

Q: Does it make sense to implement persistent asynchronous communication
by means of RPCs?

A: Yes, but ﬂnl:,r on a hop-to-hop basis in which a process managing a queue
passes a message [0 a next queuc manager by means of an RPC. Effectively,
the service o rf:d by a queue manager to another is the storage of a message.
The calling queue manager i1s offered a proxy implementation of the interface
to the remote queue, possibly receiving a status indicating the success or fail-
ure of each operation. In this way, even queue managers see only queues and
no further communication.

Q: In the text we stated that in order to automatically start a process to fetch
messages from an input queue, a daemon is often used that monitors the input
queue. Give an alternative implementation that does not make use of a dae-
mon.

A: A simple scheme is to let a process on the receiver side check for any
incoming messages each time that process puts a message in 1[5 OWn queue.

Q: Routing tables in IBM WebSphere, and in many other message-queuing
systems, are configured manually. Describe a simple way to do this automati-
cally.

A: The simplest implementation is to have a centralized component in which,
the topology of the queuing network is maintained, [hat component 'ilml]]}*
calculaies all best routes between pairs of queue managers using a known rout-
ing algorithm, and subsequently generates routing tables for each queue man-
ager, These tables can be downloaded by each manager separately. This
iﬁ_ﬂﬂch works in queuing networks where there are only relatively few, but
possibly widely dispersed, queue managers.

A more_sophisticated approach is to_decentralize the routing algorithm, Ex
hawng, cach queue manager discover the network topology, and calculate its
own best routes to other managers. Such solutions are widely applied in com-
puter networks. There 1s no principle objection for applying them to message-
queuing networks.

Q: With persistent communication, a receiver generally has its own local
buffer where messages can be stored when the receiver is not executing. To
create such a buffer, we may need to specify its size. Give an argument why
this 1s preferable, as well as one against specification of the size.

A: Having the user specify the size makes its implementation easier. The sys-
tem creates a buffer of the specified size and is done. Buffer management
becomes easy. However, if the buffer fills up, messages may be lost. The alter-
native is to have the communication system manage buffer size, starting with

some default size, but then growing (or shnnking) buffers as need be. This
method reduces the chance of having to discard messages for lack of room, but
requires much more work of the system.
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\/ 6. Q: Consider the Chord system as shown in Fig. 5-% and assume that node 7
has just joined the network. What would its finger table be and would there be
any changes to other finger tables?

A: Let us first consider the finger table for node 7. Using the same method as
we Introduced when discussing Chord, it can be seen that this table will be [9,
9, 11, 18, 28]. For example, entry #2 1s computed as
succ(7 +21) = succ(9) =9. More tables will need to change, however, in

; Finger table
B *f“
1 E
a
3 R
i Hﬂ 2 g_
. ﬁ(" 44
; _ee=tTEN TR
; {B)

v 7. Q: Consider a Chord DHT-based system for which k bits of an m-bit identifier
space have been reserved for assigning to superpeers. If identifiers are ran-
domly assigned, how many superpeers can one expect to have in an N-node
system?
A: The total number of superpeers in an Dverla},r of N nodes will be equal to
min{2* " N,2*}. I}
/m *N —, ‘-}.II dl/{'_'s'h -] ﬂfpﬂ-deﬂ-f u_-'*-'"‘.r-"
2 r Seppepeerpt N 21 s o5

\/ 10. Q: A special form of locating an entity is callf:d anycasting, by which a service
is identified by means of an IP address . - Sending a request to
an anycast address, returns a response from a server implementing the service
identified by that anycast address. Outline the implementation of an anycast
service based on the hierarchical location service described in Sec. 5.2.4.

A: Each service has a unique identifier associated with it. Any server imple-
menting that service, inserts its network-level address into the location service
at the directory node of the leal domain in which the server resides. Lookup
requests use the identifier of the service, and will automatically return the

nearest server implementing that service A
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~/ 19. Q: Explain how DNS can be used to implement a home-based approach to
locating mobile hosts.

A: The DNS name of a mobile host would be used as (rather poor) identifier
for that host. Each time the name is resolved, it should return the current IP
address of the host. This implies that the DNS server responsible for providing
that [P address will act as the host’s name server. Each time the host moves, it
contacts this home server and provides it with its current address. Note that a
mechanism should be available to avoid caching of the address. In other
words, other name servers should be told not to cache the address found.
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v 22. Q: Consider DNS. To refer to a node N in a subdomain implemented as a dif-
ferent zone than the current domain, a name server for that zone needs to be
specified. Is it always necessary to include a resource record for that server’s
address, or is it sometimes sufficient to provide only its domain name?

A: When the name server is represented by a node NS in a domain other than
the one in which N is contained, it is enough to give only its domain name. In
that case, the name can be looked up by a separate DNS query. This is not pos-
sible when NS lies in the same subdomain as N, for in that case, you would
need to contact the name server to find out its address.
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v/ 2. Q: Consider the behavior of two machines in a distributed system. Both have
clocks that are supposed to tick 1000 times per millisecond. One of them
actually does, but the other ticks only 990 times per millisecond. If UTC
updates come in once a minute, what is the maximum clock skew that will
occur?

A: The second clock ticks 990,000 times per second, giving an error of 10
msec per second. In a minute this error has grown to 600 msec. Another way
of looking at it 1s that the second clock 1s one percent slow, so after a minute it
is off by 0. 01 x 60 sec, or 600 msec.

5. Q: Add a new message to Fig. 6-0 that is concurrent with message A, that is, it
neither happens before A nor happens after A.

A: The solution cannot involve 0 or it would be ordered. Thus it must be a
message from 1 to 2 or from 2 to 1. If 1t departs or arrives from 1 after 16, 1t
will be ordered with respect to A, so it must depart or arrive before 16. The
possibilities are a message leaving process 2 at 0 and arriving at process 1 at 8,
or a message leaving process | at 0 and arriving at process 2 at 10. Both of
these are concurrent with A.

V' 9, Q: In the centralized approach to mutual exclusion (Fig. 6-0), upon receiving a
message from a process releasing its exclusive access to the resources it was
using, the coordinator normally grants permission to the first process on the

queue. Give another possible algorithm for the coordinator.

A: Requests could be associated with priority levels, depending on their
lmpurtance:_The cm:rrdmatur m::u]d then grant the highest priority request first.

J11. Q: Ricart and Agrawala CJ unthm has the problem that if a process has
crashed and does not reply to a request from another process to access a
resources, the lack of response will be interpreted as denial of permission. We
suggested that all requests be answered immediately to make it easy to detect
crashed processes. Are there any circumstances where even this method is
insufficient? Discuss.

A: Suppose that a process denies permission and then crashes. The requesting
process thinks that it is alive, but permission will never come. One way out is
to have the requester not actually block, but rather go to sleep for a ﬁxe:-::t_
period of time, after which it polls all processes that have denied permission to
see 1T they are still running.
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12. (): To make matters simple, we assumed that there were no write-write con-
flicts in Bayou, Of course, this is an unrcalistic assumption, Explain how con-
flicts may happen.
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13, Q: When using a lease, is it necessary that the clocks of a client and the server,
respectively, are tightly synchronized?
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14, Q: We have stated that totally ordered multicasting using Lamport’s logical
clocks does not scale, Explain why.
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15, Q: Show that, in the case of continuous consistency, having a server Sg
advance its view TWj(i, k) whenever it receives a fresh update that would
increase TW(k, k) — TW (i, k) beyond &; / N —1), ensures that v(t) — v; £ 8;.
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20. Q: A .le 1s replicated on 10 servers. List all the combinations of read
quorum and write quorum that are permitted by the voting algorithm.

A: The following possibilities of (read quorum, write quorum) are legal.
(1,10),(2,9), (3. 8), (4, 7), (5, 6), (6, 5).(7.4). (8, 3), (9, 2), and (10, 1).

21. Q: State-based leases are used to offload a server by letting it allow to keep
track of as few clients as needed. Will this approach necessarily lead to better
performance?
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(1,10), (2.9).(3.8).(4,7).(5,6).(6,5).(7.4).(8.3).(9,2).(10.1)




