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Prepare disk space

This computer has no operatir

¢ partitions manually
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[ VMware Workstation L

iFiIE Edit View WM Team Windows Help

Mew k Virtual Machine... Ctrl+M
5 Open... Ctrl+0 et
Import or Export... Window

Connect to ACE Managernent Server...
Close Ctri+W

Map or Disconnect Virtual Disks...
Add to Favorites

Exit
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Welcome to the New Virtual
Machine Wizard

What type of configuration do you want?

@ Typical (recommended)i

Create a Workstation &, 5-7. % virtual
machine in a few easy steps,

) Custom (advanced)

ViMware® Create a virtual machine with advanced
options, such as a SCSI controller type,

Workstation 7.1 [ e

< Back H Mext ]I Cancel
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New Virtual Machine Wizard -

Guest Operating System Installation

A virtual machine is like a physical computer; it needs an operating
system. How will you install the guest operating system?

Install from:
(7 Installer disc:

L DVD RW Drrive (I:)

@ Installer disc image file (iso}:!

D:\mages\Backirack 5 RC1\BT5R 1-KDE-32.is0 - Browse...

L Could not detect which operating system is in this disc image.
You will need to spedfy which operating system will be installed.

(711 will install the operating system later.
The virtual machine will be created with a blank hard disk,

Help < Back |[ Mext = H Cancel
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New Virtual Machine Wizard -

specify Disk Capacity
How large do you want this disk to be?

The virtual machine's hard disk is stored as one or mare files on the host
computer's physical disk. These file(s) start small and become larger as you
add applications, files, and data to your virtual machine.

Maximum disk size (GB): 200

-

Recommended size for Ubuntu: 20 GB

i@ Store virtual disk as a single file

(7 5plit virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another
computer but may reduce performance with very large disks.

l'a Pocket ACE size caloulator

Help < Back |[ Mext = ]l Cancel
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Select a Guest Operating System
Which operating system will be installed on this virtual machine?

Guest operating system

(7 Microsoft Windows
(@) Linux

(71 Movell MetWare
(7 5un Solaris

() VMware ESX

(1 gther

Version

u
OpensUSE -
OpenSUSE 64-bit
COracle Enterprise Linux
Orade Enterprise Linux 64-hit
Red Hat Enterprise Linux 5
Red Hat Enterprise Linux 5 64-hit
Red Hat Enterprise Linux 4 =
[ Red Hat Enterprise Linux 4 64-hit :I
Red Hat Enterprise Linux 3
Red Hat Enterprise Linux 3 64-bit B
Red Hat Enterprise Linux 2
Red Hat Linux
Sun Java Desktop System
SUSE Linux Enterprise 11
SIISE Linux Enterprise 11 64-hit
SUSE Linux Enterprise 10
SIISE Linux Enterprise 10 64-bit
SUSE Linux Enterprise 7/3/9
SUSE Linux Enterprise 7/3/9 64-hit
SUSE Linux
SUSE Linux 64-hit
Turbolinux
Turbolinux &4-bit
Ubuntu 64-hit
___Other Linux 2.6.x kernel
Other Linux 2.6.x kernel 64-bit
Other Linux 2.4.x kernel
Other Linux 2.4.x kernel 64-bit -
Other Linux 2. 2.x kernel s

m
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Ready to Create Virtual Machine
Click Finish to create the virtual machine and start installing Ubuntu.

The virtual machine will be created with the following settings:

Marme: BackTrackSrcl = .
Location: ChUsers\ TowhidDocuments\ Virtual Machines'\Ba cl
Version: Workstation 5.5-7.x

m

Operating Syst... Ubuntu

Hard Disk: 20 GB
Memory: 512 MB -
1| . |

[ Customize Hardware. ..

[¥] Power on this virtual machine after creation

<gack | [ Finish || cancel

el > 0
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[ BackTrackirel - Vivware Workstation,
File  Edit View WM Team

e Gl D88

<< back | track =

£

(=] OFF icial BackTrack Home P “uu backtrac! i O

=] OFFicial Ba ack Training : http:e Jof Fens fve-secur ity . cos
LIS REEE T EE L P LLRRERRR DR D EETE P EEEEEEE R EEERE R DR

=] To start a graphical interface, tupe *
[=]1 The default rool passwerd iz " "L

ter. Wihen you ane done and the cperating sysiem boots up, chok [ Fnshed Instaling. | Fresied fratallng | | Help

T direct input to this M, chek insice or press Cirl+ G, S=1sR T.CF R

I e aS wRlg> (0 Ladds )l aS ouud 0513 piiled (5)lg9 VMWEIE lasons (auils 59 didud (0 Jdguad 5 aS jgladlen
I s ol jodawd @k Ly ki 1) Jlod Ol ucilode S el 1y | Finished installing aess &yiss wuad

S el ) O s
VMWar e sl auad :@egs ab>m

Odiihe (59 9 Ouid) i) JoOLG (it (ol SIS AS s L2 joaly0 9 & Jwld ) (5| acgare VMWare slan ylpl
Ao Do L)l () emad ) dudlgdud Lo LaiiS o dilyl 1) saige $)108) i () w 9 00 B |) I

S (0 DD e 1) LgoT i (0 Lol S

Install 95 32 VM gk 31 VMWare 53 mguad Gl Ly cuad 3l aag sibne Diile sl 3l euad sl

kS &lds VMware Tools



LJ BackTrack5recl - M’MwEﬁc_rkS_

File Edit View | M| Team Windows Help

NG | powe |

Stk Removable Devices 3
= [ Powered On [ Pausze Shift+ Ctrl+P
) ﬂ}. BackTrackEE ACE ,

= & Favorites

(50 BT4 RC2 Snapshot »

p

H Ubuntu Replay .

& BlackUbunt

(3 BackTracks, Install Vhiware Tools...

Change Version...
Connected Users

Send Ctri+ Alt+Del

Grab Input Ctrl+G
Clone...
Capture Screen Ctrl+Alt+PrtScn

Capture Movie...
Delete from Dhisk

Message Log

Save for Offline Use

Settings... Ctrl+D
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wmware-tools-distrib : perl

settings  Help

5 installation of VMwar

The previous installation was made by the tar installer (version 4],

Keeping the tar4 installer date ormat.
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S lE [ lvmware-tools-distrib : perl i J}) . 11:51pm
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tar zxpf VMwareTools-X.X.X-XXXXXX.tar.gz

199 BN o uSgiud JlD Eliuaiians A4S WS dZeD MiKio )L 00 Sl 1 1y LTl 03 pd Juld Glosd ol
2] iy Ghsd e 2519 auwipd 1) L Hhosd by Juld il A4S (503 )0u 20 9 wisall puikii> El>9S 9 Sy B> A
Okayd ) VM o 90 5058 2)19 J e S o JoI caetuasd (5258 2519 )1 ity L Juild mudl 558 219y <y wdIgnd

D3 el lologdl Cygue ) 1l AL s b e HLid wilS andu )1 1) T ugls

perl vmware-install. pl



A4S 9o Ladd 1 Jlgaw (§9had a0 (39 ) W a0 |y SISy (5l )Ia) Shiad deliy gapds jeduna Olosd ol
)19 09 Jlgas 3R g3 uid s awilicd )0 phlii it 3100 ALAD 3 i (0 1) Wolip (S0 R o

(oi) 0 ) ENter sds 8> pays

93109 9 ity PLad y Ciidigd b i) gt 45 gulied 0O Lllad ) Jguad Wliie Maliiy ST al> a0 93

ROWJLA ZIRPJTT Y

cs changes take

art networking using the following co

istrib : perl

e ; - =
QE ﬁ; El vmware-tools-dis i s . 12:04 am

kS Jhasyl Ol @by o 1y Ll 00 pisd Jold wuslgiues Lasds Bl>

Gy Ll g9 lghed A4S olruluid (9piadped Y ) eledl & Cedlge b Led wwad @S dlypo

otk O] sy O ) ilaudy Jli>! 33 3 pa)IpS (5 gl seEKi>



o Gl g0 Ola) st

Ouy il (slgiS 31 9 aguds (0 SYSTEM 319 dutly Iiddl S a3 &y (999 1) (53590 Do) iRle> (0 S
1) Add ai3S sas @i 0 3dal 1) layouts puaw 9 keyboard aieS s jl 9 @ueiSee s |y preferences

- () 0 ) Add IS DLl (Sl 9 S (0 i SIS0 ©)0u0 W L) CgSn e JoulsS WDIL) 9 (Bved 3o

(FluxboX lawre) &y éy jo o lawrwe

S (0 1) g it 3038 L )0 IS ()l (S1p9 kS OoLaduwl FIUXDOX lawre 1 &y ly g0 dudlgs (o Lo
DS

root@bt:~# dragon
2010 (C) Dragon v 0.1 — Back|Track Command Line Control Panel
upgrade Upgrade your Back|Track box

follow Install and Follow all Back|Track tools by Category

dragon >> desktop fluxbox
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Selecting Fluxbox as default Desktop Manager
dragon >> quit

Good Bye

root@bt:~#
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usr/share/fonts/truetype
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apt - get update
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apt-get install flashplugin-installer
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Control panel - Network and Internet - Network adn sharing Center
- change advanced sharing settings
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Public {current profile) ()

Metwork discovery

When network discovery is on, this computer can see other network computers and devices and is
visible to other network computers, What is network discowvery?

i@ Turn on network discovery
7 Turn off network discovery

File and printer sharing

When file and printer sharing is on, files and printers that you have shared from this computer can
be accessed by people on the network,

@ Turn on file and printer sharing
(71 Turn off file and printer sharing

Public folder sharing

When Public folder sharing is on, pecple on the network, including homegroup members, can
access files in the Public folders, What are the Public folders?

i@ Turn on sharing so anyone with network access can read and write files in the Public folders

71 Turn off Public folder sharing (people logged on to this computer can still access these
folders)

Media streaming

When redia streaming is on, people and devices on the netweork can access pictures, music, and
videos on this computer. This computer can also find media on the network.

Choose media streaming opticns...
File sharing connections

Windows 7 uses 128-bit encryption to help protect file sharing connections. Some devices don't
support 128-bit encryption and must use 40- or 56-bit encryption.

i@ Use128-bit encryption to help protect file sharing connections {recommended)
i1 Enable file sharing for devices that use 40- or 56-bit encryption

Password protected sharing

Save changes Cancel
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apt-get install sanba
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apt-get install system config-sanba
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snbpasswd -a root
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Network and Internet - View network conputer and devices
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Organize = Metwork and Sharing Center Add a printer Add a wireless device

0 Favorites 4 Computer (2)
Bl Deskiop

@ Downloads :kl IMAN-PC :k ROOT

___ Recent Places

s Libraries
¥ Documents
o' Music
|kl Pictures
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aptitude install gstreanerO.10-pitfdll gstreanerO.10-ffnpeg
gstreaner0. 10- gl gstreaner0. 10- pl ugi ns- base gstreaner0. 10-

pl ugi ns-good gstreaner0. 10- pl ugi ns- bad gstreaner0. 10- pl ugi ns- bad-
mul ti verse gstreamner0. 10-pl ugi ns-ugly gstreaner0. 10- pl ugi ns-ugl y-
mul tiverse |ibxi ne-extracodecs w32codecs
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apt-install gxine
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if config ethO up
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PHP:as

start-network
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starting network connection manager : w cd.
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192.168.1. 1
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echo 0 > /proc/sys/net/ipv4/ip_forward
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nsf gui
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Show connecti on details
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system — preferences — startup applicaticons

S i e wiale 1) > ke L> B> add startup program e 3jlg 1 s 1) add ol by Ao o

e

command @ Jfusr/bin/pulseaudio

comment : EZMAIN
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[etc/init.d/wicd start
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|| = shell |
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% Network =& |Disconnect All ) Refresh “i Preferences -~

Choose from the networks below:

Afagqshamel 4 95% Unsecured Channell
%/ Automatically connect to this network

Connect : Properties
| | |

nasser 42% Unsecured Channel 1l I
|| Automatically connect to this network I

o HL

Connect I | Properties|

www.akdt.com

INc-t connected i
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sudo gedit /etc/apt/sources.list

TS Ll 9) Caylis (il i Jb AS (5 0mmnl T 9 e
TS

#H###H## Repository Backtrack

deb http://all.repository.backtrack-linux.org revolution main microverse non-free testing
deb http://32.repository.backtrack-linux.org revolution main microverse non-free testing
deb http://source.repository.backtrack-linux.org revolution main microverse non-free
testing

S 1321 99 Jub) ygriuitd Jlitd g g 9 kS SAVE b

TS

wget -q http://all.repository.backtrack-linux.org/backtrack.gpg -O- | sudo apt-key add -

O iy

S

sudo apt-get update

S ) 9399l 290 i Ly SLA)I didgdue B>
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sudo apt-get install nmap
sudo apt-get install nikto
sudo apt-get install framework3

sudo apt-get install hydra
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login = root

<)l reboot
i et (53l JIad joiuwn /etc/init.d/networking start
i e @dad joswws /€tC/init.d/networking stop
098 pgel> poweroff
&b piales cal

Juld Sl jeduws touch
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o &y yo Liadl e pentest/exploits/framework3
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qzip failname.zip

ZIip !yl

unzip failname.zip

tar ke oo iid

tar -zcf zz.tar daily

tar gl

tar -zxf zz.tar

0Z Jold (s)kw 00pdd

tar -czvf file name.tar.gz

0Z gl sl

gzip -d file.gz

rar gl

unrar X 123.rar

Jold Ly judod sk 00 psd



tar -czvf file name.tar.gz file name.sql

Jold 1 yidgd zpal

tar -zxvf file name.tar.gz

tar.gz @yl o0 uid

tar -czvf /home/user/public_html/n3.tar.gz n3
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wget
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mkdir SNIPER
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rm SNIPER

dudig i ol

rm -r dir

U Slelas iy @ S sl

..cd

Y
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find
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chmod 777

e Zokal 9 e el

sudo dpkg —configure -a

syl JEdie aS sl Juobd Z5kal el

sudo apt-get install —f
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(e pidg ) banshee ol

sudo apt-get install banshee

(010 (omid poied] Jluai) dr Jhid (A9 o (g ) MINITUNES aold g

sudo apt-get update & & sudo add-apt-repository ppa:nilarimogard/w e bupd8
update

aoldl g 9

sudo apt-get install minitunes

( g9 9 o ke ) VIC walip

apt-get install vic

of sL21 pas J> oy @ (1 9

weis Jls 9y Terminal

Jol al>pe
apt-get install vic

099 al>pe
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apt-get install okteta

Pou al> 30
okteta /usr/bin/vic
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mplayer g aolip

apt-get install mplayer

( MSN Gaslo jl ala)l s))8 s ) Emesene woliy

sudo apt-get install emesene

( ogua pwlkes ) SKype awoliyw
sudo apt-get install skype

Gka 023 sl oy

sudo apt-get install unace rar unrar zip unzip p7zip-full p7zip-rar sharutils aish
uudeview mpack lha arj cabextract file-roller



(FTP gl FileZilla aeliy

sudo apt-get install filezilla filezilla-common

gftp el

sudo apt-get install gftp

wlianiSo 3 syl eded aoli g

sudo apt-get install gtk-recordMyDesktop

095 US98 sS)900

sudo aptitude install chromium-Browser chromium-Browser-110n

13291 55590
sudo aptitude install Opera

( 598 sl ylgwn ) UFW aoaliye

sudo apt-get install gufw

e ou) el gt

sudo aptitude install deluge-Torrent

pdf =991 aeld

sudo aptitude install acroread acroread-fonts

(s o pudl Jolae a5 ) Openoffice.org aelim
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sudo apt-get install openoffice.org

Virtualbox aeksm

sudo apt-get install virtualbox-ose

kate el

sudo apt-get install kate

firestarter aokim

sudo apt-get install firestarter

(er 9 dg 9 oo puid Gupda )l bold)l s1pe ) gWibber aels

sudo apt-get install gwibber
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