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root@kali:~# theharvester
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N Y Y [ P VY [ W VO I SN AN _ #
# TheHarvester Ver. 2Z.2a =
# Coded by Christian Martorella =
* Edge-Security Research #
* cmartorellafedge-security. com #
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Usage: theharvester options

-d: Domain to search or company name
-b: Data source (google,bing,bingapi,pgp.linkedin,google-profiles,peoplel2s’,jigsaw,all)
-s5: Start in result number X (default 0)
-v: verify host name via dns resolution and search for wvirtual hosts
-f: save the results into an HTML and XML file
-n: Perform a DNS reverse guery on all ranges discovered
-c: Perform a DNS brute force for the domain name
-t: pPerform a DNS TLD expansion discowvery
-e: Use this DNS serwver
-1: Limit the number of results to work with(bing goes from 50 to 50 results,
-h: use SHODAN database to query discovered hosts
google 100 to 100, and pgp doesn't use this option)

theharvester i1 5 eslitwl o g

2ol s Aales @‘kaonﬁqu@;,ﬂ rw,ts Sl gaed 53 Jlwe 5 55 il ol ‘...J NESA
Examples: theharvester -d microsoft.com -1 500 -b google

theharvester -d microsoft.com -b pgp
theharvester -d microsoft -1 200 -b Tinkedin
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Dergee dle 553 ceoly Sy

:~# theharvester -d tabrizu.ac.ir -1 20 -b google -f 1.html

b dal g esls yhaled Jlw 5 :}ﬁ-chlL:Sw.\.:.:ﬁa;U&A L @S 4§|4Sgr.3:ﬁ

Example .\



Z3‘9.3M‘ﬁﬁjﬁﬁbbh‘ﬁkﬁf@&fdﬁﬁd‘ﬁd

[+] Emails found:

sabahi@tabrizu.ac.ir
yvazdanpanah@tabrizu.ac.ir
n.talebi@tabrizu.ac.ir
hashemzadeh@tabrizu.ac.ir
bmohammadi@tabrizu.ac.ir

h hosseini@tabrizu.ac.ir
ssadr@tabrizu.ac.ir

m zarifi@tabrizu.ac.ir
zdaie@tabrizu.ac.ir
jsobhi@tabrizu.ac.ir
malekshahi@tabrizu.ac.ir
adjab@tabrizu.ac.ir

s mahmoudi@tabrizu.ac.ir
m.mehdinejad92@ms.tabrizu.ac.ir
sayyad.nojavan@tabrizu.ac.ir
kazem.zare@tabrizu.ac.ir
babaei@tabrizu.ac.ir
nadiri@tabrizu.ac.ir
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