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<?php Lf it
$a = "3"; Ly ol s bkl o
$b = 20; L beols o
echo $a += $b; // 23 ST
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php.net &
php @official_php

Follow

Replying to @kadler_ibm

This is PHP, surely you didn't expect any sort
of internal logical consistency.

6:04 PM - 16 Jul 2018

18 Retweets 44 Likes Q ¢’ ‘ a 0\" &‘ £\ @ e
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$a ~ 1 PHPJ& Lﬁd.:‘JT O_}‘.\J‘ OJM u

$c = $a + $at+; PHP ,: (CV) ooz lelS b i ™
var _dump($c); // int(3)

Postgres ,, .. =

$a = 1; ey ™
$c = $a + $a + $a++;
var _dump($c); // int(3)

>
S| waa axlial gb,ls, ol ‘J%Lg.atf oy 8 C++ , C Ll &uop,‘ 3

el sban 3 Lol (el 580 ©Lw 4 VU mhae slagls ) 358 S & e
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Niklas B 4 N
: \  Follow |
@ _niklasb ~ -~

PHP is such a meme. Remote auth
bypass/RCE because author wrote
"return flase:" instead of "return false;"

Daniel Cocking @ ThelMaggots1
medium.com/@DanielC7/remo... A writeup of a an interesting bug | found a
while back. Enjoy!

3:27 PM - 4 Mar 2015
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SELECT ((-9223372036854775808)::1nt8)/(-1);

oy el 358 12l SQL 925w o) 42slis POSEEres sslssl L s o 1l
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[ losls a5 xwe sl iy ]

(Memory Safety) aasl> ) ™
void vuln(char *ul) { abasls col b callue @

/* assert(strlen(ul) < MAX); =/ Command|Description

x +— e|Local assignment

char tmp[MAX] 3 x + [e]|Read from heap
[e1] < ea|Heap assignment

strc py(tmp, U1) 5 x + alloc(esi-c ) |Allocation

return strcmp(tmp, "foo"); freiﬁ?; gzaéﬁie:zgn

if € then ¢ else o |Conditional
} while e do ¢ end|Loop
c1; co|Sequencing
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[ hosls sloais 5 i s pdunnl ]

void alloc(int num) {

(Type Safety) glosls ¢ 55 i) ®

#define MAX_CHUNKS 10
if (num > MAX_CHUNKS)
// throw error

void* chunks=malloc(num*sizeof(CHUNK));

s $losls 5l 5T smme 5 7208 0 3 (S ol Nt losls ¢

Ulscwde Jlade Ll oo 5o momo sas g5 5l aliSls 5 ) )
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¥ ..ondition-dema (zsh)

(Data Races) glosly sbailue =
Slosed sl
(Concurrency/Thread Safety)
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Soswd Gy "
Stream Wrappers udb’ PRNG Seed =
SSRF: file get contents($ GET['url']); . - . .
RFI: include($ _GET[ 'news']); uﬂb (Sanltlzatlon) L;JL“Sli .

XXE: <! ENTITY xxe SYSTEM "http://offsec.ir"> .
sAL by sue @
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uﬂL.u.’ LQLQ (Sink) C)‘) -

Laubuls ol aaly ™
e wxlee G 3l pAyJ S ol

( system() s strcpy(), memcpy() sl )
(...s include() « recvfrom() <recv() mly )
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& C' @ Secure https://evoucher.mci.ir/Evoucher/

&
pes

=3 Other Bookmarks

evoucher.mci.ir says

OffsecResearch
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Sam Thomas — Secarma Labs

if else

e

4D
Be
29
73
3B
Be
sB
Be
8D
42

H2php.__HALT_COM
PILER();.2>.._

...0:8:"AnyClass
":1:{s:4:"data";
s:4:"rips";}. ...
test.txt....]{n[

Jeis]n-..
texteejzE.==#ay/1
mls LAné. .. .GBMB

(Phar Deserialization) PHP s Ll ¢ 5Ll ols 8 1 o2 1 ke
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Sam Thomas — Secarma Labs

// If the file is relative, prepend upload dir.

( $file & 0 !== strpos( $file, '/' ) &&|! preg match( '|~.:\\\]|', $file

( ( $uploads = wp_get upload dir() ) && fals
{ $file = $uploads[ 'basedir'] . "/$file"; }

function wp get attachment thumb file( $post id = 6 ) {
$post _id = (int) $post id;
( !'$post = get post( $post id ) )
false;
( !is_array( $imagedata = wp_get attachment metadata( $post->ID
false;
$file = get attached file( $post->ID );
( 'empty($imagedata[ 'thumb']) &&
($thumbfile = str_replace(basename($file),[$imagedata['thumb'],]

$file)) && file_exists($thumbfile) ) {

(PHP &L, CMS o, 55 ) seie o)) sz Wordpress sl s o poe aslola) PHP o L.&\ ‘_;J‘LuJLiJM 0454 Jlx.c
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Soroush Dalili = NccGroup

C:\vysoserial.net-master\ysoserial\bin\Debug>ysoserial.exe -p Clipboard -c calc
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Heartbleed

e oaal /1 _lib . e =/
7|
int tlsl_process_heartbeat (55L «s5) {
unsigned char «p = &s—>s3-—»rrec.data[0], «pl;
unsigned short hbtype;
nnsigned int pavload;
unsigned int padding = 16; /+ Use minimum padding =/
/* Rend type and payload length firat «/
- . )

n2s(p. payload):

= .

FE( ]

if (hbtype — TLS1_HB_REQUEST) {
nnsigned char «buffer . «hbhp;

int r;
buffer = OPENSSL_malloc({1l + 2 4+ payload 4+ padding);
bp = buffer;

/* Enter response type, lengih and copy payload «/
«bpt+ = TLS1_HE_RESPONSE ;

20 2 ; d . bpi:
21 memcpy(bp, pl, payload) ; ]

e e e e e e e
20D =] @O = L b =2 00 =] &0 = L2 b=

22 Dp += payload;

23 i+ Random padding «/

24 RAND_pseudo_bytes(bp, padding);

25 r = ssl3_write_bytes (s, TLEI.RT HEARTBEAT. buffer .
26 3 + payload + padding);

a7 /L]

28 }

29 4[]

30 return 0]

31 )

OpenSSL s (Buffer Over-read) iU i o Slou s Jle
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CVE-2018-202560

Whats New

21. Nadav Grossman from Check Point Software Technologies informed us
about a security wvulnerability in UNACEV2.DLL library.
Aforementioned vulnerability makes possible to create files
in arbitrary folders inside or outside of destination folder
when unpacking ACE archives.

WinRAR used this third party library to unpack ACE archives.
UNACEV2.DLL had not been updated since 2885 and we do not have access
to its source code. So we decided to drop ACE archive format support
to protect security of WinRAR users.

We are thankful to Check Point Software Technologies for reporting
this issue.

(2o ks o) WINRar s w30 LG cale Sl i gl
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CVE-2019-6977

function wp_crop_image( $src, $src x, $src vy, $src w, $src_h, $dst w, $dst_h, $src_abs = false,

$src_file = $src;
if ( is_numeric( $src ) ) { // Handle int as attachment ID
$src_file = get _attached file( $src );

if (! file exists( $src_file ) ) {
// If the file doesn't exist, attempt a URL fopen on the src link.
// This can occur with certain file replication plugins.
$src = load _image to_edit _path( $src, "full' );

} else {

fsrc $src_file;

h
function get attached file( $attachment_id, $unfiltered = false ) {
$file = get post meta( $attachment _id, "B EIsEERSRE " | true );

$dst_file = false ) {

(LIbGD »L & 2,5 $buls S ,3) PHP s Heap 3G 5 o Sl df-&wT :Jle

(e bbb 108,00 dus) L slar 5,5 Crop cyg> Wordpress s salical 5

JFFSEC

www.,offsec.ir

24



| S el B slaspdynml |

ffffffff

25



[ 5L Jolw B sl pdo il ]

howd j8ua - X L_s)OU‘L"Q duw-ﬁﬁ
el (55308 5 callolyl by 6J.Lu‘d'>.‘.JLﬁ$, ([ ]

obl lelbl g9l olejlu

; Sy Jlsl @
' L/TLS oLyl

sslcheck.certcc.ir says:

Prevent this page from creating additional dialogs.
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Jetty
Webserver
I Request with I

| Malformed Header |

| >

Parse Headers

}* Build Error

a‘g Message
I

| Attacker Receives Error Message with
| Sensitive Data: Sensitive Data

400 Illegal character 0x@ in state=HEADER_VALUE in 'POST /ftest-spec/t...ity\r\nR

eferer: \x00<<<\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\ x00\x00\ x00\ x00\ xA0\ x00Y
X00...\x00\x00\x00\x00\x00\x00\ x00\ x00\x00\x00\x00\r\n\r\n=>>1 password=secret..
LA X00\x00\ x00\ x00\ x00\ x00\ x00\ x00\x00\ x00\x00\ x00\x00\ x00\ x00"

o os (etty) sl 4l o m o o SleMb) Lzl sl dx.v‘\in ;e
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phpWhois implements multiple generic parsers for WHOIS data in whois.parser.php . The parser implemented in function

generic_parser_b is vulnerable to injection of PHP code.

The function generic_parser_b builds a PHP statement from WHOIS data values by concatenating strings without proper

sanitization. It then passes the statement to the eval function:

function generic_parser_b($rawdata, $items = array(), $dateformat = 'mdy’, $hasreg = true, $scanall = false) {
[...]
foreach ($rawdata as $val) {
if (trim($val) != ") {
if (($val[e] == '%' || $val[e] == "#') && $disok) {
fr['disclaimer'][] = trim(substr{$val, 1});
fdisck = true:
continue;
h
$disok = false;
reset($items);
foreach ($items as $match =»> $field) {
$pos = strpos($val, $match);
if ($pos !== false) {
if ($field != ") {
fvar = '$r' . getvarname($field);
$itm = trim(substr($val, $pos + strlen($match)));
if ($itm != '")
eval($var . '="" . str_replace('"', "\"', Bitm) . "";');

)
paiS il 2B w2l K s XS G S i) e
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(Abstract Syntax Tree) cll s c5 5 ™
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Towards Pattern-Based Vulnerability Discovery in Binary Code — F. Yamaguchi
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