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« Predict outcome/future

Supervised

Learning

Unsupervised Reinforcement
* No labels « Decision process
* No feedback * Reward system
* “Find hidden structure” « Learn series of actions
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Data payload

GET /scripts/..%

%af../system32/cmd.exe

GET /scripts/..%255c../system32/cmd.exe
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Header Data payload

Attack Y
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Attack Z

GET /IISWebAgentIF.dll?overflow...
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Input

Headers
... ICP
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Payload

GET foo.bar
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A week in 2008 at an AV company
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Input Output

write(1, "pwn");
close(1);

open("/tmp/foo™); -| /_\ 0%o
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Input

char a(uint b) { ]
funcl((int) b);
func2(); ...
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Learning to make
sequential decisions

Agent

. . . Observatign Action
State Change the
‘ environment

Recorded -
Future
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Classified as Small adversarial Classified as cat
panda noise
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Synonym
Spam Ham  C=1
Hello! Hello!
Are youto become more active and  Are you to.become more active and attractive
attractive than everbefore? than ever before?
Our final@Foducdfor losingaveighpis on Our finalfor losingAveighdis on
¢|Earancg now. ¢laerancg now.
Follow the link-and.you will find heg h'ea'pE'st\ Follow the link and you will find he(dﬁ'ape'St,way to gain
way to gain your body back. =7 | your body back.
Letter_substitution|
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Vulnerability of Deep Reinforcement B e botacion

Learning to Policy Induction Attacks ‘ ¢
\ ) 3._ Attacker cmfts}pert‘l:;r:tion
(Be hzad an & M un I r' 20 —I 7) o ar to induce adversarial ac

1. Attacker observes current state 4z Attacker apnlles

Pol iCy I n d u C.t i O n A.t.taCk Fra m eWO rk and transitions in the environment, | PETUPaH0n

6. Attacker waits for 5. Perturbed input is
target's action revealed to target
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Confidentiality Tramer et al. Stealing Machine Learning Models via Prediction APIs =
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Fredrikson et al. Model Inversion Attacks that Exploit Confidence Information
Shokri et al. Membership Inference Attacks Against Machine Learning Models
Chaudhuri et al . Privacy-preserving logistic regression

Song et al. Stochastic gradient descent with differentially private updates
Abadi et al. Deep learning with differential privacy

Papernot et al. Semi-supervised Knowledge Transfer for Deep Learning from Private
Training Data

Information
Security
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Kearns et al. Learning in the presence of malicious errors

Biggio et al. Support Vector Machines Under Adversarial Label Noise

Kloft et al. Online anomaly detection under adversarial impact
Ldw-dea Oaa O

> Szegedy et al. Intriguing Properties of Neural Networks

Biggio et al. Evasion Attacks against Machine Learning at Test Time @ ML
> Goodfellow et al. Explaining and Harnessing Adversarial Examples

A\

slus-dzs OO o

A\

Dalvi et al. Adversarial Learning
Szegedy et al. Intriguing Properties of Neural Networks
> Xu et al. Automatically evading classifiers: A Case StudC on PDF Malware Classifiers
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= Static machine learning model trained on millions of samples

Machine Learning score=0.95
Model (malicious, moderate confidence)

« Simple structural changes that don’t change behavior

upx_unpack
+  ‘text' -> '.foo' (remains valid entry point)
« create “.text’ and populate with ‘.text from calc.exe’

modified Machine Learning score=0.49
+ elements Model (benign, just barely)

of PE file EC
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Clever Hans

e https://github.com/tensorflow/cleverhans/
e Open-Source toolbox for crafting adversarial examples
e named after a “clever horse”
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Google

academics are

{=

academics are snobs
academics are arrogant
academics are boring
academics are cool

academics are losers
academics are useless
academics are overrated
academics are

academics are not intellectuals
academics are out of touch

Google Search I'm Feeling Lucky
' F FS E ort inappropriafe predi
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Posts g
Read by / Information
AN AA
N’ N
Reputation engine Online Social Intelligence producers

Media (OSM)

Al based organizational N

cyber-defense system ‘
Poisons by adding ~——

fake information
Malicious Actor
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Target: f(x) = f'(x) on = 99.9% of inputs
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Generative

. Removing perturbation
pretraming _
with an autoencoder

Adding noise

at test time Ensembles

Confidence-reducing Error correcting
perturbation at test time codes
Multiple glimpses
Weight decay

Double backprop Adding noise

Various ..
at train time

non-linear units Dropout



AIR TRAFFIG TEGHNOLOGY

INTERNATIONAL 2018

THE INTERNATIONAL REVIEW OF AIR TRAFFIC TECHNOLOGY AND MANAGEMENT

THE READY

SPACE RACE 4D FUTURES PRECISION FLYING

Industry ver How to predict the cost and benefits e FAA' flig ment
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