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x = input()

if x >= 10:

if x < 100:

bug()

else:

print "You lose!"

else:

print "You lose!"

1 ⇒ "You lose!"

593 ⇒ "You 
lose!"

183 ⇒ "You 
lose!"

4 ⇒ "You lose!"

498 ⇒ "You 
lose!"

42 ⇒ CRASH



x = input()

if x >= 10:

if x*200+15 == 267415:

bug()

else:

print "You lose!"

else:

print "You lose!"

1 ⇒ "You lose!"

593 ⇒ "You 
lose!"

183 ⇒ "You 
lose!"

4 ⇒ "You lose!"

498 ⇒ "You 
lose!"

42 ⇒ "You lose!"

3 ⇒ "You lose!"

……….

57 ⇒ "You lose!"
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x = input()

if x >= 10:

if x*200+15 == 267415:

bug()

else:

print "You lose!"

else:

print "You lose!"

???

x < 10 x >= 10

x >= 10
x*200+15 == 267415

x >= 10
x*200+15 != 267415



???

x < 10 x >= 10

x >= 10
x*200+15 == 267415

x >= 10
x*200+15 != 267415

1337

x = input()

if x >= 10:

if x*200+15 == 267415:

bug()

else:

print "You lose!"

else:

print "You lose!"
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libVEX

x86 AMD64

ARM ARM64

MIPS MIPS64

PPC PPC64





libTCG

x86 AMD64

ARM ARM64

MIPS MIPS64

PPC PPC64

ALPHA CRIS

HPPA 68K

SH4 SPARC

S390x Unicore32

xTENSA tileGx

https://pypi.org/project/pytcg/
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- Registers
- Memory
- Files
- OS state



Binary Loader
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x86 AMD64

ARM ARM64

MIPS MIPS64

PPC PPC64

(1+2)

(𝜋+φ)

2[10..20]
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Registers rax 0x1
rdx 0x6005bc
...
rip 0x400080
...

Memory [0] = 0
[1] = 1
[2] = 0
...

Files file[0] = “Hello, 
world!\n”
file[1] = 
<symbolic_read 80>
...



–
–
–
–

–
–
–
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state.set_mode(“symbolic”)
state.set_mode(“static”)
state.set_mode(“fastpath”)



–

simuvex/s_options.py

–
–
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./setup.sh -i -e angr

https://github.com/angr/angr-dev
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angr

- Target program (angr.Project)
- Analyses (project.analyses)

- CFG, VFG, BackwardSlice
- KnowledgeBase (project.kb)
- Functions (project.kb.functions)
- Blocks (project.factory.block)
- PathGroups (project.factory.path_group)
- Paths (path_group.active[0])

cle - Loaded binary (project.loader)

simuvex
- SimState (path.state)
- SimState Plugins (state.memory, 

state.registers)

claripy
- Constraint Solver (state.solver)
- ASTs (state.registers.rax)



-
-

$ ./angr/binaries/tests/x86_64/fauxware

Username:

blahblah

Password:

blahblah

Go away!



# let's get started

import angr

project = angr.Project("angr/binaries/tests/i386/fauxware")



# imports

print project.loader.main_bin.imports

# sections

print project.loader.main_bin.sections

# other shared objects

print project.loader.all_objects



# run a Control-Flow Graph analysis

cfg = project.analyses.CFG()

# view all basic blocks

print len(cfg.nodes())

# access the CFG as a NetworkX graph

print cfg.graph.edges()



# the prior CFG filled in a recovered callgraph

print project.kb.callgraph.edges()

# you can access function information through the function

# manager

entry_function = project.kb.functions[project.entry]

print entry_function.addr

# you can access the function's basic block NetworkX graph

print entry_function.graph.edges()

# or get at other function information

print entry_function.code_constants

print entry_function.graph



# lift a block with angr

block = project.factory.block(project.entry)

# view the disassembly

block.pp()

# view the VEX IR

block.vex.pp()

# lift *all* blocks

all_vex = { }

for b in cfg.nodes():

try: all_vex[b.addr] = project.factory.block(b.addr).vex

except AngrTranslationError: pass



# start a new PathGroup

path_group = project.factory.path_group()

state = p.factory.entry_state()

simgr = project.factory.simulation_manager(state)

# step

simgr.step()

# step until it branches
simgr.step(until=lambda simgr: len(simgr.active) != 1)

# check the paths that are still active

print(simgr.active)

# step until everything terminates

simgr.run()



# select one of the deadended states

state = simgr.deadended[0]

# a state has plugins, representing registers, memory, etc

print(state.regs.eax)

print(state.memory.load(state.regs.esp, 8))

print(state.memory.load(state.regs.esp, 8, endness="Iend_LE"))

# one of the plugins represents the system state

print(state.posix.files)

# files are backed by a memory region

print(state.posix.files[1].content.load(0, 8))



# each state has a solver plugin

state.se

# you can use this solver to retrieve concrete values.

# for example, you can get 2 potential solutions for RAX

print(state.se.eval(state.regs.eax, 2))

# or you can get ranges for values

print(state.se.min(state.regs.eax))

print(state.se.max(state.regs.eax))

# you can also add constraints

state.add_constraints(state.regs.eax == 0x100)



# each value in angr is represented as an expression tree

print(state.regs.eax)

complex_expression = state.regs.eax + 1

print(complex_expression.op)

print(complex_expression.args)

# you can slice expressions, but the bit addressing is weird

whole_expression = complex_expression[-31:0]

lsb_byte = complex_expression[-7:0]

# simple optimizations are automatically performed

assert complex_expression is complex_expression + 0



–
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.project
.kb

Resiliency
Progress reporting
Progress bar



Analysis Description

CFGFast/CFGAccurate Control flow graph recovery

Disassembly Linear disassembly rendering routine

DDG Data dependence analysis

VFG Value-flow graph recovery, performs value-
set analysis on programs

BackwardSlicing Backward program slicing based on control 
dependence and data dependence

BoyScout* Determines architecture of binary blobs

GirlScout* Determines base addresses of binary blobs



–

cfg = proj.analyses.CFG()



–
·
·
·

–
·
·
·



CFG.graph  # a networkx.DiGraph()

–

– .get_successors() .get_predecessors()

–
.successors .predecessors



# this grabs *any* node at a given location

# we can also look up predecessors and successors

Print(list(entry_node.predecessors))

Print(list(entry_node.successors))



CFG.graph  # a networkx.DiGraph()

–

–
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normalize=True cfg.normalize()

–



–

–
–

–
–



– kb.functions

–



–
–
–



cmp rbx, 0x1024
ja _OUT
cmp [rax+rbx], 
1337
je _OUT
add rbx, 4

rbx?

mov rax, 
0x400000
mov rbx, 0 - What is the value of rbx in the 

end?
- How many times does this loop 

iterate?
- What are the possible values of 

[rax+rbx] during the loop?



cmp rbx, 0x1024
ja _OUT
cmp [rax+rbx], 
1337
je _OUT
add rbx, 4

rbx?

mov rax, 
0x400000
mov rbx, 0 - What is the value of rbx in the 

end?
- How many times does this loop 

iterate?
- What are the possible values of 

[rax+rbx] during the loop?

Symbolic execution can be used to 
answer them, but that’s not ideal!



–

Concrete Value Domain Range Domain

rax = 0 rax = [0, 0]

rax_0 = rax + 1 = 1 rax_0 = rax + 1 = [1, 1]

rax_0 union rax = ???
Multiple states are required

rax_0 union rax = [0, 1]
One range for many values!



4[0x100, 0x120],32

Stride Low High Size

0x100 0x10c 0x118

0x104 0x110 0x11c

0x108 0x114 0x120



cmp rbx, 0x1024
ja _OUT
cmp [rax+rbx], 
1337
je _OUT
add rbx, 4

rbx?

What is the value of rbx eventually?

1. 1[0x0, 0x0],64

2. 4[0x0, 0x4],64

3. 4[0x0, 0x8],64

4. 4[0x0, 0xc],64

5. 4[0x0, ∞],64

6. 4[0x0, 0x1024],64

mov rax, 
0x400000
mov rbx, 0

Widen

Narrow

1

234 56
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vfg = proj.analyses.VFG(start=...)



–
Node.states  # a list of states

–
vfg.graph  # a networkx.DiGraph



–



–
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x = int(input())

if x >= 10:

if x < 100:

print(“You Win!”)

else:

print("You lose!“)

else:

print("You lose!“)



x = int(input())

if x >= 10:

if x < 100:

print(“You Win!”)

else:

print("You lose!“)

else:

print("You lose!“)



x = int(input())

if x >= 10:

if x < 100:

print(“You Win!”)

else:

print("You lose!“)

else:

print("You lose!“)



x = int(input())

if x >= 10:

if x < 100:

print(“You Win!”)

else:

print("You lose!“)

else:

print("You lose!“)



>> simgr = project.factory.simulation_manager()

>> simgr.step()

>> simgr.active

>> simgr.explore(find=X)

>> simgr.found

https://docs.angr.io/docs/pathgroups.html

https://docs.angr.io/docs/pathgroups.html


Print(simgr.stashes)

-
-
-
-
-



# the core simulation manager interaction is stepping states

simgr.step(

stash, # name of the stash to step ('active' by default)

n=???, # number of times to step (1 by default)

until=???, # alternative to "n": step until this condition

selector_func=???, # filter function for paths to step

step_func=???, # callback function to call after every step

)

# to augment this, SimulationManager supports messing with 
stashes

simgr.move('active', 'deadended', lambda state: True)

simgr.merge('active') # merge all paths in a stash
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Binary Loader
Intermediate 

Representation
Data Model 
Abstraction

Program Analysis 
Core

Execution / 
Translation 

Engine

MIASM
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https://docs.angr.io/


http://angr.slack.com/
mailto:angr@lists.cs.ucsb.edu
http://github.com/angr/
mailto:pwnslinger@asu.edu
https://git.seclab.cs.ucsb.edu/pwnslinger.keys
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