(Tuv)

a1l el ) o

& 5 54

) www.mecha.blog.ir






*»

da0

a5 5l Sl w0 sl o sl G9ylb 5 pes 2l G ples 4 (Slle sl s ple siile ) Sledib!
- axbb eledl (650080 sl Y bles (sla, ISy 451, akeslo

v www.mecha.blog.ir



el cusalys pga S

3 0y le ledbl el 55 pgs Joof 4t
3513 51,3 loee 31,31 eyiass 4o Jads leMbl a5l bkl Klayorea

¢ www.mecha.blog.ir



ISMS (Information Security Management System)
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ISMS (Information Security Management System)
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Risk Assessment

STEP 1: SYSTEM CHARACTERIZATION
System-Related Information
Information-Gathering




Risk Assessment

STEP 4: CONTROL ANALYSIS.

STEP 5: LIKELIHOOD DETERMINATION.

STEP 6: IMPACT ANALYSIS .

STEP 7: RISK DETERMINATION.
Risk-Level Matrix.




= Hardware

* Seftware

* System mterfaces

» Data and information
* People

* Systers nussion

~ Hustory of sysiem astack

* Daza from intellsgence
agencies, NIPC, OIG,
FedCIRC, nxass medis,

= Repeets fom peior nisk
assesunents

* Any audit comunents

= Sectity reguirements

= Secyonity st yesults

Risk Assessment Activities

Step 1.
System Characrerization

Step 2.
Threat Identification

B 2

Step 3,
Vulnerability Identification

¥

» Cusrent controls 3 “ontr 'si
@—; Step 4. Control Analysis

* Threat-source wotvation
* Threat capactty

* Nature of vislnerabality

» Cuoyent comtrods

+ Likelthood of threat
explostation
« Magunude of inpact

* Adequacy of planned or
cuzTent controls

Step 5.
Likelihood Determination

Step 6. Impact Analysis

¢ Loss of Imegmity
= Loss of Avnlabilizy
* Loss of Confidentiality

-’![ Step 7. Risk Determination

\/

Step 8.
Control Recommendations

Step 9,
Results Documentation

* Swuremn Bowxdoy

* Switem and Daza
3 waty

l Threat Staternens I

Rasks and
Assoctared Rk

Risk Assessment Methodology Flowchart




Risk Mitigation

RISK MITIGATION OPTIONS.
RISK MITIGATION STRATEGY.
APPROACH FOR CONTROL IMPLEMENTATION..
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Risk-Mitigation-Activity.JPG
Risk-Mitigation-Activity.JPG

Input Risk Mitigation Activities Outpuit
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Control Options Somrols

Step 3.
Conduct Cost-Benefit Analysis
* Impact of muplemsntng
» Inpnct of cot implementing
* Assodared costs

Step 4.
Select Controls

Listof

Step 5.
P TSPORS ible Persons

Assign Responsibility

Step 6. Develop Safeguard
fmplementation Plan

* Ricks and Assockarad Risk Levels
* Priovitized Acticts

* Reconmmended Corarols

* Selected Flanned Coatyols

* Respousible Prsons

* Start Date

* Targx Congplanoa Datwe

* Malwrenance Requisemenes
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Accounting s,
DNS .5,
FTP (s

Filtering
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