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PREFACE

Why This Text?
The undergraduate capstone course on information technology and the MBA level information
technology course required of College of Business graduates are two of the most challenging
courses in the business curriculum to teach. Students in both courses often start the term skepti-
cal of the value of such a course. Indeed, “Why do I need to take this course?” is frequently their
attitude. Unfortunately, this attitude is only perpetuated by most texts, which take the approach
of “Here is a lot of technical stuff you have to understand.” As a result, students complete the
course without getting as much from it as they could. The instructors of such courses are disap-
pointed, receive poor student evaluations, and wonder what went wrong. An opportunity to
deliver an outstanding and meaningful course has been missed.

Information Technology for Managers takes a fundamentally different approach to this sub-
ject in three ways. First, it is targeted squarely at future managers, making it clear why IT does
indeed matter to them and the organization. Second, it enables future business managers to
understand how information technology can be applied to improve the organization. Third, it pro-
vides a framework for business managers to understand their important role vis-à-vis information
technology. Said another way, Information Technology for Managers answers three basic ques-
tions—Why do I need to understand IT? What good is IT? What is my role in delivering good
results through the use of IT?

Approach of this Text
Information Technology for Managers is intended for future managers who are expected to under-
stand the implications of IT, identify and evaluate potential opportunities to employ IT, and take
an active role in ensuring the successful use of IT within the organization. The text is also valu-
able for future IT managers who must understand how IT is viewed from the business perspective
and how to work effectively with all members of the organization to achieve IT results.

Organization and Coverage
Chapter 1: Managers: Key to Information Technology Results presents a clear rationale for why
managers must get involved in information technology strategic planning and project
implementation. The chapter helps managers identify what they must do to advance the effective
use of IT within their organizations. It also helps them understand how to get involved with IT at
the appropriate times and on the appropriate issues.

Chapter 2: Strategic Planning describes how to develop effective strategic planning by defin-
ing key business objectives and goals, which are used to identify a portfolio of potential business
projects that are clearly aligned with business needs. Further refinement is required to narrow the
portfolio to the projects that should be executed and for which sufficient resources are available.
This process is illustrated by the example of the United Parcel Service, a major global organiza-
tion respected for its highly effective use of IT to support business objectives.



Chapter 3: Project Management provides a helpful overview of the project manage-
ment process. The presentation is consistent with the Project Management Institute’s Body
of Knowledge, an American National Standard. The chapter describes the nine project
management knowledge areas of scope, time, cost, quality, human resources, communica-
tions, risk, procurement, and integration. A business manager can take many roles
throughout the project life cycle, including champion, sponsor, project manager, change
agent, and end user. The chapter identifies frequent causes of project failure and offers
invaluable suggestions for how to avoid these problems.

Chapter 4: Business Process and IT Outsourcing discusses the major business reasons
for outsourcing as well as many of its potential pitfalls. It also outlines and describes an
effective process for selecting an outsourcing firm and successfully transitioning work to
the new organization. The chapter covers the importance of establishing service-level
agreements and monitoring performance.

Chapter 5: Corporate Governance and IT describes the responsibilities and practices
that a company’s executive management uses to ensure delivery of real value from IT and
to ensure that related risks are managed appropriately. The chapter covers two frameworks
for meeting these objectives: the IT Infrastructure Library (ITIL) and Control Objectives
for Information and Related Technology (COBIT). The discussion includes related issues
such as the Sarbanes-Oxley Act, business continuity planning, and oversight of outsourcing
arrangements.

Chapter 6: Collaboration Tools and Wireless Networks covers the fundamentals of
electronic communications systems, with a focus on wireless and mobile communications.
The chapter presents the benefits and disadvantages of various wide area and local area
wireless networks, and how managers can understand and deal with related business
issues.

Chapter 7: E-Business discusses the use of electronic business methods to buy and
sell goods and services, interact with customers, and collaborate with business partners
and government agencies. Several forms of e-business are covered, including business-to-
business, business-to-consumer, consumer-to-consumer, and government-to-consumer. The
chapter also covers m-commerce, an approach to conduct e-commerce in a wireless
environment. The chapter prepares managers to understand and deal with many of the
business, legal, and ethical issues associated with e-business.

Chapter 8: Enterprise Resource Planning explains what an ERP system is, identifies
several of the benefits associated with ERP implementation, outlines a “best practices”
approach to implementing an ERP system, and discusses future trends of ERP systems.
The chapter also explains the key role that business managers play in successfully imple-
menting ERP systems.

Chapter 9: Business Intelligence discusses a wide range of applications that help busi-
nesses gather and analyze data to improve decision making: data extraction and data
cleaning, data warehousing and data mining, online analytical processing (OLAP), business
activity monitoring, key performance indicators, dashboards, and balanced scorecards. The
chapter discusses the complications and issues associated with each business intelligence
system, and discusses the role of the business manager in developing and using these
systems.

Chapter 10: Knowledge Management describes explicit and tacit information and how
organizations use knowledge management to identify, select, organize, and disseminate
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that information. In this chapter, you will learn about communities of practice, social net-
work analysis, Web 2.0 Technologies, business rules management systems, and enterprise
search. The chapter also covers how to identify and overcome knowledge management
challenges, as well as a set of best practices for selling and implementing a knowledge man-
agement project.

Chapter 11: Enterprise Architecture describes the use of enterprise architecture to
establish a series of reference frameworks that define necessary business and IT changes.
The chapter also describes the business manager’s role in defining the architecture and
business needs of an organization. You will learn about current architecture styles, includ-
ing centralized, distributed, client/server, and service-oriented architectures. The chapter
focuses on the differences between these models and how are they used in practice. You
will also be exposed to the Open Group Architecture Framework, a proven process for
developing enterprise architecture.

Chapter 12: Ethical, Privacy, and Security Issues provides a brief overview of ethics
and identifies key privacy and security issues that managers need to consider in their use
of IT to achieve organizational benefits. Ethics, privacy, and computer security are dis-
cussed from the perspective of what managers need to know about these topics.

Chapter Features
Opening vignette: Business majors and MBA students often have difficulty appreciating why
they need to comprehend IT or what their role (if any) is vis-à-vis IT. In recognition of this,
each chapter begins with an opening vignette that raises many of the issues that will be cov-
ered in the chapter. The vignette touches on these topics in such a way as to provide a strong
incentive to the student to read further in order to gain clarity regarding the potential impact
of IT on the business as well as management’s responsibility in relation to IT.

Learning Objectives: A set of learning objectives follow the opening vignette and pro-
vide a preview of the major themes to be covered in the chapter.

Real-world examples: In an effort to maintain the interest and motivation of the
reader, each chapter includes many real-world examples of business managers struggling
with the issues covered in the chapter—some successfully, some unsuccessfully. The goal
is to help the reader understand the manager’s role in relation to information technology
and to discover key learnings they can apply within their organizations.

A Manager Takes Charge: This special feature presents a real-world example of a man-
ager taking the initiative to ensure the successful use of IT within his/her organization.

A Manager’s Checklist: Each chapter contains a valuable set of guidelines for future
business managers to consider as they weigh IT-related topics, including how they might
use IT in the future within their organization.

Chapter Summary: Each chapter includes a helpful summary that highlights the mana-
gerial implications and key technical issues of the material presented.

Discussion Questions: A set of thought-provoking questions to stimulate a deeper
understanding of the topics covered in the chapter.

Action Memos: Each chapter includes two action memos, which are mini-cases writ-
ten in the style of an e-mail or text message, demanding a response, usually in the form of
a decision or recommendation. The action memos provide realistic scenarios and test the
student’s knowledge, insight and problem-solving capability.

Web-Based Case: Each chapter includes an “open-ended” case that requires students
to gather their own research information and do some critical thinking.

xiv Information Technology for Managers



Case Study: Each chapter ends with a challenging real-world case of managers strug-
gling with the issues covered in the chapter. These cases are unique because they look at
IT from a manager’s perspective, not from an IT technologist’s point of view.

I N S T R U C T O R R E S O U R C E S

The teaching tools that accompany this text offer many options for enhancing a course. As
always, we are committed to providing one of the best teaching resource packages avail-
able in this market.

Instructor’s Manual
An Instructor’s Manual provides valuable chapter overviews; chapter learning objectives,
teaching tips, quick quizzes, class discussion topics, additional projects, additional
resources and key terms. It also includes solutions to all end-of-chapter discussion ques-
tions, exercises, and case studies.

Test Bank and Test Generator
ExamView® is a powerful objective-based test generator that enables instructors to create
paper-, LAN- or Web-based tests from test banks designed specifically for their Course
Technology text. Instructors can utilize the ultra-efficient QuickTest Wizard to create tests
in less than five minutes by taking advantage of Course Technology’s question banks or
customizing their own exams from scratch.

PowerPoint Presentations
A set of 50 or more Microsoft PowerPoint slides is available for each chapter. These slides
are included to serve as a teaching aid for classroom presentation, to be made available to
students on the network for chapter review, or to be printed for classroom distribution.
The presentations help students focus on the main topics of each chapter, take better
notes, and prepare for examinations. The slides are fully customizable. Instructors can
either add their own slides for additional topics they introduce to the class or delete slides
they won’t be covering.

Figure Files
Figure files allow instructors to create their own presentations using figures taken directly
from the text.

Blackboard and WebCT Level 1 Online Content.
If you use Blackboard or WebCT, the test bank for this textbook is available at no cost in a
simple, ready-to-use format. Go to www.cengage.com/coursetechnology and search for
this textbook to download the test bank.
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I want to thank all of the folks at Course Technology for their role in bringing this text to
market. I offer many thanks to Mary Pat Shaffer and Dan Seiter, my wonderful develop-
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C H A P T E R 1
MANAGERS: KEY TO
INFORMATION
TECHNOLOGY RESULTS

H O W C A N Y O U E N S U R E Y O U R F U T U R E
V A L U E A N D S U C C E S S A S A L E A D E R A N D
M A N A G E R ?
“The most valuable and successful leaders and managers today are those who consistently
deliver the promised results of strategic initiatives. While visionary thinking and break-
through innovation are still important ingredients, organizations are increasingly recogniz-
ing that the real competitive differentiator is the ability to execute strategic initiatives reliably
and deliver expected results—every time.”

—Daryl Conner, founder of Conner Partners, a consulting firm that helps companies
address the human side of organizational change

B E L A R U S B A N K J S S B

Why Managers Must Get Involved in Information Technology (IT)
Belarusbank Joint Stock Savings Bank is one of the top 50 financial institutions in Europe. Its headquar-

ters is in Minsk, the capital of Belarus, a country in Eastern Europe with a population of 10 million. The

bank operates with six regional branches, 111 local branches, and 1812 outlets; it has 24,000 employees

and approximately $4 billion in assets. It offers customers a wide range of banking products and services,

including cash settlements, lending, deposit banking, leasing, foreign currency exchange and conversion,

and depository services.



Belarusbank began operations when Belarus was part of the Soviet Union. Its legacy systems and

work processes were based on the Soviet style of banking, which emphasized tight control over

efficiency. Each bank unit had its own separate accounting, reporting, and administrative systems and

processes. The bank’s operations were highly inefficient and overly complex.

Senior executives decided to compete globally, but recognized that the bank’s convoluted systems

were hindering its growth. For Belarusbank to achieve its objectives, it needed to change its decentral-

ized systems and antiquated work processes. It needed a single system that would support streamlined,

standard work processes and enable employees to share business and customer data stored anywhere

in the company.

After studying the situation and evaluating many alternatives, management initiated a $20 million

project to implement software from German vendor SAP AG and modernize the bank’s operations. The

software will replace many systems deployed over decades by various banking units. The new central-

ized banking operations will process some 2 million transactions daily and support 5000 employees. All

credit, deposit, and payment processes will be standardized. The bank will be able to meet international

accounting standards, international financial reporting standards, and Basel II financial reporting

requirements, which are critical for expansion into international money markets. Management is working

to identify the new roles, rewards, and expectations that employees must adopt to use the new

information systems and work processes effectively.

The bank’s new systems also will improve the efficiency of all the bank’s business processes and

provide a quicker “time to market” for new products and product enhancements. Customer satisfaction

Chapter 1
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also is expected to improve through increased customer responsiveness and consistency of business

processes. Business unit managers are preparing workers to recognize these new capabilities and take

advantage of them in their everyday work.

A major portion of the project’s benefits will come from a 10 percent reduction in employees, with

a significant reduction in the number of accountants and IT workers. Further benefits will come from cost

savings in computer software, hardware, and maintenance. These savings will recover the total cost of

the SAP implementation over several years.

“IT solutions in the banking industry today are the essential part of a bank’s strategy,” said Vladimir

Novik, deputy to the chairman of the board. “Belarusbank is the leader of the Belarus banking market

and should become the example for other Belarus-based banks in every respect, including the modern

banking business processes and solutions.” 1,2,3

L E A R N I N G O B J E C T I V E S

As you read this chapter, ask yourself:

● What must managers do to advance the effective use of IT within their
organizations?

● Am I prepared to get involved with IT at the appropriate times and
on the appropriate issues?

This chapter provides a working definition of information technology, discusses the
essential role of managers in ensuring good results from various types of IT systems, and
warns of the dire consequences that can follow when managers fail to meet these
responsibilities. But first let’s answer the question—why should managers understand IT?

Managers: Key to Information Technology Results
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W H Y M A N A G E R S M U S T U N D E R S T A N D I T

Why learn about information technology? Isn’t this area of the business best left to the IT
professionals, and not managers? The answer is a simple, emphatic No! This section pro-
vides several reasons why managers must understand IT, and why they must lead the effort
to decide what IT to invest in and how to use it most effectively.

New IT business opportunities, as well as threats, are coming at a faster and faster rate.
Managers play a key role—they must frame these opportunities and threats so others can
understand them, and then evaluate and prioritize problems and solutions. Finally, man-
agers must lead the effort to pursue IT policies that best meet organizational needs.

Even if organizations invest in the same IT systems from the same vendors, they will
not necessarily end up with identical solutions or use the systems in the same ways. As a
result, one firm may profit greatly from an IT deployment while another struggles with
unsatisfactory results. Managers, working in conjunction with IT specialists, must make
many choices about the scope of the IT solution, what data to capture, how databases and
applications should be tailored, what information will flow from the systems and to whom,
and, most importantly, how people will use the data to make a difference.

True productivity improvements seldom come simply from automating work processes.
Real gains in productivity require innovations to business practices and then automating
these improved processes to take advantage of IT capabilities. Companies that merely insert
IT into their operations without making changes that exploit the new IT capabilities will
not capture significant benefits. Managers are the key to ensuring that IT innovations pay
off; they must lead a holistic approach that includes encouraging the acceptance of change,
addressing changes in business processes and organizational structure, addressing new
employee roles and expectations, and establishing new measurement and reward systems.

To gain a sustainable competitive advantage, companies consistently must deliver
increasing value to customers. Doing so requires essential information gained through the
effective use of IT that better defines customers and their needs. This information can help
companies improve products and develop better customer service, leading to sustained
increases in revenue and profits. Managers must recognize the value of this information,
know how to communicate their needs for it, and be able to work with IT staff to build
effective IT systems that make useful information available.

In a rapidly changing global business environment, managers require life-long learn-
ing and flexibility in determining their business roles and career opportunities. Given the
strong shift toward the use of IT, managers must be able to understand how technology
affects their industry and the world at large.

W H A T I S I N F O R M A T I O N T E C H N O L O G Y ?

Information technology (IT) includes all tools that capture, store, process, exchange, and
use information. The field of IT includes computer hardware, such as mainframe com-
puters, servers, laptops, and PDAs; software, such as operating systems and applications
for performing various functions; networks and related equipment, such as modems, rout-
ers, and switches; and databases for storing important data.

Chapter 1
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An organization’s defined set of IT hardware, software, and networks is called its IT
infrastructure. An organization also requires a staff of people called the IT support
organization to plan, implement, operate, and support IT. In many firms, some or all
technology support may be outsourced to another firm.

An organization’s IT infrastructure must be integrated with employees and proce-
dures to build, operate, and support information systems. These systems enable a firm to
meet fundamental objectives, such as increasing revenue, reducing costs, improving deci-
sion making, enhancing customer relationships, and speeding up their products’ time to
market. For example, the new systems at Belarusbank will streamline work processes, pro-
vide access to customer data, and enable the bank to compete globally by offering new ser-
vices to new customers. The bank’s information system has many IT components: the
mainframe computer and database that store business and customer information, the desk-
top and laptop computers used by employees, and network components that capture data
at various branches and update the central database. A streamlined work process enables
bank tellers, IT support staff, and other system users to operate efficiently and reliably.

Most organizations have a number of different information systems. When consider-
ing the role of business managers for working with IT, it is useful to divide information sys-
tems into three types: function IT, network IT, and enterprise IT.4 Figure 1-1 shows the
relationship among IT support staff, IT infrastructure, and the various types of informa-
tion systems. These systems are explained in the following sections.

Information
Systems:
IT, People,

and Procedures

Function Network Enterprise

IT Infrastructure:
Hardware, Software, Networks, and Databases

IT Support Organization

FIGURE 1-1 IT infrastructure supports function, network, and enterprise information systems
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Function IT
Function IT includes information systems that improve the productivity of individual users
in performing stand-alone tasks. Examples include using computer-aided design (CAD)
software, word processors, spreadsheet software, decision support systems, and e-learning
systems. One company that makes good use of function IT is Care Rehab, a small manu-
facturer of traction, electrotherapy, and biofeedback products that patients use for physi-
cal therapy and rehabilitation. Care Rehab engineers and scientists generate a constant
stream of product innovations—they come out with a new medical device every six months
and release upgrades for older devices every couple of months. Product designers use CAD
software to create virtual product prototypes that are good enough to eliminate the need
for physical prototypes. The firm can move directly into production using its CAD designs,
cutting weeks off the time it takes to put new devices on the market.5

A decision support system (DSS) employs models and analytic tools to help users gain
insights into data, draw conclusions from the data, and make recommendations. For
example, a buyer might use a DSS to analyze supplier bids and select the least expensive
provider for raw materials. The system must account for the suppliers’ raw material costs
and the cost of transporting the material from the supplier to the manufacturer. The DSS
then quickly selects one or more suppliers that can provide the needed volume of raw
materials for the best price. Without the DSS, such a task could otherwise take a buyer days
or weeks. The DSS can even let a decision maker evaluate alternatives to the least expen-
sive solution. Such “what if” analysis can provide the buyer with valuable options; for
example, it can reduce the risk of a disruption in production by suggesting multiple suppli-
ers instead of just one.

E-learning systems encompass a number of computer-enhanced learning techniques,
including computer-based simulations, multimedia CD-ROMs, Web-based learning mate-
rials, hypermedia, podcasts, and Webcasts. Such use of information systems qualifies as an
example of function IT. With the rapid changes in today’s business environment, manag-
ers and employees must be continual learners to keep pace. For example, organizations like
Whirlpool use e-learning systems to accelerate the development of new skills and aid
employee performance. With manufacturing facilities in 15 countries that produce a vari-
ety of home appliances, Whirlpool was having trouble providing effective, cost-efficient
training to its 20,000 salaried employees. Its traditional approach of face-to-face training
was costly, and disrupted employees’ work schedules. Therefore, Whirlpool imple-
mented a new e-learning system called “Virtual University” that combines Web-enabled
courseware and self-paced online modules with traditional instructor teaching. The elec-
tronic courses are available globally through the company’s corporate portal, a Web site
that provides a gateway to corporate information from a single point of access. There, stu-
dents can review material in real time, get test results, and register both for electronic
learning and face-to-face classes. The system also provides comprehensive tracking and
reporting to monitor training progress.6

Network IT
In today’s fast-moving, global work environment, success depends on the ability to com-
municate and collaborate with others, including co-workers, colleagues, clients, and
customers. Network IT includes information systems that improve communications and
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support collaboration among members of a workgroup. Examples include the use of Web
conferencing, wikis, and electronic corporate directories.

Web conferencing uses IT to conduct meetings or presentations in which partici-
pants are connected via the Internet. Screen sharing is the most basic form of Web
conference—each participant sees whatever is on the presenter’s screen, be it a spread-
sheet, legal document, artwork, blueprint, or MRI image. Conference participants can com-
municate via voice or text. Another form of Web conferencing is Webcasting, in which
audio and video information is broadcast from the presenter to participants. Still another
type of Web conference, a Webinar, is a live Internet presentation that supports interac-
tive communications between the presenter and the audience.

One company that uses Web conferencing is Cerner Corporation, which provides soft-
ware solutions for hospitals and medical facilities. Cerner’s 7300 employees are spread
over 36 offices in 12 countries. Sales, marketing, and technology workers must be able to
collaborate on customer activities, software demos, and internal meetings. Cerner imple-
mented an online Web conferencing service to increase the frequency of meetings with cli-
ents and improve communications. Such Web conferencing is a good example of network
IT; it shortens the time required to plan and conduct meetings, and greatly reduces travel
expenses.7

Wiki (Hawaiian for fast) is a Web site that allows users to edit and change its content
easily and rapidly. The wiki may be either a hosted Internet site or a site on the com-
pany intranet. A wiki enables individual members of a workgroup or project team to col-
laborate on a document, spreadsheet, or software application without having to send the
materials back and forth. One company that uses wikis is MWW Group, a public relations
and marketing firm of 200 employees in 11 locations. MWW Group serves such corpo-
rate clients as Bally Total Fitness, McDonald’s, Nikon, Sarah Lee, and Verizon worldwide. A
new director of media strategies introduced wikis to the company’s copywriters and design-
ers, who quickly caught on and began using wikis to produce ad campaigns and a cli-
ent’s new logo. Wikis have reduced e-mails, meetings, and conference calls so much that
the creative teams at MWW Group claim their productivity has doubled.8

Electronic corporate directories are used in large organizations to find the right per-
son with whom to collaborate on an issue or opportunity. Increasingly, organizations are
creating online electronic corporate directories to solve this problem. IBM added many new
features and capabilities when it recently reworked its online employee directory, called
BluePages. This network IT application consists of three components—a database of infor-
mation about employees’ skills, knowledge areas, and experience; a search engine; and col-
laboration features that connect employees and facilitate the sharing of information.
Employee profiles contain a photo and an audio file that provides the correct pronuncia-
tion of their name. Each profile is updated continually to show the local time at the per-
son’s location and his availability for immediate contact. The application is extremely
popular with workers, who claim it saves them an average of one hour per month.9
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Enterprise IT
Enterprise IT includes information systems that organizations use to define interactions
among their own employees and/or with external customers, suppliers, and other busi-
ness partners. These systems often require the radical redesign of fundamental work pro-
cesses and the automation of new processes. Target processes may include purely internal
activities within the organization (such as payroll) and those that support activities with
external customers and suppliers. Three examples of enterprise systems are transaction
processing, enterprise resource planning, and interorganizational systems. All three sys-
tems are explained in this section.

A transaction processing system (TPS) captures data for company transactions and
other key events and updates the firm’s records, which are maintained in electronic files or
databases. Each TPS supports a specific activity of the firm, and several may work together
to support an entire business process. For example, some organizations use many TPSs
to support their order processing, which includes order entry, shipment planning, ship-
ment execution, inventory control, and accounts receivable, as shown in Figure 1-2. The
systems work together in the sense that data captured by an “upstream” system is passed
“downstream” and made available to other systems later in the order processing cycle. Data
captured using the order entry TPS is used to update a file of open orders—orders received
but not yet shipped. The open order file, in turn, is used as input to the shipment plan-
ning TPS, which determines the orders to be filled, the shipping date, and the location from
which each order will be shipped. The result is the planned order file, which is passed
downstream to the shipment execution TPS, and so on.

Many organizations are moving from a collection of loosely linked transaction process-
ing systems to an enterprise resource planning system (ERP)—a group of computer pro-
grams with a common database that a firm uses to plan, manage, and control its routine
business operations (see Figure 1-3). This system enables information to be shared across
business functions and all levels of management. The shared database eliminates such
problems as lack of information and inconsistent information, which are common in mul-
tiple transaction processing systems that support only one business function or one
department in an organization. Depending on an organization’s needs, it may implement
ERP software to support its finance, human capital management, manufacturing, or dis-
tribution operations. An ERP system can replace two or more independent TPSs, eliminat-
ing the need to pass files between the systems.

For example, Beall’s Inc. is a Florida-based retailer with more than 600 department
stores and outlet stores, primarily in Arizona, Florida, and Georgia. Recent annual sales of
its apparel, footwear, gifts, and housewares were $1 billion. Beall’s uses a hodgepodge of
software packages and internally developed programs to run its business, but it has a three-
year plan to replace all the programs with ERP software. The initial phase focuses on
human resources, payroll, and point-of-sale operations. Later phases will address finance,
merchandise management, and supply chains. Beall’s is making this conversion for sev-
eral reasons. The older software can no longer keep pace as the number of customers, inven-
tory items, stores, and resulting business transactions continues to increase. The old
software also is difficult to modify and support; few IT workers are familiar with the 20-year
legacy systems. The new ERP system will improve many areas of the business, including
inventory management, merchandise planning, and stock allocation and replenishment.
These improvements should generate significant revenue increases and cost reductions.10
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Interorganizational information systems support the flow of data among organiza-
tions to achieve shared goals. For example, some organizations need to share data for pur-
chase orders, invoices, and payments, along with information about common suppliers and
financial institutions. Such a system speeds up the flow of material, payments, and infor-
mation, while allowing companies to reduce the effort and costs of processing such
transactions.

To ensure efficient and effective sharing of information, these organizations must agree
in advance on the nature and format of information to be exchanged, and must use com-
patible technologies. Companies must resolve such technical issues as data definitions and

Open Order
File

Planned
Orders File

Shipments
File

Inventory
File

Order
Entry TPS

Shipment
Planning TPS

Shipment
Execution File

Inventory
TPS

Accounts
Receivable TPS

Customer
Orders

FIGURE 1-2 TPS systems that support order capture and fulfillment
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formats, database designs, standards to ensure high data quality, and compatible network
infrastructures. The full integration of interorganizational information systems often
requires new work processes and significant organizational change.

One type of interorganizational system is electronic data interchange (EDI). EDI sup-
ports the direct, computer-to-computer transfer of information in the form of predefined
electronic documents. EDI standards dictate which data is required for each type of docu-
ment and which data is optional. These standards also specify the sequence in which data
must be presented and its length and format (numeric, alphabetic, or alphanumeric). For
example, an EDI advanced shipment notification is sent from a shipper to a receiver with
detailed information about the contents of the shipment and how it is packaged. Other infor-
mation may be included if the parties agree to include it.

Two widely used sets of EDI standards exist. One standard, the United Nations/EDI for
Administration, Commerce, and Transport (UN/EDIFACT) is defined and refined under the
auspices of the United Nations. It is the only international standard, and is predomi-
nant outside North America. The other popular standard, ANSI ASC X12, includes more
than 300 transaction sets that have been developed, integrated, and tested since the early
1980s. The ANSI standard is used in North America.

For example, Toys “R” Us employs EDI to perform effective cross docking, which
reduces logistical costs and speeds products to market. Cross docking means that inbound
materials are received and immediately loaded for shipping to clients, completely elimi-
nating the intermediate step of warehouse storage. This process also eliminates the need to
schedule and stage the shipment later, which saves on labor costs. To facilitate cross dock-
ing, suppliers transmit an advance shipment notice to Toys “R” Us for each inbound
shipment. This notice provides a purchase order number, vendor identification number,
product identification number, and carton counts for each item in the shipment. The EDI
data is not handled manually, but flows directly from the suppliers’ computers into the
Toys “R” Us warehouse management system. With this information, Toys “R” Us distribu-
tion centers can anticipate inbound volume, prepare for receiving, and schedule the appro-
priate number of warehouse workers.11

Finance Human
Resources

Distribution

Shared
database

FIGURE 1-3 Common database used to plan, manage, and control an organization’s routine busi-
ness operations
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TABLE 1-1 Examples of information systems in each of the Three Worlds of IT

Function IT Network IT Enterprise IT

Personal productivity software Web conferencing Transaction processing system

Decision support system Wikis ERP

E-learning system Electronic corporate
directories

EDI

T H E R O L E O F M A N A G E R S V I S - À - V I S I T

When new IT is introduced in some organizations, managers adopt the technology first,
then try to figure out what to do with the new information and cope with its implications.
Such an approach is wrong, and can trigger major business disruptions. New IT is more
powerful and diverse than the old systems, and is increasingly entwined with the organiza-
tion’s critical business practices.

Companies that successfully adopt new technology recognize that managers have a cru-
cial role in leading the successful introduction and adoption of IT. Managers have three
critical responsibilities when it comes to capturing real benefits from IT: identifying appro-
priate opportunities to apply IT, smoothing the way for its successful introduction and
adoption, and mitigating its associated risks. These responsibilities are discussed in the fol-
lowing sections.

Identifying Appropriate IT Opportunities
The sheer magnitude of dollars spent on IT demands that management must ensure a good
return on the investment. IT-related expenses in many organizations can account for 50 per-
cent or more of capital spending.12 Organizations typically spend one to six percent of their
total revenues on IT; this spending is generally higher for industries in which IT is more criti-
cal to success, such as financial services (see Table 1-2).13 IT spending as a percentage of rev-
enue is also higher within small organizations than large organizations (see Table 1-3).14

These numbers represent rough averages. Great variation exists in IT-related spend-
ing, even among similar-sized companies within the same industry. While one company may
outspend a competitor on IT, it is not necessarily making more effective use of IT. The most
important consideration is what organizations are getting out of their investments in IT,
not how much they are investing in IT. The most effective users of IT maximize value from
IT investments that are aligned with their organization’s strategic needs and that are well
managed and executed. In today’s global economy, new technologies, business opportu-
nities, and business threats are coming at a faster and faster rate. According to industry
observers Keri Pearlson and Carol Sanders, “Management’s role is to frame these opportu-
nities so others can understand them, to evaluate them against existing business needs,
and finally to pursue any that fit with an articulated business strategy.”15 The next chap-
ter will outline the strategic planning process and explain how managers can ensure that
IT investments align with business strategies and support key objectives.
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TABLE 1-2 IT spending based on industry

Industry Percent of Revenue Spent on IT

Overall average 3-6%

Financial services 5-7%

Telecommunications 5-7%

Professional services 5-7%

Health care 4-5%

Insurance 3-5%

Utilities 3-4%

Retail 1-3%

Construction 1-2%

TABLE 1-3 IT spending based on size of firm

Firm Size Annual Revenue Percent of Revenue Spent on IT

Small Less than $50 million 6.9%

Medium $50 million to $2 billion 4.1%

Large Over $2 billion 3.2%

Smooth Introduction and Adoption of IT
To implement an IT system successfully, a company might need to change its business
processes, worker roles and responsibilities, reward systems, and decision making. For
some IT systems, the amount of change may be trivial; for others, it may be monumental.
It is human nature to resist change; researchers J.P. Kotter and L.A. Schlesinger identi-
fied four reasons for this resistance (see Table 1-4).16 Many organizations have tried to
implement a promising new IT system, only to have employees never use it or not use the
system to its full potential. Managers must be able to overcome this resistance so that the
new IT system is accepted and used throughout the organization.

TABLE 1-4 Four reasons people resist change

Reason to Resist Change Explanation

Parochial self-interest Some people are more concerned with the impact of the change on them-
selves than with how it might improve the organization

Misunderstanding Some people have misconceptions or lack information about the change

Low tolerance to change Some people require security and stability in their work

Different assessments of
the situation

Some people disagree about the reasons for the change or do not sup-
port the process
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Several theories on organizational change management can help smooth the introduc-
tion and adoption of IT. The following sections present three such theories: the Change
Management Continuum Model, the Unified Theory of Acceptance and Use of Technology,
and the Three Worlds of IT model.

Change Management Continuum Model

D. R. Conner developed the Change Management Continuum Model, which describes key
activities that are needed to build commitment for change.17 This model can identify
actions to help an organization successfully introduce and adopt a specific IT system.
Figure 1-4 depicts the change management continuum, which illustrates seven stages of
commitment grouped into three major phases: inform, educate, and commit.18 Table 1-5
briefly describes each phase and stage. An organization must execute each of the seven
stages to get employees to commit to a new IT system. People will resist adoption of the new
system if a stage is skipped or not successfully completed. For example, if a company fails
to make employees understand the new IT system, they will not comprehend how they
are expected to use it, and the company will be unable to achieve the system’s benefits.

TABLE 1-5 The phases and stages of the Change Management Continuum Model

Phase Goal Stage Description

Inform Make people aware of the
change and why it is
occurring

Contact Person first becomes aware that
change is to take place

Awareness Person has basic knowledge of the
change

Understanding Person comprehends nature and
intent of change and how he/she will
be affected

Educate People recognize impact
of change on them and
their way of working

Positive Perception Person develops positive disposition
toward the change

Adoption Change has demonstrated a positive
impact on the organization

Institutionalization Change is durable and has been for-
mally incorporated into routine oper-
ating procedures of organization

Commit The change is fully
accepted and has become
part of everyday life

Internalization People are highly committed to
change because it matches their
interests, goals, and values
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Unified Theory of Acceptance and Use of Technology

The Unified Theory of Acceptance and Use of Technology identifies four key factors that
directly determine a user’s acceptance and usage of IT. These factors are listed in Table 1-6.19

Companies can use the theory to help workers accept new IT.

TABLE 1-6 Key factors of IT acceptance and usage

Factor Definition

Performance
expectancy

Belief that using the system will help job performance

Effort expectancy Degree of ease associated with the use of the system

Social influence Degree of belief that important company officials want employees to use
the system

Facilitating conditions Belief that an organizational and technical infrastructure exists to support
the system

For example, Payless ShoeSource is a retailer that implemented software from
Kronos to automate the scheduling of its 20,000 sales associates in its 4600 stores.20 The
goal was to better balance the needs of its customers and employees while increasing sales
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and decreasing labor costs. Initially, some young, part-time employees were concerned that
they could not negotiate their work hours to meet personal needs. Store managers were
skeptical of the system’s value—they believed they did not need a computer to develop a
schedule. Fortunately, managers were sensitive to these concerns and addressed them
effectively. They insisted on running a test of the software in 23 California stores before roll-
ing it out nationally. The test demonstrated that managers easily could use the software to
create schedules in 15-minute increments, accounting for minimum staffing require-
ments, employees’ positions and pay rates, and any budgetary constraints.

Testing showed that the system also had the flexibility to account for individual work
preferences and availability. The real payoff came when the improved schedules led to
increased sales by ensuring that employees could complete assigned tasks without losing
“face time” with customers. Managers used these successful test results of increased per-
formance to overcome initial resistance to the system.21 They also made it clear that store
managers needed to use the system and that an organizational and technical infrastruc-
ture existed to support system use. Payless had successfully addressed the four factors that
increase acceptance and usage of IT systems.

Three Worlds of IT

Successfully implementing the three types of IT (function, network, and enterprise)
requires different types of organizational change, as summarized in Table 1-7. Manage-
ment researcher Andrew McAfee suggests that companies need to change the way they
get work done to enable improved performance with IT.22 Four organizational comple-
ments allow these improvements with IT: better-skilled workers, higher levels of team-
work, redesigned processes, and new decision rights (which specify who can make certain
types of decisions). Function IT can deliver results without the complements being in place,
network IT allows the complements to emerge over time, and enterprise IT requires the
complements to be deployed with the new technologies. Read the following feature, “A
Manager Takes Charge,” to learn how one manager identified the need for key comple-
ments and put them in place to ensure the smooth introduction and adoption of IT. These
complements were overlooked in the initial implementation of the enterprise IT system.

TABLE 1-7 Manager’s role in the Three Worlds of IT model

Function IT Network IT Enterprise IT

Benefits Improved productivity Increased
collaboration

Increased standardiza-
tion and ability to
monitor work

Examples Personal productivity
software, decision sup-
port system

E-mail, instant messag-
ing, project manage-
ment software

TPS, ERP, IOS

Organizational
complements (better-
skilled workers, better
teamwork, redesigned
processes, new deci-
sion rights)

Does not bring comple-
ments with it
Partial benefits can be
achieved without all
complements being
in place

Brings complements
with it
Allows users to imple-
ment and modify
complements
over time

Full complements
must be in place when
IT “goes live”
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TABLE 1-7 Manager’s role in the Three Worlds of IT model (continued)

Function IT Network IT Enterprise IT

Manager’s role Encourage use, chal-
lenge workers to find
new uses

Demonstrate how
technology can be
used, set norms for
participation

Must identify and put
into place the full set
of organizational
complements prior to
adoption
Intervene forcefully
and continually to
ensure adoption

A M A N A G E R T A K E S C H A R G E

Toys “R” Us EDI System Rescued

Toys “R” Us is a leading retailer of toys and baby products worldwide. The company sells
merchandise through its stores and its Internet site. Toys “R” Us operated as a public com-
pany from 1978 until July 2005, when a private investment group acquired the company
for $6.6 billion.

Tim Meester came to Toys “R” Us in 2003, as the director of vendor partnerships. His
primary responsibility was to develop compliance and supply-chain performance
programs. Before he could start any new initiatives, however, he saw a need for signifi-
cant improvements in the accounts payable and electronic data interchange (EDI) groups.
A recently implemented EDI system was creating problems in payment processes and
information flows between the company and its vendors. Meester and his team learned that
errors in EDI data exchanged between the company and its vendors was making it diffi-
cult for the vendors to get paid. The errors also were creating extra work and inefficien-
cies both for Toys “R” Us and its suppliers.

“We had to clean our own house before we could even address vendor perfor-
mance,” Meester said. “We estimated that 60 to 80 percent of the issues came from a lack
of internal consistency and discipline, so we worked together with our vendors and inter-
nal partners to understand the process issues, identify gaps, and ensure that processes
were integrated, product kept flowing, and vendors were paid accurately and on time.”23

Perhaps the biggest challenge was to change the Toys “R” Us culture and make
employees realize that less than 100 percent accuracy was unacceptable. Resolving the
accuracy problems required cleaning up the data that Toys “R” Us transmitted to its
vendors and the information they sent back. Meester and his team had to learn the detailed
technical aspects of the EDI system and the business needs it was intended to address.
Then the team had to develop corrective actions, address recurring problems both at Toys
“R” Us and the vendor sites, and provide consistent advice to each vendor. To aid in this
process, Toys “R” Us implemented an extranet to link itself with all 1300 of its vendors.
The extranet enabled the company to share information, identify problems with the EDI
system, and resolve them.24

continued
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Discussion Questions

1. What essential complements and managerial actions were missed during the ini-
tial implementation of the EDI system? Why do you think they were missed?

2. Was there really any negative impact from the initial “poor implementation” of
this system? After all, Toys “R” Us was able to correct the situation.

3. How do you think Meester got employees to improve the accuracy of EDI data?

Introducing an enterprise IT system requires large amounts of resources and signifi-
cant changes in procedures, roles and responsibilities, reward systems, and decision
making. In other words, it represents a major organizational change. Managers have their
work cut out to gain acceptance of all these changes. A successful enterprise IT system
requires the top-down imposition of standards and procedures that spell out exactly how
transactions must be conducted and how the supporting information must be captured,
stored, and shared. As a result, senior management sometimes encourages adoption of
enterprise IT, by threatening penalties for nonconformance.

For example, the U.S. Health Insurance Portability and Accountability Act (HIPAA)
specifies standards for the capture, storage, and sharing of electronic healthcare transac-
tions, such as medical claims, electronic remittances, and claim status inquiries among
healthcare providers, health insurance plans, and employers. As organizations scrambled
to meet the May 2007 implementation deadline, there were complaints that several years
of management time and millions of dollars in programming expenses were required to
implement the full HIPAA standards for patient registration, medical records, billing, and
claims processing. To encourage organizations to conform to the standards and meet the
deadline, the Department of Health and Human Services (DHHS) required that the HIPAA
standards be followed for organizations to receive payment for the services they provide
patients. DHHS also established investigation procedures and set civil monetary penal-
ties for violating HIPAA rules.25

Ensuring that IT Risks Are Mitigated
IT resources are used to capture, store, process, update, and exchange information that
controls valuable organizational assets. As a result, special measures are needed to ensure
that the information and its control mechanisms stand up to intense scrutiny. In the
United States and many other countries, laws mandate stringent control requirements and
accurate record keeping for publicly held corporations. For example, the U.S. Public
Company Accounting Reform and Investor Protection Act of 2002—better known as the
Sarbanes-Oxley Act, or simply SOX—was enacted in response to public outcry over sev-
eral major accounting scandals, including those at Enron, WorldCom, Tyco, Adelphia,
Global Crossing, and Qwest. Section 404 of the Sarbanes-Oxley Act states that all reports
filed with the SEC must contain a signed statement by the CEO and CFO attesting that the
information is accurate. The company also must submit to an audit to prove that it has con-
trols in place to ensure accurate information. The penalties for false attestation are quite
severe—up to 20 years in federal prison and significant monetary fines for senior executives.
Because most, if not all, information in an SEC filing comes from information systems,
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managers have an additional incentive to ensure that appropriate controls exist for infor-
mation systems, their associated processes, and the people who enter and process data.

Managers also are responsible for ensuring that physical IT assets, such as applica-
tions, databases, networks, and hardware, are protected against loss or damage. If assets are
lost or destroyed as the result of a disaster, business continuity plans must be in place to
ensure the ongoing operation of critical business functions. Management’s responsibility
also includes ensuring that data assets are secure from unwanted intrusion, loss, and alter-
ation, and ensuring that personal data is secured to protect individual privacy rights.
Table 1-8 identifies several examples of IT-related risks that concern managers.

TABLE 1-8 Examples of IT risks

IT Risks Example

Inability to continue operations due to a natural
disaster or accident

Fire destroys IT resources at corporate
headquarters

Inability to continue operations due to a deliber-
ate attack on IT assets

Hackers carry out denial-of-service attack on
organization’s Web site

Compromise of confidential data about organiza-
tional plans, products, or services

Senior executive loses laptop containing
critical data

Compromise of personal, private data about
employees or customers

Hackers access and download customer data,
including account numbers

Violation of legally mandated procedures for con-
trolling IT assets

IT system controls are inadequate to meet spe-
cific SOX guidelines for maintaining the integrity
of financial data

Violation of established, generally accepted
accounting principles

IT system controls are violated so that the same
person can both initiate a purchase order and
approve the invoice for that purchase order

Violation of the organization’s defined proce-
dures and/or accounting practices

IT system controls are circumvented by granting
access to inappropriate people to adjust finished
product inventory counts

Loss of physical IT assets Theft of computers from corporate training
facility

Inappropriate use of IT resources that places
firm in a compromising position

Employees use corporate e-mail to disseminate
sexually explicit material; firm is subjected to a
sexual harassment lawsuit

Inappropriate use of IT resources that reduces
worker productivity

Employees waste time at work visiting Web sites
that are not related to their work
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W H A T I F M A N A G E R S D O N O T P A R T I C I P A T E
I N I T ?

Managers cannot afford to ignore IT, because failed IT projects can lead to lowered returns
on investment and missed opportunities. For example, A.G. Edwards had a long track
record of unsuccessful project completions—nearly half of all projects exceeded cost and
schedule limits. Worse yet, IT applications were often developed that did not fit the orga-
nization’s overall strategic plan. As a result, projects failed to meet business objectives or
deliver anticipated results. Some projects ended up being complete write-offs with no ben-
efits delivered, including one that cost $46 million.26 In recent times, however, the firm has
taken strong actions to turn the situation around.

CFO Research Services and Deloitte Consulting recently completed a study that con-
cluded “the billions invested in information technology still aren’t producing great
information.”27 The results showed that managers at 80 percent of surveyed firms believe
that their operational and financial data is not as effective as it should be for developing
strategies and planning. In addition, the data is not available when it is needed, nor is it suf-
ficiently accurate. Too much time is spent reconciling data from different internal sources,
creating a drain on profits and causing managers to miss opportunities.

Failure to ensure that IT risks are mitigated can lead to serious problems, such as
unwanted oversight from federal regulators, IT-related fraud, and costly business
disruptions. BearingPoint provides an example of what can go wrong. Previously known as
KPMG Consulting, BearingPoint was spun off from KPMG LLC in 2001 when the “Big Five”
accounting firms became concerned over potential conflicts of interest—many account-
ing clients were being encouraged to use associated consulting services to fix problems
uncovered during audits.

In 2003, BearingPoint took on a challenging project to implement a new internal
accounting system and associated standard business practices. The system was needed to
make the firm compliant with Section 404 of the Sarbanes-Oxley regulations.28 Because
of delays in completing the project, BearingPoint had to negotiate several extensions to its
SEC filing deadlines—quite embarrassing for a firm that promoted its ability to help cli-
ents comply with Sarbanes-Oxley.

Following several missed deadlines, the New York Stock Exchange announced that it
would start suspension and delisting procedures if the company’s 2005 Form 10-K annual
report was not filed with the SEC by April 2007.29 If this occurred, BearingPoint stock
would be suspended from trading and it would be almost impossible to raise additional capi-
tal in the equity or debt markets. These well-publicized problems scared off potential cus-
tomers, generated class-action shareholder lawsuits, diverted more than $100 million of
company funds to resolve the accounting problems, and temporarily increased employee
attrition to more than 25 percent. Fortunately, BearingPoint filed the report before the dead-
line and avoided delisting. BearingPoint managers realize that they should have man-
aged the project more carefully and that they missed opportunities to make better choices.

This chapter has presented a powerful argument for why proper involvement by busi-
ness managers at the right time is essential to obtain real value from the use of IT. This
involvement is needed throughout the project, not just at certain key moments. The check-
list in Table 1-9 recommends a set of actions that business managers can take to support
and ensure the successful use of IT.
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TABLE 1-9 A manager’s checklist

Recommended Management Actions (appropriate response is “Yes”) Yes No

Do you get involved in identifying and evaluating potential opportunities to apply IT?

Do you work to smooth the introduction and adoption of IT in your area of the
business?

Do you work with appropriate resources to identify and mitigate IT-related risks?

Do you understand that the successful implementation of each type of IT (function, net-
work, and enterprise) requires different degrees and types of organization change?

O V E R V I E W O F R E M A I N I N G T E X T

This section provides a brief summary of the rest of the book.
Chapter 2: Strategic Planning describes how to develop effective strategic planning by

defining key business objectives and goals and then applying them to multifunctional
teams to identify a portfolio of potential business projects. The resulting set of projects is
clearly aligned with business needs. Further refinement is required to narrow the portfo-
lio to the projects that should be executed and for which sufficient resources are available.
This process is illustrated by the example of the United Parcel Service, a major global orga-
nization respected for its highly effective use of IT to support business objectives.

Chapter 3: Project Management provides a helpful overview of the project manage-
ment process. The presentation is consistent with the Project Management Institute’s Body
of Knowledge, an American National Standard. The chapter describes the nine project
management knowledge areas of scope, time, cost, quality, human resources, communica-
tions, risk, procurement, and integration. A business manager can take many roles
throughout the project life cycle, including champion, sponsor, project manager, change
agent, and end user. The chapter identifies frequent causes of project failure and offers
invaluable suggestions for how to avoid these problems.

Chapter 4: Business Process and IT Outsourcing discusses the major business rea-
sons for outsourcing and identifies many of its issues and potential pitfalls. It also out-
lines and describes an effective process for selecting an outsourcing firm and successfully
transitioning work to the new organization. The chapter covers the importance of estab-
lishing service-level agreements and monitoring performance.

Chapter 5: Corporate Governance and IT describes the responsibilities and practices
that a company’s executive management uses to ensure delivery of real value from IT and
to ensure that related risks are managed appropriately. The chapter covers two frame-
works for meeting these objectives: the IT Infrastructure Library (ITIL) and Control Objec-
tives for Information and Related Technology (COBIT). The discussion includes related
issues such as the Sarbanes-Oxley Act, business continuity planning, and oversight of out-
sourcing arrangements.

Chapter 6: Collaboration Tools and Wireless Networks covers the fundamentals of
electronic communications systems, with a focus on wireless and mobile communications.
You will learn about the benefits and disadvantages of various wide area and local area wire-
less networks, and how managers can understand and deal with related business issues.
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Chapter 7: E-Business discusses the use of electronic business methods to buy and sell
goods and services, interact with customers, and collaborate with business partners and
government agencies. Several forms of e-business are covered, including business-to-
business, business-to-consumer, consumer-to-consumer, and government-to-consumer.
The chapter also covers m-commerce, an approach to conduct e-commerce in a wireless
environment. The chapter prepares managers to understand and deal with many of the busi-
ness, legal, and ethical issues associated with the use of e-business.

Chapter 8: Enterprise Resource Planning explains what an ERP system is, identifies
several of the benefits associated with ERP implementation, outlines a “best practices”
approach to implementing an ERP system, and discusses future trends of ERP systems. The
chapter also explains the key role that business managers play in successfully implement-
ing ERP systems.

Chapter 9: Business Intelligence discusses a wide range of applications that help busi-
nesses gather and analyze data to improve decision making: data extraction and data clean-
ing, data warehousing and data mining, online analytical processing (OLAP), information
visualization, business activity monitoring, dashboards, and scorecards. The chapter dis-
cusses the complications and issues associated with each business intelligence system,
and discusses the role of the business manager in developing and using these systems.

Chapter 10: Knowledge Management describes how organizations use knowledge man-
agement to identify, select, organize, and disseminate important information that is part
of the “organization’s memory.” Unfortunately, much of this information and expertise is
highly unstructured and informally communicated. In this chapter, you will learn about
communities of practice, social network analysis, Web 2.0 Technologies, business rules
management systems, and enterprise search. The chapter also covers how to identify and
overcome knowledge management challenges, as well as a set of best practices for selling
and implementing a knowledge management project.

Chapter 11: Enterprise Architecture describes the use of enterprise architecture to
establish a series of reference frameworks that define necessary business and IT changes.
The chapter also describes the business manager’s role in defining the architecture and
business needs of an organization. You will learn about current architecture topics, includ-
ing common object request broker architecture (CORBA), the distributed component
object model (DCOM), service-oriented architecture (SOA), and Web 2.0. The chapter
focuses on the differences between these models and how are they used in practice.

Chapter 12: Ethical, Privacy, and Security Issues provides a brief overview of ethics
and identifies key privacy and security issues that managers need to consider in their use of
IT to achieve organizational benefits. Ethics, privacy, and computer security are dis-
cussed from the perspective of what managers need to know about these topics.
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Chapter Summary

● An organization’s IT infrastructure is integrated with people and procedures to build, oper-
ate, and support information systems that enable a firm to meet fundamental objectives.

● Managers have three critical responsibilities when it comes to IT: identifying appropri-
ate opportunities to apply IT, smoothing the way for its successful introduction and adop-
tion, and mitigating its associated risks.

● The most effective users of IT obtain maximum value from IT investments that align with
the organization’s strategic needs, and that are well managed and executed.

● Management’s role is to frame changes, opportunities, and threats so that others can
understand them, evaluate them against business needs, and address any opportuni-
ties that fit within an articulated business strategy.

● The Change Management Continuum Model describes key activities that are needed
to build commitment for an organizational change, such as the introduction and adop-
tion of IT.

● The Unified Theory of Acceptance and Use of Technology identifies four key factors that
directly determine IT user acceptance and IT usage behavior: performance expect-
ancy, effort expectancy, social influence, and facilitating conditions.

● Successfully implementing the three types of IT (function, network, and enterprise)
requires different types of organizational change. Four organizational compliments—
better-skilled workers, higher levels of teamwork, redesigned processes, and new deci-
sion rights—allow IT to improve performance. Function IT can deliver results without the
complements being in place, network IT allows the complements to emerge over time,
and enterprise IT requires the complements to be deployed with the new technologies.

● Managers must be able to vouch for the effectiveness of the organization’s internal con-
trols for financial reporting, protect the security and privacy of customer data, imple-
ment workable continuity plans that cover IT assets, and mitigate IT risks.

Discussion Questions

1. Do you agree that it is important for managers to understand IT? Write a paragraph to sup-
port your opinion.

2. Briefly define IT infrastructure, IT support organizations, and information systems. Describe
how these entities are related.

3. Identify and briefly discuss two examples of function IT.

4. Why do some organizations have little to show for their investments in IT?

5. What is an enterprise resource planning system? How does it differ from a transaction pro-
cessing system?

6. What percentage of revenue should a retail organization spend on IT? Discuss.

7. What are the basic reasons that people resist change? How can this resistance be
overcome?

8. What is meant by social influence, and how can it affect the acceptance of new IT?
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9. Which kind of system (from the three worlds of IT) requires the most management atten-
tion to ensure successful acceptance and adoption? Why?

10. What unfavorable results could occur if management is not appropriately involved with IT?

11. Should it be the responsibility of IT or management to identify and define tasks for the suc-
cessful introduction and adoption of a new IT system?

Action Memos

1. You are the IT division controller for a company, and you just received the following e-mail
from your manager, the organization’s CFO. How do you respond?

Preliminary results from the competitive analysis we commissioned show we spend
4 percent of annual revenue on IT-related expenses, while our top competitors spend just
3 percent. I’m meeting with the CEO in 10 minutes and he’s bound to ask about this. What
should I say?

2. You are a member of the Human Resources Department of Belarusbank, which was
described in the opening vignette of this chapter.You have experience in expediting organi-
zational change. The vice president for bank operations wants you to give him a list of
actions he should take to ensure the smooth adoption and acceptance of the new IT system.
He then wants to meet with you on this subject. What actions would you identify? What are
your key talking points for this meeting?

Web-Based Case

Do research on the Web to find an example of a major IT-related project in which the actions of
business managers made a major difference (either favorable or unfavorable) in the outcome.
Document what you think were the key actions taken by business managers, and the key missed
opportunities to take action.

Case Study

The Progressive Group of Insurance Companies

Managers Leverage Ongoing IT Investments to Achieve Competitive Advantages

The Progressive Group of Insurance Companies literally started from a garage. Today, it is the
third largest U.S. auto insurance group in terms of net premiums written. The company sells auto
insurance, other specialty property-casualty insurance, and related services through a network
of 30,000 independent insurance agents, via direct sales over the phone, and through its Web site.
Its premiums increased from $2 billion to $14 billion between 1993 and 2005, as shown in
Figure 1-5. Much of Progressive’s success is due to the leadership of its managers in investing
in IT to support its many business innovations and fundamental business objectives for over 25
years. Progressive provides an excellent example for how a business can generate a sustain-
able advantage through continuous IT innovation.
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Joe Lewis and his friend Jack Green were two young lawyers trying to eke out a living in
Cleveland, Ohio, during the Great Depression. In 1937, they started Progressive on their own.
Times were tough for starting a new business—many people were out of work and typical fac-
tory workers earned just $36 per week, when they could find work at all. To keep expenses
down, the friends used an old garage for the company headquarters. They charged $25 for an
annual insurance policy, which was a lot of money given the state of the economy. In recogni-
tion of the hard times, they allowed their customers to pay their premiums in installments. In
another insightful innovation, they offered clients a drive-in claims service.30

Peter Lewis, Joe’s son, began his career in sales at Progressive shortly after graduating from
Princeton in 1955. He was a bright, energetic young man who proposed many new ideas in an
attempt to distinguish the company from its competitors.31

Peter Lewis often heard people complain about independent insurance agents who tried to
persuade the company to cover high-risk drivers, including young drivers, people with points on
their license, and people with a record of driving under the influence. At the time, other insur-
ance companies wanted nothing to do with such drivers because they were considered
unprofitable. Lewis, however, challenged the organization: “They’re bringing us potential business.
Can’t we find a way to write these people?” It took a while for the idea to catch on—less than
$100,000 worth of such policies were written in 1957. Over the next decade, however, this niche
in the insurance market greatly expanded and became the foundation for future company
growth.32
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Early on, Progressive recognized the need to make significant investments in IT to achieve
high-quality, efficient data processing. Such investments were planned well in advance as part
of a five-year program, and each potential investment was subjected to vigorous cost/benefit
analysis before proceeding.With each passing year, IT became a more important part of achiev-
ing operating efficiency and marketing success. Progressive’s pricing strategies were increas-
ingly dependent on using more data than its competitors. For example, Progressive segments its
customer groups more precisely than competitors, giving it more price points for a given group.
This precision requires superior customer and claims data and excellent data processing
capabilities.

One of Progressive’s first major IT initiatives was to develop an online computer system called
PROTEUS (Progressive Online Transaction, Enquiry, and Update System). This system was
developed to support the firm’s policy processing;33 it enabled workers to inquire into custom-
ers’ policy files and to quote rates for customers online. The most significant productivity and
service gain from PROTEUS was the ability to enter, endorse, and cancel business online.

In 1988, Progressive faced two major challenges to its continued growth and profitability. First,
a consumer backlash in California led to the passage of a referendum called Proposition 103,
which ordered all insurance companies to roll back rates by 20 percent and forced them to refund
$1.2 billion in excessive premiums to Californians. Progressive’s share of this total was $50
million.34 Second, Progressive learned that Allstate had surpassed it in its specialty of high-risk
auto insurance, making Allstate the firm’s most threatening competitor.

Lewis sought out Ralph Nader, a longtime friend, Princeton classmate, and outspoken advo-
cate of Proposition 103, to help him understand why consumers were so upset with insurers.35

It became clear that the source of customer ire was uniformly poor claim service and the inabil-
ity to do comparison shopping for the best rates. In what proved to be a strategic move,
Progressive decided to streamline and improve its services in assessment, adjustment, repair
management, and claims processing.36

In a second strategic move, the firm decided to move from being a niche provider of high-risk
auto insurance to a broad-based provider of personal auto insurance. This move put Progressive in
direct competition with such major carriers as State Farm and Allstate.

Progressive managers moved quickly to identify and implement several key IT innovations in sup-
port of these new business strategies. In 1989, Progressive introduced the next generation of its
claims processing system, Progressive Automated Claims Management System (PACMAN).The goal
was to expedite the claims process and squeeze out excess costs. PACMAN was a large, central-
ized, online database built on technology that was state of the art at the time. The system required
many years of management time to define the system requirements, develop streamlined work pro-
cesses, evaluate prototypes, and test all aspects of the system. Not only were claims representa-
tives given extensive training for using the system, they were sent to an empathy training program to
help them relate to the plight of their customers and focus on solving their problems.The new claims-
handling process and automated system reduced the average time it took Progressive to process
and pay a claim to six days. (The industry average was 42 days.) The improved process led to signifi-
cant improvements in customer satisfaction and reduced customer defections by two-thirds.

To further speed up the claims process, Progressive managers implemented an Immediate
Response® claims service in 1990.The service was available 24 hours a day, 7 days a week, and
provided customers with personal service and support immediately after they reported a claim.

Managers: Key to Information Technology Results

25



Customers could now call Progressive at any hour and talk with a trained claims representative,
who could begin resolving the claim and offer immediate help. Progressive’s claims representa-
tives were on constant call to go to the scene of serious accidents, which helped to ease the
trauma of injured people and their families during a difficult time. Claim reports were entered into
the proprietary online computer system, allowing Progressive to verify coverage immediately and
make the information available to a nearby claims representative. As a result of the new “24-7”
reporting and response capability, Progressive was able to contact 90 percent of its customers and
claimants within 24 hours and close one-third of its total claims within seven days.

These rapid settlements had several effects—the dramatic time reduction not only decreased
the costs of claims processing and administration, it also cut the cost of litigation, shrank the
amount of fraud, and slashed the number of customer defections to other insurance firms. Begin-
ning in 1991, Progressive saw a major reduction in its general, sales, and administrative
expenses as a percentage of total revenue, as shown in Figure 1-6. This led “CEO Peter Lewis to
establish an outrageous objective: Because faster was better for the customer and cheaper for
the company, Progressive would settle claims instantly!”37

To this end, Progressive introduced the Immediate Response Vehicle (IRV) in 1994.This spe-
cially marked and outfitted vehicle takes an experienced claims representative wherever the cus-
tomer needs him—even to the scene of an accident. Upon arrival, the representative’s first
priority is to reassure the customer that Progressive understands his or her needs and is there
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to help. The rep then surveys the scene, takes digital photos of the damage, develops a dam-
age estimate using data stored on a portable computer, and writes a check to cover the esti-
mated costs—often within an hour of the accident.38

Also in 1994, Progressive introduced 1-800-AUTO-PRO, the first comparison rate service
available for free by phone. With one call, consumers received a Progressive quote and compari-
son quotes for up to three competitors. Customers then were given the option of buying insur-
ance directly over the phone or through a local agent. (Today this service is available by dialing
1-800-PROGRESSIVE.) Because of the technical difficulty of developing accurate rates for
other companies, and concern over the potential loss of customers from a competitor’s lower rates,
Progressive first tested the program in California and then in Florida before rolling it out broadly.

In 1995, Progressive became the first major auto insurer in the world to launch a Web site.
Policyholders can log in to update information, make payments, get vehicle recall information, and
more. They can report accidents in minutes without picking up the phone. Customers also can
schedule appointments with claims representatives and body shops while reporting claims online.
Potential customers can view Progressive rates side-by-side with those of competitors.39

Never resting on its accomplishments, management identified further improvements for its
claims service and rolled out the Claims Workbench in 1997. Progressive spent four years devel-
oping this software application, which enables claims representatives to move information
between their wireless laptops and a mainframe to keep claims moving forward to resolution. The
Claims Workbench allows claims representatives to have all pertinent information at their finger-
tips when they meet face-to-face with customers. Another application, Pathways, was devel-
oped to provide an encyclopedic listing of parts for nearly every car on the road. The claims
representative uses Pathways to scroll through a database of parts, prices, and labor estimates
to develop a settlement amount.

Lewis retired as CEO in 2000, after 45 years of outstanding service. The role of CEO was
turned over to Glenn Renwick, who had served as the CIO. Even with the change in top manage-
ment, Progressive continued its 25-year strategy of making ongoing investments in IT to improve
operations.

Progressive worked closely with representatives of its independent agents to improve work
processes, and worked with the IT organization to reduce costs and increase flexibility for prod-
uct changes.The independent agents were provided electronic access to customer data, enabling
them to provide more responsive service to their customers. These improvements increased the
number of policy changes made directly by agents; enabled a substantial number of policies
to be underwritten at the point of sale, including all underwriting data validation checks; increased
the number of policyholders who chose installment plans and electronic funds transfer; and elimi-
nated paper files and reports. Progressive’s commitment to expanding technology and improv-
ing workflows has made its expense ratios comparable to or lower than any competitor who
distributes through agents.

By 2005, Progressive had successfully introduced its next-generation Web-quoting plat-
form, which provided much faster online quotes and led to an increase in Web application
completion. Progressive also introduced “talk to me” functionality, allowing Internet customers
instant telephone access to a licensed professional who can access their quote in real time and
provide counsel.
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In 2006, Progressive announced two major company initiatives: to replace the customer and
policy management system that served it well, because it is not consistent with Progressive’s
views of future needs; and to add a new data center that is not constrained by processing capac-
ity and that assures a high level of system availability and disaster preparedness. The new policy
management system will be implemented in 2008. Hundreds of workers are helping to define
the new system through focus group sessions and prototype evaluations. Also in development is
a clear implementation plan that includes extensive user acceptance testing and hands-on
training.

“I have often described Progressive as a technology company in the auto insurance business.
Much of what we have achieved has been made possible by our talented information technol-
ogy staff, and we certainly would not have been able to support our growth without extraordi-
nary commitment to our technology capacity and capabilities. We see the future and our agents
being very dependent on technology and we are developing applications that allow us and our
agents to do more, easier and at less cost. We are placing equal emphasis on infrastructure
platforms to maintain strategic or cost advantages. Our continuous investment in technology over
the past several years has positioned us well to remain a leader in technology solutions for ser-
vice delivery to both our customers and agents, and we are committed to a level of technol-
ogy investment that ensures we never constrain the business.”

—Glen M. Renwick, Progressive President and CEO, in the 2003 annual report

Discussion Questions

1. Visit the Progressive Web site and review recent press releases and financial statements.
Can you find evidence that the firm continues to implement effective IT solutions that
increase revenue, decrease costs, or improve customer service? Write a paragraph that
summarizes your findings.

2. Why does Progressive keep modifying its basic claims processing system? After three or
four generations of this system, shouldn’t it be right by now?

3. Progressive has a 25-year history of implementing change and new IT solutions. In a cul-
ture so attuned to change, is there less need for managers to help smooth the introduc-
tion and adoption of new IT systems? Defend your position.

4. Use the Change Management Continuum Model to plan a schedule and identify actions to
support Progressive as it moves through the seven stages of commitment to implement its
new customer and policy management system. Assume that the project started in
January 2006 and will finish in June 2008.
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C H A P T E R 2
STRATEGIC PLANNING

T H E R E L A T I O N S H I P B E T W E E N I T A N D
S T R A T E G I C P L A N N I N G

“IT and business are tied together [like teammates in a three-legged race], and their goal
is to cooperate with each other and coordinate their ‘third leg,’ which can be viewed as
an amalgam of strategy, governance, business processes, budgeting, risk management, busi-
ness partners, and the external marketplace.”

—Thomas Hoffman, “All About Alignment,” Computerworld, 3 April 2006.

F D A I L L U S T R A T E S W H Y M A N A G E R S M U S T
U N D E R S T A N D S T R A T E G I C P L A N N I N G

The Food and Drug Administration (FDA) is responsible for extensive testing of new drugs before

approving their use by the general public. This review process includes testing on animals, as well as

clinical trials on healthy people and people who suffer from the disease a drug is intended to treat. Drug

approval can take anywhere from 15 months to several years.

Fast-track designation, which was mandated by the FDA Modernization Act of 1997, was meant to

accelerate approval of new drugs to treat serious or life-threatening diseases for which there was no

existing medication. Experts reasoned that the potential loss of life from keeping a life-saving drug off the

market outweighed the risks that the new drug might pose to consumers.

Many physicians, consumers, and advocacy groups claim that the FDA fast-track approval process

has backfired, and fails to properly screen for drugs with dangerous side effects. They cite a Government

Accounting Office report that more than 5 percent of FDA-approved drugs between 1997 and 2000



subsequently were withdrawn from the marketplace because dangerous side effects were discovered.

For example, the arthritis pain reliever Reofecoxib (brand name Vioxx) was approved in 1999 and

prescribed to 80 million people worldwide. Merck, the manufacturer, withdrew the product from the

market in 2004 when it was linked to an alarming increase in heart attacks and strokes among patients

who took it.

Throughout the 1990s, the FDA used decades-old legacy information systems and work processes

that simply could not support fast-track drug approval. But in 2002, amid controversy over the fast-track

process, the FDA and its new Chief Information Officer (CIO), Jim Rinaldi, established a multiyear

strategic plan to upgrade its operations in support of fast tracking.

The first two years of the plan focused on streamlining the IT organization and its business

processes, with the goals of simplification, standardization, and saving costs. A Central Office of Shared

IT Services was formed to help consolidate more than a dozen service contracts, including e-mail

services, help desk support, and desktop support.Two FDA-wide projects, an intranet and an automated

workflow system, began in 2003 and were in the final stages of implementation in 2007. In 2004, the FDA

began eliminating redundant systems and defining common data standards. The accumulated effect of

all these projects enabled scientists to more easily access and share data, a prerequisite for an effective

fast-track process.The FDA can now monitor a patient’s reactions to a test drug during a clinical trial and

detect any adverse effects that require additional follow-up. Such monitoring of reactions to test results

were impossible in the past.

People close to the situation feel that the FDA’s improved work processes and new IT systems will

reduce the risk of approving drugs with dangerous side effects, and will shorten approval times. If the

new strategy is successful, it could save countless lives.1,2,3
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L E A R N I N G O B J E C T I V E S

As you read this chapter, ask yourself:

● What is an effective strategic planning process, who needs to partici-
pate in it, and what are the deliverables of such a process?

● How is IT planning tied to overall strategic planning, so that business
objectives and IT activities are well aligned?

This chapter defines strategic planning and outlines an effective process for good
planning. It also provides an example of effective IT planning at United Parcel Service.

W H Y M A N A G E R S M U S T U N D E R S T A N D T H E
R E L A T I O N S H I P B E T W E E N S T R A T E G I C
P L A N N I N G A N D I T

For more than 15 years, various surveys of business and IT executives have identified the
need to improve alignment between business and IT as a top business priority. In this
context, alignment means that the IT organization and resources are working on projects
that support the key objectives of the business. This implies that IT and business manag-
ers have a shared vision of where the organization is headed and agree on its key strategies.

Unfortunately, according to the 2007 State of the CIO Survey conducted by CIO
Magazine, four of five CIOs say they are not aligned with their organization’s strategic
goals.4 This lack of alignment significantly increases the likelihood that IT is not being
applied effectively and that valuable opportunities may go unexploited. If IT is not being
used strategically, many managers consider it an overhead cost that should be minimized.

The odds of achieving good alignment are increased vastly if IT staff members have
experience in the business and can talk to business managers in business terms rather than
technology terms. IT people must be able to recognize and understand business needs and
develop effective solutions. The CIO especially must be able to communicate well and
should be accessible to other corporate executives. However, the entire burden of achiev-
ing alignment between the business and IT cannot be placed solely on the IT organization.

Business managers must communicate the vision, objectives, and strategies of the orga-
nization so that everyone can help define the actions required to meet organizational goals,
including capitalizing on new opportunities, fixing organizational weaknesses, and mini-
mizing the impact of potential threats. These activities focus the resources of the entire
organization on the significant issues to be addressed. One approach that helps achieve
this objective is effective strategic planning.
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W H A T I S S T R A T E G I C P L A N N I N G ?

Strategic planning is a process that helps managers identify desired outcomes and
formulate feasible plans to achieve their objectives by using available resources and
capabilities. The strategic plan must take into account that the organization and every-
thing around it is changing: consumers’ likes and dislikes change; old competitors leave and
new ones enter the marketplace; the costs and availability of raw materials and labor fluc-
tuate, along with the fundamental economic situation (interest rates, growth in gross
domestic product, inflation rates); and the degree of industry and government regulation
changes. Strategic planning is typically an annual process timed to yield results that are
used to prepare the annual expense budget and capital forecast. Organizations also may
have semiannual or quarterly reviews that identify necessary adjustments.

The CEO must make long-term decisions about where the organization is headed and
how it will operate, and has ultimate responsibility for strategic planning. Subordinates,
lower-level managers, and consultants typically gather useful information and perform
much of the underlying analysis. But the CEO must thoroughly understand the analysis
and be heavily involved in setting high-level business objectives and defining strategies. The
CEO also must be seen as a champion and supporter of the chosen strategies, or the rest
of the organization is unlikely to “buy into it” and take the necessary actions to make it all
happen.

There are a variety of strategic planning approaches, including issues-based, organic, and
goals-based. An issues-based process begins by identifying and analyzing key issues that face
the organization, setting strategies to address those issues, and identifying projects and ini-
tiatives that are consistent with the strategies. Organic strategic planning defines the organi-
zation’s vision and values and then identifies projects and initiatives to achieve the vision
while adhering to the values. Goals-based strategic planning involves defining the mission and
vision of the organization, identifying objectives and goals that support the mission, set-
ting strategies to achieve the goals, and identifying projects and initiatives (see Figure 2-1).
Goals-based strategic planning is the most frequently used approach, and is discussed in
detail in this chapter. This chapter also presents real data and an analysis based on apply-
ing a goals-based process to United Parcel Service.

Defining Vision and Mission
Senior management must create a vision/mission statement that communicates an orga-
nization’s overarching aspirations and can guide it through changing objectives, goals, and
strategies. The organization’s vision/mission statement forms a foundation for making deci-
sions and taking action. An effective statement consists of three components: a core ide-
ology, a mission statement, and a vision of a desirable future. The core ideology identifies
a few widely accepted principles that guide how everyone makes decisions in the
organization. The mission statement concisely defines the organization’s fundamental pur-
pose for existing. It usually is stated in a challenging manner to inspire employees, cus-
tomers, and shareholders. For example, Google’s mission is “to organize the world’s
information and make it universally accessible and useful.”5 The organization’s vision is
a concise statement of what the organization intends to achieve in the future.

The most effective vision/mission statements inspire and require employees to stretch
to reach its goals. These statements seldom change once they are formulated. For example,
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Procter & Gamble is the world’s largest consumer products company with trusted, world-
leading brands such as Tide, Pampers, Olay, Charmin, and Bounty. Every day, P&G prod-
ucts are used by more than half of the world’s 6.5 billion consumers. Figure 2-2 illustrates
P&G’s vision/mission statement, which contains all three necessary components.6

Conducting Internal Assessment
All levels and business units of an organization must be involved in internally assessing its
strengths and weaknesses. Preparing a historical perspective that summarizes the compa-
ny’s development is an excellent way to begin this step of strategic planning. Next, a mul-
titude of data is gathered about internal processes and operations, including survey data
from customers and suppliers and other objective assessments of the organization. The
collected data is analyzed to identify and assess how well the firm is meeting current objec-
tives and goals, and how well its current strategies are working. This process identifies
many of the strengths and weaknesses of the firm.

Analyzing External Environment
Strategic planning requires careful study of the external environment surrounding the
organization and assessing where the organization fits within it. This analysis begins with
an examination of the industry in which the organization competes: what is the size of the
market, how fast is it growing or shrinking, and what are the significant industry trends?

FIGURE 2-2 Procter & Gamble’s vision/mission statement
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Next, the organization must collect and analyze facts about its key customers, competi-
tors, and suppliers. The goal is two-fold: capture a clear picture of the strategically impor-
tant issues that the organization must address in the future, and reveal the firm’s
competitive position against its rivals. During this step, the organization must get input from
customers, suppliers, and industry experts, who can provide more objective viewpoints
than employees. Members of the organization should be prepared to hear things they do not
like, but that offer tremendous opportunities for improvement. It is critical that unmet cus-
tomer needs are identified to form the basis for future growth. The most frequently used
model for assessing the nature of industry competition is Michael Porter’s Five Forces
Model (see Figure 2-3).

Porter’s Five Forces Model identifies fundamental factors that determine the level of
competition and long-term profitability of an industry:

1. The threat of new competitors will raise the level of competition. Entry barri-
ers determine the relative threat of new competitors. These barriers include
the capital required to enter the industry or the cost to customers to switch to
a competitor.

2. The threat of substitute products can lower the profitability of industry
competitors. The willingness of buyers to switch and the relative cost and per-
formance of substitutes are key factors in this threat.

3. The bargaining power of buyers determines prices and long-term profitability. This
bargaining power is stronger when there are relatively few buyers but many sell-
ers in the industry, or when the products offered are all essentially the same.

4. The bargaining power of suppliers can significantly affect the industry’s
profitability. Suppliers have strong bargaining power in an industry that has

BuyersSuppliers
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Potential
Entrants
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New Entrants
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Bargaining Power
of Suppliers

Bargaining Power
of Buyers
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FIGURE 2-3 Michael Porter’s Five Forces Model
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many buyers and only a few dominant suppliers, or in an industry that does
not represent a key customer group for suppliers.

5. The degree of rivalry between competitors is high in industries with many
equally sized competitors or little differentiation between products.

Many organizations also perform a competitive financial analysis to determine how
their revenue, costs, profits, cash flow, and other key financial parameters match up against
those of their competitors. Most of the information needed to prepare such comparisons
is available from corporate annual reports.

The analysis of the internal assessment and external environment frequently is sum-
marized into a Strengths, Weaknesses, Opportunities, Threats (SWOT) matrix, as shown
in Table 2-1. The SWOT matrix is a simple way to illustrate what the firm is doing well,
where it can improve, what opportunities are available, and what environmental factors
threaten the future of the organization. Typically, the internal assessment identifies most
of the strengths and weaknesses, while the analysis of the external environment uncov-
ers most of the opportunities and threats.

Innovation can create major opportunities for organizations to bring more highly val-
ued products to the market, improve productivity, and raise profitability. For example, the
Toyota Prius is a major product innovation. Toyota is collaborating more closely with sup-
pliers not just to cut costs of individual parts, but also to capture savings across the entire
vehicle manufacturing process by reaching back further into the design process. Innova-
tion also can create sustainable competitive advantages by reinventing business pro-
cesses and building new markets that meet untapped customer needs. For example,
Agricultural Bank of China is now the country’s second-biggest commercial bank, sus-
taining tremendous growth by making micro loans to peasant farmers. On the other hand,
Wal-Mart’s “every-day low prices” (enabled by low costs) defined its business model for
nearly half a century. However, beginning around 2006, Wal-Mart’s growth formula seemed
to stop working, with less than 2 percent gains in same-store sales, its worst perfor-
mance ever. While there were many possible reasons and contributing factors, clearly the
firm is in need of innovation to re-energize its growth.7

TABLE 2-1 SWOT matrix analyzes the internal assessment and external environment

Strengths
High profit margin
Strong sales growth
Products available worldwide

Weaknesses
Has not introduced successful new product in
more than three years
High employee turnover

Opportunities
Further global expansion
Acquisition of competitors
Innovations

Threats
Ripe for acquisition
Contract for more than half of workforce expires
in six months

Defining Objectives
The terms objective and goal frequently are used interchangeably. For this discussion, we
distinguish between the two by defining objective as a statement of a compelling busi-
ness need that an organization must meet to achieve its vision and mission. For example,
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preserving consistency in revenue and earnings growth might be an objective for an estab-
lished organization in a mature, slow-growing industry.

Establishing Goals
A goal is a specific result that must be achieved to reach an objective. In fact, several goals may
be associated with a single objective. The objective states what must be accomplished and the
associated goals specify how to determine whether the objective is being met.

Many organizations identify short-term, medium-term, and long-term goals. The orga-
nization starts by achieving relatively easy short-term goals, then tackles the more diffi-
cult medium-term goals, and finally addresses the long-term goals.

Other organizations encourage their managers to set Big Hairy Audacious Goals
(BHAGs) that require a breakthrough in the organization’s products or services to achieve.
Such a goal “may be daunting and perhaps risky, but the challenge of it grabs people in the
gut and gets their juices flowing and creates tremendous forward momentum.”8

A key role of management is to recognize and drop goals that are no longer relevant.
They also must recognize and resolve conflicting goals to avoid having the organization work
at cross purposes.

As an example of setting objectives and goals, P&G has set a long-term objective of deliv-
ering a full decade of industry-leading revenue and profit growth.9 To support that objec-
tive, it has defined specific goals to achieve industry-leading numbers in three areas: sales
growth, earnings-per-share growth, and free cash-flow productivity.

Setting Strategies
A strategy describes specific actions an organization will take to achieve its vision/mission,
objectives, and goals. Selecting a specific strategy focuses and coordinates an organization’s
resources and activities from the top down to accomplish its mission. Strategy develop-
ment is a critical and highly creative step that is essential to the organization’s future success.
The purpose is to define a set of strategies that “gives the company an edge in the struggle with
its rivals and a better chance at winning in the long-run competitive game.”10 In choosing
from alternative strategies, managers should consider the long-term impact of each strategy
on revenue and profit, the degree of risk involved, the amount and types of resources that will
be required, and the potential competitive reaction.

In setting strategies, managers must draw on the results of the SWOT analysis and con-
sider the following questions:

● How can we best capitalize on our strengths and use them to their full
potential?

● How do we reduce or eliminate the negative impact of our weaknesses?
● Which opportunities represent the best opportunities for our organization?
● How can we exploit these opportunities?
● Will our strengths enable us to make the most of this opportunity?
● Will our weaknesses undermine our ability to capitalize on this opportunity?
● How can we defend against threats to achieve our vision/mission, objectives,

and goals?
● Can we turn this threat into an opportunity?
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The SWOT analysis, however, is only part of the input for setting strategies. The rest
of this section summarizes a few different approaches that authors and researchers have
developed for setting strategies.

For example, Michael Porter’s three fundamental strategies define three basic
approaches an organization can undertake in choosing how to compete in an industry:11

1. Become the cost leader with plant, equipment, labor costs, and business pro-
cesses that help an organization become the low-cost provider of goods and
services.

2. Provide goods and services that meet the needs of a set of customers in the mar-
ketplace better than other providers.

3. Focus on a specific niche in the marketplace and develop products or ser-
vices for that niche while ignoring other customers.

Day12 and Ansoff13 defined market options matrices that identify an organization’s
product and market options. Ansoff ’s matrix suggests that an organization can grow by mar-
keting new or existing products in new or existing markets, as shown in Figure 2-4. The
matrix identifies interesting strategies, including attracting new customers for existing prod-
ucts, diversification into related and unrelated markets, and withdrawing from markets in
which the organization’s future is unlikely to turn around.

The Boston Consulting Group developed the growth-share matrix14 shown in Figure 2-5
to help organizations allocate their resources among various business units. This tool enables
managers to divide their organization’s collection of business units and products into four dis-
tinct groups, and offers advice for each group.

The four groups in Figure 2-5 are:

● Stars—High-growth business units or products that compete in markets where
they have attained a large market share. They need further investment to sus-
tain rapid growth or to ward off attacks by competitors. Stars can turn into
cash cows.
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FIGURE 2-4 Ansoff market options matrix
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● Question marks—Business units or products with a relatively low market
share that operate in an arena with a high-growth rate. These products require
extensive investment, but provide a relatively low return on investment
because of the small market share. An organization should be prepared to
either invest heavily in a question mark or invest nothing and let it die off.
An organization cannot afford to invest in many question marks, so it must
carefully choose the right business units and products to support.

● Cash cows—Low-growth business units or products that provide a solid foun-
dation for the company by generating steady streams of cash and profits. They
are mature and require relatively little investment.

● Dogs—Businesses or products that present little opportunity for growth and
hold only a small market share. Management must avoid investing in dogs and
must try to liquidate any existing dogs. They must be especially wary of
expensive “turnaround” plans, in which overly optimistic ideas are advanced
to make major investments in the hopes of salvaging products or organiza-
tional units that have been losing money for years.

P&G has identified its core strengths in the competencies that matter most in the con-
sumer products industry: shopper and consumer understanding, branding, innovation,
go-to-market capability, and global scale. P&G believes that its ability to combine these
strengths creates significant and sustainable competitive advantage.15 The company has
defined the following strategies to focus on growth opportunities that build on P&G’s
strengths:16

● Continue to grow P&G core businesses by developing leading brands, focus-
ing on big, growing markets and winning retail customers.

● Develop businesses with faster growth, higher margins, and better structures
in which P&G has significant potential to achieve global leadership.
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● Grow disproportionately in developing markets to serve more low-income
consumers.

Defining Measures
Measures are metrics that track progress in executing chosen strategies to attain an orga-
nization’s objectives and goals. They help managers determine if a strategy’s ultimate pur-
pose is being achieved. Results, determined by how well the measures are met, provide a
feedback loop. Depending on the difference between the actual and desired measures,
adjustments may be needed in the objectives, goals, strategies, measures, and the projects
being worked.

Organizations must take care in setting these metrics because they run the risk of “get-
ting what they measure” without accomplishing anything meaningful. For example, a con-
sumer products firm may set a measure for each service representative to handle a
certain high number of calls. Such a measure could result in extremely short interactions
that may fail to satisfy the consumer and instead lead to consumer turnover—certainly not
what was intended. If the objective is to improve consumer satisfaction, a more effective
goal might be, “Answer 98 percent of all consumer phone calls within 90 seconds, and
handle questions so effectively that we reduce the number of callbacks on the same issue
from 27 percent of all calls to less than 8 percent.” This example illustrates how setting a
reasonable goal can require extensive data and a thorough analysis of the current operation.

P&G achieved the following measures for fiscal year 2006 against its long-term goals
and objectives: sales growth of 6 percent, earnings-per-share growth of 12 percent, and free
cash-flow productivity of 124 percent.

Deploying OGSM
Each year, the senior management team defines objectives (O) for the organization, estab-
lishes numerical goals (G) that index each objective, sets strategies (S) on how to reach the
goals, and defines measures (M) to assess how well the strategies are being executed. This
highest-level OGSM is then deployed to the organization’s business units and functional
units, where managers translate the information into their own unit’s objectives and
goals as input to their own OGSM processes (see Figure 2-6). In this manner, the organiza-
tion’s high-level objectives, goals, strategies, and measures are clearly communicated to all
employees so that everyone is “on the same page.” The various organizational units can
then develop more detailed plans that align with the firm’s objectives, goals, and strategies.
Planning by individual business units must consider cross-functional needs and resources.

Corporate Level O    G    S    M

O    G    S    M

O    G    S    M

Business Unit Level

Department Level

FIGURE 2-6 Deployment of the OGSM
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After completing their current-year strategic planning, P&G executives were able to
deploy the OGSM outlined in Table 2-2 to the entire organization.

TABLE 2-2 Procter & Gamble OGSM

P&G Objectives, Goals, Strategies, and Measures

Growth objective: Deliver a full decade of industry-leading revenue and profit growth

Growth goals:
Industry-leading sales growth
Industry-leading earnings-per-share growth
Industry-leading free cash-flow productivity

Growth strategies:
Continue to grow P&G core businesses by developing leading brands, focusing on big, growing mar-
kets, and winning retail customers
Develop businesses with faster growth, higher margins, and better structures in which P&G has signifi-
cant potential to achieve global leadership
Grow disproportionately in developing markets to serve more low-income consumers

Growth measures for 2006:
Sales growth of 6 percent
Earnings-per-share growth of 12 percent
Free cash-flow productivity of 124 percent

Identifying Projects and Initiatives
IT staff members constantly are picking up ideas for potential projects through their
interactions with various business managers and from observing other IT organizations and
competitors. They also keep abreast of new IT developments and consider how innova-
tions and new technologies might be applied in their firm. As members of the IT organiza-
tion review and consider the corporate OGSM; they can generate many ideas for IT
projects that support corporate objectives and goals. They also recognize the need for IT
projects that help other corporate units fulfill their business objectives.

Most organizations find it useful to classify various potential projects by type. One such
classification is shown in Table 2-3.

TABLE 2-3 Project classification example

Project Type Definition Risks Associated with Project Type

Breakthrough Creates a competitive advantage that
enables the organization to earn a
greater than normal return on invest-
ment than its competitors

High cost
Very high risk of failure and potential
business disruption

Growth Generates substantial new revenue
or profits for the firm

High cost
High risk of failure and potential busi-
ness disruption
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TABLE 2-3 Project classification example (continued)

Project Type Definition Risks Associated with Project Type

Innovation Explores the use of technology (or a
new technology) in a new way

Risk can be managed by setting cost
limits, establishing an end date, and
defining criteria for success

Enhancement Upgrades an existing system to pro-
vide new capabilities that meet new
business needs

Risk that scope of upgrade may
expand, making it difficult to control
cost and schedule

Maintenance Implements changes to an existing
system to enable operation in a differ-
ent technology environment (for
example, underlying changes in hard-
ware, operating systems, or database
management systems)

Risk that major rework may be
required to make system work in new
technology environment; potential for
system performance degradation

Mandatory Needed to meet requirements of a
legal entity or regulatory agency

Risk that mandated completion date is
missed; may be difficult to define tan-
gible benefits; costs can skyrocket

Prioritizing Projects and Initiatives
Typically, an organization identifies more IT-related projects and initiatives than it has the
people and resources to staff. A combined process of setting and scheduling priorities is
needed to define which projects will be staffed and when they will be executed. Many orga-
nizations create an IT investment board of business-unit executives to review potential
projects and evaluate them from several different perspectives:

1. First and foremost, each viable project must relate to a specific organiza-
tional goal. These relationships make it clear that executing each project will
help meet important organizational objectives (see Figure 2-7).

2. Can the organization measure the business value of the initiative? Will there
be tangible benefits, or are the benefits intangible? Tangible benefits can be
measured directly and assigned a monetary value. For example, the number of
staff before and after the completion of an initiative can be measured, and the
monetary value is the decrease in staff costs, such as salary, benefits, and
overhead. Intangible benefits cannot directly be measured and cannot easily
be quantified in monetary terms. For example, the increase in customer sat-
isfaction due to an initiative is difficult to measure, and cannot easily be con-
verted into a monetary value.

3. What kinds of costs (hardware, software, personnel, consultants, and so on)
are associated with the project, and what is the likely total cost of the effort
over multiple years? Consider not just the initial development cost but the total
cost of ownership, including operating costs, support costs, and mainte-
nance fees.
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4. Preliminary costs and benefits are weighed to see if the project has an attrac-
tive rate of return. Unfortunately, costs and benefits may not be well under-
stood at an early phase of the project, and many worthwhile projects do not
have benefits that are easy to quantify.

5. Risk is another factor to consider. Managers must consider the likelihood that:
the project will fail to deliver the expected benefits; the actual cost will be sig-
nificantly more than expected; the technology will become obsolete before the
project is completed; the technology is too “cutting edge” and will not
deliver what is promised; or the business situation will change so that the pro-
posed project is no longer necessary.

6. Some projects enable other projects. For example, a new customer database
may be required before the order-processing application can be upgraded.
Therefore, some sequencing of projects must be considered.

7. Is the organization ready and capable of taking on this project? Does the IT
organization have the skills and expertise to execute the project successfully?
Is the organization willing and able to make the required changes to receive
their full value?

The following special feature explains how one organization weighs all these factors in
determining which IT-related projects to resource and execute.

A M A N A G E R T A K E S A C T I O N

Lowe’s IT Portfolio Management Process

Lowe’s is the second most popular home-improvement retailer behind Home Depot, with
recent annual revenues exceeding $43 billion. Lowe’s also receives excellent marks for
customer service; it was ranked second among specialty retailers in the 2005 American
Consumer Satisfaction Index. Its theme of “Let’s Build Something Together” resonates
with customers.
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FIGURE 2-7 Ideal relationship between project, goals, and objectives
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Lowe’s has a steady stream of IT-related efforts in its project pipeline, and spends about
$400 million a year on IT. CIO Larry Stone and Stephen Boerst, Lowe’s manager of IT
strategy and planning, led efforts to upgrade the firm’s process for prioritizing IT initia-
tives and allocating scarce resources among the many concurrent projects. They formed
a Business Solutions Group of internal consultants, established an IT steering commit-
tee, and began using portfolio management software to improve decisions on projects.

The Business Solutions Group consists of experienced Lowe’s business analysts who
understand the firm’s business processes and how IT might be used to make
improvements. They consult with department heads to identify possible projects, assess
the potential impact of each project on other business initiatives, and develop an esti-
mate of costs and benefits. A business sponsor presents each project’s business case to the
IT steering committee for decisions on funding and staffing.

The IT steering committee consists of eight Lowe’s executives, including the CEO and
CIO. They meet twice a month to evaluate project proposals and decide which new projects
will be funded. They also review active projects and decide if any should be accelerated,
delayed, or terminated. Decisions about new projects are based on reviews of how well the
project supports corporate objectives, estimated costs and benefits, and the level of risk.
Decisions about active projects are made after considering projected costs and benefits based
on results to date, any changes in the fundamental business justifications for executing the
project, and any need to reallocate limited resources among competing projects.

The use of portfolio management software helps the group make decisions about projects.
The software captures basic information about the schedules and resources required for every
approved IT project, from routine maintenance efforts to major strategic projects. Each
project at Lowe’s is assigned to one of five categories: innovation, growth, enhancement, main-
tenance, and mandatory. Projects within each category are prioritized based on resources
required, anticipated return on investment, and level of risk. Project milestones are then deter-
mined so that progress can be tracked from start to finish.

Using all this data, the software can generate several useful reports. A project status
summary report uses color codes to highlight each project and show if it is within bud-
get, on schedule, and within scope. A second report summarizes each project schedule,
how the schedule affects other projects competing for the same resources, and how the
schedule affects other projects that depend on the successful completion of the first one.
A third report summarizes the use of human resources and funds of all IT-related projects
on a weekly, monthly, or quarterly basis.17,18,19

Discussion Questions:

1. Dozens of potential projects are presented to the IT steering committee each
quarter. Prepare a standard outline to follow for each project business case and
make it easier to review projects consistently and effectively.

2. Identify and briefly discuss three scenarios that could lead to an active project
being delayed or cancelled.

3. Is it possible that a project manager or project sponsor might attempt to con-
ceal bad news about an active project to keep it from being cancelled? How could
they hide the true status of their project? What should happen if deception is
uncovered?

4. Prepare a list of skills and experiences that an ideal candidate should possess
to be a member of the IT steering team.
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Executing Projects and Initiatives
Once a set of projects is selected for execution, it must be staffed, provided the necessary
resources, and properly initiated to ensure success. Throughout the life of a project, busi-
ness managers have a key role in ensuring good results that meet business needs. They also
must smooth the way for the successful adoption and use of the new systems and
technology.

Unfortunately, the success rate for IT projects is not high. The Standish Group, a con-
sulting firm that provides IT investment planning research and services, estimated in a
2004 report that the IT project success rate is only about 34 percent.20 The next chapter
provides advice for improving the success rate of your company’s IT projects.

Measuring and Evaluating Results
The actual results of a project must be compared with the goals it expected to achieve. This
comparison may indicate that a change is needed in the organization’s measures, strate-
gies, goals, or objectives, as depicted in Figure 2-1. Managers must be flexible and willing to
reevaluate their positions based on the results and insights they gained from the project.
They must reassess their course of action and decide whether to make adjustments in light
of changing conditions.

For example, Wal-Mart is one of the world’s leaders in implementing radio frequency
identification (RFID) technology. In 2000, Wal-Mart mandated that its top 100 suppliers
must start tagging all cases and pallets carrying merchandise by January 2005. Cur-
rently, 600 of its suppliers are RFID-enabled, and the firm expects that 1000 of its stores will
soon use RFID. Wal-Mart originally had a dual goal to put the technology in 12 of its 137 dis-
tribution centers by the end of 2006, but changed its strategy to focus on enabling its
retail stores with RFID. Wal-Mart believes the new strategy allows the retailer to better col-
laborate with suppliers and monitor the flow of products to avoid problems and react to
spikes in demand. The new strategy will help Wal-Mart suppliers improve sales, reduce the
number of out-of-stock items, and raise the efficiency of moving products from Wal-Mart
backrooms to store shelves. Industry observers believe that the change in strategy could
slow Wal-Mart’s effort to improve the visibility of its supply chain; cases and pallets stored
in distribution centers that do not use RFID are essentially “invisible.”21

E F F E C T I V E S T R A T E G I C P L A N N I N G :
U N I T E D P A R C E L S E R V I C E ( U P S )

The preceding section described an effective strategic planning process based on a defined
mission/vision and OGSM. The following section uses the same process to outline a stra-
tegic plan developed for United Parcel Service.

Defining Vision and Mission
UPS senior management have created a well-defined vision/mission statement that essen-
tially has remained the same for several years.
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Vision: To bring the world’s businesses together through synchronized commerce by
coordinating their distribution systems, supply chains, and order management systems,
helping them to compete better in an expanding global economy.22

Mission: To develop business solutions that create value and competitive advantages
for customers of all sizes through product differentiation, market penetration, better cus-
tomer service, and improved cash flow.23

Conducting Internal Assessment
The following basic background information helps you understand how UPS became the
company it is today. Next, this section identifies UPS’s current internal strategies, strengths,
weaknesses, and threats.

Historical Perspective

In 1907, two teenagers working out of their basement in Seattle created what would become
the world’s largest package delivery service. Claude Ryan and Jim Casey started the
American Messenger Company by performing a wide range of tasks, from carrying notes
on foot or a bicycle to making home deliveries for drugstore customers. The company
changed its name to United Parcel Service (UPS) in 1919.

UPS expanded its U.S. operations over the next 55 years until it served all 48 states of
the continental United States. UPS went international in 1975 when it began offering ser-
vices in Canada; it started operations the following year in Germany. Over the next
decade, UPS expanded its service throughout the Americas and Europe. UPS extended ser-
vice to the Middle East, Africa, and the Pacific Rim with the 1989 purchase of IML, a
UK-based document and parcel delivery company.

Recognizing the growing need for overnight delivery, UPS expanded its Next Day Air ser-
vice to all 50 states and Puerto Rico by 1985. That same year, UPS introduced interna-
tional air package and document service between the United States and six European
nations. In 1988, UPS won approval from the Federal Aviation Administration (FAA) to
launch its own airline.

In 1992, UPS began tracking all ground shipments electronically using handheld
Delivery Information Acquisition Devices (DIADs). All UPS drivers carry DIADs; they use
them to scan bar-coded packages and upload delivery information to the UPS network.
DIADs also can provide Internet access; they operate over multiple types of wireless net-
works and integrate with Global Positioning System networks to determine accurate
locations.

The DIAD can capture a digital image of a recipient’s signature to positively confirm
their identity for the shipper. The DIAD also enables drivers to communicate with their
operation centers and receive information about any changes in pickup schedules, traf-
fic patterns, and other important messages.

Customers can visit the UPS Web site to track packages in transit; www.UPS.com ser-
vices more than 10 million requests per day for online tracking information. Customers
expect extremely high performance, predictable and reliable delivery times, and broad ser-
vice offerings as they seek to minimize supply-chain costs and disruptions.

The Internet links sellers and buyers globally, and e-commerce radically changed how
companies and consumers do business. UPS has been able to capture a large portion of the

Chapter 2

48

www.UPS.com


shipping associated with e-commerce. The company’s online presence includes www.UPS.
com and popular shipping and tracking systems such as WorldShip, Quantum View, and
CampusShip. These systems give customers efficient tools to process, track, and manage ship-
ments and supply chains.

During the late 1990s, UPS expanded its core business to offer services for customers
that needed more efficient global supply chains. Specialty services were developed for
companies in the automotive, consumer goods, and high-tech industries. Such companies
were increasingly becoming international, and benefited greatly from UPS’s expertise and
experience in supply-chain management. Today, UPS Supply Chain Solutions provides logis-
tical, global freight, financial, and mail services to enhance customers’ business perfor-
mance and improve their global supply chains.

UPS made several acquisitions to expand into new markets. The 1999 purchase of
Challenge Air made UPS the largest express and air cargo carrier in Latin America. In 2001,
UPS ventured into the retail business arena by acquiring Mail Boxes Etc. Within two years,
more than 3000 Mail Boxes Etc. locations were rebranded as The UPS Store to offer UPS
direct shipping services. The purchase of Menlo Worldwide Forwarding in 2004 enabled UPS
to make heavy air freight shipments.

The internal assessment for UPS continues with an identification of current strategies.

Current Strategies

Global expansion—UPS continues to expand its service worldwide, providing customers
in Asia, Europe, and South America with a range of time-definite and supply-chain services.
UPS has expanded its Worldport air hub in Louisville, Kentucky and its European air hub
in Cologne, Germany. Asia is a primary growth target for UPS; in 2005, it launched the
first nonstop delivery service between the United States and Guangzhou, China. Also in
2005, UPS acquired the interest held by its joint-venture partner in China, giving it access
to 23 cities that cover more than 80 percent of the country’s international trade.

Provide all modes of service—UPS has established an integrated ground and air net-
work that is the most extensive in the industry. It can handle all modes of service (express,
ground, domestic, international, commercial, and residential) through one pickup and
delivery system.

TABLE 2-4 Selected UPS financial data (in billions of dollars)

2005 2004 2003

U.S. domestic revenue $28.6 $27.0 $25.4

International package revenue $8.0 $6.8 $5.6

Supply chain and freight revenue $6.0 $2.8 $2.5

Total revenue $42.6 $36.6 $33.5

Operating profit $6.1 $5.0 $4.4

Operating margin (percent) 14.4 13.7 13.1

Net income $3.8 $3.3 $2.9
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TABLE 2-4 Selected UPS financial data (in billions of dollars) (continued)

2005 2004 2003

Assets $35.2 $33.1 $29.7

Long-term debt $3.3 $3.3 $3.1

Identification of Strengths

The internal assessment defined the following strengths:
Financial strength—UPS has more than $3 billion in cash and cash equivalents, with

a long-term debt of about $3 billion. Its operations generate a steady stream of cash and
the operating margin is over 13 percent.

Makes effective use of technology—UPS has an IT organization of 4500 professionals
and has invested an average of $1 billion per year on IT for the past 20 years. This invest-
ment has helped to develop a worldwide network supported by arguably the most sophis-
ticated IT systems in the transportation industry. Customers can take advantage of the UPS
IT platform by linking their systems directly into the UPS global network. This seamless
integration allows UPS to provide useful solutions that help customers improve their prof-
itability and access new markets.

Identification of Weaknesses

The internal assessment defined the following weaknesses:
Thin operating margin—The U.S. domestic operation is the cash cow for UPS, deliv-

ering two-thirds of the firm’s revenue. This portion of the business had a 15.7 percent
operating margin in 2005. Reinvestment of this money supports growth through acquisi-
tions, new product development, and service enhancements. The 2005 operating mar-
gin for UPS’s supply chain and freight business was just 2.6 percent, compared with an
operating margin of 18.7 percent in the international package business. In the first quar-
ter of 2006, the unit posted a $25 million operating loss.24 In November 2006, UPS
announced that it would cut 1200 positions in an attempt to increase the unit’s
profitability.25

Identification of Threats

The internal assessment defined the following threats:
Union contracts—About 241,000 UPS workers are represented by the Teamsters

Union. The current Teamsters contract with UPS expires in 2008. Other workers are cov-
ered by the International Association of Machinist and Aerospace Workers. The Associa-
tion of Parcel Workers of America is seeking to replace the Teamsters Union at UPS.26 Also,
about 3000 UPS pilots are represented by the Independent Pilots Association. The pilots
approved a new five-year contract in 2006.27

Conducting External Assessment
The external assessment begins with an examination of the industry, then identifies UPS’s
strengths, opportunities, and threats. The section concludes with a competitive analysis.

Chapter 2

50



Examining Industry

The external assessment begins by identifying that UPS competes in the package delivery
industry. Customers increasingly are interested in the timing and predictability of
deliveries; as a result, time-definite delivery has become essential for improved inventory
management and overall distribution efficiency. Time-definite delivery has grown from 4
percent of the U.S. parcel delivery market in 1977 to more than 60 percent by 2005.28

Identification of Strengths

The external assessment identifies the following strengths:
Dominant market share—UPS is the world’s largest package delivery company in both

revenue and volume. It is also a global leader in providing supply-chain services.
Global reach—UPS’s integrated global ground and air network is the most extensive

in the industry. It is the only network that handles all levels of service (express, ground,
domestic, international, commercial, and residential) through one integrated pickup and
delivery system.

Strong brand image—UPS has strong brand recognition among customers and
consumers. Fortune Magazine rated UPS as the “World’s Most Admired Company” in 2006.

Identification of Opportunities

The external assessment identifies the following opportunities:
Acquisitions—Acquisitions offer UPS the opportunity to grow geographically, offer new

services, and gain synergy. UPS invested $1.5 billion in acquisitions during 2005, includ-
ing Overnite, a less-than-truckload (LTL) transportation service with more than 60,000 cus-
tomers throughout the United States. This acquisition should provide UPS with synergistic
opportunities within its small-package business. It also acquired Lynx Express, a lead-
ing independent parcel carrier in the United Kingdom; Messenger Service Stolica, a lead-
ing parcel and express delivery company in Poland; and the express operations of Sinotrans
Air Transportation Development in China. UPS will continue to look for opportunities to
expand its global presence, lower its costs, and enhance its service offerings and technology.

Growth in e-commerce—U.S. online retail sales are expected to grow from $34 bil-
lion in 2001 to $271 billion in 2008, a compounded average growth rate of 34.5 percent. This
growth provides a major opportunity for UPS to provide effective solutions that meet cus-
tomer needs and to provide shipment information that enhances retailers’ business
applications.

International growth—The international package delivery market continues to grow
much faster than in the United States. UPS can continue to make significant investments in
this arena. It can use its worldwide infrastructure and wide range of services to improve
high-margin services. Both Europe and Asia offer significant opportunities for growth.

Identification of Threats

The external assessment identifies the following threats:
Rising oil prices—Global oil prices are highly volatile and impossible to predict over

the short term. However, it seems likely that prices will climb over the long term. From
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UPS’s perspective, mandatory emissions systems in trucks would decrease fuel efficiency,
compound the cost burden of high oil prices, and reduce income. Proposals for toll roads
in several states, including California and Texas, also would increase costs.

Terrorism—The airplanes owned by UPS and other freight carriers are potential
“weapons” for terrorists. UPS will be forced to spend more money to protect its equip-
ment, both on the ground and in the air.

Competitive Analysis

FedEx, founded in 1973, is a strong competitor of UPS. It also offers overnight, ground, and
heavy freight services as well as logistics services. FedEx won a $1.6 billion contract with
the U.S. Postal Service in 2006 to carry Priority Mail and Express Mail.29 FedEx has had
consistent growth in net income over three decades. Its operating margin is under 9 per-
cent, however, compared with 13 percent for UPS. UPS has greater customer coverage
and offers its services at lower costs than FedEx. FedEx spends about 8 percent of its rev-
enue on IT, compared with about 6 percent at UPS. Other financial comparisons between
UPS and FedEx are shown in Table 2-5.

TABLE 2-5 Financial comparative analysis of UPS and FedEx (in billions of dollars)

2005 2004 2003

Revenue Operating
Profit

Revenue Operating
Profit

Revenue Operating
Profit

UPS $42.5 $6.1 $36.5 $5.0 $33.5 $4.4

FedEx $29.4 $2.5 $24.7 $1.4 $22.7 $1.5

Based on the results of the internal and external assessments, UPS’s major strengths,
weaknesses, opportunities, and threats are summarized in Table 2-6.

TABLE 2-6 UPS SWOT analysis

Strengths
Holds leading market share
Global reach
Strong brand image
Financially strong
Makes effective use of technology

Weaknesses
Thin operating margin

Opportunities
Acquisitions
Growth in e-commerce services
International growth

Threats
Union contracts
Rising oil prices
Terrorism

Defining Objectives
Every for-profit organization considers future profitability a key objective. UPS had revenues
of $43 billion and operating income of $6 billion in 2005. From 2002 to 2005, its revenues grew
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at a compounded annual growth rate of 10.8 percent, while operating profits grew at a rate of
14.5 percent. Management’s objective is to preserve this consistency in revenue and earn-
ings growth.

Establishing Goals
UPS’s goal is to increase operating profits in all three business segments: domestic deliv-
ery, international delivery, and supply chain and freight.

Setting Strategies
The primary strategy to achieve these goals is to take advantage of UPS’s competitive
strengths while maintaining the firm’s focus on meeting or exceeding customer
requirements. The principal components of the UPS strategy are listed under “Growth strat-
egy” in Table 2-7.

Defining Measures
Management defined several growth-related measures for 2006, as listed in the final sec-
tion of Table 2-7.

TABLE 2-7 UPS vision, mission, objectives, goals, strategies, and measures

UPS Vision, Mission, Objectives, Goals, Strategies, and Measures

Vision: To bring the world’s businesses together through synchronized commerce by coordinating
their distribution systems, supply chains, and order management systems, helping them to compete
better in an expanding global economy.30

Mission: To develop business solutions that create value and competitive advantages for all
customers through product differentiation, market penetration, better customer service, and
improved cash flow.

Growth objective: Preserve consistency in revenue and earnings growth.

Growth goal: Grow operating profits in all three operating divisions: domestic delivery, international
delivery, and supply chain and freight.

Growth strategy: The primary strategy to achieve this goal is to take advantage of UPS’s competitive
strengths while maintaining the firm’s focus on meeting or exceeding customer requirements. The prin-
cipal components of this strategy are:

● Build on its leadership position in the United States.

● Continue international expansion.

● Provide comprehensive supply-chain solutions.

● Leverage leading-edge technology and e-commerce advantages.

● Continue integration of UPS shipping technology into customers’ operations.

● Pursue strategic acquisitions and global alliances.

● Focus supply-chain activities on the high-tech, healthcare, and retail sectors, where connectivity
across all UPS businesses is strong.
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TABLE 2-7 UPS vision, mission, objectives, goals, strategies, and measures (continued)

UPS Vision, Mission, Objectives, Goals, Strategies, and Measures

Growth measures for 2006:

● Increase earnings between 11 percent and 16 percent over 2005 results.

● Grow the small-package business by at least market rates in the United States.

● Grow the small-package business faster than market rates in major regions of the world.

Deploying OGSM to IT
Dave Barnes was promoted to senior vice president and CIO of UPS in January 2005. He
began his career with UPS in 1977 as a part-time package handler. He has held multiple posi-
tions with UPS, both in the United States and abroad, including assignments in opera-
tions, finance, internal audits, and at UPS Airlines. Most recently, he was vice president of
customer and operations applications portfolios. The position made him responsible for
directing global application development and managing 3000 of UPS’s 4700 IT workers.
“The movement of goods and the movement of information are really tied together. You
can’t have one without the other in today’s environment,” said Barnes.31 As head of the IT
organization, Barnes must ensure that it understands the corporate OGSM. The IT orga-
nization works to define, execute, and measure projects that are consistent with the firm’s
mission, objectives, goals, and strategies.

Identifying and Prioritizing Projects and Initiatives
The UPS IT organization spends roughly $1 billion per year, and is always working on
hundreds of IT-related projects. This section identifies and categorizes a few of these
projects.

Breakthrough

The UPS Package Flow Technology is a multiyear breakthrough project to re-engineer the
UPS package pickup and delivery process. The project is designed to support growth,
improve productivity, reduce costs, and provide the platform for new services. Package flow
technologies use forecasted and historical information to create a dispatch plan for every
driver working in the package distribution center. The plan ensures that no driver is over-
dispatched and minimizes any last-minute load changes to a driver’s delivery truck.32 This
planning is key because UPS delivers multiple services using the same driver, unlike other
carriers. A single UPS driver delivers overnight packages, collects COD payments, and
delivers ground packages to commercial and residential customers on the route. The goal
is to provide customers with a consistent, reliable service and enable UPS to better under-
stand each customer’s unique needs. A key component of the project is the printing of a pre-
load assist label (PAL) at the package center. This label tells the package sorter which
conveyor belt chute to use for transporting the package to the package car loading area.

According to UPS, “Once in the loading area, the PAL tells the loader the exact shelf loca-
tion on the specific car where the package should be placed for optimum delivery. Before the
creation of the PAL, a UPS employee loading a package car had to memorize thousands of
addresses. To ensure that a loader correctly had loaded the package car, a driver often had to
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spend valuable time checking and rearranging packages in the back of the package car in the
order he/she felt would be the most optimum for delivery. Now the driver knows exactly how
many packages are in the back of the package car and in what order all those packages need to
be delivered to ensure that all customer service levels are met.”33

Savings from this project are estimated to be $750 million per year starting in 2008.
The project also will increase revenue by several hundred million dollars per year by
enabling further enhancements in service levels. Thus, the total tangible benefits could
exceed $1 billion per year.34

Growth

UPS is dramatically expanding its Worldport, a sophisticated hub in Louisville, Kentucky,
that is the heart of the company’s global transportation network. The expansion is
required to meet the demands of continued growth in UPS’s air package volume around the
world. This expansion will increase sorting capacity over the next five years by 60 per-
cent to 487,000 packages per hour. The expansion plan calls for three new aircraft load-
ing wings in the hub building, the installation of high-speed conveyors, and millions of
dollars for new computer control systems.35

Innovation

UPS has extensively tested radio frequency identification (RFID) technology as a possible
replacement for the bar coding it uses to sort packages. RFID would eliminate the need for
line-of-sight reading, which is required for bar codes. Also, RFID tags can be scanned at
greater distances than bar codes. The RFID chips, however, cannot accurately read tag
information at high speeds beyond the range of RFID antennas. The first-pass accuracy rate
is about 80 percent, which is much poorer than the 95 percent accuracy of bar-coded
packages.36 The firm continues to monitor RFID advances closely, and recently invested in
G2 Microsystems, an RFID chip manufacturer.37

Enhancement

UPS drivers use handheld wireless computers called DIADs (Delivery Information
Acquisitions Devices) to capture package identification data, location information, and cus-
tomer signatures. The data eventually is relayed to the DB2 package tracking database. The
EDD (Enhanced DIAD Download) is UPS-developed software that downloads an elec-
tronic manifest to the driver’s DIAD at the start of each workday. This system enables driv-
ers to view each scheduled package delivery displayed on the DIAD in the order of most
efficient delivery. The EDD software can make the DIAD generate an alarm if the driver tries
to deliver a package to the wrong customer or forgets to deliver packages to a customer.

Maintenance

UPS is continually evaluating and upgrading the DIAD device to obtain more memory for
storing data and instructions, faster processors, and new network capabilities. UPS cur-
rently is evaluating and testing the fifth generation of the DIAD. Each new generation
requires testing to ensure that existing software will operate on the new hardware. New soft-
ware also is created strictly for the new DIAD device.
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Mandatory

UPS developed software called Target Search to enable U.S. Customs and Border
Protection agents to inspect packages that pass through the Worldport international hub
in Louisville. The software captures and provides information about packages so agents can
be more selective in choosing packages for inspection.

Table 2-8 summarizes the project categories of the UPS IT organization. These catego-
ries were introduced in Table 2-3.

TABLE 2-8 Classification of UPS IT-related projects

Project Type Specific Projects

Breakthrough Implement Package Flow Technology

Growth Expand the Louisville Worldport facility

Innovation Evaluate use of RFID chips to replace bar code technology

Enhancement Upgrade DIADs with the new EDD software

Maintenance Evaluate and upgrade DIADs, associated software, and networking
capabilities

Mandatory Deploy Target Search software

Executing Project, Then Measuring and Evaluating Results
The preceding set of projects and hundreds of other projects are being executed by UPS.
During the execution of each project, actual results are compared to expected results. Nec-
essary adjustments and changes are made to ensure that projects meet the desired busi-
ness goals and are completed within a reasonable time frame and budget. Some approved
projects even may be cancelled based on negative results and a realization that the project
is no longer as attractive as it once seemed. For example, UPS carefully evaluated the use
of RFID technology to replace its decades-old bar codes, but learned that the new tech-
nology could not yet meet its needs. Further efforts to implement RFID technology have
been sidelined until the technology becomes cheaper and more effective.

The checklist in Table 2-9 provides a set of recommended actions for business manag-
ers to take to ensure that their organization follows an effective strategic planning process.
The appropriate answer to each question is “yes.”

Chapter 2

56



TABLE 2-9 Manager’s checklist

Yes No

Are the efforts of your IT group aligned with the organization’s strategies and
objectives?

Do business managers clearly communicate your organization’s vision/mission,
objectives, goals, strategies, and measures? Does this communication help every-
one define the actions required to meet organizational goals?

Do you have an effective process to choose from alternative strategies that consid-
ers many factors, including the long-term impact of each strategy on revenue and
profit, the degree of risk involved, the amount and types of required resources, and
potential competitive reaction?

Does your organization establish measures to track the progress of executing cho-
sen strategies?

Does your organization have an effective way to identify and prioritize potential
projects?

Does your organization measure and evaluate the results of projects as they
progress, with an eye toward making necessary adjustments?

Is your organization willing to cancel a project if results do not meet expectations?
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Chapter Summary

● Strategic planning is a process that helps managers identify desired outcomes and for-
mulate feasible plans to achieve these objectives using available resources and
capabilities. The strategic plan must take into account that the organization and every-
thing around it is changing.

● Business managers have a key responsibility to communicate the organization’s vision,
objectives, and strategies so that everyone can help define the actions required to meet
organizational goals.

● The vision/mission statement communicates an overarching aspiration that guides an
organization and forms a basis for making decisions and taking action.

● Strategic planning requires careful study of the external environment surrounding an
organization and assessing where the organization fits within it. Analysis of the internal
assessment and external environment are frequently summarized into a SWOT matrix.

● Management must define objectives for what their organization must accomplish and
associated goals that specify how to determine if the objectives are being met.

● Management also must define the strategies or specific actions the organization will take
to achieve its vision/mission, objectives, and goals. There are several approaches for
identifying strategies, including Porter’s three fundamental strategies, the market options
matrix, and the growth-share matrix.

● Measures are metrics that track an organization’s progress in executing chosen strate-
gies to attain its objectives and goals.

● An organization’s highest-level objectives, goals, strategies, and measures (OGSM) must
be deployed to its various business units and functional units so that everyone knows
what is expected and how to achieve it. Members of an IT organization support the cor-
porate OGSM by generating ideas for IT projects that are consistent with the identi-
fied strategies.

● Many organizations create an IT investment board of business-unit executives to review
potential projects and evaluate them from different perspectives. Once a set of projects
is selected for execution, they must be staffed, provided with necessary resources, and
properly initiated to ensure success.

● An analysis of actual project results may indicate that a change is needed in the organiza-
tion’s measures, strategies, goals, or objectives. Managers must be flexible and willing to
reassess their course of action when necessary. In light of changing conditions, they can
decide whether to make adjustments to a project or perhaps even terminate it.

Discussion Questions

1. What role should the CEO take during the strategic planning process? Identify other key
players and their roles.

2. How often should the vision/mission statement be updated or revised?

3. Discuss how you would gather data about an organization’s internal processes and
operations. Identify specific tools or techniques you might apply to gain useful insights.
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4. Identify the five fundamental forces that determine an industry’s level of competition and
long-term profitability. Give an example of how each factor can affect profitability.

5. How would you distinguish between an organizational weakness and a threat to the
organization? How would you distinguish between a strength and an opportunity?

6. What would it mean if an organization could not identify any opportunities? What if it could
not identify any threats?

7. What is the difference between an objective and a goal? Give an example of each.

8. Would you recommend that an organization set BHAGs? Why or why not?

9. Define the term strategy and discuss how a strategy is related to objectives and goals. Pro-
vide an example of an organizational strategy.

10. Briefly describe the market options matrix and identify the four basic options it suggests.

11. Briefly describe the growth-share matrix and discuss how an organization might use it to allo-
cate resources.

12. Define the term measure and discuss how a measure is related to an objective and a goal.

13. Discuss what it means to deploy an organization’s OGSM. What should the deployment
accomplish?

14. Give an example of an IT-related project that an IT organization might use in an attempt to
achieve its own OGSM. Give an example of an IT project that might help another depart-
ment achieve its OGSM.

15. In comparing two potential growth projects, should the project with the better rate of return
always be chosen? Discuss your answer fully.

16. Give an example of project results that might prompt an organization to reconsider one or
more of its goals, strategies, or measures. Give an example of project results that might
prompt an organization to cancel an active project.

Action Memos

1. In the past three years, your firm has not done well. Its market share and profitability have
dropped and the stock price has fallen more than 25 percent. A new CEO has been hired
to lead a turnaround process for the firm. She has called a meeting of her direct reports to
discuss the need for a new direction at the firm. She also wants to create a strategic plan
that captures this new vision and reinvigorates the employees, executives, shareholders, and
the financial community. She has asked each executive to briefly discuss their ideas for the
plan. It is your turn to speak. What do you say?

2. You are the CFO of a mid-sized manufacturer. The IT organization has just completed its
annual strategic planning and budgeting process. Their plans and $30 million budget were
forwarded to you for review by the recently hired CIO. Frankly, you cannot understand the
plan, nor do you see a close connection between the proposed projects and the strategic
goals of the organization.You are especially concerned because little of the budget is allo-
cated for growth and breakthrough projects. The CIO is on the phone, asking to meet with
you to discuss his plans and budget. How do you respond?
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Web-Based Case

Go to the Johnson & Johnson corporate Web site at www.jnj.com. You may be surprised to find
that they do not have a corporate mission statement. Instead, for more than 60 years, a simple,
one-page document—Our Credo—has guided Johnson & Johnson in fulfilling its responsibili-
ties to its customers, employees, stockholders, and the community. Compare and contrast the
Johnson & Johnson credo with the typical vision/mission statement. Do you think senior man-
agement should spend the effort and time to develop a vision/mission statement? Why or why not?

Case Study

Strategic Plan: Company of Your Choice

Choose a company that interests you and document their strategic plan, including:

● Vision, mission, objectives, goals, strategies, and measures

● An industry analysis

● A SWOT analysis

Identify two IT-related projects that would be consistent with this plan. Recommend one of
the two projects for implementation. (Hint : Choose a publicly traded company to ensure that you
can find sufficient information to develop the strategic plan.)
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C H A P T E R 3
PROJECT MANAGEMENT

O N T H E I M P O R T A N C E O F P R O J E C T
M A N A G E M E N T

“According to polling by Forrester Research Inc., the pressure to deliver projects on time
and on budget puts project management skills atop the list of hiring priorities for a major-
ity of CIOs in 2007.”

—Linda Tucci, senior news writer, “CIOs Scramble for Project Managers,”
SearchCIO.com, 19 March 2007.

B R O W N - F O R M A N : G O O D P R O J E C T
M A N A G E M E N T P R O C E S S D E L I V E R S
O U T S T A N D I N G R E S U L T S

Brown-Forman is an American-owned spirits and wine company with annual sales of $3 billion in 135

countries. The firm employs 4,000 people worldwide and 1,300 in its Louisville, Kentucky headquarters.

A key objective of the firm is to improve the global reach of its brands. One strategy identified to

achieve this objective is to create highly efficient standard business processes that can be reapplied

across the firm’s subsidiaries.

Brown-Forman cash management processes enable the firm to receive and pay for goods and

services, and to support the daily management of working capital, investments, and transactions with

domestic and foreign subsidiaries. Previously, Brown-Forman relied on a “home-grown” Excel spread-

sheet system with many inefficient manual interfaces. For example, workers had to re-enter bank

information from the company’s subsidiaries into spreadsheets to determine daily cash positions. The

system clearly was not a good solution to reapply across its subsidiaries.



Executive vice president and CFO Phoebe A. Wood identified replacing the antiquated cash

management system as a high priority. The project was initiated and executed following a standard

project management approach that Brown-Forman had developed over the years.This approach clearly

defined a time-proven multiphase process for employees that greatly improved the probability of project

success.

The project’s brief but critical initiation phase involved several business managers, including project

leader Bob Walker from the Treasury Department, an IT manager, an assistant treasurer, and a treasury

analyst. They focused on defining the scope of the project and key business objectives. This phase

clearly identified numerous opportunities for improvement and indicated that the project was reasonable

to pursue.

During the planning phase of the project, members of the accounting, finance, and IT areas and the

system’s ultimate end users further defined requirements in each area and established specific and

measurable goals. They also evaluated several options for meeting business needs. They learned that

the software firm SAP had developed state-of-the-art cash management systems for other consumer

products firms. Walker and key members of his team visited Colgate-Palmolive, were impressed with

what they saw, and decided to create the new cash management system based on the SAP software

solution. The team then developed a preliminary budget and schedule, complete with milestones. They

also identified potential change in management issues that might arise.

Next, the team explored the capabilities and limitations of the standard, uncustomized SAP

software. They developed basic prototypes to demonstrate how the new work processes would operate

and how the software would work. Necessary areas of customization were identified. Once this blueprint

was approved, the implementation team built the system, including necessary customizations.
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When the cash management system was coded and fully tested, a series of training sessions were

held for key users. The key users defined and executed a systems acceptance test plan to ensure that

the system met their expectations.The key users then prepared and delivered end-user training that was

tailored to each user’s role so that everyone was ready to “go live.”

The final phase involved changing from the old Excel-based system to the new processes

associated with the SAP software. Brown-Forman used a “flash cut-over,” in which the old system was

used on a Friday and the new system was up and running on the next Monday.

With the new SAP-based system and work processes, Brown-Forman cut the total effort associated

with its cash management processes by over 60 percent. They also reduced the hours required for

month-end closing from 48 hours to just 1 hour. The project came in on time and on budget. Thus,

following a well-defined project management process enabled Brown-Forman to achieve outstanding

results.1,2

L E A R N I N G O B J E C T I V E S

As you read this chapter, ask yourself:

● What is project management, and what are the key elements of an
effective project management process?

● How can an effective project management process improve the
likelihood of project success?

This chapter clarifies the importance of project management and outlines a tried and
proven process for successful project management.
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W H Y M A N A G E R S M U S T U N D E R S T A N D
P R O J E C T M A N A G E M E N T

Projects are the way that much of an organization’s work gets done. On the basis of data
released by the Bureau of Economic Analysis, part of the U.S. Department of Commerce, the
Project Management Institute estimates that project spending in the U.S. public and pri-
vate sectors combined exceeds $2 trillion per year, an amount equivalent to a quarter of
America’s GDP. Worldwide, project-related spending is estimated to be almost $10 tril-
lion per year.3

Unfortunately, the success rate for IT-related projects is not high. The Standish Group,
a consulting firm that provides IT investment planning research and services, estimated in
its 2004 report that the IT project success rate is only about 34 percent (see Figure 3-1).
“Success” in this context means that the project met schedule and budget constraints and
delivered all critical features and requirements. About 51 percent of all projects are “chal-
lenged,” meaning that they are over time, over budget, and/or lacking critical features
and requirements. Meanwhile, about 15 percent of all IT projects are estimated to be clear
failures. These findings are based on a study of 40,000 projects over the past 10 years.4 This
chapter provides advice for improving the success rate of your IT projects.

Researchers Hamel and Prahalad defined the term core competency to mean some-
thing that a firm can do well and that provides customer benefits, is hard for competitors
to imitate, and that can be leveraged widely to many products and markets.5 Today, many
organizations recognize project management as one of their core competencies, and see

Project Outcomes

Successful

Challenged

Failure

FIGURE 3-1 The Standish Group’s 2004 findings for IT-related projects
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their ability to better manage projects as a way to achieve an edge over competitors and
deliver greater value to shareholders and customers. As a result, they spend considerable
effort identifying potential project managers and then training and developing them. For
many managers, their ability to manage projects effectively is now a key to their success
within an organization.

W H A T I S A P R O J E C T ?

A project is a temporary endeavor undertaken to create a unique product, service, or
result.6 Each project attempts to achieve specific business objectives and is subject to cer-
tain constraints such as total cost and completion date. As previously discussed, there
must be a clear connection between business objectives, goals, and projects; also, projects
must be consistent with business strategies. For example, an organization may have a busi-
ness objective to improve customer service by offering a consistently high level of ser-
vice that exceeds customers’ expectations. Initiating a project to reduce costs in the
customer service area by eliminating all but essential services would be inconsistent with
this business objective.

At any point in time, an organization may have dozens or even hundreds of active
projects aimed at accomplishing a wide range of results. Projects are different from opera-
tional activities, which are repetitive activities performed over and over again. Projects are
not repetitive; they come to a definite end once the project objectives are met or the project
is cancelled. Projects come in all sizes and levels of complexity, as you can see from the fol-
lowing examples:

● A senior executive led a project to integrate two organizations following a cor-
porate merger.

● A consumer goods company executed a project to launch a new product.
● An operations manager led a project to outsource part of a firm’s operations

to a contract manufacturer.
● A hospital executed a project to load software on physicians’ PDAs, which

enabled them to access patient data anywhere in the hospital.
● A computer software manufacturer completed a project to improve the sched-

uling of help desk technicians and reduce the time on hold for callers to its
1-800 phone support services.

● A staff assistant led a project to plan the annual sales meeting.
● A manager completed a project to enter her departmental budget into a pre-

formatted spreadsheet template.

Project Variables
Five highly interrelated parameters define a project—scope, cost, time, quality, and user
expectations. If any one of these parameters changes for a project, there must be a corre-
sponding change in one or more of the other parameters. A brief discussion of these
parameters follows.
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Scope

Project scope is a definition of which work is and is not included in a project. Project scope
is a key determinant of the other project factors, and must carefully be defined to ensure
that the project meets its essential objectives. In general, the larger the scope of the
project, the more difficult it is to meet cost, schedule, quality, and stakeholder expectations.

For example, the Big Dig is the unofficial name of Boston’s Central Artery/Tunnel
Project, whose scope included rerouting Interstate 93, the primary controlled-access high-
way through the center of Boston, into a 3.5-mile tunnel under the city. The scope of the
project also included the extension of Interstate 90 to Logan International Airport and
the construction of the Rose Kennedy Greenway in the space vacated by the previous I-93
elevated roadway. Another major component of the project scope included construction
of the Zakim Bunker Hill Bridge over the Charles River. This 10-lane, cable-stayed hybrid
bridge is the widest of its type ever built and the first to use an asymmetrical design.

When initially conceived, the project was estimated to cost $2.8 billion. By the time
construction began, the estimate had ballooned to $5.8 billion despite eliminating a rail con-
nection between Boston’s North Station and South Station from the scope of the project.
As of the end of 2006, the actual cost of the project had exceeded $14 billion. Not only were
cost and schedule goals not met, the project failed to meet quality expectations. The tun-
nels have been plagued with hundreds of water leaks that damaged the steel supports and
forced temporary closures for repairs. In the summer of 2006, the tunnel connecting I-90
to the Ted Williams Tunnel had to be closed after a partial collapse of the ceiling caused
a fatal accident.7 Many observers believe that the broad and changing scope of the project
(poor scope management) contributed to its many problems.

Cost

The cost of a project includes all the capital, expenses, and internal cross-charges associ-
ated with the project’s buildings, operation, maintenance, and support. Capital is money
spent to purchase assets that appear on the organization’s balance sheet and that are depre-
ciated over the life of the asset. Capital items typically have a useful life of several years.
A building, office equipment, computer hardware, and network equipment are examples of
capital assets. Computer software also can be classified as a capital item if it costs more
than $1000 per unit, has a useful life exceeding one year, and is not used for research and
development.

Expense items are nondepreciable items that are consumed shortly after they are
purchased. Typical expenses associated with an IT-related project include the use of out-
side labor or consultants, travel, and training. Software that does not meet the criteria
to be classified as a capital item is classified as an expense item.

Many organizations use a system of internal cross-charges to account for the cost of
employees assigned to a project. For example, the fully loaded cost (salary, benefits, and
overhead) of a manager might be set at $120,000 per year. The sponsoring organiza-
tion’s budget is cross-charged this amount for each manager who works full-time on the
project. So, if a manager works at a 75 percent level of effort on a project for 5 months,
the cross-charge is $120,000 × 0.75 × 5/12 = $37,500. The rationale behind cross-
charging is to enable sound economic decisions for whether employees are assigned to

Chapter 3

68



project work or operational activities. If employees are assigned to a project, cross-
charging helps organizations determine which one makes the most economic sense.

Organizations have different processes and mechanisms for budgeting and controlling
each of the three types of costs: capital, expense, and internal cross-charge. Money from
the budget for one type of cost cannot be used to pay for an item associated with another
type of cost. Thus, a project with lots of capital remaining in its budget cannot use the
available dollars to pay for an expense item even if the expense budget is overspent.

Table 3-1 summarizes and classifies various types of common costs associated with an
IT-related project.

TABLE 3-1 Typical IT-related project costs

Development Costs

Capital Internal cross-charge Expense

Employee-related expenses

Employees’ effort X

Travel-related expenses X

Training-related expenses X

Contractor and consultant charges X

IT-related capital and expenses

Software licenses (greater than minimum
to be classified as expense) X

Software licenses (less than minimum
to be classified as expense) X

Computing hardware devices X

Network hardware devices X

Data entry equipment X

Total development costs X X X

Time

The timing of a project is frequently a critical constraint. For example, in most organiza-
tions, projects that involve finance and accounting must be scheduled to avoid any con-
flict with operations associated with the closing of end-of-quarter books. Projects often
must be complete by a certain date to meet an important business goal or a government
mandate.
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A full decade after the Health Insurance Portability and Accountability Act (HIPAA)
became federal law, health insurers were still struggling to meet all the requirements of this
far-reaching legislation. One requirement of HIPAA mandates that all healthcare provid-
ers obtain a 10-digit National Provider Identifier (NPI) number to serve as each provider’s
unique, standard identifier. This system is designed to improve the efficiency and effec-
tiveness of electronically transmitting health information. Large insurers had to begin pro-
cessing documents with the NPIs by May 2007. Failure to use the NPI identifier means that
patient and provider requests cannot be processed, including requests for payment of
services. Conforming to this mandate required extensive changes in many systems used
both by healthcare providers and insurers. For example, Blue Cross and Blue Shield of North
Carolina spent more than 10,000 hours making necessary changes to its 11 internal sys-
tems that must process NPIs.8

Quality

The quality of a project can be defined as the degree to which the project meets the needs
of its users. The quality of a project that delivers an IT-related system may be defined in
terms of the system’s functionality, features, system outputs, performance, reliability, and
maintainability. For example, Avaya Inc. provides communication solutions that enable
organizations to communicate effectively with their customers, suppliers, business part-
ners, and employees. These solutions are comprised of hardware, software, and other
services. The company recently launched Customer Interaction Express (CIE), new full-
featured software for contact centers to serve its customers in the Middle East and North
Africa. In creating this software, Avaya met numerous quality targets that were impor-
tant to its potential customers. The software includes features that enable it to handle cus-
tomer interactions via phone, e-mail, fax, and even text messaging. CIE shows both real-
time and historical data about how customers contact the firm across all means of
interaction. The software is designed to perform well for firms with 100 to 1000 employ-
ees that operate contact centers with 10 to 150 customer service agents. It also is designed
to be highly reliable in support of around-the-clock customer service operations.9 Fail-
ure of the software to meet any of these quality requirements would lessen the likelihood
of its adoption by potential customers.

User Expectations

As a project begins, the stakeholders will form expectations or already have expectations
about how the project will be conducted and how it will affect them. For example, based on
previous project experience, the end users of a new IT system may expect that they will
have no involvement with the system until it is time for them to be trained. However, the
project manager may need the end users to help define system requirements, evaluate sys-
tem options, develop user documentation, and define and conduct the user acceptance test.

As another example, end users may expect to be present at weekly project status meet-
ings and expect to hear progress reports firsthand. Perhaps the project manager did not
consider involving them in the status meetings or even plan to have weekly meetings,
however. Both examples illustrate the huge differences in expectations that can exist

Chapter 3

70



between stakeholders and project members. It is critical to a project’s success to identify
expectations of key stakeholders and team members; if there are differences, they must be
resolved to avoid future problems and misunderstandings.

The five project parameters—scope, cost, time, quality, and user expectations—are all
closely interrelated, as shown in Figure 3-2. For example, if the time allowed to com-
plete the project is decreased, it may require an increase in project costs, a reduction in
project quality and scope, and a change of expectations among the project stakehold-
ers, as shown in Figure 3-3.

W H A T I S P R O J E C T M A N A G E M E N T ?

Project management is the application of knowledge, skills, and techniques to project
activities to meet project requirements.10 Project managers must attempt to deliver a solu-
tion that meets specific scope, cost, time, and quality goals while managing the expecta-
tions of the project stakeholders—the people involved in the project or those affected by its
outcome.

The essence of artistic activity is that it involves high levels of creativity and freedom
to do whatever the artist feels. Scientific activity, on the other hand, involves following

Expectations CostQuality

Scope

Time

FIGURE 3-2 Original project definition

Expectations

CostQuality

Scope

Time

FIGURE 3-3 Revised project definition
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defined routines and exacting adherence to laws. Under these definitions, part of project
management can be considered an art, because project managers must apply intuitive skills
that vary from project to project and even from team member to team member. “There’s
a certain salesmanship and a lot of psychology involved with performing the project man-
agement job well,” said project manager consultant Mark Reilley. “You’re selling change to
end users and to bosses. You also have to be a cheerleader for the team and get to know what
motivates people to perform.”11

Project management is also part science because it uses time-proven, repeatable pro-
cesses and techniques to achieve project goals. Thus, one challenge to successful project
management is recognizing when to act as an artist and rely on one’s own instinct, versus
when to act as a scientist and apply fundamental project management principles and
practices. The following section covers the nine areas associated with the science of project
management.

P R O J E C T M A N A G E M E N T
K N O W L E D G E A R E A S

According to the Project Management Institute, project managers must coordinate nine
areas of expertise, including scope, time, cost, quality, human resources, communica-
tions, risk, procurement, and integration.

Scope Management
Scope management includes defining the work that must be done as part of the project and
then controlling the work to stay within the scope to which the team has agreed. Key activi-
ties include initiation, scope planning, scope definition, scope verification, and scope
change control.

To avoid problems associated with a change in project scope, a formal scope change pro-
cess should be defined before the project begins. The project manager and key sponsors
should decide whether they will allow scope changes at any time during the project, only in
the early stages of the project, or not at all. The trade-off is that the more flexibility you
allow for scope changes, the more likely the project will meet user needs for features and
performance. The project will be more difficult to complete within changing time and bud-
get constraints, however. After all, it is harder to hit a moving target.

The change process should capture a clear definition of the change that is being
requested, who is requesting it, and why. If the project team has decided not to allow any
scope changes during the project, then each new requested scope change is filed with
other requested changes. Once the original project is complete, the entire set of requested
scope changes can be reviewed and the project team can decide which, if any, of the
changes will be implemented and when. (Often, it makes sense to group related changes.)
A follow-on project can then be considered to implement the recommended changes. The
scope, cost, schedule, and benefits of the project must be determined to ensure that it is well
defined and worth doing.

If the project team has decided to allow scope changes during the project, then time
and effort must be allowed to assess how the scope change will affect the interrelated project
variables, such as cost, schedule, quality, and expectations. This impact on the project
must be weighed against the benefits of implementing the scope change, and the team must
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make a yes/no decision whether to implement the scope change. Of course, there may be
alternatives for implementing the scope change, and the pros and cons must be weighed
for each. The time required just to research scope changes can add considerable cost and
additional time to the original project. Each scope change should be approved formally or
rejected by the project manager and key stakeholders.

Time Management
Time management includes estimating a reasonable completion date, developing a work-
able project schedule, and ensuring the timely completion of the project. It requires iden-
tifying specific tasks that project team members and/or other resources must complete;
sequencing these tasks, taking into account any task dependencies or hard deadlines; esti-
mating the amount of resources required to complete each task, including people, mate-
rial, and equipment; estimating the elapsed time to complete each task; analyzing all this
data to create a project schedule; and controlling and managing changes to the project
schedule. A project schedule is needed to complete a project by a defined deadline, avoid
rework, and avoid having people who do not know what to do or when to do it.

The development of a work breakdown structure is a critical activity needed for effec-
tive time management. A work breakdown structure (WBS) is an outline of the work to
be done to complete the project. You start by breaking the project into various stages or
groups of activities that need to be performed. Then, you identify the tasks associated with
each project stage. A task typically requires a week or less to complete and produces a spe-
cific deliverable—tangible output like a flowchart or end-user training plan. Then the tasks
within each stage are sequenced. Finally, any predecessor tasks are identified—for
example, tasks that must be completed before a later task can begin.

Next you must determine how long each task will take.
Thus, building a WBS allows you to look at the project at a high level or at a great level

of detail to get a complete picture of all the work that must be performed. Development of
a WBS is another approach to defining the scope of a project—work not included in the
WBS is outside the scope of the project.

Table 3-2 shows a sample WBS for a project whose goal is to establish a wireless net-
work in a warehouse and install RFID scanning equipment on forklift trucks for the track-
ing of inventory. The three phases of the project in Table 3-2 are “Define Warehouse
Network,” “Configure Forklift Trucks,” and “Test Warehouse Network.” Figure 3-4 shows
the associated schedule in the form of a Gantt chart, with each bar in the chart indicat-
ing the start and end dates of each major activity (heavy black lines) and task (lighter lines).

TABLE 3-2 Work breakdown structure

Task Duration Start End Predecessor Tasks

1 Implement Warehouse Network 28d 5/08/09 6/14/09

2 Define Warehouse Network 25d 5/08/09 6/09/09

3 Conduct Survey 3d 5/08/09 5/10/09

4 Order RF Equipment 14d 5/11/09 5/30/09 3
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TABLE 3-2 Work breakdown structure (continued)

Task Duration Start End Predecessor Tasks

5 Install RF Equipment 6d 6/01/09 6/08/09 4

6 Test RF Equipment 2d 6/09/09 6/10/09 5

7 Configure Forklift Trucks 19d 5/08/09 6/01/09

8 Order RFID Scanners for Trucks 12d 5/08/09 5/25/09

9 Install RFID Scanners on Trucks 5d 5/26/09 6/01/09 8

10 Test RFID Scanners 2d 6/02/09 6/03/09 9

11 Test Warehouse Network 28d 5/08/09 6/14/09

12 Develop Test Plan 2d 5/08/09 5/09/09

13 Conduct Test 3d 6/11/09 6/15/09 6,10,12

Cost Management
Cost management includes developing and managing the project budget. This area involves
resource planning, cost estimating, cost budgeting, and cost control. As previously dis-
cussed, a separate budget must be established for each of the three types of costs—capital,
expense, and internal cross-charge—and money in one budget cannot be spent to pay for
another type of cost.

One approach to cost estimating uses the WBS to estimate all costs (capital, expense,
and cross-charge) associated with the completion of each task. This approach can require
a fair amount of detail work, such as determining the hourly rate of each resource assigned
to the task and multiplying by the hours the resource will work on the task, estimating the
cost per unit for supplies and multiplying by the number of units required, and so on. If
possible, the people who will complete the tasks should be allowed to estimate the time
duration. This approach helps them to better understand the tasks they are expected to
complete, gives them some degree of power in defining how the work will be done, and
obtains their “buy-in” to the project schedule and budget. You can develop a project dura-
tion based on the sequence in which the tasks must be performed and the duration of each
task. You can also sum the cost of each task to develop an estimate of the total project

D I e m a N   k s a T n o i t a r u D t r a t S h s i n i F s r o s s e c e d e r P 

1 k r o w t e N   e s u o h e r a W   t n e m e l p m I s y a d   8 2 9 0 / 8 / 5   i r F 9 0 / 6 1 / 6   e u T 
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FIGURE 3-4 Gantt chart depicting the beginning and end of project tasks

Chapter 3

74



budget. This entire process is outlined in Figure 3-5, and the resulting budget is depicted
in Table 3-3.

TABLE 3-3 Project budget

Task Capital Expense Cross-charges

1 Implement Warehouse Network

2 Define Warehouse Network

3 Conduct Survey $2,400

4 Order RF Equipment $9,000

5 Install RF Equipment $7,800

6 Test RF Equipment $ 960

7 Configure Forklift Trucks

8 Order RFID Scanners for Trucks $12,500

9 Install RFID Scanners on Trucks $2,400

10 Test RFID Scanners $1,200

11 Test Warehouse Network $ 960

12 Develop Test Plan

13 Conduct Test $1,440

TOTAL Costs $21,500 $10,200 $6,960

Define goal

Divide project
into stages

Identify tasks
in each stage

Define deliverables
for each task

Sequence tasks

Assign resources to tasks

Estimate task duration

BudgetSchedule

FIGURE 3-5 Development of a WBS leads to creation of a schedule and budget
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As an example, suppose that a company plans to implement a new software package
for its accounts payable process. The company must spend $15,000 on computer hard-
ware (capital) and pay the software vendor $20,000 for its time and effort to implement the
software (expense). The vendor also must be paid $25,000 for the software package license
(capital). In addition, one business manager will spend six months full time leading the
effort. Six months worth of the fully loaded cost of the manager (say, $120,000 per year)
must be charged to the cross-charge budget of the accounting organization. The cross-
charge is a total of $60,000.

Quality Management
Quality management ensures that the project will meet the needs for which it was
undertaken. This process involves quality planning, quality assurance, and quality control.
Quality planning involves determining which quality standards are relevant to the project
and determining how they will be met. Quality assurance involves evaluating the
progress of the project on an ongoing basis to ensure that it meets the identified quality
standards. Quality control involves checking project results to ensure that they meet iden-
tified quality standards.

When it comes to developing IT-related systems, “defects in requirements are the
source of the majority of defects that are identified during testing, and problems with
requirements are among the top causes of project failure,”12 according to a recent report
by Forrester Research, a technology and market research company that provides advice
to global leaders in business and technology. Thus, most organizations put a heavy
emphasis on accurately capturing and documenting what the business needs from the
system and managing changes in user requirements during the project. Software is often
employed, including everything from general-purpose word-processing software to
specially designed requirements management software from vendors such as Borland
Software, Compuware, IBM Relational, Serena Software, and Teleogic AB.13

Human Resource Management
Human resource management is about making the most effective use of the people involved
with the project. It includes organizational planning, staff acquisition, and team
development. The project manager must be able to build a project team staffed with people
with the right mix of skills and experience, and then train, develop, coach, and motivate
them to perform effectively on the project.

The project manager may be assigned all members of the team, or may have the luxury
of selecting all or some team members. Team members should be selected based on their
skills in the technology needed for the project, their understanding of the business area
affected by the project, their expertise in a specific area of the project, and their ability to
work well on a team. Often, compromises must be made. For example, the best available
subject-matter expert may not work well with others, which becomes an additional chal-
lenge for the project manager.

Experienced project managers have learned that forming an effective team to accomplish
a difficult goal is quite a challenge in itself. For the team to reach high levels of perfor-
mance, it takes considerable effort and a willingness to change on the part of the entire team.
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A useful model to describe how teams develop and evolve is the forming-storming-norming-
performing model, which was first proposed by Bruce Tuckman (see Figure 3-6).14

During the forming stage, the team meets to learn about the project, agrees on basic
goals, and begins to work on project tasks. Team members are on their best behavior and try
to be pleasant to one another while avoiding any conflict or disagreement. Team mem-
bers work independently of one another and focus on their role or tasks without under-
standing what others are attempting to do. The team’s project manager in the formation
stage tends to be highly directive and tells members what needs to be done. If the team
remains in this stage, it is unlikely to perform well and it will never develop break-
through solutions to problems or effectively solve a conflicting set of priorities and
constraints.

The team has moved into the storming stage when it recognizes that differences of opin-
ion exist between team members and allows these ideas to compete for consideration.
Team members will raise such important questions as: What problems are we really sup-
posed to solve? How can we work well together? What sort of project leadership will we
accept? The team might argue and struggle, so it can be an unpleasant time for everyone.
An inexperienced project manager, not recognizing what is happening, may give up, feel-
ing that the team will never work together effectively. The project manager and team mem-
bers must be tolerant of one another as they explore their differences. The project manager
may need to continue to be highly directive.

If the team survives the storming stage, it may enter the norming stage. During this stage,
individual team members give up their preconceived judgments and opinions. Members
who felt a need to take control of the team give up this impulse. Team members adjust
their behavior toward one another and begin to trust one another. The team may decide
to document a set of team rules or norms to guide how they will work together. Teamwork
actually begins. The project manager can be less directive and can expect team mem-
bers to take more responsibility for decision making.

Some teams advance beyond the norming stage into the performing stage. At this point,
the team is performing at a high level. Team members are competent, highly motivated,
and knowledgeable about all aspects of the project. They have become interdependent on

Norming Storming

FormingPerforming

FIGURE 3-6 Tuckman’s forming-storming-norming-performing model
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one another and have developed an effective decision-making process that does not require
the project manager. Dissent is expected, and the team has developed an effective pro-
cess to ensure that everyone’s ideas and opinions are heard. Work is done quickly and with
high quality. Problems that once seemed unsolvable now have “obvious” solutions. The
team’s effectiveness is much more than the sum of the individual members’ contributions.
The project manager encourages participative decision making, with the team members
making most of the decisions.

No matter what stage a team is operating in, it commonly will revert to less advanced
stages in the model when confronted with major changes in the work to be done, a change
in project leadership, or substantial changes in the team’s make-up. Senior management,
the project champion, and the sponsor must recognize and consider this important
dynamic when contemplating project changes.

Another key aspect of human resource management is getting the project team and the
sponsoring organization to take equal responsibility for making the project a success. The
project team members must realize that on their own they cannot possibly make the
project a success. They must ensure that the sponsoring organization becomes deeply
involved in the project and takes an active role. The project team must actively involve the
end users, provide information for them to make wise choices, and insist on their partici-
pation in major decisions. The sponsoring organization must remain engaged in the
project, challenge recommendations, ask questions, and weigh options. It cannot simply
sit back and “let the project happen to them.” Key users need to be identified as part of the
project team with responsibility for developing and reviewing deliverables. Indeed, some
organizations require that the project manager come from the sponsoring organization.
Other organizations assign co-project managers to IT-related projects—one from the IT
organization and one from the sponsoring organization.

Communications Management
Communications management involves the generation, collection, dissemination, and
storage of project information in a timely and effective manner. It includes communica-
tions planning, information distribution, performance reporting, and managing commu-
nications to meet the needs of project shareholders. The key stakeholders include the
following people:

● A project champion is a senior-level executive who is a strong advocate for the
project. A champion can convince other senior managers of the project’s mer-
its to gain their approval to fund and staff it. Every major project needs a
champion to advocate its benefits, assist and mentor the team, and remove any
roadblocks to keep the project on track.

● The project sponsor is a senior manager in the organization that will be most
affected by the project’s implementation. The budget for the project will be
deducted from the sponsor’s organization. The project sponsor will “own” the
project and must live with its consequences. The project sponsor must feel
strongly that the project is right to do and that his/her organization is capable
of using the results. The project champion and sponsor might be the same
person.
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● The end users are the people most directly affected by the project. To com-
plete their work, they probably will have to learn new work processes and tools
created by the project.

● The project team members devote their time and effort to complete the project
successfully.

In preparing a communications plan, the project manager should recognize that the vari-
ous stakeholders have different information needs in the project. A useful tool for identify-
ing and documenting these needs is the stakeholder analysis matrix shown in Figure 3-7. This
matrix identifies the interests of the stakeholders, their information needs, and important facts
for managing communications with the champion, sponsor, project team members, and key
end users who are associated with the project. The project manager should include his or her
manager in this analysis. Based on analysis of this data, the preferred form and frequency of
communication is identified for each stakeholder.

If the project team is unable to recruit both a project champion and sponsor, the prob-
lem may be that management does not see clearly that the benefits of the project out-
weigh its costs, or that the project appears to run counter to organizational goals and

Won’t read newsletter, 
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weekly safety meeting

Newsletter
Catch-as-catch can

Weekly e-mail
Newsletter
Bi-weekly face-
to-face

Bi-weekly
face-to-face 
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Information
medium, format
and timing

Schedule, especially 
timing of training, 
safety issues

Schedule, especially 
timing of training, 
safety, and productivity
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Schedule and 
potential operational
conflicts

ROI
Budget
Schedule

Information
Needs

Don’t ignore
Attend occasional shift
change-over meeting

Must keep John
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matter what
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Chain
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Forklift DriversJohn SmithKlem
Kiddlehopper

Ray BoazKey
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FIGURE 3-7 Stakeholder analysis matrix
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strategies. A potential project without both a champion and a sponsor is highly unlikely to
get the needed resources, and for good reason. No project should be started without both
a champion and a sponsor.

Risk Management
“Things will go wrong, and at the worst possible time,” according to a variation of Murphy’s
Law, a popular adage. “Project risk is an uncertain event or condition that, if it occurs, has
a positive or a negative effect on a project objective.”15 Known risks are risks that can
be identified and analyzed. For example, in creating a new IT-related system that includes
the acquisition of new computing and/or networking hardware, a known risk might be that
the hardware will take longer than expected to arrive at the installation site. If the hard-
ware is delayed by several weeks, it could have a negative effect on the project comple-
tion date. Countermeasures can be defined to avoid some known risks entirely, and
contingency plans can be developed to address unavoidable known risks if they occur. Of
course, there are also unknown risks that nobody can anticipate.

A hallmark of experienced project managers is that they follow a deliberate and sys-
tematic process of risk management to identify, analyze, and manage project risks. Hav-
ing identified potential risks, they can make plans to avoid them entirely. When an
unavoidable risk occurs, they already have defined an alternative course of action to mini-
mize the impact on the project. They waste no time executing the backup plan. Unknown
risks cannot be managed directly, however; an experienced project manager will build
some contingency into the project cost and schedule estimate to allow for their occurrence.

While inexperienced project managers realize that things may go wrong, they fail to
identify and address known risks and do not build in contingencies for unknown risks. Thus,
they are often unsure of what to do, at least temporarily, when there is a project setback.
In their haste to react to a risk, they may not implement the best course of action.

The project manager needs to lead a rigorous effort to identify all risks associated with
the project. The project team, stakeholders, and other experienced risk experts should par-
ticipate in the effort. These risk experts can include seasoned project managers and
members of the organization’s risk management department. After each risk is identified
and defined, as shown in Table 3-4, the group should attempt to classify the risk by the prob-
ability that it will occur and the impact on the project if the risk does occur. Both the prob-
ability and the impact can be classified as high, medium, or low, as shown in Table 3-5.

TABLE 3-4 Identification of project risks

Risk Example

R1 The required new servers arrive at the installation site more than two weeks late.

R2 Business pressures make key end users unavailable to develop the user acceptance test
by the date it is needed.

R3 Business pressures make end users unavailable during time scheduled for training.

R4 One or more end-user computers have insufficient memory or CPU capacity to run the
new software efficiently (or at all).

Rn ....
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TABLE 3-5 Assessment of project risks

Impact on Project

Low Medium High

Probability Risk Occurs High R10 R2, R3

Medium R5, R6 Rn R1

Low R8, R11 R7, R9 R4

Dark = High risk/high impact; risk management plan is needed
Lightest = Medium or high risk and impact; risk management plan recommended
Lighter = Low or medium risk and impact; risk management plan not needed

The project team then needs to consider which risks need to be addressed with some
sort of risk management plan. Generally, the team can ignore risks with a low probabil-
ity of occurrence and low potential impact. Risks with a high probability of occurrence and
a high potential impact need to have a risk owner assigned. The risk owner is respon-
sible for developing a risk management strategy and monitoring the project to determine if
the risk is about to occur or has occurred. One strategy is to avoid the risk altogether, while
another is to develop a backup plan. The risk management plan can be documented as
shown in Table 3-6.

TABLE 3-6 Risk management plan

Risk Description Risk Owner Risk Strategy Current Status

R2 Business pressures
make key end users
unavailable to
develop the user
acceptance test by
the deadline.

Jon Andersen,
manager of
end users in
the business
area

Try to avoid this problem
by starting development of
the user acceptance test
three weeks earlier than
originally planned. Monitor
progress carefully.

Key users have
been identified and
have started devel-
oping the test.

R3 Business pressures
make end users
unavailable during
the time scheduled
for training.

Jon Andersen,
manager of
end users in
the business
area

Try to avoid this problem
by hiring and training four
temporary workers to fill in
for end users as they partici-
pate in training.

Three of four tem-
porary workers
have been hired.
Their training is
scheduled to begin
next week.

R1 The required new
servers arrive at the
installation site
more than two
weeks late.

Alice Fields,
team member
responsible for
hardware
acquisition

Set a firm delivery deadline
with the vendor, with a sub-
stantial dollar penalty for
each day that the equip-
ment is late.

The contract with
the penalty clause
has been signed by
the vendor, who
agrees to provide a
shipment status
update each
Tuesday and
Friday.
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One of the biggest risks associated with a project is that considerable time, energy, and
resources might be consumed with little value to show in return. To avoid this potential
risk, an organization must ensure that a strong rationale exists for doing the project.
The project must have a direct link to an organizational strategy and goal, as shown in
Figure 3-8. For example, assume that an organization has been losing sales because of cus-
tomer dissatisfaction. As a result, it has set a goal of increasing the retention rate of exist-
ing customers and defined one of its key strategies as improving customer service to
world-class levels. Furthermore, the organization has set specific related measures that it
wants to achieve, as shown next. A project that can deliver results to achieve these mea-
sures is then directly linked to the organizational strategy and goal.

● Goal—Increase the retention rate of existing customers.
● Strategy—Improve customer service to world-class levels.
● Measure—Reduce customer turnover from 25 percent per year to 10 percent

by June 2010 by responding to 95 percent of customers’ inquiries within 90
seconds, with less than 5 percent callbacks about the same problem.

● Project—Implement a state-of-the-art customer call center with “24 × 7” avail-
ability and a well-trained staff.

Objective:
Improve
customer
service

Goal:
Increase
retention rate
of existing
customers Strategy:

Improve
customer
service to
world-class
levels

Measure:
Turnover
reduced to
10% by June
2010 Project:

Implement
state-of-the-
art customer
call center

FIGURE 3-8 Example of a project that is well linked to an organizational strategy and goal
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Procurement Management
Procurement management involves acquiring goods and/or services for the project from
sources outside the performing organization. This activity is divided into the following
processes:

● Plan purchase and acquisition—This process determines what is needed
and when.

● Plan contracting—This process documents requirements for products and ser-
vices and identifies potential providers.

● Request seller responses—This process obtains bids, information, proposals,
or quotations from potential providers.

● Select seller—During this process, offers are reviewed, the preferred provider
is identified, and negotiations are started.

● Contract administration—This process manages all aspects of the contract
and the relationship between the buyer and the provider. The process includes
tracking and documenting the provider’s performance, managing contract
changes, and taking any necessary corrective actions.

● Contract closure—This process completes and settles terms of any con-
tracts, including resolving any open items.

The make-or-buy decision is a key decision made during the plan purchase and acqui-
sition process. The make-or-buy decision involves comparing the pros and cons of
in-house production versus outsourcing of a given product or service. In addition to cost,
two key factors to consider in this decision are: 1) Do we have a sufficient number of
employees with the skills and experience required to deliver the product or service at an
acceptable level of quality and within the required deadlines? 2) Are we willing to invest
the management time, energy, and money required to identify, recruit, train, develop, and
manage people with the skills to do this kind of work? Outsourcing is discussed further in
Chapter 4.

A contract is a legally binding agreement that defines the terms and conditions of the
buyer-provider relationship, including who is authorized to do what, who holds what
responsibilities, costs and terms of payment, remedies in case of breach of contract, and the
process for revising the contract. Three basic types of contracts exist:

● Fixed-price or lump-sum contracts—With this type of contract, the buyer and
provider agree to a total fixed price for a well-defined product or service. For
example, the purchase of a large number of laptop computers with speci-
fied capabilities and features frequently involves a fixed-price contract.

● Cost-reimbursable contracts—This type of contract requires paying the pro-
vider an amount that covers the provider’s actual costs plus an additional
amount or percentage for profit. Three common types of cost-reimbursable
contracts exist. In a cost-plus-fee or cost-plus-percentage of cost contract,
the provider is reimbursed for all allowable costs and receives a percentage of
the costs as a fee. In a cost-plus-fixed-fee contract, the provider is reim-
bursed for all allowable costs and receives a fixed fee. In a cost-plus-incentive-
fee contract, the provider is reimbursed for all allowable costs. In addition, a
predetermined fee is paid if the provider achieves specified performance
objectives—for example, the provider’s hardware must be received, installed,
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and operational by a specific date. In such contracts, buyers run the risk of pay-
ing more for the work but are rewarded by having their objectives met or
exceeded. Providers run the risk of reduced profits if they fail to deliver, but can
be rewarded for superior performance.

● Time and material contracts—Under this type of contract, the buyer pays the
provider for both the time and materials required to complete the contract.
The contract includes an agreed-upon hourly rate and unit price for the vari-
ous materials to be used. The exact number of hours and precise quantity of
each material are not known, however. Thus, the true value of the contract is
not defined when the contract is approved. If not managed carefully, time and
material contracts actually can motivate suppliers to extend projects to maxi-
mize their fees.

Poor procurement management can result in serious project problems and even a
project’s outright cancellation, as discussed in the following special feature.

A M A N A G E R ( F A I L S T O ) T A K E A C T I O N

The Department of Veterans Affairs

The Department of Veterans Affairs (VA) was established in 1989. It succeeded the
Veterans Administration, and has responsibility for providing federal benefits to veterans
and their dependents. It is the second-largest of 14 U.S. Cabinet departments, with more
than 25 million active veterans and roughly 70 million people eligible for VA benefits.

In 2002, the VA awarded an 11-year, $103 million contract for the creation and opera-
tion of a security incident response center that would become “the nucleus of all VA infor-
mation and Internet security operations nationwide, providing continuous protection,
detection and response capabilities against threats, remotely exploitable vulnerabilities
and real-time incidents on all VA-affiliated networks.”16

As a result of mismanagement and errors in the planning, award, and administration
of the contract, the VA wasted $92 million in just three years before the project was killed
for lack of available funding. An audit by the VA Inspector General reported the follow-
ing key findings:

● The VA selection process to identify a qualified provider for the project was
faulty, with little due diligence put into assessing provider qualifications or ensur-
ing that the quoted prices were reasonable. Just one week before the contract
was awarded to a firm called the Veterans Affairs Security Team, the company
incorporated as an LLC (limited liability corporation), which means that the
owners were protected from liability for acts and debts of the firm.

continued
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● A major scope change was made to add a Managed Security Services (MSS) com-
ponent to address the “acquisition, installation, integration, configuration, and
monitoring of VA’s enterprise infrastructure; vulnerability assessment and pen-
etration testing; cyber security intelligence gathering and support of network
operations; and support of the Enterprise Cyber Security Infrastructure
Project.”17 This scope change was managed poorly and led to significant
problems. There is no indication that the VA even considered separating the two
efforts to allow for improved project management and control.

● The work to add the MSS component was not done under the terms of the origi-
nal fixed-price contract. Instead, the new work was governed by an “indefinite
delivery, indefinite quantity” contract that essentially opened the floodgates to
uncontrolled spending and implemented features and capabilities with little
regard to cost and budget.

● Vagueness in the modifications to the original contract contributed to the VA
making overpayments and duplicate payments of more than $8 million. “The
VA also spent nearly $35 million on equipment and supplies, but has no record
of what the equipment is or where it may be.”18

Discussion Questions:

1. What recommendations should the VA Inspector General make to recover the
losses from this project and to avoid repeating these mistakes during future VA
projects?

2. How might the need to create an MSS have been handled differently to avoid the
problems that arose here?

3. What processes and tools might the auditor have used to gather the data in the
audit report?

4. What knowledge did you gain from this example that will help you if you take
responsibility for procurement management of a major project?

Project Integration Management
Project integration management is perhaps the most important knowledge area because it
requires the assimilation of all eight other project management knowledge areas. Project
integration management requires the coordination of all appropriate people, resources,
plans, and efforts to complete a project successfully. Project integration management com-
prises seven project management processes:

1. Developing the project charter that formally recognizes the existence of the
project, outlines the project objectives and how they will be met, lists key
assumptions, and identifies major roles and responsibilities.

2. Developing a preliminary project scope statement to define and gain consen-
sus about the work to be done. Over the life of the project, the scope state-
ment will become fuller and more detailed.
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3. Developing the project management plan that describes the overall scope,
schedule, and budget for the project. This plan coordinates all subsequent
project planning efforts and is used in the execution and control of the project.

4. Directing and managing project execution by following the project manage-
ment plan.

5. Monitoring and controlling the project work to meet the project’s perfor-
mance objectives. This process requires regularly measuring effort and expen-
ditures against the project tasks, recognizing when significant deviations
occur from the schedule or budget, and taking corrective action to regain align-
ment with the plan.

6. Performing integrated change control by managing changes over the course
of the project that can affect its scope, schedule, and/or cost.

7. Closing the project successfully by gaining stakeholder and customer accep-
tance of the final product, closing all budgets and purchase orders after con-
firming that final disbursements have been made, and capturing knowledge
from the project that may prove useful for future projects.

As an example of a firm that excels in project integration management, consider Atos
Origin, an international IT services company that employs 47,000 workers in more than
50 countries and has annual revenues over $6.5 billion.19 The firm was selected by the
International Olympic Committee as the worldwide IT partner of the 2008 Beijing
Olympics. It has the primary responsibility of project integration, consulting, systems inte-
gration, operations management, information security, and software applications develop-
ment for the games. Based on its experience with previous Olympics (Salt Lake City in
2002, Athens in 2004, and Turin in 2006), Atos Origin has developed an effective project
management process broken into five stages: planning, designing, building, testing, and
operating. Work started in October 2004 with the planning and designing phases of the
comprehensive sports IT project. The system building stage of the project began in
early 2006.20

The biggest challenge related to the Olympics is its inflexible deadline—absolutely
everything must be ready and working by 8 p.m. on August 8, 2008, when the Beijing
Summer Olympics begins. (Eight is a lucky number in China.) Other challenges include
the sheer size and complexity of the effort. Atos Origin must coordinate the work of hun-
dreds of subcontractors to deliver a highly reliable IT infrastructure and IT services in sup-
port of the world’s most widely viewed sporting event. Custom software, thousands of
workstations and laptops, tens of thousands of phones, hundreds of servers, and mul-
tiple operations centers and data centers must all operate together flawlessly.21

The manager’s checklist in Table 3-7 provides a set of recommended actions for busi-
ness managers to improve the success rate of their organization’s projects. The appropri-
ate answer to each question is yes.
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TABLE 3-7 Manager’s checklist

Actions Yes No

Are project scope, cost, time, quality, and user expectations treated as highly interre-
lated variables—in other words, changing one affects the others?

Is an internal cross-charge system used to account for the cost of employees assigned
to a project?

Is the project scope well defined and managed?

Is a detailed work breakdown structure prepared to define the project schedule
and cost?

Is the project’s estimated cost well defined and controlled?

Is the project team performing quality planning, quality assurance, and quality
control?

Is there a heavy emphasis on defining user requirements?

Does the project manager take action to form and maintain an effective working team?

Do the project team and sponsoring organization take equal responsibility for the suc-
cess of the project?

Have a project champion and project sponsor been identified for the project?

Has a communications plan for all key stakeholders been defined for the project?

Has the project manager followed a deliberate and systematic process of risk manage-
ment to identify, analyze, and manage project risks?

Is it clear that a strong rationale exists for doing the project? Does the project have a
direct link to an organizational strategy and goal?

Is a process in place to manage project procurement?

Has responsibility for the seven project integration management processes been
defined?

Are the seven project integration management processes being performed?
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Chapter Summary

● The success rate of all IT projects is only about 34 percent. In addition, 51 percent of
all IT projects are “challenged” and about 15 percent are failures.

● Today, many organizations have recognized project management as one of their core
competencies.

● Five highly interrelated parameters define a project—scope, cost, time, quality, and user
expectations. If any one of these project parameters is changed, there must be a corre-
sponding change in one or more of the other parameters.

● Project management is the application of knowledge, skills, and techniques to project
activities to meet project requirements. Project managers must attempt to deliver a solu-
tion that meets specific scope, cost, time, and quality goals while managing the expec-
tations of the project stakeholders—the people involved in the project or those affected
by its outcome.

● According to the Project Management Institute, project managers must coordinate nine
areas of expertise, including scope, time, cost, quality, human resources, communica-
tions, risk, procurement, and integration.

● The forming-storming-norming-performing model describes how teams form and evolve.

● Experienced project managers follow a deliberate and systematic process of risk man-
agement to avoid risks or minimize their negative impact on a project.

● Three main types of contracts define the terms and conditions of the buyer-provider
relationship: fixed-prices, cost-reimbursable, and time and materials.

● Project integration management is a critical knowledge area of project management that
involves chartering, scoping, planning, executing, monitoring and controlling, change
control, and project closing.

Discussion Questions

1. Why do you think that the success rate of IT projects is so low?

2. What is meant by the scope of a project? How can the scope of a project be defined?

3. Can the scope of a project be changed without affecting cost or schedule? Explain fully.

4. Do you think that organizations should try to develop and use a system of internal cross-
charging? Why or why not?

5. What is the difference between quality assurance and quality control?

6. Describe the ideal project champion and project sponsor.

7. Is there a difference between project time management and personal time management?
Can someone be “good” at one but not the other? Explain your answer.

8. Discuss the “team dynamics” for a highly effective (or ineffective) team of which you were
a member. Can you explain why the team performed so well (or poorly) using the forming-
storming-norming-performing model?

9. What sort of behaviors would indicate that the sponsoring team is not fully engaged in a

Chapter 3

88



project and instead is looking to the project team to make the project a success? What is
the danger with this attitude?

10. Identify some of the challenges of performing project integration management on a project
in which team members are distributed globally and cannot physically meet in one location.
How might these challenges be overcome?

11. Imagine that you are hiring a firm to complete a large but undetermined amount of project
work for your firm. Which form of contract would you prefer and why?

12. How would you respond to a project team member who feels that risk management is a
waste of time because the future cannot be predicted? Instead, this person prefers to react
to problems as they occur.

Action Memos

1. You are a senior manager of your firm and have served as a project champion on many
projects in the past. You have just received a voice mail from a project manager of a cur-
rent project you are championing: “I thought about developing a communications plan for the
project as you suggested. It seems the easiest way to keep everyone informed is through
the use of a monthly newsletter. I will publish the first one in about four weeks and distrib-
ute it via e-mail to you and other senior managers within the firm.” How would you respond
to this new project manager?

2. You and a small group of managers from the sponsoring organization have just completed
defining the scope, schedule, and cost for an important project in your firm. You estimate
that the project will take 12 people about 10 months and cost just over $2 million. You just
received an e-mail from your manager insisting that the project schedule be shortened by
three months because senior management is impatient with the improvements this project
will deliver. He promises to “free up” four additional resources to be assigned to your project
in the next month or so. How do you respond?

Web-Based Case

Of the nine project management knowledge areas, choose the one in which you are most
interested. Do research on the Web to find one technique or tool related to the chosen knowl-
edge area. Prepare a brief summary report that describes how you would use the technique
or tool to help manage a project.

Case Study

The FBI Stumbles Developing a Virtual Case File System

In March 2005, the FBI shelved a $170 million software development project designed to improve
the efficiency and effectiveness of its investigations.The software, called Virtual Case File (VCF),
was to serve three functions: manage investigative records, share and analyze information, and
provide electronic approval for the flow of paperwork. While the FBI already had taken action to
replace its cumbersome and obsolete Automated Case Support (ACS) system with VCF by
2000, the September 11 terrorist attacks exposed the FBI’s inability to “connect the dots” and
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focused public attention on the urgent need to overhaul its antiquated information sharing
technology.

Four years in the making, VCF was one-third of a larger IT modernization initiative known as
Trilogy. Its other two components consisted of a hardware and software upgrade and the con-
struction of secure LAN and WAN networks. In May 2001, the FBI outsourced these two compo-
nents of Trilogy to DynCorp, which finally completed the project in April 2004, 22 months late and
$138 million over budget. As a result, the FBI did not have the technological infrastructure in
place to deploy VCF until 2004.

The Department of Justice had deemed the project too large to be handled by one contractor,
so in June 2001, the FBI outsourced the development of VCF to Science Applications International
Corporation (SAIC), a San Diego-based science and technology firm that primarily services U.S.gov-
ernment agencies. In December 2003, after scrambling to meet its deadline for the project, SAIC deliv-
ered 700,000 lines of unworkable code. The FBI rejected it upon delivery.

Over the next few months, the FBI assembled a list of nearly 400 problems. When SAIC
announced that it would fix the problems for an additional cost of $56 million, the FBI refused
the offer. Instead, in June 2004, the agency began testing a scaled-down version of the prod-
uct in its New Orleans field office. The testing checked the VCF’s ability to provide electronic
approval for documents uploaded into the old ACS system. The FBI also hired the Aerospace
Corporation for an additional $2 million to review the project. By early 2005, the agency realized
that nothing was salvageable and accepted Aerospace’s recommendations to scrap the whole
project.

“There is a long history of failures in large software projects, especially when you’re convert-
ing an existing system,” said Steve Bellovin, Professor of Computer Science at Columbia
University. “This is almost a textbook example of how to not do it.”22

In answering the question “Where do we go from here?” in his testimony before Congress,
FBI Director Robert Mueller III stated that “we will take with us a number of valuable ‘lessons
learned.’”23 The Aerospace report, as well as several earlier audits and studies, pointed out
exactly what these lessons should be and where the FBI and SAIC went wrong.

Ever-Expanding Scope, Time Crunch, and Spiraling Costs

In June 2001, when the FBI awarded the contract to SAIC, the purpose of the project was to update
and consolidate the ACS and four other important FBI investigative applications. These updates
were intended to allow agents to access these five integrated applications through the Internet.
Following September 11, Mueller recognized that the original scope of the project would not allow
the FBI to fulfill new objectives under its counterterrorism mandate.The FBI, an organization that
collected information after a crime, now had to catch terrorists before the crime. In December
2001, Mueller asked SAIC to abandon the development of the Web interface and begin work on
a new case management system from scratch. The FBI decided not to incorporate off-the-
shelf products, which not only lengthened production time but magnified the number of bugs in the
final product.

In addition, following September 11, the FBI was under the gun to produce the new case man-
agement system as quickly as possible. The FBI abandoned the project’s three-year time frame
and moved up final deadlines. The deployment of VCF was divided into two phases, with dead-
lines set for December 2003 and June 2004. With six months of development time already lost to
the Web interface, SAIC had only 22 months to develop a much more extensive product.
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The target dates of the Trilogy project’s other two components were pushed up as well. The
overall costs of the project spiraled from $379.8 million to $581.1 million.

Trilogy Costs
Based on Glen A. Fine’s statement before the Senate Committee on Appropriations

2000 $379.8 million

Early 2002 $458 million

Late 2002 $568.7 million

2003 $581.1 million

In addition, SAIC estimates that it put $3.9 million of its own money into the project.

No Blueprint, Changing Specifications, and Micromanagement

In March 2002, Sherry Higgins, FBI’s new director of the newly created Office of Program
Management, asked Special Agent Larry Depew to become the VCF project manager. Depew was
a technophile who had programmed his own case management database to handle an investi-
gation in the early 1990s.Yet, he had no experience in IT project management. He had been one
of a team of seven agents to evaluate SAIC’s original Web interface, and had recommended
sacking it.

Depew organized a team of FBI agents to work with SAIC engineers and specify require-
ments for the VCF. For six months, Depew’s team of FBI subject experts met with SAIC engi-
neers to define and redefine user needs through a software development process called Joint
Application Development (JAD). But the JAD approach went horribly awry as FBI agents over-
stepped their boundaries, dictating details that should have been decided by experienced
engineers. For example, agents went as far as proposing a design for a portion of the interface.
Depew, who led the sessions, would decide what was inside or outside the scope of the project.
The result was an unwieldy, 800-page system requirement document.

Unfortunately, the FBI’s attempts to define and redefine system requirements did not stop
there. As SAIC delivered parts of the product, FBI’s team of agents demanded more design
changes in a “we-will-know-it-when-we-see-it” approach. SAIC would then retroactively make
these changes to related parts of the software. Inevitably, this process led to inconsistent imple-
mentation of the altered system requirements.

“This cycle was repeated over and over again and prevented SAIC from defining system
acceptance criteria and suitable test standards,” said SAIC Executive Vice President and
General Manager Arnold Punaro.24

Due to the time pressure created by the September 11 attacks, SAIC agreed to go forward
without an enterprise architecture—a comprehensive blueprint that describes how the current
and future structure of an organization, its IT systems, and its processes align with strategic goals.
The decision turned the project into a high-risk venture.

“Here is where SAIC made honest mistakes,” admitted Punaro. “We should have made known
that this approach was too ambitious.”25
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Contractor Responsibilities

The defining and changing of systems requirements was not the only area in which SAIC failed
to insist that the FBI follow sound software engineering practices. SAIC let the FBI’s inexperi-
enced IT team make several risky decisions, the worst of which was the intended “flash cutover.”
Rather than implement a phased migration in which parts of the new system could be tested and
repaired until the whole system was deemed fully functional, the FBI planned to switch from
their old ACS system to VCF overnight, with no overlapping period.

University of Pennsylvania Computer Science Professor Matt Blaze was on the National
Research Council (NRC) committee that reviewed the VCF project in 2004. He said the NRC com-
mittee was horrified when it learned of the planned flash cutover. “I remember thinking,” said
Blaze, “that that would be a very good day for a crime spree.”26

Former SAIC vice president David Kay said, “SAIC was at fault because of the usual contrac-
tor reluctance to tell the customer, ‘You’re screwed up. You don’t know what you’re doing.’”27

Yet, SAIC’s mistakes may have gone beyond this problem. In response to the tighter deadlines
and the demanded changes, SAIC brought more employees into the project, including new hires,
and adopted a risky parallel development approach. SAIC personnel working on VCF increased to
250, a possible violation of what is known as Brook’s Law. This popular axiom states that “Adding
manpower to a late software project makes it later.” The reasoning behind the law is that the time spent
communicating to new, inexperienced team members outweighs the time it would have taken to com-
plete the tasks at hand. In addition, to decrease development time, SAIC divided its staff into eight
development teams working in parallel on different parts of the software. These parts would be inte-
grated in the final phase of development. As later project reviews noted, this approach resulted in a
failure to apply coding standards uniformly across the product.

When the original contract was signed, the Trilogy project was a relatively minor endeavor
for the SAIC. Established in 1969, SAIC today is one of the largest science and technology gov-
ernment contractors. For the FBI alone, SAIC had developed CODIS, a national DNA data-
base used by law enforcement agencies around the world, and NICS, the national criminal
background check system. The IT revolution of the 1990s and the September 11 attacks cre-
ated a boom in the industry. SAIC’s business, income, and staff expanded rapidly just before and
after SAIC was awarded the contract, as shown in the following table.

Year SAIC Revenue SAIC Employees

1970 $243,000 20

1975 $31,862,000 955

1980 $150,894,000 3,300

1985 $420,297,000 5,709

1990 $1 billion 11,449

1995 $1.9 billion 17,853

2000 $5.5 billion 39,000

2005 $7.2 billion 42,000
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FBI’s CIO Change-Over and Decentralized IT Structure

In reviewing the FBI’s failure with VCF, FBI Director Robert Mueller admitted, “We lacked skill sets
in our personnel such as qualified software engineering, program management, and contract
management. We also experienced a high turnover in Trilogy program managers and chief infor-
mation officers.”28 During the three years of Trilogy’s development, the FBI had five different CIOs,
as shown in the following table. The high turnover rate created an additional obstacle to defining
system requirements and setting goals.

CIO Term

Bob Dies November 2001–May 2002

Mark Tanner May 2002–July 2002

Darwin John July 2002–May 2003

Wilson Lowery Jr. May 2003–December 2003

Zalmai Azmi December 2003–present

In addition, the FBI’s IT management was so decentralized that when Zalmai Azmi arrived,
the FBI did not have a centralized budget for IT management. As CIO, Azmi managed a whop-
ping budget of $5,800. Azmi instituted measures to centralize IT decision making while finally get-
ting the organization to produce an enterprise architecture. Azmi has also focused on boosting
the skill level of IT personnel.

In March 2006, after wasting over $100 million and five years, the FBI awarded Lockheed
Martin a $305 million contract to create a new case management system. The project is under
intense scrutiny as Congress, IT professionals, and the media wonder whether Azmi’s changes will
be enough to ensure success. Some lessons have been learned. The project is to be deployed
in four phases over six years, and the system will rely in part on commercial, off-the-shelf software.
Yet the question remains: what other lesson does the FBI need to learn before it can obtain the
IT system needed to “connect the dots” and possibly prevent another September 11?

Discussion Questions

1. Which of the actions recommended in Table 3-7 were not performed on this project?

2. What decisions did the FBI and SAIC make during development that increased risk? How
can these be avoided in the next project that the FBI takes on?

3. What changes should the FBI make to its IT organization to improve its ability to handle large
IT projects?

4. FBI CIO Zalmai Azmi has focused on building IT project management skills within the
agency. Should the FBI consider outsourcing IT project management instead?
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C H A P T E R 4
BUSINESS PROCESS AND
IT OUTSOURCING

W H A T R O L E D O E S O U T S O U R C I N G P L A Y
I N B U I L D I N G A S U C C E S S F U L
O R G A N I Z A T I O N ?
“You’ve got to realize that information technology is a catalyst for change at General
Motors. The whole end goal...is to build cars and trucks, not to build great IT—it’s just an
enabler. Whoever can help me do that, do that together...that’s going to be the company
that wins at General Motors.”

—Ray Szygenda, Group Vice President and CIO of General Motors1

E L I L I L L Y : W H Y M A N A G E R S G E T I N V O L V E D
I N O U T S O U R C I N G

Eli Lilly is a multinational pharmaceutical company that operates mainly in the United States and Europe.

Its headquarters is in Indianapolis, Indiana, and it employs roughly 44,500 people. Recent annual

revenues were nearly $16 billion.

In drug research and development, the cost and time required to bring a new product to market have

been increasing for decades. Drug companies are struggling to reverse these trends while simultaneously

creating new drugs that are more effective for specific patient groups. Eli Lilly believes that effective

solutions cannot be found simply by “tinkering at the margins of our current business model but rather [by]

finding wholly new ways to realize and deliver the full value of our products.”2 Eli Lilly is taking the

“approach of mapping the critical path for all phases of drug development and implementing more efficient

alternatives. In many cases, the result will be a more global approach.”3



Researchers at U.S. pharmaceutical firms use clinical trials to evaluate new drugs on patients in

strictly controlled settings and are required to submit the findings of these trials to obtain approval from

the U.S. Food and Drug Administration.They use a clinical data management system to capture, record,

and analyze the large volume of data associated with a clinical trial. At the end of the clinical trial, the

data in the system is sent to regulatory authorities for independent analysis and approval of the trial’s

findings.4

In November 2006, Eli Lilly awarded a multiyear contract for business process outsourcing to Tata

Consulting Services (TCS), Asia’s largest IT services firm. TCS has annual revenues of more than $4

billion and nearly 100,000 employees.5 Under the contract, Tata will establish a new medical information

sciences center in northern India to work with Lilly’s Medical Information Sciences disciplines and

provide a wide range of services in clinical data management, statistical analysis, and medical writing.6

The new center will open with a staff of more than 100 professionals, including doctors, biochemists,

software engineers, and microbiologists. The staff is expected to grow over time.7

“The goal of our relationship with TCS has several dimensions beyond reducing cost and risk,

including gaining access to a global talent pool, increasing scalability and flexibility of our resources, and

maintaining a global workflow that is operational 24 hours a day,” according to Dr. Steven Ruberg, Group

Director of Global Medical Information Sciences at Lilly.8

“TCS was selected because of its rich and varied experience as well as for its strong management

capabilities, and ability to provide customers with talented persons and innovative approaches to

address their needs,” said Jay Turpen, Director of Sourcing Capabilities at Lilly.9 TCS has worked with a

number of leading pharmaceutical and healthcare companies, including the Danish pharmaceutical firm

Novo Nordisk for the data management of its clinical trials in India.10
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TCS’s deal with Lilly is yet another indication that India’s largest outsourcing firms are ready to

expand the scope of their operations beyond their well-established basic IT and business services.11

L E A R N I N G O B J E C T I V E S

As you read this chapter, ask yourself:

● How do managers determine which business processes are good
candidates for outsourcing?

● How can I ensure the success of an outsourcing project?

Outsourcing has become a frequent management strategy to achieve lower costs,
improve organizational focus, and upgrade capability. Many outsourcing contracts are mul-
tiyear, multimillion-dollar deals that require approval by an organization’s board of
directors. Unfortunately, many problems are associated with outsourcing, including qual-
ity problems, legal issues, negative impact on customer relationships, and data and secu-
rity leaks. The potential for problems is so great that only about half of all outsourcing efforts
are considered successful. Thus, the stakes are extremely high and the potential for a major
business setback is great.

The probability of having a successful outsourcing project can be increased greatly if
the business managers who lead the effort are forewarned about potential problems. These
managers must be able to choose projects and activities that are appropriate for outsourc-
ing and avoid those that are not. They also must follow an effective outsourcing process
to minimize risks and ensure success.

Institutions that have failed to apply best practices to their outsourcing operations have,
in some instances, experienced a significant decline in performance, putting the future
value from their outsourcing venture at risk.

W H A T A R E O U T S O U R C I N G A N D O F F S H O R E
O U T S O U R C I N G ?

Outsourcing is an arrangement in which one company contracts with another organiza-
tion to provide services that could be provided by company employees. When the people
doing the work are located in another country, the arrangement is called offshore
outsourcing. Either way, the responsibility for control of the outsourced business func-
tion or process is shared between the firm contracting for services and the outsourcing
service provider. Frequently, the employees who were performing the work internally are
transferred and become employees of the service provider. Outsourcing can cover large
and small projects alike. For example, a large organization can approve a billion-dollar,
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10-year contract for a company like IBM to manage its entire IT services, or a single con-
tractor might be hired to cover the responsibilities of a worker on maternity leave.

In 1989, Kodak outsourced its data center operations to IBM in a 10-year, $250 million deal.
While the Kodak IT contract was certainly not the first outsourcing deal, the contract was big
enough and broad enough in scope to draw worldwide attention.12 Soon many large compa-
nies with large and experienced IT organizations, such as DuPont, J.P. Morgan, and Xerox, were
employing outsourcing. In some cases, the entire IT operation of a company—including plan-
ning, business analysis, and the installation, management, and servicing of the network and
workstations—is outsourced to a single firm. For example, Sears, Roebuck and Computer
Sciences Corporation (CSC) entered into a 10-year, $1.6 billion outsourcing contract in
June 2004, prior to Sears’ merger with Kmart. The pact called for CSC to provide support for
the retail giant’s desktop and server computers, voice and data networks, and systems that
support Sears’ Web sites.13

Today outsourcing takes many forms and is by no means limited to information tech-
nology outsourcing (ITO). Nor is outsourcing used only by large corporations; small and
medium-sized organizations have turned to outsourcing to meet their needs. Many organi-
zations contract with service providers to handle complete business processes such as
accounting and finance, customer services, human resources, and even research and devel-
opment, in what is called business process outsourcing (BPO). They also outsource selec-
tive components of business processes such as benefits management, claims processing,
customer call center services, and payroll processing. Contracts often include an IT com-
ponent to provide BPO.

Outsourcing can involve the sale of hardware, software, facilities, and equipment used
in current operations to the outsourcing service provider. The outsourcing provider then
uses these assets to impart services back to the client. Depending on the value of the assets
involved, this sale may result in a significant cash payment from the service provider to the
customer or vice versa. For example, Galaxy Nutritional Foods, Inc. is a producer and
marketer of plant-based dairy alternatives for the retail and food service markets. Galaxy
decided to outsource the manufacture of its food products to Schreiber Foods, and
expects to achieve substantial and ongoing cost reductions as a result. However, prior to the
completion of the outsourcing, Galaxy had to report a nonrecurring charge of $7.9 million.
This charge reflected the difference between the carrying cost of production equipment
on Galaxy’s books and the amount to be received from Schreiber Foods upon sale of the
equipment.14

A more advanced stage of outsourcing involves evaluating all aspects of an organiza-
tion’s business activities to take advantage of an outsourcer’s best practices, business con-
tacts, capabilities, experience, intellectual property, global infrastructure, or geographic
presence by tapping resources and providing capabilities anywhere around the globe. Out-
sourcing firms that can provide these services are referred to as global service providers
(GSP). They fill a higher-level need than outsourcing firms that simply provide low-cost staff
augmentation services.15 GSPs provide high-value services such as performing certain core
business processes and enabling new revenue opportunities around the world. A core
business process is one that provides valuable customer benefits, is hard for competitors
to imitate, and can be leveraged widely across many products and markets. It takes the
unique knowledge and skills of the organization’s workers to operate these processes
effectively. Core processes typically have a direct impact on the organization’s customers,
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are major cost drivers, or are essential for providing services.16 For example, a core busi-
ness process for Honda is the design of engines. Honda was able to leverage this process
to develop a wide range of quality products, including ATVs, automobiles, lawn mowers,
marine motors, motorcycles, personal watercraft, scooters, snow blowers, and trucks.

As an example of a firm that has chosen outsourcing, consider Banco Pichincha.
Ecuador’s largest private bank has more than 1.5 million clients, a loan portfolio of more
than $1.5 billion, and more than 230 branches in Ecuador, Peru, Colombia, Panama, Spain,
and the United States. The bank signed a 5-year, $140 million outsourcing contract with
Tata Consultancy Services to redesign and develop the bank’s core banking solutions and
provide BPO services for the bank’s operations. Antonio Acosta, joint president of the
bank, said, “We chose TCS as our strategic partner on the strengths of its end-to-end tech-
nology capabilities, reputation in providing certainty of results, deep domain expertise in
banking, and committed scale of operations in this region.”17 To provide the necessary busi-
ness process services, TCS will set up a new company in Ecuador with a staff of 500 people
supported by TCS’s offshore BPO center in Chile and global delivery centers across the
world. TCS will retain all Banco Pichincha’s staff that currently are working in these pro-
cesses and bring in their best human resources and practices worldwide to train TCS
employees in Ecuador.18

There are more than 1000 outsourcing firms. Table 4-1 presents the 2006 Top 10 best-
managed global outsourcing vendors, as compiled by the Brown-Wilson Group.19 A total of
12,755 qualified outsourcing purchasers and users and 3340 outsourcing corporate
employees answered the survey. The survey rated companies on their consistent strength
in four areas: human capital performance, CEO commitment, corporate direction, and
leadership impact.

TABLE 4-1 Brown-Wilson’s 10 best-managed global outsourcing firms

Rank Company 2005 Estimated
Revenue($ billion)

Employees Services

1 Affiliated Computer Services $4.4 52,000 BPO, ITO, HRO*

2 Satyam $1.1 29,000 BPO, ITO

3 Cognizant $0.9 25,000 ITO, BPO

4 Perot Systems $2.0 18,000 ITO

5 Infosys $2.2 58,000 ITO, BPO

6 Patni $0.5 12,000 ITO

7 Tata Consultancy Services $2.9 54,000 ITO

8 HCL $0.8 13,000 ITO

9 GenPac $1.0 30,000 BPO

10 Mellon $4.3 17,000 BPO, HRO*

* HRO is short for Human Resources Outsourcing.
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Why Do Organizations Outsource?
Organizations decide to outsource for many reasons. Three of the most frequently cited
reasons are to cut or stabilize costs, improve the firm’s focus on core operations, and
upgrade the firm’s capabilities and services.

To Cut or Stabilize Costs

The top reason to outsource is to cut or stabilize costs. Outsourcing service providers typi-
cally have a lower cost structure due to greater economy of scale, specialization, or exper-
tise, which means they can perform the work at a much lower cost than their clients. In
addition, the fundamental costs of doing business in a developing country—employee health
care, retirement, and unemployment; taxes; and environmental and regulatory
compliance—are much lower than those in a developed country.20 Such cost advantages
tip the scales in favor of outsourcing and offshore outsourcing. Thus, organizations that do
not outsource probably have greater recruiting, training, research, development, market-
ing, and deployment expenses. These costs must be passed along in the form of higher prices
to the customer, placing the firms at a competitive cost disadvantage.

One firm that exploits outsourcing to its advantage is Pizza Inn, headquartered near
Dallas, Texas. Pizza Inn operates more than 360 restaurants domestically and internation-
ally, and had recent annual sales of about $150 million. The firm outsourced its ware-
house management and delivery services and realized a significant reduction in its operating
costs. As a result, Pizza Inn was able to reduce the prices of products distributed to its fran-
chisees, thus improving their profitability and, in turn, boosting the firm’s operating
income. In the fiscal quarter following completion of the outsourcing, general and admin-
istrative expenses were slashed 30 percent ($391,000) due primarily to lower payroll
costs, plus a reduction in property taxes and insurance expenses.21

To Improve Focus

Another reason for outsourcing is to enable an organization to focus on its most impor-
tant priorities. It is highly ineffective to divert the time and energy of key company
resources to do routine work that does not require their unique skills and intimate
knowledge of the firm, its products, its services, and its customers. Outsourcing “frees up”
a large amount of resources and management effort that can be redirected to other more
strategic issues within the company.

For example, many of the services required to operate an insurance firm, such as bill-
ing, human resources, and transaction processing, are important but not essential to future
growth. So, insurance firms increasingly are turning to outsourcing to enable them to
reduce costs and grow, as they can now focus on their core business. For example, AIG
Entrepreneur specializes in property and casualty insurance for small and medium-sized
enterprises. It signed a 10-year, $100 million agreement with the outsourcing firm Accen-
ture to provide IT hardware and software plus insurance support services. The goal is to sim-
plify, automate, and optimize AIG business processes to increase profitability, improve
operational performance, and enhance services. Annuity, life insurance, pension, prop-
erty, and casualty services will be provided through Accenture’s multilingual service cen-
ter in Bucharest, Hungary. Underwriting, policy, and claims services will be supported by
Accenture computer hardware and software.22
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To Upgrade Capabilities and Services

Often, an outsourcing service provider can perform a business process better than its cli-
ents ever could. The outsourcing provider might be highly efficient, with world-class capa-
bilities and access to new technology, methods, and expertise that would not be cost
effective for its clients to acquire and maintain. Thus, outsourcing a function can pro-
vide a considerable upgrade in capabilities and service.

For example, Mumbai International Airport Limited contracted with Tata Consultancy
Services to implement and manage the IT infrastructure at Chhatrapati Shivaji International
Airport (CSIA). The primary goal was not savings, but to introduce the best technology solu-
tions to build the country’s busiest airport into a model, world-class experience that rivals any
airport in the world.23

As another example, logistics service providers have developed a wide array of ser-
vices that enable their clients to improve operating efficiency and effectiveness, reduce
inventory, and increase customer service by reducing delivery times and providing deliv-
ery status at any point in the pipeline. The providers usually can deliver all these services
at a lower cost. As a result, many organizations have outsourced their logistics opera-
tions to third-party logistics providers to manage complex global supply chains.

Issues Associated with Outsourcing
While companies can gain many potential benefits from outsourcing, these gains do not
come without potential problems. Four areas of risk include quality problems, exposure to
legal liabilities, negative impact on business partner and customer relationships and sat-
isfaction, and potential data and security breaches.24

In a recent InformationWeek research survey of 420 IT professionals, half of them rated
their companies’ outsourcing efforts a success (see Table 4-2).25

TABLE 4-2 Results of outsourcing projects

Evaluation Percent of Outsourcing Efforts

Success 50 percent

Neutral 33 percent

Disaster 17 percent

According to the Diamond Management and Technology Consultants 2006 outsourc-
ing study, 47 percent of outsourcing “buyers experienced an abnormal contract termina-
tion in the past year, while only 2 percent stated that their outsourcing expectations were
exceeded.”26

While outsourcing may prove beneficial for many companies, several potential issues
must be addressed. Any organization that considers outsourcing must be aware of these
issues and develop solutions for them.
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Quality Problems

Outsourcing part or all of a business process introduces significant risks that the service
provider will create quality problems. For example, the toymaker RC2 is not well-known,
although it has major licensing deals with Sesame Street, Winnie the Pooh, Disney,
Nickelodeon, and Thomas & Friends. The firm works with third-party suppliers in China
and Hong Kong to manufacture its products. RC2 and industry observers were shocked in
June 2007 when the firm issued a recall for 1.5 million Thomas the Tank wooden trains
and related components that had been contaminated with lead paint. The manufacture of
the toys had been outsourced to a factory in Dongguan, China.27

Legal Issues

The details of the outsourcing arrangement are documented in a formal contract. The con-
tract describes how responsibilities are divided between the client and the outsourcing
firm, what services are to be provided, what service levels must be met, and how prob-
lems between the two firms will be resolved. Many outsourcing contracts are multiyear,
multimillion-dollar deals that require approval by a board of directors. The average length
of an outsourcing contract is five years,28 so the life of the contract can extend well beyond
the reign of the executives who crafted it. As might be expected, ending such megadeals pre-
maturely can generate expensive legal fees.

For example, Sears Holdings, the corporate parent of Sears and Kmart, ended its $1.6 bil-
lion, 10-year outsourcing contract with Computer Sciences Corporation after less than one
year. Sears Holdings stated that it terminated the contract for cause, while CSC attempted to
hold Sears liable for up to $100 million in contract termination fees.29 It took years to settle
the dispute. J.P. Morgan Chase & Co. scrapped a $5 billion service agreement with IBM follow-
ing its merger with Bank One Corp. Suncorp-Metway Ltd., an Australian banking, insur-
ance, and investment firm that focuses on retail consumers and small and medium-sized
enterprises, terminated its outsourcing contract with CSC following its acquisition of AMP
General Insurance.30 These examples illustrate the need to include terms of disengagement
in the original contract to avoid spending excessive time and money in court.31

Negative Impact on Customer Relationships and Satisfaction

Outsourcing can greatly reduce the amount of direct communication between a company
and its customers. This prevents a company from building solid relationships with its cus-
tomers, and often leads to dissatisfaction on one or both sides. For example, based on an
unusually heavy volume of customer complaints, Dell decided to stop routing U.S. tech-
nical support calls for its OptPlex and Latitude notebook computers to a call center in
Bangalore, India. Dell customers complained of language difficulties and delays in reach-
ing senior technicians when speaking to support personnel. The drop in customer satisfac-
tion was noticeable enough to be measured and reported by both Consumer Reports and
Technology Business Research.32

Data Security and Integrity Issues

Another key outsourcing issue is concern over maintaining data security and integrity to
safeguard against data security lapses. For instance, the state of Florida contracted work on
its payroll and human resources system to Convergys, a U.S.-based outsourcing service
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company. Convergys, in turn, subcontracted work to index state personnel files to
GDXdata, another U.S.-based firm. GDXdata allegedly outsourced the indexing work to a
firm in India, a violation of the GDXdata contract with Convergys. Florida state employ-
ees had to be warned that their personal data might have been compromised, including
sensitive information about the state’s law enforcement agents.33 Besides the security
issues, this example illustrates the need for outsourcing firms to put limits on addi-
tional outsourcing and subcontracting.

Special Issues Associated with Offshore Outsourcing

Firms that consider establishing offshore outsourcing agreements must be aware that major
differences between outsourcing and offshore outsourcing must be taken into account. The
most obvious issues are how to control and manage the work being performed when your
outsourcing partner may not speak your language and is guided by different cultural val-
ues and industry standards. This issue is only intensified by thousands of miles of sepa-
ration across multiple time zones and the extreme difficulty of meeting face to face. Such
separation creates a high potential for lost productivity due to communication problems
and increased opportunity for misunderstandings.

Other issues also are associated with offshore outsourcing:

● Cost advantage—Salaries in developing countries such as China, India, Latin
America, and the Philippines are increasing at more than 15 percent per year. At
these rates, the cost advantage to outsource to such countries is being reduced.

● Turnover—The rate of employee turnover is as high as 50 percent at outsourc-
ing firms in some countries.34 Thus, there is a high potential that key employ-
ees at the service provider for your account or project might leave, causing
significant project disruptions or delays.

● Intellectual property rights—Various countries have widely divergent stances
on the protection of corporate data, copyrights, patents, and trade secrets. Not
only must you consider whether the country has laws to protect your firm’s
intellectual property, you must ask whether the laws are enforced. For
example, one U.S. software manufacturer outsourced the code develop-
ment for a new release of its software to an Indian-based firm. To protect itself,
the U.S. firm required the employees of the Indian firm to sign a nondisclo-
sure agreement—a contract in which parties agree not to disclose important
corporate information. However, an employee of the Indian firm stole a copy
of the code and tried to sell it to a competitor. Despite solid evidence gath-
ered by the FBI, prosecutors in India have failed to convict the man, who con-
tinues to work.35

● Important technology issues—The outsourcing firm must be able to provide
a high level of system availability and network uptime and guarantee that all
processing applications operate efficiently and reliably. High IT reliability,
availability, and efficiency are essential so that business processes can be
executed on a timely basis without significant service interruptions. The
potential for problems is exacerbated by offshore outsourcing with service pro-
viders in developing parts of the world.
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Now that we have identified many of the issues associated with outsourcing and off-
shore outsourcing, we will outline an effective outsourcing process that manages these
issues.

Planning an Effective Outsourcing Process
Outsourcing is like any other business initiative: it takes planning, knowledge, and skill to
execute well. As already discussed, roughly 50 percent of outsourcing efforts are consid-
ered successful, while the other half are evaluated as so-so or outright disasters. Many of the
organizations that were successful carefully planned and executed their outsourcing efforts
following a multistep process. This process is shown in Figure 4-1 and discussed in the
following sections.

Establishing a “Smart” Outsourcing Strategy

The critical component to obtaining successful results from any outsourcing activity is
executive-level understanding and support for a smart sourcing strategy. Smart sourcing is
based on analyzing the work to be done, its associated current processes, and level of effec-
tiveness and resources required, and then determining the best way to do the work in
the future—whether with internal employees, on-shore or offshore outsourcing firms, or
some combination. Organizations that move to smart sourcing recognize that outsourcing
is not just about lowering labor costs. Outsourcing can achieve strategic competitive
advantages by reducing time to market for new products, cutting the time required for prob-
lem resolution, and freeing up resources to enable greater innovation. Armed with this
more complete understanding of the potential of outsourcing, the organization can make
better strategic decisions about appropriate activities and projects for outsourcing, as
well as which outsourcing firms they will hire. As this chapter discusses later, smart sourc-
ing requires an organization to work in a true partnership with the outsourcing provider.
This partnership must be built on a high level of collaboration, mutual trust and respect, and
a sharing of common goals.

Evaluating and Selecting Appropriate Activities and Projects for Outsourcing

Many outsourcing projects have failed to meet expectations, especially when work was relo-
cated simply to cut labor costs or to clean up a poorly performing operation. Generally,
shifting seriously flawed operations to a less expensive organization does not solve funda-
mental problems. Thus, an organization must carefully consider which process and
projects it should assign for outsourcing.
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Establish Smart Sourcing
Strategy

Measure and Evaluate Results
to Provide Data to Improve
Outsourcing Process

Evaluate and Select
Appropriate Activities and
Projects for Outsourcing

Evaluate and Select
Appropriate Service
Providers

Evaluate Service Provider
Locations

Benchmark Existing
Services

Establish Outsourcing
Governance Process

Develop Outsourcing
Contract

FIGURE 4-1 Multistep process for successful outsourcing
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The most significant outsourcing risk is dealing with increased management
complexity. This level of risk is heightened as the organization increases the scope of pro-
cesses being outsourced. Many organizations hesitate to outsource processes that are con-
sidered mission critical, that are tightly linked to other key processes, that clearly
differentiate them from the competition, or that strongly influence sales. Thus, an organi-
zation’s initial experience with outsourcing probably should not involve a critical, core busi-
ness process. Organizations can ask the following key questions to separate core business
processes from their less critical processes:36

● How critical is the project or process to unique strategic differentiation?
● How competitive and innovative is the organization in this business area?
● How cost effective are activities in this business area?
● How much customer value does the project or process provide?

Many companies start with a short-term, low-risk outsourcing pilot effort, perhaps mov-
ing responsibility for a small business process to an outsourcing provider that appears to
be an attractive, long-term outsourcing partner. They may employ an experienced outsourc-
ing consultant to help get started, provide ongoing feedback, and help evaluate the pilot
results. At least six months are required to gain experience with the service provider and
work through various start-up issues so that a fair assessment can be made. After this ini-
tial experience, the company may want to expand the scope of its outsourcing efforts. It can
do so with the experience gained from the initial pilot and try not to repeat the same
mistakes. It also will have substantial experience with at least one outsourcing vendor and
be in a better position to know what the company needs in an outsourcing partner.

Evaluating and Selecting Appropriate Service Providers

When outsourcing a major business process or project, an organization should think in
terms of hiring a partner, not just a provider. Thus, choosing the best outsourcing service
provider is not based solely on the lowest price quoted or the highest savings promised.
Ideally, the organization can choose an outsourcing firm with which they can build a strong
strategic partnership based on a mutually sustained commitment to achieve specific busi-
ness goals. The customer must use due diligence in carefully researching the potential
partner’s capabilities and reputation. This research can be conducted through discussions
with current and former customers of the firm, seeking input from industry trade groups
and consultants, on-site visits to the vendor’s facilities, and review of public records related
to the firm. These records include Dun & Bradstreet credit reports, filings and reports from
the Securities and Exchange Commission (SEC), and articles in trade magazines and
the press.

Companies also can research outsourcers through documents generated as a result of
the Sarbanes-Oxley Act. This legislation was enacted in response to several major account-
ing scandals at Enron, WorldCom, Tyco, and other companies in the late 1990s and early
2000s. Under Sarbanes-Oxley, a report filed with the SEC by a publicly held firm must con-
tain a statement signed by the CEO and CFO attesting that the report’s information is
accurate. Penalties for false attestation include up to 20 years in jail and significant mon-
etary fines. As a result, firms spend considerable time and energy to document and test
internal control processes. But what if a fundamental business process is outsourced to a
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third party? An SAS 70 audit (Statement of Auditing Standards No. 70, Service
Organizations) is a tool that can help evaluate an outsourcing firm’s internal controls. Under
such an audit, the service firm prepares a written document describing its control goals and
objectives. An outside service auditor then examines the document and the service firm’s
operations to render an opinion on several issues:

● Are the control goals clearly stated?
● Are the controls suitably designed to achieve the service organization’s stated

control objectives?
● Are the controls actually being used?
● Are the controls operating effectively (Type 2 SAS 70 audit)?

Firms considering outsourcing need to spend considerable time and effort to thor-
oughly review the outsourcing firm’s SAS 70 audit and ensure that they understand the
firm’s control goals and implementations. They must be comfortable that the internal
controls implemented by their potential partner are adequate. Failure to share the results
of an SAS 70 audit should be a warning signal in dealing with an outsourcing vendor.

SAS 70 can help evaluate a firm’s internal controls, but it does not fully address infor-
mation security control. ISO (International Standards Organization) 17799 identifies “best
practice” information security controls and their objectives. An organization considering
outsourcing can use this standard to evaluate the service provider’s security policy and
measures more fully.

In summary, organizations should choose outsourcing firms based on several factors,
as listed in Table 4-3.

TABLE 4-3 Factors for evaluating outsourcing partners

Factors

Proven experience in business process outsourcing

Reputation

Knowledge of the industry

Expertise in the organization’s processes

Price

Freedom from major lawsuits and customer complaints

Financial viability

Trustworthiness

Proven high level of innovative and continuous improvement

Proven ability to deliver services effectively to the countries in a company’s base of operations

Use of best-in-class processes and technology

Thorough review of the outsourcing firm’s SAS 70 audit reveals no problem

Review of the outsourcing firm’s security versus ISO 17799 best practices reveals no major outages
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Evaluating Service Provider Locations

Any outsourcing service provider, no matter what its base of operations, can be affected by
economic turmoil, natural disasters, and political disturbances. The potential for these
risks is greater in some places than others. Be sure that you understand the base of opera-
tions that will service your needs. Ideally, your outsourcing partner can provide services
from several geographic locations if necessary. Your company should investigate the capa-
bility for avoiding business interruption whether the outsourcing firm is “on shore” (in
your own country) or offshore.37

For example, Bangalore, with a population of about 6.5 million, is India’s fifth-largest
metropolitan area. It often is compared with the Silicon Valley in the United States because
many outsourcing service providers have offices there, including Infosys, IBM, Tata
Consultancy Services, and Wipro. India’s outsourcing industry is an important source of
national income, and so it is a prime target of terrorist groups. Indian authorities arrested
a suspected member of a terrorist group for plotting attacks on several Bangalore outsourc-
ing firms in 2006. In October 2006, these outsourcing firms closed their Bangalore facili-
ties due to a public sector strike related to a border dispute. In January 2007, they shut
down operations because of riots between Muslims and Hindus. In February 2007, they did
not open their offices due to a labor strike over a court decision on water distribution from
a nearby river.38

Other factors when considering location include the availability and reliability of high-
speed communications networks and power grids, the availability of sufficiently trained
workers, and the effectiveness of the outsourcing firm’s national legal system in protect-
ing intellectual property, including copyrights, trade secrets, and patents. Of course, the
challenges of outsourcing become even more difficult when the work is being done in a
country that has significant language, cultural, and time zone differences. Such consid-
erations may force a firm to change its initial choice of outsourcing service partner.

Table 4-4 summarizes the factors to consider when evaluating service provider
locations.

TABLE 4-4 Factors for evaluating the location of an outsourcing provider

Factors

Potential for business disruption has been addressed adequately by the provider through use of effec-
tive backup and alternate business recovery sites

Access to high-speed, reliable communications networks is readily available

Access to reliable power grids is readily available

Provider has access to an adequate supply of sufficiently trained workers

National legal system supports and enforces the protection of intellectual property

Benchmarking Existing Service Levels

Before signing an outsourcing contract, an organization should benchmark its existing ser-
vice levels so that it knows how well the services are being delivered and it knows the asso-
ciated costs. This benchmark can then be used to establish a reasonable baseline for

Chapter 4

110



negotiating target results and costs from the outsourcing service provider. The agreed-to tar-
gets are then used to define the service-level agreement (SLA) of the contract.39

A key to effective benchmarking is choosing the right measures to evaluate the perfor-
mance of the process. Remember, you get what you measure. For example, reasonable met-
rics for a call center might be to measure average hold time for customers or the number
of abandoned calls. Measuring these parameters and trying to improve performance would
lead to better results for the firm and the customer. On the other hand, setting a mea-
sure for the average number of calls handled per customer service agent may lead to coun-
terproductive behavior. The agent might not fully listen to the customer and cut the call
short to get to the next call.

The time and cost required to perform a benchmark depends on the size, scope, and
complexity of the process being measured and the number of metrics used. It can cost more
than $100,000 to hire an outside consulting firm to perform a benchmark. Doing the
benchmarking with employees can be much less expensive and take less time because they
already are familiar with the people and the process. However, employees need to be
trained to perform the benchmark process, and internal benchmarks can be tainted by bias,
especially if the people doing the measuring are part of the in-house process.40

Increasingly, experienced organizations include broad measures of desired business
outcomes into the performance measurements they expect outsourcing partners to deliver.
These measures define valuable business benefits that the organization wants from the out-
sourcing initiative, including increased speed to market, reduced product or service
defects and rework, and lower working capital requirements made possible by higher
efficiencies.41

Developing an Outsourcing Contract

The development of an outsourcing contract is a job for experienced procurement and legal
professionals. Although numerous issues should be addressed, only a few are covered in
this section.

The ownership of assets and facilities is an important factor in determining the cost
of the outsourcing contract. There are three basic alternatives:

● The firm can transfer ownership of the assets along with operational responsi-
bility to the outsourcing service provider. The provider typically offers a finan-
cial incentive to do this, such as a reduction in charges or a cash transfer to
cover the value of the assets.

● The firm can transfer the assets to a third party (financial services firm) under
some sort of leaseback arrangement.

● The firm can retain ownership of the assets while the provider takes on the
operational responsibility. Experienced members of the client’s finance and
accounting organization must become involved in analyzing the various
options.

For example, Electronic Data Systems (EDS) was awarded a $1 billion, 8-year con-
tract to provide a variety of IT services to KarstadtQuelle AG, which is headquartered in
Essen, Germany. The firm’s core activities include Karstadt department stores through-
out Germany, domestic and international mail-order companies, and its tourism business
(Thomas Cook). As part of the arrangement, EDS will gain a 75 percent stake in Itellium,
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the firm’s in-house IT subsidiary. EDS will update Itellium’s IT infrastructure to form a
new outsourcing center that will serve KarstadtQuelle and other European retailers. As
another example, IBM won a contract to manage the IT resources of Switzerland’s Banque
Cantonale Vaudoise, and is following a similar strategy to create a Swiss-based outsourcing
center for European banks.42

The current trend is to reduce the size and complexity of outsourcing contracts. Instead
of entering into all-encompassing outsourcing contracts with a single firm, organizations
are opting for simpler, more business-specific arrangements that employ multiple service
providers. For example, one service provider might handle network operations, another
might manage servers in data center environments, and a third could handle the help
desk.43 The goal is not only to cut costs by fostering competition among the vendors, but
to take advantage of each vendor’s areas of specialization and technical expertise. This
approach requires that the vendors work well together, cooperating to solve problems
and not pointing fingers. It also requires additional overhead in the form of specialists who
help manage the relationship with each provider.

Unfortunately, allocating pieces of a major outsourcing contract among several
firms is not a foolproof approach to containing project costs. For example, the UK National
Programme for IT in the National Health Service (NHS) has the ambitious goal of electroni-
cally linking 50 million patients to 30,000 doctors and 270 healthcare providers by 2010.
Healthcare records, appointment details, prescription information, and up-to-date research
into illnesses and treatment will be made available both to patients and health
professionals. Information will be available over a secure link whenever and wherever
health-related decisions must be made. In 2003, the UK government awarded contracts to
several IT outsourcing service companies to provide the regional IT systems and ser-
vices needed to support the project. The UK government allocated $4 billion for the pro-
gram in 2002, but it is estimated that the program will cost more than $55 billion!44

When entering into an offshore outsourcing agreement, it is critical to determine what
legal system and which country will have jurisdiction over any contract disputes. Each
party in the contract, of course, prefers to have its own country rule.

Establishing an Outsourcing Governance Process

Governance of an outsourcing contract involves formal and informal processes and rules
to manage the relationship between the two organizations. Governance defines proce-
dures such as periodic formal reviews between the outsourcing company and its service
provider, and explicit escalation procedures in the event of a disagreement. The goal of such
procedures is to ensure that the outsourcing initiative succeeds, even as personnel, busi-
ness needs, and operating conditions change.

Governance requires dedicated, trained vendor relationship professionals to manage
the working relationship between the organization and outsourcing service provider. These
relationship managers engage the service provider and work collaboratively to find prob-
lems and fix them. Good relationship managers should have excellent communication,
problem solving, and negotiation skills. They also need a thorough knowledge of the busi-
ness processes and technologies involved. Similarly, the outsourcing service provider has
invested many years in the recruitment, development, training, and retention of relation-
ship managers. They expect to encounter client relationship managers of similar status,
experience, and knowledge that they can work with as equals.
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Measuring and Evaluating Results

A key component of governance is to implement ongoing monitoring and analysis of out-
sourced business processes using an appropriate set of metrics. Such a program will deter-
mine if an organization is realizing the full benefits of outsourcing and reduce the degree
of operational risk.45 It also will enable the firm to hold its outsourcing provider account-
able for implementing corrective action as needed. In a typical contract, if the service pro-
vider’s performance and costs don’t meet the SLA standards, financial penalties can be
assessed and the contract can even be terminated.46 How frequently measures are taken
and how quickly changes are implemented depends on the importance of the business pro-
cess in meeting true business goals.

In 2003, Procter & Gamble signed four major outsourcing contracts, each with a differ-
ent provider: a $3 billion, 10-year deal with Hewlett-Packard to take over much of the firm’s
IT services; a 5-year deal with Jones Lang LaSalle for facilities management; a 5-year deal
with Sykes Enterprises to outsource customer care, customer relationship management
(CRM) applications, and global fulfillment services; and a $400 million, 10-year deal with
IBM for human resource services. An organization of 100 people was formed to focus solely
on managing all outsourcing relationships and to avoid losing control of service levels or
the scope of the outsourced project. The employees were trained by experts from P&G’s
Purchasing Department in the best practices for dealing with suppliers. The group includes
experts in disciplines from IT to CRM and facilities management. The P&G team uses soft-
ware to track hundreds of service levels and enter data into a performance scorecard to
see how well each vendor is performing. Each member of the team is assigned to “work on
just one of the outsourcing contracts, but they interact and keep tabs on how their col-
leagues manage the other vendors.”47

The ongoing tracking and measurement of important metrics enables the organiza-
tion to use the data as feedback, so that each step in the outsourcing process can be
improved based on the result of the project.

Read the following special feature to see what can happen when an organization does
not take an effective approach to identifying and meeting its outsourcing needs.

A M A N A G E R T A K E S ( T H E W R O N G )
A C T I O N

Swansea City Council Outsources IT

Swansea is a historic city of 226,000 people on the coast of Wales, United Kingdom. Its
beginnings trace back to the Vikings in 1013. The city’s location makes it a popular tour-
ist resort, and it also is home to some high-tech industries.

In late 2004, the Cabinet of the Swansea City Council developed ambitious plans to
launch an e-government initiative to enable residents to conduct business with the coun-
cil face to face, by phone, or over the Internet. The initiative would extend hours of opera-
tion, create contact centers to make it easier for residents to interact with the council,

continued
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establish a call center that would enable 200 phone numbers to be replaced with a one-
stop center and a single phone number, and provide a set of improved Internet services
known as service@swansea. The initiative also would generate about £72 million in sav-
ings by making the council more efficient and by cutting costs through reduced paper-
work and duplication. The savings then could be invested to further improve council
services such as education and improving the environment.

The city council decided to outsource not only the work of implementing the
e-government initiative, but to outsource the operation and support of the council’s IT
services. The value of the outsourcing contract was estimated at £119 million; it would
be funded by transferring the money the council already spends on IT and adding a new
investment of £2 million per year over the next decade.

The IT staff went on strike in August 2004 during outsourcing negotiations, complain-
ing that the council had refused to fully consult the staff and that they had been insuffi-
ciently consulted over being transferred as part of the outsourcing. Instead of outright
transfer to the outsourcing firm, the staff wanted the council to second them to the out-
sourcing firm. Secondment, or the detachment of employees from their regular organiza-
tion for temporary reassignment, would protect pension arrangements and other staff
benefits that may not be available from an outsourcer. There was talk of escalating the
strike to all 5000 union staff. This potential escalation was condemned by deputy coun-
cil leader Gerald Clement, who accused the union of “holding the council and the people
of Swansea to ransom.”48

In September 2004, it was learned that the IT outsourcing project would cost
£150 million over 10 years, an increase of nearly 50 percent over the original estimate.
The new estimate included the addition of £5 million per year to cover the cost of acquir-
ing a call center, a city center drop-in shop for residents, and transfer costs in switch-
ing to a private company to run the project.49

After six weeks of the strike, and as the 5000 members of the union were set to vote
on joining the strike, the Swansea City Council called in a third party, Acas, to assist in
settling the strike. The IT workers finally suspended their strike after eight weeks and
returned to work. Even though 63 percent of the 5000 union members voted to strike
against outsourcing, the council still planned to award the outsourcing contract for the
service@swansea project in December.

The council let it be known that employment arrangements for the IT staff would not
be finalized and communicated to the staff until February 2005. A director of an outsourc-
ing consultancy who was not involved in the Swansea situation stated, “Looking at sign-
ing a deal in December but only sorting out the staff issues in February 2005 is courting
disaster. The affected IT people deliver support for critical services. Without clarity on
their future, how can Swansea expect anything but further issues?”50

Final selection of the outsourcing firm was delayed until January 2005 and the con-
tract was expected to be signed in April 2005. Capgemini, a large IT, consulting, out-
sourcing, and professional services company with more than 75,000 employees in 30
countries, was the winner, although the contract represented its first major outsourc-
ing contract in local government.51

continued

Chapter 4

114



In April 2005, a decision was made to transfer 70 percent of the IT staff to Capgemini.
A council spokesman said that the IT department’s proposals were considered but the plan
to transfer IT staff to the supplier was preferred because it offered better value and faster
return on investment. In addition, secondment created greater legal risks.52

Council official Mary Jones said, “Our [IT] staff will join one of the world’s leading IT
companies, where they will be able to develop their skills and careers. We have heard their
concerns and have agreed with Capgemini to a range of measures to ensure protection
of their terms and conditions for the period of the 10-year contract.”53 These concerns
included the right not to have to work outside the Swansea local area and the ability to
remain on the local government pension plan. The contract was expected to be signed in
June, with the staff transfers completed by July.

In September 2005, the Swansea City Council announced that it would give its IT staff
just two weeks notice of their new terms and conditions of employment prior to their
transfer to Capgemini on October 1. However, there were further delays in the signing of
the contract and the number of staff to be transferred was reduced to 66 from 73.54

The contract with Capgemini finally was signed in January 2006 after a delay of 18
months. In addition, the council decided to implement a less ambitious e-government
project and cut the value of the contract to £83 million. In January 2007, the Swansea
City Council cancelled the e-government component of the outsourcing contract, slash-
ing the contract value to £40 million.

After one year of operating under the outsourcing contract, frustrated council mem-
bers complained that computer systems and support services cost more and delivered
less under the new outsourcing arrangements. Council members have given up using
the help desk, which was transferred to Aberdeen, Scotland. Councillors complained
that help desk workers did not even know where Swansea was or what a councillor was.
In addition, the e-mail system was slow and difficult to use, and often was unavailable for
use altogether.

Discussion Questions:

1. Businesses and public organizations in the UK have long been successful adopt-
ers of outsourcing. In fact, the UK is recognized as being the most advanced
country in Europe in terms of outsourcing. So what went wrong with the Swansea
City Council’s efforts, which is described as a “PR disaster” for outsourcing?
Identify three serious mistakes you think the city council made.

2. Should the city council have handled the outsourcing of ongoing operations and
outsourcing the building of the new e-government initiative as two separate
issues? Discuss fully.

3. How should the city council proceed from here?
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The manager’s checklist in Table 4-5 provides a set of recommended actions for busi-
ness managers to consider when contemplating outsourcing. The appropriate answer to
each question is yes.

TABLE 4-5 Manager’s checklist

Actions Yes No

Do you know what your organization’s core business processes are?

Is there a clear goal to be achieved through outsourcing, such as cost stabilization,
improved focus, or upgraded capabilities?

Have you fully considered the four key areas of risk associated with outsourcing?

If you are considering offshore outsourcing, do you understand the special issues
involved?

Has your organization established a smart sourcing strategy?

Does your organization follow a logical, well-defined outsourcing decision-making pro-
cess similar to the approach outlined in this chapter?
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Chapter Summary

● Outsourcing is an arrangement in which one company contracts with another organiza-
tion to provide services that could be provided by company employees. When the people
doing the work are located in another country, the arrangement is called offshore
outsourcing.

● Outsourcing takes many forms, including IT outsourcing, business process outsourc-
ing, and human resources outsourcing.

● Global service providers offer high-value services, including handling certain core busi-
ness processes and creating revenue opportunities around the world.

● Organizations turn to outsourcing to cut or stabilize costs, improve the firm’s focus on
its core operations, and upgrade the firm’s capabilities and services. In a recent survey,
roughly half of the companies contacted rated their outsourcing effort a success.

● Outsourcing is a high-risk activity that raises the potential for quality problems, expo-
sure to legal liabilities, negative impact on business partner and customer relationships
and satisfaction, and potential data and security breaches.

● Other issues are associated with offshore outsourcing. For example, it can be difficult
to manage and control work done by people who do not speak your language, who are
guided by different cultural values and standards, and who reside several time zones
and thousands of miles away. Also, the cost advantage for offshore outsourcing is
eroding; wages in many developing countries are increasing at more than 15 percent
a year. In addition, countries have varying ideas about the protection of intellectual prop-
erty, and there are potential problems with the availability and reliability of power grids,
IT networks, and their applications.

● An eight-step process to successful outsourcing includes: 1) establishing a smart out-
sourcing strategy, 2) evaluating and selecting appropriate activities and projects for out-
sourcing, 3) evaluating and selecting appropriate service providers, 4) evaluating
service provider locations, 5) benchmarking existing service levels, 6) developing the out-
sourcing contract, 7) establishing an outsourcing governance process, and 8) evaluat-
ing and measuring results.

Discussion Questions

1. What are some differences and key issues that distinguish outsourcing from offshore
outsourcing?

2. How would you distinguish a global service outsourcing provider from a staff augmenta-
tion outsourcing firm?

3. Give three primary reasons why organizations turn to outsourcing.

4. Can a firm be successful without outsourcing? Discuss the question fully and identify an
example to support your position.

5. What key issues must be addressed when considering whether to outsource?

6. What are the key areas of risk when a firm enters into an outsourcing effort? How can these
risks be reduced by following an effective outsourcing process?
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7. What additional risks arise when a firm is considering offshore outsourcing? Is there any
way to minimize these risks?

8. What is the difference between outsourcing and smart sourcing?

9. Give an example of a business process that would be appropriate to consider for a firm’s
first venture into business process outsourcing. Give an example of an inappropriate busi-
ness process.

10. What is the difference between an outsourcing service provider and a partner? Does it mat-
ter if your firm treats your outsourcing firm as a provider or a partner? Why or why not?

11. Discuss the impact of the Sarbanes-Oxley Act on choosing and managing an outsourcing firm.

12. Can you choose an outsourcing service provider without knowing the locations from which
your operations will be serviced? Why or why not?

Action Memos

1. General Motors group vice president and CIO Ralph Szygenda is a strong advocate of the
multisourcing approach. His groups employ more than a dozen outsourcing firms to pro-
vide IT-related services and equipment. Such multisourcing requires that vendors work well
together. To that end, GM works with its vendors to improve integration and adopt
standards.55 GM employs about 2000 IT staff around the world to focus on managing out-
sourcing vendor relationships. Senior GM IT managers meet with each outsourcing pro-
vider on a monthly basis to identify projects and issues that need attention. This approach
to outsourcing has been credited with reducing GM’s IT expenses by $1 billion per year
over the past six years.56

One of your classmates has just finished an on-campus job interview with a GM
representative. During the interview, the recruiter discussed the need for qualified people
to serve on a team that manages an outsourcing vendor relationship. Your classmate has
sent you a text message that says you should cancel your interview with GM because the
role discussed seemed meaningless. How would you react? Would you cancel the interview?
What would you say to your classmate?

2. You are an experienced and respected claims manager in a midsized financial services firm.
Your firm is about to close a five-year deal to outsource the servicing of its claims pay-
ment process to a respected firm in India. You have mixed feelings as you stare in amaze-
ment at the text message you have just received from your manager: “We need an
experienced manager to relocate to India for 6 to 9 months to make sure that we get off to
a good start with this outsourcing project. I’d like to put in your name for this opportunity. I’m
on my way into a meeting to discuss potential candidates. What do you think?”

How would you respond? How might you want to follow up with your manager later?
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Web-Based Case

Make a list of three publicly held outsourcing firms: one located in your country and two located
outside your country. Attempt to perform steps 3 and 4 of the outsourcing process discussed
earlier in this chapter, using data you can find on the Web. As a reminder, steps 3 and 4 are evalu-
ating and selecting appropriate service providers, and evaluating service provider locations.

Discussion Questions

1. Based on the data you can find on the Web, which firm and which location would you choose,
and why?

2. What additional data would you need to make a truly well-informed decision? Where and
how could you get this data?

Case Study

Accenture: A Model of Western Outsourcing Success

During the past five years, India-based outsourcers such as Tata Consultancy Services, Wipro,
and Infosys Technologies have been pulling the rug from under the feet of the high-tech outsourc-
ing giants. Between 2002 and 2006, the market share of these Indian companies rose from 0.5
to 7 percent. With significantly cheaper labor and overhead costs, these companies have been
able to underbid IT leaders like IBM and Hewlett-Packard. Yet one Western outsourcing com-
pany continues to grow and thrive: Accenture.

Accenture was formed in 1989 when a group of partners broke away from nationally and inter-
nationally based Arthur Anderson firms to form a new organization specializing in consulting and
technology. Over the next decade, Accenture expanded from systems integration to consult-
ing, outsourcing, and related technology services.

Accenture’s Recent Projects

Powered by SAP software, Accenture will implement the largest total cost management system to
date for the U.S. Army. The system will serve more than 79,000 users and supplant more than 80
Army legacy systems.

Best Buy partnered with Accenture to build new supply-chain and analytical capabilities while reduc-
ing its server requirements by 39 percent.

BT, one of the largest global communication providers, outsourced much of its UK human resources
to Accenture. Accenture reduced absenteeism by 33 percent, increased productivity, and reduced
human resource costs by 20 percent.

By 2000, Accenture was netting more than $9.5 billion annually and had more than 75,000
employees in 48 countries. The company outgrew its locally owned independent partnership
structure and went public in 2001. At the same time, when most IT profits were plunging during
the dot com bust, Accenture scored double-digit growth.
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The key to their success? “They never took their eyes off business development,” said Rauline
Ochs, a former vice president at BEA Systems, an enterprise software developer that partners
with Accenture to deploy BEA platforms for their clients.57

Accenture carefully researches market developments and implements strategy based on this
research. The company’s business strategy is highly focused on technological innovation, main-
taining its global presence, and expanding its vertical assets.

Expanding Vertical Assets

A horizontal market consists of businesses that produce the same or interchangeable goods or
services. By contrast, companies that are based on vertical structure may own everything from the
mine or factory where the raw material is produced to the plant where the final product is shipped.
Whether serving the automotive, retail, or pharmaceutical industries, Accenture focuses on
business process outsourcing (BPO), supplying services to handle complete business processes.
For example, Accenture’s IT staff may create databases and algorithms for a drug trial. Accen-
ture doctors can then conduct the tests and review the clinical data. The result of this vertical
approach is that companies do not have to oversee and coordinate the work of a series of con-
tractors, but simply can turn to one consulting firm to manage the entire project.

Customers increasingly are looking for contractors with expertise in their specialized areas.
It reduces their time to market and gives them access to new talent pools that they could not build
in-house. By outsourcing a project, companies also can concentrate on their core business and
more effectively pursue their own strategic goals.

DuPont had an IT organization that successfully supported the company’s strategic goals,
but IT was costing the company $1.2 billion annually. By 1996, the organization managed to reduce
its IT-related expenses by 45 percent through infrastructure consolidation and layoffs. However,
DuPont wanted to be able to focus its energy on developing science innovation in food, health care,
home products, apparel, transportation, and electronics.

“We had eliminated work and consolidated but didn’t invest in people or new technology or,
especially, process management,” said Maryann Holloway, DuPont’s director of global alliance
management and IT operations.58

In a 10-year, $4 billion deal that has been called the “big bang” of the conservative chemi-
cal industry, DuPont contracted with Accenture and Computer Sciences Corporation (CSC) to
develop and maintain IT systems in more than 40 countries. Accenture took over the manage-
ment of DuPont’s manufacturing and engineering systems; order processing; materials and
resource planning; and safety, health, and environmental analysis systems. The deal set a pre-
cedent in outsourcing IT, both in the scope and duration of the contract.

“This was a real precursor to multisourcing,” said Holloway, who explained that a great deal
of hard work is still involved in integrating the service providers.59

By stabilizing its fixed IT costs, DuPont was able to enjoy greater financial flexibility and con-
centrate on its core business: the pursuit of scientific innovations in its own industry. In addi-
tion, DuPont was able to reduce IT costs by another 5 percent.
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Accenture has developed its position as a business process outsourcer. However, some busi-
ness analysts have warned that Accenture is spreading itself too thin. Accenture maintains five
operating groups: Financial Services, Communications and High Tech, Products, Resources, and
Government. The company must build specialization across a broad range of areas, as shown
in the following table.

Accenture’s Areas of Expertise by Industry

Aerospace and defense Government

Airlines Health and life sciences

Automotive Industrial equipment

Chemical Media and entertainment

Communication Metals

Consumer goods and services Mining

Electronics and high tech Public transportation

Energy Retail

Financial services Travel

Forest products Utilities

Freight and logistics

The risk is that an investment in one area may not pay off if the company cannot offer that ser-
vice to its other clients. “Even IBM focuses on a core of four processes, and EDS recently whittled
down its offerings after discovering that its $3 billion BPO business was too scattered across
multiple processes to give it any significant momentum,” cautioned Forrester analysts.60 Yet,
Accenture has continued to aggressively pursue vertical expansion.

Technological Innovation

Given its vertical strategy, Accenture not only must research and develop emerging technolo-
gies, but anticipate how new technologies can benefit its clients and improve business processes.
In addition, Accenture researches business processes in and of themselves: its well-regarded
research program has reviewed more than 6000 companies to determine what factors provide
business with strategic advantage over time. Accenture’s staff track the latest trends, such as
the recent growth of Indian companies as they move into the global market by acquiring or merg-
ing with companies in Europe, North America, and elsewhere. Accenture’s staff produce reports
on the Japanese insurance market, supply chain management for the aerospace industry, and
trends in retail outsourcing.

At the same time, R&D’s staff develop new advances in fields such as human-computer inter-
action, business process analytics, and intelligent device integration. During fiscal year 2006, the
company had 1368 patents pending. To fuel this innovation, Accenture opened its fourth tech-
nology lab in 2006, in Bangalore, India.
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Global Positioning

Accenture operates a Global Delivery Network with more than 40 centers in strategic locations.
Beyond traditional Western hubs like London, Madrid, and Chicago, Accenture has facilities in
countries such as the Czech Republic, Latvia, Slovakia, and Brazil, which allows it to provide
on-shore, nearshore, or off-shore options to Latin American, Northern European, and Eastern
European clients. Just under half of Accenture’s 2006 revenue came from the European Middle
East Africa (EMEA), with most of the rest coming from the Americas. Accenture also is build-
ing inroads into Asia and the Pacific, with centers in Shanghai and Dalian, China to gain access
to the world’s fastest-growing economy. By setting up shop in China, Accenture not only has
access to cheap labor but to the country’s rapidly expanding business markets. Accenture recently
picked up contracts with China National Offshore Oil Corp., TCL, Lenovo, and Diageo
Shanghai.61

Revenues Before Reimbursements by Geography (in billions of US$)

Americas $7.7

EMEA $7.6

Asia Pacific $1.3

Total $16.6

When the Indian consulting companies began to pull profits from the “Big Six” Western com-
panies, Accenture responded by accelerating its move into India. By August 2006, 35,000 of its
160,000 employees were located in India.

Accenture’s Advantage

As Accenture competes with Tata, Infosys, and Wipro in India, China, and elsewhere, it has one
enormous advantage over these companies: its vertical structure. Indian companies have not
built broad expertise in specific industries yet.They cannot offer the same range of specialized out-
sourcing and consulting services. Therefore, the Indian firms cannot compete with Accenture for
the increasing number of customers who are looking for consultants or outsourcers with exper-
tise in their own industry.

Accenture is in a position to do what Indian companies are only now positioning them-
selves to do: hire professionals in India so that they can offer vertical solutions at lower prices.
Originally, most employees in India staffed low-level IT posts and positions that did not require
customer contact, but this has changed. In March 2007, Accenture announced plans to hire 2000
more Indian professionals. By the year’s end, Accenture will have more employees in India than
in the United States.

“We are actively recruiting management consultants, professionals with deep industry and
functional expertise, and graduates of India’s top business schools,” announced Mark Foster,
Accenture’s group chief executive for Management Consulting and Integrated Markets.62

Other Western companies are adopting similar approaches. Cisco plans to have 20 percent
of its “top talent” in India within five years. IBM is expanding its Bangalore research group. Once
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criticized for its overambitious investment in specialized industries, Accenture recently has been
hailed as a model of success. No business analyst can argue with Accenture’s high annual
growth rate and expanding market share.

Accenture’s Annual Revenue Before Reimbursements (in billions of US$)

2006 $16.65

2005 $15.57

2004 $13.67

2003 $11.82

2002 $11.57

As Indian companies reposition themselves for BPO, Accenture will have to stay one step
ahead. The years to come will show whether the Accenture strategies of vertical growth, geo-
graphical positioning, and technological innovation will prevent Indian outsourcers from grab-
bing Accenture’s market share.

Discussion Questions

1. What strategic advantage have Indian outsourcers used to capture market share away from
Western IT leaders?

2. What risks did Accenture face when developing itself as a business process outsourcer?

3. Why have companies like DuPont chosen to outsource entire business processes?

4. How do Accenture’s vertical assets give the company a strategic advantage over Indian
competitors?
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C H A P T E R 5
CORPORATE
GOVERNANCE AND IT

T H E I M P O R T A N C E O F C O R P O R A T E
G O V E R N A N C E

“Research into IT management practices at hundreds of companies around the world has
shown that most organizations are not generating optimal value from their IT
investments. The most important factor distinguishing top-performing from substandard-
performing organizations is the level of leadership by business and senior managers.”1

—Luc Kordel, information systems author, trainer, and auditor

H A R L E Y - D A V I D S O N

Why Managers Must Get Involved in IT Governance
Harley-Davidson, founded in 1903 in Milwaukee, Wisconsin, is the oldest and arguably most renowned

producer of motorcycles in the United States. Harleys are high-quality, heavy bikes designed for cruising

on the highway and are known for the distinctive rumbling sound of their exhaust. The firm employs about

10,000 workers and is a reliable source of steadily increasing revenue, with recent annual revenue

exceeding $5 billion.

Like other publicly held U.S. corporations, Harley-Davidson is subject to many federally mandated

regulations, including the Sarbanes-Oxley Act, the Health Insurance Portability and Accountability Act

(HIPAA), and Gramm-Leach-Bliley. (See Table 5-1 for a summary of these regulations and others.)



TABLE 5-1 Regulations that influence corporate and IT governance

Regulation Goal(s) of the Regulation

Sarbanes-Oxley Act (SOX) Ensures that internal controls are in place to govern the creation and
documentation of financial statements. Section 404 of the act requires
a signed statement by the CEO and CFO attesting that the information
in any of their firm’s SEC filings is accurate, with stiff penalties for
false attestation.

Health Insurance
Portability and Account-
ability Act (HIPAA)

Requires employers to use national standards for electronic healthcare
transactions with insurers and healthcare providers, and requires that
employers ensure the security and privacy of employee health data.

Gramm-Leach-Bliley Requires all financial-services institutions to communicate their data
privacy policies and honor customer data-gathering preferences.

Foreign Corrupt
Practices Act

Prohibits corrupt payments to foreign officials for the purpose of obtain-
ing or keeping business.

Basel II An international set of risk and capital management requirements
designed to ensure that banks hold capital reserves commensurate to
the risk banks assume through their lending and investment practices.
The less the exposure, the less capital the bank needs to safeguard its
solvency and overall economic stability.

In the early 2000s, Harley-Davidson had only rudimentary IT internal controls in place. Further-

more, its managers were not well versed in implementing and managing internal controls. In recognition

of this relatively poor state of affairs and in response to an increased emphasis on effective management

controls, Harley-Davidson formed a new IT compliance department whose purpose was to improve

internal controls and mitigate the risk of noncompliance to federal mandates. The group also was

instructed to work effectively but to avoid hurting product quality or slowing down production.

Initially, the group began to implement a vendor’s general computer controls model. However, after

a key member of the department attended a Control OBjectives for Information and Related Technology

(COBIT) user convention, the member persuaded the group to convert the effort to implement the
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COBIT control framework. Harley-Davidson decided to convert to the COBIT control framework for

several reasons:

● COBIT is an internationally accepted standard for IT governance and control practices.

● The use of COBIT provides a common language, terminology, and processes that can be used

by business managers, end users, auditors, and IT professionals.

● Acquisition of the COBIT framework, including tools and templates, is essentially free as a

download.

● COBIT is a set of decades-old standards that are highly regarded by auditors because they pro-

vide specific guidelines and are completely independent of any computer hardware or soft-

ware platforms.Thus, the company easily gained agreement with its external auditors to use the

COBIT framework and control objectives.2

The IT compliance team began by comparing the firm’s existing controls to those recommended by

the COBIT framework. A key decision was made to expand the scope of work beyond Sarbanes-Oxley

compliance to provide a broad control framework that encompassed the full range of IT-related activities.

Many gaps in the existing control procedures were uncovered:3

● There was no standardized user process to access data and IT applications, which made life dif-

ficult for end users and created potential opportunities for hackers.

● There was no defined change management process to capture information about who made

changes to IT infrastructure components or why.

● There was no impact analysis of proposed changes; even a seemingly trivial change could unex-

pectedly cause a chain reaction and affect several other components.
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● The backup and recovery processes were not fully tested and 100 percent reliable.

● To meet the even more stringent control requirements of Sarbanes-Oxley, HIPAA, and Gramm-

Leach-Bliley, the firm had a long way to go.

Sobered by their findings, the team prioritized the work to be done and made plans to eliminate the

gaps over a reasonable period of time.The team recognized that a key to the successful introduction and

adoption of more effective internal controls was ensuring that managers understood why they needed to

care about improved internal controls.

As changes in internal controls and processes were being designed and implemented, it was a

constant challenge to ensure that control owners truly understood the concept of effective control. Often

they would assume that “more controls are better.” The team had to prove time and again that having one

or two good controls is better than having six or seven ineffective controls. Once control owners

understood the value of expending fewer resources and less time for an equal or better control, they

became enthusiastic about the internal controls improvement project.

The team also identified tracking and reporting as important components of Harley-Davidson’s

ongoing IT governance activities.They developed a Microsoft Access issues tracking database to enable

managers and the internal audit staff to view information about known control weaknesses. The

database enabled team members to learn about carryover and repeat audit findings, and to follow up

with management action plan owners to ensure continued effort to address the issues.

Harley-Davidson has achieved many benefits by implementing an improved control model:4

● The company passed its Sarbanes-Oxley one-year compliance review.

● COBIT provides Harley-Davidson management with an objective gauge of where the com-

pany is positioned regarding controls and what must be done to improve. Previously, it had been
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difficult for Harley-Davidson to find internal controls from other manufacturers for the purpose

of benchmarking.

● The firm gained external audit agreement on the company’s control position, providing a foun-

dation for all future internal and external audits.

● Prior to implementing the COBIT framework, business areas and processes that were audited

externally were chosen randomly or based on loose justifications. Areas selected for auditing

now are based firmly on recognizing the area’s business value and need for controls.

L E A R N I N G O B J E C T I V E S

As you read this chapter, ask yourself:

● What is governance and what are the key elements of an effective gov-
ernance process?

● How can an effective governance program improve the likelihood of
organizational success?

This chapter defines the goals of IT governance and clarifies the importance of good gov-
ernance in terms of achieving organizational objectives and managing risk.

W H A T I S I T G O V E R N A N C E ?

Corporate governance is the set of processes, customs, rules, procedures, policies, and
traditions that determine how to direct and control management activities. The primary
people involved in corporate governance include the board of directors, CEO, senior
executives, and shareholders. Corporate governance addresses issues such as:

● Preparation of the firm’s financial statements
● Monitoring the choice of accounting principles and policies
● Establishment of internal controls
● Hiring of external auditors
● Nomination and selection of people to the board of directors
● Compensation of the chief executive officer and other senior managers
● Management of risk
● Dividend policy
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Interest in corporate governance has grown due to recent accounting scandals result-
ing in bankruptcies at companies such as Arthur Andersen, Enron, Global Crossing, Tyco,
and Worldcom. In addition, board members who are responsible for paying executives have
been challenged as a result of several scandals in which executives received compensa-
tion perceived by some critics as overly generous. For example, Richard Grasso at the New
York Stock Exchange was fired by the board of directors after his $139 million annual sal-
ary became public. These examples show that governance decisions are only as good as
the people who make the decisions. Senior executives must have character and integrity to
avoid improper conduct.

IT governance is a decision-making process that involves investments in IT. Gover-
nance includes defining the decision-making process itself, as well as defining who makes
the decisions, who is held accountable for results, and how the results of decisions are
communicated, measured, and monitored.5

An organization’s executives and board of directors are responsible for governance.
They carry out this duty through committees that oversee critical areas such as audits, com-
pensation, and acquisitions. Enlightened organizations recognize that IT governance is not
the responsibility of IT management but of executive management, including the board
of directors.

There are two primary goals of effective IT governance: ensuring that an organization
achieves good value from its investments in IT and mitigating IT-related risks, as shown in
Figure 5-2. IT governance is similar to financial portfolio management, in which a man-
ager weighs the rate of return and balances it against the risks associated with each
investment. The manager then makes choices to achieve a good rate of return at an accept-
able level of risk. Achieving good value from IT investments requires a close alignment
between business objectives and IT initiatives. Mitigating IT-related risks means embed-
ding accountability and internal controls in the organization.

Ensuring that an Organization Achieves Good Value From its
Investments in IT
At one time, IT was viewed simply as a support function that was separate and distinct from
a business. Today, however, IT infrastructure and applications are so integral to various busi-
ness lines and functions that many parts of the organization could not operate without IT. This
is especially true for organizations that electronically integrate partners and customers into
their business processes.6 If IT is integral to a business and business managers must take a key
role, then the means by which managers discharge their responsibilities—governance—must
be applied to the management of IT. Senior executives must take leadership for creating an
effective partnership between the IT organization and the rest of the organization.

Board of Directors

Audit committee Compensation committeeIT governance committee Acquisition committee

FIGURE 5-1 Board of directors and various subcommittees
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An effective IT strategic planning process, as discussed in Chapter 2, can help an orga-
nization achieve good value from IT investments by ensuring close alignment between
business goals and objectives and IT project goals and objectives. Only IT projects that are
consistent with the business strategy and that support business goals and objectives should
be considered for staffing and funding. Such projects will deliver the organization’s stra-
tegic goals, whether they are increased revenues, decreased costs, improved customer ser-
vice, or increased market share. Other projects should be rejected. This process ensures
that IT is being effective and is working on the right projects.

For IT projects to be aligned with business goals and properly staffed, funded, and
executed, the projects must deliver expected business results on time and within budget.
This process involves applying good project management principles, as discussed in
Chapter 3, to ensure that work is done efficiently and that results can be achieved with a
high degree of predictability.

Mitigating IT-Related Risks
IT-related risks include the failure of IT systems and processes to meet government rules
and regulations (e.g., Sarbanes-Oxley), security risks from hackers and denial-of-service
attacks, privacy risks from identity theft, and threat of business disruption due to a disas-
ter or outage. Good internal controls and management accountability must be embedded in
the organization to avoid IT-related risks.

Value Risks
FIGURE 5-2 Two primary goals of IT governance
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Internal control is the process established by an organization’s board of directors, man-
agers, and IT systems to provide reasonable assurance for the effectiveness and effi-
ciency of operations, the reliability of financial reporting, and compliance with applicable
laws and regulations. For example, one internal control might be that a company’s pur-
chasing department, accounts payable department, and IT systems do not allow the same
person to authorize a major purchase and then approve its payment. Internal controls play
a key role in preventing and detecting fraud and protecting the organization’s resources.

Improper conduct of senior managers and failure to hold managers accountable can cir-
cumvent even a good system of internal controls. For example, Siemens is one of the
world’s largest electrical engineering and electronics firms, with 475,000 employees
worldwide. The firm makes everything from light bulbs to high-speed trains. Serious alle-
gations have surfaced that Siemens managers set aside funds to bribe potential customers
abroad in return for orders. From the 1990s through 2004, Siemens may have paid as
much as $540 million in bribes to major customers in China, the Middle East, Nigeria, and
Russia.7 Critics question why these bribes were not detected earlier. No one identified that
senior managers were violating established business practices and circumventing inter-
nal controls.

As another example of improper conduct among senior managers, Computer Associates,
the fifth-largest software provider in the world, had a series of accounting problems through
the 1990s that led to the conviction of its former executives, including ex-CEO Sanjay Kumar.
Kumar and other executives allegedly instructed salespeople to complete deals after a quar-
ter had closed and then concealed the lateness of the sale by removing timestamps from faxes
and changing other documents. Again, no one identified that senior managers were violating
established business practices and circumventing internal controls.

Various rules and regulations such as the Foreign Corrupt Practices Act (FCPA) and
the Sarbanes-Oxley Act have been established to hold senior management accountable for
the integrity of their organization’s financial data and internal controls. The goal is to pre-
vent problems like those at Siemens and Computer Associates.

There is increased corporate demand for help in the arena of risk mitigation and
compliance. Many accounting, consulting, and software firms can provide products and
services. For example, IBM announced a new service called IBM Data Governance Maturity
Model Assessment in 2006 to help companies evaluate their data governance practices.8

Figure 5-3 shows the five key activities needed for effective IT governance. IT value
delivery and risk management are the goals. Strategic alignment and IT resource manage-
ment are the methods for achieving these IT governance goals. Performance measure-
ment is the means by which management tracks how well its IT governance efforts are
succeeding.
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W H Y M A N A G E R S M U S T U N D E R S T A N D I T
G O V E R N A N C E

Leveraging IT to transform an enterprise and create value-added services, increased revenue,
and decreased expenses has become a universal goal for businesses. Successful managers
seek opportunities to deliver the potential benefits promised by IT. However, IT-related initia-
tives are seldom simple and straightforward. They are influenced by many factors: the vision,
mission, and values of the organization; community and organizational ethics and values; a
myriad of laws, regulations, and policies; industry guidelines and practices; changing busi-
ness needs; and the values of the IT stakeholders and company owners. Thus, successful man-
agers need a process that can help them achieve high value from their investments in IT,
manage associated risks, and deliver IT-related solutions that comply with increasing regula-
tory compliance demands. IT governance is just such a process.

In organizations that have good IT governance, the IT organization is better aligned and
integrated with the business, risks and costs are reduced, and IT helps the company gain
a business advantage. Organizations in which IT governance is lacking have inadequate
direction and leadership, lack of accountability, and no measurement of the outcome of
IT-related decisions. IT governance is an important tool to ensure the delivery of real value
from IT expenditures and to mitigate IT-related risks.

I T G O V E R N A N C E F R A M E W O R K S

Organizations can use a number of frameworks as a basis to develop their own governance
model. The two best known are the IT Infrastructure Library (ITIL) and the Control
OBjectives for Information and Related Technology (COBIT). ITIL and COBIT are not really
competing frameworks but complements to each other. ITIL provides best practices and
criteria for effective IT services such as help desk, network security, and IT operations. It
is a useful tool to improve IT operations efficiency and IT customer service quality. COBIT

Value delivery 

Resource management 

Performance measurement 

Strategic alignment 

Risk management 

FIGURE 5-3 Five key activities needed for effective IT governance
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provides guidelines for more than 30 processes that span a wide range of IT-related activi-
ties, including planning and organization, acquisition and implementation, delivery and
support, and monitoring. COBIT is a useful tool to improve the quality and measurability
of IT governance or to implement a control system for improved regulatory compliance.9

Organizations adopt one of these frameworks to get a “jump start” on improving IT-related
processes that are of most concern. The Plan-Do-Check-Act problem-solving approach is
used in quality improvement and can be applied to improve IT-related processes.

IT Infrastructure Library (ITIL)
The IT Infrastructure Library (ITIL) is a set of guidelines initially formulated by the UK gov-
ernment in the late 1980s and widely used today throughout Europe and the United States to
standardize, integrate, and manage IT service delivery. ITIL provides a proven and practical
framework to plan and deliver IT operational services based on a synthesis of ideas from inter-
national practitioners. The framework defines “best practices” in 24 IT-related disciplines, and
continues to be updated and improved; as of July 2007, ITIL was in its third version. More than
15,000 organizations have adopted ITIL, including Barclays Bank, British Airways, Guin-
ness, Hewlett-Packard, IBM, Microsoft, and Procter & Gamble.

ITIL consists of five distinct volumes: ITIL Service Strategy, ITIL Service Design, ITIL
Service Transition, ITIL Service Operations, and ITIL Continual Service Improvement.
The ITIL Service Strategy volume covers the core principles of ITIL itself. It addresses strat-
egy and value planning, roles and responsibilities of key players, planning and implement-
ing service strategies, business planning and IT strategy linkage, and risks and critical
success factors for implementing ITIL. There is also an IT Service Management Forum, an
independent forum of ITIL users that promotes the exchange of information and experi-
ence among IT service providers worldwide. People can receive training and become certi-
fied in ITIL at three different levels: Foundation, Practitioners, and Managers.

Control OBjectives for Information and Related Technology (COBIT)
Control OBjectives for Information and Related Technology (COBIT) is a set of guidelines
whose goal is to align IT resources and processes with business objectives, quality stan-
dards, monetary controls, and security needs. These guidelines are issued by the IT
Governance Institute. They provide metrics, best practices, and critical success factors for
COBIT-defined IT-related processes. COBIT’s best practices represent the consensus of
experts. You can download the guidelines at www.isaca.org/cobit.htm.

The initial set of COBIT guidelines was published in the mid-1990s. Since then the
framework has been refined and improved several times; the current version, 4.1, was
released in the summer of 2007. The IT Governance Institute, through its COBIT Steer-
ing Committee, intends to continually evolve the guidelines. The COBIT framework pro-
vides guidance for more than 30 IT-related processes grouped into four major categories,
as shown in Table 5-2.
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TABLE 5-2 The COBIT processes grouped into four major categories

Category Process

Plan and Organize Define a Strategic Plan and Direction

Define the Information Architecture

Determine Technological Direction

Determine the IT Processes, Organization, and Relationships

Manage the IT Investment

Communicate Management Aims and Direction

Manage IT Human Resources

Ensure Compliance with External Requirements

Assess and Manage Risks

Manage Projects

Manage Quality

Acquire and Implement Identify Automated Solutions

Acquire and Maintain Application Software

Acquire and Maintain Technology Infrastructure

Enable Operation and Use

Procure IT Resources

Manage Changes

Install and Accredit Solutions and Changes

Deliver and Support Define and Manage Service Levels

Manage Third-Party Services

Manage Performance and Capacity

Ensure Continuous Service

Ensure Systems Security

Identify and Allocate Costs

Educate and Train Users

Manage Service Desk and Incidents

Manage the Configuration

Manage Problems

Manage Data

Manage the Physical Environment
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TABLE 5-2 The COBIT processes grouped into four major categories (continued)

Category Process

Manage Operations

Monitor and Evaluate Monitor and Evaluate IT Processes

Monitor and Evaluate Internal Control

Ensure Regulatory Compliance

Provide IT Governance

Each of the processes is described in terms of:

● The process inputs—Define what the process owner needs from others
● The process description—Describes what the process owner has to deliver
● The process outputs—Lists specific deliverables the process must produce
● The goals and metrics—Describe how the process should be measured
● The RACI chart—Defines what has to be delegated and to whom (see Table 5-3)
● The maturity model—Describes how the process can be modified for

improvement

TABLE 5-3 RACI roles and descriptions

Role Description

R The person who owns the problem

A The person to whom “R” is accountable; this person must approve the work

C People who should be consulted must have information necessary to complete the work

I People who must be informed of the decision, but need not be consulted

For each of the COBIT processes, the “maturity level” of management processes can
be evaluated on a scale of 0 to 5. The scale is defined as follows:

● 0 Non-Existent—Management processes are not applied at all
● 1 Initial—Processes are ad hoc and disorganized
● 2 Repeatable—Processes follow a regular pattern
● 3 Defined—Processes are documented and communicated
● 4 Managed—Processes are monitored and measured
● 5 Optimized—Best practices are followed and automated

Organizations can use the scale for each process to evaluate a number of items:

● Determine the organization’s current maturity level
● Define the maturity level the organization needs to achieve
● Identify the maturity level that is considered “best practice” in their industry
● Identify the maturity level achieved by their strongest competitor

Chapter 5

138



Organizations can then use this information to choose which processes have priority
for improvement and which can be addressed later.

Using PDCA and an IT Governance Framework
The Plan-Do-Check-Act (PDCA) model, shown in Figure 5-4, is a tried and proven method
that can be applied to a specific targeted process that has been identified for improvement.
Each step in the model has the following specific objectives:

● The Plan step requires the improvement team to identify its target improve-
ment area, analyze how things work currently, and identify opportunities for
improvement.

● In the Do step, the change decided in the Plan step is implemented, often on
a pilot or limited basis to assess the potential impact of the proposed change(s).

● In the Check step, the results of the change are measured. Were the results
achieved? Were there unexpected negative side effects? Is further improve-
ment needed?

● In the Act step, the improvement team considers whether it is worth continu-
ing the process with the recently implemented change. If the change is too
complicated for people to follow or it led to insignificant improvements, then
the change may be aborted. At this point the team would go back to the Do
step and start over. Thus, the completion of one cycle of improvement flows
into the beginning of the next cycle.

The ITIL or COBIT governance frameworks provide an excellent set of best practices for
various IT-related processes. A process improvement team can use these best practices in the

Act
 

Chec
k D

o 

Plan 

PDCA Cycle 

FIGURE 5-4 PDCA cycle for implementing process improvement
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Plan step to assess their organization’s current practices and identify areas of improvement.
The best practices also can provide improvement ideas for the Do step and measures for the
Check step. Thus, many organizations combine the use of PDCA and an ITIL governance
framework to get excellent results in their process improvement projects. Figure 5-5 depicts
how the PDCA model can be applied to improve an IT-related process using the COBIT
framework as a benchmark. Read the following special feature to see an example.

Choose a specific  
IT process to improve 

Set objectives or goals  
for the chosen process 

Analyze current  
process 

Identify gaps between  
actual and ideal process 

Implement best  
improvement ideas 

Develop improvement ideas using  
best practices from COBIT or ITIL 

Benchmark the current process  
using the COBIT or ITIL framework 

Compare results from  
improved process to goals 

Results
acceptable? 

Done

Yes

No

Check Step

Do Step

Plan Step

FIGURE 5-5 Process improvement using PDCA and COBIT or ITIL
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A M A N A G E R T A K E S C H A R G E

Audatex Uses PDCA and ITIL to Improve Its Service Offerings

Audatex is a UK-based subsidiary of the Soleara Company. It operates as a service pro-
vider for body shops and insurance companies. Audatex offers an integrated suite of soft-
ware to support auto insurance collision repair shops in automating claims processing,
repair job estimating, and shop management. The Audatex software enables insurance
firms to increase customer satisfaction by shortening repair times, reducing loss adjust-
ment expenses, and improving claims processing control and efficiency. The system
includes support for such actions as ordering courtesy cars, sending text messages to
customers to provide them with progress updates on their repair job, ordering parts from
suppliers for repairs, invoicing insurance companies, and matching invoices to repair
estimates.10

The firm must invest heavily in product development, new technology, and improved
products and services to remain competitive. To that end, Audatex recently converted
from a stand-alone software package that ran on a user’s personal computer to a Web-
based service that users access over the Internet. The new infrastructure allows prod-
uct specifications and other information to be updated once at a central point rather than
multiple times on a site-by-site basis.

Ross McEleny, IT services director at Audatex, recognized that running the Web-based
system would introduce new, demanding requirements for security, regulation, and service
levels. Audatex must not only meet these requirements but avoid passing unnecessary costs
along to its customers. Also, because Audatex stores and manages data centrally on behalf of
its many clients, it has a legal level of responsibility under regulations such as the Data
Protection Act, the main legislation that covers the protection of personal data in the UK.11

From an insurer’s point of view, Audatex has to make data both highly available and highly
secure, as well as keep it safe for seven years in case of legal or fraud-related action. With all
these issues in mind, McEleny formed a process improvement team. McEleny said, “It’s no
good having high-performance systems that aren’t available, or highly available systems that
don’t perform.”12

During the Plan step, the team defined the goal as being able to deliver a consistent
and measurable service to Audatex clients. The analysis began with an audit of existing sys-
tems and processes. The ITIL framework was used as a standard for comparison, which
allowed McEleny to check the efficiency of processes and identify gaps where new sys-
tems and standards needed to be introduced. The team identified the need for addi-
tional staff training and capturing useful data from each customer call.

During the Do step, the team introduced staff training in two separate areas: service
support and service delivery. They also implemented the ITIL program best practices for
call logging and problem resolution.

During the Check step, the team introduced useful charts (dashboards) to measure
up-to-date progress on problem resolution.

continued
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Not completely satisfied with the results, Audatex established a continuous improve-
ment loop that uses many of the techniques built into ITIL to capture calls from custom-
ers and feed them into the firm’s incident management and system development processes.
Audatex also uses customer surveys to measure progress. The company emphasizes that
it is just beginning a long journey of continuous improvement.

Discussion Questions:

1. What role did the ITIL guidelines play in this process improvement project?

2. Can you identify areas at Audatex other than customer service in which ITIL
guidelines and the PDCA process could be brought to bear and achieve signifi-
cant benefits?

3. At what point would a team stop this ongoing process improvement?

Now that we have discussed basic IT governance frameworks, let’s examine one of man-
agement’s key governance responsibilities: business continuity planning.

B U S I N E S S C O N T I N U I T Y P L A N N I N G

A disaster is an unplanned interruption of normal business operations for an unacceptable
period of time. Unfortunately, the list of potential business-disrupting events seems to
be getting longer (see Table 5-4). Whether it affects a broad geographical area and thou-
sands of organizations or is confined to one floor of a building of one organization, a disas-
ter can result in many negative consequences:

● Loss of staff through death or injury
● Unavailability of staff due to a disruption in their ability or willingness to travel
● Adverse psychological effects on staff, including stress and demoralization
● Damage to buildings, equipment, raw materials, and finished products
● Inability to run time-sensitive processes such as order processing, payroll,

accounts payable, accounts receivable, and inventory control
● Loss of data processing capability
● Loss of voice and data communications
● Loss of essential electronic and manual records
● Disruption to customers and dependent organizations
● Damage to an organization’s reputation
● Loss in stock price and increased difficulty in borrowing money
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TABLE 5-4 Examples of disasters

Type of Incident Examples

Widespread natural disasters Hurricane, flood, earthquake, tsunami, forest fire

Localized natural disasters Tornado, wind damage, landslide

Isolated incidents Fire, power outage, death of key personnel, backhoe severs
an electrical or communications line

Deliberate attacks Denial-of-service attack, terrorist attack, civil unrest

Examination of recent major disasters reveals certain key planning assumptions that
must be built into an organization’s business continuity plan (see Table 5-5).

TABLE 5-5 Hard lessons learned from recent major disasters

Disasters are not always contained to a limited geographical area.

The most basic essentials (including potable water, electricity, and passable roads) may not be
available.

Essential police and firefighting services may not be available.

Employees may not be able to reenter their former place of work for months, or ever.

The ability to recover may be limited by lack of building material, equipment, and workers.

The impact of a disaster may linger for months.

Key members of an organization, including members of the disaster recovery team, may be lost.

Suppliers and key vendors on which an organization depends also may be struggling to recover.

Certain cities and even entire countries may not be safe locations for a major corporate facility.

Organizations need to consider carefully the trade-off between the efficiency and cost savings of plac-
ing all operations within a small geographical area and the added safety of distributing operations
across multiple, dispersed locations.

When building new facilities or expanding existing ones, use fire-retardant material, smoke detectors,
sprinkler systems, wide stairwells, and safety floors.

A business continuity plan defines the people and procedures required to ensure timely
and orderly resumption of an organization’s essential, time-sensitive processes with mini-
mal interruption. Due diligence is the effort made by an ordinarily prudent or reason-
able party to avoid harm to another party. Failure to make this effort may be considered
negligence. Being able to show a written, tested business continuity plan is considered part
of due diligence. Indeed, many laws and regulations specify requirements for business con-
tinuity planning. The requirements vary by country and by industry. However, regard-
less of any legal requirements, there is a growing sense of urgency across the global business
community to be prepared for a disaster by implementing a comprehensive business con-
tinuity plan. Each week seems to bring a disaster that affects some part of the globe, but
every day there are hundreds of isolated incidents that hurt the ability of an organization
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somewhere to operate. The directors of an organization are responsible for preparing to deal
with a disaster or some lesser incident that hurts their organization’s ability to function.

The scope of a full business continuity plan addresses the health and safety of all
workers; minimizes financial loss, including damages to facilities, critical data, records,
finished products, and raw materials; minimizes the interruption to critical business
processes; and provides for effective communications to customers, business partners,
and shareholders. A well-considered business continuity plan can mean the difference
between your organization’s survival and failure in a disaster.

A disaster recovery plan is a subset of the business continuity plan, and focuses on
keeping components of the IT infrastructure functioning during a disaster or recovering
them quickly afterward. The COBIT process known as “Ensure Continuous Service”
describes how to create an effective disaster recovery plan. The next section describes the
process shown in Figure 5-6 to develop a business continuity plan.

1.  Identify vital  
records and data 

2.  Conduct business 
 impact analysis 

3.  Define resources  
and actions to recover 

4.  Define  
emergency procedures 

6. Train employees 

7. Practice and  
update plan 

5.  Identify and train  
business continuity teams 

FIGURE 5-6 How to develop a business continuity plan
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Process for Developing a Business Continuity Plan

Identifying Vital Records and Data

Every company has key electronic records and hard copy data that are essential to man-
age and control the cash flow and other tangible assets of the organization. These records
include customer data, contracts, current order information, accounts payable data,
accounts receivable data, inventory records, and payroll information. Companies must
identify vital records and data and then determine where and how they are being stored
and backed up. Then, considering various disaster scenarios, companies must assess the
adequacy of the current data storage plan.

Some approaches are not recommended, but unfortunately have been widely practiced.
One bad approach is to have employees take backup copies of vital data home at the end
of the work day. Such data is easily stolen or lost. Another bad approach is to have
backup data stored in a building across the street: a disaster that affects the local area could
wipe out the primary data and the backup data.

Other approaches are recommended and widely implemented. For example, as online
databases are updated, companies can have these changes mirrored on a backup data-
base hundreds of miles away. This approach is expensive, but it provides rapid access to cur-
rent data in the event of a disaster. Another approach is to copy online databases every
night to high-volume, inexpensive magnetic storage devices and ship them off-site to a data
storage facility in another state. This low-cost solution minimizes the potential for losing
more than one day of data.

Conducting a Business Impact Analysis

An effective business continuity plan can be developed only after an organization’s unique
requirements are identified. The needs of a small manufacturing facility clearly are not the
same as those of a financial institution with thousands of employees around the world.

Even within the same organization, different parts of the business have different needs.
Functions that control the cash flow of the company and provide essential services to cus-
tomers are considered the most critical. A useful way to classify business functions is
shown in Table 5-6. The classification is based on identifying and quantifying financial,
operational, and service impacts associated with a business function becoming inoperable.
Important to this analysis is determining how soon the impact will be felt. The time within
which a business function must be recovered before an organization suffers serious dam-
age is called the recovery time objective. Based on this data, each business function can be
placed in the appropriate category. This triage approach to business continuity planning
enables people to focus on meeting the recovery needs of the most essential functions.

Corporate Governance and IT

145



TABLE 5-6 Business function classification

Business Function
Classification

Recovery Time Objective Example

AAA This business function is extremely critical to
the operation of the firm and cannot be unavail-
able more than a few minutes without causing
severe problems.

Order processing

AA This business function is critical to the opera-
tion of the firm and cannot be unavailable more
than a few hours without causing severe
problems.

Accounts receivable
Accounts payable

A This business function, while significant, can be
unavailable for up to a few days without causing
severe problems.

Payroll

B This business function can be unavailable for sev-
eral days in times of a major disaster without
causing major problems.

Employee recruiting

Defining Resources and Actions Required to Recover

For all AAA priority business functions, document all the resources needed to recover the
business function within the recovery time objective: number of people, phones, files,
desks, office space, faxes, computers, software, printers, and so on. Establish a notifica-
tion list that identifies who needs to be notified in the event of a disaster, including key
suppliers, customers, and members of the media. Many organizations have established a
continual voice conference to be used in a disaster so employees can call in, report their sta-
tus, and get up-to-date information and instructions.

Next, identify the sequences of steps that must occur to recover from a disaster. Sev-
eral scenarios need to be addressed, from a relatively isolated incident that affects one
floor of a single building to a complete and widespread loss of facilities, people, and
equipment. Specific features to consider for inclusion in the recovery of a AAA priority
business function include:

● Use of an emergency generator to replace lost public utility services.
● Contingency plans to relocate operations to another site or run IT equip-

ment from a backup facility. Many organizations pay for use of an alternate site
to house employees, store their backup files and data, and operate backup
equipment if employees cannot return to the workplace.

● Consideration of backup warehouse, production, and distribution capabilities
to enable a company to continue making its product and get it to market.

● Intelligent switching capabilities and backup networks for voice and data
communications. Intelligent switches can recognize when a portion of the net-
work has been lost and automatically reroute voice and data communica-
tions over alternate communications paths to locations that still work.

When all the preceding tasks have been completed for the AAA priority business func-
tions, repeat the process for all the AA priority business functions, and then for all the A
priority business functions.
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Defining Emergency Procedures

Emergency procedures define the steps to be taken during a disaster and immediately fol-
lowing it. A little planning and practice of such procedures can minimize loss of life and
injuries as well as reduce the impact on the business and its operations. It is best to develop
these plans in conjunction with professional first responders such as fire departments,
police departments, and civil defense organizations. To the greatest extent possible, com-
puter, data, and equipment backup processes should be triggered automatically or with a
minimum of human intervention. For example, a file server should automatically detect that
the primary power source has been lost so that the equipment can run on a battery or alter-
nate power source. This detection should trigger an automatic procedure to back up key
files over the network to servers located elsewhere.

Identifying and Training Business Continuity Teams

The three business continuity teams are the control group, the emergency response team,
and the business recovery team. The members of these teams should be carefully selected
based on their areas of expertise, experience, and ability to function well under extreme
pressure. More members should be selected and trained than are actually needed, in case
personnel are lost in a disaster. For the same reason, it is wise to cross-train people.

The control group provides direction and control during a disaster and operates from
a secure emergency operations center equipped with emergency communications gear.
The group gathers and analyzes data needed to make decisions and direct the work of the
emergency response team and business recovery team. Communications must be main-
tained between the control group, the emergency response team, and the disaster
recovery team.

For most organizations, the emergency response team includes members of the fire
department, police department, and other first responders. Some large organizations have
their own emergency firefighting department. Their role is to help save lives and contain
the impact of the disaster.

The recovery team includes employees and nonemployee specialists who assess the
situation once it is safe to do so. They assess the extent of the damage and decide if or when
it may be safe to reenter the affected work area. They recommend whether the disaster
recovery plan needs to be put into effect, depending on the impact of the disaster or
incident.

Training Employees

All employees should be trained to recognize and respond to various types of disaster warn-
ings, such as those for fires, tornados, gas releases, and so on. Employees must know
whether to evacuate their office, seek shelter in a basement, stay put, or take some other
action. In addition, it is a good practice to identify “floor wardens” who are responsible for
evacuating a given floor or work area. These floor wardens receive additional training in
crowd control, first aid, CPR, operation of defibrillators, and helping handicapped work-
ers evacuate. They provide leadership and direction for other workers in time of disaster.
Most organizations conduct one or two disaster drills per year to ensure that employees
know what to do and that wardens can operate effectively. The drills may simulate deal-
ing with injured workers and helping handicapped workers.
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Practicing and Updating the Plan

It does no good to develop a plan and never practice it. The business continuity plan needs
to be tested to ensure that it is effective and that people can execute it. Many companies
practice the business continuity plan for at least one AAA priority system once per year. The
practice may be announced in advance to avoid excessive alarm, but employees are
expected to exercise the business continuity plan and restore operations within the desired
recovery time. It is essential to capture problems or issues not addressed by the plan and
revise it to incorporate solutions. In this manner, the plan is continually upgraded to
become more effective.

Organizations are in a constant state of change, so the plan must be continually updated
to account for changes such as:

● Changes in personnel and their roles within the organization
● The acquisition, divestiture, and merger of organizational units
● Relocation of people, organizational assets, and locations where functions are

performed
● Upgrades in software, hardware, and other equipment
● Changes in key suppliers and customers
● Changes in membership and contact information for the control team, emer-

gency response team, and disaster recovery team

The manager’s checklist in Table 5-7 provides a set of recommended actions for busi-
ness managers to improve the success rate of their organization’s projects. The appropri-
ate answer to each question is yes.

TABLE 5-7 Manager’s checklist

Actions Yes No

Does your organization have an effective corporate governance function?

Does your corporate governance function include IT governance?

Is there a good understanding of the IT-related risks that must be mitigated?

Do business managers lead and direct the IT governance function?

Does your organization have a documented business continuity plan?

Does the business continuity plan take into account hard lessons learned from recent
disasters?

Is the business continuity plan developed using a triage of business functions based
on their potential negative impact if they become inoperable?
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Chapter Summary

● IT governance is a decision-making process that involves investments in IT. Gover-
nance includes defining the decision-making process itself, who makes the decisions,
who is held accountable for results, and how the results of decisions are communi-
cated, measured, and monitored.

● Enlightened organizations recognize that IT governance is not the responsibility of IT
management but of executive management, including the board of directors.

● Good internal controls and management accountability must be embedded in the orga-
nization to avoid IT-related risks.

● The five central themes of IT governance are: (1) IT value delivery, (2) risk manage-
ment, (3) strategic alignment, (4) IT resource management, and (5) performance
measurement.

● IT governance can help managers achieve high value from their investments in IT while
enabling them to manage associated risks to deliver IT-related solutions that comply with
an increasing level of regulatory compliance demands.

● Organizations can use a number of frameworks as a basis to develop their own gover-
nance model. The two best known are the IT Infrastructure Library (ITIL) and the Con-
trol OBjectives for Information and Related Technology (COBIT).

● ITIL and COBIT are not really competing frameworks but complements to each other.
ITIL provides best practices and criteria for providing effective IT services. COBIT pro-
vides guidelines for more than 30 processes that span a wide range of IT-related activi-
ties, including planning and organization, acquisition and implementation, delivery and
support, and monitoring.

● Each organization must perform an objective assessment of its unique risks, develop a
comprehensive plan, and be prepared to train, test, maintain, and enhance the plan as
needs change.

Discussion Questions

1. Discuss fully: Should Harley-Davidson, as described in the chapter’s opening vignette, be
criticized for using the COBIT framework rather than ITIL to improve its internal controls and
mitigate the risk of nonconformance to various federal mandates?

2. Provide a strong argument for creation of an IT governance committee that reports to a board
of directors.

3. Identify and briefly discuss the five central themes of IT governance.

4. Do you think that organizations should try to develop and use a system of internal cross-
charging? Why or why not?

5. What are the goals of corporate governance and what issues does it address? What are
the goals of IT governance and what issues does it address?

6. What is the goal of an organization’s system of internal controls? Provide several examples
of good internal controls and several examples of poor internal controls.
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7. In what ways are ITIL and COBIT similar? How are they different?

8. Is it important for business managers to understand and be involved in IT governance? Why
or why not?

9. Have you ever used the PDCA model? Briefly describe how it was used and the results
achieved.

10. What is the scope of a business continuity plan? How is it different from a disaster
recovery plan?

11. Should suppliers and customers have any role in defining the business impact of various
business functions? Explain why or why not.

Action Memos

1. You are a senior manager for your firm, and are responsible for leading the IT governance
subcommittee. You just received a text message from a young IT project manager who you
met last week. “We are at an off-site meeting with IBM, and following a review of their new
service called the IBM Data Governance Maturity Model Assessment, we are about to
sign a contract for this service. We’d like your input. Please call my cell phone at 555-
3686.” You were not aware of any effort in this area. How do you respond?

2. You were appointed by senior management to be the project leader for the organization’s
business continuity planning effort. No one in the company has even looked at the plan in
more than three years, let alone tried to execute the plan. Senior management appointed
you to be in charge of “dusting off and freshening up” the plan.You have just read an e-mail
from another appointed member of the team. He has challenged you to tell him why he
should “waste his time” on a meaningless effort. How do you respond?

Web-Based Case

Do research to find detailed documentation of your school’s business continuity plan and which
school officials are responsible for creating and maintaining it. After reading the plan, write a
brief memo assessing the thoroughness and effectiveness of the plan.

Case Study

Goldman Sachs Plans for Business Continuity

Goldman Sachs was founded in 1869 and is one of the world’s leading investment banking and
securities firms. Its headquarters is in the Lower Manhattan area of NewYork at 85 Broad Street.
It has offices in major U.S. cities, including Chicago, Los Angeles, and San Francisco. It also has
offices in major financial centers around the world, including, Beijing, Hong Kong, London,
Moscow, Sao Paulo, Tokyo, and Zurich.

The firm has a diversified client base of corporations, financial institutions, and govern-
ments, as well as individuals from some of the wealthiest families in the world. Goldman Sachs
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provides a broad and comprehensive set of products and services through the following
organizations:13

● Investment banking helps governments to raise money by issuing and selling securi-
ties, aids public and private corporations in raising funds in the equity and debt capital
markets, and provides strategic advisory services for mergers, acquisitions, and other
types of financial transactions.

● Trading and principal investments involves fixed income and equity products, curren-
cies, commodities, and derivatives on these products. In addition, Goldman Sachs
engages in specialist and market-making activities on equities and options exchanges,
and clears client transactions on major stock, options, and futures exchanges
worldwide.

● Asset management provides investment advisory services and financial planning ser-
vices and offers investment products to a diverse group of institutions and individuals
worldwide. It also provides brokerage services, financing services, and securities lend-
ing services to institutional clients, including hedge funds, mutual funds, pension funds,
and foundations, and to investors with high net worth worldwide.

● Global investment research provides in-depth analysis of markets, companies, indus-
tries, and currencies worldwide. Clients can gain online access to market intelligence and
trading opportunities through the firm’s institutional portal.

Goldman Sachs believes that “as open markets and global finance transform economies,
capital markets will play an increasingly vital role in connecting capital to ideas necessary for
growth. Goldman Sachs helps allocate capital and manage risk, and through this process fos-
ters entrepreneurship and innovation, drives efficiency, and encourages economic reform.”14

TABLE 5-8 Financial highlights

Key Measures ($ amounts in millions) 2006 2005 2004

Net revenues

Investment banking $5,629 $3,671 $3,374

Trading and principal investments $25,562 $16,818 $13,728

Asset management and securities services $6,474 $4,749 $3,849

Total net revenue $37,665 $25,238 $20,951

Net earnings $9,537 $5,626 $4,553

Total assets $838,201 $706,804 $531,379

Total number of employees 26,467 23,623 21,736
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Goldman Sachs is moving its world headquarters to the 90-acre Battery Park City, a planned
community at the southwestern tip of Manhattan. Battery Park City includes the World Financial
Center, the Goldman Sachs world headquarters, The New York Mercantile Exchange, and sev-
eral condominium and apartment complexes.The new headquarters will be housed in an impres-
sive 43-story tower that is expected to open in 2009, and it will provide room for more than
9,000 employees in 2.1 million gross square feet of office space. The building will house six high-
tech trading floors, three floors of meeting and amenity spaces, and 30 floors of office space.

Terrorist attacks around the world, as well as recent natural disasters, have revealed the inad-
equacy of the business continuity planning of many organizations. As a result, new regulatory
mandates and business pressures place increased emphasis on the need for strong business con-
tinuity measures, especially within the financial service industry. For example, following the ter-
rorist attacks in the United States and the subsequent four-day closing of the financial markets in
2001, the National Association of Securities Dealers (NASD) conducted a survey of 150 mem-
ber firms to assess their ability to survive significant business disruptions.They discovered a num-
ber of serious shortcomings:15

● Many firms simply did not have business continuity plans

● Many small and mid-size firms failed to store backup data and systems away from their
primary records and systems

● Less than half the member firms had back-up facilities capable of handling the same vol-
ume of business as their primary facilities

● Less that half the larger member firms maintained back-up systems to support investor
communications

As a result of these findings, the New York Stock Exchange (NYSE) and the National
Association of Securities (NASD) established new measures addressing business continuity
plans. These measures were put in place to ensure that firms are able to protect vast volumes of
data, as well as communicate with clients and the financial markets during a disaster. NYSE Rule
446, which went into effect in 2004; requires member organizations to develop, maintain,
review, and update business continuity and contingency plans that establish procedures to fol-
low in an emergency or significant business disruption. The NASD developed a virtually identi-
cal set of measures covering business continuity and contingency plans, known as Rules 3510
and 3520. Both of these rules define a set of ten items that must be covered in the business con-
tinuity plan of member organizations: 16

1. Books and records backup and recovery (hard copy and electronic)

2. Identification of all mission-critical systems and backup for such systems

3. Financial and operational risk assessments

4. Alternate communications between customers and the firm

5. Alternate communications between the firm and its employees

6. Alternate physical location of employees
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7. Critical business constituent, bank, and counterparty activity

8. Regulatory reporting

9. Communications with regulators

10. How member organizations will assure customers prompt access to their funds and securi-
ties if member organizations cannot continue their business

In addition to these items, both the NYSE and NASD guidelines advise that business conti-
nuity planners consider several scenarios that could occur including: the loss of an entire build-
ing or a business interruption that impacts an entire business district, city, or geographic region.
While these rules apply only to NYSE and NASD member firms, many planners agree that these
rules can provide worthwhile guidelines for all organizations.

The Federal Financial Institutions Examination Council, an interagency council that pre-
scribes uniform standards for the U.S. financial industry, has also provided business continuity
guidelines that financial institutions should strongly consider. For example, because a pan-
demic event differs from other disaster events in terms of scale and duration, financial institu-
tions are being asked to incorporate plans for such an event into their business continuity plan. If
an institution does not implement the recommendations, examiners will likely inquire why and
push for implementation. Further, institutions that play a critical role in financial markets may be
asked by the agencies to implement the standards, in an effort to monitor and control the risk of
one financial firm significantly impacting the entire market.

Here is an example of how following a business continuity plan can provide real business benefits.
First State Bank is in the small town of Parkersburg in northeast Iowa. In May 2008, Parkersburg was
hit by a category 5 tornado with winds in excess of 200 mph that devastated many of its schools,
homes, and businesses. Roads near the town were covered with fallen trees and debris, and were
impassable. The bank was unable to operate out of its facility. The tornado hit on the Sunday before
Memorial Day, which gave the bank two extra days to recover operations before the work week
started.The bank followed its business continuity plan and within five days it was operating out of two
double-wide trailers complete with LAN networks, teller windows, customer service desk, drive up
facilities, and a cash vault.17

The Goldman Sachs business continuity plan also provides reasonable assurance that the
firm’s business operations could continue even if normal operations are disrupted at firm’s criti-
cal facilities. This plan guarantees that the firm can protect not only the employees and assets of
Goldman Sachs, but importantly its clients and their assets. It was developed in accordance to the
NYSE rule 446 and the NASD rules 3510 and 3520.

You can find “The Goldman Sachs Business Continuity Program for Disaster Recovery:
Overview” at the Goldman Sachs Web site at http://www2.goldmansachs.com/our-firm/about-us/
continuity.pdf. Read this plan and then answer the discussion questions.
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Discussion Questions

1. Visit the Goldman Sachs Web site and review recent press releases and SEC filings, includ-
ing the annual report. Can you find evidence that the firm continues to evolve and improve
its business continuity plan? Can you find any information that could adversely affect the
firm’s business continuity plan? Write a paragraph that summarizes your findings.

2. Goldman Sachs’ movement to a new world headquarters is cause for the firm to rethink and
improve the business continuity plan. Identify several general areas of the plan that may need
revisions and updates. Identify specific areas of the plan that should be changed.

3. Identify two business functions that should be classified as AAA for Goldman Sachs. For
each business function, define its inputs, processing, and outputs. Discuss how Goldman
Sachs might provide business continuity for these two functions.
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C H A P T E R 6
COLLABORATION TOOLS
AND WIRELESS
NETWORKS

T H E I M P O R T A N C E O F N E T W O R K I N G A N D
C O L L A B O R A T I O N

“Motto for the 21st century: Network or Die.”

—Steve Hamm, in BusinessWeek’s Information Technology’s section1

I B M ’ S I N N O V A T I O N F A C T O R Y

The telecommunications industry is highly competitive and companies are scrapping to gain a competitive

edge through the introduction of next-generation services. The capability to identify and launch new

services quickly is a critical success factor. Forward-thinking companies require a highly agile technical

infrastructure to conceive, test, launch, and commercialize new voice and data services.

For example, the Innovation Factory is a collection of software and services from IBM that is designed

to support the innovation process from an idea’s incubation through commercialization. It employs social

networking and information discovery capabilities, including blogs, wikis, social tagging, surveys, and

pools. The goal is to accelerate innovation by enabling collaboration among employees, partners, and

customers through online communities.2

Sprint Nextel is a global provider of voice, data, and Internet services. While it is already recognized for

its highly innovative services, such as mobile data, walkie-talkie capabilities, and wireless networks, the firm



is an early adopter of the IBM Innovation Factory. Sprint Nextel knows that to compete, it must accelerate its

time to market for new offerings and further strengthen its reputation as an innovative company.3

Sprint Nextel is using the Innovation Factory to launch new service trials in a way that brings service

providers closer to the subscribers, and to spot market trends through early and direct subscriber

interaction.4 Sprint Nextel employees can enter the Innovation Factory and quickly connect with other

subject-matter experts inside and outside the company to collaborate on developing new products or

services. They can request the software and analysis needed to develop and test their ideas. Sprint

Nextel can offer selected customers a free trial on innovations that are not yet available to the general

public and invite them to interact directly with the Sprint Nextel innovators. They can provide online

support and documentation for trials as well as capture feedback from trial participants. All this speeds

up the innovation cycle and positions Sprint Nextel even more closely to its customers, enabling it to

create products that more accurately address customer and market needs.5

L E A R N I N G O B J E C T I V E S

As you read this chapter, ask yourself:

● How do managers determine which collaboration tools are most effec-
tive for meeting organizational needs?

● How can managers effectively employ the new capabilities of emerg-
ing wire-less networks?

This chapter discusses the variety of collaboration tools that organizations can use to
improve communication and enhance productivity. It also covers how wireless commu-
nications are used to meet the needs of mobile workers.
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W H Y M A N A G E R S M U S T
U N D E R S T A N D N E T W O R K I N G A N D
C O L L A B O R A T I O N T O O L S

Collaboration is essential to the success of every human endeavor, from building great
cities, to waging war, to running a modern organization. Over time, the way people collabo-
rate has evolved: We began with face-to-face sign language and verbal communications,
then advanced to communications over distances via smoke signals, telegraph, and
telephone. Today we use electronic messaging and networking tools over wireless
networks. These technologies are shrinking the world and enabling people anywhere to
communicate and interact effectively without requiring face-to-face meetings.

● As we saw in the opening vignette, organizations are using collaboration tools
to get closer to customers by allowing them to try new products, identify issues,
and make recommendations for improvement—all before the new product
even goes into a formal test market.

● Today’s field workers, traveling executives, salespeople, and service workers
at customer locations must be able to access pertinent corporate data and criti-
cal messages, regardless of the time of day or where they are. Their organiza-
tion’s customers and business partners have come to expect this instant
access as well. For example, Northrop Grumman Corp. issued 5,500 Black-
Berry units to its employees. The BlackBerry, manufactured by Research in
Motion, makes mobile e-mail an option and has changed the lives of busy
workers by breaking down the walls between work and home and eroding the
nine-to-five work schedule. Effective use of these units is considered so essen-
tial to running global operations that the company tests each new release of its
Research in Motion software in a corporate jet to ensure that executives will
have mobile services while in transit.6

● Organizations use networking tools to hold virtual meetings and deliver training
to employees, business partners, shareholders, and customers around the world.

● Collaboration tools, including instant messaging, Web conferencing, and desk-
top sharing, will continue to help virtual teams stay connected and work col-
laboratively and productively.

C O L L A B O R A T I O N T O O L S

This section discusses some of the tools being employed for electronic collaboration. These
tools are summarized in Table 6-1. While you may have used many of these tools in your
personal life, pay particular attention to the examples of how organizations use collabora-
tion tools, both internally and across organizational boundaries. These examples help
explain why collaboration tools are widely used to meet organizational needs.
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TABLE 6-1 Frequently used collaboration tools

Tool Common uses

Bulletin boards Support threaded discussions among employees, customers, and business
partners
Capture comments, issues, and suggestions

Blogs Provide informal updates on products and projects
Capture customer opinions and feedback

Calendaring Determine resource availability
Schedule people for meetings

Desktop sharing Provide technical support and product demos for customers
Support virtual meetings among employees and business partners

Instant messaging Provide timely updates
Link key resources to address a problem

Podcasts Enable digital content such as training material, company announcements,
and music to be distributed over the Internet for playback on portable media
players and personal computers

RSS feeds Enable people to receive automatically new postings to their favorite blogs or
Web sites

Shared workspaces Provide ease of access to documents

Web conferencing Provide presentations and training to employees, customers, and business
partners

Wikis Allow users to create and edit Web page content freely using any Web browser

Bulletin Board
An electronic bulletin board allows users to leave messages or read public messages that pro-
vide information or announce upcoming events. Organizations often add bulletin board capa-
bilities to their Web site to attract a community of users and increase site traffic. Often the
bulletin board is used to keep visitors informed about current events and developments asso-
ciated with the organization. Posters must be extremely careful in what they add to public bul-
letin boards, even if a pseudonym is used. In early 2007, Whole Foods Markets, an operator
of natural foods stores and farmer’s markets in North America, announced that it wanted to
acquire rival Wild Oats for $565 million. The Federal Trade Commission decided to block the
proposed takeover, however, in part because it learned that the Whole Foods Markets CEO had
bashed Wild Oats for years under a pseudonym on a Yahoo! bulletin board.7

Blog
A blog is a Web site in which contributors (“bloggers”) provide ongoing commentary on a
particular subject. A blog often is used as a personal online diary or to address current
issues and local news. Images and links to other blogs, Web pages, and other media related
to the topic of the blog may be incorporated within the text. With most blogs, readers are
able to leave comments. Several dedicated search engines can search blog contents,
including blogdigger, Feedster, and Technorati.
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Increasingly, organizations are using corporate blogs externally for branding, market-
ing, or public relations purposes. Often, executives or public relations people write the
posts with the goal of improving a firm’s public image, its products, and its services. Corpo-
rate blogging can be a good way for a corporation to make itself appear more personable
and appealing. The key is to ensure that the blogs allow realistic discussions about issues
that are important and relevant to readers, including topics that are potentially problem-
atic for the firm. Failure to be open and objective can cause the organization to appear
biased and self-serving, thus creating a worse public image than if the firm had never tried
blogging.8 Company executives and public relations people should “only write blogs if they
actually can write in an interesting way; blog postings that reek of ‘marketing speak’ largely
will be ignored or, worse, ridiculed.”9 Corporate bloggers must also recognize that people
who respond to a blog posting have a strong need to feel that someone is listening to them.
Furthermore, bloggers immediately are discouraged by any response they consider dis-
missive or insensitive.

Pitney Bowes Inc. launched its first blog with posts written by its executive chairman.
The posts covered a wide range of topics that were not related to the company, includ-
ing public funding for research on Alzheimer’s disease. Manpower Inc., a major provider of
temporary employees around the globe, maintains an employment law blog (or blawg) at
www.manpowerblogs.com. Written by company attorney Mark Toth, the blog can be
searched for employment topics such as wrongful termination, sexual harassment, and pri-
vacy in the workplace. These blogs require an investment of resources, time, and money
with no guarantee of a tangible return on investment. Such thinking runs counter to tra-
ditional marketing approaches.10

A growing number of organizations allow employees to create their own personal blogs.
Great care must be exercised—as such blogs provide an outlet for uncensored commen-
tary and interaction. Under the best of conditions, individual employees use their own blogs
to ask for help, to transfer information in a manner that invites conversation, or to invite
other people to refine or build on a new idea. Of course, employees can also use their
blogs to criticize corporate policies and decisions.11

Calendaring
Calendaring software allows people to capture and record scheduled meetings and events.
The software enables you to check the electronic calendar of team members for open time
slots and notify or remind meeting and event participants by e-mail. Calendaring prod-
ucts include Google Calendar, IBM Lotus Notes, Microsoft Exchange, and Now Up-to-
Date & Contact from Novell Group Wise. With most of these packages, you can choose who
has access to see your calendar, which details they can view, and whether they can “book”
your available time. You can also create automatic event reminders, including mobile
phone notifications.

In 2006, the Pennsylvania state senate adopted the use of group calendaring software
to enable them to interact with staff, colleagues, and constituents. The software can be
accessed from any type of computer, via BlackBerry devices from the office, or while the
user is traveling or working away from the office. The software provides multiple calen-
dars that enable users to view and manage their personal and business calendars
separately.12
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Desktop Sharing
Desktop sharing includes a number of technologies and products that allow remote access
and remote collaboration on a person’s computer. Remote log-in and real-time collabora-
tion are the most common forms of desktop sharing.

Remote log-in allows users to connect to their office computer while they are away from
the office. For example, users might be at home and need to print an important docu-
ment or update a spreadsheet for an unexpected early-morning meeting. Products such as
GoToMyPC from Citrix allow access to your office computer via the Internet from any com-
puter at any location. LogMeIn, Inc. offers a suite of remote access and support solutions
that provide instant, secure connections between remote PCs over the Web. The service
has applications for desktop remote control, data backup, file sharing, remote system
administration, and on-demand customer support.

Remote log-in makes it possible for certified technicians to access users’ computers dis-
tantly to perform setup, training, diagnostics, and repair. All of these services are pro-
vided with no need for travel by the user or the technician, and without requiring the
shipment of computers back and forth.13 Also, there is no need to set up an appoint-
ment for a visit by a technician. Such service minimizes the users’ downtime and enables
them to return to productive work as quickly as possible.

Real-time collaboration is discussed in the “Web Conferencing” section later in this
chapter.

Instant Messaging (IM)
Instant messaging (IM) offers real-time, informal communications based on the often rapid
exchange of typed messages. IM is less formal than e-mail and is used primarily in a syn-
chronous communications mode, with all parties sending and receiving messages in real
time. IM systems allow their users to set an online status or away message so their con-
tacts know when the user is available, busy, or away from the computer. Because IM users
need not respond to incoming messages, IM is considered less intrusive than phone calls.
IM also makes it easy to send and receive information that is not conveyed easily via
phone, including URLs and electronic attachments such as documents or spreadsheets.
Some IM systems support additional features such as Webcams or the retention of a “con-
versation” for later use.

IM has become an accepted communications tool in nearly 90 percent of all
organizations.14 In those organizations, IM is all but eliminating the use of interoffice “snail
mail” and dramatically cutting the number of phone calls. Unfortunately, unsecured IM
applications are easy prey for hackers who want to take advantage of an organization’s
vulnerabilities. Security professionals warn that businesses must pay careful attention
to their employees’ use of instant messaging. Worms and viruses, such as Bropia, Kelvir, and
MyDoom, have been launched specifically to breach IM tools. Security firm Akonix mea-
sured a 79 percent increase in malicious code attacks over IM networks from January 2007
to June 2007 versus the same time period in the previous year.15

In addition to potential hacker problems, IM raises the issue of unintended release of
private information. For example, Mark Foley represented Florida in the U.S. House of
Representatives from 1995 until 2006. Although known as a champion in the fight against
child abuse and exploitation, he was forced to resign from Congress after it was revealed
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that he had sent sexually explicit instant messages to underage boys serving as congres-
sional pages. The episode underscores the fact that instant message conversations can be
just as damaging as e-mail.

The first step to reducing risks associated with IM is to create a policy that states who
can use it, for what purposes, for what kinds of data, and whether file attachments are
allowed. Organizations must decide whether and how to archive conversations and for how
long. Key to the success of this policy, companies must communicate how the policy will
be monitored and enforced.16

A second step is to establish an enterprise server that functions as a hub for all IM
messages. Businesses must install security software on this hub to monitor and inspect all
IM traffic. The use of content filters and keywords can help safeguard important data from
leaving the network. In addition, software can be installed to check for malware signa-
tures, like IM-specific worms, and to prevent spam from getting through.

Podcast
A podcast is a digital media file distributed over the Internet using syndication feeds for
playback on portable media players and personal computers. Users simply download a pod-
cast to their computer and then transfer it to an iPod or other player device for listening
at their convenience. The method by which a podcast is syndicated is called podcasting.
Podcasting differs from other types of online media distribution; it is based on a subscrip-
tion model and uses automatic feeding mechanisms such as Really Simple Syndication

Podcasters create audio programs, usually in the form of MP3 files, which they upload
to Web sites. Anyone with a computer and a microphone can now create a podcast. Pod-
casts are available from many commercial broadcast and publishing concerns, including
newspapers, television networks, National Public Radio, the BBC, magazines, and other
informational Web sites. Numerous Web sites, such as PodcastAlley, and Podcast.com, index
and facilitate the finding of and subscription to podcasts according to subject matter,
source, and other criteria.

Really Simple Syndication (RSS)
Really Simple Syndication (RSS) is a family of data formats that help people automatically
receive feeds anytime there are new postings to their favorite blog sites, updates in the news
headlines, or new information posted at specified Web sites. RSS content is read using soft-
ware called an RSS reader. Content distributors syndicate a Web feed, allowing users to sub-
scribe to it by entering the feed’s link into the reader or by clicking an RSS icon in a browser that
initiates the subscription process. The RSS reader is programmed to check automatically all
subscribed feeds on a regular basis to look for new content and download any updates that it
finds. This process allows users to stay current on topics of interest.

An Internet aggregator makes a number of Web feeds accessible at one URL. The num-
ber of sites that offer RSS feeds is growing rapidly, and includes BlogStreet, myRSS,
NewsIsFree, and Purple Pages. Syndic8.com, a syndicator Web site, has hundreds of feeds
on a variety of subjects, including 136 feeds on 32 business-related topics from account-
ing to transportation and logistics. The capabilities of RSS feeds and aggregators make them
attractive to business managers who want to stay informed.
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For example, Phoenix Technologies is a maker of electronics components for PC
motherboards. CIO Cliff Bell noticed that many e-mails at his firm went unread. So, he
decided to test RSS as a tool to keep employees, customers, and business partners cur-
rent by pushing relevant information to them via subscription rather than counting on them
to find pertinent information in the hundreds of e-mails they receive each month. The
Phoenix Technologies legal team now uses RSS for legal review, combining RSS subscrip-
tions with internally generated RSS feeds for specific projects. With this approach, the
attorneys no longer must search through their e-mail or the intranet to get information
about particular projects. The use of RSS ensures that if something new happens, com-
pany attorneys will receive an RSS feed about it. CIO Bell envisions the use of addi-
tional departmental or project-based RSS feeds across the company to keep people well
informed and on top of matters. Another application of RSS feeds is to create a common
channel for company-wide announcements.17

RSS feeds can also be used to increase revenue flow by helping companies develop
strong relationships with consumers and create brand loyalty. RSS feeds that present inter-
esting and worthwhile information can attract existing customers and prospective cli-
ents by notifying them of specials, discounts, product announcements, technical support
tips, news, and industry studies.18

Shared Workspace
A shared workspace is an area hosted by a Web server in which project members and
colleagues can share documents, models, photos, and other forms of information to keep
each other current on the status of projects or topics of common interest.

One organization that uses shared workspaces is the Center for Scientific Review
(CSR), which is responsible for reviewing more than 80,000 grant applications received
each year by the National Institute of Health (NIH). Each application is reviewed thor-

than 18,000 external experts to conduct the necessary reviews. In the past, NIH incurred
considerable travel expenses to bring these experts together and review the applications.
Recently CSR has been using shared workspace technology to provide an effective and effi-
cient way to eliminate the need to travel. Reviewers access a shared team workspace set
up on a restricted server that ensures privacy and controls access to the applications and
associated data. Reviewer comments are posted in the discussion threads of the shared vir-
tual workspace server where they can be viewed and commented on by other reviewers.
Over the course of a few days, the reviewers read the applications, interact via IM, sub-
mit comments and rebuttals to each of the grant application discussion forums, and vote on
the grant applications. Not only does this approach dramatically cut travel expenses and
speed up the review process, it also enables NIH to recruit reviewers who are willing to par-
ticipate in the process but cannot afford to spend the time traveling to a single location.19

Web Conferencing
Web conferencing is a way to conduct live meetings or presentations over the Internet. In
a Web conference, each participant sits at his or her own computer, and is connected to
other participants via the Internet. Web conferencing is possible using either a down-
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requires attendees to enter an online address to join the conference. An important capabil-
ity of Web conferencing software is application sharing, the ability of one person to share
a document or spreadsheet on his desktop and pass the control of the application to
someone else in the meeting. Web conferencing products include GoToMeeting, Live Meet-
ing, Netviewer, SkypePro, WebEx, and Yugma. Most of these products provide support for
the following features:

● Rich media presentations
● Live video via Webcam or digital video camera
● Panoramic video
● Active speaker indicator
● Public events page
● Personal recordings
● Virtual breakout rooms
● Whiteboard with annotation, which allows the presenter and attendees to high-

light or mark items on the slide presentation
● Text chat for live question-and-answer sessions
● Polls and surveys, which allow the presenter to pose questions with multiple-

choice answers to the audience

A Webcast is a presentation of information in one direction only, like watching a video
on the Internet. A Webinar is a type of Web conference in which the direction of the pre-
sentation is primarily one way from the presenter to the audience; however, it can also
be interactive between the presenter and audience.

Web conferencing often is sold as a service that is hosted on a Web server and con-
trolled by the vendor. The service may be offered on a per-minute usage basis or for a fixed
monthly fee. Some vendors make their conferencing software available as a licensed prod-
uct, allowing organizations that make heavy use of conferencing to install the software
on their own servers. Adobe Acrobat Connect, Genesys Conferencing, GoToMeeting, Lotus
Sametime, Microsoft Office Live Meeting, Unyte, and WebEx are all examples of Web con-
ferencing services.

American Lighting manufactures a wide range of innovative and high-quality lighting prod-
ucts to meet residential, commercial, and specialty needs. The firm places great emphasis on
developing new products and using trendsetting technology, as continued innovation is a
core business strategy. With a widespread base of operations, including manufacturing facili-
ties in China and Taiwan, warehousing in North America, and offices in Hong Kong,
ShenZhen, Mexico, and Canada, rapid and effective communications can be a challenge.
American Lighting uses Web conferencing to conduct effective meetings with employees
around the globe. The technology has helped American Lighting achieve substantial savings in
conducting overseas sales and company meetings, as well as greatly reduce expenses related
to quality assurance and diagnosing issues.20

Wikis
A wiki is a collaborative Web site that allows users to create and edit Web page content freely
using any Web browser. A wiki supports hyperlinks and has a simple text syntax for cre-
ating new pages and cross-links between internal pages. Wikis can be constructed from all
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types of corporate data, such as spreadsheets, Microsoft Word documents, PowerPoint
slides, PDFs, and anything else that can be displayed in a browser. One of the best-known
wikis is Wikipedia, the largest free-content encyclopedia on the Internet, with more than
7 million articles written in more than 200 languages.

Wikis allow users to determine the relevancy of content rather than depending on a cen-
tral document control group. After the wiki is established, users control it, not the docu-
ment control group. The wiki has built-in version control so that no changes can be made
without creating a record of who made the change. If necessary, it is relatively easy to revert
to an earlier version of the wiki.21 The following list presents a few benefits of corporate wikis:

● Corporate wikis are easy to link to useful corporate information systems such
as phone books and people directories.

● The use of corporate wikis reduces the amount of e-mail traffic within a com-
pany by enabling all relevant information to be shared by people working on
a given project. In addition, wikis reduce the use of lengthy distribution lists
that burden recipients with excessive and irrelevant messages.

● Wiki access rights and roles can be established based on a user’s role or orga-
nization so that unauthorized people cannot view or edit certain pages.

● Wikis provide a tool for building consensus, as they enable people to express
their views on specific topics.

● Wikis allow users to build and organize useful new sources of data for a vari-
ety of projects, issues, and ideas. For example, you can build a wiki that defines
acronyms in common use within your firm.

Motorola has more than 3,300 wikis that are used by 69,000 employees and another
8,000 business partners. The total wiki content measures 5 terabytes of data. A wide range
of topics are covered, from six-sigma, to key engineering efforts, to presales factbooks for
various products. Toby Redshaw, a corporate vice president, views wikis as a tool to cap-
ture and take advantage of the brain power Motorola gains through acquisitions.22

The following feature illustrates how one company makes effective use of several col-
laboration tools.

A M A N A G E R T A K E S C H A R G E

Ryan Companies Enables Collaboration

Founded in the 1930s as a small lumber company in northern Minnesota, Ryan Companies
US, Inc. is now a commercial real estate firm that provides integrated design, development, and
real estate management services to customers in more than 150 cities around the country.
Recent annual revenues exceeded $750 million. Roughly 45 percent of the firm’s
1,000 employees work from remote offices and job sites. CIO John Leeper recognized that the
firm must employ cutting-edge technology to enable employees to deliver high-quality prod-
ucts, on time and on budget. He led the effort for Ryan Companies to successfully adopt and
implement Web-based collaboration services to support its employees.

continued
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The firm’s construction managers carry laptops to access and maintain complex
project schedules. If the managers have a problem with their laptops, such as a virus, they
need help in a hurry. They cannot afford to be without their laptops for the three days it
would take to ship them to the help desk, have them repaired, and shipped back. So the
IT organization’s help desk people use GoToAssist to fix problems remotely and get the user
back up and running, often within minutes.

Collaboration among a project’s engineers, architects, and project managers is criti-
cal, but these employees are spread out across the country. It is impossible to get them
together in one place on short notice, and even if such meetings were possible, the travel
costs and time wasted in airports would be prohibitive. Much of the project work involves
the use of AutoCAD (software for creating and updating blueprints), and e-mailing these
large files has been a problem. Ryan Companies employs GoToMeeting to enable quick,
simple collaboration among all the people involved on a project. The ease of setting up
a GoToMeeting session actually has increased the amount of collaboration, with resulting
benefits in on-time and on-budget projects, not to mention the savings in travel expenses.

Ryan Companies also employs GoToMyPC to enable mobile workers to have “any-
time, anywhere” access to applications, files, and data. Thus, an architect working in
Phoenix easily can access AutoCAD drawings stored on a computer at the firm’s headquar-
ters in Minneapolis.

Discussion Questions:

1. Discuss how Ryan Companies might have rolled out these collaboration tools
to ensure that they were widely used.

2. What issues do you think might arise in the use of these collaboration tools? How
might these issues be addressed?

3. Identify and briefly discuss how two other collaboration tools could help Ryan
Companies.

Now that we have discussed many of the collaboration tools, let’s see how organiza-
tions use wireless communications to meet the needs of their mobile workers.

W I R E L E S S C O M M U N I C A T I O N S

The increasing use of wireless communications is an important business trend of the
twenty-first century. Wireless communications is used to keep in touch with employees,
customers, and business partners; access important corporate data and business
applications; and to interact over the Internet and Web. In many cases, the collaboration
tools just discussed are employed in a wireless network environment. Such applications
and the need for wireless access are driving the development of very high-speed, wide-
area Internet access for mobile devices.

Figure 6-1 shows the future trends expected in the area of wireless networks along two
dimensions: the geographic area covered by wireless networks and the capabilities of those
networks. The coverage of networks can range from a local area network—for example,
a wireless network that connects your mouse or printer to your personal computer—to
global networks that span the world. The most desired network characteristics include
secure communications that are free from intrusion by unauthorized people or devices,
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extremely high-speed communications that enable unimagined new services, high-quality
service that does not allow a dropped or degraded connection, robust applications that
support real business needs, and “always, anywhere” availability by all users.

Staying abreast of the rapidly changing developments in wireless technology is difficult.
While vendors announce new products, features, and enhancements at a dizzying pace, the
IEEE and other standards-setting groups seem to ratify a new and improved wireless
standard every few months. The next section provides a few basics to enable IT and busi-
ness managers to put the changing communications landscape into perspective.

Communications Fundamentals
A communications channel is a path that carries a signal from sender to receiver. The
channel may support simplex, half-duplex, or full-duplex communications. A simplex
channel supports communications in only one direction, like the circuit in your home that
connects the doorbell to a ringer. A half-duplex channel supports communications in both
directions, but only in one direction at a time. CB radio and walkie-talkies are examples
of half-duplex communications. A full-duplex channel supports communications in both
directions simultaneously. The telephone and cell phone are examples of full-duplex
communications because both parties can speak at the same time.
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FIGURE 6-1 Future trends in wireless networks
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Transmission media are used to propagate the communication signal. These media
either may be guided, in which signals travel along a solid medium, or wireless, in which sig-
nals are broadcast over airwaves as a form of electromagnetic radiation (see Table 6-2).
Common guided transmission media include: twisted pair wires, which are used in tele-
phone lines; coaxial cable; fiber optics; and even power transmission lines. Examples of
wireless communications include cell phone and satellite TV.

TABLE 6-2 Summary of transmission media types

Media type Description Common use

Twisted pair wires Shielded or unshielded pairs of
copper wire

Conventional land-line telephones

Coaxial cable Inner conductor wire sur-
rounded by insulation

Cable TV

Fiber-optic cable Thousands of tiny strands of
glass bound together in a
sheathing; uses light beams to
transmit signals

High-speed LANs

Broadband over
power lines

Data is transmitted over stan-
dard high-voltage power lines

Internet access

Microwave (terrestrial
and satellite)

High-frequency radio signal (300
MHz to 300 GHz) sent through
the atmosphere or space; often
involves communications
satellites

Satellite TV, alternative to land-line
telephone

Radio Operates in the
30-300 MHz range

Cell phone communications

Infrared Signals sent over the airwaves as
light waves

Wireless keyboards and mouses

The frequency at which a signal is transmitted is measured in cycles per second called
Hertz, which is abbreviated as Hz (see Table 6-3). Bandwidth is the range of frequencies
that an electronic signal occupies on a given transmission media. The greater the band-
width, the more information per unit of time you can convey. Bandwidth can be mea-
sured in bits per second (bps).

TABLE 6-3 Speed of transmission in Hz

Abbreviation Meaning

Hz Cycles/second

KHz Thousands of cycles/second

MHz Millions of cycles/second

GHz Billions of cycles/second
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The electromagnetic spectrum is divided into frequency bands, as shown in Figure 6-2.
Use of radio frequency bands is regulated by the governments of most countries to avoid
frequency interference and to ensure usability. The regulation must not cause complica-
tions in transmitting information across national boundaries. For example, in the United
States, the 700-MHz spectrum (698 MHz to 806 Mhz) used by UHF TV channels 52 through
69 will be vacated once the transition from analog to digital TV transmission occurs in
February 2009. Of this newly available spectrum, thirty MHz probably will be reserved for
communications to support public safety. Another 60 MHz of this spectrum is up for auc-
tion beginning in January 2008. Winners will be able to create new services that operate in
this frequency range once the digital TV transition is complete.23

Cell Phone Services
The cell phone has become ubiquitous and is an essential part of life in the twenty-first
century. The scope of its capabilities has grown far beyond a voice communications device.
It is now used for Web browsing, e-mailing, listening to audio, watching video, comput-
ing, keeping track of contacts and to-do lists, text messaging, and taking and sending photos.

Cell phones operate in the radio frequency range of the electromagnetic spectrum. A
cell phone uses two frequencies to support each call, thus creating a full-duplex commu-
nications link. The cell phone communications area is divided into hexagonal cells (see
Figure 6-3). Sometimes hundreds of cells are required to cover a large city or geographi-
cal area. Each cell includes a base station that consists of a tower rising hundreds of feet into
the air, and radio transmitters and receivers that connect with the antennae on the tower
through a set of thick cables. Both the base station and cell phone transmitter operate
at relatively low power levels. This ensures that transmissions from one cell do not dis-
rupt communications by “spilling over” into a neighboring cell. It also minimizes the bat-
tery power required to operate the cell phone.

In the United States, the government requires the presence of two cell phone service
providers in every market, with each carrier assigned a non-overlapping range of frequen-
cies to be used for operations. In the United States, the largest wireless license-holders run
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mobile networks that are in near-constant transition; these companies include AT&T, Sprint
Nextel PCS, T-Mobile, and Verizon. Each cell phone service provider establishes its own
Mobile Telephone Switching Office (MTSO) to manage communications across a number of
cells. Service providers often share base stations, so you may see two or more sets of anten-
nae on a cell tower.

The cell base station continuously monitors the signal strength of each call within its
range. As the user moves away from the base station in one cell, the base station detects
that the signal strength is weakening for a particular call. At the same time, the base sta-
tion in an adjacent cell will detect a strengthening of the signal strength for the same call.
The two base stations coordinate through the MTSO to handoff the call from one cell to the
next. The cell phone receives a signal from the MTSO to change frequencies as the call
passes from one cell to the next. Cell phone technology has evolved through three genera-
tions and is about to enter its fourth generation, as described in the following section.

Cluster

MTSO

FIGURE 6-3 Cellular network

Collaboration Tools and Wireless Networks

171



1G

The first generation of cell phones operated in the 800-MHz range of the electromagnetic
spectrum and employed analog technology. The frequency used in analog voice chan-
nels is 30-KHz wide, which is sufficient to provide a conversation of the same quality as a
wired telephone. With such technology, each cell covers about 10 square miles and can
support about 56 concurrent voice communication links.

2G

The first digital cell phones represent the start of the 2G services. Such cell phones also
are called personal communication service (PCS) in the United States. 2G cell phones oper-
ate in the 1900-MHz frequency range and perform millions of calculations per second to
convert your voice (an analog signal) into a digital format of 0s and 1s. The use of digital sig-
nals in a 2G network increases system capacity so that more concurrent calls can be made
within a single cell. Digital signals also enabled the introduction of new digital data ser-
vices such as short messaging service (SMS) for text messaging and e-mail. 2G networks use
three different approaches to encode and transmit voice and data in a digital format:

● Time-division multiple access (TDMA) assigns each call to a certain portion
of time on the designated frequency. TDMA systems operate in either the
800-MHz or 1900-MHz frequency band and support three times the number
of calls as the analog 1G system.

● Frequency-division multiple access (FDMA) assigns a separate frequency for
each call.

● Code-division multiple access (CDMA) assigns a unique sequence code to each
call and transmits the call in small pieces over a number of discrete frequen-
cies available for use in the specified range. CDMA systems can provide
between 10 to 20 times the call carrying capacity of analog equipment.

Various 2G cell phone service providers have built services based on one or more of
the following mobile communications standards:

Global System for Mobile Communications Service (GSM) is the most widely adopted
digital cellular technology in use today. GSM uses time and frequency division tech-
niques (TDMA and FDMA) to optimize the call-carrying capacity of a wireless network. In
addition to voice services, GSM also provides a number of carefully standardized and
broadly supported capabilities such as Short Message Service (SMS), circuit switched data
(CSD), and General Packet Radio Services (GPRS).

General Packet Radio Service (GPRS ) is a type of mobile data service available to users
of GSM mobile phones that provides fast data transfers over a very large area. It pro-
vides moderate-speed data transfer by employing unused TDMA channels in the GSM
network.

Enhanced Data Rates for Global Evolution (EDGE) is a type of network connection
that provides faster data transfer rates than GPRS over a similar-sized area. EDGE defines
new signal modulation schemes that will permit much higher data rates to be achieved in
GSM and TDMA networks. Rates up to 384 Kbps are expected, which will enable the deliv-
ery of multimedia and other broadband applications to mobile phone and computer users.
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3G

3G is a digital cell phone service that operates at an increased bandwidth to enable data
transfer rates of up to 3 Mbps. Such a high transfer rate makes it feasible to download data
from the Internet, surf the Web, and send and receive large, multimedia files. 3G phones
typically have considerable processing power and can support advanced services such as
video conferencing, receipt of streaming video from the Web, and the downloading of
e-mails with attachments, all in a mobile environment. In many countries, 3G networks do
not use the same radio frequencies as 2G, so 3G service providers must build entirely new
networks and license entirely new frequencies. In the United States, carriers operate 3G
service in the same frequencies as other services.

4G

4G is a term that describes the next evolution in wireless communications beyond 3G. Cur-
rently, no clear standards exist that exactly define 4G. This does not stop various telecommu-
nications providers and consumers from trying to define what 4G means to them, however.

The World Wireless Research Forum includes Ericsson, Huawei Technologies, and
Motorola, three companies that helped define 3G wireless. This group states that 4G is likely
to be similar to 3G, in that it will be a collection of technologies and standards, not just one
single standard. They also believe that a 4G system will offer a comprehensive IP solu-
tion in which voice, data, and streamed multimedia can be provided to users on an “any-
time, anywhere” basis, at higher data rates (100 Mps to 1 Gbps), higher quality, and
greater security than previous generations.24

CEO Gary Forsee of Sprint Nextel states that 4G technology must meet four criteria:
It must allow Sprint Nextel to be the first to market; it must provide economical
performance; it must let the carrier create an environment in which multiple suppliers exist
for the network; and it must develop, offer, and support high-speed services. To achieve this
goal, Sprint Nextel committed $1 billion in 2007 and $2 billion in 2008 to build a 4G net-
work that will offer transmission speeds of 2 Mbps to 4 Mbps for mobile users. Sprint
Nextel expects to have 100 million users of its 4G service by 2008.25

Wi-Fi Solution for Local Area Networks
Wi-Fi is a wireless communications technology brand owned by the Wi-Fi Alliance, which
includes more than 300 technology companies such as AT&T, Dell, Microsoft, Nokia, and
Qualcomm in 20 countries. The goal of the alliance is to improve the interoperability of wire-
less local area network products, which are based on the 802.11 communications standards
developed by the Institute of Electronic and Electrical Engineers (IEEE). Wi-Fi operates at 2.4
GHz or 5 GHz, considerably higher frequencies than the ones used for cell phones. The higher
frequency allows the signal to carry more data per unit time (bps). Wi-Fi is based on the set
of 802.11 networking standards, which come in many flavors, as shown in Table 6-4.
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TABLE 6-4 Common 802.11 communications standards

Characteristic 802.11a 802.11b 802.11g 802.11n

Frequency used 5 GHz 2.4 GHz 2.4 GHz 2.4 GHz &
5 GHz

Data transmission rate 54 Mbps 11 Mbps 54 Mbps 140 Mbps

Uses regulated frequency
spectrum?

Yes No No No

The area covered by one or more interconnected wireless access points is called a hot
spot. Free hot spots often are provided by businesses or governments that seek to offer a
worthwhile service to customers, citizens, and visitors. Thus, many people use Wi-Fi net-
works in airports, coffee shops, college campuses, fast food restaurants, and hotels to con-
nect to the Internet. In a Wi-Fi wireless network, the user’s computer or personal digital
assistant has a wireless adapter that translates data into a radio signal and transmits it
using an antenna. A wireless access point, which consists of a transmitter with an antenna,
receives the signal and decodes it. The access point then sends the information to the Inter-
net over a wired connection (see Figure 6-4). When receiving data, the wireless access
point takes the information from the Internet, translates it into a radio signal, and sends
it to the computer’s wireless adapter. Wi-Fi uses unlicensed spectrum to provide access to
a network, typically covering only the network operator’s own property.

If the router fails or if too many people try to use the Wi-Fi network at one time, the
users can experience interference or dropped connections. Most laptop computers come
with built-in wireless transmitters and software to enable computers to discover automati-
cally the existence of a Wi-Fi network.

Wireless
Network

Wireless Access Point

Modem/Router

Internet

Existing Wired
Network

Data transmitted
and received
through airwaves

FIGURE 6-4 Typical Wi-Fi network
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City officials have been attracted to the idea of establishing wireless networks for use
by meter readers and other municipal workers, as well as providing low-cost Internet
access to its citizens and visitors. For example, EarthLink has a contract to build munici-
pal Wi-Fi networks in Anaheim, New Orleans, Philadelphia, San Francisco, and nine other
cities. The success of such efforts is far from assured, as the incumbent telecom and cable
service providers have countered with alternative technologies that provide improved
capabilities, albeit at higher costs to individual users.26

By no means are all Wi-Fi networks operated free of charge. Indeed, high costs can be
a drawback that limits the use of Wi-Fi networks. Although many hot spots support Wi-Fi
communications, a charge often is associated with use of the network. Wi-Fi access
charges of more than $7 per day are not uncommon by hot spot operators. For example, sup-
pose you are flying from Cincinnati to Miami with an intermediate stop in Atlanta, and you
check your e-mail using a Wi-Fi network at each airport. Three separate Wi-Fi opera-
tors will charge a total of $21!

Security is another important issue for Wi-Fi users. Because communications are
broadcast, anyone within “listening distance” of the wireless access point can intercept your
Wi-Fi communications. Every time you log on to an unsecured Web site via a public Wi-Fi
access point, your logon name and password are sent over the open airwaves. There is
a high risk that someone might eavesdrop on your electronic communications. In addi-
tion, there is a high potential for criminals to steal and reuse the IP addresses of network
users or hop on an unprotected Wi-Fi network to commit criminal acts. For example,
police used the IP address to identify the home address of a suspected pedophile who traded
child pornography online. They went to the address prepared to make an arrest but instead
found an elderly woman who they quickly determined was not the real suspect. Some-
one had hopped onto her wireless network to conduct their nefarious business.27 Another
potential danger is logging onto a hot spot set up in a public place by a cybercriminal to
capture logon IDs, passwords, credit card numbers, and other vital information.

All Wi-Fi equipment supports some form of encryption technology, which scrambles mes-
sages so that they cannot be read easily. Public Wi-Fi networks usually default to nonen-
crypted communications, however. It is highly recommended that you encrypt the data you
send over any wireless network. Unfortunately, the most common wireless encryption stan-
dard, Wired Equivalency Privacy (WEP), is easily broken. Use the Wi-Fi Protected Access (WPA)
and IEEE 802.11i (WPA2) encryption methods, which are much stronger than WEP.

Access points and routers all use a network name called the service set identifier (SSID).
The SSID is a 32-character unique identifier attached to the data packets sent over the wire-
less network. The SSID acts as a password when a mobile device tries to connect to the network.
Manufacturers typically ship their products with the same default SSID name. (The network
operator should change the default name to discourage network break-ins.) To avoid connect-
ing to a malicious hot spot, you should know which providers operate in your area and check
the list of displayed SSIDs to ensure you are connected to the right one. Do not set your wire-
less card to connect automatically to any available network.

WiMAX, a Solution for Metropolitan Area Networks
Worldwide Interoperability for Microwave Access (WiMAX) is the common name for a set
of 802.16 wireless metropolitan-area network standards that support different types of
communications access. This access can be mobile (similar to that via a cell phone) or the
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location of the end user’s wireless termination point can be fixed. In many respects, WiMAX
operates like Wi-Fi, only over greater distances and at faster transmission speeds. Just as
with Wi-Fi, a WiMAX tower connects directly to the Internet via a high-bandwidth, wired
connection. A WiMAX tower can also connect to another WiMAX tower using a line-of-
sight, microwave link. A single WiMAX tower can provide up to 3,000 square miles of cov-
erage, so only a few towers are needed to cover an entire city. WiMAX can support data
communications at a rate of 70 Mbps.

WiMAX can provide two basic forms of wireless service. The first is a non-line-of-
sight service in which a small antenna on a PC connects to a WiMAX tower, which trans-
mits in the 2-GHz to 11-GHz frequency range where transmissions are not disrupted
easily by physical obstructions. The distance between the WiMAX tower and the PC antenna
must be less than six miles. This form of service is similar to Wi-Fi, but again has cover-
age area and speed advantages. Some cities have experimented with setting up WiMAX base
stations in key areas for business and then allowing people to use them for free. Fewer
WiMAX base stations are required to cover the same geographical area than when Wi-Fi
technology is used.

The second form of WiMAX service is a line-of-sight option in which a fixed-dish
antenna points at the WiMAX tower from a rooftop or pole. Transmissions are in the 10-GHz
to 66-GHz frequency range, making this option much faster than non-line-of-sight service.
The distance between the WiMAX tower and antenna can be as great as 30 miles. Some
companies are experimenting with this approach and charging users a fee for unlimited
monthly access or a “pay-as-you-go” fee based on the amount of usage. This form of WiMAX
may have a dramatic impact on today’s cable and DSL Internet service providers. Because
a physical connection is not needed from the WiMAX tower to each subscriber, the
WiMAX service provider would have a potential cost advantage over cable and DSL
providers. WiMAX also might be used to deliver voice-over Internet service and thus com-
pete with traditional phone service providers.

Some cellular companies are evaluating WiMAX as a means of increasing bandwidth
for a variety of data-intensive applications. Sprint Nextel and Clearwire are collaborating on
a $12 billion joint venture to build a nationwide WiMAX network that will reach about 140
million users by the end of 2010. To supply the necessary phones, computer chips, and
back-end equipment, Sprint Nextel is working with heavyweights like Intel, Motorola, Nokia,
and Samsung to provide WiMAX-capable PC cards, gaming devices, laptops, cameras, and
even phones by the end of 2008.

WiMAX is a key component of Intel’s broadband wireless strategy to deliver innova-
tive mobile platforms for “anytime, anywhere” Internet access. Intel is betting that over
time, WiMAX will achieve universal acceptance just as Wi-Fi has. Intel is active in bring-
ing this vision to fruition. The company is making its Centrino laptop computers WiMAX-
enabled and is partnering with Clearwire to push the technology even further ahead.

Samsung is active in the mobile WiMAX market, having won contracts to provide net-
works in Brazil, South Korea, and Venezuela. It also supplies WiMAX equipment to Sprint
Nextel and is working with the U.S. Army’s Communications Electronics Research and Defense
Engineering Center to study the use of WiMAX equipment in a military environment.28

This chapter discussed the use of collaboration tools, especially their use in an organi-
zational setting, and it covered the basics of wireless networks. Table 6-5 is a manager’s
checklist that summarizes how organizations can use collaboration tools and wireless
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networks. It will be exciting to see how these technologies evolve to provide new capabili-
ties and services.

TABLE 6-5 A manager’s checklist for using collaboration tools and wireless networks

Recommended management actions (appropriate response is “Yes”) Yes No

Does your organization use collaboration tools to get closer to customers?

Is your organization using collaboration tools and wireless networks to enable execu-
tives, salespeople, and service workers to access pertinent corporate data and criti-
cal messages?

Is your organization using networking tools to hold virtual meetings and deliver train-
ing to employees, business partners, shareholders, and customers around the
world?

Is your organization using collaboration tools to help virtual teams stay connected
and to work collaboratively and productively?

Does your organization have standards and guidelines to ensure safe usage of wire-
less networks?

Is your organization actively following the evolution of wireless network technology
and seeking opportunities to capitalize on new capabilities?
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Chapter Summary

● Collaboration is essential to the effective operation of modern organizations, and enables
people anywhere to communicate and interact effectively.

● Bulletin boards support threaded discussions among employees, customers, and busi-
ness partners. They can also be used to capture comments, issues, and suggestions.

● Blogs provide informal updates on products and projects, and capture customer opin-
ions and feedback.

● Calendaring software is used to determine resource availability and to schedule people
for meetings.

● Desktop sharing can provide technical support and product demos for customers. It can
also support virtual meetings among employees, business partners, and customers.

● Instant messaging is a way to provide timely updates and link key resources to solve a
problem.

● A podcast is a way to distribute digital media files over the Internet to allow playback on
portable media players and personal computers.

● RSS makes it easy to receive updates automatically from Web sites and blogs.

● A shared workspace can provide a workgroup with an easy way to access documents,
spreadsheets, and other information of interest to the group.

● Web conferencing is used to conduct live meetings or give presentations over the
Internet.

● A wiki is a collaborative Web site that allows users to freely create and edit Web page con-
tent using any Web browser.

● The future trends in wireless networks are proceeding along two dimensions: the geo-
graphic area covered and the capabilities provided.

● Communications channels, transmission media, bandwidth, and the division of the elec-
tromagnetic spectrum into bands are important concepts to grasp in order to under-
stand developments in wireless communications.

● The scope of capabilities provided by the cell phone has grown far beyond a simple voice
communications device. Cell phones are now used for Internet browsing, e-mail, listen-
ing to audio, watching video, computing, keeping track of contacts and to-do lists, text
messaging, and taking and sending photos.

● Cell phone technology has advanced from 1G, which are strictly analog voice communi-
cations, through 2G (digital communications) to 3G (higher-speed services) to 4G
(extremely high-speed communications and advanced services).

● Wi-Fi is a wireless communications technology based on a set of 802.11 standards
defined by the IEEE. Wi-Fi is broadly available, but users must be wary of potential high
costs and security issues.

● WiMAX is a wireless communications technology based on a set of 802.16 metropolitan-
area network standards established by the IEEE. In many ways, WiMAX operates like
Wi-Fi, only at greater speeds and over longer distances.
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Discussion Questions

1. How would you define collaboration? Describe an example of effective collaboration from
your own experience.

2. How would you differentiate between a bulletin board and a blog?

3. Identify three recommendations that should be followed when using a corporate blog to
improve an organization’s image.

4. Identify two potential issues associated with the use of a corporate calendaring system to
schedule meetings.

5. What are the advantages and disadvantages associated with using instant messaging at
the corporate level?

6. How might a project team use a shared workspace to improve communications among
project team members and other project stakeholders?

7. What is the difference between a communications channel and transmission media?

8. What is the name of the primary frequency bands used for wireless communications?

9. Briefly explain how a cell phone network works.

10. Briefly describe the primary differences among the four generations (1G to 4G) of cell
phones.

11. What is Wi-Fi? What is WiMAX? In what ways are they similar? In what ways are they
different?

12. What are two potential problems associated with the use of public Wi-Fi networks?

Action Memos

1. The CEO e-mails you: “I’ve been thinking about this for some time, and I believe that it would
be a great idea to enable our employees to create their own personal blogs as a way to
improve openness and communications within the firm.” As the vice president of human
resources, how would you reply?

2. Draft an instant message corporate usage policy that will encourage the use of IM and pro-
vide useful guidance to avoid potential problems.

Web-Based Case

Subscribe to RSS feeds on three topics of your choice. Write a brief memo that summarizes your
experiences and thoughts on the pros and cons of RSS.

Case Study

Wireless Technology: Saving Time and Lives

Since the Institute of Medicine released its 2000 landmark report “To Err is Human,” which showed
that thousands of people die each year as a result of medical error, hospitals have come under
increasing pressure to reduce error through computer intervention. Electronic medical record
(EMR) systems, which allow medical personnel to enter and view patient data electronically,
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might help hospitals prevent a surgeon from amputating the wrong leg. Computer physician order
entry (CPOE) systems, which require doctors to communicate treatment, prescription, lab, and
radiology orders electronically, might help hospitals prevent a nurse from administering an acci-
dental overdose.Yet, despite indications that these systems reduce error and error-related casu-
alties, hospitals have been slow to adopt the technologies. A 2006 survey by the Greater New York
Hospital Association found that, of the 74 hospitals and 11 healthcare systems surveyed, only
30 percent had fully operational CPOE systems and only 22.5 percent had fully operational EMR
systems. An even smaller 12.5 percent had adopted clinical decision-support systems.29

Reasons for the industry’s sluggish approach might be understood from such examples as
the early failure of Los Angeles’ Cedars-Sinai Medical Center’s $34 million CPOE system, which
was launched in 2002. The system had been developed in-house, but only a handful of the hos-
pital’s doctors had been involved in the process. The resulting change to the workflow proved
unwelcome. For each visit, a doctor would have to find a computer, log in, and check box after
box to record medications, allergies, symptoms, diagnoses, and tests. The process took consid-
erably longer than scribbling the information in shorthand. “Who’s got five extra hours in a day?”
asked Andrew Wachtel, a pulmonary specialist. “As it is, we work 80 hours a week.” In January
2003, several hundred doctors confronted the administration and forced it to scrap the system
after only two months.30

Apart from early experiences with difficult-to-use systems, several other barriers typically are
cited regarding the adoption of these technologies. Doctors, who are used to unconstrained work
environments, typically resist initiatives that force them to follow very controlled procedures,
particularly if they clash with an established workflow. In addition, few reports until recently have
demonstrated economic benefits from using these relatively expensive systems.

All this has begun to change, however, with the rise of one new technology: mobile and wire-
less systems. Hospitals can now do what they couldn’t do with stationary desktops: Save time.

A number of new wireless devices and systems are making this improvement possible. COWS
(computer on wheels) or WOWS (wireless devices on wheels) are rolled on battery-powered trol-
leys to a patient’s bedside, where nurses can record or chart patient data, access doctors’
orders, or check drug compatibility. Using notebooks and other portable computers, physicians
can check electronic medical records, radiology reports, or lab tests from wherever they happen
to be. Handless communication devices worn around the neck save nurses from going to the
nurse’s station to call a doctor about changing symptoms or ask about an order.

“It’s like Star Trek. You push a button, say a name, and you’re connected,” said Nicholas
Christiano, CIO of Health Quest, the parent organization of Vassar Brothers Medical Center in
Poughkeepsie, N.Y.The medical center deploys 600 Vocera communication badges across its two-
building campus.31

Hospitals have even begun using powered, attachable RFID tags that can be read by Wi-Fi
access points to track mobile medical equipment, physicians, and even wandering patients.

New studies have begun to report significant time savings. A recent study at George Eliot Hos-
pital in England tracked time savings during a pilot project in which the hospital provided 20 note-
book or tablet PCs to a cross-section of nurses and mobile clinicians (see Table 6-6). The 440-
bed acute care hospital employed manual, paper-based processes in delivering clinical services.
Nurses could access only computerized information at centralized desktop computers where staff
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would often line up. The trial measured time saved and reported a significant increase in effi-
ciency for some tasks. Other tasks, however, such as entering handwritten notes into the sys-
tem or printing lab results for physicians, were eliminated entirely from the workflow. 32

TABLE 6-6 Results of mobile technology productivity test at George Eliot Hospital

Task Time saved

Finding pathology results 5 minutes per patient visit

Scanning pre-op patients 45 minutes per shift

Recording surgery notes 20 minutes per surgery

Locating surgery notes for follow-up visit 10 minutes per patient visit

Monitoring chronic patients 45 minutes daily

Charting inpatients 20 minutes per shift

The study projected an amazing return on investment. It found that the mobile technology sys-
tem would deliver ROI in just 15 months. If senior medical staff and consultants were given access
to the system, the ROI would be met in five months.33

As mobile IT catches on, more and more hospitals are using it to implement health information
systems that save lives and improve the quality of care. In 2004, Piedmont Hospital in Atlanta began
a 15-month deployment of its CPOE system using mobile technology. “When we first started out with
CPOE, the thought was that physicians would use Toughbooks [laptop computers],” said Sandy
Wiggs, Manager of Clinical Services at Piedmont Hospital.

The problem was that there was no place to put the Toughbook computer down. In the emer-
gency room, for example, the physician might put the Toughbook on a patient’s bed. When the
patient moved, the computer would fall to the floor. The majority of physicians did not want to use
them. So, Piedmont procured a variety of mobile computers: thin devices stored in cabinets
mounted on the wall, monitors on swing arms, COWS, notebooks, and tablets.

“People have their own preferences. That’s why you have to offer a variety of devices,”
said Wiggs.

The effort paid off. By March 2006, the hospital had achieved 100 percent physician adop-
tion of the CPOE system.

“Now our physicians can log on to a computer, place an order prior to coming in, so they don’t
have to call a nurse. That’s a big time saver,” explained Wiggs. “Physicians have to sign their
orders. They would have hundreds and hundreds of orders. Now, they can do that electronically
and they can do it from home.”

During the paper-based era, hospital staff would take a copy of a prescription down to the phar-
macy, wait, and then take the prescription back up to the patient.Today, automation saves time, both
for the staff and for the patient who urgently may need the medication. For example, the hospital
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cut by half the time to treatment for patients with critically low potassium. Piedmont’s CPOE deploy-
ment now serves as an astounding success for others—not just in achieving 100 percent adop-
tion or saving time, but in vastly improving the quality of care and saving lives. The hospital reduced
mortality by 6 percent and medication errors from 5.5 to 0.9 per 10,000 doses.34

Even with the explosion of wireless technologies, health information systems face chal-
lenges, and chief among them is establishing standards for portability and interoperability. Estab-
lishing these standards is much more complicated for health care than it is for other industries.
The Office of the National Coordinator for Health Information Technology (HIT) in Washington, D.C.
has spearheaded the Nationwide Health Information Network, a project that eventually will allow
a physician in Baltimore to access the records of a patient electronically who was last seen in
Los Angeles. Nancy Szemraj, manager of communications and outreach, points out that the
amount of data that needs to be standardized for medical information systems is vastly greater
than the amount that must be standardized for financial information systems.

Wireless technology is not making the process any simpler. Once medical data is standard-
ized so outpatient systems can communicate with in-patient systems and one hospital can
access data from another, the issue of privacy is still a concern. Suppose a physician is in a hotel
in Florida and needs to access his patient’s files. Is it okay to send data through the Wi-Fi that the
patient is HIV positive? Yet hospitals are overcoming these hurdles to jump on the wireless
bandwagon.Today, new paperless hospitals are being built in the United States and abroad. Estab-
lished institutions are eliminating paper-based processes, replacing stationary hardware, and
integrating existing proprietary systems. Successful projects frequently incorporate a develop-
ment phase in which consultants study the paper-based workflow of the medical staff.

While CPOE and EMR systems are not yet widespread, many experts believe that hospital
adoptions will achieve a critical mass soon. As standards and wireless technology enable adop-
tion the resulting changes will transform the patient experience and the cost and quality of care.

Discussion Questions

1. Are the requirements imposed on wireless communications systems for hospitals more strin-
gent or different from the requirements placed upon such systems in other industries? Sup-
port your response with examples.

2. Identify three opportunities to use some of the collaboration tools discussed in this chap-
ter in a hospital setting. The medical industry has been slow in adopting such technologies.
Why do you think this is true?

3. Why did early adoptions of CPOE and EMR systems fail?

4. How does wireless technology help overcome the obstacles that many hospitals face in con-
vincing their staff to adopt new IT systems?
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C H A P T E R 7
E-BUSINESS

T H E I M P O R T A N C E O F E - B U S I N E S S

“E-commerce is becoming more and more a major element of competitive advantage for
those firms savvy enough to harness its potential.”

—Z. Radovilisky and V.G. Hedge, “Factors Influencing E-commerce Implementation:
Analysis of Survey Results,” Journal of Academy of Business and Economics, March 2004.

E D M U N D S . C O M I N C .

Why Managers Must Get Involved in E-business
Edmunds began business in 1966 as a publisher of pricing guides designed to help car shoppers make

purchasing choices. The firm operated under this business model for nearly 30 years. A few visionary

employees recognized that the Internet represented a tremendous opportunity and created a Web site as

an experiment in 1995. Had they not ventured onto the Internet, Edmunds would not be in business today.

The Edmonds.com Web site soon became one of the most popular Web sites for shoppers looking

to compare, price, and locate new and used vehicles. Along the way, Edmunds had to adapt its business

model to generate revenue by selling advertising on its Web site to auto manufacturers and makers of auto

products, as well as by selling sales leads to auto dealers.

Researching a new car using online resources really caught on with potential car buyers. As a result,

numerous auto-oriented Web sites sprung up—auto manufacturer sites; industry expert sites such as

Consumer Reports; and third-party sites, such as CarGurus, Yahoo! Autos, and Edmunds; which incor-

porated user-generated content.1 Edmunds management recognized that in order to be successful



against all of this competition they needed to do more than attract highly motivated one-time visitors.

Therefore, Edmunds created a set of auto-themed Web sites designed to keep consumers returning

even after they purchased a vehicle. Inside Line was launched in 2005 and currently has a monthly

readership of 3.5 million who appreciate its photos, videos, and columns on road tests, future vehicles,

and auto show news. CarSpace was created in 2006 as an automotive social networking site that lets

visitors come together and discuss the ins and outs of car buying and car ownership. AutoObserver was

established in 2007 to provide insightful automotive industry commentary and analysis. Edmunds even

makes its content available to mobile-device users through its Edmunds2Go family of wireless Web

sites. As a result of its expanded line of Web sites, Edmunds has increased its potential audience from

the 16 million people who buy cars in a given year to a much larger crowd of auto enthusiasts who are

intensely loyal.2

Management vision and leadership enabled Edmunds to make a highly successful leap from a

business model based on the use of print to one based on the use of interactive media. While earnings

figures are not publicly disclosed, Edmunds’ revenues have more than tripled in the past seven years. Its

Web sites are so successful that Edmunds got completely out of the print business in 2006.3

L E A R N I N G O B J E C T I V E S

As you read this chapter, ask yourself:

● What sort of benefits can arise from well chosen e-business
opportunities?

● How can business managers recognize and capitalize upon these
opportunities?

This chapter provides several examples of organizations making effective use of
e-business and highlights the essential role of managers in recognizing and leading the
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implementation of appropriate e-business opportunities. After discussing why it is impor-
tant for managers to understand e-business, this chapter will continue by discussing sev-
eral forms of e-business, identifying e-business critical success factors, and defining many
of the advantages and issues associated with e-business.

W H Y M A N A G E R S M U S T U N D E R S T A N D
E - B U S I N E S S

IBM defines e-business as “the transformation of key business processes through the use
of Internet technologies.”4 E-business enables organizations and individuals to build new
revenue streams, to create and enhance relationships with customers and business part-
ners, and to improve operating efficiencies. E-business is critically important to today’s
business. As we saw with Edmunds in the opening vignette, conversion to an e-commerce
business model is essential to the survival of some organizations. For many other organiza-
tions, the revenue associated with e-business is substantial and growing.

During the late 1990s, many poor ideas for Web-related businesses were proposed and
funded in a wave of “irrational exuberance” for all things associated with the dot-com
economy. In many cases, these new businesses ignored traditional business models built on
delivering fundamental value for customers, achieving operational excellence, and gener-
ating revenues in excess of costs. Instead many companies placed an unhealthy emphasis on
increasing market share with little regard for bottom-line profits. With their focus on the
wrong things, it really was not a surprise when hundreds of the dot-com companies failed.
It is estimated that the bursting of the dot-com bubble wiped out $5 trillion in market value
of technology companies from March 2000 to October 2002.5 While many of the early
start-up dot-com organizations vanished, many established firms went on to incorporate
e-business elements into their business operations.

To succeed, business managers must understand their customers and the fundamen-
tals of the markets in which they operate. They must then run their businesses on the basis
of those fundamentals. If they are to incorporate e-business into their business, business
managers need a clear understanding of how the Internet differs from the traditional ven-
ues for business activity, and they must employ business models appropriate to the
Internet. The business-to-business, business-to-consumer, consumer-to-consumer, and
e-government models of e-business will now be discussed to help you gain an understand-
ing of the broad scope of e-business.

Business-to-Business (B2B) E-business
There are several forms of e-business including business-to-business (B2B), business-to-
consumer (B2C), consumer-to-consumer (C2C), and e-government (e-gov). B2B is the
exchange of goods and services between businesses via computer networks. The revenue gen-
erated via B2B transactions greatly exceeds B2C revenue by a factor of more than 6 to 1.6

There are several forms of B2B Web sites in operation today.
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Private Stores

Many organizations have established Web sites that function as private stores for each of
their major customers. Access to the private store requires that the buyer enter a com-
pany identification code and password to make a purchase from a selection of products at
pre-negotiated prices typically based on an established annual minimum purchase quantity.
For example, the Sprint Private Store Web site (www.mycompanyrates.com) shown in
Figure 7-1 enables employees of companies who have an agreement with Sprint to shop for
Sprint equipment, rate plans, and accessories at exclusive corporate discount pricing.

Customer Portals

These are private stores that offer additional customer services beyond simply placing an
order. Goodrich is a global supplier of systems and services to the aerospace, defense, and
homeland security markets. It offers an extensive range of products, systems, and ser-
vices for aircraft and engine manufacturers, airlines, and defense forces around the world.
Goodrich generates annual sales of over $6 billion.7 Goodrich built a customer portal
(https://customers.goodrich.com/portal/site/public) that consolidates Goodrich commer-
cial aftermarket products and services into a single Web site accessible online from any-
where in the world at any time. Goodrich customers and employees can use the customer
portal to search for parts, place orders, check order status, and inquire about lead times for
items from Goodrich business unit e-commerce sites. Visit the Goodrich Web site shown
in Figure 7-2 to view a demo of how a customer portal Web site operates.

FIGURE 7-1 Sprint private store
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Private Company Marketplaces

Today companies rarely manufacture all the components of increasingly complex pieces
of equipment, such as appliances, aircraft, automobiles, computers, engines, motor homes,
and televisions. Instead, such items are made up from component parts that are then used
to build subassemblies that go together to create the final product. A high percentage of
B2B transactions take place between companies that supply parts and components
(Original Equipment Manufacturers) and the companies that sell the final product. Some
of the companies that do business with OEM suppliers include General Motors, Ford, and
Toyota in the automobile industry; Boeing and Cessna in the aircraft industry; Dell and HP
in the personal computer industry; and Sony, Phillips, and Mitsubishi in the television
industry. Each of these companies deals with dozens, even hundreds, of OEMs whose parts
go into the final product.

Often large manufacturers that purchase goods and services from many small suppli-
ers build a private company marketplace to manage their purchasing functions through a
Web site. Suppliers are required to bid on providing goods and services by publishing a
schedule of prices at which they would sell each of their various items to the
manufacturer. The manufacturer compares that pricing to bids from other providers to
select the winning supplier for each item. The selected supplier must then provide prod-
uct price and description information in an electronic format suitable for loading the data
into the manufacturer’s e-procurement system.

FIGURE 7-2 Goodrich enterprise customer portal
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E-procurement software allows a company to create an electronic catalog with search
capability. Authorized purchasers within the manufacturing firm then use the catalog to
identify needed products and services. E-procurement software can also automate key func-
tions of the purchasing process including creating, reviewing, and approving purchase
orders and transmitting these purchase orders electronically to the supplier. More advanced
e-procurement systems can support the use of negotiated prices for the purchase of goods
and services. The negotiation may be done through some form of reverse auction pro-
cess (suppliers compete to submit the lowest bid for a set of products or services) and/or
a request for quotation process (the buyer describes a business need to be met and invites
potential suppliers to submit creative, low-cost solutions).

United Technologies Corporation (UTC) is a diversified company whose products
include Carrier heating and air conditioning, Hamilton Sundstrand aerospace systems, Otis
elevators and escalators, Pratt & Whitney aircraft engines, and Sikorsky helicopters. UTC
has 225,000 employees, does business in approximately 180 countries, and has annual
revenues over $54 billion.8 With its wide diversity of products, UTC must deal with many
suppliers. A key to UTC’s success has been its ability to develop a supply chain of highly
competitive, global suppliers who work closely with the firm to deliver world-class prod-
ucts and services. In the mid-1990s, the firm created a private company marketplace that
allows the company to purchase over $10 billion in goods with an estimated savings of $2 bil-
lion through more competitive prices and lower transaction costs.9

Industry Consortia-Sponsored Marketplaces

In many cases, companies are not large enough or do not have sufficient purchasing power
to require suppliers to deal with them through a private company marketplace. In such a
situation, several companies in a particular industry may join forces to create an industry
consortia-sponsored marketplace to gain the advantages of the private company market-
place for all members of the consortia.

Avendra is an industry consortia-sponsored marketplace serving hospitality-related
industries. It was founded in 2001 by ClubCorp USA, Fairmont Hotels & Resorts, Hyatt
Hotels, Intercontinental Hotels Group, and Marriott International. Avendra offers its cus-
tomers a wide range of purchasing programs with over 900 suppliers providing items such
as food and beverages, uniforms, linens, soaps and shampoos, office supplies, janitorial
supplies, kitchen equipment, and golf course maintenance. Avendra’s programs cover over
$2.5 billion of annual purchases and generate considerable cost savings for the buyers.10

Avendra also provides many benefits to suppliers, including:11

● Improved method of communicating product descriptions and availability
● Access to new customers in the hospitality and related industries
● Enhanced customer service through better reporting and improved informa-

tion access
● Standardized and simplified business processes
● Increased sales

Business-to-Consumer (B2C) E-business
Business-to-consumer (B2C) e-business is the exchange of goods and services between
business organizations and individual consumers. One of the first and most successful B2C
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retailers is Amazon.com, which began its online bookstore in 1995 and had recent annual
net income of $476 million on sales of $14.8 billion. Today, the majority of large brick-
and-mortar retailers have at least experimented with some level of B2C.

B2C sales in the United States are growing at a rate of nearly 40 percent per year as
shown in Figure 7-3. B2C sales represented about 2 percent of overall 2006 retail sales, but
are expected to increase to about 16 percent by 2011.12 For all of 2007, U.S. consumers
spent $122.7 billion on retail e-commerce. In the first quarter of 2008, U.S. retail
e-commerce sales represented 3.3 percent of all U.S. retail sales.13

B2C Web sites must focus on attracting prospects, converting them into customers, and
retaining them to capture additional future sales. These have long been necessary objec-
tives of brick-and-mortar retailers as well. Now, however, shoppers use online tools and data
to become better informed shoppers. Many shoppers research products online before going
to a store to make a purchase. Many also look at an online peer review before making a
purchase.

Brick-and-mortar retailers are finding that they must modify their in-store operations
and procedures to meet shoppers’ new expectations that are based on online shopping
experiences. Now when one store location is out of an item, consumers expect sales-
people to simply walk over to a computer and find a store where it is in stock. Many con-
sumers no longer have the patience to search around large stores looking for a specific item,
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so retailers like Barnes & Noble are installing kiosks that allow people to search inven-
tory, locate merchandise, and order out-of-stock items. AMR Research estimates that retail-
ers will spend nearly $800 million on providing Web-like technology in their stores over the
next few years.14

Over the past decade, many big retailers have built effective and efficient online Web
sites. Part of their e-commerce strategy is to lure online shoppers into their brick-and-
mortar store by allowing customers to pick up their purchases at a local store rather than
wait for it to be shipped. Getting the customer into the store provides an opportunity for
more sales. Circuit City guarantees online purchases will be available for pickup within
24 minutes at a local store or the customer gets a $24 gift card. As a result, nearly 50 per-
cent of its online orders are picked up in a store.15

A brick-and-mortar store can only stock so many items based on the size of the store.
With the use of an electronic catalog on the Web and large, highly efficient distribution cen-
ters, the amount of products that can be offered grows substantially, allowing custom-
ers many more choices. This new electronic catalog was propelled by a new value
proposition known as “The Long Tail” first coined by Chris Anderson: “Here is what the idea
says: Many of us see the same movies and read the same books because the bookstore can
store only so many books and the movie theater can play only so many movies. There
isn’t enough space to give us exactly what we want. So we all agree on something we kind
of want. But what happens when the digital age comes along, allowing the bookstore to
store all the books in the world? Now, it doesn’t sell 1,000 copies of one book that we all kind
of want; it sells one copy of 1,000 books each of us really wants.”16

Consumer-to-Consumer (C2C) E-business
Consumer-to-consumer (C2C) e-business is the exchange of goods and services among
individuals, typically facilitated by a third party. Craigslist is an example of a third party that
has established local classifieds and forums for 500 cities worldwide. It posts over 30 mil-
lion new classified ads and receives over 2 million new job listings each month. It
receives over 10 billion hits per month! Craigslist is used by both individuals and
organizations.17 Successful use of Craigslist requires that individuals or organizations place
their ads under the Craigslist category that will best attract the target audience for their
goods and/or services.

eBay is another online auction and shopping Web site from which people and organi-
zations buy and sell millions of appliances, automobiles, collectibles, equipment, furni-
ture, and other items on a daily basis. eBay has established localized Web sites in more than
two dozen other countries in addition to the United States eBay supports auction style list-
ings, in which the seller offers one or more items for sale by a specific date and time. The
highest bidder whose bid exceeds any reserve price set by the seller purchases the item.
eBay also supports a fixed price forum that lets the seller specify a “Buy It Now” price.
A buyer who agrees to pay that price immediately purchases the item at that price with no
bidding involved. The eBay business model generates revenue from fees paid by the lister/
seller of an item. PayPal, a wholly owned subsidiary of eBay, can be used to send and
receive payments via the Internet. PayPal also charges fees for these transactions.

Because the U.S. dollar is currently weak against many of the world’s currencies, U.S.
goods represent bargains for shoppers worldwide. This increases the demand for
e-business between U.S. sellers and global buyers. While some U.S. e-commerce sites and
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eBay sellers don’t ship outside the country—it requires a mountain of paperwork—foreign
buyers have found a way around the problem. They use private forwarding services, which
receive goods at a U.S. address and send them on to the purchaser.

E-government Applications
E-government (e-gov) involves the use of information technology (such as Wide Area
Networks, the Internet, and mobile computing) by government agencies to transform rela-
tions between the government and citizens (G2C), the government and businesses (G2B),
and among various branches of the government (G2G).18 Table 7-1 lists many of the most
popular e-gov G2C Web sites.

At last count, businesses and citizens spent approximately over 8 billion hours and
more than $320 billion filling out paperwork and complying with government regulations.
Users spent much of this time navigating complex government hierarchies and wading
through millions of documents meant to help their businesses become compliant with laws
and regulations.19 One of the primary objectives of e-gov is to save time and money spent
on regulatory compliance by providing quick and easy access to business laws, govern-
ment regulations, forms, and agency contacts. Additional desired benefits include better
delivery of government services to citizens, improved government interactions with busi-
ness and industry, easier citizen access to information, and more efficient government
management.20

Unfortunately, in the United States, citizens are not completely satisfied with the qual-
ity of e-gov G2C Web sites. The American Customer Satisfaction Index (ACSI)
E-Government Satisfaction Index for 2007 showed that user satisfaction with government
Web sites slipped for the third straight year. On average, the federal government Web sites
scored 72.9 on the ASCI’s 100-point scale for the July-August-September 2007 quarter, the
lowest scores since April-May-June of 2005. The two highest-rated U.S. e-gov Web sites are
Internet Social Security Benefits Application with a score of 88 and Help With
Prescription Drug Plan Costs with a score of 87.21

TABLE 7-1 Frequently used E-gov G2C Web sites

E-gov Web site Description

GovBenefits.gov Provides single point of access for citizens to locate information and determine
potential eligibility for government benefits and services

USAJobs.gov Provides information regarding career opportunities within the Federal
government

Business.gov Provides a single access point to government services and information from the
Small Business Administration to help the nation’s businesses with their
operations

Grants.gov Functions as a central storehouse for information on over 1,000 grant programs
and provides access to approximately $400 billion in annual awards

Forms.gov Serves as the U.S. government’s official hub site for various forms including tax
forms, small business forms, social security forms, veteran benefits, and
FEMA forms
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TABLE 7-1 Frequently used E-gov G2C Web sites (continued)

E-gov Web site Description

USCIS.gov Provides information on the services provided by U.S. Citizen and Immigration
Services regarding citizenship, lawful permanent residency, family- and
employment-related immigration, employment authorization, and inter-country
adoptions

IRS.gov Enables tax filers to download tax forms, obtain answers to frequently asked ques-
tions about filing, and electronically file a tax return

County and local governments also have made attempts at implementing e-gov Web sites.
For example, the city of Chicago Web site at http://egov.cityofchicago.org provides easy access
to information for residents of the city and for people who plan to visit the city.

The U.S. General Services Administration is the managing partner for several e-gov G2B
initiatives directed at improving the efficiency and effectiveness of government opera-
tions through programs such as the following:22

● E-Gov Travel is a collaborative, interagency program whose goals are to deliver
cost-savings and increased services associated with an automated and inte-
grated approach to managing the travel function of the federal government’s
civilian agencies. There are thousands of civilian employees who travel for
business every day. This service will replace more than 250 travel-booking
practices at various government agencies and reduce travel management
expenses by 50 percent over the next 10 years.

● Federal Asset Sales is an effort to develop a secure, effective, and efficient one-
stop online environment that provides clear information and a marketplace
for buyers and sellers of federal assets.

● The Integrated Acquisition Environment (IAE) Project will create a platform
to support the acquisition of $200 billion/year of goods and services. The goal
is to transform the way government agencies interact and transact with their
business partners to reduce costs and streamline business processes while
improving customer service.

Mobile Commerce
Mobile commerce(m-commerce) is the buying and selling of goods and/or services using
a mobile device such as a cell phone, smartphone, PDA, or other such device (Figure 7-4).
Mobile commerce can be used to support all forms of e-commerce—B2B, B2C, C2C, and
G2C. Mobile spending is expected to exceed $500 million in 2008 and grow to almost $2 bil-
lion by 2010 according to JuniperResearch. To put this in perspective, e-commerce
exceeded $100 billion in 2007 according to comScore Networks.23
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.Mobi

Worldwide, there are more digital mobile phones than personal computers and TVs
combined. Most mobile phones have full Internet capabilities. However, these mobile
phones have a number of limitations that make it difficult to view standard Web pages.
The main limitation of course, is the size of the viewing screen. .Mobi (also known as dot-
Mobi) is a top-level domain approved by the International Corporation of Assigned Names
and Numbers (ICANN) and managed by the mTLD global registry. Its goal is to deliver the
Internet to mobile devices. It works with mobile operators, handset manufacturers, and
content providers to ensure that the .Mobi destinations designed for mobile phones work
fast, efficiently, and effectively with user handsets. One means of doing this is by devel-
oping and publishing a set of style guides that contain mandatory and recommended best
practices for developing mobile content and services.

Mobile Payments

There are many payment systems based on the use of mobile devices. One of the newer and
more innovative systems is Mocapay, which allows people to pay for purchases without the use
of cash or a credit card. Subscribers to Mocapay set up an account linked to their bank account
and cell phone. To use the system in a store that accepts Mocapay, subscribers just text their
four-digit pin to Mocapay. The Mocapay computers then verify the account number and deter-
mine the current balance in the account. Subscribers wait for the transaction number and bal-
ance to arrive via SMS message format and present this transaction number to the Mocapay
merchant. The transaction number works one time only. The cashier then provides the sub-
scribers with a receipt of payment. The amount is automatically deducted from the subscrib-
er’s bank account. Merchants like the fact that the transaction fee is a mere $.19 compared to
up to 4 percent of each transaction for credit cards.24

FIGURE 7-4 Smartphone
Image copyright Perry, 2008. Used under license from Shutterstock.com.
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Mobile Ticketing

Tickets can also be purchased via mobile devices. The tickets are sent to the mobile device,
and users present their phones at the venue to gain entrance. The same approach can be
taken to distribute vouchers, coupons, or loyalty cards as a virtual token that is sent to
a mobile device. Customers can then present their mobile devices at the point of sale to gain
the same privileges and benefits as customers with the actual physical voucher.

The Washington Nationals Major League Baseball team allows fans to purchase mobile
tickets that are delivered to their phones via a text message. Mobile ticket purchasers must
bring the phone to the game where the image on the phone is scanned to allow entrance.
Research in Motion and Ticketmaster provide a joint service that enables BlackBerry smart-
phone users to browse, search, and purchase tickets available on Ticketmaster.com,
TicketsNow.com, and Getmein.com. Continental Airlines is testing the use of electronic
boarding passes that allow travelers to pass through security and board the plane with-
out handling a piece of paper. Their boarding pass is an image of an encrypted bar code dis-
played on the BlackBerry’s screen, which can be scanned by gate agents and security
personnel.

Location-based Services

If a mobile device is equipped with GPS and appropriate software, the location of a mobile
device user can be determined to a high degree of accuracy. The user can then request local
maps and walking or driving directions to points of interest, as well as obtain local traf-
fic and weather information. Where available, the mobile device user can receive offers for
local goods and services (e.g., stop in for lunch today at Izzy’s on Main Street and receive
$2.00 off on each order).

Mobile Banking

Banks, brokerage firms, and other financial institutions are keenly interested in enabling
customers to use mobile devices to access account information, withdraw and transfer funds
among various accounts, and purchase stocks and bonds. With Mobile Banking from Bank
of America, you can use your cell phone or smartphone to access balance information,
pay your bills, transfer funds, and find nearby ATMs or banking centers.

Web 2.0 and E-commerce

Web 2.0 is a term describing changes in technology (see Table 7-2) and Web site design to
enhance information sharing, collaboration, and functionality on the Web. The emer-
gence of Web 2.0 is dramatically changing the ways companies interact with consumers.
Indeed, business-to-consumer e-commerce Web site designers must take advantage of
Web 2.0 to remain competitive. Consumers who visit Web sites such as eBay, which are full
of recommendations, user reviews, and ratings, expect similar features from other
e-commerce Web sites. According to Gene Alvarez, a Gartner Group analyst, “Web sites
don’t get a second chance to impress. Sites have a one-shot, one-visit time to win. If you
don’t get them the first time, you have to win them back.”25 While business-to-
consumer organizations clearly see how to employ Web 2.0, business-to-business organiza-
tions are racing to figure out how to take advantage of these capabilities.
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TABLE 7-2 Partial list of Web 2.0 capabilities

Web 2.0 Capability How Used

Blogs Enables the customer to get to know your organization in a dif-
ferent way and allows a two-way dialogue.

Forums Create open or moderated forums to enable discussions on your
Web site.

Mashup Combines content from a variety sources and in various forms
to create multimedia messages for Web site visitors.

Multiple product comparisons Provides valuable and highly desired information for Web site
visitors.

Newsletters Allow users to sign up online, create multiple subscriber groups,
and manage newsletter issues.

Page notes Allow visitors to comment on content you have published on
your Web site.

Podcasts Provide high-quality messages to customers.

Polls Create instant polls to collect information from visitors and dis-
play the results.

RSS newsfeeds Allow visitors to your Web site to subscribe to RSS newsfeeds to
receive fresh, compelling content from your firm or third-
parties.

Before simply adding Web 2.0 capabilities to your Web site, you must determine what
you are trying to accomplish. Are you trying to create a more engaging online experi-
ence for your current users? Are you trying to acquire new users? Are you trying to learn
more about visitors to your Web site? Do you wish to engage and reward your most loyal
customers? In addition, you must realize that many Web 2.0 capabilities require that retail-
ers let go of control and allow visitors to have their say—good, bad, or indifferent—about
your organization and its products and services.

E-business Critical Success Factors
Now that various e-commerce models and examples have been discussed, the critical fac-
tors needed to make an organization’s e-business operation successful will be outlined.
There are numerous factors that contribute to making an e-business operation successful,
including identifying appropriate e-business opportunities, acquiring necessary organiza-
tional capabilities, directing potential customers to your site, providing a good customer
online experience, providing an incentive for customers to buy and return in the future,
providing timely and efficient order fulfillment, offering a variety of easy and secure pay-
ment options, handling returns smoothly and efficiently, and providing effective cus-
tomer service.
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Identifying Appropriate E-business Opportunities

E-business initiatives can be risky and extremely challenging due to an organization’s lack
of e-business skills, uncertainty in regards to how business processes and policies must be
changed, and the need to make new investments in IT-related hardware and software.
Before embarking on such a dangerous journey, an organization must consider carefully
how each potential e-business initiative fits into its overall business strategy. Just like any
other business initiative, specific, achievable objectives and time-based measures need to
be defined. An example of a specific, achievable objective with a time-based measure is
“Reduce the cost of direct advertising by 5 percent within 12 months of start-up.” Initia-
tives whose objectives and goals do not match those of the organization or that do not seem
feasible either should be rejected or redefined.

Acquiring Necessary Organizational Capabilities

Many organizations lack the skills and experience to succeed in their initial e-business ini-
tiatives, or the organization culture may be such that people harbor a strong resistance to
change. Senior management must make an objective assessment as to whether or not the
organization has adequate skills, sufficient experience, and the corporate culture neces-
sary to succeed in its e-business initiatives. Often, organizations will elect to hire or con-
tract with experienced resources to help evaluate and lead the implementation of their early
e-business projects rather than proceed on their own.

Directing Potential Customers to Your Site

Successful e-commerce Web sites must be able to attract prospects in order to convert them
into customers. The effective use of a search engine is critical to attracting prospects to the
Web site. A search engine is software that maintains an index of billions of Web pages and
uses that index to quickly display the URLs of those pages that “best match” the user’s
search term. To perform the matching process, many search engines such as Google,
Yahoo!, and MSN use software called crawlers to score Web sites. The score of a Web site
is based on how relevant the site is to the search term depending on things such as link
popularity, density, frequency of keywords in the page content, number of Web sites ref-
erencing the site, and numerous other factors. In addition, Web site designers can specify
other key words to be associated with the Web page. The search engine lists the URLs of
those pages that “best match” the user’s term in descending order of score. The user can
then click on the displayed URLs to visit those sites.

Numerous studies have shown that top placement in the results returned by search
engines can provide a higher return on investment that spending on mail campaigns or radio
and TV advertising. Thus many organizations invest great amounts of time and money in
search engine optimization to ensure that their Web site appears at or near the top of
the search engine results whenever a potential customer enters search terms that relate
to their products or services. If an organization understands how the crawler ranks its find-
ings, it can attempt to raise its ratings by modifying the text on its Web pages or specify-
ing more or different key words to be associated with the Web page.

An organic list is a type of search engine result in which users are given a listing of
potential Web sites based on their content and keyword relevancy. Web sites can also bid
on keyword phrases to have their site appear among the results listed. The higher the bid,
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the higher their ad will appear on the results page. The Web site owners then pay an addi-
tional small fee each time the ad is clicked on. Search engine results that appear because
of the payment of fees are called paid listings. Critics of paid listings complain that the
practice causes searches to return results of little relevancy to search engine users.

Google attempts to quickly return highly relevant results based on the content of the
page, the relevancy of links pointing to that page, and other criteria. Google also allows
companies to pay for their Web sites to appear at the top of the results page, but it clearly
separates paid listings from organic listings. For a fee, Overture.com will display your Web
site in a full-screen pop-under window on Web sites in its publisher network. Unlike a
pop-up window that loads over a Web page, a pop-under window invisibly loads under the
Web page. Web site visitors don’t even see the pop-under window until they are finished at
the Web site and close the window.

An organization can also attract potential customers to its site through the use of Web
page banner ads that display a graphic and include a hyperlink to the advertisers’ Web site.
Some companies participate in a banner exchange network that coordinates ad sharing
so that other sites show one company’s ad while that company’s site shows other exchange
members’ ads. Another approach is to find Web sites that appeal to the same target audi-
ence and pay those sites to allow placement of your banner. Companies can also work with
banner advertising networks, such as Google or ValueClick. The banner advertising net-
work acts as a broker between Web sites and advertisers.

See Table 7-3 for a summary of the pros and cons of different strategies for directing
potential customers to your Web site.

TABLE 7-3 Strategies to direct potential customers to your site

Strategies Pros Cons

Search Engine Optimization No additional out of
pocket cost.

Requires special expertise and
there is stiff competition for
placement in the list of results.

Paid Listings Can ensure your Web site
appears on the results page for
specified search terms.

Additional advertising cost and
users may complain if your
Web site has little relevancy to
their search term.

Banner Ads Several options for placing ban-
ner ads: join a banner
exchange network, pay for ad
rights on sites that appeal to
same target audience, use a ban-
ner advertising network.

Users can become oblivious to
banner ads.

Providing a Good Customer Online Experience

The ultimate goals of most Web sites are to increase sales as well as to improve customer sat-
isfaction and loyalty to an organization. To accomplish these goals, a company must cre-
ate a Web site that will compel customers to return time and time again. Usability focus
groups and testing with typical consumers should be conducted throughout the process of
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designing a Web site to ensure that these goals are met. Several steps must be taken to pro-
vide a good customer online experience. A few of the key steps are listed:

● Design the home page to be informative and visually appealing to your target
customer.

● Ensure that the navigation is highly intuitive.
● Provide a simple search tool that returns search results with thumbnails of

actual products.
● Provide product and service comparison tools so customers can become bet-

ter informed about competitive products and suppliers.
● Use available profile data on customers to make appropriate product and ser-

vice recommendations.
● Prominently feature a mix of up-sells and cross-sells as well as hot items and

clearance items.
● Use simple, plain language—no jargon.
● Use bold and italic text sparingly.
● Allow sufficient white space so that the pages are not too dense with text and

graphics.

Providing an Incentive for Customers to Purchase and Return in the Future

According to a 2005 survey by Bain & Company, “eighty percent of companies believe they
deliver a superior customer experience, but only eight percent of their customers agree.”26

Researchers James Allen, Frederick Reichheld, and Barney Hamilton found that the compa-
nies that truly provided a great customer experience “pursued three imperatives
simultaneously:

1. They design the right offers and experiences for the right customers.
2. They deliver these propositions by focusing the entire company on them with

an emphasis on cross-functional collaboration.
3. They develop their capabilities to please customers again and again—by such

means as revamping the planning process, training people how to create new
customer propositions, and establishing direct accountability for the cus-
tomer experience.”27

Compare the previously discussed actions of companies that deliver superior cus-
tomer service to these all too frequently encountered Web site shopping experiences:

● You visit a Web site only to be disappointed that the Web site inventory is quite
limited compared to the brick-and-mortar store.

● Your in-store credit from previously returned items cannot be applied to pur-
chases on the company’s Web site.

● You visit a brick-and-mortar store to return an item purchased at the company’s
Web site and are told that online purchases cannot be returned in the store.

● You visit a brick-and-mortar store and talk to a salesperson who is com-
pletely uniformed about what is available on the Web site and is unwilling or
unable to help answer any questions relating to Web site items or prices.
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Providing Timely, Efficient Order Fulfillment

A number of components and processes must be considered in designing a timely, effi-
cient order-fulfillment system. Adequate storage must be secured for inventory. Items must
be stored safely and accessed easily for fast order fulfillment. Products might be stored on
pallets, bins, racks, or simply on the floor. Systems and processes must be capable of
receiving fast and accurate deliveries from suppliers. Accurate inventory counts and the
ability to do sales forecasting with some degree of accuracy are also critical. This enables
management to minimize inventory levels (and the associated costs) while still provid-
ing a high percentage of order fulfillment. Distribution processes must be capable of meet-
ing customer expectations for delivery times and costs. Often this means that several
different delivery solutions may be offered ranging from one-week ground transportation to
air overnight. Of course, all of this begins with an accurate capture of the customer order
and delivery information.

Borders Group, Inc., is a global retailer of books, music, and movies. It employs over
30,000 people and operates 1100 stores plus its Web site, Borders.com. When it came time
to upgrade its Web site, Borders implemented Sterling Order Management software to man-
age its complex cross channel (stores, Web site, and call center) selling and order fulfill-
ment processes. The Sterling Order Management system determines which Borders
distribution location is the most efficient and least costly to manage each order’s
fulfillment. The system is also able to provide inventory information across channels to
improve inventory utilization, reduce excess safety stock, and minimize lost sales due to
stock-outs. The end result is timely, efficient order fulfillment that meets or exceeds the
customer’s expectations.28

Offering a Variety of Easy and Secure Payment Methods

Have you ever shopped at a store that will only accept cash—no checks and no credit cards?
For most of us, such a restriction would limit our purchases and discourage us from return-
ing in the future. You probably would have a similar reaction if you walked into a store
that accepted only one type of credit card (especially if it wasn’t one that you have). Web
sites need to accept a variety of easy and secure payment methods to increase sales and
encourage repeat business.

Credit cards are used for payment for over 85 percent of worldwide consumer Web
purchases.29 Other forms of payment cards such as debit and charge cards are used less
frequently. However, there is a high risk of credit card fraud with Web purchases. While
less than 5 percent of all credit card transactions are completed online, those transac-
tions account for a disproportionate 50 percent of the total dollar value of credit card
fraud.30 It is estimated that fraudsters will divert approximately $3.6 billion from U.S.
e-commerce in 2007, representing about 1.4 percent of online sales.31

Most Web sites require user verification information in addition to the payment card
number to help ensure that the person using the card actually possesses the card and that
the card account is legitimate. The additional information might include one or more of the
following: customer’s billing address, card expiration date, or the Card Verification Value
(a three-digit code on the back of Discover, MasterCard, and Visa cards or a four-digit code
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on the front of the American Express card). The trade-off here is that if too much informa-
tion is demanded of consumers, they may consider the Web site “too difficult” or “too inva-
sive” to do business with.

A secure Web site uses encryption and authentication to protect the confidentiality of
Web transactions. By default, the most commonly used browsers (including Internet
Explorer, Netscape, Mozilla Firefox, and Safari) will inform you when you are entering or
leaving a secure Web site. However, if you have turned these notifications off, the brows-
ers also provide visual clues—typically a locked padlock will appear in a bottom corner of
the browser window.

The most commonly used protocol for Web security is the Secure Sockets Layer. The
Secure Sockets Layer (SSL) can be used to verify that the Web site to which the con-
sumer is connected is indeed what it purports to be. SSL also encrypts and decrypts the
information flowing between the Web site and the consumer’s computer. Thus any
hacker who may be eavesdropping on the “conversation” will only receive unintelligible
gibberish.

When interacting with a secure Web site, the biggest risk for a consumer is not that
credit card data will be intercepted in transit, but that the retailer databases on which this
data is stored may be compromised. Each year for the past several years, there have been
dozens of incidences in which a large amount of credit card data has been stolen from
the databases of retail organizations. For example, TJX operates more than 2500 stores
worldwide under such brand names as Bob’s Stores, Marshalls, and TJ Maxx. In the larg-
est computer data breach in corporate history; more than 65 million Visa account num-
bers and 29 million MasterCard numbers were stolen from the company’s database. Some
of the numbers were used to make fake credit cards and buy millions of dollars of mer-
chandise from various retailers. In August 2007, TJX said that the total cost of dealing with
the breach (including fixing the company’s computer systems and dealing with lawsuits
and investigations) would exceed $250 million. Other experts outside TJX estimated the
costs could go as high as $1 billion!32

One approach to securing credit card data is being taken by the PCI Security Stan-
dards Council founded by American Express, Discover Financial Services, JCB, MasterCard
Worldwide, and Visa International. Its Payment Card Industry (PCI) data security standard
is a multifaceted security standard that requires retailers to implement a set of security man-
agement policies, procedures, network architecture, software design, and other critical pro-
tective measures to safeguard cardholder data. It also requires retailers to store certain
card data for up to 18 months in the event of a dispute with the cardholder. Retailers can be
fined for failure to meet the various implementation deadlines of this standard.

Unfortunately, implementation of the PCI standard has taken a long time and has been
costly for retailers. As a result, many retailers have not fully implemented the standard. In
addition, the National Retail Federation insists that credit card companies take more
responsibility for storing card data, not retailers. Their point of view is that retailers need
store only minimal information such as the authorization code provided at the time of a
sale to validate a charge, plus a receipt with truncated credit card information to handle
refunds and returns. Limiting the data stored by retailers would virtually eliminate any
motivation for hackers to gain access to their credit card databases.

Another approach to enabling secure online transactions is through the use of “smart
cards.” A smart card resembles a credit card in size and shape, but it contains an embedded
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microchip that can process instructions and store data for use in various applications such as
telephone calling, electronic cash payments, storage of patient information, and providing
access to secure areas. The microchip can store the same data as the magnetic stripe on a pay-
ment card and more. Thus no name or card number need appear on the smart card, mak-
ing it more difficult for thieves to use. Smart cards are used heavily in Europe in banking and
healthcare applications; in the United States their use is quite limited primarily because of the
significant investment in an extensive magnetic stripe-based infrastructure.

The international payment brands Europay, MasterCard, and Visa jointly developed the
EMV standard specifications for debit and credit cards, the corresponding card acceptor
devices (terminals), and the applications supported by them in order to perform debit or
credit payments using smart cards. The objective is to ensure that multiple-payment sys-
tems interface properly by ensuring that they all employ terminals and card approval pro-
cesses that are compliant with the EMV specifications.

“Contact” smart cards have a contact area on the front face of the card to interface with
a payment terminal. Contactless smart cards do not have a contact area, but have an
embedded inductive loop aerial, which allows them to work in proximity to a contactless
card reader without physically making contact. Although not EMV compliant, these types
of cards are already used by several toll systems and mass transit operators including the
London Underground.

EMV financial transactions are considered more secure against fraud than traditional
credit card payments due to the use of advanced encryption algorithms to provide authenti-
cation of the card to the processing terminal and the transaction processing center. Unfor-
tunately, smart card processing takes longer than an equivalent magnetic stripe transaction,
partly due to the additional processing to decrypt messages. Furthermore, many implemen-
tations of EMV cards and terminals confirm the identity of the cardholder by requiring the
entry of a Personal Identification Number (PIN) rather than signing a paper receipt. “Chip and
PIN” is a U.K. government-backed security measure that requires customers to present both
a four-digit PIN and a bank card containing a smart chip in order to complete a purchase.
In the United States, many banks and financial services companies have been reluctant to
impose additional requirements for authentication because they don’t want to add addi-
tional steps (and time delays) to the checkout process.33 In the future, systems may be
upgraded to use biometrics (technology that measures and analyzes human physical charac-
teristics such as eye retinas, fingerprints, or voice patterns for security purposes); how-
ever, this approach is not currently considered economical for retail applications.

Handling Returns Smoothly and Efficiently

Online retailers should devote considerable attention to minimizing returns by providing
sufficient information about a product so that consumers have a clear idea of what to expect
when they make a purchase. Well-written product descriptions, thumbnail (or larger) pho-
tos, and customer-written product reviews can not only increase product sales, but can
also go a long way toward eliminating returns.

Online retailers need to ensure that they do not upset customers with return policies
that include “punitive” restocking fees or that offer only a limited choice of reimburse-
ment methods. Strict handling of returns can result in temporary savings but at the expense
of long-term customer loyalty and future sales.
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“Brick-and-click” retailers should strongly consider allowing consumers to return
online purchases to a brick-and-mortar store. A majority of consumers expect to be able to
make returns and exchanges through any channel, no matter how they bought the prod-
uct, yet only 42 percent of retailers make that possible.34 However, it is estimated that over
25 percent of consumers returning a product purchased online to a store will purchase
another item while they are in the store.35

Some retailers allow customers to return online purchases via a “preferred” package
delivery service (e.g., U.S. Postal Service, United Parcel Service, FedEx, etc). The cus-
tomer follows a streamlined process to contact the service and arrange for prompt pick-up
and return.

Providing Effective Customer Service

Because a Web site is open 24 hours a day, many online customers expect to be able to
receive customer service at any time of the day or night. If an organization cannot pro-
vide some level of customer service 24 hours a day, it may lose business to competitors.
Often some form of automated system is employed to provide at least some level of ser-
vice around the clock. For example, if customers need order delivery status informa-
tion, they can be directed automatically to the Web site of the firm providing the delivery
service. Once at that site, customers simply enter a bill or order number to obtain infor-
mation on the current delivery status.

For click-and-mortar organizations, which sell from both physical locations and
e-commerce Web sites, the call center customer service reps must have accurate and cur-
rent information about all in-store and Web transactions so they are able to answer ques-
tions and provide help.

Many Web sites promote their capability to accept customer e-mail queries about such
things as order status, after-sale information, or product information. It is critical that such
queries are handled in an accurate and timely manner in order to maintain consumer
interest and loyalty.

Often Web sites will provide several methods for customers to contact the organiza-
tion for customer service—e-mail, instant messaging, live Web chat, automated systems,
direct phone calls, and even virtual meetings. InQ employs around 300 sales agents who
represent 20 online retail clients in live online chats with customers. Their goals are to help
customers get the information they need and nudge them along toward a purchase. The
sales agents offer personal one-on-one assistance—answering questions, offering demos of
how a product works, and helping customers identify which model best meets their needs.
The aim is to keep customers online and to keep them from abandoning their shopping cart
before making a purchase.

Read the special interest box to learn how one manager has been able to implement
these ideas to gain outstanding business success.
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A M A N A G E R T A K E S C H A R G E

Jeff Bezos Provides the Vision for Amazon.com

Amazon.com began its online bookstore in 1995 as one of the first retailers to sell exclu-
sively via the Web. For many years it was unclear if the firm would succeed against major,
well-established competitors (e.g., Barnes & Noble, Borders, Waldenbooks, etc.) with doz-
ens of brick-and-mortar stores. Indeed, it was not until 2003 that the company finally
achieved enough sales and reduced expenses sufficiently to become profitable.36

Over the years, Jeff Bezos, founder of Amazon.com, has judiciously diversified its busi-
ness model from selling just books from a single U.S. Web site, to selling many products
including apparel, CDs, DVDs, consumer electronic devices, and home and garden sup-
plies from multiple international Web sites. Today, Amazon.com not only operates its own
retail Web sites, it offers programs that enable third parties to sell products on its Web sites.
It also provides services for third-party retailers as well as marketing, promotional, and
Web services for developers. Sales and profits have continued to grow at a healthy pace with
a net income of more than $476 million on sales in excess of $14.8 billion in 2007.

Bezos has placed an almost fanatical emphasis on providing outstanding customer ser-
vice by consistently enforcing secure Web transactions, ensuring timely order fulfill-
ment and shipping, offering a diverse choice of products, and emphasizing price discounts.
This focus on customer service has been rewarded by gaining Amazon.com a high degree
of consumer confidence and a high sales volume from its clients.37

Bezos devotes considerable resources to continual improvement of the Web site
design. As a result, in a recent survey of 2200 customers by Keynote (a provider of
on-demand test and measurement products for mobile communications and the Inter-
net), Amazon.com and Best Buy were identified as the two retailers that provide online cus-
tomers with the best shopping experience.38 The Amazon.com Web site earns high marks
for offering customers a clean and simple Web layout and providing intuitive navigation.
In addition, it delivers a friendly and more personalized shopping experience by custom-
izing customers’ shopping pages based on their past Web site visits and purchases.
Amazon.com also encourages customers to post product reviews that other customers find
extremely helpful.

Discussion Questions

1. Visit the Amazon.com Web site and see if your own experience confirms what has
been said here. What do you like best about the Web site? What do you like least?

2. What other key factors to the successful operation of a B2C Web business can
you identify that were not mentioned here?

3. Is there a risk that some consumers might be alarmed by the customization of
the shopping experience based on their previous visits and purchases? Why do
you think this may be?
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Advantages of E-business
There are many advantages that result from the use of e-commerce. Interestingly, these
advantages are not one-sided; there are advantages that accrue to the seller (see Table 7-4), the
buyer (see Table 7-5), and to society as a whole (see Table 7-6). Most of these benefits are pos-
sible because of the global exposure of products sold on the Web and the ability of
e-commerce to reduce the time and costs associated with both selling and purchasing.

TABLE 7-4 E-commerce advantages for the seller

The global reach of the Web enables organizations to place their products and services in front of the
entire world market.

The global reach of the Web also makes it possible for organizations to explore more easily new busi-
ness opportunities and new markets.

Organizations can gain a competitive advantage by implementing build-to-order processes that enable
inexpensive customization of products and services that precisely meet the needs of individual
customers.

The use of online advertising enables organizations to reach target audiences in a much more cost-
effective manner than traditional print media or TV commercials.

Organizations can extend their hours of operation and thus increase sales by establishing a Web site
that is always accessible from any Internet-connected device.

Online sales can be increased through targeted, online promotions as buyers visit your Web site.

Organizations can capture valuable data about their customers, which can be used to reach targeted
market segments and support customer relationship marketing.

Organizations have an opportunity to interact with their customers in a manner that allows them to
build increased customer loyalty.

The direct cost-per-sale for orders taken through a Web site is lower than through more traditional
means (face-to-face or paper-based orders).

A Web site can be used as an information tool to draw informed customers into stores, save money
on marketing material, and attract suppliers.

Potential customers can do research and make comparisons online so that salespeople will be dealing
with more informed customers.

TABLE 7-5 E-commerce advantages for purchasing organizations and consumers (buyers)

E-commerce offers buyers the capability to buy products and services from providers around the
globe, thus providing a much wider range of choices in suppliers, cost, quality, and features.

Shopping comparison tools can make product comparison and evaluation easier and more efficient.

Instant quotes for shipping costs based on various delivery speeds can be obtained instantly from
FedEx, UPS, USPS, etc.

Buyers can shop from the convenience of their own home or office and at any time of the day
or night.
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TABLE 7-5 E-commerce advantages for purchasing organizations and consumers (buyers)
(continued)

Delivery costs and time are dramatically reduced for items that can be delivered over the Internet
such as games, e-books, music, software, and videos.

Buyers can view their order history and order and delivery status.

TABLE 7-6 E-commerce advantages for society

Consumers can stay in their homes or offices rather than traveling to a store to make purchases. This
reduces traffic congestion, fuel consumption, air pollution, and CO2 emissions.

Consumers in developing countries have the opportunity to purchase services and products that were
previously unavailable to them.

Consumers can choose from a wider range of sources, which encourages competition.

Issues Associated with E-business
While there are many advantages associated with the use of e-business, managers must
understand that there are also many limitations and potential problems. Failing to recog-
nize this can cause a company to have overly optimistic expectations of its e-business ini-
tiatives or to fail to put in place critical safeguards and measures.

Customers Fear that Their Personal Data May Be Stolen or Used Inappropriately

E-commerce Web sites can gather a wealth of data about prospects and customers through
site registration, questionnaires, and the order-placement process. Consumers have long
had concerns about whether online data is secured from access by unauthorized users or
hackers. These concerns are rising based on the widespread publicity of recent con-
sumer data breaches such as the one at TJ Maxx already discussed in this chapter and at
organizations such as CardSystems Solutions, Inc., ChoicePoint Inc., Citibank, and
Wachovia Corp. Organizations doing e-business must put in place powerful safeguards to
protect their customers. They must demonstrate the ability to operate in a safe and reli-
able manner that builds the trust of their customers. Failure to do so can cause severe dam-
age to the good name of established businesses.

Cultural and Linguistic Obstacles

Web site designers must avoid creating cultural and linguistic obstacles that make a Web
site less attractive or effective for any sub-group of potential users. It is estimated that while
roughly 60 percent of the content available on the Web today is in English, less than half
of the current Web users read English.39 Furthermore, people feel more comfortable buy-
ing your products and services if you speak to them in their own language. Thus design-
ers of Web sites are increasingly allowing visitors to select their home country on an initial
home page and then display a version of the Web site designed to accommodate people
from that country with correct language or regional dialect, print characters, and culture
appropriate graphics and photos. This design approach is often called “think globally, act
locally.” There are numerous companies that provide Web page translation services and
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software including Applied Language Solutions, Berlitz, BeTranslated, ScanSoft, SYSTRAN,
and Worldpoint Interactive.

Difficulty Integrating Web and Non-Web Sales and Inventory Data

Organizations that do business over multiple channels often have difficulty seeing the entire
scope of their business. This is because they use separate, non-integrated systems and
databases to capture and record order and inventory information for each sales channel. A
Web order may be rejected because an item appears to be out of stock when looking at the
amount of stock allocated to Web sales. However, there might be plenty of inventory
when the total inventory available for both Web and in-store purchases is considered. Con-
siderable additional cost and effort is required to connect inventory and order status data
from the Web and non-Web channels.

High Costs Associated with the Development and Operation of an Effective Web Site

Major corporations have spent in excess of $140 million to create their online retail Web site
and additional ongoing operating and support costs in excess of $10 million per year.40 Of
course, the cost of a Web site varies considerably depending on the business requirements it is
designed to meet. Small (less than 50 employees) and medium (less than 500 employees) busi-
nesses (SMBs) clearly cannot afford this level of spending. In many cases, SMBs opt to com-
bine packaged e-commerce software with experienced third-party Web hosting services to keep
their initial investment low and to control the annual operating and support costs. There are
literally thousands of ISPs, Web-hosting service providers, and Application Service
Providers to choose from. An SMB considering developing and operating a Web site is well
advised to seek out a consultant familiar with the various options. The consultant can help
choose the best options based not only on cost but also on the functionality to be pro-
vided, the desired level of reliability, the need for backup and disaster recovery, the level of secu-
rity desired, and the volume of Web site traffic expected.

The manager’s checklist in Table 7-7 provides a useful set of questions to review your
organization’s e-commerce activities. The appropriate answer to each question is “yes.”

TABLE 7-7 A manager’s checklist for reviewing your organization’s e-commerce activities

Do your organization’s Web development efforts focus on the essential
activities?

Yes No

Identifying appropriate e-business opportunities.

Directing potential customers to your site.

Providing a good customer online experience.

Providing an incentive for customers to buy and return.

Providing timely, efficient order fulfillment.

Offering a variety of easy and secure payment options.

Handling returns smoothly and efficiently.

Providing effective customer service.
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Chapter Summary

● E-business enables organizations and individuals to build new revenue streams, to cre-
ate and enhance relationships with customers and business partners, and to improve
operating efficiencies.

● In order to incorporate e-business into their business, managers must understand their
customers and the fundamentals of the markets in which they operate, have a clear
understanding of how the Internet differs from the traditional venues for business activ-
ity, and employ business models appropriate to the Internet.

● There are several forms of e-commerce including business-to-business (B2B), business-
to-consumer (B2C), consumer-to-consumer (C2C), and e-government (e-gov).

● There are several forms of B2B Web sites in operation today including private stores, cus-
tomer portals, private company marketplaces, and industry consortia-sponsored
marketplaces.

● U.S. business-to-consumer (B2C) sales are growing at a rate of nearly 40 percent per
year and represented about 3.3 percent of overall 1Q-2008 retail sales

● B2C Web sites must focus on attracting prospects, converting them into customers, and
retaining them to capture additional future sales.These have long been necessary objec-
tives of brick-and-mortar retailers as well.

● Brick-and-mortar retailers are finding that they must modify their in-store operations and
procedures to meet shoppers’ new expectations that are based on online shopping
experiences.

● Consumer-to-consumer (C2C) e-business is the exchange of goods and services among
individuals, typically facilitated by a third party.

● E-government (e-gov) involves the use of information technology (such as Wide Area
Networks, the Internet, and mobile computing) by government agencies to transform rela-
tions between the government and citizens (G2C), the government and businesses
(G2B), and among various branches of the government (G2G).

● Mobile commerce (M-commerce) is the buying and selling of goods and/or services using
a mobile device such as a cell phone, smartphone, PDA, or other such device.

● There are numerous factors that contribute to making an e-business operation success-
ful including identifying appropriate e-business opportunities; acquiring necessary orga-
nizational capabilities; directing potential customers to your site; providing a good
customer online experience; providing an incentive for customers to buy and return; pro-
viding timely, efficient order fulfillment; offering a variety of easy and secure payment
options; handling returns smoothly and efficiently; and providing effective customer
service.

● There are many advantages that result from the use of e-business. There are advan-
tages for the seller, for the purchaser, and for society in general.
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● There are several potential problems associated with the use of e-business including cus-
tomers, fear of loss of personal data, cultural and linguistic obstacles, difficulty in inte-
grating data from the various sales channels, and the high costs associated with
developing and operating a Web site.

Discussion Questions

1. How do you define e-commerce? What is the difference between e-commerce and
e-business? Develop your own list of the top three reasons an organization should get
involved in e-business.

2. What were some of the common mistakes made by many Web-based companies that failed
during the dot-com bubble burst? Why were the managers of those companies unable to
see they were headed for problems?

3. Identify and briefly describe four types of B2B Web sites. In what ways does a B2B Web site
need to operate differently than a B2C Web site?

4. What business functions are performed by e-procurement software? Why might an organi-
zation attempt to build its own e-procurement software rather than use existing software
packages to meet these needs?

5. Do you think the percentage of U.S. online retail sales to total retail sales will continue to
increase? Why or why not?

6. How and why do brick-and-mortar retailers need to modify their in-store operations and pro-
cedures to meet new expectations of shoppers?

7. What is the new value proposition known as “The Long Tail” first envisioned by Chris
Anderson? Can you provide an example of this?

8. What effect would a weak U.S. dollar have on the demand for e-business between U.S. sell-
ers and global buyers?

9. Identify three variations of e-gov Web sites. Visit three e-gov Web sites and identify which
Web site best meets your needs. Justify your choice of Web sites.

10. What is m-commerce? Provide four examples of m-commerce. Use a Web-enabled cell
phone to access an m-commerce Web site. Jot down your reactions.

11. Review the list of e-business critical success factors. Identify the three factors that you feel
are the most critical. Defend your choices.

12. Identify several problems associated with the set-up and operation of an e-commerce Web site.

Action Memos

1. You are the senior marketing manager for a manufacturing firm that is getting ready to launch
its first e-commerce B2C Web site. The goal for the new Web site is to attract new custom-
ers in new markets and to boost sales by at least 5 percent by the end of the first year of
operation. You have been asked by the CEO to prepare a 10-minute talk for the Board of
Directors about basic business operating principles for the new Web site.You have decided
to present the principles in terms of what will change and what will stay the same. The CEO
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has asked you to stop by her office this afternoon to provide a “preview” of your talk. Pre-
pare a brief outline emphasizing what will stay the same and what must change.

2. Your organization’s first Web site was launched just six months ago, but already manage-
ment is calling it a complete disaster. The site has failed to stimulate additional sales and
has proven to be unreliable, with frequent periods of service interruption. Things are so bad
that consumers are frequently calling the customer service center to complain.You are the
manager of customer service and are surprised when the manager of marketing calls at
10 a.m. to invite you to lunch. She would like to discuss your ideas on how the situation can
be “turned around.” How would you prepare for this meeting? What approach would you rec-
ommend to better define the problems with the existing Web site?

Web-based Case

Do a comparative analysis of three competing Web sites (e.g., Best Buy, Circuit City, and Sears).
Identify the primary features and capabilities of each Web site. Which Web site best meets your
needs and why?

Case Study

The Borders Group Implements a “New” Web Site

The original Borders bookstore was started in 1971 in Ann Arbor, Michigan, by the Borders broth-
ers, Tom and Louis, who attended the University of Michigan. Today Borders is the second-
largest bookstore chain in the U.S. and sells a variety of books, CDs, DVDs, newspapers, and
magazines. It employs around 30,000 people and total revenue for the fiscal year ending
February 2, 2008 was $3.8 billion (Table 7-8).

TABLE 7-8 Borders 5-year financial summary

2008 2007 2006 2005 2004

Statement of Operations Data

Domestic Borders superstore sales $2,847.2 $2,750.0 $2,709.5 $2,588.9 $2,470.2

Waldenbooks Specialty Retail
sales

562.8 663.9 744.8 779.9 820.9

International sales 364.8 269.9 221.4 163.9 108.7

Total Sales (1) $3,774.8 $3,683.8 $3,675.7 $3,532.7 $3,399.8

Operating income (loss) $ 6.6 $ 8.5 $ 170.4 $ 201.2 $ 186.5

Income (loss) before cumulative
effect of accounting change

$ (18.5) $ (13.0) $ 96.5 $ 117.9 $ 108.4

Cumulative effect of accounting
change (net of tax)

- - - - $ (2.1)
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TABLE 7-8 Borders 5-year financial summary (continued)

2008 2007 2006 2005 2004

Income (loss) from continuing
operations

$ (18.5) $ (13.0) $ 96.5 $ 117.9 $ 106.3

Income (loss) from operations of
discontinued operations

(13.2) (138.3) 4.5 14.0 8.9

Loss from disposal of discontin-
ued operations

(125.7) - - - -

Income (loss) from discontinued
operations

$ (138.9) $ (138.3) $ 4.5 $ 14.0 $ 8.9

Net income (loss) $ (157.4) $ (151.3) $ 101.0 $ 131.9 $ 117.3

Diluted (basic) earnings (loss)
per common share

$ (2.68) $ (2.44) $ 1.42 $ 1.69 $ 1.46

Cash dividends declared per
common share

$ 0.44 $ 0.41 $ 0.37 $ 0.33 $ 0.08

Balance Sheet Data

Working capital $ 38.2 $ 106.6 $ 287.5 $ 511.1 $ 529.2

Total assets $2,302.7 $2,613.4 $2,572.2 $2,628.8 $2,584.6

Short-term borrowings $ 548.4 $ 542.0 $ 206.4 $ 141.0 $ 140.7

Long-term debt, including current
portion

$ 5.6 $ 5.4 $ 5.6 $ 55.9 $ 57.3

Stockholder’s equity $ 476.9 $ 642.0 $ 927.8 $1,088.9 $1,100.6

Notes:

(1) Excludes results of
discontinued operations of

BordersIreland Limited, Books,
etc., and U.K. Superstores

(2) All figures in thousands of
dollars
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In an attempt to launch a successful book division, Kmart acquired Waldenbooks in 1984 and
Borders in 1992. Kmart had had trouble managing Waldenbooks and hoped that Borders senior
management could help improve the operations of its fledgling book division. Instead, many
Borders senior managers left Kmart. By 1995, Kmart was experiencing its own financial difficulties.
In its efforts to shed unprofitable assets, Kmart allowed Borders to buy itself out. The new com-
pany came to be known as the Borders Group.

The company opened its first international store in Singapore in 1997. International super-
stores operate under the Borders name and are between 13,500 and 38,400 square feet with 2007
average sales of $8.3 million per superstore. As of February 2008, Borders had a total of 32 inter-
national superstores including 22 in Australia, 5 in New Zealand, 3 in Puerto Rico, and 2 in
Singapore.

Borders began operating its own Web site in 1998, but after three years of losses from online
sales, outsourced its online operations to Amazon.com. Amazon.com had the technical knowl-
edge and plenty of infrastructure capacity to operate both a Borders.com and a Waldenbooks.
com Web site. Under the terms of the agreement, Amazon.com was the merchant of record for
all Web site sales and determined all prices and other terms and conditions for such sales.
Amazon.com was also responsible for the fulfillment of all products sold through the Web sites
and kept all payments from customers. Borders received commissions on sales for products pur-
chased through the Web sites.41

Borders had a net loss of $151 million for 2006 compared to a net income of $101 million the
previous year (as shown in Table 7-8). As a result of the company’s declining financial position,
Borders made a number of strategic announcements in March 2007 aimed at turning opera-
tions around.

● By the end of 2008, 250 unprofitable Waldenbook stores would be closed to bring the total
number of locations to around 300.These closings were in addition to some 124 stores that
had been closed during 2006.

● It would shed its U.K. and Irish businesses including Books Etc. to enable it to focus on
reestablishing its core U.S. operations. (By September 2007, the U.K. and Irish busi-
nesses of 42 Borders Stores and 28 Books Etc stores had been sold for £10m or around
US$20 million).

● It would launch its own Web site during the spring of 2008 at which time the Amazon
agreement would be terminated. The Web site had been under development since fall
of 2006. The two Web sites would be consolidated into a single infrastructure to enable
across-channel experience

● The company would name a new CIO as former CIO Fred Johnson had left the company.

Cedric “Rick” Vanzura, executive vice-president of emerging business and technology and
chief strategy officer justified the change in strategy by saying, “Technology costs have gone sig-
nificantly down [on] the Internet while capabilities have gone up, and the availability of solid
people to run these operations have gotten stronger. We’ve been happy with the Amazon
relationship; it definitely served its purpose from the time we struck that deal, but now it’s a new
era, a new opportunity and we plan on taking advantage of it.”42

Surprisingly, in July 2007, Borders announced that it was eliminating Vanzura’s position and
that he would leave the firm in September. Borders CEO George Jones stated, “Now that the stra-
tegic plan is set and its initiatives are being executed within the individual units, Rick and I agree
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that this is a logical time for him to transition away from his strategic duties.43 Vanzura was
replaced by the firm’s new CIO, Susan Harwood, former CIO at Books-A-Million, an online
bookseller.

The Web site project was led internally by Kevin Ertell, vice president of e-business. In
October 2007, after a month of beta testing its new Web site, BordersStores.com, the firm made
the site available for viewing by customers. They could access the site and offer comments; how-
ever, they had to continue to access the Amazon.com Web sites to place actual orders. One
of the innovative features of the new Web site is what Borders calls the Magic Shelf. Web site visi-
tors see a 3-D shelf of real book covers displayed just as they look in Borders’ stores.To see infor-
mation about a specific book, the user just clicks on the book. Purchases made online can be
delivered directly to the customer’s home or to a nearby Borders store. The Magic Shelf will
become personalized for repeat shoppers based on their previous purchases. The site employs
improved search and navigation capabilities and enables visitors to create a “wish list” of items
they would like to buy or receive as gifts.The Web site also includes a feature called Borders Media
that enables visitors to order exclusive and original video programs created by Borders.There will
also be a BordersReward.com site for the 26 million members of the firm’s loyalty program to
track and redeem their rewards online.44

In March 2008 Borders announced that it would undergo a strategic alternative review
process. The review would include investigation of a wide range of alternatives including the sale
of the firm or certain divisions for the purpose of maximizing shareholder value. Barnes & Noble
let it be known that it put together a team to study the feasibility of a takeover of its competitor.45

In May 2008, Borders severed its relationship with Amazon.com and began running its own
Web site. Visitors to Borders.com can make choices from roughly 2 million books, 100,000 new
movies, and 400,000 new CDs. Free shipping is offered on some orders over $25 and on ship-
ments to its stores. In-store kiosks introduce the Borders.com shopping experience to customers.
CEO George Jones stated, “Today is another milestone for our company as we launch Borders.
com, a site that is much more than just another place to shop on the Web—it is a source of infor-
mation and entertainment that brings a real bookstore experience to life online.”46

The firm expects that the new site will become profitable in 2009.47 However, many finan-
cial analysts are skeptical that Borders can regain the market share it lost to both online retail-
ers and to discounters such as Wal-Mart.48

In June 2008 Borders completed the sale of its Australia, New Zealand, and Singapore busi-
ness for roughly US$90 million in a further effort to focus on its U.S.-based business. In an effort
to further cut expenses, the firm announced that it would cut some 20 percent of the compa-
ny’s jobs.49

Discussion Questions

1. Do research on the Web to learn about the current status of Borders. Write a few para-
graphs documenting your findings.

2. It took Borders over two years and more than $10 million to develop its own Web site. Do
you think this was an appropriate tactic for the firm? Defend your answer.

3. Visit the Borders Web site as well as the Web sites of Amazon.com and Barnes & Noble.
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Which of the three Web sites provides their customers with a truly superior customer shop-
ping experience? Defend your response.

4. With the benefit of 20-20 hindsight, what might Borders have done differently to improve its
business results?
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C H A P T E R 8
ENTERPRISE RESOURCE
PLANNING

THE CHALLENGE OF ERP IMPLEMENTATION

“Enterprise system implementations can be invasive, disruptive, and even counter-
productive, causing considerable expense, possibilities of wrenching business-process
change, and gnawing uncertainty in the minds of employees. Happily, while no magic
pill guarantees an implementation will be quick, painless, and successful, there are steps
manufacturers can take to secure ERP value without risk of catastrophic failure.”

—Jim Fulcher, “Five Big Improvements in Just Five Months,” Manufacturing Business
Technology, August 2007.

B W A W A T E R A D D I T I V E S

Why Managers Must Understand ERP
While it might seem illogical, the best way to clean dirty water is by putting a lot of chemicals into it. BWA

Water Additives manufactures industrial water treatment chemicals including bromine-based biocides and

a number of other water treatment chemicals used in industrial water treatment, desalination, mining,

sugar processing, and pulp and paper manufacturing. It has regional headquarters in Atlanta, Singapore,

Tokyo, Dubai, and Manchester, England. BWA’s manufacturing facilities are located in eight different

countries, with research and development centers in Atlanta and Manchester. Its global customer service

and distribution network serves more than 90 countries.1

BWA was a subsidiary of Chemtura until May 2006, when the British private investment group Close

Brothers Private Equity bought it for $85 million. As is common in divestitures, Chemtura allowed BWA to



continue using its existing systems and IT infrastructure for a limited time while assessing BWA a hefty

monthly maintenance fee. However, BWA wanted to move out of its old parent company’s physical

premises and build its own telephone and IT systems, including an enterprise resource planning (ERP)

system, as quickly as possible. An ERP system would support multiple business units and enable

sharing of data through a common, shared database of operational data.

For the chemical industry, ERP software includes modules that have the ability to provide detailed

product costing and profitability analysis, forecasting and scheduling, efficient management of raw

materials, improved order fulfillment and customer service, and inventory optimization.

Paul Turgeon, president and COO of BWA says that, “While we could have implemented the same

systems we were familiar with from our parent company, it was critical we choose a solution... that fit our

chemicals business by design and therefore could be deployed quickly and cost effectively.”2 Following

his lead, BWA management conducted a thorough evaluation of leading ERP solutions to find the one

that could provide the vertical functionality needed for the chemical industry while meeting several

specific company requirements. In addition, BWA focused on solution providers who had proven global

implementation experience because it was critical to minimize the time and effort required to complete

the project.

The ERP solution chosen was Ross Enterprise, CDC Software’s ERP product suite, specifically

designed for chemicals manufacturers. Importantly, Ross Enterprise was compliant with global and local

regulations to produce the detailed documentation needed for Material Safety Data Sheets (MSDS)

documentation.3 MSDS forms provide workers and emergency personnel with procedures for handling

or working with substances in a safe manner as well as procedures for storage, disposal, and spill

handling.
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The system went into production in May 2007. “Rolling out an ERP system in 120 days, in two

different countries, is quite an accomplishment,” says Turgeon. Such rapid execution was possible

because BWA took the steps to ensure that Ross Enterprise met all of the selection criteria. BWA also

made sure that CDC Software understood that implementation speed was critical.4

BWA is very satisfied with the Ross Enterprise ERP software. In fact Turgeon adds, “Since

implementing Ross Enterprise, we have exceeded our targets for working capital, inventory turns and

days sales outstanding. We also now have a deeper and broader view of the business than we did with

our previous systems... This out-of-the-box, cost-effective and vertical-focus application has enabled us

to boost our operational effectiveness under some very challenging conditions.”5

L E A R N I N G O B J E C T I V E S

As you read this chapter, ask yourself:

● What role does management play in the selection, implementation, and
operation of ERP software?

● What are the various ERP solution options available and what are their
advantages and disadvantages?

This chapter will explain what an ERP system is, identify several of the benefits asso-
ciated with an effective ERP system, highlight some of the potential issues associated with
ERP implementation, outline a “best practices” approach to implementing an ERP sys-
tem, and discuss future trends of ERP systems.

W H A T I S E R P ?

An enterprise resource planning (ERP) system is a set of core software modules that
enable organizations to share data across the entire enterprise through the use of a com-
mon database and management reporting tools. The goal is to enable easy access to busi-
ness data and to create efficient, streamlined work processes. This is achieved by building
one single database that is accessed by multiple software modules, which provide sup-
port for key business functions for different areas of an organization as shown in Figure 8-1.
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An effective ERP system enables people in various organizational units to access and
update the same information based on permission levels assigned within the system. For
example, when the sales organization captures data about a new order, the information is
immediately available to workers in finance, production planning, shipping, warehouse
operations, and any others who need access to the records. Through the sharing of data, ERP
software enables standardization and streamlining of business processes whether it is in
a small, locally-based organization or in a large, multi-national organization. The leading
ERP software vendors for large organizations include Infor, Microsoft, Oracle (including
its two acquisitions JD Edwards and PeopleSoft), and SAP (Systems Applications and
Products).

The use of a shared database and core software modules from a single software manu-
facturer is a much different approach than many organizations have taken in the past.
Countless organizations utilize computer hardware and software products from multiple
vendors implemented in their various functional units. For example, the purchasing
department might have a dedicated computer running purchase order processing soft-
ware, which creates a database of open purchase orders that cannot be accessed by other
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FIGURE 8-1 ERP enables sharing of data across an entire enterprise

Chapter 8

222



departments. The accounts payable organization might have its own dedicated computer
running accounts payable software, which creates a separate database of purchase orders,
receiving reports, and supplier invoices. In such an environment, the purchasing pro-
cesses still involve conventional mail or fax delivery of purchase orders and associated docu-
ments such as supplier quotations, change orders, receiving reports, and invoices. Thus
there is a high probability that the information in the purchasing department database and
accounts payable department database will be inconsistent. Such lack of consistency leads
to confusion and a duplication of effort, making it impossible for workers in purchasing,
accounts payable, receiving, inventory control, materials management, and sourcing to
operate efficiently.

Best practices represent the most efficient and effective way of accomplishing a task, based
on procedures that have proven themselves repeatedly over a long period of time. Consider the
procedures required to pay a supplier’s invoice. For many organizations, the best practice
for this process involves forming a three-way match between the supplier’s invoice, the origi-
nal purchase order, and the receiving report. The three are compared and if there are no sig-
nificant differences between what was ordered, what was received, and what was invoiced, the
supplier’s invoice is scheduled to be paid as late as possible without forfeiting any supplier dis-
count for prompt payment. ERP software is designed to support how an organization using
industry “best practices” conducts business. Thus the ERP software would be programmed to
follow the “three-way match” process before approving an invoice for payment.

Each industry has different business practices that make it unique. In order to address
these differences, ERP vendors offer specially tailored software modules designed to meet
the needs of specific industries such as consumer packaged goods manufacturing, higher
education, utilities, banking, oil and gas, retail, and the public sector. Table 8-1 shows the
primary software modules associated with the SAP ERP package for a manufacturing
organization. Table 8-2 lists the primary software modules associated with the SAP ERP
package for higher education.

TABLE 8-1 SAP ERP software modules for a manufacturing organization

Software Module Description

Financial accounting Records all financial transactions in the general ledger accounts and gener-
ates financial statements for external reporting.

Controlling Supports managerial decision making by assigning manufacturing costs to
products and cost centers for analysis of the organization’s profitability.

Workflow Automates the various activities in SAP ERP; performs task flow analysis
and prompts employees via e-mail if they need to take action.

Plant maintenance Manages maintenance resources and planning for preventive maintenance
of plant equipment.

Materials management Manages the acquisition of raw materials from suppliers and the subse-
quent handling of raw materials from storage to work-in-progress goods to
the shipping of finished goods to the customer.

Sales and distribution Maintains and allows access to customer information (pricing, shipping
information, billing procedures, etc). Also records sales orders and sched-
uled deliveries.
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TABLE 8-1 SAP ERP software modules for a manufacturing organization (continued)

Software Module Description

Production planning Plans and schedules production and records actual production activities.

Quality management Plans and records quality control activities such as product inspections
and material certifications.

Asset management Manages fixed asset purchases and related depreciation.

Human resources Aids in employee recruiting, hiring, and training. Also includes payroll
and benefits tools.

Project system Supports planning and control for new R&D, construction, and marketing
projects.

Source: Ellen Monk and Bret Wagner, Concepts in Enterprise Resource Planning, 3rd edition, @ 2009 Course
Technology/Cengage Learning, pages 27–29.

TABLE 8-2 SAP ERP software modules for an institution of higher education

Software Module Description

Student lifecycle management Supports recruiting, admissions, registration, academic advis-
ing, course management, student accounting, and academic
program management.

Grants and fund management Helps organizations compete for and manage a variety of
grant programs and endowments including proposal develop-
ment and submission, budgeting, award, spending and pay-
roll, reporting, renewal, and evaluation.

Financial management, budgeting,
and planning

Supports proactive financial planning, real-time budget visibil-
ity, and consolidated financial reporting. Also supports trea-
sury management, billing, dispute resolution, collections,
receivables, and payables.

Relationship management, institu-
tional development, and enrollment
management

Provides personalized multi-channel communication to inter-
nal and external constituents, such as prospective students,
donors, high school guidance counselors, grant organizations,
current students, and alumni.

Governance and compliance Enables the organization to collect, document, assess, remedi-
ate, and attest to internal control processes and safeguards.

Human capital management Supports the recruitment, training, development, and reten-
tion of employees. Also supports administration, payroll, time
management, and legal reporting.

Procurement Supports plan-driven and ad hoc purchasing, conducts accu-
rate spend analysis and ensures compliance with procure-
ment best practices.

Enterprise asset management Manages the asset life cycle from business planning and pro-
curement to deployment and reliability-centered mainte-
nance to disposal and replacement.
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TABLE 8-2 SAP ERP software modules for an institution of higher education (continued)

Software Module Description

Business services Streamlines administrative processes and improves efficien-
cies in real estate management and project portfolio
management.

Performance management Helps track, understand, and manage performance across
operational areas, including student administration, student
affairs, human resources, finance, and operations.

Source: SAP for Higher Education and Research Industry Overview accessed at http://www.sap.com/
industries/highered/brochures/index.epx on August 30, 2008.

Most ERP software packages are designed so that an organization does not have to
implement the entire package. Companies can pick and choose which modules to install
based on business needs. Many organizations may choose to purchase one or two of the
software modules and delay implementing the other software modules until the necessary
resources are available.

ERP and Customer Relationship Management (CRM)
A customer relationship management (CRM) system is an enterprise system that supports the
processes performed by all the entities involved in creating or increasing the demand for an
organization’s products and services. People responsible for product development, sales, mar-
keting, and customer service are the end users of a CRM system.

A CRM module is often part of the offering from an ERP software provider. The CRM
module is a tool used by customer-facing employees (front office) to increase sales and ser-
vice customers. Other modules of the ERP software provide resources for employees in
manufacturing, finance, human resources, and other functions (back office) to support the
efforts of the front office employees.

An essential goal of a CRM system is to enable employees who interact directly with cus-
tomers to provide better, more personal service thus increasing customer satisfaction and
loyalty. To achieve this, the CRM system must effectively capture and present customer
information so that employees can successfully use that data. It can be extremely difficult
to capture useful customer information. For example, if an individual comes into a bank
to open a new checking account, they will be turned off immediately if a well meaning bank
employee bombards them with a series of questions not directly related to the new
account—Do you own or rent? Do you own or lease a car? Do you have any children?

Vantage Credit Union is able to avoid asking members lots of unnecessary questions
because it built its new CRM system using data that already resided in current systems and
databases. Vantage decided to start with the data it already had and then capture new infor-
mation via members’ transactions and interactions with staff. The goal was to use this informa-
tion to identify cross-selling opportunities and offers that would meet members’ needs. Vantage
integrated all of the data available from its core transaction processing system, mortgage and
consumer loan processing software, and automated solutions for collections, credit card pro-
cessing, and deferred compensation products. Its new CRM system includes a customer
information database that stores and analyzes household and demographic data. Vantage
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executives have been able to enhance member relationships by maintaining a database of high
quality customer information, improving the sales and service tools available to its front-line
employees, and developing new methods sustaining member loyalty.

ERP and Supply Chain Management (SCM)
The supply chain involves the flow of materials, information, and dollars as they move from
supplier to manufacturer to wholesaler to retailer to supplier. The supply chain includes
the following major processes:

● Demand planning—Determining the demand for your products taking into
account all the factors that can affect that demand—general economic condi-
tions, actions by competitors, your own pricing, promotion and advertising
activities, etc.

● Sourcing—Choosing the suppliers and establishing the contract terms to pro-
vide the raw materials needed to create your product and deliver them to your
manufacturing locations.

● Manufacturing—Producing, testing, packaging, and preparing your products
for delivery.

● Logistics—Establishing a network of warehouses for storing products, choos-
ing carriers to deliver products to customers, and scheduling carrier pick-ups
so that the product is delivered to the customers or warehouses on a timely
basis. This process also includes invoicing the customer.

● Customer Service—Increasing customer satisfaction and improving the cus-
tomer experience by, for example, dealing with problems caused by over (cus-
tomer receives more of a particular item than he expected), short (customer
receives less of a particular item than he expected), and damaged shipments.

Supply chain management (SCM) involves the planning, executing, monitoring, and con-
trolling of this set of processes. The primary goal of SCM is to lower costs and inventory lev-
els while still meeting customer requirements for timely delivery of high quality products.

Each of the major processes has dozens of activities and tasks that must be executed
well for the supply chain to function effectively and efficiently. Major ERP software sup-
pliers include software modules to handle many of these tasks, but no one supplier has a
single, all encompassing software package that meets all of the SCM needs in an ideal way
for every company. For example, developing a demand forecast for a beer distributor is
much different than for a woman’s handbag manufacturer. As a result, hundreds of soft-
ware suppliers provide a myriad of software packages to support the various supply chain
management tasks for companies in different industries.

Because each industry has a unique set of SCM needs, many companies elect to imple-
ment what is called “best of breed” solutions for specific tasks. For example, some bever-
age companies in the consumer packaged goods industry have selected Red Prairie’s
Warehouse Management Solution as a “best of breed” solution for providing complete raw
material controls from sourcing to production and all the way through the shipping of fin-
ished products. Effective implementation of this software reduces raw material waste,
enables traceability throughout the supply chain, and increases customer confidence in
the quality of the end product. The Red Prairie software would not be considered as “best
of breed” for companies in the oil and gas industry as it would not meet their different busi-
ness needs.
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SCM applications frequently draw on the data captured and stored in an ERP system—data
such as orders, shipments, inventory, customers, suppliers, etc. Thus some sort of interface
must be built to allow these stand-alone SCM applications to access data from the ERP sys-
tem database. Also, these SCM applications may process data and then need to update data
in the ERP system database. This requires another interface to be built.

For example, consider the customer shipment planning process. This process takes
open (unfilled) orders and decides from which warehouse the order will be filled and when
it should be shipped in order to meet the customer’s desired delivery data. This process can
become quite complicated as each warehouse has a maximum number of shipments it
can handle each day. In addition, the warehouse must be selected to minimize the ship-
ping cost. To perform this task, an organization may draw open order data from its ERP sys-
tem, pass it to a stand-alone SCM shipment planning optimization software package that
plans all the open orders, and then passes the “planned” orders back to the ERP system to
update the open order data.

Ace Hardware uses an SCM application to manage its inbound shipment process to
move items from its many suppliers to its more than 4000 stores in all 50 states. Suppliers
provide Ace with data about upcoming shipments such as the date their shipment will be
available for pick-up, the ship from location, and the contents of the shipment. Ace then
enters this data into the On-Demand TMS software from LeanLogistics. The software pre-
pares an inbound shipment plan that minimizes transportation costs by assigning the vari-
ous shipments to appropriate freight carriers and scheduling the pick-ups and deliveries to
avoid any out-of-stock situation. “The On-Demand TMS Supplier Inbound Module shaved
about 7 percent off our freight bill,” according to Brian Cronenwett, director of supply
chain at Ace Hardware. “Supplier inbound improvements gave us additional benefits,
including significantly lower inventory through a lead-time reduction program and greater
buying leverage with our core group of carriers.”6

B E N E F I T S O F I M P L E M E N T I N G E R P

The successful implementation of an ERP system can bring many benefits to an organi-
zation including establishing standardized business processes, lowering cost of doing busi-
ness, improving the overall customer experience, facilitating consolidation of financial
data, supporting global expansion, and providing a compliant system. These benefits will
now be discussed and several examples of companies using ERP to achieve these ben-
efits will be presented.

Establish Standardized Business Processes
An ERP system can help an organization establish standardized streamlined business and
workflow processes that eliminate redundant steps and that are based on industry-
specific best business practices. Such business processes ensure that workers, even in mul-
tiple business locations, are performing their work in an efficient manner and in a way that
provides a consistent interface between the organization and its customers and suppliers.

Gooch and Housego is a manufacturer of precision optical components and sub-
systems used in medical, research, and scientific applications. Some of its products
transform lasers into industrial tools that generate high power pulses for drilling, cutting,
or welding materials such as steel or diamonds. They also can be used to cauterize or cut
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human tissue in medical applications. The firm employs about 350 people and generates
annual revenue in the neighborhood of $55 million. Its operations in the U.S., Germany, and
the UK had been operating completely independently of one another before the firm com-
missioned Project Orion to combine the separate operations into one consolidated opera-
tion using the SYSPRO ERP system from K3 Business Technology Group. Gareth Jones,
CEO and sponsor for Project Orion wanted the company to present one common, con-
sistent face to customers, suppliers, and business partners. “Customers over the world will
be able to deal with Gooch and Housego as a single operation; one common sales front and
one common business style, irrespective of where the client is or where the goods come
from. The ERP implementation has improved financial consolidation and control as well as
provided better visibility across the group resulting in improved customer service levels
and control of the supply chain.”7

Lower Cost of Doing Business
An oft-cited benefit of ERP implementation is improved coordination and sharing of cur-
rent data across functional departments leading to lower costs of doing business.

Reduced inventory costs resulting from better planning, tracking, and forecasting of
customer demand and inventory levels. Gibraltar Industries is a manufacturer, processor, and
distributor of products for the building, industrial, and vehicular markets. It serves custom-
ers in a variety of industries around the world, and its recent annual sales were $1.3 billion.
Gibraltar employs 3700 employees and operates 70 facilities in 27 states, Canada, China,
England, Germany, and Poland. The firm uses an ERP system to gain improved inventory
visibility. According to John Lentz, PMG vice-president, Finance, “[with our ERP system], we
now have the ability to utilize inventory fully and to move it among our facilities when needed.
This gives us a lot more flexibility to meet customer requirements at the best possible cost.”
Matt Jacobs, manager of business processes, states that an inventory accuracy of 99.75 per-
cent has been achieved and that “we know exactly what is available for shipment ... and we have
virtually eliminated shipping errors.”8

Faster collection of receivables based on better visibility into accounts and fewer
billing and delivery errors. Solectron Corporation was a global contract manufacturer for
computer and electronics companies with a $12 billion annual revenue flow. (The firm
became part of Flextronics in late 2007.) The company grew rapidly during the 1990s and
operational efficiency suffered while management focused on meeting the increased need
for its services. However, Senior Vice President Guy Rabbat recognized a need to improve
the cash collection business processes and that “by predictably accelerating the velocity at
which cash flows into the company, Solectron can reduce its borrowings, pay less inter-
est, reduce its foreign currency exposure, and collect interest on the extra cash.” Rabbat led
the effort to use data from its ERP system to improve the efficiency of the receivables pro-
cess and increase the firm’s ability to control collections. As a result, Solectron was able
to save $14 million per year by reducing interest payments on its working capital financ-
ing while at the same time reducing the finance department headcount which resulted
in an additional savings of $1 million per year.9
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Lower vendor costs by taking better advantage of quantity discounts and tracking
vendor performance to use as leverage in negotiating prices. Montefiore Medical Center
in New York City claims that successful implementation of their ERP system led to major
changes in its purchasing processes and an estimated savings of $72 million over a 10 year
period. The medical center uses data from its ERP system to prepare for intense negotia-
tions with vendors. Now instead of changing suppliers every few months, the medical cen-
ter establishes multi-year contracts that lower costs while improving the quality of products
and services. The ERP system also enables managers to see what is being ordered and by
whom, thus eliminating occasional unnecessary purchases and reducing the shrinkage
of supplies including drugs and expensive medical equipment due to employee theft.10

Improve Overall Customer Experience
Effective use of an ERP system can improve the overall customer experience in several ways.
Improved inventory management can eliminate out-of-stock situations, which drive cus-
tomers to your competitors. The associated streamlined business process can dramati-
cally shorten the lead time from receipt of order to delivery of product. More careful
attention to quality control can dramatically improve overall product quality.

Toray Membrane manufactures products used by municipalities, sewage treatment
facilities, and heavy industries in the water desalination and treatment process to remove
contaminants from water. It is critical that its products perform at a very high level and
deliver promised results. Toray implemented an ERP system to improve the firm’s opera-
tions from start to finish, including quality control. Workers use the ERP system to define
quality test plans and record the results for quality control. If a quality issue arises, Toray
can identify the root cause of the problem and take corrective action before a minor issue
raises major problems. With this tight level of quality control, the firm has improved its abil-
ity to mitigate quality problems, reduce scrap materials, and provide an improved level of
customer service.11

Facilitate Consolidation of Financial Data
Accurate, consistent, detailed, and up-to-date financial data is of the utmost importance
in today’s fast moving business environment. Organizations need it in order to respond
quickly to business changes and stay ahead of the competition. Operational and strate-
gic decisions are based upon it. Precise planning depends upon it. Problem solving demands
it. A well-implemented ERP system enables rapid consolidation of financial data across
multiple organizational units and countries because every business unit is using the same
system and same database. In addition, ERP systems are designed to deal with differ-
ences in currencies and fluctuating currency exchange rates, which can cause additional
problems in consolidating financial data. Organizations in which financial data is gener-
ated by separate computer systems in accounting, purchasing, sales, and other depart-
ments can find it very difficult to obtain the financial data they need on a timely basis. They
are at a distinct disadvantage.

Oxford Industries is an international apparel design, sourcing, and marketer of cloth-
ing for men, women, and children. Its brands include Tommy Bahama, Oxford Golf, and
Indigo Palms among others. The firm decided to implement an ERP system. According to
Tom Chubb, executive vice president, “We anticipate building an environment of robust
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and timely insight. To support our strategic objectives, Oxford will work with SAP to stream-
line global financial reporting with a planned rollout across our operations in the United
States, the United Kingdom and Hong Kong.” Use of the ERP system will enable Oxford to
eliminate bottlenecks in data integration, simplify its reporting process, and gain the abil-
ity to view a common database easily across the organization.12

Support Global Expansion
U.S. firms are continuing to expand their operations overseas to find new markets, lower labor
costs, and gain access to key suppliers. According to a recent survey by the Aberdeen Group,
nearly 80 percent of U.S. companies view expansion into global markets as a growth
opportunity.13 ERP systems can support global expansion as they are designed to monitor sup-
ply chains thousands of miles long.

According to Alfonso Cos, vice president for global supply network solutions at Procter
& Gamble, “There’s a big difference between being a global company because you have
operations in many countries and being global because you operate globally. A few years ago,
the company moved away from country-to-country operations to really operating globally.”
A key to the success of the firm’s global operation was a four-year project to standard-
ize on a single ERP system to support 135 plants in 40 countries. Data from the ERP sys-
tem provides excellent visibility into the supply chain so workers can see by product, the
orders, production plans, and actual production at a single plant or across multiple
countries. Such information allows P&G to reduce its overall inventory levels and asso-
ciated costs while maintaining high customer service levels.14

Provide Fully Compliant Systems
Senior management, including boards of directors, of many companies have taken great
comfort in the fact that one side benefit of their ERP implementations is increased compli-
ance with many state and federal laws, such as:

● Sarbanes-Oxley Act (establishes standards for all U.S. public company boards,
management, and public accounting firms)

● Health Insurance Portability and Accountability Act or HIPAA (protects the
health insurance coverage for workers and their families and requires the
establishment of national standards for electronic health care transactions and
national identifiers for providers, health insurance plans, and employers)

Another law that requires compliance from companies in the food industry is the
Public Health Security and Bioterrorism Preparedness and Response Act (Bioterrorism Act).
The law was passed in 2002 to help protect the nation’s food supply from a bioterrorist attack.
According to the act, food processors with more than 10 employees had until June 9, 2006 to
be able to provide, within 24 hours of an FDA request, the following information or be sub-
ject to civil and/or criminal penalties.

● Identify every entity in their supply chain from the grower through each inter-
mediate link to the final wholesaler or retailer.

● Provide a lot or code number for the food product.
● Identify the specific source of each ingredient that was used to make every lot

of finished product.
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Benner Foods, Inc. is a cheese producer with about $50 million in annual revenue. The
firm implemented an ERP system to improve its inventory control processes and was able
to reduce expired inventory by over $200,000 per year. At the same time, implementa-
tion of the ERP system also enabled Benner to track and trace the ingredients it received
from suppliers, as well as dairy products it ships out. The firm was then confident that it
was 100 percent fully compliant with the Bioterrorism Act.15

E R P I S S U E S

There are a number of potential issues associated with the implementation of ERP systems
including post start-up problems, high costs, lengthy implementation, and organiza-
tional resistance. These issues will be discussed and examples of companies encountering
these problems will be provided.

Post Start-Up Problems
A Deloitte Consulting survey of 64 Fortune 500 companies revealed that one in four con-
fessed to an actual drop in performance for some period of time after their ERP system
went live. For example, at Invacare, a leading manufacturer and distributor of medical
equipment used in the home, post start-up problems with the order-to-cash process
(those activities from the taking of a customer order through collection of the customer pay-
ment) caused the firm to lose $30 million in revenue. “Our systems were locking up,” says
Invacare Chief Financial Officer Greg Thompson. “We had a lot of hang-ups by custom-
ers when we couldn’t answer the phones in a timely way, and when we did talk, we couldn’t
give them complete information on our stock availability and when we could ship the
product.”16

Many early ERP efforts in the 1990s and early 2000s were less than glowing successes.
Indeed there are numerous examples of companies that spent tens of millions on ERP only
to have problems. See Table 8-3 for a partial list of companies experiencing major ERP
implementation problems.

TABLE 8-3 Organizations with major ERP start-up problems

Company Summary of Initial ERP Implementation Results

FoxMeyer Drug Company Attempt at ERP system implementation proved to be so disas-
trous, according to FoxMeyer, that it forced the company into
bankruptcy and liquidation.

Nike Botched ERP implementation cost firm over $100 million in
lost sales, depressed the stock price by 20 percent, and trig-
gered a flurry of class action lawsuits.

Cleveland State University Filed $510 million lawsuit against ERP vendor after software
failed to work as expected.

Hershey Foods Order processing and shipping problems caused the firm to lose
substantial sales during the peak Halloween and Christmas
seasons.
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TABLE 8-3 Organizations with major ERP start-up problems (continued)

Company Summary of Initial ERP Implementation Results

Whirlpool ERP system created problems with orders with quantities less
than one truckload in order processing, tracking, and invoicing.

WW Grainger Massive distribution problems due to faulty ERP implementa-
tion led to major losses in sales.

Waste Management, Inc. Forced to terminate ERP project after incurring major implemen-
tation expenses.

High Costs
The cost of a typical ERP implementation is quite high, running from several hundred
thousand dollars to hundreds of millions of dollars. Table 8-4 shows the implementation
costs of ERP projects for a variety of firms categorized by their annual revenue (the num-
ber of survey respondents is shown in parenthesis). The cost of an ERP project depends on
a number of factors, several of which are shown in Table 8-5.

TABLE 8-4 Average implementation costs for ERP projects including cost of internal resources

Annual Revenue Cost to Implement Financial
Modules Only

Cost to Implement All Modules

< $100 million $.9 million (7) $ .7 million (18)

$100 million – $499 million $.4 million (4) $5.4 million (25)

$500 million – $999 million $1.3 million (2) $8.5 million (6)

$1 billion – $5 billion $ 60 million (1) $30.4 million (9)

> $5 billion $115 million (1) $46.0 million (2)

Source: “ERP Implementations,” The Controller’s Report, December 2007 accessed at www.ioma.com/fin.

TABLE 8-5 Key cost drivers for an ERP implementation

Cost Drivers Comment

Degree of business process
change expected

The greater the degree of business process change expected, the
greater the cost of training and effort required to overcome orga-
nizational resistance.

Degree of customization required The greater the ERP software must be customized, the greater
the cost.

Number of implementation
locations

The greater the number of sites, the greater the cost.

Scope of business to be impacted The more modules to be implemented, the greater the cost.

Number of people impacted The more people impacted, the greater the cost.
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TABLE 8-5 Key cost drivers for an ERP implementation (continued)

Cost Drivers Comment

Degree to which legacy systems
will be used

The more legacy interfaces, the greater the cost.

Organizational preparedness The more employees are prepared to contribute to a successful
ERP system, the lower the cost.

In developing a budget for an ERP implementation, it is best to set a realistic budget
rather than an optimistic one. Has your organization successfully completed large-scale
projects in the past? Has your organization worked well with outside consultants on other
large projects? Do you have a high level of in-house expertise in ERP implementations and
business process change? Affirmative answers to these questions provide a basis for con-
fidence in completing the project successfully.

Recent surveys of financial executives show that 38 percent of the respondents said
that their organization’s ERP total project costs were 10 to 30 percent above the original
budget, while 17 percent say total costs exceeded the original budget by 30 percent or
more. However, in spite of the cost overruns, only 6 percent of the survey respondents con-
sidered their ERP projects to be moderately problematic, while only 2 percent said they
are failures.17

The following kinds of costs are commonly overlooked or underestimated in setting the
budget for an ERP project:

● Hardware upgrades—Implementation of an ERP system frequently requires
a substantial upgrade to an organization’s servers and personal computers.

● Training—Training needs are great because employees need to learn a whole
new set of software and business processes for accomplishing their work. In
addition, they must learn new roles and responsibilities as well as adapt to new
expectations for how they are to work and interact with others.

● Testing—Thorough testing of new ERP software can be extremely tedious and
time consuming; however, most organizations believe it is mandatory in order
to avoid unexpected problems at system start-up.

● Customization—Any customization of the code of the standard ERP software
to add new functionality or to enable interfaces to other software can require
many months, and customization often fails. Such changes in the ERP soft-
ware also require lots of testing and reworking of the code.

● Data conversion—A tremendous amount of effort is needed to extract and
move data from old legacy systems into the new ERP system. Such data might
include customer data, employee data, price lists, product details, manufac-
turing data, and supplier information. To complicate matters further, in the
process of moving the data, it is often discovered that much of the existing
data is inaccurate or out-of-date. Additional effort is then required to “clean up
the dirty data” and replace it with current, accurate data.
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● Consultants—Companies frequently fail to establish clear objectives and mea-
sures for the work to be done by ERP project consultants. This leads to a loss
of accountability and can result in consulting fees spiraling out of control.

Lengthy Implementation
Large organizations view an ERP implementation project as an opportunity to improve
fundamental business processes. This requires significant changes in people’s roles and
responsibilities. Organizational changes of that magnitude do not come easily or quickly.
The time frame for full implementation can be one to four years depending on the num-
ber of ERP modules, the number of different organizational locations at which the sys-
tem is implemented, and other factors. Much faster ERP implementations are possible when
the scope of the effort is limited to a single business function, such as Human Resources,
and a single business location.

According to a study by the Aberdeen Group, small and medium businesses (SMBs) usu-
ally achieve less than the full potential of business benefits possible from the implemen-
tation of ERP systems. SMBs look for quick, simple implementations of ERP and generally
avoid making changes to fundamental business processes and people’s roles and
responsibilities.18

Difficulty in Measuring a Return on an ERP Investment
Simple return on investment is calculated by dividing the value of the net benefits directly
associated with a project by the costs associated with the project. Ideally, decision mak-
ers would like to have an accurate estimate of the return on investment for an ERP project
prior to approving it. Unfortunately, it is difficult to put an exact dollar figure on both the
benefits and costs associated with an ERP project. Project costs frequently are underes-
timated, and project benefits often are overly optimistic.

Even after an ERP project is complete, it is difficult to measure the return on invest-
ment because the project frequently takes years to implement. Often many more years are
required before substantial benefits accrue. Over this period of time, perhaps five years or
more, so many other business changes are occurring that it can be difficult to isolate the
benefits and costs of the ERP system.

Organizational Resistance
As discussed in the previous section, any new ERP system brings with it considerable
changes to an organization’s business processes and to the roles and responsibilities for
employees across the organization. These changes include modification in the way
employees do their work and interact with others. Furthermore, many organizations see
ERP implementation as a way of cutting costs through elimination of workers and thus
people fear they will lose their jobs. It is human nature to resist such major changes.

Organizational resistance manifests itself in many ways. Some valuable workers resign
from the organization rather than go through the transition. Other workers, in a desper-
ate effort to delay the oncoming changes, fail to execute the work required to transition from
the old way of doing things to the new way. Still other workers avoid taking the training
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necessary to learn their new roles and new work processes. As a result of such organiza-
tional resistance, many ERP projects take much longer than expected and/or fail to deliver
hoped for enterprise improvements.

The next section will outline a tried and proven process for successful ERP
implementation.

E R P S Y S T E M I M P L E M E N T A T I O N P R O C E S S

The major ERP vendors have all developed a recommended implementation process based
on years of experience with hundreds of customers. Each vendor’s process typically
divides the effort up into well-defined stages with associated tasks. A representative ERP
implementation process is shown in Table 8-6.

In addition to following the selected ERP software vendor’s implementation process,
organizations typically will try to assign employees who have previous ERP implementa-
tion experience to the project. They usually will consider hiring an experienced system
integrator who is familiar with both the industry in which the organization competes and
with the ERP software under consideration. These measures go a long way toward improv-
ing the probability of success of the ERP implementation project.

There are several common factors associated with failed ERP implementation projects
including failure to gain senior management commitment and involvement, choosing the
wrong business partners to help, not adequately assessing the level of ERP customization
that may be needed, failure to contain project scope, and lack of planning for effective
knowledge transfer. The following section will address how to avoid these problems.

TABLE 8-6 Representative ERP Implementation Process

Project Stage Tasks

Initiation Perform stage initiation tasks (at the start of each phase):
● Identify, recruit, and prepare appropriate team members for this stage
● Develop detailed schedule and cost estimate for this stage

Identify desired business needs to be met through this project

Develop business justification for project

Determine if system integrator will be used and select one

Perform stage closing tasks (at end of each stage):
● Release team members not needed for next stage
● Develop high level schedule and cost estimate for remainder of project
● Review project benefits compared to costs
● Make decision to continue project, re-define project, or terminate

project

Requirements Analysis Perform stage initiation tasks

Analyze current business processes for strengths and weaknesses

Determine business processes to be supported by ERP system

Define mandatory business requirements
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TABLE 8-6 Representative ERP Implementation Process (continued)

Project Stage Tasks

Define which business organizations and locations to convert to ERP
system

Perform stage closing tasks

ERP Software Selection Perform stage initiation tasks

Identify 2 to 4 candidate ERP software packages for in-depth evaluation

Develop set of software package selection criteria

Evaluate candidate ERP software packages against selection criteria

Perform gap analysis to identify if packages fail to meet significant busi-
ness requirements or are unable to support desired business processes
adequately

Assess level of customization needed to “bridge the gaps”

Select ERP system software

Select system support provider

Perform stage closing tasks

Design Perform stage initiation tasks

Define inputs needed and sources of inputs

Define required reports

Define necessary ERP system interfaces

Define other system outputs

Perform business process re-engineering

Define any mandatory software customization

Perform stage closing tasks

Implementation Perform stage initiation tasks

Set ERP system configuration parameters

Clean up and migrate data from old sources to ERP system

Develop required interfaces

Perform necessary customizations

Implement controls and security

Train the trainers

Conduct end user training

Provide training for specialists
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TABLE 8-6 Representative ERP Implementation Process (continued)

Project Stage Tasks

Test new business processes

Test hardware and software

Test system interfaces

Test interaction with system support provider

Perform stage closing tasks

Maintenance and
continuous improvement

Provide on-going technical support

Deliver on-going training for new end users and to cover system
upgrades

Plan and implement necessary software upgrades

B E S T P R A C T I C E S T O E N S U R E
S U C C E S S F U L E R P I M P L E M E N T A T I O N

ERP project managers must attempt to deliver a solution that meets specific scope, cost,
time, and quality goals while managing the expectations of the project stakeholders. Given
the broad scope, high costs, large number of project stakeholders involved, and the amount
of organizational change that is required, achieving ERP project success can be a very dif-
ficult challenge. However, a set of best practices has emerged to ensure the successful imple-
mentation of an ERP System. These best practices include ensuring senior management
commitment and involvement, choosing the right business partners to help, assessing the
level of ERP customization that may be needed, avoiding increases in project scope, and
planning for effective knowledge transfer.

Ensure Senior Management Commitment and Involvement
As with any other major organizational change project, ERP implementation requires the
commitment of senior management to achieve the necessary organizational buy-in.
Specifically, senior management must define a vision for the ERP system with supporting
goals and visible, measurable success criteria. In addition, senior management will need
to provide leadership and take action to ensure that the goals of the project are met. For
example, they must be proactive in identifying and removing “roadblocks” that stand in
the way of project progress. Without strong leadership and timely interventions by senior
management, the likelihood of an ERP implementation failure is very high.

Choose the Right Business Partners
Choosing the right business partners to provide, implement, and support your organization’s
ERP project is critical. Three key business partners include the ERP system integrator, the
ERP software provider, and the ERP software support providers.

An ERP system integrator provides its customers with consulting, integration, and
implementation services to improve the likelihood of a successful ERP implementation.
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System integrators may be very large organizations that provide services to customers in
every industry, or they may be smaller firms that specialize in specific industries. Ideally,
they provide in-depth knowledge of business processes, industry experience, and solu-
tion expertise. The services they provide are negotiated and agreed to prior to each
engagement. The range of services can be quite broad and include such activities as help-
ing a customer to select appropriate ERP vendors and software, deploying ERP solutions,
integrating ERP software with existing legacy systems, delivering training, providing post-
start up support for end users, and in general, helping the customer achieve a good return
on their ERP investment.

The ERP software provider is the organization that provides the ERP software (e.g., SAP,
Oracle, etc.). In many cases, the organization implementing the ERP software will also
request that the ERP software provider supply many of the same services as the ERP sys-
tem integrator.

The ERP software support provider is an organization that ensures that the users are
able to use the software effectively once it is installed. The software support provider may
provide help desk service, deliver training, and monitor and fix hardware, software, data-
bases, and communications networks.

The chosen business partners should have a solid, verifiable track record of success-
ful engagements with other organizations in your industry including organizations with
similar operational and business issues as your own. Check references thoroughly to verify
that the resources you plan to use know the software and understand your industry and
business. The first step for these project partners should be to develop a solid understand-
ing of your business needs and processes as they are now. They must be thorough in their
approach, looking for fundamental, underlying issues—not just those that you and your
organization tell them about.

Assess Level of Customization Needed
It is critical that the level of ERP software customization needed is understood and the
option to align business processes to ERP software is agreed to before you sign a contract.
A key initial step is to determine if your organization’s fundamental ways of doing busi-
ness can be supported by an ERP solution. If it is determined that the software under con-
sideration does not support one or more of an organization’s fundamental business
processes, there are three options.

One option is to change the inconsistent business processes to accommodate the
software. This means making fundamental changes in long-established ways of doing busi-
ness, even though the existing processes may provide a competitive advantage. It also
means changing roles and responsibilities for a lot of employees, something that makes
senior managers and the affected workers extremely uncomfortable.

The second option is to modify the software to fit the process. This is a highly undesir-
able choice as it will slow down the project, introduce potentially dangerous bugs into the
system, and make upgrading the software to the ERP vendor’s next release extremely
time consuming and costly because the customizations will need to be re-implemented in
the new release.

The third option is to select a different ERP solution, perhaps an industry specific ERP
solution. ERP software providers have long recognized that business processes that work
effectively for dozens of companies in a given industry prove to be good solutions for almost
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all companies in that industry. For example, a customer order entry process that is highly
effective for dozens of firms in the auto parts distributor industry likely will be good for
almost all companies in that industry. Taking that one step further, many ERP software pro-
viders have designed and implemented ERP software tailored to support all the essential
business processes for specific industries such as retail clothing, consumer packaged goods,
and higher education. The availability of industry-specific ERP solutions provides an
opportunity to improve the speed and likelihood of a successful ERP implementation.
Organizations should be strongly encouraged to adopt such a ready-to-use template for
its business processes. Organizations unwilling to use industry standard practices should
question why their business processes need to be different. If they determine that their
unique practices provide some sort of competitive advantage, then they must accept that
any modifications to industry specific ERP solutions will raise the risk of failure and
lengthen the time to execute a solution.

Avoid Increases in Project Scope
As discussed in Chapter 3, project scope management includes defining the work that must
be done as part of the project and then controlling the work to stay within the scope to
which the team agreed. It is very typical that as an organization implements an ERP sys-
tem, it learns that there is much more that could be done than was included in the origi-
nal project scope. For example, additional modules could be implemented to bring
substantial new business benefits. There is a strong temptation to expand the ERP
project scope to achieve these benefits. However, this will lead to an increase in cost and
duration of the project and delay achievement of the benefits originally identified to jus-
tify the project. If the goal is to complete the project as quickly as possible and to mini-
mize the risk of project failure, potential increases in scope should be rejected. Once the
original project scope is complete and the organization has cut over successfully to the
new ERP system, these new ideas can be further evaluated and implemented if justified.

Plan for Effective Knowledge Transfer
Obviously, employees must be prepared and trained thoroughly to use the ERP software
to accomplish their work in the context of their new or revised role. But this is not enough,
and this is not where the training should start. First, employees need to understand clearly
the rationale of why ERP is being implemented in the first place. This will help moti-
vate them and enable them to understand the importance of a successful ERP
implementation. Employees also need to be given the big picture on the extent of change
and how it will impact them personally in terms of changes in their roles, job perfor-
mance expectations, and interaction with others. This will help them overcome their fear
and resistance to the numerous changes they will experience.

The training should not be considered a one-time event. Over time, employees will need
refresher training to eliminate any problems they are encountering in using the system and
to expose them to new, better ways in response to changes in the system. Some employ-
ees will need further training to provide them with a higher level of competency so that they
can help support others in their work area.
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Test Thoroughly
Most organizations do everything they can to ensure a smooth start-up of their new ERP
system. Key to a smooth start-up is the thorough testing of the ERP hardware and soft-
ware, associated business processes, interfaces to existing systems—even interactions
with the help desk that will provide post-start-up support and troubleshooting.

Key business processes must be tested from start to finish. For example, order process-
ing would be tested with carefully selected orders that encompass all of the various types
of orders the system is expected to process. Each step this process should be executed
and the results checked carefully. These steps might include recording the items pur-
chased and their quantities, verifying that sufficient inventory is available to fill the order,
pricing the order, subtracting any available discounts or promotions, checking that the cus-
tomer’s credit limit is not exceeded, etc. The tests and test data must be set up carefully to
execute a wide range of possible scenarios. Different scenarios should be tested, such as:
a customer places an order for an item no longer in stock, a customer places order but has
insufficient credit available, a customer places an order for an item where more than one
discount or promotion applies, etc. Considerable time is required to plan and prepare the
necessary test data for such thorough testing.

Plan for a High Level of Initial Support
It is wise to anticipate a heavy need for support from the systems integrator and the ERP
software support provider and to contract for a heavy level of coverage during at least the
first three months following implementation. This will ensure that resources are available
to answer questions and address issues in the pressure packed time of initial start-up.

Interestingly, in implementing Oracle ERP, Arizona State University failed to follow
these recommendations for successful ERP implementation and intentionally released only
partially-tested software to users. Read further about this in the Manager Takes Charge spe-
cial feature.
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A M A N A G E R T A K E S C H A R G E

ERP – The Arizona State University Way

In February 2006, William Lewis, Vice Provost and Chief Information Officer of Arizona State
University (ASU) requested approval for funding of the Oracle PeopleSoft Student
Administration and HR/Payroll ERP system. The goal was to “improve service to the com-
munity, improve recruitment of students and staff, minimize costs, and begin to coordi-
nate services across universities to simplify student access to university resources.” The
estimated cost was $23 million, including $6.7 million in staff costs over five years and
$16.3 million in implementation costs over five years. The Student Information System por-
tion of the project was targeted for completion in fall of 2006 with the HR/Payroll portion
of the project to be delivered no later than the end of 2007. The project was a key compo-
nent of ASU’s 10-year plan to increase in size and scope while increasing academic quality.
ASU is already the nation’s fourth largest university and has set a goal to increase enroll-
ment by more than 55 percent for a total enrollment of over 90,000 students. ASU’s vision
is to become “The New American University.” 19

ASU took an unconventional approach to installing its ERP software. They decided
to follow a strategy of strict adherence to planned project milestones and to start-up vari-
ous components of the software on schedule—even if it meant cutting back on planned
testing and that all the glitches and issues were not been identified and resolved. Prob-
lems would be fixed on the fly as they arose. It was anticipated that there would be prob-
lems as workers and students started using a system that wasn’t rock solid, but managing
through the problems was part of the plan. Mr. Adrian Sannier, ASU’s technology officer,
calls this strategy, “‘implement, adapt, grow,’ since it not only relies on the IT depart-
ment to fix any technical glitches, but also requires employees and students to help iden-
tify problems, as well as to adjust to working within the new system.”20

ASU planned to implement the ERP system in a scant 18 months even though other
similar sized institutions had taken over four years. Sannier was willing to spend money
on additional project resources and consultants to fix problems rather than risk missing a
deadline.21

ASU began using the new payroll system on schedule in July 2007, at the beginning
of its fiscal year. Not unexpectedly, there were problems right away. For a variety of rea-
sons, some 3000 employees were underpaid or not paid at all, while other employees were
paid thousands more than they should. To compensate for these problems, the HR depart-
ment was directed to write checks on the spot to any employee with an erroneous
paycheck. Unfortunately, there were so many errors that the check writers could not keep
up with the underpaid employees who overwhelmed the HR offices. In some cases rather
than write a new check, check writers asked hundreds of employees to wait for up to a
week to receive a corrected check.

Over time payroll calculation errors were corrected and timesheet data collection pro-
cedures were smoothed out. The new payroll system error rate is down to around 4 per-
cent, which is lower than the 6 percent error rate of the old payroll system. The final
cost of the project was a total of $30 million, $7 million over the Feb 2006 budget request.22

continued
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Discussion Questions:

1. With the benefit of 20-20 hindsight, how might the problems with payroll checks
been significantly reduced?

2. Do you suspect that there might have been serious problems with the Student
Information System portion of this project as well? Why do you think there
seems to be no documentation of problems in this area?

3. There is mixed reaction to ASU’s implementation approach and its results.
Imagine that you have been hired as a consultant to assess whether or not the
ASU strategy was effective. Identify six people (by role or title) that you would
want to interview. Identify a set of four or five questions you would ask each
interview subject.

4. Would you recommend the ASU approach to other universities? Why or why not?

E R P T R E N D S

There are many interesting trends in the evolution of ERP solutions including the emer-
gence of ERP solutions targeted at SMBs, the availability of ERP as a software service, and
the ready availability of open source ERP software. These trends will now be discussed.

ERP Solutions Targeted for SMBs
The ERP market continues to expand and is expected to grow to $45 billion by 2011, up
from $30 billion in 2006 according to International Data Corporation. Much of this growth
is expected to come as SMBs begin using ERP systems.23 As a result, some of the large, well-
established ERP vendors are creating software for this market. For example, Microsoft
has integrated what were diverse application modules into its Dynamics AX 2009 ERP soft-
ware to enable SMBs to build a single, integrated view of both the financial and supply
chain. The Dynamics AX 2009 user interface is designed to look like Microsoft office thus
reducing the time it takes users to get comfortable with the package. It also comes with
management reporting tools that provide managers with key performance indicator reports
and alert them to any changes in the business requiring action on their part.24

ERP as a Service
The high cost of ERP software licenses has traditionally kept SMBs with small IT budgets
from taking advantage of these powerful applications. Besides the initial software licens-
ing costs, a company also has to consider the huge expense of building and maintaining the
IT infrastructure (hardware, data center, communication network, etc.) needed to sup-
port the application.

The emergence of the software as a service (SaaS) model for the delivery of ERP solu-
tions offers organizations the opportunity to acquire ERP capabilities at a much lower
start-up cost. Under this model, the organization pays a monthly fee for its users to access
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the ERP software (via the Internet) running on the service provider’s hardware. This elimi-
nates the high initial costs associated with software licensing and the building of the pre-
requisite hardware infrastructure. Organizations that offer ERP SaaS solutions include
Aplicor, Intaact, Microsoft, NetSuite, Oracle, Plexus, SAP, and Workday.

In addition to lower start-up costs, the SaaS model is appealing to many organiza-
tions because they believe that SaaS ERP can be implemented with little or no effort. This
can free up IT staff and others to work on other projects. However, it is important to rec-
ognize that there is still considerable work to be done to reap the full benefits of an ERP
implementation—business processes must be redefined and streamlined, interfaces with
existing systems must be designed and executed, databases must be created, users must
be trained, and so forth.

A key concern with an ERP SaaS solution is the security of your firm’s customer,
employee, and financial data residing on another organization’s computers. Another issue
is the potential loss of access should some sort of disaster strike the service provider or if
there is some disruption in Internet service.

Open Source ERP Software
Many SMBs elect to implement open source ERP solutions because of their lower initial
acquisition cost—perhaps several hundred to tens of thousands of dollars. Another attrac-
tive feature of an open source software solution is that because the user has access to the
source code, there is a wide range of resources (including the acquiring organization’s own
IT staff) that can make modifications to the software. Popular open source vendors include
Apache, Compiere, Open for Business and Openbravo, Technology Group International,
xTuple, and WebERP. Compiere claims that there have been more than 1.2 million down-
loads of its software.25 Open source Web-based OpenBravo has been localized for 45 dif-
ferent countries and has been downloaded 600,000 times.26

As with any other open source software, organizations will not get the same level of sup-
port that they would receive from commercial software providers. To combat this, some
open source vendors such as xTuple offer managed services in addition to software to help
users better maintain and upgrade their ERP application. xTuple offers its XTN service at
three levels. The base level provides ongoing maintenance and upgrades. The middle tier
adds automatic nightly updates. The premium tier adds high-end database tuning and
optimization.27

Dan Carter, Inc. Cheese Company (DCI) manufactures, distributes, and sells domes-
tic and imported high quality specialty cheeses, as well as prepared foods. During 2006 and
2007, DCI grew rapidly through the acquisition of G & G Specialty Foods, Green Bay
Cheese Company, Swissrose International, and Advantage Foods International. Recent
annual sales exceeded $500 million. According to DCI’s CFO Tim Preuninger, “We
needed a software system that allowed us to effectively manage our multiple businesses.
As we continue to grow, it’s becoming more critical that we identify and use key informa-
tion to help us quickly and accurate complete our financial reporting needs as well as
achieve operational excellence within our supply chain. We also wanted a user-friendly soft-
ware package that provided flexibility to allow us to tailor it to our needs.”28

Preuninger and his management team selected the open source software package
Enterprise 21 ERP from Technology Group International (TGI). The selection was made in
large part because of TGI’s experience within the cheese industry. The core software
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already met most of DCI’s basic business requirements including support for market-
based pricing, lot control and reporting, production planning, and data extract capabilities.
Also weighing very heavily in DCI’s decision was the fact that the software is open source
so that it is capable of being changed rapidly to meet changing business needs. While the
implementation is not complete at all sites, DCI’s Chief Financial Officer Tim Preuninger
anticipates real benefits. “Once we are fully operational, we expect to achieve substan-
tial operational efficiency improvements through better production planning, less down-
time due to inefficiency and changeover, and better raw material inventory management, all
of which should lower cost and improve customer service. Additionally, we expect to see
our period-end closing process become more efficient, allowing us to close our financial
statements faster and more accurately as well as providing our financial group more time
to drive our business results.”29

This chapter has provided information and numerous examples of how successful
implementation of an ERP system can provide substantial benefits to an organization. It has
also pointed out many of the potential pitfalls associated with ERP implementation and
how to avoid some of the most significant problems.

The checklist in Table 8-7 provides a set of recommended actions for an organization to
take to ensure the success of an ERP implementation. Use this checklist to evaluate if your orga-
nization is ready for implementation. The appropriate answer to each question is “yes.”

TABLE 8-7 A manager’s checklist

Yes No

Is senior management committed to this project and prepared to get
involved to ensure its success?

Have you chosen the right business partners to provide, implement, and sup-
port your organization’s ERP software?

Do you know the level of customization that will be needed to align business
processes to the ERP software?

Are the project and senior management teams determined to contain the
scope of the ERP implementation project to complete the project as quickly
as possible and minimize the risk of project failure?

Are sufficient time and dollars budgeted to ensure effective knowledge
transfer?

Are sufficient time and people budgeted to ensure thorough testing before sys-
tem cutover?

Have you planned for a high level of support following system cutover?

Chapter 8

244



Chapter Summary

● Enterprise Resource Planning (ERP) is a set of core software modules that enable orga-
nizations to share data across the entire enterprise through the use of a common enter-
prise database and management reporting tools.

● In order to address differences in business processes in various industries, ERP ven-
dors offer specially tailored software modules designed to meet the needs of specific
industries.

● Organizations can pick and choose which ERP software modules to install based on busi-
ness needs.

● A customer relationship management system (CRM) is an enterprise system that sup-
ports the processes performed by all the entities involved in creating or increasing the
demand for an organization’s products and services. It is often one of the software mod-
ules offered by an ERP software provider.

● Supply chain management (SCM) involves the planning, executing, monitoring, and con-
trolling of the demand planning, sourcing, manufacturing, logistics, and customer ser-
vice set of business processes. The primary goal of SCM is to lower costs and inventory
levels while still meeting customer requirements for timely delivery of high quality
products.

● An effective ERP system implementation can bring many benefits to an organization
including establishing standardized business processes, lowering the cost of doing busi-
ness, improving the overall customer experience, facilitating consolidation of financial
data, supporting global expansion, and providing a compliant system.

● A number of potential issues are associated with the implementation of ERP systems
including post start-up problems, high costs, lengthy implementation, difficulty in mea-
suring return on investment, and organizational resistance.

● To improve the probability of success of their ERP implementation project, organiza-
tions follow their ERP vendor’s recommended ERP implementation process, assign
employees with previous ERP implementation experience, and frequently hire an expe-
rienced system integrator.

● Given the broad scope, high costs, large number of project stakeholders involved, and
the amount of organizational change required, achieving ERP project success is a very
difficult challenge.

● A set of best practices has emerged that are key to ensuring successful implementa-
tion of an ERP system. These include ensuring senior management commitment and
involvement, choosing the right business partners, assessing the level of software cus-
tomization needed, avoiding increases in project scope, planning for effective knowl-
edge transfer, testing thoroughly, and providing a high level of initial support.

● Rapid growth is expected in the use of ERP systems within SMBs.

● The emergence of the software as a service (SaaS) model for the delivery of ERP solu-
tions provides on-demand delivery of ERP capabilities at a much lower start-up cost.
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However, two key concerns with an ERP SaaS solution are the security of data resid-
ing on another organization’s computers and the potential loss of access should some
sort of disaster strike the service provider or if there is disruption in Internet service.

● Many SMBs are electing to implement open source ERP solutions, which offer lower ini-
tial cost and ease of modification.

Discussion Questions

1. How would you define an ERP system?

2. What are best practices? Are best practices the same for all companies?

3. Imagine that you need to conduct an in-depth assessment of an ERP implementation to
identify what went well and what did not go so well. Prepare a list of 10 questions that would
help you gather this information. Identify the key people (by business title or organiza-
tional role) you need to interview.

4. Identify three major benefits that an institution of higher education would likely gain from the
use of an effective ERP system.

5. Identify and briefly discuss the key factors that often lead to a failed ERP project.

6. How would you distinguish between ERP, CRM, and SCM? Why do some organizations elect
to implement CRM and SCM software applications independent of their ERP software?

7. What are some advantages of having the ERP software provider also fulfill the role of sys-
tem integrator and support provider? What are some disadvantages of this approach? In
general, would you recommend using the ERP software provider to fulfill all three roles? Why
or why not?

8. What options are available if the ERP software under consideration does not support impor-
tant business processes of your organization? Which option do you think is best? Why?

9. Do you think that it is essential for an organization to plan to do some parts of the ERP train-
ing for its employees? If so, which parts? If not, why not?

10. Identify a few advantages associated with the use of open source ERP software. What are
a few disadvantages?

11. Briefly summarize the advantages of implementing ERP in an SaaS environment over a tra-
ditional ERP implementation where the software is purchased and runs on the user organi-
zation’s computers. Can you identify any disadvantages?

12. What questions would you need to have answered by an SaaS vendor in order to feel com-
fortable using their service?

Action Memos

1. You are the CFO of a mid-sized manufacturing firm. As you are walking out the door to go
to lunch, your BlackBerry rings. It is the CEO. She informs you that the presentation to the
Board of Directors on implementing a new ERP system went well; however, they did not
approve the funding for the system. They insist on seeing a stronger justification for spend-
ing the $15 million on the project (this represents nearly 5 percent of the company’s annual
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revenue). The CEO states that the Board did not accept the “everyone else is doing it” jus-
tification she offered. She asks for your help in preparing a strong justification before the
Board meets again in two weeks. In order to build a strong business case for the project, she
wants you to lay out a process and identify the resources that would be required. What do
you say?

2. You are the ERP integration project manager of an ERP implementation project for a small
manufacturing organization. The Director of IT calls you to discuss his interest in enlarging
the scope of the project from implementing two ERP software modules to four. After talk-
ing for 10 minutes about the additional benefits scope expansion will bring, he pauses and
asks for your opinion. On the one hand, such an expansion will mean additional consult-
ing fees for you and your company; on the other hand, you worry about how this might affect
the ultimate success of the project. What do you say?

Web-based Case

Do a search for the article “ ERP, We Did It Again,” which appears in the September 11, 2008 issue
of iWeek. Read this article and comment on Dr. James Robertson’s statement about taking an
engineering approach to ERP projects. How would such an approach affect how an organiza-
tion takes on an ERP project? Identify two other suggestions that are made in this article to
improve the odds of a successful ERP project.

Case Study

Hunter Manufacturing: Successful ERP Implementation

Hunter Manufacturing was founded in 1937 and provided tent and truck heaters for U.S. troops dur-
ing World War II. Today, Hunter designs and manufactures a broad set of solutions to provide shel-
ter, heat, power generation, and chemical, biological, radiological and nuclear (CBRN) protection for
shelters and vehicles for both the military and homeland security markets. It manufactures every
heater in the Army’s M-151 jeep and Hummer vehicles. It also makes a heater based on thermoelec-
tric design that provides 35,000 BTU per hour of clean heated air with no external electricity. The
CBRN filters are the basis for individual and group protection systems for temporary shelters, perma-
nent structures, military vehicles, and Navy ships. Hunter has adapted its CBRN filtration systems to
meet the needs of the homeland security market for use in emergency response shelters and com-
mand centers, emergency response vehicles, and HVAC systems for buildings. In 2002, Hunter pur-
chased the Camfire line of portable heating equipment to provide temporary heating equipment for
a variety of non-military applications.

Following the events of September 11, there was a great increase in demand for the firm’s
products. To meet this increased demand, Hunter made two key acquisitions. First, it purchased
the supplier that made the tents to house its heaters. Then it acquired the company that pro-
vided the power generation and air conditioning equipment for its shelter and tent applications.
Following these acquisitions, Hunter’s annual revenue increased to $170 million. Hunter now
employs approximately 500 workers at two plants in Ohio and has a research & development lab
in Edgewood, Maryland.30

Hunter’s legacy information system was old and inflexible. It was also highly unreliable and
crashed frequently—sometimes twice a week. Clearly this was not acceptable and the system
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needed to be replaced. Hunter’s management team developed a set of critical requirements for
a new ERP solution.

With a well-defined set of system requirements, Hunter’s management team next looked at
several potential ERP software solutions. Eventually SAP was selected. Hunter’s CFO Steve
Demko recalls, “We had the usual perceptions of SAP software: too big, too complex, and too
expensive. So we looked at some smaller systems, but they just didn’t stack up.”31

The scope of business encompassed by the ERP system included purchasing, inventory,
order entry, delivery processes, product configuration at the point of order entry, spare parts track-
ing, real-time reporting, profitability analysis, and postings for payment receipts and billing
purposes.32 However, Hunter Manufacturing was able to implement a preconfigured template of
SAP that met 85 to 90 percent of its requirements in just four months.

Discussion Questions

1. Indicate “Yes” for each requirement listed in Table 8-8 that you feel was essential in the selec-
tion of an ERP system for Hunter Manufacturing. Provide a brief rationale for selecting or
rejecting each requirement.

TABLE 8-8 Potential ERP system requirements for Hunter Manufacturing

Requirement Yes/No? Rationale

Support rapid business growth.

Provide a common business solution across multiple and diverse
product lines.

Facilitate a rapid and smooth integration of multiple business units.

Streamline and standardize the firm’s business processes.

Enable the consolidation of financial statements.

Improve data and system security over existing legacy system.

Provide a secure and fully complaint system.

Support global expansion.

Provide support for industry best practices.

Avoid increases in staff even as the size of the business grows.

Integrate operational data across all departments.

2. Briefly outline a process that the management team could have followed to evaluate sev-
eral ERP solutions objectively and overcome their original misgivings about SAP.

3. What role might industry consultants or third party ERP implementation experts have played
in this successful project?

4. What role could Hunter Manufacturing management have taken to minimize organizational
resistance?
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C H A P T E R 9
BUSINESS
INTELLIGENCE

T H E V A L U E O F D A T A M I N I N G

“Data mining tools are very good for classification purposes, for trying to understand why
one group of people is different from another. What makes some people good credit risks
or bad credit risks? What makes people Republicans or Democrats? To do that kind of
task, I can’t think of anything better than data mining techniques... Another question that’s
really important isn’t which bucket people fall into, but when will things occur? How long
will it be until this prospect becomes a customer? How long until this customer makes
the next purchase?... Data mining is good at saying will it happen or not, but it’s not par-
ticularly good at saying when things will happen.”

—Peter Fader, in a conversation with Allan Alter, “Business More Intelligently”, CIO
Insight, June 2007.

P A P A G I N O ’ S I L L U S T R A T E S W H Y
M A N A G E R S M U S T U N D E R S T A N D B U S I N E S S
I N T E L L I G E N C E

Papa Gino’s started in 1961 as a single East Boston pizza shop called Piece O’Pizza, which provided a family

atmosphere and authentic Italian food. The owners, Michael and Helen Valerio, changed the name to Papa

Gino’s in 1968 and began expanding throughout the Boston area. In 1991, the Valerio’s sold the company to

a group of private investors. In 1997, Papa Gino’s Holdings Corporation, the parent company of Papa Gino’s,

acquired D’Angelo, a chain of sandwich shops.Today you can get appetizers, subs, salads, Italian specialties,

and of course, pizza at 170 corporately-owned Papa Gino’s Restaurants. Sandwiches, salads, wraps, and

soups are available at 200 D’Angelo sandwich shops throughout New England.1



Papa Gino’s management understood the importance of business intelligence (BI)—a broad set of

software solutions that enables an organization to gain a better understanding of its critical operations

through improved analytical tools and reporting capabilities. As Papa Gino’s continued to grow, it

recognized an opportunity to use BI to analyze data from its point-of-sale and general ledger systems to

gain an in-depth understanding of its operations and customers and to enhance management decision

making across its 370 restaurants. In addition, management needed reports on key performance metrics

to enable decisive action by the individuals responsible for restaurant operations. Decision makers also

needed to be able to spot and analyze key trends and take advantage of them to improve customer

service and increase profitability.2

“The success of Papa Gino’s and D’Angelo hinges on our commitment to providing high-quality

products, attentive service, and a premium dining experience for every guest.We needed a performance

management solution that could help us build on that success—optimizing our infrastructure and

supporting our future growth in current markets,” according to Louis Psallidas, senior vice-president of

finance and chief financial officer.3

The firm began evaluating business intelligence tools in 2006. In early 2007, it chose the Cognos 8

product line and began installing the software. By late 2007, Papa Gino’s was using BI tools to analyze

customer delivery data. This area of the business was chosen for the initial BI application because

roughly one-third of Papa Gino’s business comes from customers placing home-delivery orders.

According to CIO and vice-president of IT, Paul Valle, “Delivery is a key piece of our business, so

anything we can do to monitor and measure and improve a third of our business is a huge thing to us.”4

At each Papa Gino’s restaurant, data from a point-of-sale system records what time an individual

order was received, when the customer was promised delivery, when the employee making the delivery

left the store, and when he or she returned. Before BI tools became available, that information was kept
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in spreadsheets and was difficult to analyze. Now Papa Gino’s managers use BI tools to analyze that

delivery data to improve delivery-time estimates. The goal is to enable order takers to accurately set

customers’ delivery expectations and possibly learn how to speed up deliveries. Papa Gino’s store

managers are also using BI to develop more accurate customer demand forecasts so they can get a

better idea of how much product they need to order and how many workers they must schedule. The

results of all this BI analysis are happier customers, reduced inventories of raw materials, and overall

lower costs.5

L E A R N I N G O B J E C T I V E S

As you read this chapter, ask yourself:

● What is business intelligence and how can it be used to improve the
operations and results of an organization?

● What are some of the basic business intelligence tools and how are
they used?

This chapter continues with a definition of business intelligence, and then discusses
how data warehouses and data marts support business intelligence. It also outlines and pro-
vides examples of the use of several business intelligence tools, and covers an increas-
ingly important application of business intelligence called business performance
management.

W H A T I S B U S I N E S S I N T E L L I G E N C E ?

Business intelligence (BI) includes a wide range of applications, practices, and technolo-
gies for the extraction, translation, integration, analysis, and presentation of data to sup-
port improved decision making. The data used in BI is often pulled from multiple databases
and may be internally or externally generated. Many organizations use this data to build a
large collection of data called a data warehouse, or data mart, for use in BI applications.
Users, including employees, customers, suppliers, and business partners, can access the
data and BI applications via the Web, Internet, organizational intranets—even via mobile
devices such as smart phones.
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Organizations often employ BI to make predictions about future conditions and then
make adjustments in staffing, purchasing, financing, and other operational areas to bet-
ter meet forecasted needs. For example, the Federal Transportation Security Administration
(TSA) implemented a BI system it dubs Performance Information Management System
(PIMS) to manage more effectively and schedule its workers. It estimates that it reduced
staffing and overtime costs by $100 million over a two-year period. PIMS gathers, ana-
lyzes, and summarizes passenger and baggage screening data to report operational perfor-
mance metrics such as passenger wait times at checkpoints and the types and amount of
unauthorized items collected from passengers during screening. PIMS also collects and
reports payroll data, TSA staff utilization, and passenger complaints and compliments.
The tool can even be used to analyze detailed data related to individual checkpoints at an
airport. All of this analysis enables TSA to fine tune its staffing plans to minimize pay-
roll costs while still meeting air travelers’ expectations for a smooth check-in and safe air
travel.6

Often the data analyzed by BI software comes from the vast amount of operational infor-
mation captured by a company’s ERP systems. Velsicol Chemical Corp, with world head-
quarters in Chicago, produces and sells adhesives, paint and coating products, flexible vinyl,
food additives, and plasticizer solutions used in products as diverse as children’s toys and
personal care products. Velsicol adopted Information Builders’ WebFocus for its BI soft-
ware because it needed a program that would work seamlessly with its existing SAP ERP
system. WebFocus provides reporting capabilities to support decision making by workers in
distribution, finance, human resources, materials management, plant maintenance, pro-
duction planning, quality management, and sales.7 “We favored WebFocus because it works
well with the SAP environment and has comprehensive security, data access, and drill-
down and parameterized-reporting capabilities,” according to Lee Goodrich, senior busi-
ness systems analyst at Velsicol.8

Organizations must be extremely careful to protect the data they use in their BI
applications. Petrobras is a Brazilian energy company with headquarters in Rio de Janeiro.
It employs over 68,000 people, produces more than two million barrels of oil per day and
is a major distributor of oil products. Recent annual revenue exceeded $101 billion. In
what authorities are calling a case of industrial espionage, Petrobras had four laptops and
two hard drives stolen in 2008. They contained secret and important information about a
huge new oil ocean reservoir that in the next few years could produce up to eight billion bar-
rels of oil.9 (Organizations increasingly are prohibiting or at least limiting the amount and
kinds of critical data that is stored on laptops to prevent just such a problem.)

The most widely used BI software comes from SAP, IBM, Oracle, and Microsoft. In 2007,
three of these vendors each acquired a major BI player. Oracle acquired Hyperion; SAP
acquired Business Objects; and IBM acquired Cognos. Vendors such as JasperSoft and
Pentaho also provide open source business intelligence software, which is appealing to some
organizations. Delta Dental, Lifetime Networks, Monsanto, Orbitz, and Sun Microsystems all
have adopted Pentaho’s open source software because they think it will help them to achieve
their business goals more quickly and at a lower cost.10

BI tools frequently operate on data stored in a data warehouse or data mart. The next
section will provide an overview of the concept of a data warehouse/data mart.
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Data Warehouse/Data Marts
A data warehouse is a database that stores large amounts of historical data in a form that
readily supports analysis and management decision making. Data warehouses frequently hold
a huge amount of data—often containing five years or more of data. Wal-Mart built a data
warehouse that contains some 2.5 petabytes (2.5 million gigabytes) worth of sales data gen-
erated from 800 million business transactions created each day. Wal-Mart uses the data
warehouse and BI to determine the ideal mix of products to stock in each store, figure out how
to stock product in shelves so as to maximize sales, and perform profit analysis relating to
markdowns.11 Other organizations with extremely large data warehouses include eBay
(5 petabytes), Bank of America (1.5 petabytes), and Dell Inc. (1 petabyte).12

The data in a data warehouse typically comes from numerous operational systems and
external data sources. An extract-transform-load (ETL) process is used to pull data from
these disparate data sources to populate and maintain the data warehouse (Figure 9-1). An
effective ETL process is essential to ensure data warehouse success.

The extract step in the ETL process is designed to access the various sources of data
and pull from each source the data desired to update the data warehouse. For example, the
extract process may be designed to pull only a certain subset of orders from the Orders
database—say for orders that were shipped only after a certain date. During the extract step,
the data is also screened for unwanted or erroneous values; data that fails to pass the edits
is rejected. For example, the extract process may be designed to reject all shipped orders
that are under a certain dollar value or that are shipped to certain geographical locations.

In the transform step in the ETL process, the data that will be used to update the data
warehouse is edited and, if necessary, converted to a compatible format. For example, the
store identifier present in a detailed transaction record (e.g., Home Depot on Glenway
Avenue, Cincinnati, Ohio) may be converted to a less specific identifier that enables a use-
ful aggregation of the data (e.g., Home Depot, Midwest Sales Region). Because the data
comes from many sources (e.g., Access databases, Oracle databases, Excel spreadsheets, etc.),
it often must be transformed into a format that can be handled easily in the load step.

The load step in the ETL process updates the existing data warehouse with the data
that have passed through the extract and transform steps. This creates a new, updated ver-
sion of the data warehouse.

The ETL process is run as frequently as necessary to meet the needs of the decision
makers who use the data warehouse. Every organization must balance the cost and time
required to update the data warehouse with the need for current data. Many companies
update their data warehouse on a monthly or weekly basis; some execute the ETL pro-
cess daily.

The Internal Revenue Service built a 150 terabyte Compliance Data Warehouse (CDW)
that stores all tax returns and related information from the past 10 years. The IRS has
about 500 researchers who use it to identify trends, flag those groups of taxpayers most
likely to fall behind on their payments, and conduct simulations to analyze proposed tax
changes. The CDW has even enabled IRS investigators to identify areas where tax cheat-
ing is prevalent such as tax shelters for small businesses and the Earned Income Tax
Credit. When the CDW was first created in 1998, it required up to eight weeks to load a
single year’s worth of tax returns. Today, thanks to vast improvements in computer hard-
ware and software, it takes only about four hours.13
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A data mart is a smaller version of a data warehouse—scaled down to meet the spe-
cific needs of a business unit. Some organizations have multiple data marts, each designed
to meet the needs of a different organizational business unit. Data marts are sometimes
designed from scratch as a complete, individual, miniature data warehouse. Sometimes the
data mart is simply created by extracting, transforming, and loading a portion of the data
in a data warehouse.

Business Intelligence Tools
This section will introduce and provide examples of many BI tools including spreadsheets,
reporting and querying tools, online analytical processing, drill-down analysis, data min-
ing, and reality mining.

Extract

Transform

Load

Data
Warehouse

DatabasesSpreadsheets

Multiple Data Sources

FIGURE 9-1 The creation and use of a data warehouse
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Spreadsheets

Business managers often import data into a spreadsheet program, which then can per-
form operations on the data based on formulas created by the end user. Spreadsheets are
also used to create useful reports and graphs based on that data. End users can even
employ tools such as the Excel scenario manager to perform “what if” analysis to evalu-
ate various alternatives or Excel Solver to find the optimal solution to a problem with
multiple constraints (e.g., determine a production plan that will maximize profit subject
to certain limitations on raw materials).

Indiana Botanic Gardens is the world’s largest mail-order seller of herbs. The firm uses
software from Taurus Software to extract business data and translate it into a form that can
be exported into Excel to create charts and reports to aid decision making. The
Fulfillment/Inventory Manager was able to utilize the software to pull data into an Excel
spreadsheet, which she used to compare various shipping methods (e.g., overnight, regu-
lar, air, and truck) to determine the impact of a shipping rate increase. Without the tools,
she would have had to make a formal request for assistance from the IT department and wait
perhaps weeks to get the results.14

Reporting and Querying Tools

Most organizations have invested in some reporting tools to help their employees get the
data they need to solve a problem or identify an opportunity. Reporting and querying tools
can present that data in an easy to understand fashion—via formatted data, graphs, and
charts. Many of the reporting and querying tools enable end users to make their own data
requests and format the results without the need for additional help from the IT
organization.

PepsiCo is a global leader in convenience foods and beverages with recent annual rev-
enue in excess of $25 billion and more than 142,000 employees. PepsiCo’s Frito-Lay divi-
sion implemented reporting and querying tools from Business Objects and deployed
them to some 3000 users. They use these tools to analyze spending patterns and identify
cost-savings opportunities, such as reducing the number of suppliers for basic raw mate-
rials and office supplies. The division has also used the tools to “provide vendors with an
itemized statement that details each bill of lading, invoice number, the amount of each
check, and grand total, via an extranet.”15

Online Analytical Processing (OLAP)

Online analytical processing (OLAP) is a method to analyze multidimensional data from many
different perspectives. It enables users to identify issues and opportunities as well as per-
form trend analysis. Databases built to support OLAP processing consist of data cubes that con-
tain numeric facts called measures, which are categorized by dimensions such as time and
geography. A simple example would be a data cube that contains the unit sales of a specific prod-
uct as a measure. This value would be displayed along the metric dimension axis shown in
Figure 9-2. The time dimension might be a specific day (e.g., September 30, 2012) while the
geography dimension might define a specific store (e.g., Krogers in the Cincinnati, Ohio com-
munity of Hyde Park). Figure 9-2 depicts a simple three-dimensional data cube.
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The key to the quick responsiveness of OLAP processing is the pre-aggregation of
detailed data into useful summaries of data in anticipation of questions that might be raised.
For example, data cubes can be built to summarize unit sales of a specific item on a spe-
cific day for a specific store. In addition, the detailed store level data may be summarized to
create data cubes that show unit sales for a specific item, on a specific day for all stores
within each major market (e.g., Boston, New York, Phoenix, etc.), for all stores within the
United States, or for all stores within North America. In a similar fashion, data cubes can
be built in anticipation of queries seeking information on unit sales on a given day, week,
month, or fiscal quarter.

It is important to note that if the data within a data cube has been summarized at a
given level, for example, unit sales by day by store, it is not possible to use that data cube
to answer questions at a more detailed level, such as what were the unit sales of this item
by hour on a given day.

Data cubes need not be restricted to just three dimensions. Indeed, most OLAP sys-
tems can build data cubes with many more dimensions. In the business world, we con-
struct data cubes with many dimensions but usually look at just three at a time. For
example, a consumer packaged goods manufacturer might build a multidimensional data
cube with information about unit sales, shelf space, unit price, promotion price, level of
newspaper advertising—all for a specific product, on a specific date, in a specific store.

In the retail industry, OLAP is used to help firms to predict better customer demand
and maximize sales. For example, each week over 13 million customers visit one of Lowe’s
14,000 stores, each of which carries more than 40,000 items. Point-of-sale scanners col-
lect tens of millions of customer sales transactions each week.16 Information about each
item purchased is summarized into a data cube that depicts the sales of a specific item, on
a specific day, for a specific store. Lowe’s uses OLAP to track sales in order to forecast the
right level of inventory to meet future customer demand. The amount of data and trans-
action processing power required is so great that Lowe’s OLAP operation runs on some
3000 servers.17

Time Dimension

Geography Dimension

Metric Dimension

FIGURE 9-2 A simple three-dimensional data cube
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Drill-Down Analysis

The small things in plans and schemes that don’t go as expected can frequently cause seri-
ous problems later on—the devil is in the details! Drill-down analysis is a powerful tool that
enables decision makers to gain insight into the details of business data to better under-
stand why something happened.

Drill-down analysis involves the interactive examination of high level, summary data
in increasing detail to gain insight into certain elements—sort of like slowly peeling off the
layers of an onion to reach the core. For example, in reviewing the worldwide sales for the
past quarter, the sales vice-president might want to drill down to view the sales for each
country. Further drilling could be done to view the sales for a specific country (say
Germany) for the quarter. A third level of drill-down could be done to see the sales for a
specific country for a specific month of the quarter (e.g., Germany for the month of
September). A fourth level of drill-down could be accomplished by looking at the sales by
product line for a particular country by month (e.g., each product line sold in Germany for
the month of September).

The Federal Election Commission (FEC) is responsible for administering U.S. elec-
tion laws regarding campaign funding. The laws cover set limits and define rules regard-
ing donations by individuals, political action committees, and campaign groups. The FEC
developed a set of database tools that enables it to click on a map of the United States to drill
down into campaign contributions by state, zip code, or candidate name. The tools are also
available for use by the public so that any citizen can learn who is funding presidential
campaigns.18

Texas Assessment of Knowledge and Skills (TAKS) exams are taken each year by Texas
public school students in grades 3 through 11. These tests assess the level of improve-
ment for each school district by grade and subject. The test result data is combined with
neighborhood and school district community demographic data. Specially designed drill
down analysis tools are used to examine the data at a region, school district, or individual
school level. The overall goal is to evaluate and plan instruction for the upcoming school
years. Often the data is used to answer specific questions such as:

● Which districts in the state (or a region) have performance levels above the
state average for a specific subject?

● How do the median household income levels and performance results within
one district compare to another district?

● Which districts or schools are exhibiting steady improvement? Which are
declining?

Data Mining

Data mining is a BI tool used to explore large amounts of data for hidden patterns to pre-
dict future trends and behaviors for use in decision making. Used appropriately, data min-
ing tools enable organizations to make predictions about what will happen so that managers
can be proactive in capitalizing on opportunities or avoiding potential problems.

Among the three most commonly used data mining techniques are association analy-
sis (a specialized set of algorithms sorts through data and forms statistical rules about rela-
tionships among the items), neural computing (historical data is examined for patterns that
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are then used to make predictions), and case-based reasoning (historical if-then-else cases
are used to recognize patterns).

The process of data mining consists of three primary processes: data repository cre-
ation, pattern recognition, and deployment. Data repository creation begins with an ETL
process to create an appropriate set of data to support the data mining technique to be
used. Pattern recognition involves trying various models and selecting the best one based
on its ability to explain the variability in the existing data. Deployment of the model
involves use of the model selected to generate estimates of the outcome based on new data.

Here are a few common examples of data mining:

● Based on past responses to promotional mailings, identify those consumers
most likely to take advantage of future mailings.

● Examine retail sales data to identify seemingly unrelated products that are fre-
quently purchased together.

● Monitor credit card transactions to identify likely fraudulent requests for
authorization.

● Use hotel booking data to adjust room rates so as to maximize revenue.
● Analyze demographic data and behavior data about potential customers to

identify those who would be the most profitable customers to recruit.
● Study demographic data and the characteristics of an organization’s most valu-

able employees to help focus future recruiting efforts.
● Recognize how changes in an individual’s DNA sequence affect the risk of devel-

oping common diseases such as Alzheimer’s or cancer.

The doctors with HMO Sentara Health System suspected they had a fundamental health
care delivery problem—nearly 12 percent of their pneumonia patients died and many
pneumonia patients required a hospital stay of two weeks or longer. The HMO’s quality
improvement team used data mining techniques to analyze claims data in a data mart.
The analysis revealed that, surprisingly, doctors were ordering multiple sputum cultures
for patients. Upon further investigation, it was uncovered that there was such a signifi-
cant delay in getting test results back from the lab that doctors were ordering second and
third cultures because they were concerned that the first culture had been lost. The health
of the pneumonia patients deteriorated while doctors waited for the lab results. The qual-
ity improvement team implemented a streamlined process that dropped the lab turn-
around time to just two hours. The result was that the mortality rate fell to 9 percent
(significantly lower than the national average of 14 percent) and the average hospital stay
was reduced to one week.19

Cablecom, a Swiss telecom company uses data mining and online surveys to identify
those customers at high risk of moving to a competing firm. The data mining software ana-
lyzes customer problem ticket data such as the average duration of each customer’s tick-
ets and number of tickets the customer generated in the last month. In addition, Cablecom
offers customers a satisfaction survey in the seventh month of service (previous research
shows customer dissatisfaction often begins around the ninth month of service). Com-
bining the results of its data mining efforts with the results of the surveys provides Cable-
com with an accurate picture of customers at risk. The firm can then elect to take a
number of various actions in an attempt to retain the customer.20
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There are numerous privacy concerns associated with data mining, especially concern-
ing the source of the data and the manner in which the data is gathered. The National
Security Agency (NSA) initiated a massive data mining program following the 9/11 attacks.
The White House asked the major telephone carriers for their assistance in providing call
detail records on U.S. phone numbers found in captured al Qaeda laptops and cell
phones. It was hoped that useful patterns would emerge and future terrorist plots could be
thwarted. The government bypassed established legal procedures to collect this data for the
sake of speeding up the process. Many of the carriers went along with the expedited
process. As time went by, the request for call records expanded to two or three calls removed
from the original requests with the number of records involved in the millions. Eventu-
ally, the NSA also gained access to wire transfers, bank transactions, and other personal
financial data.21 There are many disturbing and, as yet, unanswered questions about the
means used by the government to gather this data and the volume of data gathered.

Reality Mining

Reality mining is the study of human interaction based on data gathered from mobile
phones and other portable communicating devices.22 For example, each time we use our cell
phone, we leave behind bits of information—our location, number called, and the length
of call.

Inrix is a small company that uses GPS-enabled mobile phones and tracking devices
installed on nearly one million commercial vehicles in 129 cities to gather real-time traf-
fic congestion data. The data is used to provide live traffic information to vehicle naviga-
tion devices made by Garmin and TomTom.

Researchers are exploring the use of reality mining for many other applications:23

● By analyzing where and with whom people spend their time, scientists can
improve computational models of how communicable diseases spread.

● Speech analysis software running on the cell phone can look for changes in
the user’s speech pattern that could be an early indicator of a health problem.
For example, depressed people frequently speak more slowly.

● All cell phones have built-in microphones that can be used to analyze your tone
of voice, how long you talk, and how often you interrupt people. These pat-
terns can tell what roles people play in groups, for example, if they are a leader
or a follower.

B U S I N E S S P E R F O R M A N C E M A N A G E M E N T

Business performance management (BPM) is an application of BI that enables the
continuous and real-time analysis of operational data to measure actual performance and
forecast future performance. BPM creates improved feedback loops for the critical pro-
cesses of the organization so that problems can be identified and eliminated before they
become serious. BPM also can be used to model work processes and predict future per-
formance under various what-if scenarios. This enables business managers and analysts to
modify existing work processes to better achieve organizational goals.

This section will discuss and provide examples of the use of the Balanced Scorecard
and the dashboard—two commonly used BPM tools. Next, various types of BPM software will
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be discussed including monitoring software, workflow designer software, and reporting and
insight software. Also some of the BPM software vendors will be identified. Finally, a gen-
eral process to apply BPM to improve a business process will be discussed.

Balanced Scorecard
The Balanced Scorecard is a performance management tool used to track performance over
time, communicate and drive organizational strategy, identify strategic initiatives, and
conduct periodic performance reviews to assess if goals are being met. It was introduced by
Robert Kaplan and David Norton in the early 1990s as a means of translating an organiza-
tion’s vision and strategy into implementation activities working from four
perspectives—financial, customer, business process, and learning and growth.24

● Financial—This perspective defines the long-term strategic objectives of the
organization in traditional financial terms using measures such as revenue
growth, costs, profit margins, cash flow, and net operating income.

● Customer—This perspective identifies what must be done from the customer’s
perspective in order to meet organizational objectives using measures such as per-
cent of on-time deliveries; value of customer claims for over, short, and dam-
aged shipments; and customer retention rate.

● Business Process—This perspective defines those internal business processes
that indicate how well the business is running and whether its products and ser-
vices are meeting customer requirements. These metrics must be designed
carefully by those that know and are most involved in these processes. They
might include such measures as number of process bottlenecks and degree of
process automation.

● Learning and Growth—This perspective describes the employee training and
corporate cultural attitudes required for both individual and corporate self-
improvement. Measures might include number of training opportunities taken
by employees, number of mentors and tutors available, and employee
turnover.

For each perspective on the balanced scorecard, four things are defined and monitored:
objectives, measures, targets, and initiatives undertaken to meet the object. As dis-
cussed in Chapter 2, measures are metrics that track progress in executing chosen strate-
gies to attain organizational objectives and goals. These metrics are also called key
performance indicators (KPIs) and consist of a direction, measure, target, and time frame.
To enable comparisons over different time periods it is also important to define the KPIs
and to use the same definition from year to year. Over time, some existing KPIs may be
dropped and new ones added as the organization changes its objectives and goals. Obvi-
ously, just as different organizations have different goals, various organizations will have dif-
ferent KPIs. Here are a few examples of well defined KPIs.

● For a university—increase (direction) the five year graduation rate for incom-
ing freshman (measure) to at least 80 percent (target) starting with the gradu-
ating class of 2014 (time frame).

● For a customer service department—increase (direction) the number of cus-
tomer phone calls answered within the first four rings (measure) to at least
90 percent (target) within the next three months (timeframe).
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● For an HR organization—reduce (direction) the number of voluntary resigna-
tions and terminations for performance (measure) to six percent or less (tar-
get) for the 2011 fiscal year and subsequent years (time frame).

Effective use of a Balanced Scorecard can provide the following benefits: greater cus-
tomer satisfaction, improved financial results, more effective information systems and
business processes, and more motivated and better educated employees.

The mission of the Illinois Department of Transportation (IDOT) is to provide safe, cost-
effective transportation in ways that enhance quality of life, promote economic prosper-
ity, and demonstrate respect for our environment. A KPI linked to the public safety portion
of its mission relates to the number of motor vehicle fatalities per 100 million vehicles
driven in the state. This number has decreased from a high of 2.4 in 1987 to a low of 1.18
in 2006—below the national average of 1.46.25

A key idea behind the Balanced Scorecard is that financial measures tend to be lag mea-
sures, which are difficult to influence directly without addressing issues in the other three
perspectives (indicated by the arrows between the various perspectives depicted in
Figure 9-3). Customer, business, and learning and growth measures are considered lead-
ing indicators of future financial results. If customers are not satisfied, they eventually will
find other suppliers that will meet their needs resulting in an eventual negative financial
impact on the firm. If business processes are not effective and efficient, it will put the orga-
nization at a distinct disadvantage relative to competitors. If learning and growth mea-
sures are not met, the employees will become less skilled and dissatisfied.

Vision, Mission,
Objectives,
Goals, &

Strategies

Internal business
processes

Customer

Financial

Learning and growth

FIGURE 9-3 Balanced Scorecard template
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Dashboards
Digital dashboards present a set of key performance indicators about the state of a process
at a specific point in time. The ability to have rapid access to information, in an easy-to-
interpret and concise manner, helps organizations run more effectively and efficiently.

A wide range of options for displaying results in a dashboard include maps, gauges, bar
charts, trend lines, scatter diagrams, and other representations as shown in Figures 9-4 and
9-5. Often items are color coded (e.g., red = problem; yellow = warning; and green = OK)
so that users can see at a glance where attention is needed. Many dashboards are designed
in such a manner that users can click on a section of the chart displaying data in one for-
mat and drill down into the data to gain insight into more specific areas. For example,
Figure 9-5 represents the results of drilling down on the sales region of Figure 9-4.

Dashboards provide users at every level of the organization the information they need
to make improved decisions. Operational dashboards can be designed to draw data in real
time from various sources including corporate databases and spreadsheets, so decision
makers can make use of up-to-the-minute data.

Welch’s is a marketer of over 400 grape-based consumer products including grape juice,
jams, jelly, preserves, and other fruit-based products. These products are broadly distrib-
uted throughout the U.S. and more than 50 countries worldwide. The firm contracts with
many different freight carriers to make some 50,000 customer shipments each year.
Welch’s logistics managers implemented a BI system to better manage its multi-million dol-
lar transportation expenses. Each night logistics data is loaded into the BI system from the
firm’s ERP system and freight audit and payment system. The data includes customer

FIGURE 9-4 Sample summary dashboard
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orders and freight carriers’ bills of lading that provide details for each shipment including
origin, destination, product weight, and product shipping cost. Overnight the data is pro-
cessed, reports are produced, and dashboards refreshed with the latest data. One dash-
board presents summary data in the form of a map that shows freight movements and
associated costs. Managers can study the map to identify potential cost savings opportuni-
ties and make changes where warranted.26

BPM Software
There is a wide range of software available to support organizations in their BPM efforts
including BPM efficiency monitoring BPM software, workflow designer software, and report-
ing and insight BPM software.

Process efficiency monitoring BPM software provides built-in application program-
ming interfaces to connect with each of the systems that a company uses to support a par-
ticular process and then monitors the process to identify bottlenecks and inefficiencies.
Once problems are uncovered, it is up to the organization to implement the necessary pro-
cess changes.

AIC is Canada’s largest privately held mutual fund company with roughly $12 billion
U.S. in assets under management. The firm used BPM monitoring software to identify the
need to speed up its process for updating clients’ accounts whenever a transaction occurs.
Now instead of waiting for an overnight batch processing job to update clients’ accounts, a
Web service updates the accounts in real time so that current information is always
available.27

FIGURE 9-5 Sample drill-down results for one sales region
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Workflow designer BPM software enables business managers and analysts to design
a business process complete with all of the associated forms, business rules, role defini-
tions, and integration to other systems involved in the process. For example, such soft-
ware could help people design an efficient and effective invoice-payment process that
includes the business rule that no invoice is paid without a visual comparison to the origi-
nal purchase order and receiving report in order to detect possible discrepancies. Work-
flow designer BPM software typically employs an intuitive, easy-to-use graphical user
interface for the business users to apply to design the process. Such software facilitates rapid
process changes for greater agility.

Wyeth is a global manufacturer of prescription pharmaceuticals, non-prescription con-
sumer health care products, and pharmaceuticals for animal health. Its products are sold
in more than 145 countries, and its worldwide resources include 47,500 employees with
manufacturing facilities on four continents.28 For a company like Wyeth, research and
development to find new drugs that will lead to patents and profits is critical to its future
growth and success. Wyeth is using BPM software on a number of projects in the research
and development arena to define and improve business processes with the goal of improv-
ing the collaboration and innovation among its various geographic and organizational units.
One of Wyeth’s BPM initiatives is directed at improving the process for creating the medi-
cal labeling documents that the FDA requires to be placed inside each bottle or package.
The document includes a molecular diagram that shows the composition of the medicine,
explains any restrictions on its use, and outlines all known drug interactions. 29

Reporting and insight BPM software gather data from a business process and pro-
vide reports and dashboards to create actionable information. This software provides a wide
range of BI capabilities such as trend analysis and drill-down analysis for users to gain com-
plete visibility across all of an organization’s business processes. Real-time event manage-
ment and Business Activity Monitoring (BAM) capabilities ensure that users can identify and
manage the highest priority items quickly.

Pitt Ohio Express, a Pittsburgh-based freight carrier with 21 freight terminals serving
the Midwest and Mid-Atlantic region, delivers over 10,000 shipments daily with an admi-
rable 97 percent on-time delivery rate. Gross revenue has exceeded $200 million since
2003.30 The firm uses BPM reporting and insight software to provide a series of reports and
charts to gain full visibility into its business operations. Users can request a report for any
customer depicting monthly sales totals, year-over-year revenues, tonnage, shipments, and
on-time percentage. The software can also produce “trigger reports” that show a sales
representative’s complete book of business and are color coded to show at a glance which
customer performance parameters are above, within, or below a target value.31

Some of the leading BPM software vendors include BEA Systems (acquired by Oracle),
Cognos (acquired by IBM), Metasystems, Pegasystems, Software AG, and Tibco. Most of
these vendors provide all the types of BPM software mentioned previously.

Employing the BPM Process
BI is often used to augment the traditional four-step Plan-Do-Check-Act problem solving
process as outlined below.

● Plan—In the Plan step, the problem-solving team selects the problem to be
analyzed, clearly defines the problem, sets a measurable goal for the
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problem-solving effort, and gathers further data related to the problem. BI can
be used to gather basic data about the operations of the organization from
various sources. BI applications access this data to provide standard opera-
tional and managerial “report cards” on the current state of the business.
End users of the report cards identify exceptions that represent unusual per-
formance situations that need attention.

● Do—In the Do step, the problem-solving team establishes criteria for select-
ing a solution, generates solution alternatives, selects a solution, and plans how
to implement the solution. BI tools can analyze the data to identify the root
causes behind the identified exceptions. BI can also be used to develop a model
to simulate the impact of different solution alternatives.

● Check—In the Check step, data is gathered to see if the implemented solu-
tion has solved the problem and achieved the desired goal set in the Plan step.
If the solution is not acceptable, then the team goes back to the Plan step. If
the solution was successful, then the team proceeds to the Act step. BI can be
used to gather additional data to evaluate the effectiveness of the recom-
mended actions.

● Act—In the Act step, the problem-solving team identifies systemic changes and
training needs to ensure a full, successful implementation of the solution. The
solution continues to be monitored to ensure that it remains effective. Just as
in the Plan step, BI can be used to gather basic data about the operations
of the organization from various sources, provide reports, and enable users to
identify exceptions that represent unusual performance situations that need
attention.

Lowe’s is a big believer in the use of BI, and it used the process outlined above to improve
its cash flow by more than $30 million per year. Lowe’s generates some 170,000 reports per
week for its employees and managers at roughly 1000 of its suppliers. Lowe’s uses opera-
tional data and BI tools to identify improvement opportunities at each of its 1500 stores—
from failing to collect delivery fees to analyzing the effectiveness of the more than 4000 quan-
tity discount programs it has in place at any one time. Lowe’s follows the P-D-C-A cycle to
implement the necessary changes to address the issues it uncovers.32

An effective process for applying BPM involves the following steps depicted in Figure 9-6.
First, work with business process owners, customers, business partners, and other appropri-
ate stakeholders to identify a specific, high priority process that is sorely in need of
improvement. Second, study the existing process to learn how it works. You may elect to use
process efficiency BPM software in your analysis. It is important to determine the KPIs for this
process in the evaluation. Third, the business process improvement team, process owner, and
other stakeholders need to figure out how to change the process and redesign it accordingly.
Workflow designer BPM software can come in handy here to evaluate various change
alternatives. Fourth, implement the new process and monitor the new process to see if it is
performing as expected and yielding the desired results. Advanced reporting and insight BPM
software can be used to monitor the new process. If the new process is not working well, the
business process improvement team goes back to step two and repeats the process.33
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Read the special feature to see a successful example of the effective application of the
BPM process.

A M A N A G E R T A K E S C H A R G E

Qwest Uses BPM Software to Improve Operations

Qwest Communications International, Inc., (Qwest) is a provider of voice, data, Inter-
net, and video services. The firm has 35,000 employees with recent annual operating rev-
enue of nearly $14 billion. Its headquarters is in Denver, CO. Most of its business is
generated from within its local service area that consists of 14 western U.S. states.34

Provisioning operations is a critical activity for all telecommunications providers and
includes the following business processes: customer requirements capture, order data collec-
tion, price and offer management, and work distribution. Qwest’s provisioning operations
were highly fragmented—so much so that the various business processes were supported by
“small islands of automation that had to be bridged by manual processes. [This resulted in]
many people doing a lot of untracked, unmeasured, manual work that led to inefficiencies and
a sore lack of process standardization.”35 As a result, Qwest was experiencing higher than
necessary operating costs, rework, and missed business opportunities.

To address these problems, Qwest established a centralized BPM team to “set and
document standards, facilitate change control, and manage the company’s business pro-
cess repositories.”36 The BPM team collaborated with already established business pro-
cess improvement teams in each line of business to identify two business processes needing
immediate attention—order data collection and price and offer management. Together
they also identified two KPIs to measure the improvement results—held order rates (work
delayed due to insufficient or incomplete information) and cycle time (the total time to
complete a business process).

continued

Processes

Plan

Check

DoAct

Gather basic data
about the process

Analyze data to identify
root cause of problem

Gather/analyze data to determine
effectiveness of change

Gather/analyze data
to monitor process

FIGURE 9-6 Using BPM software to augment the classic P-D-C-A problem-solving approach
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The team recognized that BPM software could help in their analysis of the ailing busi-
ness processes. They evaluated several BPM software packages to “help optimize, stan-
dardize, and improve its business processes.” 37 The BPM vendor was selected only after
demonstrating a system prototype that met the firm’s needs.

The BPM team collected existing data from its provisioning operations business pro-
cesses for input to the BPM software’s business process modeling and simulation modules.
The BPM team was then able to identify and evaluate possible changes in the processes.
Wisely, the BPM team distributed business-process modeling and simulation tools
broadly and encouraged those actually doing the work to look for business process
improvement opportunities as well. By taking this approach, the BPM team was able to
build trust and buy-in for business process change and build support for its
recommendations.

Upon implementation of the recommended changes, Qwest quickly experienced mea-
surable improvements in both the order data collection and price and offer manage-
ment processes. Held orders dropped by 10 percent and there was a 20 percent reduction
in the price and offer management process cycle time. Being able to show measurable ben-
efits created a positive environment and the willingness of employees to participate in
further business process improvement efforts.38

Discussion Questions:

1. Outline a reasonable process that would enable the BPM team to single out the
order data collection and price and offer management business processes as the
place to start. Who should be involved in this process?

2. Discuss the importance of knowing the KPIs for a business process when try-
ing to implement improved business processes.

3. In trying to improve these two processes at Qwest, what sort of data would prove
most useful for input to the BPM software’s business process modeling and simu-
lation modules? What if such data were not available at the start of the study?

This chapter has outlined a number of different business intelligence tools and dis-
cussed how they can be combined with the traditional P-D-C-A business problem solving
approach. Table 9-1 recommends a set of actions that managers can take to be effective
problem solvers and ensure that BI tools are used appropriately. The appropriate answer to
each question is “yes.”

TABLE 9-1 A manager’s checklist

Recommended Management Actions Yes No

Do you take the time to ensure that you fully understand the problem before
recommending a solution process and associated problem-solving tools?

Do you use a general problem-solving approach such as P-D-C-A?

Do you include the problem stakeholders in the solution process?

Do you consider the use of information from a data warehouse in your analysis?

Do you consider the use of BI tools in your analysis?
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Chapter Summary

● Business intelligence includes a wide range of applications, practices, and technolo-
gies for the extraction, translation, integration, analysis, and presentation of data to sup-
port improved decision making.

● An extract-transform-load (ETL) process is often employed to gather data from multiple
sources to create data warehouses for use with BI tools.

● Spreadsheets, report and query tools, online analytical processing, drill-down analysis,
data mining, and reality mining are examples of commonly used BI tools.

● Business performance management is an increasingly important application of BI used
to measure the actual performance or forecast the future performance of critical opera-
tions of an organization.

● The balanced scorecard is a performance management tool that tracks performance over
a period of time from four perspectives—financial, customer, business process, and
learning and growth.

● A dashboard presents a set of key performance indicators about the state of a process
at a specific point in time.

● Business performance management is often used in conjunction with the traditional P-D-
C-A business problem solving process.

Discussion Questions

1. How would you define business intelligence? Do research on the Web to identify two recent
real-world applications of BI that are of interest to you.

2. What is a data mart? In what ways is it different from a data warehouse? Imagine that you
are a member of the customer service organization for a large retail business that sells prod-
ucts over the Internet and through a nationwide network of stores. How might you employ
a data mart and BI tools to improve the performance of your organization?

3. Briefly describe the ETL process for building a data warehouse. Provide two examples of
the data transform step.

4. As discussed in this chapter, the IRS maintains a large data warehouse of 10 years of tax
return data. What other types of data warehouses do you think the federal or state govern-
ment might have pertaining to U.S. residents? What purposes might these serve?

5. Define the term reality mining. Would you permit your primary care physician to install
speech analysis software on your cell phone to monitor your speech pattern for early indi-
cations of diseases, such as depression or Parkinson’s? Why or why not?

6. What is the difference between OLAP analysis and drill-down analysis? Provide an example
of the effective use of each technique.

7. Identify at least four key performance indicators that could be used to define the current state
of operations of a fast food restaurant. Sketch what a dashboard displaying those KPIs might
look like.

8. Outline the P-D-C-A process for business problem solving. Identify someone in your class
who has employed this technique. Ask them to describe the problem that was addressed
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and to provide an assessment of what worked well and what did not work so well in using
this process.

9. What do you think are some of the strengths and weaknesses of combining BPM software
and the P-D-C-A process to solve a business problem?

10. Your non-profit organization wishes to increase the efficiency of its fund drive efforts. How
might data mining help to increase the amount of donations with a decrease in volunteer
effort?

Action Memos

1. You are the sales manager of a software firm that provides BI software for reporting, query,
and business data analysis via OLAP and data mining. Your sales reps have asked you to
prepare a paragraph they can use when calling on potential customers to help them under-
stand the business benefits of BI.

2. You are the new operations manager of a large customer call center for a multinational
retailer. The call center has been in operation for several years, but has failed to meet both
the customers’ and senior management’s expectations. You were hired three months ago
and challenged to “turn the situation around.” As you are sitting at your desk one day, you get
a phone call from your boss asking that you lead a pilot project to implement the use of
dashboards in the call center. The goal is to demonstrate the value of dashboards to help
monitor and improve the operations in many of the firm’s business units. You, along with
over 20 middle managers, just completed a two-day in-house training course of the use of
dashboards. How do you respond to your boss’s request?

Web-Based Case

Go online to read the current annual report of a company in which you are interested. Identify the
organization’s objectives, measures, targets, and key initiatives. Develop a balanced score-
card for that company.

Case Study

Blue Mountain Resorts Makes Effective Use of BI

Intrawest ULC develops and manages experiential destination resorts in some of North America’s
most popular vacation destinations and ski resorts (see Table 9-2). Its headquarters is in Vancouver,
British Columbia, and it employs 22,000 employees. In 1999, Intrawest bought a 50 percent inter-
est in Blue Mountain, Ontario’s largest mountain resort. Since then Intrawest has financed several
development projects including construction of Blue Mountain Village built at the base of the Silver
Bullet chairlift, the addition of four high speed six-passenger chairlifts, and the creation of a new con-
ference center, as well as a large number of condominium and hotel units.
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TABLE 9-2 A partial list of Intrawest ULC North American properties

Venue Comment

Canadian Mountain
Holidays

The world leader in heli-skiing with remote mountain lodges accessible
only by helicopter.

Compagnie des Alpes,
France

Intrawest owns 16.5 percent of Compagnie des Alpes, the largest ski com-
pany in the world in terms of skier visits.

Intrawest Golf, Arizona Intrawest Golf owns or manages more than 20 golf courses in the United
States and Canada.

Mammoth, CA One of CA’s favorite mountain playgrounds with 36 lifts and over 30 feet
of snow each winter. Summer activities include an 18-hole championship
golf course, mountain biking, and fishing.

Mountain Creek, NJ A four-season resort with a base-of-the-mountain village, 44 trails, state-of-
the-art snowmaking system, and 11 lifts. In the summer and fall, it trans-
forms into a mecca of extreme sports and water park rides.

Panorama Mountain
Village, British
Columbia

Boasts the highest vertical in the Canadian Rockies region with four dis-
tinct neighborhoods linked by pathways and a village gondola, a 6,000-sq.
ft. heated slope-side water park and Greywolf, an 18-hole championship
golf course awarded Best New Golf Course in Canada.

Snowshoe, WV Nearly a mile high in the Allegheny Mountains of West Virginia with supe-
rior regional conditions, and challenging terrain.

Steamboat, CO Also known as Ski Town USA, Steamboat is an internationally known win-
ter resort destination.

Blue Mountain Resorts has 34 ski/snowboarding trails and a snow tubing park served by 12
ski lifts. The resort is a two hour drive from Toronto, Canada, and it is the third busiest ski resort
in Canada with some one million guests each winter. It employs 320 full time, year-round work-
ers with an additional 1150 winter and 150 summer seasonal workers. During the warm months,
Blue Mountain Resorts guests can enjoy caving, rock climbing, sailing, fly-fishing, mountain bik-
ing, eco-adventures, golf, tennis, canoeing, and even off-road Hummer adventures that take
them into the backcountry.39

Before the acquisition by Intrawest, Blue Mountain Resorts relied on a simple spreadsheet-
based system and an IT staff of just three people to manage its operations. The system was not
automated and required a lot of manual effort to gather data from the resort’s 13 different busi-
ness operations including call centers, conference rooms, a golf course, lodging, restaurants, ski-
ing, and tennis. Reports were often delayed due to difficulties gathering and processing the
disparate data.40

At the time of the Blue Mountain acquisition, Intrawest was a publicly held company and
needed an easier, more efficient way to draw on the various data sources to gain a current and
accurate picture of costs and revenue. (Intrawest is now privately held.) It was clear that the old
methods and system needed to be replaced.

John Gowers, Director of Information Technology and David House, Revenue Manager, were
the primary drivers behind the project to find a comprehensive software package that could do
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traditional budgeting, consolidation, reporting, and forecasting as well as performance analysis
on revenue trends, especially daily sales. Together they defined a set of requirements for the
solution.

Because Blue Mountain had only a three person IT organization, it was imperative that the
software be easy to install, require minimum customization and maintenance, and make it pos-
sible for end users to generate their own reports without extensive IT support. The ideal solution
would include software modules specifically designed for not only the hospitality industry, but also
for the different business operations (call center, conferences, caterings, etc.).41

Gowers and House performed a thorough review of many software package options. The
review included software demonstrations and even on-site pilot projects for the leading
contenders. Following this evaluation, Applix’s performance management solution TM1 was
selected. This software streamlines the performance management process and includes plan-
ning, budgeting, forecasting, reporting, and analysis.42 TM1 operates using OLAP technology and
enables analysts, managers, and executives to view data across multiple dimensions and drill
down into the specific data underlying those summaries. Shortly after Blue Mountain Resort chose
the Applix Business Intelligence application TM1, Applix was acquired by the Canadian-based
Cognos software firm. Then IBM acquired Cognos a few months after that. As a result, the full
name of the software is now IBM Cognos TM1.

The TM1 implementation team consisted of two people from Blue Mountain and an IBM
Cognos TM1 consultant.Their approach to implementation was to tackle each line of business one
at a time. It took five months to deploy the solution first in the lodging side of the business and
then across the skiing, rental, golf, and conference room businesses. 43 Lodging was the logical
place to begin given the huge number of guests that visit Blue Mountain each year and the fact
that lodging is one of Blue Mountain’s main lines of business. In lodging, the challenge is to price
rooms at a level that maximizes capacity utilization and growth margin.

For each business area, data cubes of key performance indicators were created so that man-
agers could combine historical data, current weather, booking information, and employee
schedules. The data then could be manipulated to perform detailed analyses and determine ways
to minimize costs while optimizing customer service. As a side benefit of building the data cubes
across each line of business, the TM1 implementation team was able to standardize how basic
operational data is captured. This simplified the data capture process and made it possible for
managers to compare results across various departments. During the deployment, 10 Blue
Mountain employees received formal IBM Cognos TM1 training.44

With TM1, all of the budgeting information is prepared by line of business and resides in a
single database. As the daily operating data is captured, it is possible to see how much actually is
being spent for each business area. This provides management with a clear picture of each
department’s performance. Furthermore, because the TM1 software updates revenue in real time
and can slice and dice data in any number of ways, executives at Blue Mountain can compare
year-to-date actual values to projected revenues and to the previous year’s totals every day. This
daily snapshot and compilation of trends enables senior managers to intervene quickly should
corrective action be needed in a particular department. 45

As with any resort, staffing is a major component of Blue Mountain’s operating budget. Effec-
tively managing this line item is critical to the profitability of the resort. While approximate staff-
ing forecasts are created during the budgeting process, actual and forecasted staffing levels must
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be adjusted daily depending on the weather, number of pre-sold tickets, hotel arrivals and depar-
tures, major conferences booked for the resort, and historic business patterns. The TM1 sys-
tem is used to build six-day forecasts of the number of guests and guest activity across the resort.
This enables line-of-business managers to adjust their worker schedules quickly to meet antici-
pated demand and move workers from one department to another. It is estimated that this capa-
bility has reduced Blue Mountain staffing costs by $2.5 million per year. 46

TM1 is also used to track the age and turnover rate of all items carried in Blue Mountain’s
retail stores. Slow moving items are marked down for quick sales so that the company is able to
reduce retail inventory levels and make room for faster moving, more profitable items. Blue
Mountain also uses TM1 to analyze the use of the various ski boot sizes that are available for
rental. This enables the resort to correctly order more of the frequently used sizes and less of
the infrequently used sizes. This again reduces overall inventory levels and ensures that visitors
will be able to rent the boots they need to enjoy their skiing.47

For most guests, their first interaction with Blue Mountain Resort is through the call center.
If potential guests must wait on hold too long before they are helped, they will try elsewhere to book
a family vacation or business conference.The call center managers use TM1 to estimate inbound
call volumes based on time of year, time of day, proximity to a given holiday, and current resort
promotions. Call center staffing levels can be set so that there is a sufficient number of call cen-
ter associates to ensure no bookings are lost due to poor customer service.48

Table 9-3 summarizes the costs and benefits associated with the implementation of the TM1 BI
software at Blue Mountain. (All numbers in thousands of dollars; assumes 50 percent tax rate.)

TABLE 9-3 Financial analysis for Blue Mountain Resort’s TM1 project

Expensed Costs Pre-start Year 1 Year 2 Year 3

Direct $0 $2500 $2500 $2500

Indirect 0 130 130 130

Depreciated Assets Pre-start Year 1 Year 2 Year 3

Software $40 0 0 0

Hardware 0 0 0 0

Depreciation Schedule Pre-start Year 1 Year 2 Year 3

Software $0 $8 $8 $8

Hardware 0 0 0 0

Expensed Costs Pre-start Year 1 Year 2 Year 3

Software $0 $8 $8 $8

Hardware 0 0 0 0
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TABLE 9-3 Financial analysis for Blue Mountain Resort’s TM1 project (continued)

Expensed Costs Pre-start Year 1 Year 2 Year 3

Consulting 2 0 0 0

Personnel 41.5 0 0 0

Training 20.8 0 0 0

Other 0 0 0 0

Financial Analysis Pre-start Year 1 Year 2 Year 3

Net cash flow before taxes ($104.3) $2622 $2622 $2622

Net cash flow after taxes (72.2) 1315.0 1315.0 1315.0

Source: ROI Case Study IBM Cognos TM1 Blue Mountain Resorts, Nucleus Research, May 2008.

Discussion Questions

1. Intrawest is a partial owner of several other resorts. What issues might arise if the other
resorts have different tools and processes for providing budget and operational perfor-
mance data? Do you think Intrawest should attempt to have all the resorts standardize the
use of the TM1 software?

2. Imagine that you are the manager of the golf line of business for Blue Mountain Resort.What
sort of data and reports could you use from the TM1 system to help you better manage your
business?

3. Due to a lack of snow and mild temperatures, Blue Mountain Resort was forced to close dur-
ing the normally highly busy Christmas period in December 2006. What sort of data about
the weather do you think is stored in the TM1 database? What additional data not directly
related to the resort would be useful in forecasting the number of guests?

4. Blue Mountain Resort has not implemented an ERP system. Do you think there is suffi-
cient business justification to do so? Why or why not?
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C H A P T E R 10
KNOWLEDGE
MANAGEMENT

H O W K N O W L E D G E M A N A G E M E N T T O O L S
C A N A F F E C T Y O U R O R G A N I Z A T I O N

“When a company ‘gets it’ with how social media works, it changes the way they use e-mail.
They begin to use e-mail for communications that are one-to-one, one-to-few, or tran-
sient messages that have little or no value in being retained (e.g. ‘Can you make the meet-
ing tomorrow?’). Content that has persistent value is best conveyed in a community
where it can be cataloged, searched, and retained for future employees. And that kind of
content is best entered and shared via a Web 2.0 social media community.”1

— Eric Schurr, vice-president of marketing and direct sales, Awareness, Inc.

G O O D W I N P R O C T E R I L L U S T R A T E S W H Y
M A N A G E R S M U S T U N D E R S T A N D
K N O W L E D G E M A N A G E M E N T

Goodwin Procter LLP is a major law firm with more than 900 attorneys serving clients from its offices in

Silicon Valley, San Francisco, San Diego, New York, Los Angeles, Boston, Washington, D.C., and London.

The firm’s stated mission is to help its clients achieve success by developing and delivering innovative

solutions to complex legal problems.2

Goodwin Procter has more than 60,000 active cases with more than 10 million associated docu-

ments stored in several different systems including the firm’s document management system and CRM

system. Additional case documents originate in the Nexis system, a searchable archive of U.S. statutes

and laws, and published case opinions.



In the past, when the firm’s attorneys needed to assemble all the documents pertaining to a specific

case, they had to log in to various software applications and pull the necessary information from each

application. The process could take hours and cause a delay in responding to a client’s questions or

preparing to try a case.3

Goodwin Procter needed a way to reduce the time attorneys and their assistants spent gathering

and summarizing all of this data. Over the course of a year, the firm developed a knowledge manage-

ment system called Matter Pages—a Web-based system that extracts and integrates documents from

various sources into an easily readable and searchable format. “The Matter Pages system places client

information at their fingertips, which means attorneys spend less time compiling information and more

time focusing on their legal practice,” says Peter F. Lane, chief information officer at Goodwin Procter.4

All documents in the Matter Pages system are identified by the client number and the matter

number. (The term matter refers to all the aspects of an individual case). The numbers provide the key

to integrating the data through a Microsoft software program called SharePoint. SharePoint builds a set

of Web pages within the Goodwin Procter intranet based on the selected matter number. Once a user

selects a matter, the pages with the relevant documents are generated dynamically and can be

accessed via a tabbed menu.

Use of the Matter Pages system has reduced the document-gathering process from hours to

minutes per case, saving thousands of hours for the firm and enabling it to be much more responsive to

its clients’ needs.
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L E A R N I N G O B J E C T I V E S

As you read this chapter, ask yourself:

● What is knowledge management, and what organizational benefits can
it deliver?

● How can you help sell and successfully implement a knowledge man-
agement project?

This chapter will identify the challenges associated with knowledge management, pro-
vide guidance to overcome these challenges, present best practices for selling and imple-
menting a successful knowledge management project, and outline various technologies that
support knowledge management. We begin with a definition of knowledge management and
identify several knowledge management applications and their associated benefits.

W H A T I S K N O W L E D G E M A N A G E M E N T ?

Knowledge management (KM) “is a practice concerned with increasing awareness,
fostering learning, speeding collaboration and innovation, and exchanging insights.”5 Much
of KM involves creating value from an organization’s intellectual assets through codifying
what employees, suppliers, business partners, and customers know, and then sharing that
information with employees and even with other companies to devise best practices.6 The
expansion of the services sector, globalization, and the emergence of new information tech-
nologies have caused many organizations to establish KM programs in their Information
Technology or Human Resource Management departments. The goal is to improve the cre-
ation, retention, sharing, and reuse of knowledge.

An organization’s knowledge assets often are classified as either explicit or tacit (see
Table 10-1). Explicit knowledge is knowledge that is documented, stored, and codified—such
as standard procedures, product formulas, customer contact lists, market research results,
and patents. Tacit knowledge is “personal knowledge embedded in individual experience and
involves intangible factors, such as personal beliefs, perspective, and the value system. Tacit
knowledge is hard to articulate with formal language (hard, but not impossible). It contains sub-
jective insights, intuitions, and hunches.”7 Tacit knowledge is not documented and encom-
passes the things we do when we don’t have a formal checklist or written procedures to follow.
Examples include the process used by an experienced coach to make adjustments when his
team is down at halftime of a big game, a physician’s technique for diagnosing a patient’s rare ill-
ness and prescribing a course of treatment, and an engineer’s approach to cutting costs for a
project that is over budget. This knowledge cannot be documented easily; it is the “know-
how” people have in their heads.
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TABLE 10-1 Explicit and tacit knowledge

Asset Type Description Examples

Explicit knowledge Knowledge that is documented,
stored, and codified

Customer lists, product data, price
lists, a database for telemarketing
and direct mail, patents, standard
procedures, and market research
results

Tacit knowledge Personal knowledge not docu-
mented but embedded in indi-
vidual experience

Expertise and skills unique to indi-
vidual employees

Much of the tacit knowledge that people carry with them is extremely useful but can-
not be shared with others easily. This means that new employees might spend weeks,
months, or even years learning things on their own that more experienced coworkers might
have been able to convey to them. In some cases, these nuggets of valuable knowledge are
lost forever, and others never learn them.

A major goal of knowledge management is to somehow capture and document the valu-
able work-related tacit knowledge of others and to turn it into explicit knowledge that can
be shared with others. This is much easier said than done, however. Over time, experts
develop their own processes for their areas of expertise. Their processes become second
nature and are so internalized that they are sometimes unable to write down step-by-step
instructions to document the processes.

Two frequently used processes exist for capturing explicit knowledge—shadowing and
joint-problem solving. Shadowing involves a novice observing an expert executing his job
to learn how he performs. This technique often is used in the medical field to help young
interns learn from experienced physicians. With joint problem solving, the novice and the
expert work side-by-side to solve a problem so that the expert’s approach is slowly revealed
to the observant novice. Thus a plumber trainee will work with a master plumber to learn
the trade. Shadowing is a more passive learning technique while joint-problem solving
is more active.8 The next section will discuss how KM is used in organizations and will illus-
trate how these applications lead to real business benefits.

Knowledge Management Applications and Associated Benefits
Organizations employ KM to deliver real benefits by fostering innovation, leveraging the
expertise of people across the organization, and capturing the expertise of key individuals
before they retire. Examples of knowledge management efforts that led to these results and
their associated benefits will now be discussed.

Foster Innovation by Encouraging the Free Flow of Ideas

Only the fittest survive. Organizations must continuously innovate to evolve, grow, pros-
per, and stay fit. Organizations that fail to innovate will soon fall behind their competition.
Many organizations implement knowledge management projects to foster innovation by
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encouraging the free flow of ideas among employees, contractors, suppliers, and other busi-
ness partners. Such collaboration can lead to the discovery of a wealth of new opportuni-
ties to be evaluated and tested. Some of the opportunities can lead to an increase in
revenue, a decrease in costs, or creation of new products and services.

Giant Eagle Inc. provides an excellent example of the successful use of knowledge man-
agement to foster innovation. As you read this example, note the role that senior manag-
ers played in ensuring the success of this knowledge management initiative. First, they
ensured that others within the organization became aware of good ideas that were
generated. Second, they publicly recognized those who provided good ideas to reward them
for their efforts and to further motivate others to contribute.

Giant Eagle is a grocery retailer and distributor with 223 locations mainly in western
Pennsylvania and Ohio. It is one of the largest, privately owned, and family-operated
companies in the nation, with recent annual sales of more than $7 billion and roughly
36,000 employees.9 The firm began a knowledge management effort under a set of conditions
that would seem to guarantee project failure. Giant Eagle’s managers were constantly com-
peting against each other to deliver the highest sales per store, the lowest amount of shoplift-
ing, and the most contented employees. Such competitiveness did not motivate managers to
work together or share knowledge that might provide a competitive advantage. In addition, few
Giant Eagle employees had ever used a computer in their work. They had to learn how to log
in to the knowledge management system and take the time to read messages from other
employees on proven practices. Even more difficult, employees had to overcome the long stand-
ing competitive culture and become comfortable with sharing their own ideas with others.10

Previously, “there was no tradition of sharing ideas in the store environment,” says Jack
Flanagan, executive vice president of Giant Eagle business systems. One success story
helped to change that culture, however. A Giant Eagle deli manager discovered an espe-
cially effective way to display shrimp platters that boosted his weekly sales by $200.
Taking a risk, he posted his idea in the knowledge management system. Another deli man-
ager read his posting, tried his idea, and generated a similar increase in shrimp sales. The
total payoff from this idea at just the two stores was more than $20,000 in annual sales.
If that idea had been implemented successfully at all Giant Eagle deli departments, the total
sales increase during that holiday period would have been over $300,000.11 Senior man-
agers made sure that other Giant Eagle managers became aware of this example of shar-
ing knowledge and motivated them to overcome their reluctance to use the knowledge
management system by continuing to recognize other successes. These actions had the
desired effect—managers are now competing to come up with the best suggestions and
ideas. “They’re competing in the marketplace of ideas,” says Russ Ross, Giant Eagle senior
vice president of IS and CIO. Giant Eagle anticipates more than $100,000 in additional
annual revenue by the sharing of ideas via the knowledge management system.12

Leverage the Expertise of People Across the Organization

It is critical that an organization enable its employees to share and build on one another’s
experience and expertise. In this manner, new employees or employees moving into new
positions are able to get up to speed more quickly. Workers can share thoughts and expe-
riences about what works well and what does not, thus preventing new employees from
repeating many of the mistakes of others. Employees facing new (to them) challenges can
get help from coworkers in other parts of the organization whom they have never even met
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to avoid a costly and time-consuming “reinvention of the wheel.” All of this enables employ-
ees to deliver valuable results more quickly, improve their productivity, and get products
and new ideas to market faster.

iCrossing, Inc., provides an excellent example of how leveraging the expertise of people
across the organization can provide a tremendous productivity boost. One key to the suc-
cess of knowledge management at iCrossing is that a senior manager took charge of the
project and drove it to conclusion. A second key to success was that the technology
employed was simple to use and one with which people were already familiar.

iCrossing is a digital marketing firm that employs tools and tactics such as Web analyt-
ics and social media analyses to gain insight into what drives user attention to, and engage-
ment with, brands online. Its clients use this information to launch products, increase
visibility, manage leads, acquire customers, sell products, and manage their reputations.13

The firm employs more than 620 professionals in 15 offices in the United States and
Europe; and it works with more than 40 Fortune 500 companies. The firm is growing rap-
idly through acquisition. “We’re adding not only products, but we were growing in people
and the knowledge they bring. We needed a way to put all this knowledge in one loca-
tion,” states Matthew Schultz, the firm’s VP of technology.

At the time Schultz joined iCrossing, the firm had a basic company intranet that pro-
vided access to the company phone directory and some corporate documents. There was
no way to update the intranet without getting the corporate IT group involved, and they
were busy with other priorities. Schultz decided to build a corporate wiki and make it a
repository for iCrossing’s knowledge. (As discussed in Chapter 6, a wiki is a collaborative
Web site that allows users to create and edit Web page content freely using any Web
browser.) He purchased the necessary software and support from a firm called Socialtext.
Schultz chose this firm because its software was simple to use for end users who had no
knowledge of programming or HTML. Also the Socialtext business model generated rev-
enue based on licensing fees thus eliminating the distraction of ads associated with firms
whose business model relied on ad revenue.

Managers and “thought leaders” were the first ones given access to the wiki. These early
users provided basic content about the company and industry articles on topics such as
search engine optimization and other firms in the industry. Within weeks, the wiki was
opened to all employees who add information about their projects and other industry
news. Because the wiki is a repository of all organizational information on a topic, it has
become a useful source of current information used by new and experienced employees
alike. Employees can access data in the wiki much more quickly and easily than by going
through e-mails. In addition, with the use of wikis, organizations can help ensure that
employees do not miss on out on any relevant information simply because they were not
included on the distribution list for an individual e-mail.14

Capture the Expertise of Key Individuals as They Retire

In the United States, 3 to 4 million employees will retire each year for the next 20 years
or so. Add to that a five to seven percent employee turnover as workers move to different
companies, and it is clear that organizations are facing a tremendous challenge in trying
to avoid the loss of valuable experience and expertise. “Not only is intellectual property
(such as software) and expertise (such as services) increasingly the product, the value of
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intellectual capital behind physical goods routinely outweighs that of factories and infra-
structure (which can be outsourced).”15 Many organizations are using knowledge manage-
ment to capture this valuable expertise before it simply walks out the door and is lost
forever. The permanent loss of expertise related to the core operations of an organization
can result in a significant loss of productivity or a decrease in the quality of service.

Consolidated Edison Company of New York (Con Edison) provides an excellent example
of using knowledge management to capture and make available to others the tacit knowl-
edge of experienced workers. Con Edison managers recognized the need to seek out the
help of experienced industry resources to ensure the success of their effort.

Con Edison provides electric service to 3.2 million customers and gas service to
approximately 1.1 million customers in New York City and Westchester County, a service
area that covers 660 square miles. To serve these customers, Con Edison operates one of
the most complex power distribution systems in the world, including six steam generating
facilities, 125,000 miles of electric cable and wires, and 4000 miles of gas mains.16

Key to the safe, reliable, and efficient operation of Con Edison’s power distribution sys-
tem was the chief district operator, Bob Blick. Over the years, the rules, protocols, and proce-
dures that govern the operation of the power delivery system had become second nature to
him. Blick had also developed a unique but highly effective approach to recognizing and solv-
ing power system switching and protection problems. As Blick contemplated retirement, Con
Edison knew that it must take action to make his mission-critical expertise, judgment, and
approach to problem solving available to his successor and other personnel.17

Con Edison called on the Electric Power Research Institute (ERPI) for help. This non-
profit organization conducts research on topics of interest to the U.S. electric power
industry. ERPI has developed tools and an effective process for capturing and transferring
expert knowledge that is unique to the industry. ERPI employed its knowledge-capture
process, using a series of detailed interviews with Blick to capture his expertise and gain
insights into his problem-solving approach. ERPI then transformed this into a roadmap
that represented Blick’s thought processes for addressing a variety of specific situations. The
result was a detailed model to help Blick’s replacement acquire his knowledge and under-
stand his unique approach for identifying, diagnosing, and solving problems. The result
was a smooth turnover, and Con Edison was able to maintain its high levels of system reli-
ability and personnel safety.18

Best Practices for Selling and Implementing a KM Project
Many challenges exist in trying to establish a successful KM program. Most of these chal-
lenges have nothing to do with the technologies or vendors employed. Instead they are chal-
lenges associated with human nature and the manner in which people are accustomed to
working together. A set of best practices for selling and implementing a KM project will
now be presented.

Connect the KM Effort to Organizational Goals and Objectives

When starting a KM effort, just as with any other project, you must clearly define how that
effort will support specific organizational goals and objectives like increasing revenue,
reducing costs, improving customer service, or speeding up the time to bring a product to
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market. This will help you sell the project to others and elicit their support and enthusiasm.
This will also determine if the project is worthwhile before the organization commits
resources to it. While many people may intuitively believe that sharing knowledge and best
practices is a worthy idea, there must be an underlying business reason to do so. “With-
out a solid business case, KM is a futile exercise.”19 Once it was shown that KM could help
Giant Eagle increase revenue, the program gained broad support and users overcame their
reluctance to use the system.

Identify Valuable Tacit Knowledge

It is important to recognize that not all tacit knowledge is equally valuable and that priori-
ties must be set in terms of what to go after. “Quantity rarely equals quality, and KM is no
exception. Indeed, the point of a KM program is to identify and disseminate knowledge
gems from a sea of information.”20 Con Edison recognized that they were about to lose
invaluable tacit knowledge about how to run their operation, which would have a nega-
tive impact on the quality of customer service. They made capture and documentation of
this knowledge a high priority.

Start with a Small Pilot Involving Enthusiasts

Containing the scope of a project to impact only a small part of the organization and a few
employees is definitely less risky than trying to take on a project very large in scope. With
a small scale project, you have more control over the outcome, and if the outcome is not
successful, the organization is not seriously impacted. Indeed, the failure can be consid-
ered a learning experience on which to build future KM efforts. In addition, obtaining the
resources (people, dollars, etc.) for a series of small, successful projects is much easier than
getting large amounts of resources for a major organization-wide project.21

Furthermore, defining a pilot project to address the business needs of a group of people
who are somewhat informed about KM and are enthusiastic about its potential can improve
greatly the odds of success. Targeting such a group of users reduces the problem of try-
ing to overcome skepticism and unwillingness to change, which have doomed many a
project. Also, such a group of users, once the pilot has demonstrated some degree of suc-
cess, can serve as strong advocates who go out and communicate the positive business
benefits of KM to others. When Shell Exploration & Production (Shell EP), a division of
Royal Dutch/Shell Group, began piloting KM, perhaps 20 percent of the people could be
classified as enthusiastic and willing to try KM. Seven years later, thanks to a series of small,
successful projects, the number of enthusiastic users has grown to roughly 55 percent
(about 16,000 out of a total workforce of 30,000).22

Get Employees to Buy In

Managers must create a work culture that places a high value on tacit knowledge and that
strongly encourages people to share it. It can be especially difficult to get workers to sur-
render their knowledge and experience in a highly competitive work environment as these
traits make them more valuable as individual contributors. For example, it would be
extremely difficult to get a highly successful mutual fund manager to share his stock-
picking technique with other fund managers. Such sharing of information would tend to
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put all fund managers on a similar level of performance and also tend to level the amount
of their annual compensation.

Some organizations believe that the most powerful incentive for experts to share their
knowledge is to receive public recognition from senior managers and their peers. For
example, both Shell EP and Giant Eagle provide recognition by mentioning the accomplish-
ments of contributors in a company e-mail or newsletter, or during a meeting. Other com-
panies identify knowledge sharing as a key expectation for all employees and even build
this expectation into the employees’ formal job performance reviews. Many organizations
provide incentives in a combination of ways—linking KM directly to job performance, cre-
ating a work environment where sharing knowledge seems like a safe and natural thing to
do, and recognizing people who contribute.23

Technologies That Support KM
We are living in a period of unprecedented change where knowledge is expanding rapidly.
As a result, there is an increasing need for knowledge to be quality filtered and distrib-
uted to people in a more specific task relevant and timely manner. Technology is needed to
acquire, produce, store, distribute, integrate, and manage this knowledge. Those organi-
zations interested in piloting KM need to be aware of the wide range of technologies that can
support KM efforts. These include communities of practice, social network analysis, a vari-
ety of Web 2.0 technologies, business rules management systems, and enterprise search
tools. These technologies will now be discussed.

Communities of Practice

A community of practice (CoP) is a group whose members share a common set of goals
and interests and regularly engage in sharing and learning as they strive to meet those goals.
A community of practice develops around topics that are important to its members. Over
time, a CoP typically develops resources such as models, tools, documents, processes,
and terminology that represent the accumulated knowledge of the community. It is not
uncommon for a CoP to include members from many different organizations. CoP has
become associated with knowledge management because participation in a CoP is one
means of developing new knowledge, stimulating innovation, or sharing existing tacit knowl-
edge within an organization.

The origins and structures of CoPs vary widely. Some may start up and organize of their
own accord; in other cases, there may be some sort of organizational stimulus that leads
to their creation. Members of an informal CoP typically meet with little advanced plan-
ning or formality to discuss problems of interest, share ideas, and provide advice and coun-
sel to one another. Members of a more formal CoP meet on a regularly scheduled basis with
a planned agenda and identified speakers.

Software from Socialcast supports collaboration and knowledge sharing among mem-
bers of a CoP. The software enables employees to create their own fully customized com-
munity in which they can create, expand, and exchange knowledge and expertise across the
enterprise. The National Aeronautics and Space Administration (NASA) is piloting use of
the software to share knowledge as it begins its Constellation Program for developing new
spacecraft to replace the Space Shuttle. NASA is concerned that many experienced
employees are approaching retirement, and it needs a way to enable those workers to share
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what they know with newer employees. NASA has many large space centers located around
the country and runs multiple decades-long space projects. This tends to create “silos of
expertise” and limit collaboration and sharing of knowledge. The goal is to break down bar-
riers and ensure that NASA’s institutional memory carries forward.24

Social Network Analysis (SNA)

Social network analysis (SNA) is a technique to document and measure flows of informa-
tion between individuals, workgroups, organizations, computers, Web sites, and other
information sources (see Figure 10-1). Each node in the diagram represents a knowledge
source; each link represents a flow of information between two nodes. Many software
tools support social network analysis including NetMiner, UCINET, and NetDraw.

SNA has many knowledge management applications, ranging from mapping knowl-
edge flows and identifying knowledge gaps within organizations to helping establish collabo-
rative networks. SNA provides a clear picture of how geographically dispersed employees
and organizational units collaborate (or don’t collaborate). Organizations frequently employ
SNA to identify subject experts and then set up mechanisms (e.g., communities of prac-
tice) to facilitate the passing of knowledge from those experts to colleagues. Software pro-
grams that track e-mail and other kinds of electronic communications may be used to
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identify in-house experts. For example, Mars, maker of a variety of food products that are
consumed in over 100 countries worldwide, successfully employed SNA to identify how
knowledge flows through its various organizations, which employees hold influence, which
employees provide the best advice, and how employees share information.25 It then estab-
lished both formal and informal communities of practice to facilitate the sharing of
knowledge among people with similar interests.

Web 2.0 Technologies

As discussed in Chapter 7, Web 2.0 is a term describing changes in technology and Web site
design to enhance information sharing, collaboration, and functionality on the Web. Major
corporations such as McDonald’s, Kodak, The New York Times Company, Northwestern
Mutual, and Procter & Gamble have integrated Web 2.0 technologies such as blogs, forums,
mashups, podcasts, RSS newsfeeds, and wikis to support knowledge management to
improve collaboration, encourage knowledge-sharing, and build a corporate memory. For
example, many organizations are using Web 2.0 technologies such as podcasts and wikis
to capture the knowledge of longtime employees, provide answers to cover frequently asked
questions, and save time and effort in training new hires.26 Read the following feature, “A
Manager Takes Charge” to learn how one company was able to leverage the use of
Web 2.0 technologies to transfer knowledge to its employees.

A M A N A G E R T A K E S C H A R G E

JetBlue Pilots Web 2.0 Technologies

New York-based JetBlue Airways is known for its ticketless travel with all seats assigned
and low one-way fares with no overnight stay required. JetBlue was the first U.S. airline to
offer its own Customer Bill of Rights, with meaningful and specific compensation for cus-
tomers inconvenienced by service disruptions within JetBlue’s control. The airline
serves over 50 cities with more than 550 flights each day.

JetBlue University is a corporate university responsible for the orientation and
training of all the airline’s employees. In January 2008, Murry Christensen, director of
Learning Technologies at JetBlue University, initiated a pilot project to evaluate a social
network portal for the 200 employees who work as faculty members at the university’s
three locations in Orlando, New York, and Salt Lake City. The portal enables them to use
Web 2.0 technologies such as wikis and blogs to share best practices on how to train
employees. Indeed, JetBlue is creating an entirely new medium for capturing and shar-
ing important company knowledge and information, as well as enhancing collaboration on
projects between employees in disparate programs and locations.27

continued
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One of the driving factors behind the move to the social network portal was the rec-
ognition that many communication “misses” occur when employees are left off the dis-
tribution list for e-mails. “E-mail is unstructured and ephemeral. With blogs and wikis, you
can capture process improvements more visibly,” says Christensen. For example, if the
reservations clerk faculty in Salt Lake City try a new training technique that does not work
well, the flight crew faculty in Orlando won’t know it flopped unless it is copied in an
e-mail message. “We need to turn that implicit knowledge into explicit knowledge,”
Christensen says.28

If this pilot project proves successful, JetBlue plans to expand the use of the portal
across the entire enterprise so that all of the airline’s 12,500 employees can use it to com-
municate and collaborate on key projects and improve operations.29 Christensen adds
that the faculty makes a perfect test group because of the nature of its work. Instructors
are very open to learning new technologies so that they can keep their training tech-
niques up-to-date. Choosing this test group will come in handy when it comes time to
expand because the training faculty can become an advocate for the technology. Dur-
ing a pilot project “you want to get a sense of how well it works, but you also want to do
it to a relatively receptive audience,” according to Bob Koplowitz, a Forrester research
analyst.30

The software behind the portal comes from Awareness, Inc., and costs $50,000 per
year. The costs will increase if the pilot project expands or if additional capabilities are
added. Christensen has involved the IT organization to ensure that the portal is fully com-
pliant and is capable of providing an appropriate level of security and privacy.

Discussion Questions:

1. What other Web 2.0 technologies should JetBlue consider investigating for poten-
tial use in JetBlue University?

2. How could JetBlue determine if the pilot project was successful? Is there any
data that could be captured to demonstrate measurable improvements in train-
ing due to the use of Web 2.0 technologies?

3. If the pilot project proves successful, how might JetBlue continue the expan-
sion of the use of Web 2.0 technologies to other areas of the business? What area
of the business do you think would be a good candidate for further expansion?

Business Rules Management Systems

Change is occurring all the time and at a faster and faster pace—changes in economic con-
ditions, new government and industry rules and regulations, new competitors, product
improvements, new pricing and promotion strategies, and on and on. Organizations must
be able to react to these changes quickly to remain competitive. The decision logic of the
operational systems that support the organization—systems such as order processing, pric-
ing, inventory control, and customer relationship management—must continually be
modified to reflect these business changes. Decision logic, also called business rules,
includes policies, requirements, and conditional statements that govern how the sys-
tems work.

The traditional method of modifying the decision logic of information systems involves
heavy interaction between business users and IT analysts. They work together over a
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period of weeks, or even months, to define new systems requirements and then to design,
implement, and test the new decision logic. Unfortunately, this approach to handling sys-
tem changes has proven too slow, and in some cases, results in incorrect system changes.

A business rule management system (BRMS) is software used to define, execute,
monitor, and maintain the decision logic that is used by the operational systems to run the
organization.31 If the business logic of an application can be separated from its data vali-
dation logic and overall program flow logic, a BRMS enables business users to make changes
and updates to the decision logic without requiring involvement from IT resources. This
process eliminates lengthy delays in implementing changes and improves the accuracy of
the changes.

BRMS components include a business rule engine that determines which rules need
to be executed and in what order. Other BRMS components include an enterprise rules
repository for storing all rules, software to manage the various versions of rules as they are
modified, and additional software for reporting and multi-platform deployment. Thus, a
BRMS can become a repository of important knowledge and decision-making processes
that includes the learnings and experiences of experts in the field. The creation and main-
tenance of a BRMS can become an important part of an organization’s knowledge manage-
ment program.

BRMS is increasingly used to manage the changes in decision logic in applications that
support loan applications, underwriting, complex order processing, and complex
scheduling. The use of BRMS leads to faster and more accurate implementation of neces-
sary system changes.

Samsung Life Insurance is a South Korean insurer with over $23 billion in annual sales
and some 10 million policyholders. The firm relied on a manual claims fraud detection pro-
cess but recognized a need for improvement when the level of detected insurance fraud
rose by 46 percent from 2005 to 2006. The firm drew on knowledge gleaned from past insur-
ance fraud management work to define an extensive set of business rules, which are
executed by a new automated BRMS system. The system analyzes claims based on 800 dif-
ferent factors including claimants’ demographics, claim amount, and previous claims’
history. The system has greatly reduced the instances of fraudulent claims and cut the
inspection time for processing 10,000 claims from 2 weeks to 1 day. As new rules are
developed that help identify fraudulent claims, they can be added easily to the rules reposi-
tory by the end users.32

Enterprise Search Software

It is estimated that unstructured data, mostly in the form of text, accounts for about 85 per-
cent of an organization’s knowledge.33 Unfortunately, such data is not easy to locate,
access, or analyze. Enterprise search is the application of search technology to find infor-
mation within an organization.

Enterprise search software indexes documents from a variety of sources such as corpo-
rate databases, departmental files, e-mail, corporate wikis, and document repositories. When
executed, the search software uses the index to present a list of relevance-ranked docu-
ments from these various sources. The software must be capable of implementing access con-
trols so users are restricted to viewing only documents to which they are granted access.
Enterprise search software may also allow employees to move selected information to a new
storage repository and apply controls to ensure that the files cannot be changed or deleted.
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Autonomy, Endeca, Google, IBM, Kazeon, Microsoft, Oracle, Recommind, and StoredIQ are
among the software vendors that offer competing enterprise search tools. There are two main
types of enterprise search software—compliance and business search software.

Compliance enterprise search software is used by members of the IT and Human
Resources organizations to enforce corporate guidelines on the storage of confidential data
on laptops that leave the office; by legal counsel to gather up all e-mails and documents
related to upcoming litigation; and by governance officials to ensure that all guidelines for
the storage of information are being followed.

Electronic discovery is an important application of compliance enterprise search
software. “Electronic discovery (e-discovery) refers to any process in which electronic data
is sought, located, secured and searched with the intent of using it as evidence in a civil
or criminal legal case.”34 The Federal Rules of Civil Procedures governs the processes and
requirements of parties in federal civil suits and sets the rules regarding e-discovery. These
rules were significantly strengthened in 2006 to expand the breadth of data that organiza-
tions are expected to find and produce in litigation. These rules compel civil litigants to
both preserve and produce electronic documents and data related to a case. This includes
e-mail, voice mail, instant messages, graphics, photographs, contents of databases, spread-
sheets, Web pages, etc. “We can’t find it” is no longer an acceptable excuse for not produc-
ing information relevant to a lawsuit. As a result of the more stringent set of rules,
Qualcomm Incorporated was hit with an $8.5 million penalty because it mishandled the
e-discovery process and failed to produce e-mail relevant to a lawsuit with Broadcom
Corporation.35

Effective e-discovery software solutions preserve and destroy data based on approved
organizational policies through processes that cannot be altered by unauthorized users. To
be useful, this software must also allow users to locate all of the information pertinent to a
lawsuit quickly, with a minimum amount of manual effort. Furthermore, the solution must
work for all data types across dissimilar data sources and systems and operate at a rea-
sonable cost. The legal departments of many organizations are collaborating with their IT
organization and technology vendors to identify and implement a solution that meets
these e-discovery requirements.

Business search software can be used by employees to find information in various
repositories or to find mislaid documents. Unilever is a manufacturer of consumer goods in
the food, beverage, and home and personal care categories. It operates a consumer call cen-
ter that supports millions of consumers in the U.S. and Canada who use any of its more
than 90 brands. Consumer call center agents must be prepared to answer a wide range of
questions about the many products—how best to use the product, what are the ingredi-
ents, which product meets a specific need, etc. Unilever implemented a business search sys-
tem from Astute Solutions to enable call center agents to access information quickly about
its products to answer consumers’ questions and, at the same, capture information dur-
ing the conversation to better understand the consumer’s needs. The search system is state-
of-the-art; it allows users to input a question using natural language and then delivers a
precise answer.36 The system has enabled Unilever to provide consistent, accurate answers
to consumers in less time, thus improving consumer service and reducing the number of
call center agents needed.
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This chapter has defined knowledge management and identified both the challenges
of implementing a KM program and approaches for overcoming these challenges. It has also
covered a number of the more commonly used technologies in a KM program. Table 10-2
recommends a set of actions an organization can take to implement a successful KM
program. The appropriate answer to each question is “yes.”

TABLE 10-2 A manager’s checklist

Recommended Management Actions Yes No

Does your organization have information systems and face-to-face communication
vehicles that enable people to learn from past innovation successes and failures?

Does your organizational culture and reward system encourage the sharing of
explicit and tacit knowledge?

Has your organization carefully considered the use of a business rules management
system to maintain the decision logic of operational systems?

Are any Web 2.0 technologies being used within your organization to improve collabo-
ration and share tacit knowledge?

Is the organization engaged in any KM pilot projects?
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Chapter Summary

● KM is a practice concerned with increasing awareness, fostering learning, speeding col-
laboration and innovation, and exchanging insights.

● Knowledge is often classified as either explicit or tacit. Explicit knowledge is knowledge
that can be documented, stored, and codified easily. Tacit knowledge is not docu-
mented and is subconscious and internalized; an individual with important tacit knowl-
edge may not even be aware how he accomplishes certain results.

● Shadowing and joint-problem solving are two frequently used processes for capturing
explicit knowledge.

● KM is used to encourage the free flow of ideas, leverage the expertise of people across
the organization, and capture the expertise of key individuals before they retire.

● There are several recommendations to help sell and implement a KM project—connect
the KM effort to organizational goals and objectives, identify the valuable tacit knowl-
edge worth capturing, start with a small pilot with enthusiastic participants, and get
employees to buy in.

● The technologies that support knowledge management include communities of prac-
tice, social network analysis, the whole range of Web 2.0 technologies, business rules
management systems, and enterprise search tools.

Discussion Questions

1. In what ways are data management and knowledge management the same? How are they
different?

2. Provide three examples of tacit knowledge. Provide three examples of explicit knowledge.

3. Can you identify a subject area in which you possess tacit knowledge that would be valu-
able to others? Would you readily share this knowledge with others? Why or why not? If you
were so inclined, how would you go about sharing this tacit knowledge with others?

4. What are the primary organizational benefits that can be gained through a successful knowl-
edge management program? How might you attempt to justify investment in a knowledge
management project?

5. Identify one community of practice you are willing to help form and contribute to. How might
you go about finding others who are willing to join and participate? What would you hope
to gain from your participation in this community of practice?

6. Perform a social network analysis to identify your primary sources and sinks of knowledge
including people, organizations Web sites, and information systems. (You may wish to limit
this exercise to just your school or work-related activities.) What insights can your draw from
this exercise?

7. Identify an example you have observed of applying Web 2.0 technologies to support knowl-
edge management.

8. Develop a set of rules that capture your thought process in completing a frequently per-
formed task—choosing which clothes to wear to school or work, deciding what route to take
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to school or work, etc.Test the accuracy and completeness of your rule set by having a class-
mate follow your rules to complete the task under a varying set of conditions.

9. Imagine that you are a senior executive in the human resources group of a large organiza-
tion faced with an alarming number of retirements of critical employees over the next three
years. How might you deal with this situation to avoid losing valuable expertise needed for
the organization’s continued growth and success? What reasonable kinds of incentives/
motivation might you offer reluctant employees to share their highly valuable tacit knowl-
edge before retirement?

10. Imagine that you are the CEO of a large organization, and you strongly support the need
for a greater level of collaboration in most areas of the organization. Discuss how you might
be able to stimulate the formation and growth of communities of practice.

Action Memos

1. You are a talent scout for a professional sports team. Over the years, the players you have
recommended to be selected in the draft have had an outstanding performance record for
your team. Indeed, although you are only in your late-thirties, you are frequently cited as
the top talent recruiter in the entire league. You read and re-read the study guide on knowl-
edge management your general manager provided you two weeks ago. In addition to some
basic definitions and discussion of KM, it includes several examples of successful appli-
cations of KM to the selection of top recruits for academic and athletic scholarships. Now
you are sitting in your hotel room staring at the e-mail from the general manager. He wants
you to become the subject of a KM experiment for the team. He plans to assign an expert
in KM to study and document your approach to identifying top talent. The goal is to train
the other three talent scouts for the team in your approach. He asks if you will participate
in the experiment. How do you respond to this e-mail?

2. You are the CIO of a company facing a potential class action lawsuit over damages caused
by one of its products.You are shocked when you receive an unsigned e-mail message sent
to your personal e-mail account stating: “Destroy the contents of the e-mail back-up server.
This is not a joke; your position with the firm is at stake.” What do you do?

Web-Based Case

Visit the Web sites of three enterprise search software firms that provide e-discovery capabilities.
Write a brief report that compares the strengths, weaknesses, and capabilities of the three soft-
ware providers. Which of the three do you think offers the best solution? Why did you choose this
software provider?

Case Study

Defense Threat Reduction Agency Implements KM

The Defense Threat Reduction Agency (DTRA) is an agency of the U.S. Department of Defense. It
was established in 1998 with headquarters in Ft. Belvoir, Va., and is comprised of some 2000 civil-
ian and military personnel scattered around the world in 14 locations. These people are dedicated
to “providing capabilities to reduce, eliminate, and counter the threat of WMD (weapons of mass
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destruction including chemical, biological, radiological, nuclear, and high explosive weapons) and miti-
gate its effects.”37 The DTRA has three major areas of responsibility:38

1. Prepare U.S. and allied combatants for problems that can occur in fighting an enemy with
WMD capability

2. Aid in consequence management to define what is needed for the nation to respond to a
WMD attack

3. Work with Russia to secure and dismantle weapons of mass destruction in former Soviet
Union states (e.g., Belarus, Kazakhstan, and Ukraine) to make sure they do not fall into the
wrong hands

In meeting its challenging mission, the procurement professionals at DTRA award large and
complex contracts to organizations to provide worldwide support and services; it also makes
many multi-million dollar purchases. Here are a few examples of its recent contracts:

● SRA International, Inc. was awarded a $10 million, two-year contract to provide the logis-
tics, network support, software engineering, and Web services for the research and
development operations at DTRA.39

● Black & Veatch Holding Company (a global engineering, consulting, and construction
company) was awarded a contract to provide services to Ukraine in the area of defenses
against bioterrorism and bio-weapons proliferation worth $175 million, this is part of a
much larger contract worth up to $4 billion.40

● Lockheed Martin Corporation was awarded a $45 million, 5-year contract to modernize
the IT systems at DTRA.41

● Defense Threat Reduction Agency (DTRA) is awarding several contracts to find new anti-
viral compounds that are effective in combating hemorrhagic fever viruses, a class of
deadly viruses that includes Ebola.42

DTRA is the merged product of five different defense agencies and programs. Because of
this, functional and process information about purchasing and contracting was scattered through-
out a myriad of DTRA Web sites, shared and private computer disk drives, and on paper docu-
ments in file cabinets. Much of the valuable information was tacit in nature and simply was not
documented in any form. Finding needed information in a timely and effective manner simply was
not possible. Such complications hindered DTRA in fulfilling its mission in a cost-effective manner.
Acquisition professionals, program managers, and others needed a faster means of getting to the
how-to and reference information needed to fulfill their responsibilities.

DTRA initiated a knowledge management effort to codify, standardize, and streamline its
many and sometimes conflicting acquisition guidelines, processes, and procedures. As part of this
effort, it developed a Web-based system called Acquisition ToolBook to provide valuable “how to”
and reference information to aid DTRA acquisition professionals. The system provides a top-
down, comprehensive, well-organized view of the entire acquisition process. ToolBook users log
in to the agency’s main Web portal to see an overview of the entire acquisition process summa-
rized into 24 activity boxes of related acquisition information and tasks. Clicking any activity box
provides further details, guidelines, forms, and procedures associated with completing that
acquisition activity. The information is presented in a multi-level format to better meet the needs
of the users. For example, level one provides basic training on concepts, requirements, and
responsibilities for completing the chosen activity. Level two provides more detailed information
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such as guides, tools, manuals, and standard operating procedures. Level three provides actual
examples, checklists, tools, and templates to complete a specific activity. It took 12 months to
design and implement the Acquisition ToolBook. Much of this effort was directed at defining a com-
mon set of practices to be followed and then documenting these practices in a simple, easy to fol-
low manner.

The valuable acquisition information provided by ToolBook is tailored to meet the informa-
tion needs of program and project managers. It also benefits others associated with the acquisi-
tion process including those people involved in negotiating, reviewing, analyzing, documenting,
and monitoring the execution of contracts by assisting them in the performance of their specific
acquisition and procurement functions. The ToolBook helps users obtain key information quickly
when they need it, reduces the time required to get a new acquisition professional up to speed, and
ensures that users follow “best practices” for completing their work. All this reduces the time
required to obtain valuable goods and services needed for DTRA to fulfill its critical mission.

Discussion Questions

1. The DTRA ToolBook has now been in operation for a few years. Imagine that you are
assigned to head a special project to identify further improvements to provide procure-
ment professionals with the knowledge they need to be even more effective. The scope of
the project includes evaluating the usefulness and completeness of the knowledge that the
ToolBook provides to its users. It also has been suggested that more extensive use of
Web 2.0 technologies be considered to enhance the system usefulness. How would you
evaluate the effectiveness of the current system and identify potential opportunities for
improvement? Identify three potential ideas you feel are worthy of further investigation.

2. Find the online article “A Different Kind of Web-Based Knowledge Management” by Dr.
Joseph P. Avery in the May–June 2008 issue of Knowledge Management. Read and com-
ment on the Eight Key Principles of Successful KM-Based Systems defined in this article.

3. DTRA strongly advocates relationships with small and minority-owned businesses. Imag-
ine that you are in charge of developing a knowledge management system to provide guid-
ance for such organizations interested in doing business with DTRA. Who would you work
with to define the contents of such a system? How might you deliver the knowledge from
this system to the end users?

4. Identify three specific acquisition tasks for which there is a high need to document the tacit
information of experienced DTRA acquisition professionals.

5. Comment on how well you think other government agencies might be able to reapply the
Acquisition ToolBook to support their acquisition activities. What barriers might exist that
would make reapplication difficult?
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C H A P T E R 11
ENTERPRISE
ARCHITECTURE

W H A T R O L E D O E S E N T E R P R I S E
A R C H I T E C T U R E P L A Y I N B U I L D I N G
A S U C C E S S F U L B U S I N E S S ?
Sarah Winchester, heir to the Winchester Rifle fortune, built the Mystery House over nearly
40 years, adding on bit by bit. The house had three elevators, 47 fireplaces, rooms built
around rooms, stairways leading to nowhere, and doors that open into blank walls. The
house ended up being not very functional. It wasn’t for lack of money or highly skilled
workers; it was lacking an architectural plan. The enterprise architecture in some organi-
zations is like the Winchester Mystery House.1

E N T E R P R I S E A R C H I T E C T U R E G I V E S
G O O G L E A C O M P E T I T I V E E D G E

Google overcame established competition to become one of the world’s leading innovators. Its mission is

to organize the world’s information and make it universally accessible and useful.2 Google is now the

primary gateway to the world’s largest digital network of publicly available information and knowledge.The

company is so dominant that its name is now a verb, as in “Google it.”

Google has implemented an enterprise architecture that can handle more than one billion searches

a day. It uses information gleaned from Web searches to improve its search engine continually, enabling

the company to implement enhancements and keep it ahead of rivals Yahoo! and Microsoft.

Most commercial advertising is not customer-specific, which makes it inefficient. Consider an

advertisement on TV that is targeted to a specific drug used to treat Alzheimer’s disease. The advertise-

ment is broadcast to a much wider audience than is necessary. By contrast, Google uses an advertising



model based on combining a Web page ranking mechanism and targeted advertising. Customers

conduct free searches with Google, but vendors pay Google to match consumers with their relevant

products and services, resulting in more effective targeting.

The power behind Google’s Web platform is a well-designed enterprise architecture, which consists

of a vast array of interconnected computers and software systems hosted by a large number of regional

data centers.3 The enterprise architecture enables Google to run its core business processes and

manage huge amounts of data in a specialized database. The database includes information about

customer searches and the content of Google e-mails.The enterprise architecture is designed to access

new Web content continuously, index the content, and manage the advertising business, thus freeing up

Google employees to perform high-order thinking and pursue other innovations.

Google’s high technology is balanced with a high-touch, “people-centric” culture that has a strong

influence on helping the company provide a sustainable competitive advantage through its selective

recruitment and retention of top talent. Google places a high priority on innovation and expects its

workers to devote 70 percent of their time to the core business process of search and advertising,

20 percent to other business functions, and 10 percent to experimenting with new ideas.

Google’s combination of enterprise architecture and innovation-oriented culture enables the com-

pany to thrive. The firm has achieved innovation through in-house efforts such as Google Earth, a

service that combines the power of Google Search with satellite imagery, maps, terrain, and three-

dimensional buildings to put the world’s geographic information at the user’s fingertips. Google also has

achieved innovation through strategic acquisition. For example, it acquired YouTube, the popular Web

site used to share video clips. YouTube has helped to change the way people are entertained and the

way they communicate.
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L E A R N I N G O B J E C T I V E S

As you read this chapter, ask yourself:

● What is the connection between organizational strategy and enter-
prise architecture?

● How should managers get involved in defining enterprise architecture?

W H A T I S E N T E R P R I S E A R C H I T E C T U R E ?

Enterprise architecture is a set of models that describe the technical implementation of an
organization’s business strategy and business processes.4 Figure 11-1 is a representation of the
Google enterprise architecture, which includes an estimated half-million servers.5 The tenet
“form ever follows function”6 describes the relationship between an organization’s form (enter-
prise architecture) and the customers’ need for functionality (purpose, utility, and desired
value). The organization’s business processes must be able to provide the desired functionality.
The business processes determine the form. This chapter will discuss why enterprise archi-
tecture is important, indentify some architecture styles, and outline a process for developing an
enterprise architecture. The key role of managers in ensuring that the proper architecture is
designed and built will be emphasized throughout.
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FIGURE 11-1 Google’s high-level enterprise architecture
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Why Is Enterprise Architecture Important?
Enterprise architecture provides the overall foundation for achieving an organization’s
strategic vision. Enterprise architecture can enable organizations to facilitate the delivery
of new products and services, to be the catalyst for change, to be more agile, and to pro-
vide meaningful value propositions from their strategic initiatives, all at the lowest pos-
sible total cost of ownership. To meet changing business requirements, enterprise
architecture must be in a state of constant evolution. Ineffective enterprise architecture
can jeopardize the success of an organization. If enterprise architecture is not in place, is
mismanaged, or is built without flexibility, it can cause service outages, problems with
products, and failure.

The example of JetBlue Airways illustrates the consequences of not implementing an
adequate enterprise architecture.7, 8, 9 JetBlue was forced to cancel a large number of
flights in February 2007 due to severe ice and snow storms. JetBlue was unable to give its
passengers and many of its employees sufficient information about the canceled flights. As
a result, many passengers had to wait in grounded airplanes for as long as 11 hours dur-
ing the storms.10 The airline’s enterprise architecture was incapable of performing all of
the required passenger and crew rescheduling tasks. In addition, no system was in place to
keep track of off-duty crews of pilots and flight attendants. JetBlue’s reservation system was
overloaded, customers could not reschedule flights themselves, and not enough employ-
ees were trained to use the reservation system. To compound matters, JetBlue did not have
a baggage tracking system that was capable of dealing with the snafu. After JetBlue’s major
service disruptions, staffers at the company posted then-CEO David Neeleman’s apol-
ogy to customers on YouTube. By comparison, other airlines were able to cancel their flights
much earlier than JetBlue, so their passengers were able to avoid much of the airport
congestion. In addition, other airlines use baggage tracking systems to track luggage
throughout the route.

Today a company can do all the right things but still fail unless it has viable enter-
prise architecture to guide its strategic direction. The enterprise architecture enables man-
agers to do the following:

● Increase employees’ effectiveness by enabling high-order thinking.
● Develop new value propositions of interest to customers.

Enabling High-Order Thinking

The new global economy is becoming increasingly complex and competitive. Organiza-tions
need to look beyond product differentiation and cost reduction to provide customer value. An
organization’s employees must be able to transition from routine execution of daily tasks to
high-order thinking: understanding, forming perspectives, and thinking critically about new
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ideas or ways of doing things differently. High-order thinking is vital for adapting to the new glo-
bal economy, and a major type of high-order thinking is the ability to innovate. According to
Clayton Christensen, there are two broad categories of innovation:

● Radical innovation (disruptive technology), which creates such dramatic
change that it transforms existing industries or creates new ones. Such inno-
vation generally accomplishes one or more of the following: creates an
entirely new set of performance features, improves performance by a factor of
five or more, or reduces costs by 30 percent or more.11

● Incremental improvement (sustaining technology), a process of implement-
ing continual small enhancements to a process, resulting in slow but steady
improvement.

If an organization “stays too close to customers,” bringing out only products and
changes requested by the customer, the result may be less emphasis on more viable, dis-
ruptive technologies.12 As Christensen wrote, leading firms cannot allow themselves to
be “held captive by their customers, enabling attacking entrant firms to topple the incum-
bent industry leaders each time a disruptive technology emerges.”13

The problem with staying too close to customers is that sometimes they cannot tell you
what they really want. For example, in 1995, Ford Motor Company asked its customers if
they wanted a second sliding door on the Windstar minivan. When research showed that
customers were not interested, Ford nixed the idea. However, Chrysler correctly antici-
pated that such a feature would be highly desirable. Ford was wrong, Chrysler was right,
and Ford paid more than $500 million to correct its mistake. The Sony Walkman is another
example of a product for which no customer asked, yet it was a great success.

The new global economy will require more innovation, which in turn will require more
intellectual capital. Intellectual capital is the knowledge of the workforce.14 It is the aggre-
gate of an organization’s capacity for deep thinking, domain knowledge, problem solv-
ing, and creative skills. Intellectual capital enables an organization to provide value to
customers and to create innovations.

Figure 11-2 represents the three-layer approach to thinking about innovation. Forward-
thinking organizations will digitize their stable basic processes and incrementally improve
them, liberating the managers to work on strategic thinking and innovation.

A research study of 147 companies from 1998 to 2002 found that 24 percent of a com-
pany’s sales were from new products (level 2 and level 3) introduced in the prior three
years. In that time period, one-third of the companies were able to achieve 50 percent of
total sales from new products. The 50 percent group had a higher percentage of their
basic business functions digitized (level 1).15 This lends credence to the theory that auto-
mation of standard business processes liberates the high-order thinking required for
innovation.

As we saw with Google in the opening vignette, an effective enterprise architecture must
support the business strategy and enable an organization to increase its competitiveness.
If the enterprise architecture is implemented thoughtfully, then routine business tasks
are handled smoothly, efficiently, and reliably. Employees do not have to devote as much
effort to ensuring the ongoing operation of fundamental business processes. This enables
managers to spend more time on high-order thinking and innovation and less time on rou-
tine tasks such as reordering spare parts.
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Developing New Value Propositions

A well-designed enterprise architecture creates a foundation of common business pro-
cesses and shared data that ultimately allow for the development of new value propositions.
Value propositions provide a clear statement of the tangible benefits that a customer
obtains from using a company’s products or services.

Managers need to participate as stakeholders in the development and implementation
of enterprise architecture so they can convey the type of value propositions being
conceived. Effective organizations use technology to provide value propositions to exter-
nal and internal customers. Internal customers are interested in the value that the enter-
prise architecture provides, including what capabilities it has and what problems it solves,
rather than the underlying technology. External customers will attempt to simplify their
efforts by searching for products and services that are:16, 17

● The most innovative (Apple, Google, Toyota, General Electric, Microsoft)
● The least expensive (Wal-Mart, Southwest Airlines, JetBlue)
● The best quality for their needs (Procter & Gamble, UPS)
● The most distinctive and familiar brand (McDonald’s, Coca Cola, Harley

Davidson, BMW)

The result of enterprise architecture is to provide a solid foundation for both internal
and external customers: “companies with a solid foundation had higher profitability, faster
time to market, and lower IT costs.”18

For example, the GM OnStar System is a byproduct of the GM enterprise architec-
ture, and it illustrates a unique value proposition. GM’s OnStar is a telematics subscrip-
tion service for in-vehicle safety, diagnostics monitoring, security, wireless
communications, location tracking, auto navigation, and Web access. Telematics is the
transmission of data communications between systems and devices. Drivers can communi-
cate with advisors at the OnStar Center any time. OnStar consists of four different types
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of technology that work together as subsystems: hands-free cellular service, a virtual advi-
sor that can use voice recognition to search the Web for information, a global position-
ing system (GPS) that uses satellites for location identification, and vehicle telemetry for
diagnostic and emergency information.19

Software Architecture Styles
A city has many different types of housing styles, such as colonial, Cape Cod, art deco,
contemporary, Georgian, French provincial, Queen Anne, Tudor, and ranch. Similarly, soft-
ware architecture includes multiple styles of computing, which are separated broadly into
two categories: centralized and distributed. Almost all new software applications are built
using the distributed model because it provides for lower costs and overall higher value. New
solutions are likely to be added to older solutions, resulting in a mixture of different
architectures. Packaged solutions also come with their own software architecture styles that
ideally complement the existing enterprise architecture. Figure 11-3 describes the lin-
eage of the principal software architectural styles.

Centralized Architecture

Centralized architecture is based on the use of a mainframe computer that supports a vari-
ety of local and remote devices, such as printers, terminals, and workstations. The main-
frame computer maintains tight control over the software applications that run on it as
well as the associated data that it manages. On the other hand, it is difficult to add incre-
mental amounts of mainframe computing capacity to handle increased demands for addi-
tional processing, because mainframes are not easily scalable. Centralized architecture and
mainframe computing are used frequently to process high volumes of transactions, such
as credit card transactions, customer billing, and automated teller machine transactions.
IBM has developed a large selection of technology to support centralized computing,
including mainframe operating systems, transaction systems such as the Customer
Information Control System (CICS) Transaction Server, middleware such as WebSphere,
and databases such as the DB2 database and IMS (Information Management System). An
estimated 95 percent of the world’s banks use IBM mainframe computers.20

Today
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Distributed
computing

Internet

Proprietary
client server
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FIGURE 11-3 History of computing styles
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Distributed Architecture

John Gage of Sun Microsystems created the phrase “The Network is the Computer” to
describe distributed computing.21 In a distributed computing model, processing functions
and data can reside anywhere on the network or the commercial Internet.

Distributed applications share the processing, formatting, presentation, and storage
functions across clients and servers. There is less reliance on proprietary software and more
emphasis on open standards. With the distributed model, processing capacity is much
more scalable by adding more servers or upgrading to faster servers. Such upgrades are
much simpler and less costly than upgrading to a faster mainframe computer. Almost all
new development is moving toward the distributed model built using Web-oriented tool sets.

Client/Server Architecture

Client/server, a type of distributed architecture, is a general-purpose model of network com-
puting with the following parts (see Figure 11-4):

● The client requests services and resources over the network.
● The server provides resources and services over the network.
● The network provides the mechanism for the client and server to

communicate.
● The database provides the functionality to create, read, update, and delete

stored values.

In a client/server system, a client requests information from a server and the server per-
forms a database request to the database server. Client/server architecture provides for a
separation of responsibilities and enables the application to be organized in layers:

● The Presentation layer manages the customer experience and user interfaces.
● The Application layer allows for programming and codifying of business rules.
● The Database layer stores and accesses data values.

Clients

Network

Server Database

FIGURE 11-4 Client/server processing
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Figure 11-5 is an example of the separation of layers using client/server architecture.

Tiers are physical units such as servers or mainframes. Client/server layers can be
deployed on separate physical tiers. For example, each of the three layers can be deployed
onto one to three physical tiers.

Service-Oriented Architecture

Service-oriented architecture (SOA) is a software application development approach based
on building user applications out of software services. A software service is a unit of work
developed by a service provider (a piece of software) to achieve desired results for a ser-
vice consumer (another piece of software with which the end user interacts). Services could
include such activities as completing an online credit card application, booking a reserva-
tion online, or requesting an online mortgage rate quote. A well-defined set of rules or
protocols describe how one or more services can “talk” to each other. As a result of the stan-
dards and protocols associated with SOA, an SOA-based application structure works simi-
larly to the way your Web browser accesses information and services on the Internet.
Regardless of what browser you use or what computer you have, you can still access and
interact with any Web services.

To use SOA to build a comprehensive set of services that support a business
initiative—for example, a system to support the online customers of a stock brokerage
firm—business managers and IT people must define the services to be offered and design
how to link and sequence the necessary services. This process is sometimes called
orchestration. For example, Fidelity Investments uses the SOA architecture to provide ser-
vices to its online investors (see Figures 11-6 and 11-7). The services must be well thought
out and designed in advance. The services are linked so that after logging in, the inves-
tor can display the current value, original value, and the gain/loss for each investment in
the portfolio. The investor also can buy and sell stocks, bonds, or mutual funds; perform
research on various investments; and administer the account (for example, change the
password or specify that dividends automatically be reinvested). Each of these actions is
handled by a separate service; the orchestration of the entire set of services enables
Fidelity to provide excellent business support for its customers.
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FIGURE 11-5 Separations of layers
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The ability to respond to unanticipated changes in the business environment is a key
advantage of SOA. This flexibility is achieved by establishing a loosely coupled relation-
ship between services so little or no dependency exists between the services. Thus, a soft-
ware module can be modified to meet new business needs with little or no impact on other
services. Or, new services can be added easily without requiring a change to an existing
service.

Another advantage of SOA architecture is that services can be implemented and made
available gradually. Over time, the collection of services can provide a comprehensive set
of capabilities for end users. Such an approach avoids the cost, delay, and risk associ-
ated with a large-scale, all-at-once implementation of all services.

FIGURE 11-6 Fidelity Investments Web services support online investors
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A M A N A G E R T A K E S C H A R G E

American Modern Converts to Service-Oriented Architecture

American Modern Insurance Group is the specialty insurance subsidiary of the Midland
Company, with more than 40 years of experience in manufactured housing insurance.
American Modern provides specialized products and services for owners of motor homes,
travel trailers, boats, personal watercraft, classic cars, motorcycles, and snowmobiles.

American Modern decided that its aging enterprise architecture was no longer capable
of keeping up with the changing needs of the business. Vice President of Infrastructure
Patrick Law led a $62 million project to replace the insurer’s 30-year old casualty policy
administration system. The scope of the project included converting from a propri-
etary, centralized architecture to a service-oriented architecture. To accomplish this goal,
American Modern had to revamp its existing infrastructure of mainframe computers, data-
bases, and core business applications. The firm replaced its two Unisys mainframe com-
puters with a single IBM zSeries mainframe. It is migrating from Unisys and Oracle
databases to IBM’s DB2. The firm’s internally developed casualty policy system is being
replaced with an IBM application.22
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American Modern has been concentrating on choosing the right technology compo-
nents required to make everything work and then training employees to use these new
tools. As the firm shifts to SOA, it is converting its original COBOL modules into hun-
dreds of smaller component modules that will provide all the capability of the original appli-
cation and provide much-needed agility to add new features as business needs change.

Discussion Questions:

1. What was the business case for American Modern to spend $62 million to move
to a service-oriented architecture?

2. What role would business managers play in justifying and implementing this
project?

3. What advantages does American Modern gain from using an SOA approach? Are
there any drawbacks to using this approach?

Developing an Enterprise Architecture
Developing an enterprise architecture is like planning a city. The vision of a city is to pro-
vide the overall future layout for streets, schools, businesses, retail areas, parks, and
infrastructure. The city provides basic common services such as fire and police protection.
The plan for the city can include sketches of each property’s layout, blueprints of impor-
tant buildings, and three-dimensional models.

Enterprise architecture also is planned using models. The Unified Modeling
Language (UML) is a language for specifying, constructing, visualizing, and documenting
the artifacts of a software-intensive system. Like musical notation, which specifies and
documents music to enable the conductor and musicians to perform harmoniously, the
UML specifies and documents software systems to enable system builders and users to work
well together. With the knowledge of customer needs and trends in place, the process of
developing enterprise architecture can begin. Each organization needs to develop its own
approach to realizing enterprise architecture. The key objective of enterprise architec-
ture is to build a foundation that will enable change and meet the next generation of needs.

The Boeing Story

The Wright Brothers invented the first powered fixed-wing airplane and were the first to
fly it. Their innovation was to design the capability to navigate an airplane using three con-
trols simultaneously. The three controls were the ability to roll the wings to the right or left,
the ability to raise and lower the nose, and the ability to turn the nose from side to side.
These capabilities are the basis for modern aircraft, submarines, and spacecraft.23 The
Wright brothers built their airplanes by hand from spruce, a strong lightweight wood.
After a number of years of experiments and refinements, they created the Wright Flyer in
1905, the first practical airplane.

While the basic design of the plane remained the same for several decades, the meth-
ods used to build it changed dramatically with the introduction of standardized parts and
the assembly line. The airplane evolved into an increasingly complex set of subsystems that
must work together. During World War II, the aircraft industry was required to develop war
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planes very quickly. Their approach was to develop the subsystems separately without nec-
essarily considering the whole. For example, the engines, weapon system, and airframe
were developed independently. When the World War II fighter airplanes were assembled, it
was amazing that they worked effectively because they were not designed in an inte-
grated manner.24

Today we can design complex aircraft holistically and expect the separately designed
subsystems to function together as a whole. For example, Boeing plans to deliver the first
787 Dreamliner, a high-performance and low-emissions airplane, in the third quarter of
2009.25 The Dreamliner will use 20 percent less fuel than similar planes. More than half
its components will be built out of lightweight composite materials instead of heavy metal.
For example, the fuselage of the 787 is a one-piece part made of a lightweight composite
material. This one-piece part eliminates 1,500 aluminum sheets and 40,000 to 50,000 fas-
teners, simplifying the assembly.26 The fuselage performs a single, well-defined cohesive
function and minimizes the coupling of aluminum sheets and connectors that was for-
merly required.

The plane will use two manufacturers’ engines interchangeably (General Electric and
Rolls-Royce). It will be built in pieces from plants in Japan and Italy and then assembled
in the state of Washington.27 A plane can be assembled at the rate of one every three days.
The Boeing story is representative of both risk-taking and innovation in the new global
economy. The Boeing 787 Dreamliner is an innovative and complex product that required
a tremendous amount of planning to design and build.

In information technology, organizations need to develop the same level of sophistica-
tion as Boeing’s to build the enterprise architecture and enable the assembly of large-
scale reusable components that can sustain an enterprise’s business needs. In the context
of hardware and software, cohesion is a measure of how strongly related and focused the
various responsibilities of a software or hardware component are. Coupling is a measure of
the degree to which each software and hardware component relies on other modules to per-
form its function. In software and hardware, the ideal component is one that is highly
cohesive and has low coupling, just like the Boeing fuselage. This simplifies component
design and makes it easier to modify components in the future without affecting other
components.

The notion of standard parts in software was envisioned many years ago. But the indus-
try struggled with the concept as it continued to develop software in an ad hoc manner,
often building it from scratch without much consideration for building reusable compo-
nents like standard parts.

An example of a complex, large, high-risk computer system is the one that operates the
International Space Station. Its computer system has five major subsystems and 100
computers. The computers’ subsystems are the U.S. Command and Data Handling (CDH)
System, the Russian Onboard Complex Control System (OCCS), the Canadian Com-
puter System, the Japanese Data Management System, and the European Data Manage-
ment System. However, even with the extensive organization of the International Space
Station into subsystems and components, computers and related software are difficult to
diagnose and correct. When something goes wrong, as it did with the International Space
Station in June 2007, it is much easier to localize the problem when the system consists
of discrete subsystems and components that perform well-defined functions.28, 29

Enterprise Architecture

313



Business Processes

Enterprise architecture enables the implementation of a set of digitized business processes.
The commonality of business processes across business units determines a set of poten-
tial repetitive patterns that add value if digitized. An example of a business process is the
highly secret computer programs used to power the Google searches. The most useful
business processes provide value propositions that deliver substantial customer benefits,
that are difficult for competitors to imitate, and that can be used for innovative prod-
ucts and services. It takes the unique knowledge and skills of the organization’s
workers—the intellectual capital of the organization—to develop these business processes
effectively.

Cross-business unit common processes are illustrated in Figure 11-8. Examples of these
processes include activities required to capture a customer order, plan its shipment to
meet the customer’s desired delivery date, build and ship the order, bill for the order, and
provide post-sales customer service. These processes all require the ability to access,
update, and share data about orders, shipments and customers.

The pharmaceutical industry provides an example of how organizations must design
an enterprise architecture that not only meets business needs but allows data and informa-
tion to be used to save lives. Roche is an innovation-driven healthcare organization that
provides products to the global diagnostics market and supplies pharmaceuticals for can-
cer treatment. In Roche’s vision of the future, therapies will be available for many of
today’s untreatable diseases, drug efficacy and safety will be optimized, and effective strat-
egies will be in place for preventing disease. Early diagnosis and improved new treat-
ments will significantly reduce the need for expensive surgeries and long hospital stays. To
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FIGURE 11-8 Cross-business unit common processes
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this end, Roche is developing a wide range of products and services to determine disease
predisposition, provide health information to help prevent or delay the onset of illness, diag-
nose disease, treat numerous diseases and conditions, and monitor the progress of therapy.

Roche employs a global pharmaceutical R&D network that includes more than 5,000
scientists at four research centers, which are dedicated to providing clinically differenti-
ated drugs to address unmet medical needs. Roche couples strong in-house R&D capa-
bilities and alliances with numerous partners around the world, including Genentech and
Chugai. In China, Roche is collaborating with the Chinese National Genome Centres on
genetic epidemiology studies that identify genetic predispositions to conditions such as dia-
betes and Alzheimer’s disease.

Roche had to take all these needs into consideration in designing its enterprise
architecture. The architecture consists of a secure, reliable global network; computers and
software applications that can be used by employees and contractors; and databases of
clinical and trial data required for FDA approval of new products.

Process for Developing an Enterprise Architecture

Many organizations have tried and failed to define an effective enterprise architecture. In
1996, Congress passed the Clinger/Cohen act, which gave the Office of Management and
Budget the authority to dictate standards for “developing, maintaining, and facilitating the
implementation” of an enterprise architecture. Since then, several organizations within the
U.S. government have been audited by the General Accounting Office and found to be
sorely lacking in terms of a well-developed enterprise architecture—the IRS, Department of
Homeland Security, the FBI, FEMA, Census Bureau, Federal Aviation Agency, National Air
and Space Administration, HUD, Health and Human Services, Medicare, and Medicaid.30

The private sector has had problems as well, although it has not been as widely publicized.
McDonald’s, Ford, and Kmart all had major IT failures that cost more than $100 million and
were attributed to poor enterprise architecture.

Numerous approaches exist for creating and documenting an enterprise architecture.
One popular approach is The Open Group Architecture Framework (TOGAF), an indus-
try standard architecture framework that has been evolving since the mid-1990s. TOGAF
is fully documented and may be used freely by any organization that wants to develop an
IT architecture.31

TOGAF divides enterprise architecture into four components:

1. Business architecture that describes the processes the business uses to meet
its goals

2. Application architecture that describes how specific applications are designed
and how they interact with each other

3. Data architecture that describes how the enterprise data is organized and
accessed

4. Technical architecture that describes the hardware and software infrastruc-
ture that supports applications and their interactions

The TOGAF process involves nine steps, as outlined in Table 11-1. It is typically applied
within a given business area (such as human resources) or a couple of related business
areas rather than across the entire enterprise at one time. This constraint keeps the pro-
cess more manageable and ensures that useful results are delivered within a reasonable
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time. Once an architecture is defined for one area, the process can move on to other busi-
ness areas.

TABLE 11-1 The TOGAF approach to generate an enterprise architecture

Phase Objectives

1. Framework and principles 1. Ensure that everyone understands the process and is comfort-
able with it

2. Modify the process as necessary to fit the organization and
its needs

3. Set up a governance process that will oversee future architec-
tural work

2. Architecture vision 1. Ensure that the necessary support exists within the organiza-
tion for the enterprise architecture project

2. Define the scope of the project
3. Identify project constraints such as cost and/or time
4. Document business requirements that must be supported by

the architecture
5. Establish first-cut, high-level definitions of both the existing

and desired future architecture, in terms of the business, appli-
cation, data, and technical architecture

3. Business architecture 1. Create a more detailed description of the current and desired
future business architecture

2. Clearly delineate the gaps between the existing and desired
future business architecture

4. Information systems
architecture

1. Develop a detailed description of the existing data architecture,
including logical data models and relationship models that
relate business functions to Create, Read, Update, and Delete
data operations

2. Define requirements for performance, reliability, security, and
integrity

3. Identify gaps between the existing state and desired future
architecture

5. Technology architecture Define technology choices appropriate to support the proposed
new architecture

6. Opportunities and solutions Identify and evaluate various implementation approaches and
projects required

7. Migration planning Work with the established governance body to prioritize and
sequence projects based on costs, benefits, and risks

8. Implementation governance Create an architectural specification for each project to be
implemented

9. Architecture change
management

Update the existing architectural plan with information gained
from the latest projects

No matter what process is used, developing an enterprise architecture requires defin-
ing a future structure for an organization’s processes, information systems, personnel, and
organization subunits, so that they align with the organization’s core goals and strategic
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direction.32 While developing the enterprise architecture, an organization must answer the
following questions:

● What objectives, goals, strategies, and measures are important to the
organization?

● What new products or services does the business want to deliver?
● How is the business organized into autonomous business processes?
● How are those business processes related to each other?
● Which business processes are most in need of improvement?
● What is the plan for making those improvements?

The process of defining the enterprise architecture is never really finished. Instead, the
enterprise architecture is a continually evolving set of documents that guides the use of
technology.

This chapter has explained what is meant by the term enterprise architecture, dis-
cussed why enterprise architecture is important to the future of the organization, identi-
fied some architecture styles, and outlined a process for developing an enterprise
architecture. It is critical that managers recognize that they have an important role in help-
ing the technical people define the desired enterprise architecture. They must convey the
value propositions being considered so that the enterprise architecture is designed and
built to support these future needs.
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Chapter Summary

● Enterprise architecture provides a foundation for achieving an organization’s strategic
vision and delivering new products and services.

● The value of enterprise architecture is the timely availability of information both to inter-
nal and external customers that enables both incremental and radical innovation.

● The enterprise architecture enables routine business tasks to be handled smoothly, effi-
ciently, and reliably, which frees up managers to perform high-order thinking.

● Software architecture styles represent how processes and information can be orga-
nized to achieve the strategic direction of an organization.

● The service-oriented architectural style consists of a set of standard reusable and exten-
sible building blocks known as services, which enable managers to spend more time
focusing on high-order thinking instead of routine managerial functions.

● Service-oriented architecture provides the loose coupling of application building blocks
for reuse that supports a multivendor and multiplatform technology infrastructure.

● If the enterprise architecture is built thoughtfully, an organization can deal with inevi-
table changes by reassembling the building blocks and adapting to increased competi-
tion in a more agile way.

● No matter what process is used, developing an enterprise architecture requires defin-
ing a future structure for an organization’s processes, information systems, personnel,
and organization subunits, so that they align with the organization’s core goals and stra-
tegic direction.

Discussion Questions

1. What is enterprise architecture?

2. Why is it important for managers to understand enterprise architecture?

3. How does the tenet “form ever follows function” apply to the design of an enterprise
architecture?

4. What value proposition does enterprise architecture provide?

5. What is an enterprise architecture style?

6. What are the two major enterprise architecture styles?

7. What is service-oriented architecture? What are its advantages?

8. How does enterprise architecture allow for the development of new value propositions?

9. Identify and briefly discuss the three levels of innovation.

10. Can an organization be successful without enterprise architecture? Discuss fully and iden-
tify an example to support your position.

11. What is meant by high-order thinking? How does enterprise architecture enable high-
order thinking?

12. Describe a centralized architecture. Give an example of such an architecture.
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Action Memos

1. You are the manager of human resources for a midsized manufacturing organization. Your
team is about to embark on a six-month project to develop an intranet-based, self-service
Web site for the Human Resources (HR) Department. The consultants leading this effort
have asked you to send a brief e-mail to HR members, in which you request their coopera-
tion and participation in a one-day session to define the services to be provided. Draft an
e-mail that would encourage participation and make clear why it is important to the project’s
success.

2. You are a new CIO of a large financial organization. Your department has a history of not
meeting customer needs, and it has spent too much on proprietary technology. The depart-
ment’s schedules have not been met, and the perception around the company is that the
department is not responsive to change. As you sit in a staff meeting, you are surprised to
hear the CEO propose that the organization develop a major new product line that will
require a substantial investment in Web technologies. The CEO has asked for a brief
response from each of her direct reports. How would you respond?

Web-Based Case

Use the Web to research an organization that employed UML to define its enterprise architecture.
Discuss the process that the organization followed. What were the benefits of defining their
enterprise architecture?

Case Study

Healthcare: A Model Needing Transformation

In his book “Crossing the Chasm,”33 Geoffrey Moore identified a technology adoption life cycle
that included five segments: innovators, early adopters, early majority, late majority, and lag-
gards (see Figure 11-9). Healthcare can be considered part of the laggards segment.

Why is healthcare in the laggards segment? As Maggie Mahar wrote in 2007, “The U.S. spends
more on healthcare than any other nation. Does that money buy what it should? Not according to
decades of Dartmouth research on regional variations in spending and outcomes.”34

There is nothing more fundamental than healthcare. In the United States, however, it is one
of the most neglected of disciplines.35 According to Consumer Reports magazine, “The U.S.
spends an average of $7,000 per capita on healthcare. According to a 2007 analysis by McKin-
sey Global Institute, that’s 28 percent more than any other industrialized country even after
adjusting for its relative wealth.”36

Consider the following:

● There is a gap between the knowledge and practice of medicine, with poor service and
a 500 percent variation in rates of some surgical procedures from city to city. This gap
is being addressed by evidence-based medicine, an approach that adopts standard-
ized procedures for the treatment of diseases.37
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● In 2004, nearly 46 million people in the United States had no medical insurance.38 The
cost of healthcare in the United States is 40 percent higher than that of the next most
expensive nation. According to Mahar, “Chronically ill patients who receive the most
intensive, aggressive, and expensive treatments fare no better than those who receive
more conservative care. In fact, their outcomes are often worse.”39 According to authors
Anne Gauthier and Michelle Serber, “High spending has not translated into better health:
Americans do not live as long as citizens of several other industrialized countries, and
disparities are pervasive, with widespread differences in access to care based on insur-
ance status, income, race, and ethnicity.”40

● Adverse events harm patients far too often: “There are also significant issues with the
safety and quality of care. As many as 98,000 deaths result annually from medical errors,
and U.S. adults receive only 55 percent of recommended care. Inefficiencies, such as
duplication and use of unnecessary services, are costly and compromise the quality of
care. High administrative costs in health insurance and healthcare delivery are also
problems.”41

● Patients with chronic diseases, who account for 75 percent of all healthcare expendi-
tures, are most vulnerable.

● A large majority of hospitals do not use an electronic health record (EHR) system. Accord-
ing to Marianne Kolbasuk McGee, “There’s a troubling lack of urgency in much of the
industry toward EHRs and data sharing, despite the lives being lost to mistakes that
IT-enabled healthcare might help prevent and the potential for cost savings. We all
have a stake, as users of the healthcare system. Companies want more progress
because they’re feeling the pain of rising healthcare costs for employees, and they believe
in IT’s role in lowering that—just as they’ve applied tech to improve processes at their
own companies. Anyone who’s pushed tech-driven transformation can understand why
it’s difficult.”42
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Electronic Health Records (EHRs)

Healthcare involves a complex set of interrelated processes of vital importance, but healthcare
organizations are lagging in the implementation of information technology solutions. Gartner
Research indicates that less than 10 percent of healthcare organizations have fully imple-
mented EHR systems.43

Healthcare organizations use a large number of disparate systems that were implemented
at different times in different divisions and for different purposes, resulting in a lack of integration.
Most healthcare organizations use paper-based manual procedures for their medical records,
which cause inefficiencies in the practice of healthcare. EHR systems could alleviate a number of
current problems with healthcare organizations.

McGee wrote, “Despite several years of concerted national effort, including President Bush’s
rallying cry in 2004 to get most Americans on e-health records by 2014, the use of digital records
is in a precarious place. Just 10 percent of doctors’ offices use them. And while hospitals are
expanding their use, the most difficult work—the exchange of data among healthcare providers,
especially with rivals—has barely begun.”44

Veterans Health Administration (VHA)

The Veterans Health Administration is the largest integrated healthcare system in the United
States, with 1,400 hospitals, clinics, and nursing homes. According to the American Customer
Satisfaction Index, patients served by the VHA scored their care 10 percent higher than patients
at private hospitals.45

The VHA is a leader in the implementation of EHRs. The VHA does better than private hos-
pitals in customer satisfaction and costs. The VHA’s cost per patient has remained steady at
$5,000 for the past 10 years. Meanwhile, the consumer price index for medical care (what fami-
lies pay in the private sector for care) has increased about 40 percent.46

Douglas Waller wrote, “With 51 percent of its patients 65 or older, the VA has pioneered
research in geriatric care. In 2006 the journal Medical Care reported that Boston University and
the VA reviewed 1 million records from 1999 to 2004 and found that males 65-plus who received
VA care had about a 40 percent decreased risk of death compared with those enrolled in
Medicare Advantage’s private health plans or HMOs.”47

The Veterans Health Information Systems and Technology Architecture (VistA) is an inte-
grated system of software applications that directly supports patient care at VHA healthcare
facilities. VistA connects VHA facilities’ workstations and PCs with nationally mandated and
locally adapted software applications that are accessed by users through a graphical user inter-
face known as the Computerized Patient Record System (CPRS).48 The VHA has electronic
health records for all of its patients. Regardless of where a patient is treated, the physician has
access to the patient’s complete medical history. At the VA, a bar code on the patient’s wrist
is scanned, and then the prescription bar code is scanned to make sure that it matches the phy-
sician’s prescription.

In addition, VHA prescription drug costs are relatively low. The VHA is able to negotiate with
the pharmaceutical industry to achieve better pricing. In contrast, the industry successfully pre-
vented Medicare from negotiating the prices it pays for drugs.49
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Discussion Questions:

1. Discuss why it is important for healthcare organizations in general and the VHA in particu-
lar to develop a robust IT enterprise architecture.

2. Identify issues or problems that make it difficult for the VHA to develop an enterprise
architecture.

3. Outline a process for developing an enterprise architecture and identify some of the people
who should be involved in each step of the process.

4. Do research on the Internet to find at least three documents related to the VHA enterprise
architecture. Briefly summarize each document in a paragraph that describes the specific
project or business area addressed.
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C H A P T E R 12
ETHICAL, PRIVACY, AND
SECURITY ISSUES

T H E P E R V A S I V E N E S S O F C O M P U T E R
V I R U S E S

In view of all the deadly viruses that have been spreading lately, Weekend Update would
like to remind you: when you link up to another computer, you’re linking up to every com-
puter that that computer has ever linked up to.

— Dennis Miller, Saturday Night Live, U.S. television show

H A N N A F O R D B R O T H E R S I L L U S T R A T E S W H Y
M A N A G E R S M U S T U N D E R S T A N D T H E
E T H I C A L , P R I V A C Y , A N D S E C U R I T Y I S S U E S
R E L A T I N G T O I T

Hannaford Brothers is a supermarket chain that employs 27,000 workers with 167 stores in 5 northeastern

states and Florida.1 In December 2007, a security breach began at Hannaford involving customer credit and

debit card data. It took three months before the breach was uncovered by customers complaining to their

banks about fraudulent transactions on their cards. The breach was finally contained two weeks later.2

The data was captured illegally as the cards were swiped at the check-out line. To its credit, Hannaford

Brothers met the payment card industry (PCI) standards for data protection, and the company did not use

wireless technology to transmit unencrypted data. (These two factors have played a part in other customer

data breaches.)The PCI standards, however, do not require that card data be encrypted at the instant the card

is swiped. At Hannaford, the unencrypted card data traveled over the store’s private network before reaching

a server where it was encrypted and routed to the credit card company to complete the approval process.



While the investigation is continuing, one probable scenario is that an employee with administrative network

access was involved. Malicious software was planted on servers in each of Hannaford’s stores; the software

captured the unencrypted card data from customers and transferred it to an accomplice located overseas.3

Unfortunately, many businesses have spent considerable money to implement the current PCI data protec-

tion standards, which now appear to be inadequate.4

Hannaford has cooperated with credit and debit card issuers to ensure that customers whose data

was stolen are protected. The firm also notified law enforcement authorities and is working with them to

track down those who are responsible.

Just a few days after Hannaford Brothers announced the data breach, multiple class action lawsuits

were filed against the company alleging it was negligent for failing to maintain adequate computer data

security for customer credit and debit card data.5 At the time the initial class action suit was filed, there

had already been 1800 cases of reported credit and debit card fraud arising from the breach. Hannaford

is likely facing years of litigation; tens of millions of dollars in legal fees, settlement costs, and customer

credit monitoring services; and a reduction in sales revenue due to loss of customer goodwill.

L E A R N I N G O B J E C T I V E S

As you read this chapter, ask yourself:

● What are some of the ethical issues raised by the use of information
technology?

● What privacy issues are raised by the use of information technology,
and how do organizations deal with them?

● What are some common information technology security issues, and
how can organizations minimize their potential negative impact?

This chapter will identify some of the ethical and social issues associated with the use
of information technology, point out some of the potential negative impacts, and provide
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guidance to help minimize these. But first we begin with a definition of ethics and a discus-
sion of some of the measures organizations are taking to ensure that their employees act
in an ethical manner.

W H A T I S E T H I C S ?

Ethics is a set of beliefs about right and wrong behavior. Ethical behavior conforms to
generally accepted social norms—many of which are almost universally accepted. Doing
what is ethical can be difficult in certain situations. For example, although nearly every-
one would agree that lying and cheating are unethical, some people might consider it accept-
able to tell a lie to protect someone’s feelings or to keep a friend from getting into trouble.

Making ethical decisions in the area of information technology is really no different
than in other areas, although the specific issues may be different. Is it okay to download
copyrighted material without paying a fee? Should you point out to a supplier that their
accounting system consistently under-bills your firm, or should you take advantage of the
error to save your firm some money? Can you cut some corners on a software implemen-
tation project to meet a tight deadline?

The next section outlines actions that many organizations are taking to improve their
ethics and suggests a model of ethical decision making.

Improving Corporate Ethics
In recent years, we have seen the failure of major corporations like Enron and WorldCom
due to accounting scandals. We also have seen the collapse of many financial institu-
tions due to unwise and unethical decision making regarding the approval of mortgages and
lines of credit to unqualified individuals and organizations. Clearly such unethical behav-
ior has led to serious negative consequences that have had a global impact. We also have
witnessed an increasing number of corporate officers and senior managers sentenced to
prison terms for their unethical behavior. Many organizations today recognize the need
to take action to ensure that their employees operate in an ethical manner when using tech-
nology and in the general course of business. The following sections will summarize the key
actions organizations are taking to improve business ethics.

Appointing a Corporate Ethics Officer
Corporate ethics can be defined broadly to include ethical conduct, legal compliance, and
corporate social responsibility. The primary functions of a corporate ethics policy are set-
ting standards, building awareness, and handling internal reports—tasks that are neither
consolidated nor handled well in many organizations. Some organizations are choosing to
pull these functions together under a corporate officer to ensure that they receive suffi-
cient emphasis and cohesive treatment.

The corporate ethics officer is a senior-level manager who provides vision and direc-
tion in the area of business conduct. The role includes “integrating their organization’s
ethics and values initiatives, compliance activities, and business conduct practices into the
decision-making processes at all levels of the organization.”6 The ethics officer tries to
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establish an environment that encourages ethical decision making. Specific responsibili-
ties might include “complete oversight of the ethics function, collecting and analyzing data,
developing and interpreting ethics policy, developing and administering ethics education
and training, and overseeing ethics investigations.”7 The presence of a corporate ethics
officer has become increasingly common. Often a corporation will place a higher empha-
sis on ethics policies following a major scandal within the organization, as illustrated in the
following example.

Former Hewlett Packard Chairwoman Patricia Dunn and former Compliance Officer
Kevin Hunsaker were involved in an internal investigation of HP board members sus-
pected of leaking information about ongoing board room disputes to the news media.
Three detectives involved in the investigation allegedly engaged in pretexting (the use of
false pretenses) to gain access to the telephone records of HP directors, certain employ-
ees, and nine journalists. The detectives allegedly obtained and used the targeted individu-
als’ Social Security numbers to impersonate those individuals in calls to the phone
company with the goal of obtaining private phone records.

The state of California charged that such pretexting practices are illegal as they repre-
sent an invasion of privacy and involve gaining personal information under false
pretenses.8 Eventually, the state settled a civil complaint against the company under which
HP paid $14.5 million to cover fines and legal costs. The settlement did not involve any
admission or conclusion of guilt on the part of HP. Dunn and Hunsaker resigned as a result
of the scandal.9 In the aftermath of this scandal, HP appointed Jon Hoak, a former legal
counsel for NCR Corporation, to be its Ethics and Compliance Officer, reporting directly to
CEO, President, and Chairman Mark Hurd. Hoak is responsible for HP’s adherence to its
Standards of Business Conduct and performs an independent assessment of HP’s investiga-
tive practices and develops future best practices.

Ethical Standards Set by Board of Directors
The board of directors is responsible for the careful and responsible management of an
organization. In a for-profit corporation, the board’s primary objective is to oversee the orga-
nization’s business activities and management for the benefit of all stakeholders, includ-
ing shareholders, customers, employees, suppliers, and the community. In a nonprofit
corporation, the board reports to a different set of stakeholders, in particular, the local
communities that the nonprofit serves.

The board fulfills some of its responsibilities directly and assigns others to various
committees. The board is not normally responsible for day-to-day management and
operations; these responsibilities are delegated to the organization’s management team.
The board, however, is responsible for supervising the management team.

Directors of the company are expected to conduct themselves according to the high-
est standards of personal and professional integrity. Directors also are expected to set the
standard for company-wide ethical conduct and ensure compliance with laws and
regulations.

Establishing a Corporate Code of Ethics
A code of ethics highlights an organization’s key ethical issues and identifies the over-
arching values and principles that are important to the organization. The code frequently
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includes a set of formal, written statements about the purpose of the organization, its val-
ues, and the principles that guide its employees’ actions. An organization’s code of eth-
ics applies to its directors, officers, and employees. The code of ethics should focus
employees on areas of ethical risk relating to their role in the organization. It should also
provide guidance to help them recognize and deal with ethical issues, provide mecha-
nisms for reporting unethical conduct, and foster a culture of honesty and accountabil-
ity in an organization. The code of ethics helps ensure that employees abide by the law,
follow necessary regulations, and behave in an ethical manner.

A code of ethics cannot gain company-wide acceptance unless it is developed with
employee participation and fully endorsed by the organization’s leadership. It also must be
easily accessible by employees, shareholders, business partners, and the public. The code
of ethics must continually be applied to a company’s decision making and emphasized
as an important part of its culture. Breaches in the code of ethics must be identified and
treated appropriately so that its relevance is not undermined. Establishing a code of eth-
ics is an important step for any company, and most large organizations have developed
such a code.

In March 2007, Business Ethics magazine rated publicly held U.S. companies based on a
statistical analysis of corporate service to seven stakeholder groups—employees, customers,
community, minorities and women, shareholders, the environment, and non-U.S. stakeholders.
The top IT company, based on performance between 2000 and 2007, was Intel Corporation,
the world’s largest computer chip maker. A summary of Intel’s code of ethics is shown in
Figure 12-1. A more detailed version is presented in a 22-page document (Intel Code of
Conduct May 2007 found at www.intel.com/intel/finance/docs/code-of-conduct.pdf), which
offers employees guidelines designed to deter wrongdoing, encourage honest and ethical con-
duct, and promote behavior that complies with applicable laws and regulations. Intel’s code of
ethics also expresses its policies regarding the environment, health and safety, intellectual prop-
erty, diversity, nondiscrimination, supplier expectations, privacy, and business continuity.

Requiring Employees to Take Ethics Training
The ancient Greek philosophers believed that personal convictions about right and wrong
behavior could be improved through education. Today, most psychologists agree with
them. Lawrence Kohlberg, the late Harvard psychologist, found that many factors stimu-
late a person’s moral development, but one of the most crucial is education. Other
researchers have repeatedly supported these findings—people can continue their moral
development through further education that involves critical thinking and examining con-
temporary issues.

• Intel conducts business with honesty and integrity.
• Intel follows the letter and spirit of the law.
• Intel employees treat each other fairly.
• Intel employees act in the best interests of Intel and avoid conflicts of interest.
• Intel employees protect the company’s assets and reputation.

Source: Intel, accessed at www.intel.com/intel/finance/docs/code-of-conduct.pdf

FIGURE 12-1 Intel’s Five Principles of Conduct
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Thus, a company’s code of ethics must be promoted and continually communicated
within the organization, from top to bottom. Organizations should show employees
examples of how to apply the code of ethics in real life. One approach is through a com-
prehensive ethics education program that encourages employees to act responsibly and
ethically. Such programs are often presented in small workshop formats in which employ-
ees apply the organization’s code of ethics to hypothetical but realistic case studies relat-
ing to the use of technology, interactions with vendors, and a variety of other topics. Not
only do these courses make employees more aware of a company’s code of ethics and how
to apply it, they demonstrate that a company intends to operate in an ethical manner. The
existence of formal training programs also can reduce a company’s liability in the event
of legal action.

Including Ethical Criteria in Employee Appraisals
Employees are increasingly evaluated on their demonstration of qualities and characteris-
tics that are highlighted in the corporate code of ethics. For example, many companies
base a portion of their employee performance evaluations on treating others fairly and with
respect; operating effectively in a multicultural environment; accepting personal account-
ability for meeting business needs; and operating openly and honestly with suppliers,
customers, and other employees. These factors are considered along with more tradi-
tional criteria used in performance appraisals, such as an employee’s overall contribution
to moving the business ahead, successful completion of projects, and maintenance of good
customer relations.

P R I V A C Y

Often the use of information about people (employees, customers, business partners, etc.)
in business requires balancing the needs of those who use the information against the
rights and desires of the people whose information may be used.

On the one hand, information about people is gathered, stored, analyzed, and reported
because organizations can use it to make better decisions. Some of these decisions can
affect people’s lives profoundly—whether or not to extend credit to a new customer, to hire
one job candidate or another, to offer a scholarship or not. In addition, increased competi-
tiveness in the global marketplace has intensified the need to understand consumers’
purchasing habits and financial condition. Companies use this information to target mar-
keting efforts to consumers who are most likely to buy their products and services. Orga-
nizations also need basic information about existing customers in order to serve them
better. It is hard to imagine an organization having a relationship with its customers with-
out having data about them. Thus, organizations implement customer relationship
management systems that collect and store key data from every interaction they have with
a customer.

On the other hand, many people object to the data collection policies of government
and other organizations on the basis that they strip people of the power to control their own
personal information. Many individuals are also concerned about the number of data
breaches in which personal data stored by an organization falls into the hands of criminals.
For many, the existing hodgepodge of privacy laws and practices fails to provide adequate
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protection and fuels a sense of distrust and skepticism, as illustrated by this chapter’s open-
ing vignette.

As a result of the frequency of data breaches and the reluctance of many organiza-
tions to report them, various states have passed laws that, in effect, require any agency, per-
son, or business conducting business in the state to disclose any breach of security to any
resident whose data is believed to have been compromised. Table 12-1 identifies the larg-
est U.S. data breaches since 2003.

TABLE 12-1 Ten largest recent data breaches

Organization Date Number of individuals impacted

Data Processors International March 6, 2003 5 million

America Online June 24, 2004 30 million

Citigroup June 6, 2005 20 million

Visa, MasterCard, American
Express

June 19, 2005 40 million

U.S. Department of Veteran Affairs May 22, 2006 26 million

TJX Companies, Inc January 17, 2007 94 million

Dal Printing March 12, 2007 9 million

Fidelity National Information
Services

July 3, 2007 9 million

TD Ameritrade September 14, 2007 6 million

HM Revenue and Customs November 20, 2007 20 million

Best Western August 23, 2008 8 million

Source: Attrition.org Data Loss Archive and Database at http://attrition.org/dataloss accessed
January 31, 2009.

A combination of approaches—new laws, technical solutions, and privacy policies—is
required to balance the scales. Reasonable limits must be set on government and busi-
ness access to personal information; new information and communication technologies
must be designed to protect rather than diminish privacy; and appropriate corporate
policies must be developed to set baseline standards for people’s privacy. Education and
communication are essential as well.

Right to Privacy
This section will help you understand the right to privacy. Then we will cover information
technology developments that affect the privacy of personal information.

First, it is important to gain a historical perspective on the right to privacy. When the
U.S. Constitution took effect in 1789, the drafters were concerned that a powerful govern-
ment would intrude on the privacy of individual citizens. As a result, they added the Bill of
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Rights. So, although the Constitution does not contain the word “privacy,” the U.S. Supreme
Court has ruled that the right to privacy is protected by a number of amendments in the
Bill of Rights. For example, the Supreme Court has stated that American citizens are pro-
tected by the Fourth Amendment when there is a “reasonable expectation of privacy.” The
Fourth Amendment is as follows:

“The right of the people to be secure in their persons, houses, papers, and effects,
against unreasonable searches and seizures, shall not be violated, and no Warrants shall
issue, but upon probable cause, supported by Oath or affirmation, and particularly
describing the place to be searched, and the persons or things to be seized.”

The next two sections will address two key privacy issues—treating customer data
responsibly and workplace monitoring.

Treating Customer Data Responsibly
When dealing with customer data, strong measures are required to avoid customer relation-
ship problems. One widely accepted approach to treating customer data responsibly is for
a company to adopt the Code of Fair Information Practices and the 1980 Organization for
Economic Cooperation and Development (OECD) privacy guidelines. The code of Fair
Information Practices defines five widely accepted core principles concerning fair informa-
tion practices of privacy protection: (1) Notice/Awareness; (2) Choice/Consent; (3) Access/
Participation; (4) Integrity/Security; and (5) Enforcement/Redress. The 1980 Organization
for Economic Cooperation and Development (OECD) privacy guidelines continue to repre-
sent the international consensus on general guidance concerning the collection and manage-
ment of personal information. Under these two guidelines, an organization collects only
personal information that is necessary to deliver its product or service. The organization
ensures that the information is protected carefully and accessible only by those with a need
to know, and it provides a process for consumers to review their own data and make corrections.
The company informs customers if it intends to use customer information for research or mar-
keting, and it provides a means for them to opt out of the data collection process.

The European Union Data Protection Directive prohibits the transfer of personal data
to non-European Union nations that do not meet the European adequacy standard for pri-
vacy protection. Some of these standards require the creation of government data protec-
tion agencies, registration of databases with those agencies, and in certain cases, approval
before personal data processing can begin. The United States does not meet these standards.
The U.S. Department of Commerce together with the European Commission developed a
“safe harbor” framework to ensure that U.S. companies don’t experience interruptions in
their dealings with countries in the European Union. U.S. organizations that can verify
their policies and practices are compliant with the safe harbor’s requirements will be rec-
ognized as meeting the European adequate standard privacy for privacy protection.

Organizations should appoint an executive (often called a Chief Privacy Officer or CPO)
to define, implement, and oversee a set of data privacy policies. This individual must
ensure that the organization avoids violating state and federal government regulations. If an
organization works with European customers and organizations, the CPO also must ensure
that the organization meets the safe harbor requirements regarding the collection and
use of customer and employee data. This individual should be briefed on planned market-
ing programs, information systems, or databases that involve the collection or dissemina-
tion of consumer data and, importantly, be given the power to modify or stop initiatives

Chapter 12

338



that violate established data privacy policies. The rationale for early involvement in such
initiatives is to ensure that potential problems can be identified in the earliest stages,
when it is easier and less expensive to correct them.

There are several tasks critical to establishing an effective data privacy program, including:

● Conduct a thorough assessment to document what sensitive information your
organization is collecting, where it is stored, how long it is kept, who has access
to it, and how your organization is using this data.

● Define a comprehensive data privacy program that encompasses the develop-
ment of a set of data privacy policies that meet or exceed industry and govern-
ment requirements; addresses ongoing employee education and compliance; and
provides for regular updates to suppliers, customers, contractors, and employees.

● Assign a high level executive to implement and monitor the data privacy program.
● Develop a data breach response plan to be implemented in the event of such

an incident.
● Track ongoing changes to regulatory and legal requirements and make neces-

sary changes to your data privacy program.

Some organizations fail to address privacy issues early on, and it takes a negative expe-
rience to make them appoint an executive to define, implement, and manage data pri-
vacy policies. For example, U.S. Bancorp, a bank that in early 2009 had $247 billion in
assets, appointed a CPO, but only after spending $3 million to settle a lawsuit that
accused the bank of selling confidential customer financial information to telemarketers.10

This was one of the first of what turned out to be many lawsuits against banks alleging vio-
lations of customer privacy.

Many organizations that operate a Web site place a cookie—a small file containing a string
of characters that uniquely identifies a customer’s browser—on the computer hard drive of
visitors to the organization’s site. For each visit to the Web site, data about user preferences and
activity is captured and stored under that cookie on the company’s Web server. Additional
information that a customer submits, such as name, address, and credit card information, as
well as information gleaned from third parties, also is associated with the cookie and added to
the customer’s file on the server. In this manner, it is possible for the operator of the Web site
to gain a fairly complete and accurate picture of their customers. The Web site usually has a
privacy policy that states what sort of information about customers is captured and how that
information may be used by the capturing organization.

The world’s largest online store, Amazon.com, captures a lot of data on its more than
60 million active customers. For example, it uses data about previous purchases by its cus-
tomers to make recommendations to them for future purchases. So if one of your recent
Amazon.com purchases was a book by suspense author Dean Koontz, the next time you
visit Amazon.com, you are likely to see a recommendation to purchase books by other
authors of this same genre, such as Stephen King. While some people appreciate this “ser-
vice,” others are concerned over just how much Amazon.com knows about them and what
it is doing with this knowledge.

Workplace Monitoring
Many organizations have developed a policy on the use of information technology to pro-
tect against employee abuses that reduce worker productivity or that could expose the
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employer to harassment lawsuits. The institution and communication of such an IT usage
policy establishes boundaries of acceptable behavior and enables management to take
action against violators.

The potential for decreased productivity, coupled with increased legal liabilities, have
forced many employers to monitor workers to ensure compliance with the corporate IT
usage policy. More than 80 percent of major U.S. firms find it necessary to record and review
employee communications and activities on the job, including e-mail, Web surfing, and
phone usage (see Table 12-2). Some are even videotaping employees on the job. In addi-
tion, some companies employ psychological testing and random drug testing. With few
exceptions, these increasingly common (and many would say intrusive) practices are legal.

TABLE 12-2 Extent of workplace monitoring

Subject of Workplace Monitoring Percent of Employers that
Monitor Workers

Percent of Companies that Have Fired
Employees for Abuse or Violation of
Company Policy

E-mail 43% 28%

Web surfing 66% 30%

Time spent on the phone as
well as phone numbers called

45% 6%

Source: “2007 Electronic Monitoring & Surveillance Survey,” American Management Press Room,
February 28, 2008, http://press.amanet.org, accessed November 24, 2008.

The Fourth Amendment of the Constitution protects citizens from unreasonable
searches by the government and is often used to protect the privacy of government
employees. The Fourth Amendment cannot be used to control how a private employer
treats its employees, however, because such actions are not taken by the government. As
a result, public-sector employees have far greater privacy rights than those in private
industry. Although private-sector employees can seek legal protection against an invasive
employer under various state statutes, the degree of protection varies widely by state. Fur-
thermore, state privacy statutes tend to favor employers over employees. For example, for
employees to successfully sue an organization for violation of their privacy rights, the
employees must prove that they were in a work environment where they had a reason-
able expectation of privacy. As a result, courts typically rule against employees who file
privacy claims for being monitored while using company equipment. A private organiza-
tion can defeat a privacy claim simply by proving that an employee had been given explicit
notice that e-mail, Internet, and phone usage were not private and that their use might be
monitored. When an employer engages in workplace monitoring, though, it must ensure
that it treats all types of workers equally. For example, a company could get into legal
trouble for punishing an hourly employee more seriously for visiting inappropriate Web
sites than it punished a salaried employee.

Society is struggling to define the extent to which employers should be able to moni-
tor the work-related activities of employees. On the one hand, employers want to be able
to guarantee a work environment that is comfortable for all workers, ensures a high level of
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worker productivity, and limits the costs of defending against “frivolous” privacy violation
lawsuits filed by disgruntled employees. On the other hand, privacy advocates want fed-
eral legislation that keeps employers from infringing upon the privacy rights of employees.
Such legislation would require prior notification to all employees of the existence and loca-
tion of all electronic monitoring devices. Privacy advocates also want restrictions on the
types of information collected and the extent to which an employer may use electronic
monitoring. As a result, many laws are being introduced and debated at both the state
and federal level. As the laws governing employee privacy and monitoring continue to
evolve, business managers must stay informed in order to avoid enforcing outdated usage
policies. Organizations with global operations face an even bigger challenge because the
legislative bodies of other countries also debate these issues.

A M A N A G E R T A K E S I N A P P R O P R I A T E
A C T I O N

City of Ontario, California

The city of Ontario, California contracted with Arch Wireless to provide wireless text-
messaging services. The city received 22 alphanumeric pagers, which it distributed to its
employees. Jeff Quon, a member of the Ontario Police Department (OPD) SWAT team,
received one of these pagers and used it in the normal course of his duties. He also used
his pager to transmit sexually-explicit messages to two other workers in the police
department and to his wife. None of the recipients complained about the messages.

The city has a general computer usage, Internet, and e-mail policy. While the policy
does not specifically address the use of pagers, it does state that the use of city-owned
computers and all associated equipment, software programs, networks, Internet, e-mail,
and other systems operating on these computers is limited to city of Ontario related
business. The use of these tools for personal benefit is a significant violation of city of
Ontario policy. The policy also states:

Access to all sites on the Internet is recorded and will be periodically reviewed
by the city. The city of Ontario reserves the right to monitor and log all net-
work activity including e-mail and Internet use, with or without notice. Users
should have no expectation of privacy or confidentiality when using these
resources.

Access to the Internet and the e-mail system is not confidential; and informa-
tion produced in either hard copy or electronic form is considered city
property. As such, these systems should not be used for personal or confiden-
tial communications. Deletion of e-mail or other electronic information may
not fully delete the information from the system.

The use of inappropriate, derogatory, obscene, suggestive, defamatory, or harass-
ing language in the e-mail system will not be tolerated.

continued
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A year before the city acquired the pagers, Sgt. Quon signed an “Employment
Acknowledgement” that borrowed language from the general policy, indicating he had read
and fully understood the city of Ontario’s computer usage, Internet, and e-mail policy. A year
after the city acquired the pagers, Sgt. Quon attended a meeting during which all people
present were informed that pager messages were considered e-mail and those messages would
fall under the city’s policy as public information and were eligible for auditing.

Under the city’s contract with Arch Wireless, each pager was allowed 25,000 charac-
ters per month. Beyond this limit, the city was required to pay overage charges. An infor-
mal policy was that if there was an overage, the employee would pay the additional charges.
Lt. Duke with the Police Department was in charge of the purchasing contract with Arch
Wireless and was responsible for collecting the overage charges from employees.

Quon exceeded his monthly allowance three or four times, but he paid all overage
charges. According to Sgt. Quon, Lt. Duke told him that the city would not monitor the con-
tent of his messages unless he exceeded the budgeted monthly usage and failed to pay the
overage fee.

Lt. Duke let it be known that he was tired of being a bill collector. Chief Scharf then
asked Lt. Duke to request the transcripts of those officers who had exceeded their limit
to determine if the messages were exclusively work-related or if employees were using the
pagers for personal matters. Because the Ontario Police Department was unable to access
the message directly, Lt. Duke requested that Arch Wireless provide the transcripts. One
of the officers whose transcripts he requested was Sgt. Quon. Following a review of the tran-
scripts by Lt. Duke and an investigation by Internal Affairs, it was determined that Sgt.
Quon had exceeded his monthly allotment by more than 15,000 characters and that many
of the messages were personal in nature and were often sexually explicit.

Quon, his wife, and the two employees with whom he had exchanged the sexually explicit
messages filed a lawsuit alleging that “1) the pager service provider had violated the federal
Stored Communications Act by releasing transcripts of Quon’s messages to the City and 2) the
City, and others, had violated their rights under the Fourth Amendment to the United States
Constitution and Article I, Section 1 of the California Constitution.”11

The Stored Communications Act (SCA) was enacted as part of the Electronic
Communications Privacy Act in 1986 and is an attempt to address a number of potential
privacy issues not addressed by the Fourth Amendment. The statute defines an elec-
tronic communications service (ECS) as any service that provides its users with the abil-
ity to send and receive wire or electronic communications. The U.S. Court of Appeals for
the Ninth Circuit ruled that Arch Wireless was an electronic communications service and
had violated the SCA when it provided transcripts of Quon’s messages to the OPD in the
absence of a court order or consent of sender or intended recipients.

The court also ruled that the OPD, as a public employer, had violated Quon’s Fourth
Amendment and California Privacy rights. For this to be true, the court had to agree that
Quon had a reasonable expectation of privacy and that the Ontario Police Department had
conducted an unreasonable search. While the OPD had an acceptable use policy that
informed employees they had no reasonable expectation of privacy, OPD employees were
told their texts would not be audited as long as they paid any overage charges. The court
ruled that the search was unreasonable because it was too broad in scope—the OPD did
not need to review the contents of the text messages to determine if their text message
quota was too low.

continued
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Discussion questions:

1. Does anything in the court’s ruling restrict the ability of private employers with
clear computer usage policies that disclaim employee privacy from monitoring
employees’ e-mail and text message?

2. What learnings does this case provide for an employer who is attempting to
establish an employee workplace monitoring program?

3. With 20-20 hindsight, what could the city of Ontario have done to ensure
enforcement of its intended computer usage, Internet, and e-mail policy?

C Y B E R C R I M E A N D C O M P U T E R S E C U R I T Y

Cybercrime refers to criminal activity in which a computer or a computer network is used
as a tool to commit a crime or is the target of criminal activity. Examples include gain-
ing unauthorized access to data stored on a computer, illegal interception of non-public
communications or data transmissions, and interfering with the functioning of a com-
puter system. Electronic fraud is a broad class of cybercrime that involves the use of com-
puter hardware, software, or networks to misrepresent facts for the purpose of causing
someone to do or refrain from doing something that causes loss. An example would be
altering the transactions entered into an information system, or altering or deleting stored
data. According to the 2007 Computer Crime and Security Survey, electronic fraud, fol-
lowed by virus attacks, is the leading cause of financial loss from computer incidents.12

No one really knows the extent of cybercrime as many crimes go unreported. Most com-
panies that have been the victim of cybercrime simply won’t talk to the press, although,
as mentioned earlier, many states have passed Data Disclosure Laws that require disclo-
sure to those affected. The concern of companies who are victims of cybercrime is loss of
public trust and image—not to mention the fear of encouraging copycat hackers. In 2007,
the FBI received 206,844 complaints of cybercrime committed over the Internet, with
losses estimated at $240 million.13 The actual cost of cybercrime is certainly much higher
because not all crimes are reported and not all the costs (legal fees, loss of revenue, etc.)
to companies affected by data breaches can be accurately estimated. The cost of the TJX
data breach for example, is estimated to have cost the firm over $256 million in loss of busi-
ness and legal fees.14

The following sections discuss the most frequent types of computer attacks, identify
the various types of computer crime perpetrators, and provide action steps that managers
can take to protect their organization from computer crime.

Types of Attacks
Security incidents can take many forms, but one of the most frequent is an attack on a
networked computer from an outside source. Numerous types of attacks exist, and new
types are being invented all the time. Some of the more common attacks involve a virus,
worm, or distributed denial-of-service attack. Many computer attacks take advantage of
some sort of vulnerability associated with the computer’s operating system or a soft-
ware application. As software manufacturers become aware of these vulnerabilities, they
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issue software patches to address them. Thus, it is important for organizations and indi-
vidual users to continually update their system with software patches.

Viruses

“Computer virus” has become an umbrella term for many types of malicious code. Techni-
cally, a virus is a piece of programming code, usually disguised as something innocuous
that causes some unexpected and usually undesirable event. Often, a virus is attached to a
file so that when the infected file is opened, the virus executes. Other viruses sit in a com-
puter’s memory and infect files as the computer opens, modifies, or creates the files.
Thus, viruses are said to be self-replicating. (The name virus derives from the analogous
behavior of biological viruses that insert copies of themselves into living cells.) Most viruses
deliver a “payload” or malicious act. For example, the virus may be programmed to dis-
play a certain message on the computer’s display screen, delete or modify a certain docu-
ment, or reformat the hard drive.

Viruses do not spread themselves from computer to computer; they are not self-
propagating. To propagate to other machines, a virus must be passed on to other users
through infected e-mail document attachments, programs on storage devices, or shared
files. In other words, it takes action by the computer user to spread a virus.

Macro viruses are easily created and have become the most common type of virus. They
use an application macro language (such as Visual Basic or VBScript) to create programs
that infect documents and templates. After an infected document is opened, the virus
executes and infects the user’s application templates. Macros can wreak all sorts of
havoc—including inserting unwanted words, numbers, or phrases into documents and alter-
ing command functions. More seriously, macro viruses can delete and change files, auto-
matically run scripts, and overwrite standard application macros so that they can be spread
to other machines. After a macro virus infects a user’s application, it can embed itself in
all future documents created with the application.

Worms

Worms are harmful computer programs that reside in the active memory of the computer.
They differ from viruses in that they can propagate over a network without human inter-
vention, sending copies of themselves to other computers by e-mail or Internet Relay Chat
(IRC). Thus, they are self-propagating. The harm caused by a worm depends on the code
written into the worm. Some worms do damage by consuming large amounts of system
resources as they self-propagate; others erase data or execute instructions that install
malware (malicious software) on a computer without the user’s knowledge.

The negative impact of a virus or worm attack on an organization’s computers can be
considerable—lost data and programs, lost productivity because workers cannot use their
computers, additional lost productivity as workers attempt to recover data and programs,
and lots of effort for IT workers to clean up the mess and restore systems. The cost to
repair the damage done by each of the Code Red, SirCam, Melissa, and ILOVEYOU worms
was estimated to exceed $1 billion.

In late 2008, the Koobface worm began spreading rapidly through the social network-
ing site Facebook. Targeted users received a message in their Facebook Inbox with a sub-
ject line of “You look funny in this new video,” or something similar. Recipients were
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instructed to click on a provided link to view the video. Once on the video site, a message
displayed indicating that an update of Flash was needed before the video could be
displayed. The viewer was prompted to open a file called flash_player.exe. If the user opened
the file, the Koobface worm downloaded malicious code to the user’s computer. The worm
then attempted to spread itself by sending similar infected messages to the user’s
Facebook friends. The code also was able to redirect future user searches on Google or
Yahoo! to lesser known search sites. Of more concern is the worm’s ability to install other
malicious code at a later time.

Distributed Denial-of-Service Attack (DDOS)

A distributed denial-of-service attack is one in which a malicious hacker takes over com-
puters connected to the Internet and causes them to flood a target site with demands for
data and other small tasks (see Figure 12-2). A distributed denial-of-service attack does not
involve taking over the targeted system. Instead, it keeps the target site so busy respond-
ing to a stream of automated requests that legitimate users cannot get in—the Internet
equivalent of dialing a phone number repeatedly so that all other callers hear a busy signal.

FIGURE 12-2 Distributed Denial-of-Service Attack
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Software to initiate a distributed denial-of-service attack is simple to use, and many ver-
sions of such software can be found on the Web. A tiny program is downloaded surrepti-
tiously from the attacker’s computer to dozens, hundreds, or even thousands of computers all
over the world. Based on a command by the attacker, or at a preset time, the malware loaded
onto these computers go into action, each sending a simple request for access to the target site,
again and again and again—dozens of times per second. A compromised computer is called a
zombie. The term botnet is generally used to refer to a group of zombie computers running
software that is being remotely controlled without the knowledge or consent of the owners of
the compromised computers. Depending on the code planted on the zombie computers, a bot-
net also can be created for other purposes, such as sending out large quantities of spam e-mail.

Most zombies are home-based computers, and their owners are unaware of their
compromise. It is estimated that there are millions of active botnet computers.15 Arbor
Networks, a network traffic analysis company, estimates that one to three percent of all
Internet traffic is made up of packets of data used in denial-of-service attacks designed to
knock Web sites offline.16

The zombies are often programmed to put false return addresses on the packets they
send out (a practice known as spoofing) so that the sources of the attack are obscured and
cannot be identified and turned off. Spoofing actually provides an opportunity to prevent
distributed denial-of-service attacks. Internet service providers (ISPs) can prevent incom-
ing packets with false IP addresses from being passed on by a process called ingress filtering.
Corporations can use egress filtering to ensure that spoofed packets do not leave their cor-
porate network. Such checking of addresses takes a tremendous amount of Internet
router processing power, however. As the number of packets increases, more and more pro-
cessing capacity is required to check the IP address on each packet. Companies would have
to deploy faster and more powerful routers and switches to maintain the same level of
performance, which would be expensive. As a result, few ISPs or corporations perform this
checking. Such capabilities may be built into the next generation of network equipment.

The zombies involved in a distributed denial-of-service attack are often compromised
seriously and are left with more enduring problems than their target. As a result, a user
who discovers that his or her machine was compromised needs to have the computer
inspected to ensure that the attacker software is removed completely from the system.
In addition, system software will need to be reinstalled from a reliable backup to reestab-
lish the system’s integrity, and an upgrade or patch must be implemented to eliminate the
vulnerability that allowed the attacker to enter the system.

The Republic of Estonia is a small country (population 1.4 million) in the Baltic region
of northern Europe. Occupied by the Soviet Union following World War II, it gained its
independence in 1991. In April and May of 2007, a global botnet of compromised home com-
puters was used to launch hundreds of distributed denial-of-service attacks, which dis-
rupted the Web sites of numerous Estonian government agencies, financial institutions, and
media outlets. Pro-Russian activists led the attacks in retaliation for the Estonian govern-
ment’s decision to move a Soviet World War II memorial.17

Perpetrators
There are many types of computer criminals, and each type of perpetrator has different
objectives as shown in Table 12-3.
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TABLE 12-3 Classification of perpetrators of computer crime

Type of Perpetrator Typical Objectives

Hacker Test limits of system and/or gain publicity

Cracker Cause problems, steal data, and corrupt systems

Insider Gain financially and/or disrupt company’s information systems

Industrial spy Capture trade secrets and gain competitive advantage

Cybercriminal Gain financially

Hacktivist Promote political ideology

Cyberterrorist Destroy infrastructure components of financial institutions, utilities, and emer-
gency response units

Defensive Measures
The security of any system or network is a combination of technology, policy, and people,
and it requires a wide range of activities to be effective. In addition to elements designed
to prevent, detect, and respond to security incidents, a strong security program must
include preliminary defensive measures, such as an overall security assessment. Assess-
ment includes evaluating threats to the organization’s computers and network, examining
those threats in relation to the organization’s ability to meet key business objectives, tak-
ing actions to address the most serious threats in a cost-effective manner, and educating end
users about the risks and the actions they must take to help prevent a security incident.
The IT security group must lead the effort to prevent security breaches by implementing
security policies and procedures as well as effectively employing available hardware and
software tools. Business managers must take the lead in assessing the potential impact of
various threats on meeting key business objectives. Together with IT, managers must
weigh the cost and potential benefits of additional security measures. No security system is
perfect, however, so systems and procedures must be monitored to detect a possible
intrusion. If an intrusion occurs, there must be a clear action plan that addresses notifica-
tion, evidence protection, activity log maintenance, containment, eradication, recovery,
and incident follow up.

Risk Assessment

A risk assessment is an organization’s review of potential threats to its computers and net-
works along with an analysis of the probability that these will occur and prevent the orga-
nization from meeting key business objectives. The goal of risk assessment is to identify
which investments of time and resources will best protect the organization from its most
likely and serious threats. No amount of resources can guarantee a perfect security sys-
tem, so organizations frequently have to balance the risk of a security breach with the cost
of preventing one. The concept of reasonable assurance recognizes that managers must
use their judgment to ensure that the cost of control does not exceed the system’s ben-
efits or the risks involved. Table 12-4 illustrates a risk assessment for a hypothetical
organization.
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TABLE 12-4 Risk assessment for hypothetical company

Risk Business
Objective
Threatened

Estimated
Probability of
Such an
Event
Occurring

Estimated
Cost of a
Successful
Attack

Probability
× Cost =
Expected
Cost

Assessment
of Current
Level of
Protection

Relative
Priority to
Be Fixed

Distributed
denial-of-
service
attack

24 x 7
operation of
B2C Web site

40% $500,000 $200,000 Poor 1

E-mail
attachment
with harmful
worm

Rapid and
reliable
communica-
tions among
employees
and suppliers

70% $200,000 $140,000 Poor 2

Harmful virus Employees’
use of per-
sonal produc-
tivity software

90% $50,000 $45,000 Good 3

Invoice and
payment
fraud

Reliable cash
flow

10% $200,000 $20,000 Excellent 4

A completed risk assessment identifies the most dangerous threats to a company and
helps focus security efforts on the areas of highest payoff. For each risk area, the esti-
mated probability of an attack occurring is multiplied by the estimated cost of a success-
ful attack. The result is the expected cost impact for that risk area. Organizations can
then assess the current level of protection against that event occurring—poor, good, or
excellent. The risk areas with the highest estimated cost and the poorest level of protec-
tion are where security measures need to be improved.

Establishing a Security Policy

A security policy defines an organization’s security requirements as well as the controls and
sanctions needed to meet those requirements. A good security policy delineates responsi-
bilities and the behavior expected of members of the organization. A security policy out-
lines what needs to be done, but not how to do it. The details of how to accomplish the goals
of the policy are provided in separate documents and procedure guidelines.18 In a recent
survey of over 500 security professionals, 68 percent of the respondents said that their orga-
nizations had a formal information security policy, while 18 percent said they were devel-
oping such a policy.19

The National Institute of Standards and Technology (NIST) is a non-regulatory federal
agency within the U.S. Department of Commerce. Its Computer Security Division develops
security standards and technology against threats to the confidentiality, integrity, and avail-
ability of information and services.20 The Computer Security Division has published the
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NIST SP 800 series of documents, which provides useful definitions, policies, standards, and
guidelines related to computer security. These may be found at the Computer Security
Division Computer Security Resource Center Web site at http://csrc.nist.gov.

Whenever possible, automated system rules should mirror an organization’s written
policies. Automated system policies often can be put into practice using the configuration
options in a software program. For example, if a written policy states that passwords must
be changed every 30 days, then all systems should be configured to enforce this policy
automatically. When applying system security restrictions, there are some trade-offs
between ease of use and increased security; however, when a decision is made to favor ease
of use, security incidents sometimes increase. As security techniques continue to advance
in sophistication, they become more transparent to end users.

The use of e-mail attachments is a critical security issue. Sophisticated attackers can try
to penetrate a network via e-mail attachments, regardless of the existence of a firewall and
other security measures. As a result, some companies have chosen to block any incoming mail
that has a file attachment. This greatly reduces their vulnerability. Some companies allow
employees to receive and open e-mail with attachments, but only if the e-mail is expected and
from someone known by the recipient. Such a policy can be risky, however, because worms
often use the address book of their victims to generate e-mails to a target audience.

Another growing area of concern is the use of wireless devices to access corporate
e-mail, store confidential data, and run critical applications such as inventory manage-
ment and sales force automation. The primary security threat for mobile devices contin-
ues to be loss or theft of the device. However, mobile devices such as smartphones can be
susceptible to viruses and worms. Wary companies have begun to include special secu-
rity requirements for mobile devices as a part of their security policies. In some cases, users
of laptops and mobile devices must use a virtual private network to gain access to their cor-
porate network. A virtual private network (VPN) works by using the Internet to relay
communications, but maintains privacy through security procedures and tunneling proto-
cols, which encrypt data at the sending end and decrypt it at the receiving end. An addi-
tional level of security involves encrypting the originating and receiving network addresses.
Because of the ease of loss or theft, it also is vital to encrypt all sensitive corporate data
stored on handhelds and laptops. Unfortunately, it is hard to apply a single, simple approach
to securing all handheld devices because so many manufacturers and models exist.21

Educating Employees, Contractors, and Part-Time Workers

According to a recent survey, one of the major security problems for U.S. companies in 2007
was creating and enhancing user awareness of security policies.22 Employees, contrac-
tors, and part-time workers must be educated about the importance of security, so they will
be motivated to understand and follow the security policies. Often, this can be accom-
plished by discussing recent security incidents that affected the organization. Users must
understand that they are a key part of the security system and that they have certain
responsibilities. For example, users must help protect an organization’s information sys-
tems and data by doing the following:

● Guarding their passwords to protect against unauthorized access to their
accounts

● Prohibiting others from using their passwords
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● Applying strict access controls (file and directory permissions) to protect data
from disclosure or destruction

● Reporting all unusual activity to the organization’s IT security group

Prevention
No organization can ever be completely secure from attack. The key is to implement a
layered security solution to make computer break-ins so difficult that an attacker eventu-
ally gives up. In a layered solution, if an attacker breaks through one layer of security,
there is another layer to overcome. These layers of protective measures are explained in
more detail in the following sections.

Installing a Corporate Firewall

Installation of a corporate firewall is the most common security precaution taken by
businesses. A firewall stands guard between your organization’s internal network and the
Internet, and limits network access based on the organization’s access policy (Figure 12-3).
Firewalls can be established through the use of software, hardware, or a combination of both.
Any Internet traffic that is not permitted explicitly into the internal network is denied entry.
Similarly, most firewalls can be configured so that internal network users can be blocked
from gaining access to certain Web sites based on content such as sex, violence, and so on.
Most firewalls also can be configured to block instant messaging, access to newsgroups, and
other Internet activities.

Installing a firewall can lead to another serious security issue—complacency. For
example, a firewall cannot prevent a worm from entering the network as an e-mail
attachment. Most firewalls are configured to allow e-mail and benign-looking attach-
ments to reach their intended recipient.

FIGURE 12-3 Firewall
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Table 12-5 lists some of the top-rated firewall software used to protect home personal
computers. Typically, the software sells for $30 to $60 for a single user license.

TABLE 12-5 Popular firewall software for personal computers

Software Vendor

Norton Personal Firewall Symantec

Comodo Comodo Security Solutions, Inc

Online Armor Tall Emu Pty Ltd

ZoneAlarm Pro Zone Labs

Personal Firewall McAfee

Intrusion Prevention Systems

Intrusion prevention systems (IPSs) work to prevent an attack by blocking viruses, mal-
formed packets, and other threats from getting into the company network. The IPS sits
directly behind the firewall and examines all the traffic passing through it. A firewall and
a network IPS are complementary. Most firewalls can be configured to block everything
except what you explicitly allow through; most IPSs can be configured to let everything
through except what it is told to block.

Installing Antivirus Software on Personal Computers

Antivirus software should be installed on each user’s personal computer to scan a comput-
er’s memory and disk drives regularly for viruses. Antivirus software scans for a specific
sequence of bytes, known as a virus signature. If it finds a virus, the antivirus software
informs the user and may clean, delete, or quarantine any files, directories, or disks
affected by the malicious code. Good antivirus software checks vital system files when the
system is booted up, monitors the system continuously for virus-like activity, scans disks,
scans memory when a program is run, checks programs when they are downloaded, and
scans e-mail attachments before they are opened. Two of the most widely used antivirus
software products are Norton Antivirus from Symantec and Personal Firewall from
McAfee.

The United States Computer Emergency Response Team (US-CERT) is a partnership
between the Department of Homeland Security and the public and private sectors. It was
established in 2003 to protect the nation’s Internet infrastructure against cyber attacks.
US-CERT has long served as a clearinghouse for information on new viruses, worms, and
other computer security topics. According to US-CERT, most of the virus and worm
attacks that the team analyzes use already known programs. Thus, it is crucial that antivi-
rus software be updated continually with the latest virus detection information, called
virus definitions. In most corporations, the network administrator is responsible for moni-
toring network security Web sites frequently and downloading updated antivirus soft-
ware as needed. Many antivirus vendors recommend, and provide for, automatic, frequent
updates.
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Implementing Safeguards Against Attacks by Malicious Insiders

User accounts that remain active after employees leave the company are potential secu-
rity risks. To reduce the threat of attack by malicious insiders, IT staff must delete promptly
the computer accounts, login IDs, and passwords of departing employees.

Organizations also need to define carefully employee roles and to separate key respon-
sibilities properly, so that a single person is not responsible for accomplishing a task that
has high security implications. For example, it would not make sense to allow an employee
to initiate as well as approve purchase orders. That would allow an employee to input large
invoices on behalf of a “friendly vendor,” approve the invoices for payment, and then dis-
appear from the company to split the money with the vendor. In addition to separating
duties, many organizations frequently rotate people in sensitive positions to prevent
potential insider crimes.

Another important safeguard is to create roles and user accounts so that users have the
authority to perform their responsibilities and no more. For example, members of the
Finance Department should have different authorizations from members of Human
Resources. An accountant should not be able to review the pay and attendance records
of an employee, and a member of Human Resources should not know how much was spent
to modernize a piece of equipment. Even within one department, not all members should
be given the same capabilities. Within the Finance Department, for example, some users
may be able to approve invoices for payment, but others may only be able to enter them.
An effective administrator will identify the similarities among users and create profiles
associated with these groups.

Addressing the Most Critical Internet Security Threats

The overwhelming majority of successful computer attacks are made possible by taking
advantage of well-known vulnerabilities. Computer attackers know that many organiza-
tions are slow to fix problems, which makes scanning the Internet for vulnerable sys-
tems an effective attack strategy. “The easy and destructive spread of worms, such as
Blaster, Slammer, and Code Red, can be traced directly to exploitation of unpatched
vulnerabilities.”23

Both the SANS (System Administration, Networking, and Security) Institute and
US-CERT regularly update a summary of the most frequent, high-impact vulnerabilities
being reported to them. You can read these summaries at www.sans.org/top20 and www.
us-cert.gov/current, respectively. The actions required to address these issues include
installing a known patch to the software, and keeping applications and operating sys-
tems up-to-date. Those responsible for computer security must make it a priority to pre-
vent attacks using these vulnerabilities.

Conducting Periodic IT Security Audits

Another important prevention tool is a security audit that evaluates whether an organiza-
tion has a well-considered security policy in place and if it is being followed. For example,
if a policy says that all users must change their passwords every 30 days, the audit must
check how well the policy is being implemented. The audit also should review who has
access to particular systems and data and what level of authority each user has. It is not
unusual for an audit to reveal that too many people have access to critical data and that
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many people have capabilities beyond those needed to perform their jobs. One result of a
good audit is a list of items that need to be addressed in order to ensure that the secu-
rity policy is being met.

A thorough security audit also should test system safeguards to ensure that they are
operating as intended. Such tests might include trying the default system passwords that are
active when software is first received from the vendor. The goal of such a test is to ensure
that all such “known” passwords have been changed.

Some organizations will also perform a penetration test of their defenses. This entails
assigning individuals to try to break through the measures and identify vulnerabilities that
still need to be addressed. The individuals used for this test are often contractors rather than
employees. The contractors may possess special skills or knowledge and are likely to take
unique approaches to test the security measures.

An example of an organization that employs security audits is the U.S. government. U.S.
government agencies must maintain security for their information systems and data to pre-
vent data tampering, disruptions in critical operations, fraud, and the inappropriate dis-
closure of sensitive information. Title III of the E-Government Act, entitled the Federal
Information Security Management Act (FISMA), “requires each federal agency to develop,
document, and implement an agency-wide program to provide security for the informa-
tion and information systems that support the operations and assets of the agency, includ-
ing those provided or managed by another agency, contractor, or other source.”24

The annual Federal Computer Security Report Card is based on evaluations defined
in FISMA and compiled by the House Government Reform Committee from information
provided by each agency’s inspector general. These results for selected agencies are shown
in Table 12-6.25, 26 The important thing to note is that significant improvements in secu-
rity can require years and do not come easy. The overall security of federal government
computer systems earned only a C average in the 2007 security report card.

TABLE 12-6 Selected federal agencies’ computer security report card for 2004 to 2007

Federal Agency 2007 2006 2005 2004

Department of Homeland Security B+ D F F

Department of Justice A+ A- D B-

Nuclear Regulatory Commission F F D- B+

Department of State C F F D+

Department of Treasury F F D- D+

Department of Defense D- F F D

NASA C D- B- D-

Department of Energy B+ C- F F

Government Wide Grade C C- D+ D+
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Detection
Even when preventive measures are implemented, no organization is completely secure
from a determined attack. Thus, organizations should implement detection systems to catch
intruders in the act. Organizations often employ an intrusion detection system to mini-
mize the impact of intruders.

Intrusion Detection Systems

An intrusion detection system is software and/or hardware that monitors system and net-
work resources and activities, and notifies network security personnel when it identifies
possible intrusions from outside the organization or misuse from within the organization.
Two fundamentally different approaches to intrusion detection are knowledge-based
approaches and behavior-based approaches. Knowledge-based intrusion detection systems
contain information about specific attacks and system vulnerabilities and watch for
attempts to exploit these vulnerabilities, such as repeated failed login attempts or recur-
ring attempts to download a program to a server. When such an attempt is detected, an
alarm is triggered. A behavior-based intrusion detection system models normal behavior of
a system and its users from reference information collected by various means. The intru-
sion detection system compares current activity to this model and generates an alarm
if it finds a deviation. Examples include unusual traffic at odd hours or a user in the Human
Resources Department who accesses an accounting program that she has never used.

Response
An organization should be prepared for the worst—a successful attack that defeats all or
some of a system’s defenses and damages data and information systems. A response plan
should be developed well in advance of any incident and be approved by both the orga-
nization’s legal department and senior management. A well-developed response plan helps
keep an incident under technical and emotional control.

In a security incident, the primary goal must be to regain control and limit damage,
not to attempt to monitor or catch an intruder. Sometimes system administrators take the
discovery of an intruder as a personal challenge and lose valuable time that should be used
to restore data and information systems to normal.

Incident Notification

A key element of any response plan is to define who to notify and who not to notify. Within
the company, who needs to be notified, and what information does each person need to
have? Under what conditions should the company contact major customers and suppliers?
How does the company inform them of a disruption in business without unnecessarily
alarming them? When should local authorities or the FBI be contacted?

Most security experts recommend against giving out specific information about a compro-
mise in public forums, such as news reports, conferences, professional meetings, and online
discussion groups. All parties working on the problem need to be kept informed and up-to-
date, without using systems connected to the compromised system. The intruder may be
monitoring these systems and e-mail to learn what is known about the security breach.
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Protecting Evidence and Activity Logs

An organization should document all details of a security incident as it works to resolve the
incident. Documentation captures valuable evidence for a future prosecution and pro-
vides data to help during the incident eradication and follow-up phases. It is especially
important to capture all system events, the specific actions taken (what, when, and who),
and all external conversations (what, when and who) in a log book. Because this may
become court evidence, an organization should establish a set of document handling pro-
cedures using the legal department as a resource.

Incident Containment

Often, it is necessary to act quickly to contain an attack and to keep a bad situation from
becoming even worse. The response plan should define clearly the process for deciding if
an attack is dangerous enough to warrant shutting down or disconnecting critical systems
from the network. How such decisions are made, how fast they are made, and who makes
them are all elements of an effective response plan.

Eradication

Before the IT security group begins the eradication effort, it must collect and log all possible
criminal evidence from the system, and then verify that all necessary backups are current, com-
plete, and free of any virus. Creating a forensic disk image of each compromised system on
write-only media for later study, and as evidence, can be very useful. After virus eradication, the
group must create a new backup. Throughout this process, a log should be kept of all actions
taken. This will prove helpful during the follow-up phase and ensure that the problem does
not recur. It is imperative to back up critical applications and data regularly. Many organiza-
tions, however, have implemented inadequate backup processes and found they could not
restore original data fully after a security incident. All backups should be created with enough
frequency to enable a full and quick restoration of data if an attack destroys the original. This
process should be tested to confirm that it works.

Incident Follow-up

Of course, an essential part of follow-up is to determine how the organization’s security was
compromised so that it does not happen again. Often, the fix is as simple as getting a soft-
ware patch from a product vendor. It is important to look deeper than the immediate fix
and discover why the incident occurred, however. If a simple software fix could have pre-
vented the incident, then why wasn’t the fix installed before the incident occurred?

A review should be conducted after an incident to determine exactly what happened and
to evaluate how the organization responded. One approach is to write a formal incident report
that includes a detailed chronology of events and the impact of the incident. This report should
identify any mistakes so that they are not repeated in the future. The experience from this inci-
dent should be used to update and revise the security incident response plan.

Creating a detailed chronology of all events also will document the incident for later
prosecution. To this end, it is critical to develop an estimate of the monetary damage. Poten-
tial costs include loss of revenue, loss in productivity, and the salaries of people working
to address the incident, along with the cost to replace data, software, and hardware.
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Another important issue is the amount of effort that should be put into capturing the
perpetrator. If a Web site simply was defaced, it is easy to fix or restore the site’s HTML
(Hypertext Markup Language, the code that describes to your browser how a Web page
should look). What if the intruders inflicted more serious damage, however, such as eras-
ing proprietary program source code or the contents of key corporate databases? What if
they stole company trade secrets? Expert crackers can conceal their identity and track-
ing them down can take a long time as well as a tremendous amount of corporate resources.

The potential for negative publicity also must be considered. Discussing security
attacks through public trials and the associated publicity not only has enormous potential
costs in public relations, but real monetary costs. For example, a brokerage firm might lose
many customers who learn of an attack and then think their money or records aren’t secure.
Even if a company decides that the negative publicity risk is worth it and goes after the per-
petrator, documents containing proprietary information that must be provided to the
court could cause even greater security threats in the future. On the other hand, does an
organization have an ethical or legal duty to inform customers or clients of a cyberat-
tack that may have put their personal data or financial resources at risk?

Table 12-7 recommends a set of actions an organization can take to implement a suc-
cessful IT security initiative. The appropriate answer to each question is “yes.”

TABLE 12-7 A manager’s checklist

Recommended Management Actions Yes No

Has a risk assessment been performed to identify investments of time and resources
that can protect the organization from its most likely and most serious threats?

Has a security policy been formulated and shared broadly throughout the
organization?

Is there an effective security education program for employees, contractors, and part-
time employees?

Has a layered security solution been implemented to prevent computer incidents?

Has a comprehensive incident response plan been developed?

Does the organization have a written data privacy policy that is followed?

Have you identified a person who has full responsibility for implementing your data
policy and dealing with consumer data issues?

Have you developed and communicated an acceptable computer usage policy?
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Chapter Summary

● Ethics is a set of beliefs about right and wrong behavior.

● Key actions that many organizations are taking to improve business ethics include
appointing a corporate ethics officer, setting of ethical standards by the board of direc-
tors, establishing a corporate code of ethics, requiring employees to take ethics train-
ing, and including ethical criteria in employee appraisals.

● The Supreme Court has ruled that citizens are protected by the Fourth Amendment from
unreasonable searches and seizures by the government when there is a reasonable
expectation of privacy.

● There are few laws that provide individuals with privacy protection from private industry.

● An organization can treat customer data responsibly by collecting only personal informa-
tion necessary to deliver its product or service, ensuring that the data is protected care-
fully and accessible only by those with a need to know, and providing a process for
consumers to review their own data and make corrections.

● Organizations should appoint an executive to define, implement, and oversee a set of
data privacy policies.

● Many Web sites use cookies to capture data about visitors and their activity while at the
Web site. These Web sites typically have a privacy policy that states what sort of infor-
mation is captured and how that information may be used.

● Many organizations have an information technology usage policy to protect against
employee abuses that reduce worker productivity or that could expose the employer to
harassment lawsuits. Such a policy establishes boundaries of acceptable behavior and
enables management to take action against violators.

● Laws governing employee privacy and monitoring continue to develop as society
struggles to define the extent to which employers should be able to monitor the work-
related activities of their employees.

● Cybercrime includes a wide range of activities but electronic fraud, followed by virus
attacks, is the leading cause of financial loss from computer incidents.

● A botnet can be used to initiate a distributed denial-of-service attack, generate vol-
umes of spam, and perform other disruptive acts.

● An organization’s security program should begin by assessing threats to the organiza-
tion’s computers and network, identifying actions that address the most serious vulner-
abilities, and educating users about security risks and the actions they must take to
prevent a security incident.

● While no organization can ever be completely secure from attack, implementation of a
layered security solution can make computer break-in extremely difficult. The layers of
security should include a firewall, antivirus software, safeguards against attacks by mali-
cious insiders, addressing the most critical Internet security threats, verifying backup
processes, and conducting security audits.

● The use of intrusion detection systems can reduce the impact of intruders.
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An organization should be prepared with a response plan in the unfortunate event that a suc-
cessful attack defeats all defenses and damages data and information systems. This plan should
address incident notification, protection of evidence and activity logs, incident containment, inci-
dent eradication, and incident follow-up.

Discussion Questions

1. How would you define ethical? How would you define legal? Provide an example of an action
that is legal but not ethical.

2. What is the role of the board of directors in setting the ethical standards of the organization?

3. What is a code of ethics? Can you find a code of ethics for your school, university, or place
of employment?

4. Imagine that you must develop ethics training for a small group of fellow employees or
students. What do you think should be the primary objective(s) of such training? What top-
ics do you think should be covered?

5. What is meant by “reasonable expectation of privacy”? Provide an example of a situation
where an individual has such an expectation. Provide an example of a situation where an
individual should not have such an expectation.

6. Briefly define virus, worm, and botnet.

7. Which of the various types of perpetrators of computer crime has the greatest potential to
cause serious harm to an organization? Why?

8. What is a risk assessment? What is the concept of reasonable assurance as it applies to
the implementation of computer security measures?

9. What is an organization’s computer security policy?

10. Why is it important to implement a multiple-layered computer security defense?

Action Memos

1. You just received an e-mail request from your friend who is the vice president of Human
Resources. She is taking an informal survey of a few close confidants on the topic of add-
ing ethical criteria and evaluations to the organization’s employee appraisals process. She
has asked you to provide your opinion in a brief e-mail to her by the end of the day. How would
you respond?

2. You are the new CIO of a market research and consulting firm. During a discussion last week
with the CEO and her direct reports, you learned that the firm has no Consumer Data
Privacy Policy. Prepare a one-page set of talking points you can use with the other execu-
tives to convince them why the creation of such a policy should be a priority.

Web-Based Case

Find and read the privacy policies for Web sites that you frequently visit.What questions do these
policies raise about the collection and use of your personal data? With which policy do you feel
most comfortable? Why? What changes would you like to see made with this policy to ease any
concerns you may have?
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Case Study

Trading Scandal at Société Générale

In January 2008, Société Générale (SocGen), France’s second largest banking establishment,
was a victim of internal fraud carried out by an employee, Jérôme Kerviel. SocGen bank lost
4.9 billion (euros) as an immediate result of the fraud. (At the time of this incident, the euro was

worth approximately $1.45 dollars.)

In 2007, SocGen was rated the best equity derivatives operation in the world by Risk
magazine. Its internal control system of checks and balances was world renown. For example, its
trading room has five levels of hierarchy. Each of those levels has a clear set of trading limits and
controls, which are checked daily by a small army of compliance officers.27 In addition, “the
bank also has a shock team of internal auditors who descend on a corner of the bank without warn-
ing and pull apart its operations to ensure they conform to bank rules.”28

During the summer of 2000, Kerviel began employment in the bank, ironically, in its compli-
ance department. Five years later, he was promoted to a junior trader in the arbitrage desk, which
deals in program trading, exchange traded funds, swaps, stock index futures trading, and quanti-
tative trading. Kerviel was responsible for generating profits for the bank and its customers by bet-
ting on the market’s future performance. His first major win came in 2005 when he shorted stock
of German insurer Allianz and earned the bank 55,000.

Thanks to his years of experience in the compliance department, Kerviel was an expert in
the proprietary information system SocGen used to book trades. He knew that while the risk-
control department monitored the bank’s overall positions very closely, it did not verify the data
that individual traders entered into the system. Kerviel also knew the timing of the nightly recon-
ciliation of the day’s trades, so that he was able to delete and then re-enter unauthorized trans-
actions without getting caught.

On November 7, 2007, SocGen received an e-mail alert from a surveillance officer at Eurex
(one of Europe’s largest exchanges). The message stated that Kerviel had engaged in several
transactions that had set off alarms at the exchange over the past seven months. A SocGen risk-
control expert responded two weeks later that there was nothing irregular about the transactions.
A week later, Eurex sent a second e-mail alert stating that they were not satisfied with Soc-
Gen’s explanation and demanding more details. Following another two-week delay, SocGen pro-
vided further details, and both Eurex and SocGen let the matter drop.The compliance officer who
made both replies to Eurex used accounts provided by Kerviel and his supervisor as well as
a compliance officer at a SocGen subsidiary. Kerviel’s supervisor stated that there was no anomaly
whatsoever.

Following the Eurex warnings, Kerviel took additional steps to cover his tracks by manipulat-
ing portions of the internal risk-control system with which he was unfamiliar. This ultimately led
to the discovery of his alleged fraud.29 On January 18, 2008 Keviel executed trades, which set off
another alarm.This time, upon a more thorough investigation, a major problem became apparent.
As SocGen risk-control experts reviewed Kerviel’s latest transactions carefully, they were
shocked to discover that they had resulted in a position of 50 billion (obviously far beyond
Kerviel’s trading limit) which, when finally cleared, resulted in a loss of more than 4.9 billion!

As of this writing, Kerviel is still under investigation and involved in litigation charging him of
using his insider knowledge to falsify records and commit computer fraud. Prosecutors suspect
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his motivation was to boost his income by making successful trades far beyond his trading
limits, thus earning large bonuses (his total salary and bonus for 2007 was a relatively modest
94,000). Kerviel spent five weeks in jail but is currently free on bond. He was hired in

February 2008 as a computer consultant by the French firm Lemaire Consultants & Associates,
however, he is said to be “traumatized” by his new-found infamy.

Kerviel admits he took trading positions beyond his authorized limit to make transactions
involving European index futures. Kerviel told prosecutors “the techniques I used aren’t at all
sophisticated and any control that’s properly carried out should have caught it.”30 He insists he
did no wrong and that the bank was fully aware of his transactions. Kerviel has said he refuses to
be made a scapegoat for the bank’s lapses in oversight. He argues that his superiors tacitly
approved his activities—as long as they were generating a profit. Kerviel had earned a profit for
the bank of nearly 1.5 billion in 2007 by exceeding his trade limit and executing similar, but suc-
cessful, trades. The bank meanwhile said the fraud was based on simple transactions, but con-
cealed by “sophisticated and varied techniques.”31 If convicted, Kerviel faces up to five years in
jail and fines for as much as 300,000.32

The sterling reputation of SocGen was tarnished badly and the market value of the firm
dropped 50 percent over the course of just a few months. The bank’s highly respected CEO and
Chairman of the board, Daniel Bouton, was put under enormous pressure to step down; this
included requests for his resignation from French President Nicholas Sarkozy. Bouton eventu-
ally resigned as CEO in May 2008, but he remains chairman of the board.33 In December 2008,
European hedge fund GLG Partners entered into an agreement to acquire the bank in the sec-
ond half of 2009.34

Several internal and external investigations of the bank’s operating procedures and internal
controls have been completed. The French banking regulator stated there were “grave deficien-
cies” in the bank’s internal controls and fined it 4 million. The Banking Commission said Soc-
Gen did not focus sufficiently on fraud weaknesses and there were “significant weaknesses” in
the bank’s IT security systems. Another report pointed out that Kerviel’s direct supervisor was inex-
perienced and received insufficient support to do his job properly. It also stated that Kerviel’s
fraudulent transactions were entered by an unnamed assistant trader thus raising the issue of col-
lusion and indicating even more widespread weaknesses in internal controls.

Pascal Decque, a financial analyst who covers SocGen for Natixis (a leading player in cor-
porate and investment banking) commented, “SocGen was brilliant in their achievement, they were
the world leader in derivatives. Maybe when you are that good, you think you will never fail.”35

Discussion Questions

1. Peter Gumble, European editor for Fortune magazine comments: “Kerviel is a stunning
example of a trader breaking the rules, but he is by no means alone. One of the dirty little
secrets of trading floors around the world is that every so often, somebody is caught con-
cealing a position and is quickly—and quietly—dismissed. Traders do this not infrequently,
and the question is how quickly compliance systems pick it up.” [This] “might be shock-
ing for people unfamiliar with the high-risk, high-reward culture of most trading floors, but
consider this: the only way banks can tell who will turn into a good trader and who won’t
is by giving every youngster it hires a chance to show his mettle. This means allowing even
the most junior traders to take aggressive positions.The leeway is supposed to be matched

Chapter 12

360



by careful controls, but clearly they aren’t foolproof.”36 What is your reaction to this state-
ment by Mr. Gumble?

2. What explanations can there be for the failure of SocGen’s internal control system to detect
Kerveil’s transactions while Eurtex detected many suspicious transactions?

3. Should banks and investment firms permit members of their compliance departments to
become traders?

4. Do research on the Web to find out if Kerveil was found guilty and punished. What other out-
comes resulted from this incident?
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GLOSSARY

bandwidth The range of frequencies that an
electronic signal occupies on a given transmis-
sion media.

best practice The most efficient and effective
way of accomplishing a task, based on proce-
dures that have proven themselves repeatedly
over an extended period of time.

blog A Web site in which contributors
(“bloggers”) provide ongoing commentary on a
particular subject.

botnet A group of zombie computers running
software that is being remotely controlled with-
out the knowledge or consent of the owners of
the compromised computers.

business continuity plan A plan that defines
the people and procedures required to ensure
timely and orderly resumption of an organiza-
tion’s essential processes with minimal
interruption.

business intelligence (BI) A wide range of
applications, practices, and technologies used
for the extraction, translation, integration,
analysis, and presentation of data to support
improved decision making.

business performance management (BPM)
An application of BI that enables the continu-
ous and real-time analysis of operational data
to measure actual performance and forecast
future performance.

business rule management system (BRMS)
Software used to define, execute, monitor, and
maintain the decision logic used by the opera-
tional systems to run the organization.

business-to-business (B2B) e-business
The exchange of goods and services between
businesses via computer networks.

business-to-consumer (B2C) e-business
The exchange of goods and services between
businesses and individual consumers via com-
puter networks.

calendaring software Software that allows
people to capture and record scheduled meet-
ings and events.

centralized architecture A type of software
architecture based on the use of a mainframe
computer that supports a variety of local and
remote devices, such as printers, terminals,
and workstations.

client/server A type of distributed architec-
ture where clients request services and
resources over the network and servers provide
those services and resources.

code of ethics A written statement that high-
lights an organization’s key ethical issues and
identifies the overarching values and principles
that are important to the organization and its
decision making.

cohesion A measure of how strongly related
and focused the various responsibilities of a
software or hardware component are.

communications channel A path that carries
a signal from sender to receiver.

communications management An area of
project management that involves generating,
collecting, disseminating, and storing project
information in a timely and effective manner.



community of practice (CoP) A group whose
members share a common set of goals and
interests and regularly engage in sharing and
learning as they strive to meet those goals.

consumer-to-consumer (C2C) e-business
The exchange of goods and services among
individuals, typically facilitated by a third
party, via computer networks.

Control OBjectives for Information and
Related Technology (COBIT) A set of guide-
lines whose goal is to align IT resources and
processes with business objectives, quality
standards, monetary controls, and security
needs.

core business process A business process
which provides valuable customer benefits and
typically has a direct impact on the organiza-
tion’s customers, is a major costs driver, or is
essential for providing services.

core competency An activity that an organi-
zation performs well and leverages widely to
many products and markets; a core compe-
tency provides value to customers and is hard
for competitors to imitate.

corporate ethics officer A senior-level man-
ager who provides vision and direction in the
area of business conduct.

cost management An area of project manage-
ment that involves developing and managing a
project budget.

cost-reimbursable contract A contract that
requires paying the provider an amount that
covers the provider’s actual costs plus an addi-
tional amount or percentage for profit.

coupling A measure of the degree to which
each software and hardware component relies
on other modules to perform its function.

customer relationship management (CRM)
system An enterprise system that supports
the processes performed by all the entities
involved in creating or increasing the demand
for an organization’s products and services.

customer service Increasing customer satis-
faction and improving the customer experience
by, for example, dealing with problems caused
by over (customer receives more of a particu-
lar item than he expected), short (customer
receives less of a particular item than he
expected), and damaged shipments.

cybercrime Criminal activity in which a com-
puter or a computer network is used as a tool
to commit a crime or is the target of criminal
activity.

data cube A subset of a database built to sup-
port OLAP processing. Data cubes contain
numeric facts called measures, which are cat-
egorized by dimensions such as time and
geography.

data mart A smaller version of a data
warehouse—scaled down to meet the specific
needs of a business unit.

data warehouse A database that stores large
amounts of historical data in a form that
readily supports analysis and management
decision making.

decision support system (DSS) An informa-
tion system that employs models and analytic
tools to help users gain insights into data, draw
conclusions from the data, and make
recommendations.

demand planning Determining the demand
for products taking into account all the factors
that can affect that demand—general economic
conditions, actions by competitors, your own
pricing, and promotion and advertising
activities.

desktop sharing A method of collaborating
electronically that includes a number of tech-
nologies and products that allow remote access
and collaboration.

disaster recovery plan A subset of the busi-
ness continuity plan that focuses on keeping
components of the IT infrastructure function-
ing during a disaster or recovering them
quickly afterward.
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distributed applications A software architec-
ture style that involves sharing the processing,
formatting, presentation, and storage functions
across clients and servers.

distributed denial-of-service attack A type of
computer attack in which a malicious hacker
takes over computers connected to the Internet
and causes them to flood a targeted site with
demands for data and other small tasks.

drill-down analysis The interactive examina-
tion of high level, summary data in increasing
detail to gain insight into certain elements.

due diligence The effort made by an ordi-
narily prudent or reasonable party to avoid
harm to another party.

e-business The transformation of key busi-
ness processes though the use of Internet
technologies.

e-government (e-gov) The use of information
technology (such as Wide Area Networks, the
Internet, and mobile computing) by govern-
ment agencies to transform relations between
the government and citizens (G2C), the gov-
ernment and businesses (G2B), and among
various branches of the government (G2G).

egress filtering A computer security tech-
nique in which an organization ensures that
spoofed data packets do not leave its network.

e-learning systems A range of computer-
enhanced learning techniques, including
computer-based simulations, multimedia
CD-ROMs, Web-based learning materials,
hypermedia, podcasts, and Webcasts.

electronic bulletin board A collaboration tool
that allows users to leave messages or read
public messages that provide information or
announce upcoming events.

electronic corporate directory An electronic
directory used in a large organization to find
the right person with whom to collaborate on
an issue or opportunity.

electronic data interchange (EDI) An interor-
ganizational system that supports the direct,

computer-to-computer transfer of information
in the form of predefined electronic
documents.

electronic fraud A broad class of cybercrime
that involves the use of computer hardware, soft-
ware, or networks to misrepresent facts for the
purpose of causing someone to do or refrain from
doing something which causes loss.

end users The people most directly affected
by a project. To complete their work, end users
probably will have to learn new work processes
and tools created by a project.

Enhanced Data Rates for Global Evolution
(EDGE) A type of wireless network connec-
tion that provides faster data transfer rates
than GPRS over a similar-sized area.

enterprise architecture A set of models that
describe the technical implementation of an
organization’s business strategy and business
processes.

enterprise IT Information systems used by
organizations to define interactions among
their own employees or with external custom-
ers, suppliers, and other business partners.

enterprise resource planning (ERP)
system A set of core software modules that
enable organizations to share data across the
entire enterprise through the use of a common
database and management reporting tools.

enterprise search The application of search
technology to find information within an
organization.

e-procurement software Software that allows
a company to create an electronic catalog with
search capability.

ethics A set of beliefs about right and wrong
behavior.

extract-transform-load (ETL) Process used
to pull data from disparate data sources to
populate and maintain a data warehouse.
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firewall A system of software, hardware, or a
combination of both, that stands guard
between an internal network and the Internet;
a firewall also limits network access based on
access policy.

fixed-price contract A contract in which the
buyer and provider agree to a total fixed price
for a well-defined product or service.

Forming-Storming-Norming-Performing
model A model first proposed by Bruce
Tuckman to describe how teams develop and
evolve.

function IT Information systems that
improve the productivity of individual users in
performing stand-alone tasks.

general packet radio service (GPRS) A type
of mobile data service available to users of
GSM mobile phones; it provides fast data trans-
fers over a very large area.

global service providers (GSP) Outsourcing
firms that evaluate all aspects of an organiza-
tion’s business activities to take advantage of
an outsourcer’s best practices, business con-
tacts, capabilities, experience, intellectual
property, global infrastructure, or geographic
presence by tapping resources and providing
capabilities anywhere around the globe.

global system for mobile communications
service (GSM) The most widely adopted digital
cellular technology in use today; it uses a time
and frequency division technique to optimize the
call-carrying capacity of a wireless network.

goal A specific result that must be achieved
to reach an objective.

growth-share matrix A model used to
allocate resources among various business
units; it enables managers to divide their orga-
nization’s collection of business units and
products into four distinct groups and offers
advice for each group.

hertz (Hz) The measure of frequency at
which a signal is transmitted (cycles per
second).

hot spot The area covered by one or more
interconnected wireless access points.

human resource management An area of
project management that involves making the
most effective use of the people involved with a
project. It includes organizational planning,
staff acquisition, and team development.

industry consortia-sponsored
marketplace An electronic marketplace set
up by several different companies in a particu-
lar industry that join forces to gain the advan-
tages of a private company marketplace.

information systems Systems that enable a
firm to meet fundamental objectives, such as
increasing revenue, reducing costs, improving
decision making, enhancing customer relation-
ships, and speeding up products’ time to
market.

information technology (IT) All the tools that
capture, store, process, exchange, and use
information, including software, hardware, and
networks.

ingress filtering A computer security tech-
nique in which Internet service providers
(ISPs) prevent incoming data packets from
being passed on with false IP addresses.

instant messaging (IM) Real-time, informal
communications based on the often rapid
exchange of typed messages.

intangible benefit A benefit that cannot be
measured directly nor quantified easily in
monetary terms.

internal control The process established by
an organization’s board of directors, managers,
and IT systems to provide reasonable assur-
ance for effective and efficient operations, reli-
able financial reporting, and compliance with
applicable laws and regulations.

interorganizational information systems An
IT system that supports the flow of data among
organizations to achieve shared goals.
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intrusion detection system A network secu-
rity mechanism that monitors system and net-
work resources and activities, and notifies
network security personnel when it identifies
possible intrusions from outside the organiza-
tion or misuse from within the organization.

intrusion prevention system A network secu-
rity mechanism that works to prevent an
attack by blocking viruses, malformed packets,
and other threats from getting into the com-
pany network.

IT governance A decision-making process
relating to investments in IT.

IT infrastructure An organization’s set of IT
hardware, software, and networks.

IT Infrastructure Library (ITIL) A set of
guidelines initially formulated by the UK gov-
ernment in the late 1980s and widely used
today throughout Europe and the United States
to standardize, integrate, and manage IT ser-
vice delivery.

IT support organization The group of
employees within an organization that plans,
implements, operates, and supports IT.

key performance indicators (KPIs) Metrics
that track progress in executing chosen strate-
gies in terms of direction, measure, target, and
time frame.

knowledge management (KM) The practice
of increasing awareness, fostering learning,
speeding collaboration and innovation, and
exchanging insights in an organization.

logistics The process of establishing a net-
work of warehouses for storing products,
choosing carriers for product delivery, schedul-
ing carrier pick-ups, and invoicing the
customer.

lump-sum contract A contract in which the
buyer and provider agree to a total fixed price
for a well-defined product or service.

make-or-buy decision The process of compar-
ing the pros and cons of in-house production
versus outsourcing of a given product or
service.

malware Malicious software, usually installed
without a computer owner’s knowledge.

manufacturing Producing, testing, packaging,
and preparing products for delivery.

market options matrices A decision-making
model that identifies an organization’s product
and market options.

measures Metrics that track progress in
executing chosen strategies to attain an organi-
zation’s objectives and goals.

Michael Porter’s Five Forces Model
A model used to assess the nature of industry
competition; it identifies fundamental factors
that determine the level of competition and
long-term profitability of an industry.

mobile commerce (m-commerce) The buying
and selling of goods and services via mobile
devices such as cell phones, smartphones,
PDAs, and other such devices.

network IT Information systems that improve
communications and support collaboration
among members of a workgroup.

objective A statement of a compelling busi-
ness need that an organization must meet to
achieve its vision and mission.

offshore outsourcing An arrangement in
which a company contracts with another orga-
nization, whose workers are located in a for-
eign country, to provide services that could be
provided by company employees.

Online Analytical Processing (OLAP) A
method to analyze multidimensional data from
many different perspectives.

organic list A type of search engine result in
which users are given a listing of potential Web
sites based on their content and keyword
relevancy.
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outsourcing An arrangement in which a com-
pany contracts with another organization to
provide services that could be provided by the
company’s employees.

paid listings Search engine results that
appear because the owners of certain sites
have paid fees to the search engine firm.

Payment Card Industry (PCI) data security
standard A multifaceted security standard
that requires retailers to implement a set of
security management policies, procedures, net-
work architecture, software design, and other
critical protective measures to safeguard card-
holder data.

podcast A digital media file distributed over
the Internet using syndication feeds; it is
designed to be played on portable media play-
ers and personal computers.

private company marketplace A Web site set
up by a large manufacturer to manage its pur-
chasing functions.

private store A Web site that functions as a
private store for each of an organization’s
major customers with access provided through
a company identification code and password
enabling purchases from a selection of prod-
ucts at pre-negotiated prices.

process efficiency monitoring BPM
software Software that connects with and
monitors each system used by a company to
support a particular process in order to iden-
tify bottle necks and inefficiencies.

procurement management An area of project
management that involves acquiring goods or
services for a project from sources outside the
performing organization.

project A temporary endeavor undertaken to
create a unique product, service, or result.

project champion A senior-level executive
who is a strong advocate for a project.

project management The application of
knowledge, skills, and techniques to project
activities in order to meet project requirements.

project risk An uncertain event or condition
that, if it occurs, has an effect on a project
objective.

project scope A definition of the work
included and not included in a project.

project sponsor A senior manager in an orga-
nization who will be most affected by a
project’s implementation.

project stakeholders The people involved in
a project or those affected by its outcome.

quality The degree to which a project meets
the needs of its users.

quality assurance The ongoing evaluation of a
project to ensure that it meets the identified
quality standards.

quality control The process of checking
project results to ensure that they meet identi-
fied quality standards.

quality management An area of project man-
agement that involves ensuring that a project will
meet the needs for which it was undertaken.

quality planning The process of determining
which quality standards are relevant to a
project and determining how they will be met.

Really Simple Syndication (RSS) A family of
data formats that allows end users to automati-
cally receive feeds anytime there are new post-
ings to their favorite blog sites, updated news
headlines, or new information posted at speci-
fied Web sites.

reasonable assurance A concept in computer
security that recognizes that managers must
use their judgment to ensure that the cost of
control does not exceed the system’s benefits
or the risks involved.

recovery time objective The time within
which a business function must be recovered
before an organization suffers serious damage.

reporting and insight BPM software Software
that gathers data from a business process and
provide reports and dashboards to create
actionable information to decision makers.
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risk assessment An organization’s review of
potential threats to its computers and net-
works along with an analysis of the probability
that these will occur in such a way as to pre-
vent the organization from meeting key busi-
ness objectives.

risk management An area of project manage-
ment that involves identifying, analyzing, and
managing project risks.

risk owner Person responsible for developing
a risk management strategy and monitoring the
project to determine if the risk is about to
occur or has occurred.

scope management An area of project man-
agement that involves defining the work that
must be done as part of a project and then
controlling the work to stay within the agreed
upon scope.

search engine optimization The process of
ensuring that a Web site appears at or near the
top of the search engine results whenever
someone enters search terms that relate to a
company’s products or services.

Secure Sockets Layer (SSL) A protocol used
to verify that the Web site to which a con-
sumer is connected is what it purports to be.
SSL also encrypts and decrypts the informa-
tion flowing between the Web site and the con-
sumer’s computer.

security policy A written statement that
defines an organization’s security requirements
as well as the controls and sanctions needed to
meet those requirements.

service-oriented architecture (SOA) A soft-
ware application development approach based
on building user applications out of software
services.

shared workspace An area on a Web server
in which project members and colleagues can
share documents, models, photos, and other
forms of information to keep each other cur-
rent on the status of projects or topics of com-
mon interest.

smart card A card, similar to a credit card
in size and shape, that contains an embedded
microchip to process instructions and store
data for use in various applications such as
telephone calling, electronic cash payments,
storage of patient information, and security
access.

smart sourcing An approach to analyzing
outsourcing needs based on the work to be
done, its associated processes, and the level of
effectiveness and resources required.

social network analysis (SNA) A method of
documenting and measuring flows of informa-
tion between individuals, workgroups, organi-
zations, computers, Web sites, and other
information sources.

sourcing The process of choosing suppliers
and establishing the contract terms in order to
provide and deliver a product’s raw materials
to the manufacturing locations.

spoofing Providing false return addresses on
packets of data sent over the Internet.

strategic planning A process that helps man-
agers to identify desired outcomes and formu-
late feasible plans to achieve their objectives
by using available resources and capabilities.

strategy Specific actions that an organization
will take to achieve its vision/mission, objec-
tives, and goals.

strengths, weaknesses, opportunities, threats
(SWOT) matrix A model used for the analysis
of the internal and external environment; it
illustrates what the firm is doing well, where it
can improve, what opportunities are available,
and what environmental factors threaten the
future of the organization.

supply chain The flow of materials, informa-
tion, and dollars from supplier to manufacturer
to wholesaler to retailer to supplier.

Supply chain management (SCM) Planning,
executing, monitoring, and controlling the set
of processes in the supply chain.
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tangible benefit A benefit that is measured
directly and assigned a monetary value.

time and material contracts A contract in
which the buyer pays the provider for both the
time and materials required to complete the
contracted work.

time management An area of project manage-
ment that involves estimating a reasonable
completion date, developing a workable project
schedule, and ensuring the timely completion
of the project.

transaction processing system (TPS) An
information system that captures data from
company transactions and other key events,
and updates the firm’s records, which are
maintained in electronic files or databases.

transmission media Media used to propagate
a communication signal; it may be guided, in
which case the signal travels along a solid
medium, or wireless, in which case the signal
is broadcast over airwaves as a form of electro-
magnetic radiation.

Unified Modeling Language (UML) A lan-
guage for specifying, constructing, visualizing,
and documenting the artifacts of a software-
intensive system.

value proposition A clear statement of the
tangible benefits that a customer obtains from
using a company’s products or services.

virtual private network (VPN) A computer
network that uses the Internet to relay com-
munications, but which maintains privacy
through security procedures and tunneling pro-
tocols that encrypt data at the sending end and
decrypt it at the receiving end.

virus A piece of programming code, usually
disguised as something innocuous, which
causes some unexpected and usually undesir-
able event.

virus definitions A compilation of the latest
virus detection information.

virus signature A specific sequence of bytes
in a virus.

vision/mission statement A document that
communicates an organization’s overarching
aspirations, which form a foundation for mak-
ing decisions and taking action.

Web 2.0 A term describing changes in tech-
nology and Web site design to enhance infor-
mation sharing, collaboration, and
functionality on the Web.

Web conference A way to conduct live meet-
ings or presentations over the Internet.

Wi-Fi A wireless communications technology
brand owned by the Wi-Fi Alliance, which
includes more than 300 technology companies.

wiki A collaborative Web site, which allows
users to edit and change its content easily and
quickly.

work breakdown structure (WBS) An outline
of the work to be done to complete a project; it
is critical to effective time management.

workflow designer BPM software Software
that enables business managers and analysts to
design a business process complete with all of
the associated forms, business rules, role defi-
nitions, and integration to other systems
involved in the process.

Worldwide Interoperability for Microwave
Access (WiMAX) The common name for a
set of 802.16 wireless metropolitan-area net-
work standards that support different types of
communications access.

worms Harmful computer programs that
reside in the active memory of the computer;
worms can propagate over a network without
human intervention.

zombie A computer that has been compro-
mised by a virus, worm, or some other type of
malware.

Glossary

370



INDEX

1-800-AUTO-PRO, 27
1-800-PROGRESSIVE, 27
1G cell phone service, 172
2G cell phone service, 172
3G cell phone service, 173
4G cell phone service, 173
802.11 communication standards, 173–174
A. G. Edwards, 19
Acas, 114
Accenture, 102–103, 119–123
Access/Participation principle, 338
accounting, project costs, 68–69
Ace Hardware, warehouse management, 227
Acosta, Antonio, 101
acquisition and implementation, COBIT

processes, 137
Agricultural Bank of China, strategic

planning, 38
AIC, 264
Alvarez, Gene, 196
Amazon.com

book sales, 205
corporate vision, 205
net income, 191

American Express, data breach, 337
American Lighting, 165
American Messenger Company, 48. See also

UPS (United Parcel Service).
American Modern Insurance Group, enter-

prise architecture, 311–312
analytical tools. See DSSs (decision support

systems).
analyzing business data. See BI (business

intelligence).
Anderson, Chris, 192
ANSI ASC X12 standard, 10
anticipating customer demand, 305
antivirus software, 351
AOL (America Online), data breach, 337
Applix, 273
Arch Wireless, privacy rights, 341–343
architecture change management step, 316
architecture vision step, 316
Arizona State University, 241
association analysis, 259
Atos Origin, 86
attacks. See cybercrime.
audio broadcasts. See podcasts.
Avaya Inc., 70
Avendra, 190
Awareness, Inc., 289
Azmi, Zalmai, 93
B2B (Business-to-Business)

Avendra, 190
customer portals, 188–189
definition, 187
electronic catalogs, 190

e-procurement software, 190
Goodrich customer portal, 188–189
industry consortia-sponsored

marketplaces, 190
private company marketplaces,

189–190
private stores, 188
Sprint Private Store, 188
UTC (United Technical

Corporation), 190
B2C (Business-to-Consumer)

Amazon.com, 191
brick-and-mortar adaptations, 191–192
Circuit City, 192
definition, 190
“The Long Tail,” 192
U.S. growth rate, 191

Balanced Scorecard tool, 262–263
BAM (Business Activity Monitoring), 266
bandwidth, 169–170
Bangalore, India, outsourcing IT, 110
Bank of America, data warehouses, 255
banner ads, 199
Barnes, Dave, 54
Basel II, 128
BEA Systems, 120
Beall’s Inc., 8
BearingPoint, 19
Bell, Cliff, 164
benchmarking, 110–111
best practices. See also manager’s

checklists.
definition, 223
ERPs (enterprise resource planning

systems), 223–225
IT governance frameworks, 136,

139–140
Best Western, data breach, 337
best-of-breed solutions, 226–227
BHAGS (Big Hairy Audacious Goals), 39
BI (business intelligence)

case studies
Blue Mountain Resorts, 271–275
forecasting inventory, 258
Frito-Lay, 257
Lowe’s, 258
Papa Gino’s Restaurants, 251–253
PepsiCo, 257
tracking sales, 258

data marts, 256
data security, 254
data warehouses

Bank of America, 255
definition, 255
Dell Inc., 255
eBay, 255
ETL (extract-transform-load), 255
flow diagram, 256
Internal Revenue Service, 255
Wal-Mart, 255

definition, 253
manager’s checklist, 269
performance management. See BPM

(business performance management).
PIMS (Performance Information

Management System), 253
BI (business intelligence), tools for

Business Objects, 254
Cognos 8, 252, 254
data cubes, 257–258
data mining

association analysis, 259
case studies, 260
case-based reasoning, 260
customer satisfaction analysis, 260
definition, 259
examples, 260
health care delivery, 260
most common techniques, 259–260
neural computing, 259
NSA (National Security Agency), 261
privacy issues, 261

drill-down analysis, 259
Hyperion, 254
IBM Cognos TM1, 273
multidimensional data, 257–258
OLAP (online analytical processing),

257–258, 273–275
open source, 254
querying data, 257
reality mining, 261
reports and graphs, 257
spreadsheets, 257
WebFocus, 254

bi-directional communication
channels, 168

Big Hairy Audacious Goals (BHAGS), 39
billing errors, reducing, 228
Bioterrorism Act, 230–231
BlackBerry smartphones, at Northrop

Grumman Corp., 159
Blaze, Matt, 92
Blick, Bob, 285
blogs, 160–161
BluePages electronic corporate directory, 7
Bob’s Stores, data breach, 202
Boeing, enterprise architecture, 312–313
Boeing case study, 312–313
Boerst, Stephen, 46
Borders Group, 201, 211–214
botnets, 346
Bouton, Daniel, 360
BPM (business performance management).

See also BI (business intelligence).
adjunct to P-D-C-A (Plan-Do-Check-

Act), 266–268
Balanced Scorecard tool, 262–263
BAM (Business Activity Monitoring), 266
business process perspective, 262



case studies
AIC, 264
Lowe’s, 267
P-D-C-A (Plan-Do-Check-Act)

cycle, 267
Qwest Communications

International, Inc., 268–269
Welch’s, 264–265

customer perspective, 262
dashboard tool, 264–265
definition, 261
drill-down analysis, 266
financial perspective, 262
KPIs (key performance indicators),

262–263
learning and growth perspective, 262
metrics, 262–263
perspectives on, 262
real-time event management, 266
tools for, 265–266
tracking

over time, 262–263
process efficiency, 264–265
reporting and insights, 266
at a specific time, 264–265
workflow design, 265

BPO (business process outsourcing), 120
breakthrough projects, 43, 54–55, 56
brick-and-mortar stores, adapting to

e-business, 191–192
BRMS (business rule management system),

290–291
broadband over power lines, 169
Broadcom Corporation, 292
Brook’s Law, 92
Brown-Forman, 63–65
Brown-Wilson Group, 101
budgeting. See costs, managing.
bulletin boards, 160
Business Activity Monitoring (BAM), 266
business architecture step, 316
business continuity planning. See also

disaster recovery plan.
case study, 150–155
COBIT process, 144
definition, 143
developing

business continuity teams,
forming, 147

business functions, prioritizing,
145–146

business impact analysis, 145–146
business recovery team, 147
control group team, 147
emergency procedures,

defining, 147
emergency response team, 147
identifying vital records and

data, 145
manager’s checklist, 148
practicing the plan, 148
recovery actions and resources,

defining, 146
recovery time objective, setting,

145–146
training employees, 147
updating the plan, 148

disaster recovery plan, 144
disasters

consequences of, 142
examples of, 143
recent lessons learned, 143

due diligence, 143–144

at Goldman Sachs, 150–155
NASD guidelines, 152
New York Stock Exchange

regulations, 152
business continuity teams, forming, 147
business data, analyzing. See BI (business

intelligence).
business functions, prioritizing, 145–146
business impact analysis, 145–146
business intelligence (BI). See BI (business

intelligence).
Business Objects, 254
business performance management (BPM).

See BPM (business performance
management).

business process outsourcing (BPO), 120
business process perspective on BPM, 262
business processes, enterprise architecture,

314–315
business recovery team, 147
business rule management system (BRMS),

290–291
business search software, 292
Business Solutions Group, 46
businesses. See specific businesses.
Business-to-Business (B2B). See B2B

(Business-to-Business).
Business-to-Consumer (B2C). See B2C

(Business-to-Consumer).
BWA Water Additives, 219–221
C2C (Consumer-to-Consumer), 192–193
calendaring meetings, 160–161. See also

scheduling.
Capgemini, 115
capital, definition, 68
Care Rehab, function IT, 6
career opportunities, U.S. government, 193
case studies. See also specific enterprises.

Belarusbank JSSB, 1–3
BI (business intelligence)

Blue Mountain Resorts, 271–275
Cablecom, 260
customer satisfaction analysis, 260
data mining, 260
forecasting inventory, 258
Frito-Lay, 257
health care delivery, 260
HMO Sentara Health System, 260
Lowe’s, 258
Papa Gino’s Restaurants, 251–253
PepsiCo, 257
tracking sales, 258

BPM (business performance
management)

AIC, 264
Lowe’s, 267
P-D-C-A (Plan-Do-Check-Act)

cycle, 267
Qwest Communications

International, Inc., 268–269
Welch’s, 264–265

Brown-Forman, 63–65
business continuity plans, 150–155
business intelligence, 251–253
Cablecom, 260
collaboration tools, 166–167
customer satisfaction analysis, 260
data mining, 260
e-business

Amazon.com, 205
Borders Group, 211–214
Edmunds.com, 185–186

enterprise architecture
American Modern Insurance

Group, 311–312
Boeing, 312–313
EHRS (Electronic Health

Records), 321
Google, 301–302
JetBlue, 304
Roche, 314–315
U.S. healthcare system, 319–321
VHA (Veterans Health

Administration), 321
ERPs (enterprise resource planning

systems)
Arizona State University, 241
BWA Water Additives, 219–221
Cheese Company (DCI), 243–244
chemical manufacturing, 219–221
Dan Carter, Inc., 243–244
food and beverage industry,

243–244
Gooch and Housego, 227–228
Hunter Manufacturing, 247–248
open source software, 243–244
payroll system, 241
Ross Enterprise, 220–221
standardizing business processes,

227–228
system requirements example,

247–248
water desalination and treatment,

219–221, 229
water/sewage treatment, 219–221

Frito-Lay, 257
Harley-Davidson, 127–131
health care delivery, 260
HMO Sentara Health System, 260
IBM, Innovation Factory, 157–158
IT governance frameworks

Audatex, 141–142
automatic insurance, collision

repair, 141–142
ITIL (IT Infrastructure Library),

141–142
P-D-C-A (Plan-Do-Check-Act),

141–142
IT investment, 23–28
knowledge management

Con Edison, 285
consumer call centers, 292
DTRA (Defense Threat Reduction

Agency), 295–297
Giant Eagle, Inc., 282–283
Goodwin Procter, 279–280
iCrossing, 284
JetBlue, 289–290
knowledge management,

282–283, 289
knowledge-capture process, 285
Mars, 289
SNA (social network analysis), 289
Unilever, 292
Web 2.0 technology, 289–290

outsourcing IT
Accenture, 119–123
Eli Lilly, 97–99
Swansea City Council, 113–115

Papa Gino’s Restaurants, 251–253
PepsiCo, 257
Progressive Group of Insurance

Companies, 23–28
project management, 63–65, 84–85
Ryan Companies US, Inc., 166–167
security, ethics, and privacy

Arch Wireless, 341–343

Index

372



City of Ontario, CA, 341–343
credit card data breach, 331–332
Electronic Communications

Privacy Act, 342
Hannaford Brothers, 331–332
Hewlett Packard, 334
Kerviel, Jérôme, 359–360
Quon, Jeff, 341–343
SCA (Stored Communications

Act), 342
Société Général, 359–360
trading scandal, 359–360

Sprint Nextel, IBM’s Innovation
Factory, 157–158

strategic planning
FDA (Food and Drug

Administration), 31–32
Lowe’s, 45–46
Procter & Gamble, 36, 39, 41–42
UPS (United Parcel Service), 47–57

VA (Department of Veterans
Affairs), 84–85

wireless networks
Cedars-Sinai Medical Center, 180
COWS (computers on wheels), 180
CPOE (computer physician order

entry) systems, 180–182
EMR (electronic medical record)

systems, 179–182
George Eliot Hospital, 180–181
Piedmont Hospital, 181
RFID, in healthcare, 179–182
Vassar Brothers Medical Center, 180
WOWS (wireless devices computers

on wheels), 180
case-based reasoning, 260
Casey, Jim, 48
cash cows, 41
Cedars-Sinai Medical Center, 180
cell phone services. See also wireless

networks.
1G service, 172
2G service, 172
3G service, 173
4G service, 173
cells, 170–171
e-commerce support. See m-commerce.
EDGE (Enhanced Data Rates for Global

Evolution), 172
generational descriptions, 172–173
GPRS (General Packet Radio

Service), 172
GPS tracking, 261
GSM (Global System for Mobile

Communications Service), 173
MTSO (Mobile Telephone Switching

Office), 171
PCS (personal communication

service), 172
World Wireless Research Forum, 173

cells, 170–171
Center for Scientific Review (CSR), NIH

grant management, 164
centralized software architecture, 307
Cerner Corporation, Web conferencing, 7
CFO Research Services, 19
champions, project, 78
change management

acceptance factors, 14–15
Change Management Continuum

Model, 13–14
commit stage, 13–14
educate stage, 13–14

effort expectancy, 14–15
enterprise IT, 15
facilitating conditions, 14–15
function IT, 15
inform stage, 13–14
network IT, 15
organizational complements, 15
over project life, 86
performance expectancy, 14–15
resistance, reasons for, 12
social influence, 14–15
stages of change, 13–14
Unified Theory of Acceptance and Use

of Technology, 14–15
Change Management Continuum

Model, 13–14
chartering projects, 85
checklists. See manager’s checklists.
Cheese Company (DCI), 243–244
cheese specialties, 243–244
Chhatrapati Shijavi International Airport

(CSIA), 103
Chief Privacy Officers (CPOs), 338
Chip and PIN measures, 203
Choice/Consent principle, 338
Christensen, Clay, 305
Christensen, Murry, 289
Christiano, Nicholas, 180
Chrysler, anticipating customer

demand, 305
Chubb, Tom, 229
Circuit City, e-business, 192
Citigroup, data breach, 337
Citizen and Immigration Services, Web

site, 194
City of Ontario, CA, privacy rights,

341–343
claims processing, automotive

insurance, 25–28
Claims Workbench, 27
Clement, Gerald, 114
Cleveland State University, ERP start-up

problems, 231
client/server software architecture, 308–309
Clinger/Cohen Act, 315
closing projects, 86
coaxial cable, 169
COBIT (Control OBjectives for Information

and Related Technology)
acquisition and implementation, 137
delivery and support, 138
disaster recovery plan, 144
goals, 138
guidelines, downloading, 136
at Harley-Davidson, 128–131
maturity model, 138
metrics, 138
monitoring and evaluation, 138
planning and organization, 137
process categories, 137–138
process descriptions, 137–138
process inputs/outputs, 138
RACI chart, 138

code of ethics, 334–335
Code of Fair Information Practices, 338
Cognos 8, 252, 254
Cognos TMI, 273
cohesion, 313
collaboration

See also function IT
See also sharing

See also wireless networks
audio broadcasts. See podcasts.
blogs, 160–161
bulletin boards, 160
calendaring, 160–161
case studies, 166–167
desktop sharing

common uses for, 160
description, 162
GoToMyPC, 162, 167
LogMeIn, Inc., 162
remote login, 162

importance to managers, 159
instant messaging, 160, 162–163
manager’s checklist, 177
podcasts, 160, 163
RSS feeds, 160, 163–164
shared workspaces, 160, 164
summary of, 160
Web conferencing

at American Lighting, 165
common features, 165
common uses for, 160
description, 164–165
interactive, 165
one-way, 165
at Ryan Companies US, Inc., 167
software for, 165
Webcasts, 165
Webinars, 165

wikis, 160, 165–166
commit, stage of change, 13–14
communication channels, 168
communications management, 78–80
communities of practice (CoP), 287–288
competitive strategies, basic approaches, 40
compliance search software, 292
Computer Associates, improper business

practices, 134
computer physician order entry (CPOE)

systems, 180–182
Computer Sciences Corporation (CSC),

104, 120
computers on wheels (COWS), 180
Con Edison, knowledge management, 285
conferences, online. See Web casting; Web

conferencing; Webinars.
Conner, D. R., 13
consumer call centers, knowledge

management, 292
Consumer-to-Consumer (C2C), 192–193
containing cybercrimes, 355
continuity planning. See business continuity

planning.
contracts

cost-reimbursable, 83–84
definition, 83
fixed-price, 83
lump-sum, 83
outsourcing IT, 104, 111–112
time and material, 84
types of, 83–84

control group team, 147
Control OBjectives for Information and

Related Technology (COBIT). See COBIT
(Control OBjectives for Information and
Related Technology).

controlling projects, 86. See also project
management.

Convergys, 104–105
cookies (computer), 339
CoP (communities of practice), 287–288

Index

373



core business processes, 100–101, 108
core competency, 66–67
corporate ethics. See ethics, corporate.
corporate governance. See also IT

governance.
definition, 131
disaster recovery. See business

continuity planning.
issues addressed by, 131–132
primary participants, 131

corporate guidelines, enforcing, 292
Cos, Alfonso, 230
cost/benefit analysis, strategic

planning, 44–45
cost-reimbursable contracts, 83–84
costs

annual, in the U. S., 66
benchmarking services, 111
of cybercrime, 343, 344
of doing business, lowering with ERPs,

228–229
e-business Web sites, 208
ERP for SMBs, 208
of ERPs

consultants, 234
customization, 233
data conversion, 233
hardware upgrade, 233
implementation, 232–234
measuring return on

investment, 234
for SMBs (small and medium

businesses), 242–244
testing, 233
training, 233

of IT, 11–12
managing

budget, example, 75
outsourcing IT, 102, 112
overview, 74–76

project variable, 68–69
projects, 68–69
of vendors, 229

coupling, 313
COWS (computers on wheels), 180
CPOE (computer physician order entry)

systems, 180–182
CPOs (Chief Privacy Officers), 338
crackers, 347
Craigslist, 192
credit cards

Chip and PIN measures, 203
data breaches

American Express, 337
Bob’s Stores, 202
Hannaford Brothers, 331–332
Marshall’s, 202
MasterCard, 202, 337
TJ Maxx, 202
TJX, 202
Visa, 202, 337

EMV standard, 203
PCI (Payment Card Industry) security

standard, 202
PIN (Personal Identification

Number), 203
smart cards, 202–203

CRM (customer relationship management),
225. See also customer service.

Cronenwett, Brian, 227
cross docking, 10
cross-charges, 68–69

Crossing the Chasm, 319
CSC (Computer Sciences Corporation),

104, 120
CSIA (Chhatrapati Shijavi International

Airport), 103
CSR (Center for Scientific Review), NIH

grant management, 164
cultural obstacles to e-business, 207–208
customer demand, anticipating, 305
customer experience. See also end user

experience.
attracting to Web sites, 198–199
dissatisfaction, 104
e-business Web sites, 199–200
improving with ERPs, 229
perspective on BPM, 262
satisfaction analysis, 260

customer portals, 188–189
customer relationship management

(CRM), 225
customer service. See also CRM (customer

relationship management).
CIE (Customer Interaction Express), 70
e-business Web sites, 200, 204
SCM (supply chain management), 226

cybercrime. See also security.
botnets, 346
costs of, 343, 344
crackers, 347
cybercriminals, 347
cyberterrorists, 347
DDOS (Distributed Denial-of-Service),

345–346
definition, 343
egress filtering, 346
electronic fraud, 343
hackers, 347
hacktivists, 347
industrial spies, 347
ingress filtering, 346
insiders, 347
by insiders, 352
intrusion detection systems, 354
Koobface worm, 344–345
malware, 344–345
manager’s checklist, 356
perpetrators, 346–347
prevention

antivirus software, 351
critical Internet vulnerabilities, 352
education, 349–350
e-mail attachments, 349
Federal Computer Security Report

Card, 353
firewalls, 350–351
FISMA (Federal Information

Security Management Act), 353
Internet security threats, 352
IPSs (intrusion prevention

systems), 351
most critical threats, 352
NIST (National Institute of

Standards and Technology),
348–349

penetration testing, 353
periodic audits, 352–353
reasonable assurance, 347–348
risk assessment, 347–348
SANS (System Administration,

Networking, Security)
Institute, 352

security policies, 348–349

US-CERT (United States Computer
Emergency Response Team),
351, 352

virus definitions, 351
virus signatures, 351
VPN (virtual private networks), 349
wireless devices, 349

response to incidents
capturing the perpetrator, 356
containment, 355
eradication, 355
follow-up, 355–356
notification, 354
protecting evidence and activity

logs, 355
spoofing, 346
viruses, 344, 351
worms, 344–345
zombies, 346

cybercriminals, 347
cyberterrorists, 347
Dal Printing, data breach, 337
Dan Carter, Inc., 243–244
dashboard tool, 264–265
data analysis. See BI (business intelligence).
data breaches. See also security.

American Express, 337
AOL (America Online), 337
Best Western, 337
Bob’s Stores, 202
Citigroup, 337
credit card numbers, 202, 337
Dal Printing, 337
Data Processors International, 337
Fidelity National Information

Services, 337
Florida state personnel files, 104–105
Hannaford Brothers, 331–332
HM Revenue and Customs, 337
Marshall’s, 202
MasterCard, 202, 337
Petrobras, oil reservoir data, 254
TD Ameritrade, 337
TJ Maxx, 202
TJX Companies, Inc., 202, 337
U.S. Department of Veteran Affairs, 337
Visa, 202, 337

data cubes, 257–258
data marts, 256
data mining, 259–261
Data Processors International, data

breach, 337
Data Protection Act, 141–142
data security and integrity

automobile insurance industry,
141–142

Data Protection Act, 141–142
e-business Web sites, 207
outsourcing IT, 104–105
in the UK, 141–142

data warehouses, 255–256
DCI (Cheese Company), 243–244
DDOS (Distributed Denial-of-Service),

345–346
decision making. See BI (business

intelligence).
decision support systems (DSSs), 6
Decque, Paul, 360
defending against cybercrime. See preventing

cybercrime.
Defense Threat Reduction Agency (DTRA),

295–297

Index

374



Deliver Information Acquisition Devices
(DIADs), 48–49

delivery and support, COBIT processes, 138
delivery errors, reducing, 228
Dell Inc.

customer dissatisfaction, 104
data warehouses, 255
outsourcing IT, 104

Deloitte Consulting, 19
demand planning, 226
Department of Health and Human Services

(DHHS) standards, 17
Depew, Larry, 91
desktop sharing

common uses for, 160
description, 162
GoToMyPC, 162, 167
LogMeIn, Inc., 162
remote login, 162

DHHS (Department of Health and Human
Services) standards, 17

DIADs (Deliver Information Acquisition
Devices), 48–49

directories, electronic. See electronic
corporate directories.

disaster recovery plan. See also business
continuity planning.

case study, 150–155
COBIT processes, 144
at Goldman Sachs, 150–155
NASD guidelines, 152
New York Stock Exchange

regulations, 152
disasters

consequences of, 142
examples of, 143
recent lessons learned, 143

disruptive (radical) innovation, 305
Distributed Denial-of-Service (DDOS),

345–346
distributed software architecture, 308
dogs, 41
dot-Mobi, 195
drill-down analysis, 259, 266
drug research and development,

31–32, 97–99
DSSs (decision support systems), 6
DTRA (Defense Threat Reduction Agency),

295–297
due diligence, business continuity plan,

143–144
Dunn, Patricia, 334
DuPont, outsourcing IT, 120
early adapters, 319–320
early majority, 319–320
ease of use, e-business Web sites, 199–200
eBay, 192–193, 255
e-business. See also m-commerce.

advantages of, 206–207
Amazon.com, 205
B2B (Business-to-Business)

Avendra, 190
customer portals, 188–189
definition, 187
electronic catalogs, 190
e-procurement software, 190
Goodrich customer portal, 188–189
industry consortia-sponsored

marketplaces, 190
private company marketplaces,

189–190

private stores, 188
Sprint Private Store, 188
UTC (United Technical

Corporation), 190
B2C (Business-to-Consumer)

Amazon.com, 191
brick-and-mortar adaptations,

191–192
Circuit City, 192
definition, 190
“The Long Tail,” 192
U.S. growth rate, 191

C2C (Consumer-to-Consumer),
192–193

case studies
Amazon.com, 205
Borders Group, 211–214
Edmunds.com, 185–186

Craigslist, 192
critical success factors

attracting customers, 198–199
banner ads, 199
credit card security, 201–203
ease of use, 199–200
easy, secure payment, 201–203
identifying appropriate

opportunities, 198
incentives to purchase, 199–200
organic lists, 198–199
organizational capabilities, 198
paid listings, 199
painless return policies, 203–204
personal data security, 207
positive customer experience,

199–200
repeat business, 199–200
search engine optimization,

198–199
superior customer service,

200, 204
timely, efficient order

fulfillment, 201
cultural and linguistic obstacles,

207–208
definition, 187
eBay, 192–193
e-government applications, 193–194
G2B (government to business),

193–194
G2C (government to citizens), 193–194
G2G (government to government),

193–194
importance to managers, 187
integrating Web and non-Web

inventory, 208
issues with, 207–208
manager’s checklist, 208
site costs, 208
Web page translation, 207–208

ECS (electronic communication service),
definition, 342

EDD (Enhanced DIAD Download), 55
EDGE (Enhanced Data Rates for Global

Evolution), 172
EDI (electronic data interchange), 10, 16
EDS (Electronic Data Systems), outsourcing

IT, 111–112
educate, stage of change, 13–14
education

defense against cybercrime, 349–350
disaster recovery, 147
e-learning, 6. See also Webinars.
ethics, 335–336

effort expectancy, 14–15

E-Gov Travel, Web site, 194
e-government applications, 193–194
egress filtering, 346
EHRS (Electronic Health Records), enter-

prise architecture, 321
800-AUTO-PRO, 27
800-PROGRESSIVE, 27
802.11 communication standards, 173–174
e-learning, 6. See also Webinars.
electromagnetic spectrum, 170
electronic boarding passes, 196
electronic catalogs, 190
electronic communication service (ECS),

definition, 342
Electronic Communications Privacy

Act, 342
electronic corporate directories, 7
electronic data interchange (EDI), 10, 16
Electronic Data Systems (EDS), outsourcing

IT, 111–112
electronic discovery, 292
electronic fraud, 343
Electronic Health Records (EHRS), enter-

prise architecture, 321
electronic medical record (EMR) systems,

179–182
Electronic Power Research Institute

(ERPI), 285
Eli Lilly, outsourcing IT, 97–99
e-mail

attachments, cybercrime risk, 349
managing with RSS feeds, 164
wireless, 159

emergency procedures, defining, 147
emergency response teams, 147
employee turnover, outsourcing IT, 105
EMR (electronic medical record) systems,

179–182
EMV standard, 203
encryption, 175. See also security.
end user experience. See also customer

experience; stakeholders.
e-business

credit card security, 201–203
customer service, 200, 204
ease of use, 199–200
order fulfillment, 201
payment options, 201–203
personal data security, 207
positive customer experience,

199–200
return policies, 203–204

U.S. government Web sites, 193
user expectations, 70–71

Enforcement/Redress principle, 338
Enhanced Data Rates for Global Evolution

(EDGE), 172
Enhanced DIAD Download (EDD), 55
enhancement projects, 44, 55, 56
enterprise architecture

anticipating customer demand, 305
definition, 303
developing

architecture change management
step, 316

architecture vision step, 316
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change management, 15
definition, 8
EDI (electronic data interchange), 10
inter organizational information

systems, 9–10
in IT infrastructure, 5
uses for, 8

enterprise search software, 291–293
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involvement, 237
success factors, 237–240
testing, 240

in institutions of higher learning,
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firms. See specific firms.
FISMA (Federal Information Security

Management Act), 353
Five Forces Model, 37–38
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306–307
global service providers (GSPs), 100–101
Global System for Mobile Communications

Service (GSM), 173
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intangible benefits, strategic planning, 44
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at Harley-Davidson, 128–131
maturity model, 138
metrics, 138
monitoring and evaluation, 138
planning and organization, 137
process categories, 137–138
process descriptions, 137–138
process inputs/outputs, 138
RACI chart, 138

ITIL (IT Infrastructure Library),
135–136

P-D-C-A (Plan-Do-Check-Act), 139–140
process development flowchart, 140

Itellium, 111–112
ITIL (IT Infrastructure Library), 135–136
Jacobs, Matt, 228
JAD (Joint Application Development), 91
JasperSoft, BI software, 254
JetBlue

enterprise architecture, 304
knowledge management, 289–290

joint problem solving, 282
Jones, Gareth, 228
Jones, George, 213
Jones, Mary, 115
Jones Long LaSalle, 113
J.P. Morgan Chase & Co., 104
K3 Business Technology Group, 228
Kaplan, Robert, 262
KarstadtQuelle AG, outsourcing IT, 111–112
Kay, David, 92
Kerviel, Jérôme, 359–360
key performance indicators (KPIs), 262–263
KHz (kilohertz), 169–170
Kmart, book sales, 213
knowledge management

benefits of, 282–285
connecting to organizational goals and
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prioritizing, strategic planning efforts, 44,
54–56
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Bioterrorism Act.
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