
Usable Authentication & 
Passwords
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Top 10 Common Chosen Passwords

1. password
2. 12345
3. 12345678
4. abc123
5. qwerty
6. monkey
7. letmein
8. dragon
9. 111111
10. baseball 
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Password Attacks

• Human

• Brute force

• Common word 

• Dictionary words
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Password Security
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https://www.baekdal.com/insights/password-security-usability



Password Security
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Password Security
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Password Security
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https://www.baekdal.com/insights/password-security-usability
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https://xkcd.com/936/



Conclusions 

• Password systems would be more secure if passwords were more 
usable

• Human reasons
• Computational reasons

• Why haven’t we fixed this?
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Two-Factor Authentication
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Two-Factor Authentication (TFA)

• Password + one time unique code

• Generated by
• Device
• Email
• Text
• App 
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Security of TFA?

• More secure

• Stops most hacking attacks

• Users perceive it as more secure
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Usability of TFA

• Research says:
• Speed: slower
• User preference:

• Felt less usable
• Less convenient
• Harder to use
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Conclusions 

• More secure, less usable
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Biometrics
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Without Biometrics 
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Fingerprint Recognition
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Face Recognition
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Voice Recognition 



Analyzing Usability 



Voice Recognition

• Speed
• Medium

• Efficiency
• Medium

• Learnability
• Easy

• Memorability
• Easy 
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Facial Recognition 

• Speed
• Medium

• Efficiency
• Medium

• Learnability
• Easy

• Memorability
• Easy 
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Fingerprint Recognition

• Speed
• Fast 

• Efficiency
• Good 

• Learnability
• Easy

• Memorability
• Easy 
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Analyzing Security 

• Who can access the device?

• How easily can they replicate the biometric input?
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Conclusions 

• Biometrics are easy & relatively secure

• Common on mobile devices but work anywhere

• Compare usability
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Gesture-based Authentication 
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Keypad Gestures
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Free Gestures 

Napa Sae-Bae, Kowsar Ahmed, Katherine Isbister, and Nasir Memon. 2012. Biometric-rich gestures: a novel approach to authentication
on multi-touch devices. In Proceedings of the SIGCHI Conference on Human Factors in Computing Systems (CHI '12). ACM, New
York, NY, USA, 977-986. DOI: http://dx.doi.org/10.1145/2207676.2208543
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Benefits 

• Gestures 
• users enjoy (easy, fun, etc.)
• tend to be more secure

• Users prefer gestures to passwords

• Gestures are faster than passwords & are less error prone
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Case Study: Smudge Attacks
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Aviv, Adam J., et al. "Smudge Attacks on Smartphone Touch Screens." WOOT 10 (2010): 1-
7. https://www.usenix.org/legacy/event/woot10/tech/full_papers/Aviv.pdf
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Case Study: Smudge Attacks
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Case Study: Smudge Attacks
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Aviv, Adam J., et al. "Smudge Attacks on Smartphone Touch Screens." WOOT 10 (2010): 1-
7. https://www.usenix.org/legacy/event/woot10/tech/full_papers/Aviv.pdf



Multiple Phones 

• Clean, normal password

• Clean, light password

• Dirty 
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Results 

• Easy to retrieve at least some information about password from 
smudges

• Clean screens are easier to work with, but even on dirty screens, a lot 
of password info can be found
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Conclusions 

• Interesting attack on non-traditional authentication

• Human-based with a twist 
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Usable Privacy Basics
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Privacy is a kind of security.

• Users want to protect their information.

• Users should have the right to understand what happens with their 
data.

• Users should have as much control as possible over how it is used.
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Privacy Policies

• Tell a user everything they need to know about how their data is 
collected, used & shared.

• Can be analyzed for usability.
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Privacy Controls

• Should data be collected or not?

• Who has permission to see it?
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Going Forward

• Privacy & security are part of the same issue

• Analyzing usability is done the same way with privacy

• Keep the user in mind first
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Privacy Policies & User 
Understanding

215



For users to control their privacy, 
they must understand privacy 
policies. Do they?
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What We Know

• Most people do not read privacy policy.
• about 16% said that they read them all the time.

• However, when people do read them, they do not necessarily 
understand them.

• about half of the people who said they read them, said that they do not 
understand them.
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How to Learn?

• Read privacy policies

• Discover through other sources

218



A quick experiment: Facebook apps

• Ask people what data they think apps can access

• Have them read privacy policy or watch a video

• Ask again

219

J. Golbeck, M.L. Mauriello. “User Perception of Facebook App Data Access: A Comparison of Methods and 
Privacy Concerns” Future Internet 2016, 8(2), 9; doi:10.3390/fi8020009



Results 

• Every user underestimated what data could be accessed when they 
were first asked 

• Every user improved after reading the privacy policy or watching the 
video

• The video led to greater improvements in user understanding
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Implications 

• Privacy policies are boring & hard to read
• Poor usability

• They are also really important

• Are there more usable ways to convey the information in a privacy 
policy?
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Informed Consent by Design
Friedman, Batya, Peyina Lin, and Jessica K. Miller. "Informed consent by design." 
Security and Usability (2005): 495-521
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What is Informed Consent?

• Users understand what data is being collected & shared and they 
consent to how it is used.

• Six components
• Disclosure 

• who, what, where, when, how

• Comprehension 
• Voluntariness 
• Competence 
• Agreement 
• Minimal Distraction 

223



Some Examples

• Google.com Privacy Policy

• Facebook Privacy Policy

224

Oh dear, Facebook. This weekend it emerged that the world's 
largest social network had conducted a study in which the 
company attempted to manipulate the emotional reaction of 
users by controlling the content that appeared in their News 
Feeds.



Conclusion 

• Usable privacy requires informed consent from users

• They must understand how their data is used & agree to it being used 
that way

• These six components can help you analyze a system for informed 
consent 
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Five Pitfalls of Privacy
Lederer, Scott, et al. "Personal privacy through understanding and action: five pitfalls 
for designers." Personal and Ubiquitous Computing 8.6 (2004): 440-454.

226



Understanding 

1. Obscuring potential information flow

2. Obscuring actual information flow 

227



Action 

3. Emphasizing configuration over action

4. Lacking coarse-grained control

5. Inhibiting established practice
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Obscuring potential information flow

Obscuring actual information flow 
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Information Flow

• Types of information

• Kinds of observers

• Media through which info is conveyed 

• Length of retention

• Potential for unintended disclosure

• Collection of metadata
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Obscuring potential information flow

Obscuring actual information flow 
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Emphasizing configuration over action 

• Privacy management should be part of natural workflow
• Recall this same guideline about security
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Lacking coarse-grained control

• Have an obvious, top-level control to turn sharing on and off
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Inhibiting established practice

• What do users expect from other experiences?
• Let them expect that here, too.

• Mental models, conventions 
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Conclusion 

• Make it clear how information is being shared

• Make it easy & natural for users to control privacy

• Make the default practice match users’ expectations 
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Inferring Personal Data 
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Assignment 

• Do the same for two Privacy Policies in Farsi
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That’s all on the privacy.
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