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Blind Multipurpose Image Watermarking
Based on Secret Sharing

Sorour Sheidani, Ziba Eslami

authentication and copyright protection, we present a multipurpose
watermarking method based on a commonly used cryptographic primitive
called verifiable secret sharing scheme. Utilizing this primitive, our scheme
achieves blindness meaning that it needs neither the original host image nor the
embedded watermark. Our scheme also does not need two distinct watermarks
to authenticate the images and at the same time protect their copyright.
Experimental results show that the features of the shares, obtained by the used
primitive from watermark, enables our methodtoreconstructextracted tampered
watermarks after various attacks such as JPEG compression, cropping, salt
and pepper noise, median filtering, some combined attacks, etc. Comparisons
are provided with other multipurpose watermarking methods which primarily
aim at protecting copyright of media and authenticating it simultaneously.
We also show the superiority of our proposed method to three watermarking
methods attaining the goals of copyright protection and authentication.

Improvement of Digest Based Authentication Scheme
for Biometric verification

Faezeh Sadat Babamir, Murvet Kirci

is performed through mechanisms such as identification card, password
checking and etc. However, by the development of technology, cracking
such systems through forging password or stealing identification card may be
done leading to the lack of security and hence privacy. This is why biometric
based authentication systems are appropriate offer to provide security of
clients. Through such systems, clients are verified and permitted to login to
the system according to their physical or behavioral traits. Biometric systems
offer several advantages over traditional authentication methods. Moreover,
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these systems, protects the privacy of clients, confidentiality and integrity of
critical information for emerging technology such as smartphones and other
appliances. In this paper, we improved our previous biometric authentication
system and through some practical scenarios, we considered different
attacks from client, server, and network sides to intrude into the privacy. We
mathematically proved that our scheme is indistinguishable and prevents the
attacker to threat legitimate individuals) information and privacy. Finally,
we showed our computation and memory efficiency compared with related
studies.

GSLHA: Group-based Secure Lightweight Handover
Authentication Protocol for M2M Communication

Mohammad Mahdi Modiri, Javad Mohajeri, Mahmoud Salmasizadeh

Abstract - Machine to machine (M2M) communication, which is also known
as machine type communication (MTC), is one of the most fascinating parts of
mobile communication technology and also an important practical application
of the Internet of Things. The main objective of this type of communication,
is handling massive heterogeneous devices with low network overheads
and high security guarantees. Hence, various protocols and schemes were
proposed to achieve security requirements in M2M communication and
reduce computational and communication costs. In this paper, we propose the
group-based secure lightweight handover authentication (GSLHA) protocol
for M2M communication in LTE and future 5G networks. The proposed
protocol mutually authenticates a group of MTC devices (MTCDs) and a
new eNodeB (eNB) when these simultaneously enter the coverage of the eNB
with considering all the cellular network requirements. The security analysis
and formal verification by using the AVISPA tool show that the protocol has
been able to achieve all the security goals and overcome various attacks. In
addition, the comparative performance analysis of the handover authentication
protocols shows that the proposed protocol has the best computational and
communication overheads.
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A New RF-PUF Based Authentication of Internet of
Things Using Random Forest Classification

Amir Ashtari, Ahmad Shabani, Bijan Alizadeh

Abstract - This paper presents a novel RF-PUF based authentication
framework which exploits the intrinsic non-idealities in physical characteristic
of a device/medium to generate a unique identity for wireless nodes. It also
takes the advantage of Random Forest classification to securely identify the
sender nodes based on their unique features extracting from already-existing
modules in the receiver side. In contrast to the neural network-based schemes,
our proposed approach incurs lower design complexity and overheads, while it
no longer needs a large amount of preparatory and preprocessing works related
to the learning process and adjusting the network parameters. Thus, the overall
runtime required to preparing and testing of network is drastically lessened.
The experimental results show that the proposed scheme can reach to 100%
accuracy in the identification of 225 nodes when a forest network with 100
trees and depth of 20 is developed, posing a negligible overhead on the receiver
side. This high accuracy can be nearly achieved even in the presence of channel

variations as our approach has less sensitivity to environmental conditions.
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An Ultra-Lightweight RFID Mutual Authentication Protocol

Abbas Rahnama, Mohammad Beheshti-Atashgah, Taraneh Eghlidos,
Mohammad Reza Aref

Abstract - In some applications of the Internet of Things (IoT), for privacy
preserving and authentication of entities, it is necessary to use ultra-lightweight
cryptographic algorithms. In this paper, we propose a new ultra-lightweight
authentication protocol between RFID components, in which only simple
operations are used. In this protocol, the server has access to the data gathered
by the tag in the same authentication phase through the reader interface,
instead of sharing a secret key. The proposed protocol is secure against several
attacks, such as replay attacks, denial of service, offline guessing attacks,
modification attacks, full disclosure attacks and impersonation attacks, in
addition to its practicality when compared to the previously proposed RFID
authentication protocols. It also provides anonymity of tags against readers
and the other tags involved in the protocol.

Investigating the Streaming Algorithms Usage in Website
Fingerprinting Attack Against Tor Privacy Enhancing Technology

Reyhane Attarian, Sattar Hashemi

Abstract - Website fingerprinting attack is a kind of traffic analysis attack that aims
to identify the URL of visited websites using the Tor browser. Previous website
fingerprinting attacks were based on batch learning methods which assumed that
the traffic traces of each website are independent and generated from the stationary
probability distribution. But, in realistic scenarios, the websites> concepts can
change over time (dynamic websites) that is known as concept drift. To deal with
data whose distribution change over time, the classifier model must update its model
permanently and be adaptive to concept drift. Streaming algorithms are dynamic
models that have these features and lead us to make a comparison of various
representative data stream classification algorithms for website fingerprinting.
Given to our experiments and results, by considering streaming algorithms along
with statistical flow-based network traffic features, the accuracy grows significantly.
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A Lightweight Anonymous Authentication Protocol For
IoT Wireless Sensor Networks

Abbas Rahnama, Mohammad Beheshti-Atashgah,
Taraneh Eghlidos, Mohammad Reza Aref

Abétract - Lightweight authentication protocols are crucial for privacy
preserving in Internet of Things (IoT). Authentication protocols should be
implementable for devices with constrained memory and computational power
in this area, in addition to resistance against cryptographic threats. On the other
hand, these protocols should not impose a heavy computational load on such
devices. In this paper we proposed an authentication protocol that properly
meets these features. Our protocol is suitable for wireless sensor networks
(WSNs). In this protocol, authentication is fulfilled with low communication
and computational loads between sensors and users through the gateway
interface using ahash function and XOR operations. Besides, the user has access
the required data, collected by the sensor, in the same authentication phase.
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Cryptanalysis of SP2DAS and 3PDA, Two Data
Aggregation Schemes for Smart Grid

Hamid Amiryousefi, Zahra Ahmadian

Abstract - This paper analyses the security of two recently proposed privacy
preserving data aggregation schemes, called SP$"2$DAS and 3PDA. We
show that, for both of these protocols, despite the designers) claims, there are
efficient forgery attacks on the signature schemes used in. We present a selective
forgery attack on the signature scheme of SP$"2$DAS in the key-only attack
model and a selective forgery attack on the 3PDA)>s signature scheme in the
known-message attack model, requiring only two pairs of message-signature.
Our results show that in both of these schemes, the attacker can inject any
arbitrary faulty data into the data aggregated by the network, without being
detected, which is a serious threat to the performance of the whole network.
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A Novel Steganography Algorithm using
Edge Detection and MPC Algorithm

Aref Rezaei, Leili Farzinvash, Ali Farzamnia

Abs‘tract - With the rapid development of the Internet, preserving the
security of confidential data has become a challenging issue. An effective
method to this end is to apply steganography techniques. In this paper, we
propose an efficient steganography algorithm which applies edge detection
and MPC algorithm for data concealment in digital images. The proposed
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edge detection scheme partitions the given image, namely cover image, into
blocks. Next, it identifies the edge blocks based on the variance of their corner
pixels. Embedding the confidential data in sharp edges causes less distortion
in comparison to the smooth areas. To diminish the imposed distortion by
data embedding in edge blocks, we employ LSB and MPC algorithms. In the
proposed scheme, the blocks are split into some groups firstly. Next, a full tree
is constructed per group using the LSBs of its pixels. This tree is converted
into another full tree in some rounds. The resultant tree is used to modify the
considered LSBs. After the accomplishment of the data embedding process,
the final image, which is called stego image, is derived. According to the
experimental results, the proposed algorithm improves PSNR with at least 5.4
compared to the previous schemes.

Blind Image Watermarking Based on Area Quantization

Ramin Toosi, Mohammadreza Sadeghi, Mohammad Ali Akhaee

Abstract - One of the ways to protect the intellectual property of a digital
media is watermarking. In this paper, an image watermarking method based
on quantization index modulation is proposed. The quantized parameter is the
area formed by host signal samples considered as vertices of a polygon. In real
images, host signal samples are the wavelet coefficient of the image block. The
embedding distortion is minimized using an optimization method minimizing
the mean square error value. Thus, the watermarked signal is close to the host
signal as much as possible, which leads to a high imperceptible algorithm.
The optimization problem is solved using the gradient descent method. The
performance of the proposed method is investigated under different attacks,
including: noise addition, compression, filtering and geometrical attacks
using real world images. The results illustrate that the proposed method has
better performance than other state-of-the-art methods in terms of robustness.
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Lightweight Involutive Components for
Symmetric Cryptography

S. M. Dehnavi, M. R. Mirzaee Shamsabad, and A. Mahmoodi Rishakani

Kharazmi University - Shahid Beheshti University -
Shahid Rajaee Teacher Training University

Abﬁtract - Lightweight components are used in the design of modern

lightweight ciphers. In the current paper, firstly we investigate a new family of
lightweight4 4 almost MDS diffusion layers, mathematically, and determine
when they are involutive. The proposed diffusion layers are suitable for
software applications and have less fixed points, compared with the existent
ones. Then, we examine the cryptographic properties of nonlinear components
constructed by a 2-round Feistel scheme, theoretically, and propose some
concrete examples of them, including lightweight hardware-oriented 8 8
S-boxes. We compare the presented S-boxes with the ones in Midori-128.
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Cryptanalysis of a Certificateless Signcryption Scheme

Parvin Rastegari, Mohammad Dakhilalian

Abstract - Certificateless public key cryptography (CL-PKC) is a useful
method to solve the problems of traditional public key infrastructure (PKI)
(i.e. necessity of requiring certificate managements) and identity-based
(ID-based) setting (i.e. the key escrow problem) concurrently. Signcryption is
an important cryptographic primitive which provides the goals of both signature
and encryption schemes much more efficient than the sign-then-encrypt
way. Proposing efficient certificateless signcryption (CL-SC) schemes in the
standard model (without random oracles) has been a focus of many recent
researches. In 2016, Zheng and Li proposed a CL-SC scheme and claimed that
their scheme is confidential (IND-CCA) and unforgeable (EUF-CMA) against
both key replacement and malicious KGC attacks, in the standard model. In
this paper, we propose both key replacement and malicious KGC attacks
against confidentiality and unforgeability of Zheng and Li>s scheme. Our
proposed attacks show that in contrast to Zheng and Li>s claim, their scheme
is neither confidential (IND-CCA) nor unforgeable (EUF-CMA) against key
replacement and malicious KGC attacks.

Ransomware detection using process mining
and classification algorithms

Ala Bahrani, Amir Jalaly Bidgoly

Abstrac - The fast growing of ransomware attacks has become a serious
threat for companies, governments and internet users, in recent years.
The increasing of computing power, memory and etc. and the advance in
cryptography has caused the complicating the ransomware attacks. Therefore,
effective methods are required to deal with ransomwares. Although, there are
many methods proposed for ransomware detection, but these methods are
inefficient in detection ransomwares, and more researches are still required
in this field. In this paper, we have proposed a novel method for identify
ransomware from benign software using process mining methods. The
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proposed method uses process mining to discover the process model from the

events logs, and then extracts features from this process model and using these
features and classification algorithms to classify ransomwares. This paper
shows that the use of classification algorithms along with the process mining
can be suitable to identify ransomware. The accuracy and performance of our
proposed method is evaluated using a study of 21 ransomware families and
some benign samples. The results show j48 and random forest algorithms
have the best ccuracy in our method and can achieve to 95% accuracy in
detecting ransomwares.

Inferring API Correct Usage Rules:
A Tree-based Approach

Majid Zolfaghari, Solmaz Salimi, Mehdi Kharrazi

Abstract - The lack of knowledge about API correct usage rules is one of the
main reasons that APIs are employed incorrectly by programmers, which in
some cases lead to serious security vulnerabilities. However, finding a correct
usage rule for an API is a time-consuming and error-prone task, particularly
in the absence of an API documentation. Existing approaches to extract
correct usage rules are mostly based on majority API usages, assuming the
correct usage is prevalent. Although statistically extracting API correct usage
rules achieves reasonable accuracy, it cannot work correctly in the absence
of a fair amount of sample usages. We propose inferring API correct usage
rules independent of the number of sample usages by leveraging an API tree
structure. In an API tree, each node is an API, and each nodess children are
APIs called by the parent API. Starting from lower-level APlIs, it is possible to
infer the correct usage rules for them by utilizing the available correct usage
rules of their children. We developed a tool based on our idea for inferring API
correct usages rules hierarchically, and have applied it to the source code of
Linux kernel v4.3 drivers and found 24 previously reported bugs.
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An Anonymous Attribute-based Access Control System
Supporting Access Structure Update
Mostafa Chegenizadeh, Mohammad Ali, Javad Mohajeri,
Mohammad Reza Aref

Abstract - It is quite common nowadays for clients to outsource their personal
data to a cloud service provider. However, it causes some new challenges in
the area of data confidentiality and access control. Attribute-based encryption
is a promising solution for providing confidentiality and fine-grained access
control in a cloud-based cryptographic system. Moreover, in some cases, to
preserve the privacy of clients and data, applying hidden access structures
is required. Also, a data owner should be able to update his defined access
structure at any time when he is online or not. As in several real-world
application scenarios like e-health systems, the anonymity of recipients, and
the possibility of updating access structures are two necessary requirements.
In this paper, for the first time, we propose an attribute-based access control
scheme with hidden access structures enabling the cloud to update access
structures on expiry dates defined by a data owner.
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Threat Extraction in loT-Based Systems
Focusing on Smart Cities

Abbas Nejatifar, Mohammad Ali Hadavi

Abstract - [oT- based services are widely increasing due to their advantages
such as economy, automation, and comfort. Smart cities are among major
applications of IoT-based systems. However, security and privacy threats are
vital issues challenging the utilization of such services. Connectivity nature,
variety of data technology, and volume of data maintained through these
systems make their security analysis a difficult process. Threat modeling is
one the best practices for security analysis, especially for complex systems.
This paper proposes a threat extraction method for loT-based systems. We
elaborate on a smart city scenario with three services including lighting, car
parking, and waste management. Investigating on these services, firstly, we
identify thirty-two distinct threat types. Secondly, we distinguish threat root
causes by associating a threat to constituent parts of the [oT-based system. In
this way, threat instances can be extracted using the proposed derivation rules.
Finally, we evaluate our method on a smart car parking scenario as well as on
an E-Health system and identify more than 50 threat instances in each cases
to show that the method can be easily generalized for other IoT-based systems
whose constituent parts are known.

Classical-Quantum Multiple Access Wiretap Channel
Hadi Aghaee, Bahareh Akhbari

Abstract - In thls paper, the quantum wiretap channel (QWTC) and
quantum multiple access channel (QMAC) are used so as to introduce the
classical-quantum multiple access wiretap channel (C-QMA-WTC). In this
regard, the classical concepts about the multiple access wiretap channel
(MA-WTC) are defined. Moreover, the multiple access wiretap channel with
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classical inputs and quantum output is considered. An achievable secrecy rate
region of C-QMA-WTC is derived. After presenting the results of quantum
wiretap channel, we illustrate how mutual information can be used instead of
the Holevo information in the expression of the secrecy capacity region.

Fault tolerant non-linear techniques for scalar
multiplication in ECC

Zahra Saffar, Siamak Mohammadi

Abstract - Elliptic curve cryptography (ECC) has shorter key length than
other asymmetric cryptography algorithms such as RSA with the same
security level. Existing faults in cryptographic computations can cause faulty
results. If a fault occurs during encryption, false information will be sent
to the destination, in which case channel error detection codes are unable
to detect the fault. In this paper, we consider the error detection in elliptic
curve scalar multiplication point, which is the most important operation in
ECC. Our technique is based on non-linear error detection codes. We consider
an algorithm for scalar multiplication point proposed by Microsoft research
group. The proposed technique in our methods has less overhead for additions
(36.36%) and multiplications (34.84%) in total, compared to previous works.
Also, the proposed method can detect almost 100% of injected faults.

IoT-Based Anonymous Authentication Protocol Using
Biometrics in Smart Homes

Shayan Mehranpoor, Naser Mohammadzadeh, Hossein Gharaee

Internet of Things applications. With the development of mobile networks
and the speed of data transfer, the expansion of smartphones and increasing
of interest in raising the safety factor in personal life, many companies have
entered the smartphone market. With the help of the Internet of things portal,
it is possible to monitor wireless sensors and use non-computerized alert
systems. Therefore, it is essential to secure such a system to create a sense
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of relaxation in the lives of users and homeowners to deal with possible
occurrences. The integration of technologies for the automation of home affairs
with the Internet of things means that all physical objects can be accessed on
cyberspace; therefore, the concerns raised by users about the lack of privacy
and security are a serious argument that science and technology should
answer. This paper proposes an anonymous secure framework in connected
smart home environments, using solely lightweight operations. The proposed
framework in this paper provides efficient authentication and key agreement,
and enables devices (identity and data) anonymity and unlinkability. It is
demonstrated that computation complexity of the proposed framework is low
as compared to the existing schemes, while security has been significantly
improved. The proposed scheme ensures that even if the stakeholder’s device
or the Internet of Things device is attacked, the system remains secure.

An efficient secret sharing-based storage
system for cloud-based IoTs

Majid Farhadi, Hamideh Bypour, Reza Mortazavi

Abstract -Internet of Things is the newfound information architecture based
on the Internet that develops interactions between objects and services in a
secure and reliable environment. As the availability of many smart devices
rises, secure and scalable mass storage systems for aggregate data is required
in IoTs applications. In this paper, we propose a new method for storing
aggregate data in [oTs by use of (t; n)-threshold secret sharing scheme in the
cloud storage. Inthis method, original datais divided into tblocks that each block
is considered as a share. This method is scalable and traceable, i.e., new data
can be inserted or part of original data can be deleted, without changing shares,
also cloud service providers’ fault in sending invalid shares are detectable.

Analysis of Machine Learning Techniques
for Ransomware Detection

Fakhroddin Noorbehbahani, Farzaneh Rasouli, Mohammad Saberi
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Abstract - In parallel with the increasing growth of the Internet and computer
networks, the number of malwares has been increasing every day. Today, one
of the newest attacks and the biggest threats in cybersecurity is ransomware.
The effectiveness of applying machine learning techniques for malware
detection has been explored in much scientific research, however, there is
few studies focused on machine learning-based ransomware detection. In
this paper, the effectiveness of ransomware detection using machine learning
methods applied to CICAndMal2017 dataset is examined in two experiments.
First, the classifiers are trained on a single dataset containing different types
of ransomware. Second, different classifiers are trained on datasets of 10
ransomware families distinctly. Our findings imply that in both experiments
random forest outperforms other tested classifiers and the performance of the
classifiers are not changed significantly when they are trained on each family
distinctly. Therefore, the random forest classification method is very effective
in ransomware detection.

CRT-Based Robust Data Hiding Method by Extracting
Features in DCT Domain

Alireza Ghaemi, Habibollah Danyali

Abstract - In this paper a robust data hiding method is presented by applying
Discrete Cosine Transform (DCT) to the host signal and performing feature
extraction, based on Chinese Remainder Theorem (CRT). Improving the
robustness reduces the imperceptibility in watermarking systems due to the
tradeoff between imperceptibility, robustness and capacity in data hiding
schemes. The proposed method offers high imperceptibility alongside
robustness. To embed the hidden information CRT based feature extraction
process is carried out in DCT domain. Extracted features are distances of
CRT remainders. These distances are not varied much in noisy situations thus
it is possible to extract the hidden bits with high accuracy. To analyze the
robustness of the proposed method common signal processing manipulations
are applied to the watermarked images. Bit Correct Rate (BCR) values are
calculated for extracted watermarks to evaluate the robustness. Results are
compared to other state of the art methods and confirm the superiority of the
proposed method.
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SANUB: A new method for Sharing and
Analyzing News Using Blockchain

Arian Balouchestani, Mojtaba Mahdavi, Yeganeh Hallaj, Delaram Javdani

Abstract - Millions of news are being exchanged daily among people. With
the appearance of the Internet, the way of broadcasting news has changed and
become faster, however it caused many problems. For instance, the increase in
the speed of broadcasting news leads to an increase in the speed of fake news
creation. Fake news can have a huge impression on societies. Additionally, the
existence of a central entity, such as news agencies, could lead to fraud in the
news broadcasting process, e.g. generating fake news and publishing them for
their benefits. Since Blockchain technology provides a reliable decentralized
network, it can be used to publish news. In addition, Blockchain with the help
of decentralized applications and smart contracts can provide a platform in
which fake news can be detected through public participation. In this paper,
we proposed a new method for sharing and analyzing news to detect fake
news using Blockchain, called SANUB. SANUB provides features such as
publishing news anonymously, news evaluation, reporter validation, fake
news detection and proof of news ownership. The results of our analysis show
that SANUB significantly outperformed the existing methods.
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