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Forefront Optimized "Turn-Key'" Appliance Solution
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Configure : Forefront Optimized
Oneface® Appliance Management System : ; 3
"Turn-Key" Appliance Platform
Embedded Integrated Windows  ao5jiance Forefront appliance platforms
Recovery Manager Sns::::’ :::Rg:rr are purpose-built, high performance
S * Backup/Snapshot hardware devices integrated with
edde : .

Lights-Out Manager ' z:;gzx:::g:'a‘er nAppliance designed Oneface system

* Update Manager management tools and Microsoft
Embedded : S
LCD Manager * Configuration Manager - porafront Edge SecuritySoftware

* SNMP Agents

Recover

Solutions.

Microsoft’s Integrated Forefront Edge (535155 b s5le 420l sl s S (55508 el (551035 a8 ol
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UTM Security: Microsoft Forefront Threat Management Gateway (TMG)

Firewall IPS VPN Caching Web-Publishing Proxy Web-Filtering Anti-Virus Anti-Spyware Anti-Spam

[ Remote AccessJ LRegional Office J { Secure Web J tSecure MessagingJ ‘ Add-On Security K

Gateway Gateway Gateway Email Gateway Integration
« Dial-in VPN « Site-Site Connectivity * Anti-Spyware * Anti-Spam * WAN Optimization
* Site-Site VPN « Intelligent Caching * Web Anti-Virus * Anti-Virus * Multi-Factor Auth
* Secure Web Publishing * Bandwidth Optimization * URL Filtering * Email Filtering « Single Sign-On
* Multi-Factor Auth* « Central Management * HTTPS Inspection » Dataloss Prevention * Remote Access Control
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Oneface Embedded Recovery Manager

Appliance Recovery and Remote Management System — sot 4ua3 Recovery Manager o
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ol o € wsd o "maintenance mode” =l 5o s ARRMS ) soliinl U Wil . appliance oS o

Administrator .53 =i e power off L appliance Jole aiewiw (o shutdown L gs cdls

‘]App“once Appliance Recovery & Remote Managment System (ARRMS)

System Info

System Maintenance, Image Recovery and Remote Management Tools

Network Config Network Shares - LOM: IPMI Port Help

Command Prompt

HW Diagnostic Tools License Info_ _Updates Reboot Shutdown Exit

Quick Recovery

Repair Recovery

Complete Backup

Quick Restore

Complete Restore

Quick Factory Restore

Bare Metal Restore

Boot Source: Drive-USB

Quick System Recovery: One-Click "Roll-back” of Appliance Image to "last known good Point-in-Time
(PiT) Snapshot”. System Recoversautomaticaly from last online PiT Snapshot

System Repair Recovery: Roll-back Appliance Image to an earlier Point-in-Time (PiT) Snapshot. By
defaultsystem saves upto 10 weekly PiT Snapshots. Admins can configure the frequency manually

Comlete System Backup: Back complete Appliance Image to a Local or Network Drive Share. Admins
can store multiple "Good-Known" backup copies

Quick System Restore: One-Click Restore of complete Appliance Image from last-known-good
system backup from local drive.

Complete System Restore: Restore complete Appliance Image from a Local or Network based backup
image

Quick Factory Default Restore: One-Click Restore of complete Appliance Image to "Factory Default”

Bare-Metal System Restore and Upgrade: Restore complete Appliance Image to "Factory Default” or
"Factory Upgrade" from 3 USB CD-ROM or USB Flash drive on to a raw hard disk drive

Appliance Model: NTMG-2500€E Appliance S/N: 15-09234226 Software (Ver: 2.01 Build: 301)
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Online, Quick Point in Time (PiT) snapshot Backups and Recovery
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indows Advanced Options Menu
Please select an option:

Safe Mode
Safe Mode with Networking
Safe Mode with Command Prempt

Enable Boot Logging
Enable VGA mode

Directory-Services Restore Mode (Windows domain controllers only)

Use the up and down arrow keys to move the highlight to your choice.
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Centralized Remote
Management Console

Provides Experience as
"You were sitting in front of it"

LOM operates independently from
server's CPU and operating system
(OS), provides appliance access
even if the CPU or OS is locked up
or otherwise inaccessible

Dedicated LOM Netw
Out-Of-Band Appliance Ma

LOM Manager: nAppliance Integrated Lights-Out-Management

Remote Appliance Hardware Access Features:
v" Web based iKVM (Keyboard, VGA and Mouse) access
v’ System BIOS-levelaccess
v' Complete remote power control access:
IPMI v2.0 compliant. Provides remote management when systemis
Site-2 (Los Angeles, USA) operational, dead or in power standby
= OS Level Control: Shutdown, Reboot and Power Cycle

! _— m_ = Chassis Switch Level: Reset, Power Down, Power Up, Power Cycle

Site-3 (London, UK} Remote Appliance System \Ianaoement via ARRMS(TM) Console
v" Full access to nAppliance’s. "Appliance Recovery & Remote Management
l el m— Systems". Easy Network Port and Shares accessiblity, Sytem Imace PiT
Site-d (Singapore} Recmer\ Bac~:up Restore, Factory Reset and Bare- Metal Recov ery
v’ System Health- CPU, Fans, PS, LAN ports status monitoring

1983 g0 G0 15 ) SUl3e 5 808 L5 IKVM/ IPMI v2.0 L LOM

Out of Band management o
b 5 60 503 Power on L Power off 1 atiwses 5 00 S oy oo sicus Appliance « w155 o« Administrator
S a8y a0 1) s (OIS0 5 saand olilee

Remote Storage Media Support e
aal,% appliance ISO image , External , internal =,y « 1, CD/DVD media « o sa) (oo sious
V.G

Remote access to ARRMS manager interface o

da Share oladass 5 «Sus slgs 55 sola e yuae Hskiie 4 1, ARRMS i jsie bl 40 & gasy (oowsicss ARRMS
pald 1y Slaisy oblae yla 5 Appliance aicwe ) image backups/recovery/restore/upgrade (b e

oS e
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iKVM (Keyboard/VGA/Mouse support over IP) Support e

Sy keyboard & o gas; uiws 5 o JswiS Fasb 5l O sasy wsiews aga System console i i
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Rich enterprise system standard support e
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User Rights and access management e

RADIUS ,LDAP
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s Appliance st S 51 Point-in-Time  sla snapshot backup ;s < aalyd 5 55 backup cya Option puuin
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e Security Manager
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e Configuration Manager
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e SNMP Agents Support
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[ Server Performance - Windows Internet Explorer

MEE|

@’\ v Ic hetp:/fsalestabd JELMReports/ReportPage. aspx ' ReportFlewServerPerformanceReport xomidChapters2

[

WG 4 Server Performance

x|
R0 -

rPage v () Tooks ~

ELM Enterprise Manager
Server Performance
7/1/2008 - 7/31/2008

Chapters
»Abowt this Report
»Processor

Memory
Memory usage and performance statistics.

Date/Teme

Memory Usage
Memory statistics during the selected time period,

:L "0 " Available Memory
PR e The chart below displays the average amount of available memory on the 10 most active
»Glossary
computers.
Filtar Criteria
Date Range — — - ——
|rrr,uom- -| 52
Agents 48
|vwmm v-s«»v|
Options 7 e
»Print Viev 364
»Settings
»Close Window £
20 £ [~saesui]
|~ SALESLABS
g | = SALESYSS |
115
<
104
2
0y 1 1 1 ' ' ' ' ' ' v
0706 07-13 07-14 07-1S 07-16 07-17 07-18 07-19 0720 07-21_02-22

Server: SALESLAB4
Date /Time Avad % C d y Pool N d y Pool Paged Memory PageFaults /Sec
MBytes (MB) (M8) (~8)
07/06/2008 197.71 0.00 ZS 88 3713 254.54 :]
| N tocal rtranet R100% ~ ,

mAppliance Oneface® System Management a i =l

Oneface® System Manager: Integrated Hardware and System Management

~.  Recovery '\3., - \ / (
~ Manager /' Oneface®
N~ | ~ Windows
. | o | System
 JMONERS” /- Manager
Remote ’.:\ LCD )
~ Manager .
\, Manager _J

\/\/\/

R
,x
l

Z\ SNMP

N ‘ Agents

i/\\/

‘ : Update \

» Backup "y.
/\Manager

S

\ Manager :rig/e%—/

./

Fall Over | ;

Manager
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o4 5o appliance 3la soly @l 1) sad 4ol U8 5 Susae alens S Oneface® System Management
Microsoft Windows slus 5 Oneface .o o aaly8 |, appliance gpaiy o555 G appliance S s ) wlass
»lw b 5 adle LKL Microsoft Management slgiala ) U YIS |, Oneface S35 ool .ail o MMC 2.0

ol o 5l a5 wdlin s SSle sla Microsoft MMC snap-in
Jlass L appliance & Wil g o 4 ol S pate o ysae o) sadls K mAppliance OneFace (o3 e o jsae JseaS
Cupade 5 S sinile A8 (guis Sy oJ s Cpl K s pae & san ol L L dae o) e 4 | appliance (s i

Enterprise SNMP s 500 slgaiionss 40 0l 55 o Oneface fuiges o oo aal b (53850 Jae S 31, appliance ;a
89 Juais Microsoft Systems Center L HP Openview sube

nAppliance Oneface Integrated Management Environment

nTMG: Regional "Banch" Office
(Fault Tolerant Array)

LB

| B

nAppliance Repository
- Configuration

- Remote Console Access Oneface

- Backup Management Central ManagementConsole

:::I::ifx,:emgemem § nTMGE: Enterprise Array
- Diagnostics —- ~ (High Availability w/NLB)

nTMGB: Branch Office

(High Availability w/NLB)
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_}‘ ﬁ)t—:“-d&bd@ﬁb‘ARRMS (_53:‘345@[@“‘3\5)"“

lights-out management iKVM server network port «u ysue (sl Appliance System Configuration e
Ls hardware diagnostics service 4 La network share port
Point in Time (PiT) system OS recovery Ml cussae sl Appliance Image Management e

bare-metal appliance reset slgw 5 o 5 factory default reset (La restore (La multi image backup
LCD ) sstii) L Headless 5 <ot 355k 5 @ gasy eu pae Local &) sn 0 : ARRMS i 5iis sla Option

La appliance system ud, Cilasil g wel IS a8 iy o yude Sga i yicws Option (paia 51 mAppliance ARRMS
»remote LOM Gk 5 Wil o cpusle 5 Syl dadin 5 soliial b dae cwyiin 5 e dle o o Sl

S 18 Lot o yukeypad 3 LCD il dass 3k 51 L IKVM (KVM over IPMI) slis

sleaionns olie sla Enterprise Management System , Microsoft System Center 3  oluisy
s HP Openview (I, Custom olabs L slea SNMP 5,5, 5 slaisy  Jola sAppliance
Enterprise Management L adivws 55l 45,48 SNMP support .osls s L Microsoft Systems Center PAK

S o aaloh il o suliid 550 Sladle IT &5 sletias alss b 5 Lo, «S 1, La System

Microsoft Forefront TMG Core Components .l ,s nAppliance slgdos & sae

Microsoft Forefront TMG Core Components nAppliance designed Oneface - System Tools Comprehensive ISV
Support

Intrusion _Message

rewall /PN
Firewal VPN Prevention Security

* Recovery Manager

— 1] | * Lights-Out Manager nAppliance Integrated
I 2l g
* Backup Manager Security Components
Integrated Management & Reporting System i e
. Manager * Component Manager * WAN Optimization
208 & yuey " * HA/Fail-Over Manager . QoS.Traffic Shaping
\IP * Alert Manager * Multi-Factor
web Web  web Application Antivirus/ * SNMP Management Authentication
_ Caching  Fitering  pyblishinz _Anti-spyware * Single-Sign-On

l i oOo — le;xi(rr:n:
O =

:nAppliance Net-Gateway nTMGB (slglas

http://www.ironnetworks.com/products/nTMGB-branchoffice-products.asp
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Active Directory

_ W Application Server  nTMGE Enterprise Appliance
aﬂ = P = nTMGE Enterprise/Branch Appliance

.|
=
B ;1 — T S N .

Branch Dffice Network

Carporate Emerprise Network
“As gelad s 5 dntegrated branch office security gateway ,til. L appliance < nTMGB Jus
alls o wlgs o A”TMGB appliances go .ol Microsoft Forefront TMG 2010 Branch Offices
IS SIjial & culls Gl g, Forefront b osad 55l 45,0 NLB el 5 soliil U 5 active/active array

WS o aal i 1, Branch Office Security Gateway saas sias g8 Jos NTMGB .5 58 s <y redundancy

Connect and Secure Branch Offices Network Infrastructure e
Simplified Branch Office Deployment and Efficient Management e
Intelligent Content Caching and Acceleration e

nTMGB 1500B ..

NetGateway nTMGEB-1500B sla Branch Ofiice) Small-Sized Branch Office ), cuulic ©
(SesS

lm/‘ Redundant Hotswap Disks e

ials Dual Node High Availability NLB Support e

S danlye ) Sl 4 Jue Gl (LS55 aallle sl

http://www.ironnetworks.com/products nTMGB-1500B.asp

nTMGB 2500B Js.

NetGateway nTMGB-2500B | .\, Branch Ofiice) Mid-Sized Branch Office iy wuilia o

(facu 530
03 32,5 5000 45 55,00 1000 &5 Slusty

l—ml’/ Redundant Hotswap Disks e

sials Dual Node High Availability NLB Support e

<! © Jao o LS55 aallas sl
http://www.ironnetworks.com/products/nTMGB-2500B.asp
S daal e
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nTMGB 3500B Js.

NetGateway nTMGB-35008 sla Branch Ofiice) Mid-Sized Branch Office sl cuulic  ©
(Lo 520

00 > 15000 5 55003000 5 Lty o

Ew Power Supply Modules § Redundant Hotswap Disks e

s158)s Dual Node High Availability NLB Support e

S “ Jae &) LS55 aalllas &l
http://www.ironnetworks.com/products/nTMGB-3500B.asp

S aaal e
nTMGB 5500B ..
NetGateway nTMGB-5500B | g apcp Ofiice) Large-Sized Branch Office 4l culic o
(K003 sla
3 2820000 5 535:0< 4000 & Sy o
- - =" Power Supply Modules  Redundant Hotswap Disks e
Jals Dual Node High Availability NLB Support e
S “ Jao & LS55 alllas sl
http://www.ironnetworks.com/products/nTMGB-5500B.asp
S daal e
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Net-Gateway nTMG Business Series: Integrated Security Gateway Appliance

Secured Microsoft Business Regional Office Network
Assets and Applications nTMG Appliance - ‘
| - Active Directory (Non-Managed) SN . SharePoint
. - Exchange -CRM
2 o W m—
I - SharePoint
- ERP pe
nTMG Appliance WAN

B

Private Network

Internet
Home Users

Mobile Users

\) -
User Desktops Infected Webiste < ‘ Mobile PDA
- Spammer l’ - Kiosk
I~
- 7 Hacker Attack pe - Extranet Partners

N

Corporate Business Network External Internet Threats Secure Remote Access

NATMGE : nAppliance Net-Gateway nTMGE (slglas

A Microsoft Forefront TMG 2010 sbus s integrated edge security gateway il L appliance <,
active/active «lla 0 ols o I, N'TMGE appliance naia aib o s data center sl wwlie 5 Enterprise
@ (el Lulids) scalability 5.5 ) soliil o Forefront b sad (55l 45, NLB culils ) soliinl U array

10 5 80l a5 5y (Role) sl 51 Ssa 5o wil 5 o NTMGE L5 g (g0 Sy 0 gaaals &) g

e Unified Threat Management (UTM) Gateway - " All-in-One" Integrated Security Solution
e Remote Access Gateway Solution
e Anywhere VPN Remote Access
e Secure Web Application Publishing
¢ Remote Branch Office Gateway - Highly Scalable Enterprise Management Solution
e Secure Web Gateway Solution
e Secure Messaging Email Gateway Solution for Exchange

nTMGE Datacenter o¥ goso cieud

http://www.ironnetworks.com/products/nTMGB-5500B.asp

nTMGE-1500E .-

sl 5 IMG b sad g5l 4L 5 Enterprise g o Appliance < « nAppliance nTMGE-1500E

Microsoft Forefront Threat Management Gateway 2010 — Enterprise Edition ( Corporate Data Center)
il oo
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NetGateway nTMGE-1500E

Small Sized Enterprise /s caulic
Lol 5 282500 5 53 52e< 500 B Slazasy

o =1 Redundant Hotswap Disks
g NLB ATTay o5 s sl (son sy ol 3 i

http://www.ironnetworks.com/products/nTMGE-1500E.asp

nTMGE-2500E Ju-

sl » s TMG U s (g3le 45 LS Enterprise qhes 0 Appliance < . nAppliance nTMGE-2500E

Microsoft Forefront Threat Management Gateway 2010 — Enterprise Edition ( Corporate Data Center)
b o

NetGateway nTMGE-2500E

Small/Mid Sized Enterprise !, cuulis
Sledbe 05 2085000 5 535221000 G Loty

— %] Redundant Hotswap Disks
g NLB AFERY 55550 YU slosas 5 ey oo 31 oo

http://www.ironnetworks.com/products/nTMGE-2500E.asp

nTMGE-3500E ..

b 53 TMG b sas g5l 4a,lSs 5 Enterprise gl s Appliance & « nAppliance nTMGE-3500E

Microsoft Forefront Threat Management Gateway 2010 — Enterprise Edition ( Corporate Data Center)
23l (o

NetGateway nTMGE-3500E
Mid Sized Enterprise gl cwlia ©

ook 0y 520815000 5 55203000 G Slasazy
Redundant Hotswap Disks

e =7
LE m NLB Array (55,58 ¥ sl (000 5023 oulie ) Sty

http://www.ironnetworks.com/products/nTMGE-3500E.asp
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nTMGE-5500E .-

sl 5 TMG L sus 5l 49, 5 Enterprise gl ;0 Appliance < . nAppliance nTMGE-5500E
Microsoft Forefront Threat Management Gateway 2010 — Enterprise Edition ( Corporate Data Center)

22 o
NetGateway nTMGE-5500E
Very Large Sized Enterprise sl cwlia  ®
ool 0y 520820000 5 5504000 G Slosz, o
Power Supply sld 5L s Redundant Hotswap Disks e

| s
L w NLB Array (55,58 YU slacs (S900 iy ouliie 3] Slussy @

http://www.ironnetworks.com/products/nTMGE-5500E.asp

Net-Gateway nTMGE Enterprise Series: Integrated Security Gateway Appliance

Secured Microsoft Business nTMGB Appliance Branch Office Network
Assets and Applications NLB Cluster: Upto 2:Nodes Array - ‘
;- - Active Directory (Managed by nTMGE) SR - SharePoint
L - Exchange _ -CRM
o W T—
- SharePoint AN
- ERP nTMGE Appliance (Corp Datacenter) M5
NLB Cluster: Upto 8-Nodes Array WAN R
+———— Private Network
[\
Internet
- Home Users
S \ ___ - Mobile Users

- User Desktops - Infected Webiste ‘ - Mobile PDA
- Spammer 1 “/ - Kiosk
-
7 Hacker Attack o - Extranet Partners

Corporate Enterprise Network External Internet Threats Secure Remote Access

nTMG Gateway =¥ gons cacwl

http://www.ironnetworks.com/products/NetGateway-nTMG-products

NetGateway nTMG 1500S Ju.

Microsoft Forefront Threat , e sad )l 42, Appliance & mAppliance nTMG 15008

asl - Enterprise slaw ;o Management Gateway 2010 — Enterprise Edition ( Corporate Data Center)
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NetGateway nTMG-1500S

Small Sized Business /s cwlia @
et 09 582500 5 sud faie 590008500 G olict, o

- Redundant Hotswap Disks e
.m/ Large Network Port Density & Remote 3 by colls e
KVM

http://www.ironnetworks.com/products/nTMG-1500S

NetGateway nTMG 25008 Jss

sbse 53 TMG L sud g5l 43 LS 5 Enterprise sl Lo Appliance & nAppliance nTMG 25008

Microsoft Forefront Threat Management Gateway 2010 — Enterprise Edition ( Corporate Data Center)
il oo

NetGateway nTMG-25008

Mid Sized Business ¢l cwlia @
oot o5 5,85000 5 55.6S 1000 B Sz, @
Redundant Hotswap Disks e

l‘-m’/ Large Network Port Density & Remote 3 sty culls o

KVM
http://www.ironnetworks.com/products/nTMG-2500S

NetGateway nTMG 3500S Ja.

NetGateway nTMG-35008

Large Business gl s cuuilia @
Sledbe o 2K 15000 5 553000 B Sz, o
Redundant Hotswap Disks e

lw 7 Large Network Port Density & Remote 3| aluisy culls o
KVM
http://www.ironnetworks.com/products/nTMG-3500S
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NetGateway nTMG-5500S s

NetGateway nTMG-55008
Very Large Business sl cwlia  ©
ool 0y 520820000 5 55004000 G Slasz, o
Power Supply sld 5L s Redundant Hotswap Disks e
e =1
. Large Network Port Density & Remote 3| jluidy culls e
KVM
http://www.ironnetworks.com/products/nTMG-5500S

Microsoft TMG Standard (nTMG), TMG Enterprise la Appliance U 53l soly L15 (sla g5l
(nTMGE), TMG Branch Office (nTMGB)

LEablE 5 55900

SLIKL! (LS el wlas) cyga o 1y 2S5y (NTMGE L nTMG lgdas ) TMG Server 2010 Appliance
5w ,le (N'TMGE LnTMG (slgdae ) TMG Server 2010 Appliance LS55 .03 sine o seune Sleal cuiol

o9 a3 Jaow 9 il Slasags s seglis e

s 5 clblas 5 cu e gl shss cuial 4Gl sl (B TMGE L nTMG sldas ) TMG Server 2010 Appliance

aeal sat alob Lad sla

Smaller Size Deployment (nTMG)

Secure Remote Access
- Home Users
Mobile Users

- Mobiie PDA
‘ ‘ Kiosk
was - Extranet Partners o
Application Servers

Internet = 7; ‘ Internal Desktop Users

nTMG: TMG Server 2010 o - - x P
Standard Appliance H\H 3,’ Microsoft

o
(Standalone) ! K7 Operations
Manager

Corporate Business Network
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High Availability slsl ), Active-Active Failover Applianceslakss 3l (Fail-Over) (aas 4biy o
S iy

15008 (s 3 Jas S (5150 $4°000 :appliance cias  ®

Performance clai i o

http://www.ironnetworks.com/products/nTMG-1500S
nTMG 1500S (s sla Appliance 3 sluiiy sgas @

http://www.ironnetworks.com/products/nTMG-1500S

Medium-Large Size Deployment (n'TMGE)

Secure Remote Access
Home Users
Mobile Users

= Mobile PDA
‘ Kiosk
was - Extranet Partners Applicalion Servers

= -‘F Internal Desktop Users

SR N

’ - \
: QJ‘ Microsoft
= A7 Operations
Manager

Internet

nTMGE: TMG Server 2010
Enterprise Appliance
[NLB Cluster: Up to 8-Nodes Array)

Corporate Enterprise Network

nTMGE llas : TMG Server Appliance slue s o

High Availability slasl ) s Active-Active Failover Appliance olabs ) slais, : (Fail-Over) Llse o
NLB Clustering 5 soliiul b 3 ganals (5 303y (ubiie

1500E (s 3} Jao s (sl $10°000 :appliance coass @

Performance claiie o

http://www.ironnetworks.com/products/nTMGE-1500E.asp?quicktabs 4=1
nTMGE (5w sla Appliance 3 sluiiy sgas @
http://www.ironnetworks.com/products/nTMGE-1500E.asp?quicktabs 4=1

Qﬂ)wﬁud&‘# sak Publish (5‘\,3“6‘,)‘»&‘5 C&h‘dbﬁ‘
S, glesle sla Application (g5, cuiel slas! (NTMGE L nTMG (slglss ) TMG Server 2010 Appliance
.J‘}L.uu.n‘;yjbdu‘mbwwﬂwd‘)d‘@ﬂ:\‘éﬁﬁ
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Smaller Size Deployment (nN'TMG)
Secure Remote Access

Home Users
- Mobile Users
e * Mobile PDA
‘ ' - Kiosk
wa/ - Extranet Partners Active O"ecmw
N Exchange Server
Internet -

nTMG: TMG Server 2010
Standard Appliance
(Standalone)

u [P

< 3 o TP
SharePoint
~ Server
”~

Corporate Business Network

nTMG ;s s : TMG Server Appliance Series o
PPTP/L2TP /Windows VPN Client :cad< s 55 @
No-SSL VPN, NAC (End-Point Security) or Granular Resource Access :(SSL/VPN) Cans dsy o

Built-In
High Availability slssl sl Active-Active Failover Appliance olabs 3 (Fail-Over) cias ki o

IS g Sl
15008 (s 5 Jas K (5150 $4°000 : Appliance cass @

Medium-Large Size Deployment (n'TMGE)
Remote Internet Users

- Home Users
- Mobile Users
e Mobile PDA
‘ W s
- Extranet Partners 2 .
-~ Active Directory
~ ;‘ Exchange Server

Internet I

nTMGE: TMG Server 2010 J .- nnd
\ SharePomt

Enterprise Appliance
Corporate Enterprise Network

{NLB Cluster: Up to 8-Nodes Array)

nTMGE <l s, : TMG Server Appliance Series e
Windows VPN Client Built-In, PPTP/L2TP : Client Type
(SSL/VPN) Culae o
No-SSL VPN, NAC (End-Point Security) or Granular Resource Access Built-In
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High  slel (sl Active-Active Failover Appliance olabs 5 slaid, (Fail-Over) llye e
NLB Clustering s b 5! 3 saasls (503 Lulids 5 Availability
1500E (5w 3) Jos S (5155 $10°000 : Appliance ciass

Medium-Large Size Deployment (Additional nUAG Appliance)
Remote Internet Users

- Home Users
- Mobile Users
- Mobile PDA
‘i - Kiosk
was - Extranet Partners Actlve Directory
N Exchange Server
Internet

\

nTMG or nTMGE Appliance § w
(OU'M' i‘ SharePoum
nUAG Appliance w 5
{Inbound) 7

Corporate Enterprise Network

nUAG ;la s, : UAG Server Appliance Series o

P r nUAG: Direct Access and SSL VPN Security Appliance Platform
b 4 .
: g A Exchange, SharePoint,
“ |' h;%%f@ : Anvwherenﬂcess }‘:}“"a?f-r ¥ .I [:ll"l'il. Latus Domina
¥ Mo *a i [HTTP | HTTPS) 1’ o
E L e | ekl Josae ale  nct i,
o S0L Server, File Shares

: e YOO Endpaint Browsaq!_ s
Emgrv:g} tnpf, temet )" L M i. .A?Fhl-‘amns =
> Direct Access | - >3 ih CR
EA T U AR

M, SAP, II5/&pache,
| 1 uthor;

RD, Custom Apps

?" “5“ ol d.s@‘- i E S f‘i“&’ﬂ
@ﬂs\? l 6 Authentication :
o Identity based Unified Access Contrel | Endpoint Access Policy
‘ ¥ - Granular Remote Access Contral - Single Sign-On Sugport for NAP
QJ - End-Point Device Health Control - Comprehensive Logging, Reporting

Clientless SSL VPN Access, NAC (End-Point Security) and Granular : (SSL/VPN) Uiy e
Resource Access Built-In

S 9saaels (53 (wbids Active-Passive Failover Appliance lablis 51 slais, : (Fail-Over) gLl e
Clustering 3! buidy 3ok

1500U (53w 3} Juo s (5150 $5000 ity olaisl Appliance « 5L : Appliance coas @

S NTMGE L nTMG 4 s 033530 5,158 a5 Option & ol sie 4 5 cwnl standalone appliance < UAG a3

Al oad 3 5a se sl o o seuss appliance package <
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Windows Server 2008 . Direct Access Server
%

Microsoft Forefront Unified Access Gateway

WS daal o ) Sl 4 Net-Gateway nUAG Remote Access Gateway sy slgS35s5 4adllos 5, @

http://www.ironnetworks.com/products/NetGateway-nUAG

L Branch Office & ;pl Jlail @

5 oleola sla a5l el sl (558 s5ut S (NTMGE L nTMG slgdas ) TMG Server 2010 Appliance

Ay o Bl e so VLT (59550 358 Jlael w5 1, Alesl (sla duya (RaK

o ool Jladl gl ( N'TMGE L nTMG sldae ) TMG Server 2010 Appliance 3l aulgs e

Lele 3l

leSh Gl asd o soliiul 850 oo 4 5 Sad Wl Gl 5l € I o aiS suliiil s Branch Office

site-to-site virtual private L 4 ( La software update J.Li ) caching of content <HTTP compression

sl | slesl sla it ol 4 5 il sudd 45,6 @pplication-layer filtering L «< network (VPN/IPSec)
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Smaller Size Deployment (nTMG)

nTMG: TMG Server 2010
Standard Appliance

[Nar-Managed)
Regional Office Netwaork g Active Directory
Internet =1
i _ hpplication Servers
ATMG: TMG Server 2010 ir—a

Standard Appliance rM !
{Standalone] a £

Corporate Business Netwaork

2 o0 SIS cose 4 olabll degans SSoale cuyae Gy i(Policy-Management) as i e
X po S e ¢ siews & s 4 La Policy o S Import s Export 3,k 51 5 0 s oo 8023 appliance
High Availability slaul sl Active-Active Failover Appliance «labks 3 :(Fail-Over) dias 4biy o

S e Sl
15008 (5 s 31 Jao S (515 (47000$x2 ) $8000 : sl 2 appliance cwois :appliance ciag o

Medium-Large Size Deployment (n'TMGE)

nTMGE: TMG Server 2010
Branch Office Appliance
[NLE Cluster: Up to 2-Nodes Arrayl
|Centrally Managed by nTMGE)

W E— o
Active Directory

Branch Office Netwaork & s

Internet m
. .~ Application Servers

nTMGE: TMG Server 2010 wo.z # 3{3‘
Enterprise Appliance

o i
(NLB Cluster: Up 10 8-Nodes Array) ! i z

Corporate Enterprise Network

branch office sub) sluss (55, ol daw 53 5 La Policy < ,a3s oo yuue : (Policy-Management) L. o
High Availability slss! sl Active-Active Failover Appliance lalis 5 sl ((Fail-Over) Liye o
snTMGE/B (Branch) sla appliance ss,a (55, NLB Clustering slasl 3 b 31 3 ansls Scalability

nTMGE (Enterprise) appliance
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1500E (Corporate Data (s yeu ;a 3} Jus s (5155 $10°000 .08l oo sLsappliance so « :Appliance cias @
$15’000 Leaa (1500B (Branch Office) sy 5o 3 Jao Ss slss $5000 4 Center)

TMG Server 2010 Standard Edition (nTMG Series), TMG Server 2010 slgdoe S35y 4wlis Joua
Enterprise Edition ("' TMGE Series) and TMG Server 2010 Branch Office Edition (nTMGB Series).

Business
Standalone
Microsoft Forefront Threat TMG Standard
Management Gateway 2010 Edition
Deployment Type:
Business Type SMB
nAppliance Net-Gateway Platform )
nTMG Series

Series

Supported deployment scenarios Standalone

High Availability:

NLB Arrays for Load Balancing &

. No
Failover
Scale Out: Number of Supported
TMG Server in Array
Non-domain joined gateway \
ISP Link redundancy \

29

Corporate
Datacenter

TMG Enterprise
Edition

Enterprise

nTMGE Series

Serverin a
standalone array or
an array managed by
EMS*

Unlimited

Corporate Branch
Office

TMG Branch-Office
Edition

Branch Office

nTMGB Series

Serverin a
standalone array or
an array managed by
EMS*




Unified Threat Management
Functionalities:

Firewall - Stateful

Firewall - Application Layer

Network IPS (NIS)

VPN (site-to-site and remote
access)

Web Proxy

Web Publishing

HTTPS inspection

Caching , Cache Compression

NLB Arrays for CARP Support

Web Anti-Malware Protection**

E-mail Protection***

Configuration Storage Server
(CSS)

Local Management of Firewall
Policies and Config Settings

Remote Management of Firewall
Policies and Config Settings

Business
Standalone

30

Corporate
Datacenter

Corporate Branch
Office




Business Corporate Corporate Branch

Standalone Datacenter Office
Enterprise Management: EMS for
Centralized Management
Management of Enterprise J
(nTMGE) Edition Gateways
Management of Branch (nTMGB) J
Edition Gateways*
Management of Branch Standard J
(nTMG) Edition Gateway*
Type of Microsoft Forefront TMG Enterprise ,
. Standard Branch Office
Editions (Datacenter)
Scale Up: Processor Support Up to4 CPU's Unlimited Up to 4 CPU's

* Requires at least one Enterprise Edition nTMGE appliance license, EMS: Enterprise Management
Server

** Requires subscription;

*** Requires Exchange License

(Gemalto Strong Two-Factor Authentication) nGSA Jus i y2e

http://www.ironnetworks.com/products/NetGateway-nGSA

gemalto’ soveres

+ Easy to Deploy integrated Rack-mountable platform
+ Leverage existing infrastructure

+ Flexible and reusable end-user licensing

+ Scalable, OTP - PKl authentication device support

ONolS Eugn Hloal Cilids wie oo 5 solited L1y BLa) 5 el &Y S Wl o wmus Sloal 586 o ) suliiu
Software token suls algss, s Password 5 Username 51 soliial :5) afisle (pl o )l aalyd s 550
ssow S nAppliance Gemalto Strong Authentication Server (nGSA) passcode L Application
:)L).‘;‘ GLA a\xufbj “")“)._AJ‘S .L:.a.uJ: sulaiel o850 GLAdeVice :)‘ 6‘ b..\‘):.‘.ui 4.:.\9.‘:.‘.5.‘::)‘45 | AA‘J sal LS:)LA_H 4%‘)‘?55

55585 Jolis da Option cpl oS o Sy Slodbe mlis 4 Bibise Ol la i o0 clio o sa
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e Microsoft Forefront Identity Manager Appliance (mFIM)
e  Microsoft DirectAccess Networking Appliance (mDA)

e Microsoft Forefront UAG Security Appliances (mUAG)

e Microsoft Forefront TMG Security Appliances (mMTMG)
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Oneface System Managment Tools

855 S ,o La nAppliance g5 solas

nAppliance Forefront Powered Appliance Platform Advantage

Microsoft Forefront Edge Security Software Optimized Platforms

Oneface Windows System Manager

® (Centralized management
system.

* Backup Manager, Update
Manager, HW Fail-Over
Manager, Configuration and
Alert Manager

®* SNMP based real-time system
enviornment and health
monitoring

Oneface Embedded Recovery

Manager

* nAppliance designed Appliance
Recovery and Remote
Managment System (ARRMS)
technology

®* Failure-proof in-field harcdware
image maintenance services for
easyappliance PiT Online
Recovery, Backup, Restore and
Factory Reset

Oneface Embedded LOM Manager

Remote Appliance HW Management

® Lights-Out iKVM (IPMI) support
for BIOS level access using
standard web browser over
internet

Oneface Embedded LCD Manager

® Graphical LCD for easy headless
deploymnet and field-
maintenance

Packaged Microsoft Forefront Edge
Security Suite

Platform Optimization: Pre-installed,
pre-tested and certified.

Security Audit: Pre-hardened security
policies

Microsoft Embedded Windows Server
2008 R2 and Forefront Gateway
Security Optimized

Appliance Support, Services and
Accountability

Help Desk Options include Silver, Gold
and Platinum 24x7 Support Plans
Forefront certified expert support via
web, email and phone

Advance Hardware Replacement
Microsoft Forefront OEM Partnership
Support service centers in USA, Europe
& Asia

Reliable, Non-Stop System Availability

® Enterprise Grade, higher MTBF Parts

® Redundant Disks, Fans and PS

® Redundant OS Image on Disk

®* Remote Lights-Out (LOM) based
Out-of-Band management

®* Flashbased Embedded ARRMS
technology/ for bare-metal recovery

s Standalone or HA/NLB
configurations

Scalable, High Performance Hardware

® Multi-Core 64-bit architecture

® [argelAN port density, higher
throughput and redundancy

® “SSLHW Accelerator, 100% CPU
Offload

®* HSM Certified HW and Management

® Highcapacity, Enterprise
performance, Redundant SATA and
SAS disks

Custom-Tailored , Multiple

Configurations

®* Entery Level: Model -500 provides
low cost small business solution

® Business Class: Model-1500 and
2500 provide entry level SMB or
small enterprise or branch office
solutions

® Enterprise: Model-3500 and 5500
are best suited for large enterprise
and branch offices

Net-Gateway - Purpose Built Appliance Hardware Platforms

Worldwide Support Coverage - Forefront TMG and UAG Sales, Help Desk and Warranty Services
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