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=b Network Policy Server ] [ |

File Action View Help
&= =H=
€ s Loca)

[ RADIUS Clients and Servers

= policies Getting Started

Metwork Access Protection
| Accounting Metwork Policy Server (NPS) allows you to create and enforce organization-wide network access policies for
client health, connection request authentication, and connection request authorization.

Wl Templates Management

Standard Configuration

Select a configuration scenario from the list and then click the link below to open the scenario wizand.

RADIUS server for Dial-Up or VPN Connections j
Metwork ﬂccess F‘rotectlon NAP

RA 0 ections
ﬁ‘?‘.D.'.US Sewerf‘”mzmwrae“ L ""‘P“Ed C"””Ed"’”s TS T sremre rererepolicies that

allow NF‘S to autherrhcate and authonze connectlons from Dial-Up or VPN network access servers (also called
RADIUS clierts). @ DorsaWrl

B} Configure VPN or Dial-Up I B Leammore

Advanced Configuration

Templates Configuration
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Configure VPN or Dial-Up |

: Select Dial-up or Virtual Private Network Connections
* I Type

Type of connections-
™ Dialup Connections
When you deploy Dial-up servers on your networc, NP5 can authenticate and authorize connection requests

%" Virtual Private Network (VPN) Connections

When you deploy VPN servers on your network, MPS can authenticate and authorize connection requests
made by VPN clients connecting through the servers.

MName:
This default tesd is used as part of the name for each of the policies created with this wizard. You can use the
default text or modify it @ DorsaWrl

Wirtual Private Metworc (WPN) Connections

Frevious | MNexd I Firizh
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oS By y9p 59055 4 RADIUS Client S, Jlsie 4 1) g Ko 59, il Gidu ol 5o

Configure VPN or Dial-Up El
! Specify Dial-Up or VPN Server

tion  View
|Eall
_ocal)

anIUS Client
Mlicies
stwork Accee RADIUS clients are network access senvers, not client computers. If the local computer is running Routing
~counting and Remote Access as a VPN server, it is automatically added to the list of RADIUS clients below.

E|'I'|I'||.=|‘|'FIIE Mar If vra s wrant o add reamnte WER commare oo BANI IS Alicnte alicle Add
New RADIUS Client x|

Settings I Add... I
[T Select an existing template: Edit.. |
I Hemove |

—Mame and Address
Friendly name:

| Mikcro Tike

Address (IP or DNS):
|192.168.5.1

a
Select an exdsting Shared Secrets template:

I MNone

To manually type a shared secret, click Manual. To automatically generate a shared
secret, click Generate. You must configure the RADIUS client with the same shared
secret entered here. Shared secrets are case-sensitive.

Eirizh

' Manual " Generate
Shared secret:

Corfim shared secret:

ok | cancal |

peS 5o S 50 elsds ol Sy 5 Sg e IP ool iz cal o
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RADIUS Server & .o bls,l 5,18, slp SECret e a4 5o, S wb Lisw opl jo .Y
il e Bl G 90 52 40 a5 0 25 Ll o Client

S oo B 1) Cage ol sle wte sl o
Configure VPN or Dial-Up 5[

! Configure Authentication Methods

The following protocols are supported by servers unning Microsoft Routing and Remote Access. f youuse a
different remote access server, make sure the protocols you select are supported by that software.

[T BEdensible Authentication Protocol

Type [bazed on method| of access and network configuration]:

IMicmsnﬂ: Smart Card or other cedificate j [Configure... |

¥ Microzoft Encympted Authentication version 2 (MS-CHAPYZ)
Select this option to allow your users to specify a password for authentication.

W Microsoft Encympted Authentication (MS-CHAP)
Select this option onby if your network runs operating systems that do not support MS-CHAPvZ.
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ol 90 4 @S bl | 898 o Jlesl a1 g5, POLICY -l a5 AD ()15 51 (29,5 Wil al> o ol o
S oo bl 1, Domain Users L g L

Configure VPN or Dial-Up x|

Specify User Groups
* Users that are members of the selected group or groups will be allowed or denied access

based onthe network policy Access Permission setting.

To select User Groups, click Add. f no groups are selected, this policy applies to all users.

Groups Add..
RAHMANIDomain Users

Hemove

oS oo FINISH cules 45 5wy oo NEXE (5luil o) gy sl b s 4 5L5 o 1 8,190 iile
sl e Ju3 RADIUS Server G lsie 0 L Active Directory jg,w 505 yol> b o

:S59,50e VPN 5,0 (5lasl ol @

PULL ISP O | PV POV S I VIV O] P JES P

&yl Gl et [P w0l POOI G ol
/ip pool
add name=VPN ranges=192.168.70.0/24
S Slewdats g wlaseine sl Profile &G wb g, 9, VPN Server g w il Jld glp o
oS Sl K9, )0 095
/ppp profile
add dns-server=8.8.8.8,4.2.2.4 idle-timeout=59m local-address=10.50.50.1 \

name="Local VPN" remote-address=VPN
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oS 5o JU8 1) 9 VPN s s
/interface pptp-server server
set authentication=pap,chap,mschapl,mschap2 default-profile="Local VPN" \
max-mru=1460 max-mtu=1460
1S o 00laiwl PPTP gy 51 e g b o) 5o
oS oo By Suig,Se 4 Radius ylgie 0 1) Active Directory claseise asbl ;o
5 a3, Radius s 4 S5 S o RADIUS Server s 4, Active Directory o 5 s,

(S o0 8,09 |, Active Directory clasuis ¢ oladas ) JSo 4

Radius Server <152.168.5.10:

General | Status

Service: PPP [ 1login
[ | hotspet [ | wireless
[ ]dhep [ |ipsec

Called ID: |

Domain: |

Address: [192.168.5.10

Authentication Port: 1812

Accounting Port: | 1313

Timeout: |3'DD

[] Accounting Backup

S oo Jud |, RAdiUS & )b 5l cosn 51> SeCrets isw PPP e o s
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Interface  PPPaE Servers SE{THSHPrUﬁIes Active Connections  LZTP Secrets

IEHE' FPP Authentication&Accourting

| Name s | Password |Senrice Caller ID Local Address

PPP Authenti ourting

I [w]: Use Radius |
Accourting
[ ] Use Circuit IDin NAS Port 1D

Cancel

Interim Lpdate: | | i

3l ol, VPN Server o ga a5 Sy, & Active Directory 1,15 Jlas! oSl al> 1o ol b

L, VPN s oS o0 sbml a5 5 0,15 Active Directory s a5 col pl azg JB aiss @

= ]

Active Directory Users and Computers =t
Behdad Rahmani Properties 2]

Remote Desktop Services Profile | Personal Vitual Desktop | COM+

e 2@ F0(XEd=|HmEBaETE General | Address | Accourt | Profile | Telephones | Organization | Member OF
|

File Action View Help

j Active Directory Users and Comput | Name | Type =
[ saved Queries 52, allowed RODC Passw... Security Group .
=] .ff’ ra_hrnani.com %Cert Publishers Security Group .
% Builtin %Denied RODC Passwo... Security Group . i Allow access
—_‘ Computers gDnsAdmins Security Group .
% Dcm_ain Conh'.ollerfs . gRJ'-\S and IAS Servers Security Group .
[ ForeignSecurityPrindpals 2 DrsUpdateProxy Security Group . | | © Control access through NPS Network Policy
j U:;ZQEd Service Accounts %Domain Admins Security Group | .
%Domain Computers Security Group . I™ Verify Caller-ID:
52, Domain Controllers Security Group . —Callback Options

#, Domain Guests Security Group .

%Domain Users Security Group . ' No Calback
82 Group Palicy Creator ... Security Group . " Set by Caller (Routing and Remate Access Service only)
QE‘,F\‘.ead—onhﬂI Domain Co... Security Group . " Always Callback to:
%Enterprise Admins Security Group .
%Enterprise Read-only ... Security Group .
52 5chema Admins Security Group .| 1 Assign Static IP Addresses

P " I

Environment I Sessions | Remate control

— Network Access Pemmission

" Deny access

L Define |P addresses to enable for this :
& IR p— Diakin connection. Static|F eddresses . |

¥. Guest Oser

I Apply Static Routes

Define routes ta enable for this Dialdin Static Houtes ... |

connection.

o]
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w50 oo AD 4 Kerio Control Jlasl 4 aelsl jo

o, a5 Cosl (pl 58 5 8,58 (o 1 oy 390 allis ol Lo Kerio Control lusl o) 5 coai oo,

20,5 Jate B 4l a4y 6,500 5 Sl 4 (o a5 85 I 0 a4l O Y g oo 9 ol Sl
- Interfaces

[==c Dashboard

[#82 Interfaces
Internet connectivity

' Traffic Rules Select an option of how the firewall is connected to the Internet:

W/ Intrusion Prevention 4 Single Internet Link
(™) Security Settings

=F Bandwidth Managemeant and Qo5 Name o
=] 4% Internet Interfaces
AN 152.168.3.215 IPv6 disabled

W' Content Filter

ﬂ Praxy Server
= " Trusted/Local Interfaces

éj. Antivirus B Ethernet 182.168.5.2 IPvE disabled

E DHCP Server = W/ IPsec and Kerio VPN Interfaces

5 9 oS oo ol |, oyl ol o iws Nat o ea Kerio Control 55 i &)ga
L g0 Olyons Jlosl 4

Ol Cagnil>l gl a5 oS Jae Active Directory « oo 1, Kerio Control ot laxl s

Directory Services s Domains and Users s 5l 5 ol sl abes oolazal T 5

B 3 Domains and User Login

»

B DHCP Server

€ 1Pv6 Router Advertisements Authentication Options | Security Options || Directory Services || Guest Interfaces

52 DNS @ Member of domain rahmani.com.

l': Routing Table
Map user accounts and groups from a directory service

|j¢ Accounting and Monitoring Domain

4%, Remate Services Directory service typz: Micresoft® Active Directory®
Domain name: rahmani.com
i‘;j? Advanced Options
L=z =] ¥ Account with read access to the directory service

-
& Users
Ak Usernames: administrator@rahmani.com

,‘h Groups Password: PR

I E Domains and User Login
Definitions
SSL Cartificates

Connection

Automatically connect to the first directory server available
® Connect to the specified directory servers:
™ 1p Address Groups Primary server: 192.168.5.2

[_'? URL Groups Secondary server:
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Active Directory 1,5 cod wilss o USEIS coad )0 55 )13, codibge b Jlasl a5 5,50 5o
s les ovaline |,

a Users

Domain; | rahmani.com + | [ Hide disabled user accounts

Ussrname Full Name Description Groups
ﬂ Administrator Administrator Built-in account for administering... Domain Users, Group Policy Creator Owners, Domain Admin
a behdad Behdad Rahmani Domain Users

Guest Guest Built-in account for guest access ... Domain Guests, Guests

krbtgt krbtgt Key Distribution Center Service A... Domain Users, Denied RODC Password Replication Group

Active 5, o Kerio Control Jlasl cledas w3 Sig,See Jlasl Sladats na 95T oo
el 03 13 )5 Coga 5l x> e lgie & Directory

ond o ams el Cyge sLal b1, ol 4 ol wyies Kerio Control as ol ol
Web Authentication _:x Authentication Options -...s Domains and Users
oS oo JU8 5 peal Bl | 0)lse

“.'r Domains and User Login

Authentication Options || Security Options Directory Services | Guest Interfaces

Web authentication

Always require users to be authenticated when accessing web pages
Force non-transparent prowy server authentication

Each browser session will require user authentication. This is useful in Citrix or Terminal Service emvironments,

[ &pply only to these IF addresses: Ay o Edit...

Enable automatic authentication using NTLM c:

Automatic logout

Automatically logout users if they are inactive
Timeout: 120 minute(s)

= o3l Lisles Kerio Control .5Y axio ol a4 )5 Jlasl ey ,o b a3 opl 0,5 Jbs L
S Grpe 2 (SF9,5ee Sl Sl aiilen ) WS (0 jg0e 10y 9 21 anlid Caslos 0 )5 5l g 090
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Enable automatic authentication au;5 o5 Jbé L wil oo DOmain « Join s
Cag 3Ll cul 00,5 15 095 pianw 4 1 b a5 aiels o, g dawlid b 5045 &9 USING NTLM

Al g0 (6,8 Dledbl ciws (0,5 5 )ls 4 (g5k g 05l oo plaxl
92,5 4 S8 Ol )8 Sl Lo

o1y sl oad Jate VPN L a5 oSty 1) 815 05 ool b o al g allie Lol (i (0l
5 ail atals 1) oyl a4 awyiws o6l Cugn 3Ll 5l an b S 0 culos Kerio Control e
29 alxil Kerio Control o s cou 5,15 26,5 sle culled ples

Mark il b1 VPN )5 Sl b oS o ool Siig,See 50 MaNgle 5l 5l shate ol sl
o3ls iy YU ,o a5 jshailen eles Jlo,l Kerio Control cow 4 5 05,5 5,135 cwdle Routing
Enable automatic «u;s 5,5 0 285 5 w5 oo SY 365 aels o, g anlid L )5
@ owpwd )5 Sledbl 43,5 sl a4 5L e wib Jé authentication using NTLM
g g0 00l ialad )5 a4y Y asmio S wll Jld 43Sl ST g 95 oo pald )

A3l oo Uil pg BB nSY amio opl a8 ail atils as

:Mangle ol s

® admin®192.168.5.1 (Behdad) - WinBox v6.41.4 on xB6 (xB6) - | Ellll
Session Settings Dashboard

Sesson 15216051 —

As Quick Set MNew Mangle Rule
I CAPsMAN General |Mva'1ced Edra Action Statistics General  Advanced Extra  Action |5‘tdisﬁcs

- —— | o =
L Wirsless Sre. Address: [1[VPN IP R

rc. Addres:
32 Brdge [Log
=7 PPP Dst. Address: | | Log Prefix: |
©(2 Mesh

Protocal: | New Routing Mark: |to_Kerio

[] Passthrough

25 |P

& MPLS
4. Routing
£ System Any. Port: |

Src. Port: |

Dst. Port: |

|
|
|
|
& Queues In. Interface: [1] E
|

(] Fies QOut. Interface: |
L] Log
) Radius In. Interface List: | |

% Tools Out. Interface List: | |
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Js, cnl 5l g, o |, Lan asis oI5 g9, Suils In . Interface cud o sl acsls s

25255 J B FIOW l o same 55, 41 (5359 S35 45 @S (oo (Hikne

Kerio Control ,,,.. IP « mark routing .| ¢!, static route <, Route i I L
Syge 5 wms,S it Kerio Control cuaw a1, o)l)l5 il ales Lo YU s, 50 oS (o0 ol
o TCP US55, 80,443 slo 90 sl s b oS DYPASS |, ol aolic 4 bl 5 alily oo s

Saled ol 1) s,

T

Routes | Nedthops Rules VRF

= [2llE] (=] v
Dot Addcece

i !Em

152 168.5.3 reachable etherd4o-Lan
A0 1bd. 13.1 reachable
DAC I 152.168.5.0/24 ether?4o-Lan reachable
DAC P 152.168.13.0/... ether3to-Wan reachable

L o, Jlasl 4 azgi b g 09l o0 Jaloo Kerio « Oy, Sl route cwud o Jo, obx! 5l ax

Srae pz> ) 3lge dule g 00,5 Sgamme g, Sae 0 1) )5 Sledbl Jols ce ol oo VPN

Simple <G oS o caaline a5 jshiles QuUeue cos o Mikrotik « VPN L )15 Jlas! 51 o
2395 oo olw! PPP Profile s Limit coud olebas b csline Queue

Queue List

Simple Queues |Haface{]qm_m | Queue Tree | Queus Types |

IEHE' |l.'|l:l Reset Counters ||l.'|l:l Reset Al Counters |

# | |Name | Target |Upload Max Limt | Download Max Limit| Packet Marks | Total M3«
0D & <pptpbehdad> <pptpbehdad> 1M M
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Sy 45m) @ 4z b oo liw opl 40 e a5 a3l o VPN Jlasl 0 cslo @ 5Ls aad o)l )l5 con o
oS oo bl )5 Glp |, Jlasl pen ps,S g5l o |, PPTP Server sy S

R Ty —— x|

General I Options  Security | Metworking | Sharing |

Sdvanced seftings |

IOptinnaI encryption (connect even if no encryption) j

— Authentication
{" Use Extensible Authertication Protocol (EAP)
Froperties |

* Allow these protocols

[™ Unencrypted password (PAP)
¥ Challenge Handshake Authentication Protocol (CHAP)
¥ Microsoft CHAP Version 2 (MS-CHAP v2)

v Automatically use my Windows logon name and
password (and domain, f any) ===

ok | cancel |

b ol 00,5 puSY 095 cpaald joy g awlid b o)l g 0l oo sl 4 JOIN Lo )5 vt 45 5,900 o
,» Automatically use my Windows logon name and password a5 o5 Jué
o Jaie JB055 O g p)5 (PSS 5wl (ged aeld Go,y g anlid (03,5 5y 4 3l )8 Jlasl Gl
D9l

Lo il |y ol o ol 0l o g 058 g0 Zo e KEMIO Lass )5 wodlad plas oloj ! 50
e g dmles sgame |y ools sla o8 sobils
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(1] Alert @ Web

Config

Connaction [16/Apr/2018 16:21:21] 152,168.5.1 behdad@rahmani.com " SLaigy jaimo S8 1 Cow il Jiliwl < poy 29,0 a5 5 125
[16/Apr/2018 16:21:21] 182.168.5.1 behdadi@rahmani.com " ;i jgol Slaeld g )i fowneld” httpe/ibeta kapi
Debug [16/Apr/2018 16:21:21] 152.168.5.1 behdad@rahmani.com "s.i)l  powlid)ls 1058 milio guafig S Jojgel” http:/ibel
[16/Apr/2018 16:21:21] 152.168.5.1 behdad@rahmani.com "ol roawlicold @5 gilio potiig i aael” http:(fbel
Dial [16/Apr/2018 16:21:21] 192.168.5.1 behdadi@rahmani.com "s )l owlidnld 1058 mlio  utfig S ajgel” hitp:/ibet
[16/Apr/2018 16:21:21] 152.168.5.1 behdad@rahmani.com "L g aolipy g sl oodjgol SlapLa” http:iibeta.k
Errar [16/Apr/2018 16:21:22] 152.168.5.1 behdad@rahmani.com " s ajgal Slaeld g e fowela” httpefibeta kap
[16/Apr/2018 16:21:22] 182.168.5.1 behdadi@rahmani.com "s )l owlidnld 1058 mlin  cutfig Sl ajgel” hitp:/ibet
Filter [16/4pr/2018 16:21:23] 192.168.5.1 behdad@rahmani.com " powugi aoliy 9 sl el Sldeld" httpa/beta k
[16/4pr/2018 16:21:24] 152,168.5.1 behdad@rahmani.com "saLils Chris-PC RAM Booster wh60 - 5 o akdl 335105 30
Host [16/Apr/2018 16:21:24] 182.168.5.1 behdad@rahmani.com "zl j GELL sodjaal ald ol Lows" http://betaka
[16/Apr/2018 16:21:24] 152.168.5.1 behdad@rahmani.com " _sjgol wSlapld g fupn)iy foela” httpe/ibeta kap
Hittp [16/Apr/2018 16:21:24] 192,168.5.1 behdad@rahmani.com " s uijan SIa0LE 23y0 cush Sy fowyel @ hittpsi/beta kap
[16/Apr/2018 16:21:24] 192.168.5.1 behdadi@rahmani.com " 58 sld acdy e 058 L sodjaol Sliold acec
[16/4pr/2018 16:21:24] 192.168.5.1 behdad@rahmani.com " _sog® 2550 S8 Sasc oypiovas GUIC Lliwl poms jo" http:
[16/Apr/2018 16:21:25] 152.168.5.1 behdad@rahmani.com "uysld o 0l soijeal ald Gl Eow" httpeiibeta ka
[16/Apr/2018 16:21:25] 182.168.5.1 behdadi@rahmani.com "s. )l owlidnld 1058 mlio  cutfig Sl ajgel” hittp:/ibet
[16/Apr/2018 16:21:25] 152.168.5.1 behdad@rahmani.com " uyalpd o OIS sodjael pld Cuclu Bows” hitpefibeta ka
[16/Apr/2018 16:21:25] 152.168.5.1 behdad@rahmani.com " s ajgal Slaela g e foeela” httpefibeta kap
[16/Apr/2018 16:21:26] 192.168.5.1 behdadi@rahmani.com " ;11 5wt aoliy sodjgol Slipls acgoea” http:/fbet
[16/Apr/2018 16:21:26] 192.168.5.1 behdad@rahmani.com "SlaJe i Skechers wiwy Lliwl ez po 1" htpef
[16/Apr/2018 16:21:27] 152.168.5.1 behdad@rahmani.com "uysld 4o 0l soijeal ald Gl Ew" httpeiibeta ka
[16/Apr/2018 16:21:27] 192.168.5.1 behdadi@rahmani.com "s )l owlidnld 1058 mlin  cutfig Sl ajgel” hitp:/ibet
[16/4pr/2018 16:22:36] 192.168.5.1 behdad@rahmani.com "faradars.corg” http:/ibeta kaprila.com/algo.phprurl=https'
[16/Apr/2018 16:22:38] 152.168.5.1 behdad@rahmani.com "lsl= _jgel Ol Sla " https: | faradars.org/how-to-l
[17/Apr/2018 09:03:59] 192.168.5[ behdad@rahmani.com "L,y Glauul yu Nitp://dorsaco.nety |
L]
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