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+ Table 4.1. Availability General Scenario Generation

* Portion of Scenario Possible Values

+ Source Internal to the system; external to the system

+ Stimulus Fault: omission, crash, timing, response

+ Artifact System's processors,

. communication channels,

. persistent storage, processes

* Environment Normal operation;

. degraded mode (i.e., fewer features,

. a fall back solution)

* Response System should detect event and do one

. or more of the following:

. record it

. notify appropriate parties, including the

. user and other systems

. disable sources of events that cause fault

. or failure according to defined rules

. be unavailable for a prespecified interval,

. where interval depends on criticality of system
. continue to operate in normal or degraded mode
* Response Measure Time interval when the system must be available

. Availability time

. Time interval in which system can be in degraded mode
. Repair time
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e S5 4= a5 s source gyl
« Table 4.2. Modifiability General Scenario Generation

- Portion of Scenario  Possible Values cend user . was bl | i il

+ Source End user, dg\{eloper, oS siid SLaS wiasw o  developer
. system administrator
+ Stimulus Wishes to add/delete/modify ,o Developer .sas plxil 1) s aslys o
. vary functionality, . ) s
. quality attribute, capacity obej o end user . sl esly 5 >k 56
+ Artifact System user interface, Gk 5 5 Ll ooy 50 st pow g >
. platform,environment; ’
. system that interoperates with target system Ayl ol ases bl 1) Ol sy aislys o
* Environment At runtime, compile time, .
. build time, design time R S 4z Lo source
* Response Locates places in architecture Aizwd bl jles 3 s Environment
. to be modified; makes modification ) )
. without affecting other functionality; 3,8 352 o 50 A5 LaBge g Sy
. tests modification; deploys modification . . .
+ Response Measure  Cost in terms of number of ol o by 2le by lelS L 12l ol
. elements affected, effort, money; Sg Sl S, o 4S s 28| |

. . . SRS e 2o L5>)'b
. extent to which this affects other functions

or quality attributes
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Table 4.3. Performance General Scenario Generation

b s dienad ¢ Artifact
Portion of Scenario Possible Values S

Ly Jloy cdl>,0 b piaw lamo : ENVironment

Source One of a number of independent sources,
possibly from within system il o0 Overload o> o
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' ! aSsl b g ogu Hilsy o5 L : Response
stochastic events arrive F RO 0 oA R R P
Artifact System oS (o S |y gy prlane
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+ Table 4.4, Security General Scenario Generation
+ Portionof Scenario Possible Values

« Source Individual or system thatis

. correctly identified

. identified incorrectly, of unknown identity
. who is internal/external,

. authorized/not authorized with

. access to limited resources, vast resources
« Stimulus Tries to display data.

. change/delete data,

. access system services,

. reduce availability to system services

« Artifact System services; data within System

* Environment Eitheronline oroffline, connected
. or disconnected, firewalled or open
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« Response Authenticates user;

. hides identity of the user;

. blocks access to data and/or services

. allows access to data and/or services;

. grants or withdraws permission to

. access data and/or services;

. records access/modifications or

. attempts to access/modify datal/services
. by identity; stores data in an unreadable
. format; recognizes an unexplainable

. high demand for services, and informs

. a user or another system, and restricts

. availability of services
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Tactics Implementation:
Design Patterns &
Architectural Patterns
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Tactics

+ A tactic is a design decision that influences a
quality attribute.

Tactics

to Control ———»
Availability | Fault Masked
or Repair Made

Fault

« e.g. using redundancy to increase availability

» Tactics can be refined to other tactics to
become more concrete; e.g. redundancy:
redundancy of data + process
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Analysis and Comparison

Shared- ADT | Layered
Mem

Performance 3 2 1
Change account record format 1 3 3
New service: close account and 1 2 3
withdraw the remained balance

Portability 1 2 3
Availability and Reliability 2 2 2
Buildability and Integrability 1 2 3
Sum 9 13 15
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Scenario: S12 (Detect and recover from HW Tatlure of main switch.)
Attribute: Availability

Environment: normal operations

Stimulus: CPU failure

Response: 0.999999 gyvailability of switch

Architectural decisions Risk Sensitivity Tradeoff
Backup CPU(s) RS <2

No backup Data Channel R9 S3 T3
Watchdog S4

Heartheat S5

Failover routing S

Reasoning:

- ensures no common mode fatlure by using different hardware and operating svstem (see
Risk &)

- worst-case rollover is accomplished in 4 seconds as computing state takes ...

- guaranteed to detect Tailure with 2 seconds based on rates of heartbeat and watchdog ...
- watchdog is simple and proven reliable

- availability requirement might be at risk due to lack of backup data channel ... (see Risk
Q)

Adchitecture diagram:

Primary
CPU {O51)

1 heartbe:

Switch -
CPU (OS1)

N
{1 sec)h
Backup CPU
wiwatchdog

(OS82)
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ATAM: Phases

Activity
Partnership and

preparation

Exaluation

Exraluation

Participants

Exraluation team
leadership and kew
project decision
malcers

Ewaluation team and
project decision
mialers

Esxralunation team.

Typical
Duration

Proceeds informalls
asrequired. perhaps
over a few weeks

1 daw followed bva
hiatusof 2to 3
weeks

2 days

(continued) project decision
malkers. and

stalceholders

Exaluation team and
evaliation client

Bollow-up
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Step 1: Collate scanarios: SRR TS
Prioritize to choose top omnae-third

l

Step 2: Refine scenarios: Daetarmine guality SCBINEA oS
attribute response levels for best, worst,
currant, and desired cases of the scenario
R MNS3
Step 3: Prioritize scenarios: BCETanos
Eliminate half of the scenarics
NG
4 Assign utility ftor the currant and the BOErEArOS

desired levals for each scenano

1

Step 5: Develop architectural strategies for
scanarios and determine guality attribute
response levels

Step 6: Deterrmine the expected utility wvalue
of architectural strategy wsing interpolation

!

Step T: Calculate total benefit obtaimned
from an architectural strategy

l

Step &8: Choose architectural strabegies
based on ROl subject 1o cost constraints

l

CSlnp 9: Confirm results with iniuHiorD
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