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Extend Web Application

1S Web Site

Choose between using an
existing IS web site or create a
new one to serve the Microsoft
SharePoint Foundation
application.:

If you select an existing IS web
site, that web site must exist on
all servers in the farm and have
the same name, or this action
will not succeed.

If you opt to create a new IS
web site, it will be automatically
created on all servers in the
farm. I an [S setting that you
wish to change is not shown
here, you can use this option to
create the basic site, then
update it using the standard IS
tools.

Security Configuration

If you choose to use Secure
Sockets Layer (SSL), you must
add the certificate on each
server using the IS
administration tools. Until this
is done, the web application will
be inaccessible from this IS web
site.

Cliaims Authentication Types

Choose the type of
authentication you want to use
for this zone.

Negotiate (Kerberos) is the
recommended security
configuration to use with
Windows authentication. If this
option is selected and Kerberos
is not configured, NTLM will be
used. For Kerberos, the
application pool account needs
to be Network Service or an
account that has been
configured by the domain

any application pool account
and with the default domain
configuration.

Basic authentication method
passes users’ credentials over a
network in an unencrypited
form. If you select this option,
ensure that Secure Sockets
Layer (SSL) is enabled.

ASP.NET membership and role
provider are used to enable
Forms Based Authentication
(FBA) for this Web application.
After you create an FBA Web
application, additional
configuration is required.

Trusted Identity Provider
Authentication enables
federated users in this Web
application. This authentication
is Claims token based and the
user is redirected to a login
form for authentication.

Learm about configuring
authentication.

Sign Iin Page URL

When Cliaims Based
Authentication types arse
enabled, a URL for redirecting
the user to the Sign In page is
required.

Learm about Sign In page
redirection URL.

Public URL

The public URL is the domain
name for all sites that users will
access in this SharePoint Web
application. This URL domain
will be used in all links shown
on pages within the web
application. By default, it is set
to the current servername and
port.
http://go.-microsoft.com/funlinks?
Linkid=114854

to Another 1IS Web Site

@ Use an existing IS web site
Default Web Site

@ Create a new IIS web site

iextended web Application l

portal.xyz.net

Path

I Cinetpub\zwwwiroot\wss\VirtualDi rectories\po]

Allow Anonymous

@ Yes
@ No
Use Secure Sockets Layer (SSL)
@ Yes
@ No

[¥] Enable windows Authentication

[l integrated Windows authentication

[)

[~NTEM

[=]

[ Basic authentication (credentials are sent in clear text)

[l Enable Forms Based Authentication (FBA)
ASP.NET Membership provider name

ASP.NET Role manager name

[1Trusted Identity provider

There are no trusted identity providers defined.
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@ Custom Sign In Page

URL

| hittp://portal.xyz.net:80

Zone

ntranet

| | Cancel
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Internet Options [ > Security Settings - Trusted Sites Zone u
| Generall| Security Fprivacy I Content I Connections l Programs I Advancedl Settings
ol ) Disable -
Select a zone to view or change securi A @ Enable
& | Enable XSS filter
0 Q () Disable
[ @ Enable
Internet  Localintranel] Trusted sites | Restricted | Scripting of Java applets
sites ) Disable
e e
" J This zone contains websites that you @) Prompt
> trust not to damage your computer or Q User Authentication
your files. i 82, Logon
You have websites in this zone. & 99
=" Security level for this zone
Custom
Custom settings. <] o ] »
- To change the settings, dick Custom level.
- To use the recommended settings, dick Default level. *Takes effect after you restart Internet Explorer
Reset custom settings
of Enable Protected Mode (requires restarting Internet Explorer) Reset to: [Medlum (default) = ] [ Reset... ]
s Custom level... Default level I
[ Reset all zones to default level ] [ OK ] [ Cancel ]
@ Some settings are managed by your system administrator. ‘
[[ox [ cancel ][ appiv
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Intemet Options. LB B N tocl et mm— B
| Generalfl Security Brivacy | Content | Connections | Programs | Advanced | | Use the settings below to define which websites are indluded in
the local intranet zone.
g
Select a zone to view or change security settings. [/] Automatically detect intranet network
g i_ ’\V/ @ i /| Incude all local {intranet) sites not listed in other zones
i' Internet | Localintranet ffrustedsites  Restricted Incide M ftes GidvaypoesiiE PIOKY:serxen
sites Indude all network paths (UNCs)
3 Local intranet
I , This zone is for all websites that are
found on your intranet. What are intranet settings? | Advanced I[ OK ] [ Cancel ]
Ll 3 e — T : o
Security level for this zone || Local intranet L% |
Allowed levels for this zone: Al
1 T Medium-low 1 You can add and remove websites from this zone. All websites in
- Appropriate for websites on your local network | this zone will use the zone's security settings.
B (intranet)
=) - Most content will be run without prompting you
1 - Unsigned ActiveX controls will not be downloaded W | Add this website to the zone:
- Same as Medium level without prompts o
[ Enable Protected Mode (requires restarting Internet Explorer) =
' Customlevel... || Defaultlevel Websites: )
http:/fportal. net | Remove
[ Resetallzonestodefauitlevel | | | f|| | httpifportal =~ .org
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I @ Some settings are managed by your system administrator.
) [ oK ] [ o ] [ .s'«ppi‘-: |_|Require server verification (https:) for all sites in this zone
\ v




