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People are reporting June's patches doesn't fix the
vulnerability on Windows Server 2019. I'm not sure about
other Windows Server versions.

It's a really serious vuln - standard authenticated user ->
SYSTEM on domain controllers (etc) remotely.

€3 O Benjamin Delpy @ @genilkivi
Replying to @gentilkiwi

Yes, DC is 2019 and fully patched

And 'localspl.dll' is 06/06/2021 (10.0.17763.1999)

@byt3bl33d3r @allevon412 @PythonResponder

But to be transparent, | don't have a recent CPU & TPM 2.0
That might be the problem, @msftsecurity, isn't it?

2:34 PM - Jun 30, 2021 \_‘\
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' Exploit
¥ https://github.com/gentilkiwi/mimikatz/releases/tag/2.2.0-20210701
¥ Patch
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¥ https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-1675
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Windows Update

*Some settings are managed by your organization

View configured update policies
You're up to date
Last checked: Today, 7:38 AM
Check for updates —
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Computer Configuration -> Administrative Templates -> Printers -> Allow Print Spooler to accept client

connections

A Allow Print Spooler to accept client connections l;li-

A o | | ‘ ©
E llow Print Spooler to accept client connections Previous Setting J | Next Setting

| Not Configured ~ Comment:
() Enabled
®) Disabled ‘
Supported 0n: | At east Windows Server 2003
Options: Help:

' This policy controls whether the print spooler will accept client
connections.

When the policy is unconfigured or enabled, the spooler will
always accept client connections.

When the policy is disabled, the spooler will not accept client
connections nor allow users to share printers. All printers
currently shared will continue to be shared.

The spooler must be restarted for changes to this policy to take
effect.
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