piSae @lg2yie Sam jl @S 3495 92309 igines (5j9) Nz Rhgw priged g (5)lay J4S @

() ogas pby Jus) 4

(http:/fitpro.ir/profiles/unity) Jal8g,s ssolie 0O d 0O 0O @

sLiel AFD

(http://itpro.ir/profiles/unity) (Jaldg, 630 Live

skl O taher -¥
(http://itpro.ir/profiles/taher) (Jaldg)s 3o lire rl‘ '
1 A

= | () Denilitarized Zone  DMZ Lislu (;8y20 :allio

O ©bls) g olelbl Coiol oy B g olo ¥4zl ol ©

LYLPWE @ (i V) iy @

g0 Bo = ® <o + T T
IS ol jyo lae y> 45 b gl 32 )8 ¢ b H9dS 93 @ Jlo plajls By I &S (e3lgiiin )3 ¢ ((§3Ve 1900 Jl ) g 030l ik (912 9 Hladd 0)F &S Siz Yy 53 9 Ui e
0N e e g AT dlaiwl iz g (el Hlisle (b g (9 Lilee el g S5 slp ol jl slg P30 UG 2iiS wlsl Demilitarized Zone b (solhiyué dihio lgic @ ) (siound
9945 93 1 Sozud @) a5 hume ) Lal 3535 (50 ealaiwl AL sledel (S35 4y g B39 iz Jlo ) a5 (6945 93 (pw W)l dihie ylgic @ dibio ¢l jl pdye . b G8lg5 )9S 9

g0 3)lg (gl oo

NORTH
KOREA

Mittary
Demarcationyd
Ure ~ &

Demilitarized Tome [OMZ)
ES

S50UTH
KOREA

14 = 302 (ITFrour) - glal =il gl sty il

GOyl b 52yl aSaib g lad LIS b (pogad aSuib e ) o5 Cunl 4l Sy DMZ g8lg 5 « cul aSuis =hb E95 S DMZ « 3ol 3929 @) 55 (55940005 (sl aSuid ) pogho (yaad
DMZ 35S (50 cablas glojls ©leVbl jl abuog o 4y 9 303 (503 |y palitiuns Oygu plojl 1513 sloygpm b bLS)I (5)h8n ol plojls ) 2yl pholS @ aSud gl - 3p5 5o )18
& Bgid (50 (2hE R Hopw SR b 9 1 Jlgpld bwgi Vgame DMZ )lisls )18 slaiel wiyiil aud @ lehd 5 Lad 9 33135 sleliel po 4y &5 Cunl a4l 93 g LS| jpe 2

S (50 )l b ilitra sl Y

Gl GIE Gyl &S (Db Cunlgsys (seled g 3,5 (5o )18 DMZ Joumae )3 394 (50 (5920 Host lgic & lxisl )3 a5 yiguualS b jome <O « (Jgome aSuid Sy 3 63kw DMZ jlisle S >
0 Elad oyl b (seg0c aSud Caw @ 1) LT ( Colw Gy Cunlgsys Wis ) Cunlgs)d (Gl dimy ol €8y jl Ay jopw (Rl « 1S (0 8Ly |y 31> 4 jl 2,1 b bls)l (g)l)8y
JURMIN IS R L) ngi.’x.a.m ¢ 0w >hb ol )d 45 3S 4ol « AS (oo Juoyl (59 (slp 390 83 Sl (A5 )5 buwgd oS (gl Session Hlao )3 |) b CunleSys (pl Fwly Guw g AS

39 lg LSS aSud 4 gy aSud

G Cadld 2dlgES uwyiwd IS aSud @ glgic Zud G 9 WS lay Gwyiwd 9 (5o 83wl DMZ (gl a5 (gl Host 4y wiilgs (5o Bro a3)15 )L8 o)l b oyl aSud )3 oS (Sl
8 Host ¢yl (59y 1 3ilgs (o 35,50 Hh8 myimwd oy > il (59) p plojw Wyb jI Cunl Hhd a5 (gl Ly Olxiuo a5 sl ¢l 39 plzol Wlgs (0 Host ¢l )3 &S ()5 51,50
©9 4 das Juad (http:/itpro.ir/gotorel/technichaltext/M1ele) ,So S clls ¢l )3 45 23S (J6y8 Lash .Cubld Adlg5S uoyiwd il (pl 53 55 (LIS aSuss 4 DMZ a5 44iS dzgi Lol .25,y
Ol 6N S (59 .35 wlgBS sy Cuwd Glojlw ogad wlelbl g LI <Sudh gogas )3 Lols Wlelbl 4 « 39d Wlxio (Rl So 4 G990 1 iz « 35 |y Hlojlw Colw

AL (5o oSuuun Sy Jlgpld Wiliugms 3,5 (5o Hl)8 eslatiwl 3550 DMZ )liske ) o9 edlaiwl (gly a5 (gl aSud ljagas

4i8)S 18 LAN aSuid )> oS (lyigaalS yiS1 DMZ cloghail )3 .auiS (;5)20 jub S 5lo Jlgpld )d didyiing wlaabdis (,e95 @ LT (Lilg5 (5o « @aiS Lyyes |y DMZ (Siiel j15 5| paolgs )51
b )d (i « 35,85 (50 )8 Jlgnlb I dm Gl )3 j o iz b o GBb I - Gl sad Juaie (egac 4 by iyl aSudb 4 Jlgnls ol o5 35,05 (5o )b Jlgnld iy 55 il
of @ &5 Gyl aSud @ 1) T gage 9 63,5 €8s 151 alud jI 4d elel &S johilas 1) 51> hylS Glo Cawles)d ¢ 3355 (5o )8 Jlgnld I a2y )3 & (o9 ol « M L5
Pl )9S 93 o daily e plois @ b S iz 9 Gledd 05 G Sz )3 &5 Cund LB ¢l 5 3o o Canl isial poghe plod B ol ¢ WIS (5o JUoyl ik Juarie

iS)3a5 35195 (50 b b 53 BB |y ol « 3985 )15 )3 iz o 3 &5 b

Olaabis €95 ol jl (lwisiy Calild Buo aSh siiwms DMZ Le8lg LT Lol 34iS (50 6aoliko 55 LI Gyl syig) 5l el aSuid @liagad jl ()l > |y DMZ 6jlg loss a5 3uiS azgs
s (Sl yig) laghil ) 3k Rule Yiz Byo il « 155 glas LIS 41 Slojle (gl jlisls )3 DMZ (=8lg ohb b ligad Eo5 gl - Cunl 636 633> aSui Gljugad )5 45 Jwd

394 (50 03wl DMZ (=hb )5 (gl 48,5 Wljagas g Wygymw « (Silojlw (slo DMZ )5 Lol


http://itpro.ir/profiles/unity
http://security.itpro.ir/articles/635/%d9%85%d8%b9%d8%b1%d9%81%db%8c-%d8%b3%d8%a7%d8%ae%d8%aa%d8%a7%d8%b1-dmz-%db%8c%d8%a7-demilitarized-zone
http://security.itpro.ir/articles/635/%d9%85%d8%b9%d8%b1%d9%81%db%8c-%d8%b3%d8%a7%d8%ae%d8%aa%d8%a7%d8%b1-dmz-%db%8c%d8%a7-demilitarized-zone
http://security.itpro.ir/articles/635/%d9%85%d8%b9%d8%b1%d9%81%db%8c-%d8%b3%d8%a7%d8%ae%d8%aa%d8%a7%d8%b1-dmz-%db%8c%d8%a7-demilitarized-zone
http://security.itpro.ir/articles/635/%d9%85%d8%b9%d8%b1%d9%81%db%8c-%d8%b3%d8%a7%d8%ae%d8%aa%d8%a7%d8%b1-dmz-%db%8c%d8%a7-demilitarized-zone
http://itpro.ir/profiles/unity
http://itpro.ir/profiles/taher
http://security.itpro.ir/articles/635/%d9%85%d8%b9%d8%b1%d9%81%db%8c-%d8%b3%d8%a7%d8%ae%d8%aa%d8%a7%d8%b1-dmz-%db%8c%d8%a7-demilitarized-zone
http://security.itpro.ir/articles/635/%d9%85%d8%b9%d8%b1%d9%81%db%8c-%d8%b3%d8%a7%d8%ae%d8%aa%d8%a7%d8%b1-dmz-%db%8c%d8%a7-demilitarized-zone
http://security.itpro.ir/articles/635/%d9%85%d8%b9%d8%b1%d9%81%db%8c-%d8%b3%d8%a7%d8%ae%d8%aa%d8%a7%d8%b1-dmz-%db%8c%d8%a7-demilitarized-zone
http://security.itpro.ir/articles/635/%d9%85%d8%b9%d8%b1%d9%81%db%8c-%d8%b3%d8%a7%d8%ae%d8%aa%d8%a7%d8%b1-dmz-%db%8c%d8%a7-demilitarized-zone
http://itpro.ir/gotorel/technichaltext/31010
http://security.itpro.ir/articles/635/%d9%85%d8%b9%d8%b1%d9%81%db%8c-%d8%b3%d8%a7%d8%ae%d8%aa%d8%a7%d8%b1-dmz-%db%8c%d8%a7-demilitarized-zone

B pmgyw « b ESHb iz g GU9d Sl Glojlw HIST ) .l aSuid 2hb Egi puad ;505 pb a5 39 & yko ju5 Perimeter Network (lgic 4 DMZ cawl (3San wlelbl caisol 6j9> 5>
Omgpw ol 58S )8y . DNS Lungyw (52 b 09 (Shjae pmigyw « Jaoal gy « (Slojlo JU)ygr b Colw w9 Wis ¢ 3o dShl aSuid 1 g)m 4 33)13 3ad b (lojlw a5 31> 3929
AL (50 el Wb abE) S 393 ol ¢ o 1) GBIy aSld 4 3g)9 ojlal 351 | b Guagrw ol jl edlatiwl was coyinl il S i) @ g e HLE LGS aSlh gy o ) b

39 (50 dwogi DMZ (=ohb jl eslaiwl ogac (gl Guagyw 4.39ii;.| Glp diwes (plply

L9 oS sl hw y> &5 bl ¢3S (0 Sl T (gl GISI aSud b (3930 DLl 9 3483 (50 )8 DMZ dagmo )3 |y 395 y15 3)90 (slygpmw 9 W gy Laid Ghalyd iz 5
whhs ohb £95 ol )d Ygomo g 39 (50 pladl b g 4 Hljlw (gyw jl & cuwl Voo I cdbddlo gl DMZ ;ohb bl aSud Joase Ol 4 Caws (g)ieS yhs 30)d
g4 (500 603 LT ... g Sniffing g Spoofing dlas 1 lojlu (>1> aSuid

C ) (50 )h8 aSuib | dihie ¢l )3 |y 2bL (o (;egac Luyiwd Yiojls 45 (o Luiguw EuisS 45 johilad § Eudd (50 )8 aSui Perimeter b DMZ cuauwd )3 Lo |y (nlo Guigw a2 Lol
P (o0 5 JSib @ 1S (50 1) 4Sds DMZ haned )3 oS (210 gy ()5 B9yR0 9 e

> Web Server b ©g (gl 03i®> gyw )
> Mail Server b Jaoul (sl& 63525 uagyw ¥
Voip (gl 352> gy ¥

FTP (slo 63503 Gagyw F

©hId 295 diej Hm yd &5 Aiwd Saolind Wlxbo aSh ¢ Bl Axdo Vi Bpo 4S5 i Liug] Olxio Ygono (Slojlw o)gw g a5 Cuwl ol « Cuwl pgo Hluww lxipl ) a5 (gl @SS
23 ¢ 39 wlgs Labidbl )5 « Lo )hE DMZ o 395 53 1) 6315 650L () )51 Bacl « 2iS oslatiunl 0315 sBuL () j1 Ablgh il W jope g ¢l « 1l o LSlelbl 83y oKl S
3390 (655 )1 > gl )3 383 (50 )18 DMZ (2hb Glad )3 (gl aSudd 53 9 Jlgnld S iy )3 b 9 32> (0 )18 Jlgnld cady 9 IS 4l )5 b 1y Y15 3)90 0313 oL cl> oyl
Ih8 oz 3590 1y 315 Hh3 (65505 Jlgpls iy j> a5 1) 6315 6B4L )3 39290 wlelbl g W 631> Llg5 (o3 g WS (50 Iy uyiwd Colw Ly Glxdw G Byo « 396 Colw Ly 4 95 4

A2

Iy 5T @23)S o5Lisl LS >lyb )> a5 johilas N cabibloxo il s L3l 45 bl (0 395 ols 8313 6l g (5215 Wwlelbl (gl)ls j5 Lo Email Server ploo b Jusl (sl Guagyw
i BT @ 09 Bub jl Olgi 5o & WS (5o Gty Webmail pb 4y ungye jI Jasl o 03003 Guagyw Ygaze o5 345 4255 « padd (50 )8 GBhaz Jlgnl S cudy ) ju
2900 Jaagl 45 3iS dzg .S Publish egec (owyiwd 5l |y Jaoal g dxduo Pblishing pb a4y (5l Gayb jl g 0315 )8 DMZ Jlgyls sy ) 1) 395 jgpum Juoal 31T (5o Ladb « casdls
9 Mimd peio aSuid )3 39290 (5B pmigyw @ 4295 b b DMZ ;=ohb ¢ 3l Copde iw)d @ Gl b 1 Jueal 529)> SIS 00 9 (539)9 S8l po siiwd JSib (ol @ S Rl
Proxy Server (S 3¢5 DMZ 639350 )3 b ¢Sy g b lojl yiuiw « (5)las baume SO )3 Siyjgivile Jilwe ppuizmod g isiol Jhuo Jid @ .abb o3 cols g Liwl Hliske Sy DMZ

Dbl 50 p) 2 4 Llie (pe S ) ke gl )3 Hom ol (511 6l) ¢ WIS (50 (sl ol

eyl 5l eslasiwl (gly Proxy Server jl eslasiwl (ghy G151 ohylS (93)S )Ll o
29y (smS9yy ) cache Calil jl oslaiwl wde @ oyl aSuid (9 p BLSI L Gl L oS
oyl jl ohyylS eslatiwl (43,5)giile g busd 30Ty (gjlw odlw o

@9 Ohgize 9 b Calw ©g 3,5k Wb (gl jSHate

25 5 323 o (59 @ b el nl DMZ jlisb LT 335 Iy Guuyians G515 €S @ g 1 Silgi 605 45 3L cnl @ 51,1 Lo 65 2l Uiy Jlsi ool bl 53 Cal Saa
Proxy a5 jghilad « 3S (50 o)) |) aSui Gl gile 0 o)l ol 3)5 am Gwyiwd el a5 3)ls 3929 Reverse Proxy pb &) ugpw 45 00205 b Jlgiw ¢l @ &b
HSlw )5 Lol a5 3uS )6y JUo (gl a3 (50 |) GIB1S Luwyiwd 25 gl G Gisy « 33 (50 pladl 1) Jae ¢l yuSc Reverse Proxy « a0 (50 gmigyw 1515 )5 4 Server
045 Publish Jlgypls bauwgs g aidly jly3 151> aSuid )3 a5 jomo (! 4 355 (1o pasual jops aad e lol ¢ AS (o elatiwl o I LByl GhylS 9« 3yl Jaasl Guagps S 95 DMZ
Cllo iz )d 45 A4S azgi . Lo |y HB5 3)90 jomue 4 Remote bl jl8y o5l (59 4 Algs (0 Lois Reverse Proxy jl esliswl b § LT o Uiy ISk dz « A5 oy uyiwd Cunl
o2l a5 olS |y Reverse Proxy @b jl b)gpw 4y Yoo joy Juoys U auS (50 eslasiwl o Application Layer Firewall b piao 4V o Jlgnb jl lab 9290 whhbs Guols ¢lp (»

AL o ol J2Is @ &l 2)l5 51 bl 5)h85 Gig) v vel Ube)

23 3895 (o0 Ladd 3l aidls ) gy ol jl 395 plojw sfag =k 39290 bl 4 429l b WlgS (5o YuS H@ 9 313 3929 DMZ 2hb (he (63L) sl by 23)S o)lidl &S jghailen
S50 p3iT 03yimS jluuy dlsyl )3 lg5 (o DMZ ¢ Ak DMZ jI (gl 65l (sl =hb lgisl @iyl .auS esliiu] ASlaz Jlgnld cpdiz jl b « aSuid <)lS ¥ b Jlgnls 4 jI DMZ slo =lhb
o U LBy Joy )iz ;0 a5 Cwl b g 3l LSiwn ladb (Sileje (Slo (s3iejls ) WolS 23S (o (s=yb ) DMZ d5g32 a5 ol .2l (503 dlio (pl 3> > lebly aF 394 63z o

D (50 2y Ladd glp |) 39 (5o 2l DMZ o5 (Jgasne Lo (g, jl E9 93 aaldl )3 395

Jlgyl Sy j o3liiul L DMZ

G oS i 2yl bl 058 o (sle 4w ©HlS aw (gl )3 lods DMZ mhb oS Al (o aSuib )5 dw J8las ghls a5 )l (551381 035 b (5)38] e Jlgpls o lass el ¢l 5>
G RS Gogw &b )5 a4y 50 Lo DMZ aSids Calpd )3 9 39290 093 aSaid ylS @) Lod 51 S .39 (50 Juaio Jgl aSad )l5 (99)d 4 39 (50 Juaiio ISP aSud g wuyiipl
ol © &8 (b aSub aulS T )3 JWisl jop b Jlgpld ol (8 Hw jl b a5 e ol & « Cul 83,5 sl Single Point Of Failure < Lo Jlgpld lxisl )3 .39 (50 Juaio 3)l5 )18 Jlgnld
510 0 @ g A Lodb aSud g 3o plool ) 83 Gumagyw Lilgh cunl Sae (g © Jlgpld (pnl 1ibb dbj b aSub o S8l S| Guizes Ak Adlgs JSuie Hlod Ll edd Jalie



A (gly j0)8 9 DMZ aSuid (gl juso « U515 aSudd (gl inaiy g_i)) 51 g5k disue (gl Hlisle ¢l Giuled (5ly Vgame .39 (50 4iaS 63gamo by Zone < 2Vbol )3 b aSud )5 ol
D (50 o3lainl iyl

Copyright © 2012 - 2013 {ITPro.irj - olul Sedal o4

d|9)gl.§ 9 )’l o> lasiwl L DMZ

ki (gl 4595 ) 394 (0 aiaS @o front-end firewall o] & oS Jlgpls (gl o223 (1o &l)l Lads @) |y DMZ )3 39250 (sl =l (12)5 (pol jl (52 DMZ =hb )5 Jlgpld sac g3 jl eslatiuml
45 39 (o pabaiS (5] W65 @ g3 Il 9 (5o e Caml Bgyza DMZ &) 5 (5] Zone & 13l Basl <SblyS el ¢ 355 (0 Juayl o @0 5 dlys eayiial aSuid 31 1) Sdly5 of P

3gi (50 43S back-end firewall T &) @Waiol j3 g 3iS (50 Copdo |y LIS aSudb U 295 9 (639)9 Sublys

2o Sy g Cwl )5 s Jlgpb Sl &S cwl rub Jlgnpb 93 )3 )0ha 9 JShie slaul 315 3929 Eab90 ol WSl (gl alizee JaVs ¢« Cawl HI3)95p (gykinn ol 51 G2k (ol
23 ol Lanuo dhidl 3929 ¢ 3y AdlgS VL |y el 4z ¢ 3L wlise E95 93 51 2hb (ol )3 eslaiwl 3j90 (slellgpld S350 oygymw ¢l S (glp Gruinn (5P Gl )b 4
G Jlgp plsic 4 9 TMG (531 oy Jlgylb front-end lgic a2 « 2hb iz > o5 1S &) Jlio gl -3db 3@lgis (65505 Jlgpl b (65523 yopw > Yo joy el oygpm 51
)3 Ganud ahidl (el 3929 pdc Jud 4« S 39d DMZ dibio 4 Llgih )So g Al aiibly 3929 TMG (g9) p (siuiel Cins abis 51 Jlo « 1l 631> )h3 ASA gSuuus (Jlgylé back-end L

32l [TPro. sl aolgs (8L akid (yaod )d dla> ASA Jlgyld

(§)HA Joxo 1 bJuw g
olpl kbl (g)9lé o (gl )= (ol : giio
Wbl (0 GBUST JULI (ghl> exiumgs U 9 @ein S5 91 ()3 1T 9 4 g0

b Cunzyy

S92 9 Jlgpl wolds
ro.irltags/%dA%aa%da %A\ %dA%aY %da %A A%dA%aa%Y «%da % Al %dA%aY %db%Ac%dA%b1 %dA%A A%AdA%aY %dt% A F%Y 0%dA%A A%V 0%da %be%dA %b1 %da % AA %da%al %dA%br%db%Ac)

(http://itpro.ir/tags/%d3 %A1 %dA%aY %db%Ac%dA %b) %di % AAY%dA%aY %dA % AF %Y o %da%A s %db%Ac%dA%bY %dA%aa) cawaz Jlgyld


http://itpro.ir/tags/%d8%aa%d9%81%d8%a7%d9%88%d8%aa%20%d9%81%d8%a7%db%8c%d8%b1%d9%88%d8%a7%d9%84%20%d9%88%20%d9%be%d8%b1%d9%88%da%a9%d8%b3%db%8c
http://itpro.ir/tags/%d9%81%d8%a7%db%8c%d8%b1%d9%88%d8%a7%d9%84%20%da%86%db%8c%d8%b3%d8%aa
http://security.itpro.ir/articles/635/%d9%85%d8%b9%d8%b1%d9%81%db%8c-%d8%b3%d8%a7%d8%ae%d8%aa%d8%a7%d8%b1-dmz-%db%8c%d8%a7-demilitarized-zone

