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Decline of paper-based checks

e paper-based checks are expensive to process.

— it is drawn before being able to determine that the

payment can be made.
bounced checks }

* debit cards
— has all the properties of a check-based payment




Payment transfer between centralized
accounts

* direct payment

— Transferring money from the payer’s account at
one bank to the payee’s account at another

* indirect payment

— Giving an authorization to transfer funds from the
payer account to the payee,




The same centralized on-line financial
Institution

e Subtract an amount from one account and
add the amount to another account

* No financial-clearing networks are needed

* Over 20 different payment systems using this
approach, on the Internet.




Payment Systems Based on Centralized

Account Model
BidPay www.bidpay.com
Billpoint www.billpoint.com
C2it (Citibank) WwWw.c2it.com
CheckSpace www.checkspace.com
Cybergold www.cybergold.com
Ecount www.ecount.com
E-gold www.e-gold.com
eMoneyMalil www.emoneymail.com
Flooz www.flooz.com
gMoney Www.gmoney.com




Different services

* To pay for items bought at an on-line auction
— Billpoint payment service(eBay)

* To paying on-line merchants participating in
the scheme

— InternetCash and Mon-e

e Parental control of spending
— RocketCash




Different services (Cntd)

Reward for viewing advertisements or
participating in special offers

— Cybergold and Beenz

E-mail payment systems

— PayPal, Yahoo! PayDirect, Propay, and C2it (AOL
QuickCash)

user-to-user payment systems

(group payments)
— gMoney




Funding the account

* The account can usually be opened on-line
through SSL

 The information requested
— name,
— address,

— contact details of the account owner
— physical bank account details

* Restrictions on
— the funds limited to $10,000
— daily value moved into or out




payment card

 The most popular method of funding an on-
line account

* The bank acts as a credit card merchant,
accepting the card payment




Encourage users to sign up

* Fees have been waived.
e PayPal
— users were paid up to S5 just for signing up,
— S5 for referring a friend who in turn signed up.




PayPal Authentication of the card owner

1. Sends two credit of different small random
amounts between 1 cent and 99 cents.

Each transaction will be labeled with two

different unique PayPal merchant number
identifiers

Credit amounts and merchant identifiers is then
presented by the user to PayPal to prove that he
or she is indeed the genuine card owner




Transferring funds from a regular bank
account

* funds transferred using existing financial
networks

e ACH debits

e e-check (without digital signature)




Authentication of the real-world bank
account holder

Yahoo! PayDirect

Deposits to the bank account for random
amounts between 1 cent and 99 cents.

The user must then query his or her financial
Institution,




Other schemes

* Traditional nonelectronic

— posting a money order or a paper check to the
offices of the on-line payment

* prepaid card

— Buying a prepaid card in a physical store and using
this to fund the account.

— Enters prepaid card ID on Web site by SSL
— Once entered, the funds allocated for that account




Anonymity of prepaid card

It is not tied to an identity.
it is not as anonymous as electronic cash

all transactions made from the account are known by
the on-line bank

If the user’s identity is later revealed, perhaps by
releasing a delivery address as one of the
transactions, cooperation between the merchant
with this information and the bank can reveal all the
spending details of that user.




Funding from other
related schemes

e RocketCash

— funded with monetary value from other
centralized accounts

* Exchange from one system to another will be
possible




Authenticated account transfer

Payment
— account ID of the payee
payment amount
e time and date




Authenticated account transfer
Account ID Amount (9)

vsUserA@domain1.com  104.75
UserB@domain2.com 16.00

3. Web payment
1.Payment transfer ey
i verification over SSL
authorization over SSL

2. E-mail payment
notification




Billing

e-mail, sent by the system to the payer,
requesting payment of the specified amount.

sroup billing




Merchant Application Programming
Interfaces (APIs)

* Manually processing more than a small
number of payments per day

* |[ntegration of the payment system with a
merchant Web site




User to high-volume merchant payment in
centralized account

payment indication

1.Select account payment system

. Redirect to payment system
with transaction details

5. Payme* Indication rrom payment system integration
—

E. Purchased goods J




Withdrawing funds from the system

 Withdrawing is not allowed
— Prepaid card

— monetary value is not held in an on-line account
e A bridge for payment

* Funds can be
— credited to a payment card
— lodged into a traditional bank account
— mail out a paper check to the account holder




Business models

 Any money that is kept on deposit can be used
to earn interest
 Transaction fees

— fund an account
— withdrawing funds from an account
— merchant APIs

* banner advertising
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The safer, easier way to pay without exposing
your credit card or bank account number

What is PayPal?

How we keep you secure

How you checkout faster



Minimize Risk.
Maximize Revenue.

PayPal is one of the most secure ways to accept online
payments and a preferred choice of your customers.
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Login | Help | Security Centre

PayPal

Create your PayPal account secure )
Your country or region

Canada v [#]

Your language
U.S. English +

Already have a PayPal account? Upgrade now.

Business

For merchants who use a

Personal Premier

For individuals who shop online For individuals who buy and sell

online company or group name
~ Get Started
_ Get Started | _ Get Started |
Learn about low PayPal fees.
Contact Us
Copyright © 2008 PayPal. All rights reserved

= Consumer F ayPal Pte. Ltd i Li" & holder of PayPal's i’.l:n'i‘l:f vaiue
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Login | Help | Securty Certre | Search|

PayPal

Select Payment Solution

| want to sign up for a payment solution:

Select Payment Solution
Website Payments Standard

Website Payments Pro

Virual Terminal

PayPal as an Additional Payment Option
Email Payments

PayPal for your eBay business

Payflow Gateway

. , | don't know
About Us | Accounts | Fees | Privacy | Security Centre | Contact UST

Mass Pay | Our Blog

Copyright © 1999-2009 PayPal. All rights reserved,

als |




Website Payment Standard
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PayPal SOAP High-level Diagram

PayPal API Servers

Test:

apl.sandbox.paypal.com/2.0/
apl=3t.sandbox.paypal .com/2.0/

Production:

api.paypal.con/2.0/
api=Jt,.paypal .com/2,0/

SOAP / p
API client wm;""‘;: 4 ,.:.‘:‘&,
application / ove

between AP : PayPal :
service and COI‘E Services
PayPal main -
sile

!
I
|
\

Test:

wWww. sandbox. . paypal.con

Production:

www.paypal.com

PayPal Main Interactive Site




Diagram of SOAP Request Envelope

SOAP Request Envelope

eBL:RequesterCredentials

:API user-id: <Username>

: API user password: <Password>

- API Signature: <Signature>

: Third-party Authorization: <subiect>

eBL Payload

elements specific
to particular
PayPal API

Security

The PayPal SOAP API service is protected
to ensure that only authorized PayPal
members use it. There are four levels of
security:

1.Arequired API username (Username

and API password (Password field)

2.A third required authentication m
which is either one of the follow
—Client-side request signi
issued API Certificate

—Request authentica
Signature incl




The safer, easier way to get paid

by customers around the world /4 |
/ i

PayPal L. ospnl sls cslo,s ¢l osge sl JS5g

Express Checkout

ite P n 0 :
wecﬁb ﬁ I} ?5) &)"'}Zﬁ,}ggg s (K p5I o898 55T o0 ST °

Aluwd > olKg,8 SO b/ SE w95 po ST ®

PayPal Checkout




EXxpress checkout
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PayPal Flow e CAIOLES

— W W

PayPal redirects customer to B Yourisenste
merchant site

Add PayPal Checkout button Call GetExpressCheckoutDetails API

A N

T T 1 R ] . umm
S hopping Cart sfored Shipping : Rareipt Confirm 2tion

. & Billing Infa ‘ .
: Customar reviewws Cuztarmer view's © Cugtomer visws
[ ——————— : shipping and kiling orcler review page - order confinmation

Cuztomer pays wih : info, thar pays
PayPd. :

A\ A\

Call SetExpressCheckout AP Call DoExpressCheckoutPayment API

Redirect customer to PayPal
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Website Payment Pro
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Website Payment Pro
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I Payment Customer enters

information on

[_m - iiii] ' Bdling-- your website.

e I
Customer pays Shipping
with a credit card. 3> . '
Shopping Cart Confirmation

_ﬂl

PayPal processes

payment.

e

—_ B8, | | i
@ Customer confirms

m Stored Shipping ) purchase and
¥hve safher, eanins way b ety . & Billing Info returns to your site.

Customer pays
with PayPal. REQIEU mm&:’z&@




Your Websita
Shopping Cart

Shipping Info
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Direct Payment API
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Recurring Payment
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Virtual Terminal
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PayPal -.L. ,» Refund , Void .Capture

Capturing Authorization
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Processing a Refund
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Withdrawing Funds

* Requesting an Electronic Funds Transfer
e Withdrawing Funds by Check
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My Account Send Money Request Money Merchant Tools | Auction Tools
Overview Add Funds Withdraw History Resolution Center | Profile

Withdraw Funds Secure Transaction &

PayPal offers the following options for withdrawing funds from your PayPal account. In
addition, you can can transfer your funds to the PayPal Money Market Fund (application
required) to earn a return on your PayPal balance.

Options | Processing Time

- - USSTIPLWY VOR—

Transfer funds to your bank account 34 Business Days

Request a check from PayPal 1-2 Weeks

Instant
Shop with a PayPal debit card {once you get o cord)

Get cash out of an ATM Instant $1.00 USD

Instamt Fres!

Shop onling with a PayPal virtual card

'
Buy from over 42,000 PayPal Shops Instant Free




« Paypal had only two cases where either corruption or dropped
messages impacted the reliability of the protocol. If Paypal
receives a corrupted message from either the buyer or the
seller, it will send a request for the sender to retransmit the
data. These requests will continue until Paypal receives a non-

corrupted message.

The reason so little could be simulated in Paypal concerns the
two individuals. Paypal has a free thinking individual on each
and. A person can look to see if they have received messages
without brompt. A compouter needs to know that he is

1 I authorize $ to be sent

Paypal

to this eemail addr _
Confirmation
yﬂ/

PayPal |Protocol

1l - You have recv’d $ from buyer

ConfirnTsion/




