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## version not strictly necessary but good practice to include for future
## DEFINE DIT ROOT/BASE/SUFFIX ####

vV format wp## uses RFC

## dcObject is an AUXILIARY objectclass and MUST

## have a STRUCTURAL objectclass (organization in this case)
# this is an ENTRY sequence and is preceded by a BLANK line

dn: dc=example,dc=com

dc: example

description: The best company in the whole world objectClass: dcObject
objectClass: organization o: Example, Inc.

## FIRST Level hierarchy - people

# this is an ENTRY sequence and is preceded by a BLANK line
dn:ou=people, dc=example,dc=com

ou: people

description: All people in organisation objectClass: organizationalUnit
## SECOND Level hierarchy - people entries

# this is an ENTRY sequence and is preceded by a BLANK line

dn: cn=Joe Schmo,ou=people,dc=example,dc=com objectclass: inetOrgPerson
cn: Joe Schmo

sn: Schmo

uid: jschmo

mail: joe@example.com

mail: j.schmo@example.com
ou: sales
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[ ("ABSTRACT"/"STRUCTURAL"/"AUXILIARY")Whsp]
; default structural
[ "MUST" oids |; AttributeTypes
[ "MAY" oids]; AttributeTypes
whsp ")"
A0 3T M0 g ) awls gies ay Whsp

olsiy J0s 33 @y (0155 sl ass ppb AIss C)ygo @ ) HLeh)y e asiyl sls @
Cuwl axs1 0PENLDAP sga core.schema js country casyes il yj 3)lsiGawl ast (ullS ca5ayl

NAME 'country' SUP top STRUCTURAL v.4.0.p objectclass (
MUST c
MAY ( searchGuide $ description ) )

@S Ly 18 @ s )y ol suly Jb



Ol gollS GSayT el G ool 93 b a3 a5 cawl ,alllhuol objectclass
NAME 'country'v.¢.o.p
) oD JaSii3 ghay gy §l a5 Sl gslls 8T aSy sl b chyyes

235 a3aTwl JullS G581 o 1 swilgly ol 1y eed LB o6 b a5 sesus sjlal Laib & NAME 'country!
sis91s OID (Objectidentifier) o1 a a5 cuwl P.¢.0.0 o1 Syl asy Cramsd

bl a5y a5 Cwl () eeos 5 e o3laTw) (mlS 5831 a8 (s)p (35 a8 a5 335y (,5)6

18 a5 OID jl a5 ) sy s ool aandy TANA j oslatw) § 3ga G5y sl 1y salg OID &y syilgivs
iS5 23(@Tw) Cuw) aid a3(aTw)

SUP 'top'
Ol 34y JEalw Gy ) ¢5ia o (SUPerior) syls sl (5 gulls cSasl o) By siSas el

OS5l g Ma b & Milgire gwllS G501 o .l 38)3 )Gl yo bl a5 cuwl top o Mg 3)08 a3l s
Al aubls gwls

A0 s )y Jdss By silgTas gullS ST gl a5 siswe onel STRUCTURAL

G1A)s Q) )8 Milgiae (5)Balw gwllS Cﬁg{\ G Lol sl Jass ys silgins ¢5)Baln gwllS C\SA_._)T €00 Q1 Li5
£63 ) ailgTas gwllS CSayT 5y) -0)0 (1l ) i Olellbl. (bl ($)Eblw JullS C35a3T Gy 33))6 395 g ( abl

sl ¢,cli®)
(top)Jis

Gwl S § m\awﬁ\gq&aﬁm\d‘@aynﬁ;ﬁx@mggji\s\wdunSC\SA_q’\'dgC\gw)s
010 asaTw! (§)Tisl slavl (sl 5)Eals g5 58] jo g3

391 3080 @ |y Jass 5y 333lg3aad (sleiS @y Lol

'‘DESC 'description
o) 83)5 83 1T aSiol Juls @ . D6 JBs )y 3)08 ool

(33 300 () .o (0 gollS Cxig__ﬁ 00)> Olelbl g 193as 3)0.6 )3 (;AMAGT Cuwl PoAiLs ol o0 )| a5 yphilsn
Gl 1) JSib @ anse3 b gulls OSasT .Cuwl aaid 31y Y3 sidlgass 1y eib a5 ¢3S sl Y Sy

NAME 'country' SUP top STRUCTURAL v.¢.0.» objectclass (
character iso assigned country code'vy DESC''
MUST ¢

MAY ( searchGuide $ description ) )
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)5 @8) |) Olalgd) j) )by an603 L ploixe
MUST c
(C O3ga1)3) Lais) )s) sifumn (5)lal Gy 31 )s b Sgay3) as sasys ol MUST

uollS x5ayT Sy Laigl ) )51 g sadins slay) gwllS GEmT g3 ) 390 G 3ais o )ixEs Cigus) o3l (g1 )5)
Al o) slas) Jases e Lyed (5)Balw

Cuwl osils Lhy)@s 3)96 Gy laiy) )s
@)13500 s Crelle Sy OGP o PlLs § EaiSue aslaTwl il )| BB sia el sl
Jaib ol @
attn $ attry $ attrn
S (0 B3 Cramd 3] eabl Aliblss (5)bal C3g1)3) )5)
MAY ( searchGuide $ description)

oollS 35T S slasl (sl (3T )an @ () § siTums (5)BIA) Cuny) o3l s o O3l a5 sesas ol MAY

L)

A0 (6 (B3A CLawmd (3] EMLL AXbIN (5)IA) C3ga3)31 K51 .3)1s3 YTl @y Jld Cga)sl Gy

153 JUs »ig
30 (-8 Chnas tOP aigia
. NAME 'top' ABSTRACT ¢.0.p objectclass (
MUST objectClass)

abipas QB aSigl Juls @ 3o (8 WS ) Bl G5 ST S weaa sesrs LIS 3)gs ) gxisss
bl atibls SUP silgives cul jEals 5y Cramd ¢)300

OID.cuw) axih cayye’ X.0oo 59)3 (sla 3)ls3Gw Gab 13

G )5 ol s 5)ba) Lal. soib iyl LDIF js tOP a5 siyls 3356 sGuw) 5yl
dcObject w)es

NAME 'dcObject'ciew.¢¢ic1.1.1c.1.¢. 0.1 objectclass (

v: domain component object'icpp DESC 'RFC SUP top AUXILIARY MUST dc )

Jbss ) paae €45 Lhyad b (i3 oloTasl. eNiS Liyel paes oullS GEaT G jeba sesres ol 3)00 o))



)3 slayl

(Objectldentifier)cuw) s astatw) )la3 ¢ogas OID j) JBs o) )s grsse
)5 e’ DN 53 dcObject ¢l y 0lgizs joba sasys ol 1) 35

dn: dc=example,dc=com
dc: example.com
objectclass: dcObject

objectclass: organization o: Example, Inc.

Aoib 0 ylow o1 s9). DcObject sis ¢» slas) |y Jass a5 cuwl objectclass: organization ¢l

Slgire oulls CaSasT A joha sesrs s gxisss § sesss ol )y pilotOrganization wayes sgas yj JGe
sle g organizationalUnit ¢ organization a gs yo Jis 3 )s.5B0 alibls sllg Gy )l gy
Aie pilotOrganization

)23 J1)s G)lg3 0olgh 3)06 )s iy Oilclbl(sy (0 Gl ay gasdlg elad i 1) 308 Oiluogos s3j)s JB.s o3 )s
objectClasses:( NAME 'pilotOrganization'p.i€ so.| 0. 00 PQI.PICWP.q 6.
SUP ( organization $ organizationalUnit ) STRUCTURAL
MAY buildingName )
asaiwl gulls Ci5ayl M sald ey 3 ) Olalbuo) ol Laib )51, eo) 83)5 s 1y OBSOLETE oslalbuwol Ls
W J1 s o g3l
33)1s 1) 1) sleashg ¢ silwe Oilelbl sols Il b Giga)3)
A3 J1)ys o ©g1)51 OL10gIns 3)g.6 )s sibs 4T85 I8 a5 (53)9.0
Ol Gy el
Ol 1) @ andd § 3358 goaiis Section p o PP (RFC p.ac(gulinl p Cganys) (B3 L3 ¢oum) 26ah
AttributeTypeDescription="(" whsp
numericoid whsp; AttributeType identifier
[ "NAME" qdescrs |; name used in AttributeType
[ "DESC" qdstring ]; description
[ "OBSOLETE" whsp |



[ "SUP" woid ]; derived from this other

; AttributeType

[ "EQUALITY" woid; Matching Rule name

[ "ORDERING" woid; Matching Rule name

[ "SUBSTR" woid |; Matching Rule name

[ "SYNTAX" whsp noidlen whsp] ; Syntax OID

[ "SINGLE-VALUE"whspl; default multi-valued

[ "COLLECTIVE" whsp |; default not collective

[ "NO-USER-MODIFICATION"whspl; default user modifiable

[ X~-ORDERED whsp type |; non-standard - default not X~-ORDERED

[ "USAGE" whsp AttributeUsage |; default userApplications
thp II)II

J0s 33n il sby giiy yo 1o @ 18 AT Sl @. ML aibls 3989 20 § Cuwl Awls sbas ay WhsP 3i5)(5
20235 £opb

axblsy openlDAP sga core.schema Jule )l a5 cawl commonName (CN) s)lsiGw) w3 Ay yj JGs

.Cunl a3k
NAME ( 'cn' 'commonName' ) SUP name )w.xc.o.p attributetype (

B[R VS PRISPPNTEI

Ol Ogawys) el Gy o3l Gy siSss goidiis attributetype

NAME (‘cn' ‘commonName')w.ic.o.p

Gl aab (1303 Craud ¢s ) § siSus iy Sga3l ol sl Syl o6 Gy

NAME (‘cn' ‘commonName')
1(CN). 80605 oL Gy g sy)ls Jol5 eb Gy Lals JUs 3] )3.50) -0 )5 @ plwil sy eed LB @b Gy ) sy
0 U sin y)e3 sIy. 3l )T a5 ¢ils) G alills)lad 3989 2595 g (5)La3s) sla @b 51y (3330388 pa0 8k
) alg) 131wl ass1 Jol CN aSiol ybld w. sass 3 31 99)s 1) s § 3335 1ss @ )l ) (g3 old
il (primary
Cwl ags (b 0o b guSsisl )y Jass (354 o)

name ol iy ais) ). Cawl ¢34y JEals 53 pac § 3l Mg G Sl @) a5 sesas oEISUP 'name!



)1 308 @ JoGIAAL (5539 S Gy Ayl agle a3 spas Gl ay o1 1y gials 5139 ela3 g3l () § Cawl
QB Y585 B8 § 3)5083 (,5)6 s @3)91 (-0 ) 01 35c NAME sl @ 5kl oG Gy b OID &y silgireSUB

S0 (6 0gd
CN)sJlg(sd5 o Linyes Iy NAaMe y) cayyas

NAME 'name'\c.ic.0.p attributetype (
EQUALITY caselgnoreMatch

SUBSTR caselgnoreSubstringsMatch

FOAY VPR O{LLIPI Q019 ¢IEL)LIE)g. 0. SYNTAX

3358 slediay 31663

EQUALITY caselgnoreMatch
o1 59) wg) alkwol Jla ol ys 385 o Jac gaims slo yis elEis )3 Jls 338 § o) Goa a5 sesre i
0D (8 (B0)a 0303 G)) § (3005 Ay 939y gwba eac Acly
soliye Lhyes (o el lw ) g Cuwl (0 siilas 636 Sy CaselgnoreMatch
o 03w Ginyiw) Ol sle galuws s )izl Lel VG sisls SUBSTR caselgnoreSubstringsMatch

Gy U0 siilen  03)5 byl |y Ghh § (5805 Lag)s @ O34y wbms BE Laigl a5 (CN=Jim)) Jis o guSs)(seh
11IP) 0.9 1.6 0.0 SYNTAX ) AG VPO .30 (0 (el lo ol b )y g Cuwl (0 sidlss oe3E

18 01 59) M0 (Ao (L)) as g 33538 Joad Sl €03 ) 1y sLs €65 g 3i5xs goiiie Cauwl OID &y o)
00 elad) o)ad jl

section p o PP.RFC p.w.ic Laisl )s Jal5 Caumy)

“UTF A g cauw) osid caye3 section P o PP RFC 1.4 o )s a5 (s) alils) ¢5)035)ls a5 Cuwl 83)3 casye’ laiy) ys
b0 o $)LIB) § Gl g1 gbss JilE Hlsks YiShaa sxiss glis} AGVPI {)lsis ¢1€¢ o 11SO 3)lailwl Gib

Other Characteristics

SINGLE-VALUE
USAGE 'AttributeUsage’


http://www.zytrax.com/books/ldap/apc/rfc2252.txt
http://www.zytrax.com/books/ldap/apc/rfc2252.txt

ORDERING 'matchingrule'

Additional Definition Elements:

'X ORDEREDtype"

R si5len piled

300 (6 bagys Yo O3 J) Sllac Cramd @ (b siiles B13le8

ol (0 ba3)s 3)1s 3080 Jopw 05 J1 )y a5 Slpwlas slgagaid @y (I sidlas Ba3led

A3)183 fhas ay)es ay s g silasid Lan@s s J) )i 308 Jals )3 (I sidlas 333198))

EQUALITY, o0 @ slecoans ) (30 sidlan 333198)P 531 ol iy’ sSubschema Jals ysmatchingrules
1 331033 bung3 (30 sidlas 3331g8)W gaTma 3518300 (0 Chyyel o3l Jals )» ORDERING ¢SUBSTR
Gl ok chyye3 SUBSTR (e 25 aslaiw) (o 3)(8lg

0OpenLDAP ()als (b siilas (333198
i Gl (o el Olw )s as ) 3 J) ) (20 siiles 33168 33193as 1) s33Ls (5)3ws §) d3laiw]

Idapsearch -H Idap://ldap.example.com -x -s base -b"cn=subschema" (objectclass=x)"
matchingrules

@3a 1) —H silgTas 3iSus oslaiw) J5g) yopw i) )81 g 3385 )Tl 34 L Jl cwls b Y)ldap.example.com
313)5 o B 1) S8 Oas HeTws o)
# Subschema
dn: cn=Subschema
. NAME 'objectldentifierMatch'w\.o.» matchingRules: ( )Aw.1.1p1 d.11.4¢1€).1.1€1.¢.w.) SYNTAX

NAME 'distinguishedNameMatch'.w\.o.» matchingRules: ()
PLLIPL QuLg il c). 0w SYNTAX



NAME 'caselgnoreMatch'v.w.o.p matchingRules: ( o )1.1.1P1 0.11.¢¢ €)1 1€.1.¢.w.1 SYNTAX

NAME 'caselgnoreOrderingMatch'w.w\.o.» matchingRules: ( o)
L1 QL9 @KL ) 6w SYNTAX

NAME 'caselgnoreSubstringsMatch'ic.wi.o.» matchingRules: ()
A0 LIPL 001L9gIE)LE L w0 SYNTAX

.0 NAME 'caseExactMatch'w).o.» matchingRules: ( o )1.1.191 0.11.¢¢ 1611161401 SYNTAX

NAME 'caseExactOrderingMatch'e.w1.0.» matchingRules: ( o )
LLIRL 00194 . W) SYNTAX

.Y NAME 'caseExactSubstringsMatch'w\.o.» matchingRules: ( )
AOLIPL OG0 SYNTAX

NAME 'numericStringMatch’A.w1.0.» matchingRules: ()¢w.1.1p 0.11.¢¢1c)1..).¢. 0.0 SYNTAX

o NAME 'numericStringSubstringsMatch'i.wi.o.» matchingRules: ( )
AOLIPLONLYGELLIELg. 0. SYNTAX

NAME 'booleanMatch'wi.w).o.p matchingRules: ( .V )1.1P1 d.11.4¢1€1.).1€.).¢.w.) SYNTAX
NAME 'integerMatch'ic).w).o.» matchingRules: ( v )p.1.191 d.11.¢¢1€).).1€.).¢.0.1 SYNTAX

o NAME 'integerOrderingMatch'i.w\.o.» matchingRules: ( v )
PLIPL DALY YL W) SYNTAX

NAME 'bitStringMatch'¢\.w1.0.» matchingRules: ( )¢.1.191 d.11.¢¢ €)1 1€.).¢.w.) SYNTAX
v NAME 'octetStringMatch').w).o.» matchingRules: ( - )i€.1.1p1 d.1.9¢11.1.1€1.¢.w.) SYNTAX

NAME 'octetStringOrderingMatch' Al.w\.o.» matchingRules: ( - )
AR RARIRZZ' SRR RATARY (\ 172V,

matchingRules:. NAME ‘telephoneNumberMatch'p.wi.o.1(
00 LIPL OALeGELLIC)g. 0. SYNTAX

NAME 'telephoneNumberSubstringsMatch'yp.wi.o.» matchingRules: ()
AOLIPLONLYGELLIELG. 0. SYNTAX

NAME 'unigueMemberMatch'wp.w).o.p matchingRules: ( )iew.1.1p) 0.11.4¢1€1.1.1€.).¢.w.) SYNTAX

v NAME 'generalizedTimeMatch'p.w).o.» matchingRules: ( )
1€R.1L1P OM.¢ 41116 0.) SYNTAX

NAME 'generalizedTimeOrderingMatch' Ap.w1.0.» matchingRules: ()
EP.LLIPL QL9 oKL . W) SYNTAX

NAME 'integerFirstComponentMatch'qp.wi.o.» matchingRules: ( v )



PLIPL DALY YL w.) SYNTAX

o NAME 'objectldentifierFirstComponentMatch'w.wi.o.» matchingRules: ( )
AWLIPL 001G )G 0. SYNTAX

NAME 'certificateExactMatch'icw.w).o.p matchingRules: ()1 o. V.1 AKIERW. ). ¢ PAP.) SYNTAX

NAME 'caseExactlAoMatch'1.i€11.9 - 1.4 ¢i€).1.1€.1.¢.w.) matchingRules: ()
YP1IP DNLGICL) ). ) SYNTAX

NAME 'caselgnorelAoMatch'p.ie11.9 - 1.¢¢1€1.1.€.1.¢.w.) matchingRules: ()
AAR A RIRZZASRRSARAVRRO) (\RVAV.4

NAME ‘caselgnorelAoSubstringsMatch'w.i€11.9 » 1.¢¢€1.).1€.1.¢.w.) matchingRules: ()
¢P.1IP 011G L) W) SYNTAX

NAME 'caseExactlAoSubstringsMatch'y.p.).w . pic.).ic.1.¢.w.) matchingRules: ()
¢P.1IP 011G L) W) SYNTAX

NAME 'integerBitAndMatch'w « A.i€.1.¢ 0O W «.K€A.P.) matchingRules: ( v )
PP Q991G 0. SYNTAX

NAME 'integerBitOrMatch'ic « A.I€.1.¢ 00 W11 «.KcA.P.| matchingRules: ( v )
PLIPL QoL )G W) SYNTAX

Al cubw wlp ) OID o) walSl wayyed sailglse Laid

@3 J Shlec sla Coap) g o AGayl

(@37 Lo g 33538 )(5 L J) gSp 3iSxs (hy)@3 a5 33)ls 3080 ¢36)> S0 @ O J1)s Sl g ATy sshad
0300 (0 (Sblac )

300 (583 0333 (s3le B )3 § sd)ls Yhd FOOEDSE s wilél lo c3gas) g o a5y o)

03 (0 ol 1) s Jase b gingle O3ayT g 5) gwl 53 ©g) bL3) 2943 13) @)L
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it {roatDEE ]
operaticonal

Stuff L[subschema ]
abjectclaccec

DIT1 | | DIT2
(dc=example,dc=com | (dc=example,dc=net |

(ou=people) (Su=pecple)
—— LDAP Server [

aia ) (o Oga)3l g Lo ST o) swlgTas siop s JI S b
i ) b Olblac o) sadlgine 1) jeTws b

Idapsearch -H Idap://ldap.mydomain.com -x -s base -b "" +

3313)338) 1) 1) B0 WMD (513D JoTws ()
dn:
structuralObjectClass: OpenLDAProotDSE configContext: cn=config

namingContexts: dc=example,dc=com namingContexts: dc=example,dc=net
monitorContext: cn=Monitor

o)W o i€ (Contentsync RFC 1.1.9.1.w . pic.1.Kc.).¢. .1 :supportedControl
Vo)WIc RFC p (ProxiedAuthv AlLIE.w .0 ¥ W11.) .ICA.).P:sUppOrtedControl

supportedControl:vv)ww (ManageDSAIT RFC p.ic.p 0.1 V W]1.] o.iCA.¢).P )W V ¢W (SubEntries
RFC\ o.1.1.W 6 PIC.)I€).¢.W.1:supportedControl

)¥9¢ ¥ (pagedResults RFC qiw.ic.1.¢ 06 W) o.1cA.p.1:supportedControl )¢ v AW (MatchedValues
RFC w.p o | AKCIERW.).0.¢PA.P. :sUppOrtedControl v)p o i (Post Read

RFC p.w1.\.1.¢.w.1:supportedControl

V))¥ o i€ (Pre-Read RFC1.w1.).\.¢.w.1:supportedControl

AP 0 I (Assertion RFC pl.1.\.¢.w.\:supportedControl

JAA o W (ModifyPassword RFC1.11.1.w » Pi.1.I€.1.¢.W.\:supportedExtension
)W o i€ (WhoAmI RFC w.11.1.w . pic..IC.).¢. .1 :supportedExtension

)9 - 9w (Cancel RFC A.\.1.¢.w.\:supportedExtension

o)P o i€ (Modify-Increment RFC 1.1.1.¢.w.\:supportedFeatures

)€ Vv ¢w (Operational Attrs RFC1.0.1.W « Pic.).I€.1.¢. 0.1 :supportedFeatures
)q¥ o i€ (ObjectClassAttrs RFC p.o.1.w » PIc.).I€.).¢.W.1:supportedFeatures
)¢¥ 0 i€ (TrueFalse RFC w.o.).w - pi.).K.).¢.w.) :supportedFeatures



)94 AW (LanguageTag RFC 1€.0.1.W o pic.).\€.).¢. 0.\ :supportedFeatures
Jv¢ AW.0.0 (LanguageRange RFC 1.w o pic.)..).¢.W.\:supportedFeatures
w:supportedLDAPVersion

supportedSASLMechanisms: NTLM
supportedSASLMechanisms: GSSAPI

supportedSASLMechanisms: DIGEST-MDo
supportedSASLMechanisms: CRAM-MDo
entryDN:

subschemaSubentry: cn=Subschema

Ol 8381 Culw s lo Ollac ol )) @185 jo 603

s J) aylgl Oileghi3( P guay
o3l ¢5)035pls
@530 £o)b ol (181 § 23w (I b

213080 @ JEib) goalis ¢ Gl gSas 1)ET ENS1s )5 O J) (530 @ sha b (389
2 @38)3 83330 1) Caxiel Jais ogalas W slaed uals sly Ls

A5 855 Wig)s) By JTib @y sl @ 393193 (8 a3 ))E sl o3 s ) ees o osls palpty

o slayl (5363 (ol asly )y aiy) oy swliby asly a3 l) o1 swleles saTwled oles) yo Ladb

Qs Ay shb

3)66 031 )3 133 (305 (38, 3335 398 O35 (8 B0 ) 398 pac elad syilolrs Laids § Cuwl @gs Aays Gy o)
3G (0 C80

a3l aaid 83)01 Lais) abuly gl )s Jud BB aiged NV

1 1) )GALL eaiSas o3laTw) 34 Cus C399) (sl Cro)d AC ) § eaiSas ey’ Gunls RFC W vV ciusyé il L

ostaTwl 3hé) olad)ls 51y OU C3ga3)31 il g eauagiy 0Al5 ag)iss 5y easlodrs.eass (0 azwgs people
000 (-4 1) JT0 anib Ls )Galw .eiSxs
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[dc=example,dc=cum j

E ou=people j
entries

— >
—
—

$)BEBL gwllS CET Gy QAT
.Cnn\szu9),_)\)3@»)(5._\@43)439.&»»\@9\0»1.\5Cﬁi_\._ﬁd__\g@\)s(:)lljﬁugtmalﬁ')\d)q.\.\x_\
035 02163 ) goyib 1330

a .Cwl s O inetorgperson Jeoses sbj s sla JGalw § Jgozs sla oslatwl )l (syluwy (slp
@5 @Bl 15T eiloirs Iy @3)5 dbgeld ) shs 151 .01 (o Ogap) 3@ § 0T Gih 38y JEAL Qs
Gl b plad Jab gq6gs § ea38)5 eaand Ooh a3l asls elail I€ alays §s a5 )5

slapd.conf Jy&

aslatw! Oracle Berkeley DataBase (BDB)sil 5y j) sans 2jls) g cawl slapd.conf JGs Jald Gy o)
Aoy (6 iy 1) 03l 0iS) o s J) (xS
#

- SIMPLE DIRECTORY ########H#H#H#H#\##H#### SAMPLE
#

# NOTES: inetorgperson picks up attributes and objectclasses #  fromall three
schemas

#

# NB: RH Linux schemas in yetc,openldap
#

include,usr/local etc,openldap/schema,core.schema
include,usr,local,etc,openldap/schema,cosine.schema
include,usr,local,etc,openldap/schemayinetorgperson.schema
# NO SECURITY - no access clause

# defaults to anonymous access for read



# only rootdn can write
# NO REFERRALS

# DON'T bother with ARGS file unless you feel strongly # slapd scripts stop scripts need
this to work
pidfile yvar,runyslapd.pid

# enable a lot of logging - we might need it # but generates huge logs
loglevel 1-

# MODULELOAD definitions

w.p# not required (comment out) before version moduleload back bdb.la
# NO TLS-enabled connections

# backend definition not required

HHAHHBUHHABHBHHBH AR HBHABHBHABHABHBHABH AR HBHABHBHHBHHH
HHAHHBHARH HAHHBHHBHAHH

# bdb database definitions
#

# replace example and com below with a suitable domain
#

# If you don't have a domain you can leave it since example.com
# is reserved for experimentation or change them to my and inc
#

HHAUHHBUHHABHBUHHBUHHBHBUHHBHBHHBUHABHBHHBH AR HBHHABH BB HBHHH
HHAHHBUHHABY HHBHBHHBHARH

database bdb

suffix "dc=example, dc=com"

# root or superuser

rootdn "cn=jimbob, dc=example, dc=com" rootpw dirtysecret

# The database directory MUST exist prior to running slapd AND # change path as
necessary

directory var,db/openldap,example-com

# Indices to maintain for this directory
# unique id so equality match only



index uid eq

# allows general searching on commonname, givenname and email index cn,gn,mail
eq,sub

# allows multiple variants on surname searching index sn eq,sub

# sub above includes subintial,subany,subfinal # optimise department searches
index ou eq

# if searches will include objectClass uncomment following # index objectClass eq
# shows use of default index parameter index default eqg,sub

# indices missing - uses default eq,sub index telephonenumber

# other database parameters
# read more in slapd.conf reference section «s.. | cachesize
o\ Avl checkpoint
055
o plail Jus b checkpoint g cachesize Clsybis .easdd PAET 1) guulss o139 Olasbis eailiys La()

Cunl s puis)dy § 3)akac Lads (51 )51 .35 515018 §1 gunGys )3 OGS (slalbs (5)luy sigigs Eicly g 2il
3303 13 304 jl3 gwlwl 1) (31 BDB Oilayhis easlis spSst b elglas

Iy (& asls plags )5 a5 eansys djlal Lo iy ) .5 (0 LhI)@3 ACCESS (sla (5)035)s j) aslaiwl § Caics) (P
(03093 )] 3933) 3)1a3 o0} Cga Jhal (3319

ys osib a3 dn ol i) aslaiwl b exilgise Ls Cuwl assl rOOtPW g rootdn aails Juls §s a5 jghiles
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## DEFINE DIT ROOT/BASE/SUFFIX #### vV format wy## uses RFC
## replace example and com as necessary below ## or for experimentation leave as is
## dcObject is an AUXILLIARY objectclass and MUST

## have a STRUCTURAL objectclass (organization in this case)
# this is an ENTRY sequence and is preceded by a BLANK line

dn: dc=example,dc=com
dc: example

description: My wonderful company as much text as you want to place K continuation
data for the line above must pw in this line up to
have <CR> or <CR><LF> i.e. ENTER works

on both Windows and xnix system - new line MUST begin with ONE SPACE
objectClass:dcObject

objectClass: organization o: Example, Inc.

## FIRST Level hierarchy - people

## uses mixed upper and lower case for objectclass

# this is an ENTRY sequence and is preceded by a BLANK line

dn: ou=people, dc=example,dc=com

ou: people

description: All people in organisation objectclass: organizationalunit
## SECOND Level hierarchy

## ADD a single entry under FIRST (people) level

# this is an ENTRY sequence and is preceded by a BLANK line # the ou: Human Resources
is the department name

dn: cn=Robert Smith,ou=people,dc=example,dc=com objectclass: inetOrgPerson
cn: Robert Smith

cn: Robert ] Smith
cn: bob smith
sn: smith



uid: rjismith

userpassword: rjsmitH

wy) carlicense: HISCAR

pPEP-111 homephone: ooo-

mail: r.smith@example.com

mail: rsmith@example.com

mail: bob.smith@example.com description: swell guy

ou: Human Resources

O

300 (8 £QULHL Lo Crial5()

kG dN e gopb il JiB 33l abold bi Sy Jls (P

G b sy i ) § 3300 elel (NEW liNe)syss bd b Lals a5 sigilins 5334458 (3)010 )3 (b 3is Slanisgd (W
g0 gopb aliols )3S)(5

oaid Ciyes (gwlls Ci5ayT elad a0 asisl Jus a3 .axiw 0 1) Objectclass: top Ladb cayylas i) sylumy ) (1€
Gl 23133 )18 )5 g3 )3 5)Bs! P s J) ) Ll adibl

Gl 5081 2 y ) sy auold (O
DG JBs ys .l o3l L3 ()as w)5) rootdn sl cass J1ys Jass a5 saiaas Laid Cslailus j) ¢5)lumy )s
cn=jimbob,dc=example,dc=com
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[redhat] ,etc/rc.dyinit.d/Idap start

[bsd] ,usr/local,etc,openldap/slapd.sh start

# confirm slapd is running ps ax | grep slapd
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# (you should see the slapd process entry if it has been started successfully)

@33)5 opdd tMp aibgy )» createdit.ldif ys 1y 16 a )y ¢iss J) Lo

ldapadd -H ldap://Idaphost.example.com -x -D "cn=jimbob,dc=example,dc=com" -f
/tmpycreatedit.ldif -w dirtysecret
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\:version
## ADD a single entry to people level
dn: cn=John Smith,ou=people,dc=example,dc=com objectclass: inetOrgPerson
cn: John Smith

cn: John J Smith
sn: Smith

uid: jsmith

userpassword: jSmitH

icpi carlicense: HISCAR
wppp-111 homephone: ooo-
mail: j.smith@example.com
mail: jsmith@example.com

mail: john.smith@example.com
ou: Sales



## ADD another single entry to people level

dn: cn=Sheri Smith,ou=people,dc=example,dc=com objectclass: inetOrgPerson
cn: Sheri Smith

sn:smith

uid: ssmith

userpassword: sSmitH

o ¥ carlicense: HERCAR

O PPP-11} homephone: ooo-

mail: s.smith@example.com

mail: ssmith@example.com

mail: sheri.smith@example.com
ou: IT

oxSas adlsl i jeiws b ) g1 Jald Gy ys O 035 opdd )l sy

Idapadd -H ldap:,/ldaphost.example.com -x -D "cn=jimbob,dc=example,dc=com" -f
/tmpyaddentry.Idif -w dirtysecret
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\:version
## MODIFY the Robert Smith entry
dn: cn=Robert Smith,ou=people,dc=example,dc=com changetype: modify
add: telephonenumber
PIp| telephonenumber: ooo-000-v1p:telephonenumber

replace: uid
uid: rjosmith



replace: mail
mail:robert.smith@example.com

mail: bob.smith@example.com

# adds using URL format add: jpegphoto
jpegphoto: < file://path/to/jpeg/file.jpg

delete: description
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\:version
# create FIRST Level groups branch

dn: ou=groups,dc=example,dc=com
objectclass:organizationalunit
ou: groups

description: generic groups branch

# create the itpeople entry under groups

dn: cn=itpeople,ou=groups,dc=example,dc=com objectclass: groupofnames
cn: itpeople

description: IT security group

member: cn=William Smith,ou=people,dc=example,dc=com



# create the hrpeople entry under groups

dn: cn=hrpeople,ou=groups,dc=example,dc=com objectclass: groupofhames
cn: hrpeople

description: Human Resources group

member: cn=Robert Smith,ou=people,dc=example,dc=com

|t}
@) 83)5 aslaiw! groupOfNames waas sly ovlls a5t il Ls (1

A5 (0 adLs (31 dn i) aslaiwl b 1y plyys member: dn (¥

ldapadd -H Idap:,/Idaphost.example.com -x -D "cn=jimbob,dc=example,dc=com" -f
/tmp addgroups.|dif -w dirtysecret
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#

- DIRECTORY with ACL #######H# #H#H#VH##H### SAMPLE
#

# NOTES: inetorgperson picks up attributes and objectclasses # from all three
schemas

#

# NB: RH Linux schemas in yetc,openldap

#

include,usr/local /etc,openldap/schema,core.schema
include,usr/localsetc,openldap/schema,cosine.schema
include,usr,local,etc,openldap/schemayinetorgperson.schema
# NO REFERRALS

# DON'T bother with ARGS file



# pidfle allows scripts for stopping slapd to work pidfile yvar,run/slapd.pid

# enable a lot of logging - we might need it

loglevel -

# NO dynamic backend modules

# NO TLS-enabled connections

HUHBHHB AR B AR BB R R HHBHAH B AR B AR B R R R A BB A HRAHHAHS

# bdb database definitions
#

# replace example and com below with a suitable domain
#

# If you don't have a domain you can leave it since example.com
# is reserved for experimentation or change them to My and inc

HHUHUHHHHBHHHHHRHHUBHHRBH BB R BB H BB BB HHHHRRHHBH
database bdb

suffix "dc=example, dc=com"
\# ACL

access to attrs=userpassword
by self  write

by anonymous auth

by group.exact="cn=itpeople,ou=groups,dc=example,dc=com"
write

by xnone
p# ACL

access to attrs=carlicense,homepostaladdress,hnomephone
by self  write

by group.exact="cn=hrpeople,ou=groups,dc=example,dc=com"
write

by xnone
w# ACL

access to x



by self  write

by group.exact="cn=hrpeople,ou=groups,dc=example,dc=com"
write

by users read

by xnone

# root or superuser

rootdn "cn=jimbob, dc=example, dc=com" rootpw dirtysecret

# The database directory MUST exist prior to running slapd AND # change path as
ncessary

directory var,db/openldap,example-com

# Indices to maintain for this directory
# required if searches will use

# unique id so equality match only
index uid eq

# allows general searching on commonname, givenname and email index cn,gn,mail
eq,sub

# allows multiple variants on surname searching index sn eq,sub

# sub above includes subintial,subany,subfinal # optimise department searches
index ou eq

# if searches will include objectClass uncomment following # index objectClass eq
# shows use of default index parameter index default eq,sub

# indices missing - uses default eq,sub index telephonenumber

# other database parameters

# read more in slapd.conf reference section «s.. | cachesize

o\ Avl checkpoint

e¥Se O)my) ) ©s JI Jb

# stop and start OpenLDAP (slapd)



# on Linux/Redhat

setcyrc.dyinit.d/ldap restart

# on BSD

[bsdl susr/local,etc/rc.d/slapd.sh stop
# then

[bsd] susr/local/etc/rc.d/slapd.sh start
# confirm slapd is running

ps ax | grep slapd
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Appendix A: LDAP Notes and Explanations Appendix B: LDAP Resources
Appendix C: LDAP RFCs and Documentation Appendix D: LDAP Glossary
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|dapadd - add LDIF entries to an LDAP directory ldapauth - add LDIF entries to an LDAP
directory Idapdelete - delete LDAP entries

Idapmodify - modify existing LDAP entries
Idapmodrdn - modify an LDAP entry's DN

ldappasswd - modify an entry's password
|dapsearch - search LDAP entries

ldapwhoami - perform an LDAP Who Am | operation of a server

slapacl - verify access to attributes by inspecting the configuraion of a DIT

slapadd - add LDAP entries to a database - STOP SLAPD FIRST slapauth - verify SASL
data against a DIT

slapcat - export an LDIF from an LDAP database - STOP SLAPD FIRST slapdn - verify a DN
against a DIT configuration



slapindex - re-index an LDAP database - STOP SLAPD FIRST slappasswd - generate

password

slaptest - verify a slapd.conf file or a cn=config directory (slapd.d)

phpLDAPadmin

LDAP Browser,/Editor
JXPlore

FusionDirectory
LDAPEXxplorerTool
Apache LDAP Studio
openLDAP

Strings

Numbers (Integer)
Time

Telephone Numbers
Boolean

Binary
Distinguished Name Bit Strings
LDAP Supported Syntaxes
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