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- Directory Services Server (Domain Controller)
- File Server

- Print Server

- Fax Server

- Mail Server

- Web Server

- Database Server

- Cache Server
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- Remote Access Server
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Local Area Networks and Wide Area Networks

A LAN is a group of computers located in a relatively small area and connected by a common medium. Each
of the computers and other communicating devices on the LAN is called a node. A LAN is characterized by
three primary attributes: its topology, its medium, and its protocols. The topology is the pattern used to
connect the computers together. With a bus topology, a network cable connects each computer to the next
one, forming a chain. With a star topology, each of the computers is.connected to a central nexus called a
hub or switch. A ring topology is essentially a bus network with the two ends joined together.

The network medium, as defined earlier, is the actual physical connection between the networked
computers. The topology and the medium used on a particular. network are “specified by the protocol
operating at the data-link layer of the OSI model, such as Ethernet:or Token Ring. Ethernet, for example,
supports several different topologies and media. When you select one combination.of topology and medium
for a LAN, such as unshielded twisted pair (UTP) cable in a star topology, you must (in most cases) use the
same topology and medium for all of the computers on that LAN. There are some hardware products that
enable you to connect computers to the same LAN with_different media, but this is only true for closely
related technologies. You can't connect a bus Ethernet computer to a star Ethernet computer and have both
systems be part of the same LAN. o ‘

In the same way, all of the computers on a LAN must:share common ‘protocols. You can't connect an
Ethernet computer to a Token Ring computer on the same:LAN, for example. The same is true for the
protocols operating at the other layers of the OSl:model. {f the systems on.the LAN don't have common
protocols at every layer of the stack, communication among them is not possible.

In most cases, a LAN is confined to a room, a floor, or perhaps a building. To expand the network beyond
these limits, you can connect multiple LANs together using devices called routers. This forms an
internetwork, which is essentially a network of networks. A computer on one LAN can communicate with the
systems on another LAN because they are all interconnected. By connecting LANs in this way, you can build
an internetwork as large as you need. Many sources use the term network when describing a LAN, but just
as many use the same term when referring to aninternetwork.

Client/Server and Peer-to-Peer Networking

Computers can interact with each other on a network in different ways and fulfill different roles. There are
two primary networking models used to define this interaction, called client/server and peer-to-peer. On a
client/server network, certain computers act as servers and others act as clients. A server is simply a
computer (or more precisely, an application running on a computer) that provides a service to other
computers. The most basic network functions are the sharing of files and the sharing of printers; the
machines that do this are called file servers and print servers. There are many other types of servers as well:
application servers, e:mail-servers,-Web servers, database servers, and so on. A client is a computer that
avails itself of the services provided by servers.

NOTE
Although servers are often thought of ‘as computers, they are actually applications. A single computer can
conceivably run several different server applications at the same time and, in most cases, perform client
operations as well.

At one time, it was common for computers to be limited to either client or server roles. Novell NetWare, which
was the most popular network operating system for many years, consists of a separate server operating
system and clients that run on DOS and Microsoft Windows workstations. The server computer functions
only as a server and the clients only as clients. The most popular network operating systems today,
however, include both client and server functions. All of the current versions of Windows (Windows 95,
Windows 98, Windows Me, Windows NT, Windows 2000, and windows 2003), for example, can function as
both clients and servers. How to utilize each system is up to the network administrator.
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You can construct a client/server network by designating one or more of the networked computers as a
server and the rest as clients, even when ali of the computers can perform both functions. In most cases,
servers are better equipped systems, and on a large network many administrators connect them to the
backbone so that all of the segments have equal access to them. A client/server network typically uses a
directory service to store information about the network and its users. Users log on to the directory service
instead of logging on to individual computers, and administrators can control access to the entire network
using the directory service as a central resource.

On a peer-to-peer network, every computer is an equal and functions as both a client and a server. This
means that any computer can share its resources with the network and access the shared resources on
other computers. You can therefore use any of the Windows versions mentioned earlier for this type of
network, but you cannot use a dedicated client/server operating system like NetWare. Peer-to-peer networks
should be generally limited to 10 or 15 nodes or fewer on a single LAN, because each system has to
maintain its own user accounts and other security settings.

Network Cables

Most LANs use some form of cable as their network medium. Although there are many types of wireless
media, cables are more reliable and generally provide faster transmission speeds than other media. Data-
link layer protocois of ten provide more than one cable specification to choose from. Each specification
includes the type of cable to use, the cable grade, and the basic guidelines for installing it. The type of cable
you choose should be based on the requirements of your installation, the nature of the site where your
network is to be installed, and, of course, your budget.

The Bus Topology

A network that uses the bus topology:is one in which the'computers are connected in a single line, with each
system cabled to the next system. Bus networks are illustrated in Figure 2.1. Early Ethernet systems used
the bus topology with coaxial cable, a type of network that is rarely seen today. The cabling of a bus netwcrk
can take two forms: thick and-thin. Thick Ethernet networks use a single length of coaxial cable with
computers connected to it using smaller individual cables called Attachment Unit Interface (AUl cables
(sometimes called transceiver cables), as shown on the top half of Figure 2.1. Thin Ethernet networks uss
separate lengths of a narrower type of coaxial cable, and each length of cable connects one computer to ihe
next, as shown in the bottom half of Figure 2:1.

NOTE

The transceiver is an integral component. of the network interface responsible for both transmitting anc
receiving data over the network medium. Thick Ethernet is the only form of Ethernet network that uses @
transceiver thaf's separate from the network interface adapter. The transceiver itself connects to the coaxia
cable using a device called a vampire tap, named for the metal teeth with which it penetrates the cabie
sheath to make a connection with the copper conductor inside. The transceiver is then connected io the
network interface adapter in the computer using an AUI (transceiver) cable. All of the other Ethernet pnysicl
layer standards have their transceivers integrated into the network interface adapter card and do not requita
separate AUl cables.

When any one of the computers on the network transmits data, the signals travel down the cable iri puih
directions, reaching all of the other systems. A bus network always has two open ends, which m it e
terminated. Termination is the process of installing a resistor pack at each end of the bus to negate *ha
signals that arrive there. Without terminators, the signals reaching the end of the bus would reflect L ack n
the other direction and interfere with the newer signals being transmitted.

The main problem with the bus topology is that a single faulty connector, faulty terminator, or break .n the
cable affects the functionality of the entire network. Signals that cannot pass beyond a certain point or: v
cable cannot reach all of the computers beyond that point. In addition, when a component failure splits the
network into two segments, each half of the cable is also not terminated. On the half of the network that Jces
receive the signals transmitted by each computer, signal reflection garbles the data. This is one of the
primary reasons that bus networks are rarely used now.
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The Star Topology

Whereas the bus topology has the computers in a network connected directly to each other, the star
topology uses a central cabling nexus called a hub or concentrator. In a star network, each computer is
connected to the hub using a separate cable, as shown in Figure 2.2. Most of the Ethernet LANs installed
today, and many LANs using other protocols as well, use the star topology. Star LANs can use several
different cable types, including various types of twisted-pair and fiber.optic cable.

Figure 2.2

The unshielded twisted pair (UTP) cables used on most Ethernet LANs are usually installed using a star
topology. Functionally, a star network uses a shared network medium, just as a bus network does. Despite
the fact that each computer connects to the hub with its own cable, the hub propagates all signals entering
through its ports out through all of its other ports. Sighals transmitted by one computer are therefore received
by all other computers on the LAN.

The main advantage of the star topology is that each computer has its own dedicated connection to the hub,
providing the network with a measure of fault tolerance. If a“single cable or connector should fail, only the
computer connected to the hub by that cable is ‘affected. The disadvantage of the star topology is that an
additional piece of hardware, the hub, is required to implement it. If the hub should fail, the entire network
goes down. However, this is a relatively rare occurrence because hubs are relatively simple devices that are
usually found in a protected environment, such as a data.center or server closet.

The Ring Topology

In terms of signal transmissions, a ring network is like a’bus in that each computer is logically connected to
the next. However, in a ring network, the two ends. are connected instead of being terminated, thus forming
an endless loop. This enables a signal. originating on one computer to travel around the ring to all of the
other computers and eventually back to-its: point-of origin. Networks such as Token Ring, which use token
passing for their Media Access Control (MAC) mechanism, are wired using a ring topology. The most
important thing to understand about the ring topolagy is that, in most cases, it is strictly a logical construction,
not a physical one. To be more precise, the ring exists in the wiring of the network, but not in the cabling.

NOTE
A cable is a device that contains a number of signal conductors, usually in the form of separate wires. A
twisted-pair cable, for example, contains eight individual wires within a single sheath.

When you look at a network that uses the ring topology, you may be puzzled to see what looks like a star. In
fact, the cables for a ring network connect to a hub and take the form of a star. The ring topology is actually
implemented logically, using the wiring inside the cables (see Figure 2.4). Ring networks use a special type
of hub, called a multi station access unit (MAU), which receives data through one port and transmits it out
through each of the others in turn (not simultaneously, as with an Ethernet hub). For example, when the
computer connected to port number 3 in an eight-port MAU transmits a data packet, the MAU receives the
packet and transmits it out through port number 4 only. When the computer connected to port number 4
receives the packet, it immediately returns it to the MAU, which then transmits it out through port number 5,
and so on. This process continues until the MAU has transmitted the packet to each computer on the ring.
Finally, the computer that generated the packet receives it back again and is then responsible for removing it
from the ring. If you were to remove the wire pairs from the sheaths of the cables that make up a ring
network, you would have a circuit that runs from the MAU to each computer and back to the MAU.
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Physical star

Figure 2.4

The design of the physical star topology used by the ring makes it possible for the network to function even
when a cable or connector fails. The MAU contains special circuitry that removes a malfunctioning
workstation from the ring, but still preserves the logical topology. By comparison, a netwark that is literally
cabled as a ring would have no MAU, but a cable break or connector failure would cause the network to stop
functioning completely. The one commonly used protocol that does:include an option for :a physical ring
topology, Fiber Distributed Data Interface (FDDI), defines the use of a double ring, which consists of two
separate physical rings with traffic flowing in opposite directions. When computers are connected to both
rings, the network can still function despite a cable failure. '

The Mesh Topology

The mesh topology, in the context of local area networking, is more-of a theoretical concept than an actual
real-world solution. On a mesh LAN, each computer has a dedicated connection to every other computer, as
shown in Figure 2.5. In reality, this topology only ‘exists-on-a two-nade network. For a mesh network with
three computers or more, it would be necessary to equip each ¢omputer with a separate network interface
for every other computer on the network. Thus, fora five-node network, each computer would require four
network interface adapters, which is certainly not practical.-A mesh LAN provides excellent fault tolerance,
however, as there is no single point of failure that can affect more than one computer.

Figure2.5

In internetworking, the-mesh topology is:a cabling arrangement that you can actually use. A mesh
internetwork has multiple paths between two destinations, made possible by the use of redundant routers, as
shown in Figure 2.6. This topology is very common on large enterprise networks because it enables the
network to tolerate numerous possible malfunctions, including router, hub, and cable failures. In most cases,
when you see a reference to a mesh topology, this is the application being cited.

Router Router

= 560 556
Router . Router
[cooo] focoog]

[ooo0]
Figure 2.6 Router Router
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RG Cable Description S e e Shielding Jacket API:"OX‘
Number D.CR. INCHES Nom. .. |Wgt/M
A O v
e Jrvowon A
T T T
RG-6/U Type Precision Video Cable o Foam PE Double B s 60
I T U R i L
L T S R L A
-
RG-BA ape Computer-Lan DEC 17-00451-00 [ 25000 Foam PE ‘ g%g%gf; e s 121
RG-8U Type Non-Plenum 120 ohm o B s 7
5&% Tpe Computer-Lan DEC 17-00324-00  [+12S00d Foom FEP 383512_5352& e 156
Thick-Net® i i TC Braids )
RG-8A/U Type Non-Plenum ‘1‘;_10(;;12;:11/)1\/:' F;_% 5 g?aig—/% ’:\6? 108
RG-11/U Type Non-Plenum §.1086(c7>:\2n(15/)M' 2%5 g:;i?f% F;\ég 103
RG-11/U Type Non-Plenum g?gosh?::fw Z%%m PE Egai?]% 2%5 90
RG-11/U Type Precision Video Cable gf: oshfr'ifM, Z‘;"Sm RE ig” ;;;0/ ° i\ég 76
RG-11/U Type Precision Video Cable MRS s Be 97 P 108
RG-11/U Type Plomum #14 Sohid Foam FEP Foil & 96% PRPVC | o
Plenum 25.0 ohm/M' .280 TC Braid 346
I S - O - L U A
RG-11A/U Type Non-Plenum g?(fe(gazrﬁl)M' F;ESS gf;gl% F;\ég 103
418 (7/26)
RG-22B/U Type Computer-Lan Twinaxial Cable 25(,:82?.}71 . 2%5 Sg;ob; ;dcs i\ég 128
RG-58/U Type Non-Plenum oS e Lo 95% Fos 26
S
RG-SaAL Type Computer-Lan DEC 17-01248.00  [¥20 (19/2) Foam PE o5 9%% Fes 22
RG-58A/U Type Non‘Pleﬁum ‘ g?eo 0(;2,{/3,&) io134m PE g?ai%s% P1\é(5: 27
RG-58A/U Type Non-Plenum ?308(;::73&71) Pﬁ 6 Er:ai?f% i\gg 26
RG-58C/U Type Non-Plenum oo P Lo 95% NOPVC a7
R S A e A
RG-59/U Type Non-Plenum 22 Sold & P Be 85% ove 33
RG-59/U Type Non-Plenum 422 o Foam PE BC 95% P 34
RG-59/U Type Non-Plenum 2270 Foam PE ne 0% P 35
RG-59/U Type Precision Video Cable f??oiﬂ:gm. P1§6 ggzs% 2\2(2: 39
RG-59/U Type Precision Video Cable fg?oso?:g . _*’2%0 ggozbgsr;gs Pa% . 141
RG-59/U Type Precision Video Cable fgsos(;(::g M i‘l%m PE g?ai?ss% Pz\gg 41
RG-59/U Type Precision Video Cable ’fg?o(Zf;g/)M. Foam PE g?ai‘f% Z\f; 34 75
RG-59/U Type Precision Video Cable #20 Solid Foam PE BC 95% PVC 36 75
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110.0 ohmm' 146 Braid 242
RG-59/U Type Precision Video Cable lfg?osoﬂﬁ " i‘ﬁ"‘ PE g?ai?f% ;Ez 30
RG-59/U Type Precision Video Cable i?gooso(::g M i(;a?,m PE ggi%S% Pz\ig 32
RG-59/U Type Precision Video Cable ?gooso?‘lg M _F&asm PE EEI%S% Pz\fz; 32
RG-59/U Type Computer-Lan Duplex-Coax Cable 121/28 gg:fllelh ir;aem PE 2235% 2\1(2: 81

47.0 ohm/M
RG-591U Type CATV Drop Cable ey O A D o
RG-591U Type CATV Drop Cable I A Y
RG-59/U Type Plenum I#zo Solid Foam FEP Foil & 95% PRPVC 3
Plenum 26.0 ohm/M 140 TC Braid 198
Plonum Precision Video Cable R A N
Ploaum Precision Video Cable A A R o A
Plamum Precision Video Cable oo l1as oot bris  |an [
omum Precision Video Cable IV v oy A P R
RG-59B/U Type Non-Plenum 428 SOl ﬁ‘f’e"‘ FE BC 5% oS 35
Plenum Plenum zonn |1ae Braid oz [
RG-62A/U Type Computer-Lan IBM 323921 22 Sold P no S5% I 37
RG-62A/U Type Plenum #22 Solid FoamFEP Foil & 96% PRPVC 40
Plenum 41.2 ohm/M' 142 TC Braid 197
RO e Twinaxial Cable MIL-C-17D g?{i‘i Z: P Lo 0% A 36
S
RG-174/U Type Non-Plenum pas (i), s Be 90% Fye 9
e S o o = o P
T v s i
ey e 2 R e b
oy D L e ™ |
r\RAIGl:-?ﬁ?/[;J High Temperature MiL-C-17D &22 5)7;"(3/037 ) %EI;E g;%%% TTFO% mw 13
ML-CATD. High Temperature MILCATD — biidarony [0 raia s Je
MILCATD High Temperatuwre MILCATD* bidoione [lona Brad oo |10
RG-213/U Type Non-Plenum WAL s oC 9% Foe 105

Doubie
RG-214/U Type Non-Plenum ’f%gfﬂ:}w ZEss g;gsraids i\g(s: 141
. Double

oS [ SN A
e o oo i 0[S0 [P S A

Key Insulations:

PVC = Polyvinyl Chioride

NCPVC = Non-Contaminating Polyvinyl Chloride
PRPVC = Plenum Rated Polyvinyl Chloride
PE = Polyethylene

Foamed PE = Gas Injected Polyethylene
FLC = Fluorocopolymer

FEP = Teflon® FEP

Foamed FEP = Gas Injected Teflon® FEP
PTFE = Teflon® PTFE

TFE = Teflon® TFE

TFE (TW) = Tape Wraped Teflon® TFE
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g o0 0amel b5 Category LSkl
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Cable Types

There are three primary types of cable used to build LANs: coaxial, twisted-pair, and fiber optic. Coaxial and
twisted-pair cables are copper-based and carry electrical signals and fiber optic cables use glass or plastic
fibers to carry light signals.

Coaxial Cable

Coaxial cable is so named because it contains two conductors within the sheath. Unlike other two-conductor
cables, however, coaxial cable has one conductor inside the other,.as iliustrated in Figure 2.7. At the center
of the cable is the copper core that actually carries the electrical signals. The core can be solid copper or
braided strands of copper. Surrounding the core is a layer of insulation, and surrounding that is the second
conductor, which is typically made of braided copper mesh. This second conductor functions as the cable's
ground. Finally, the entire assembly is encased in an insulating sheath made of PVC or Teflon.

CAUTION
The outer sheath—also called a casing—of electrical cables can be made of different types of materials, and
the sheath you use should depend on local building codes and the iocation of the cables in the network's
site. Cables that run through a building's air spaces (called plenums) usually must have a sheath made of a
material that doesn't generate toxic gases when it burns. Plenum cable costs more than standard PVC-
sheathed cable and is somewhat more difficult to install, but it's an important feature that should not be
overlooked when you are purchasing cable.

Quter sheath (PYC, Teflon)
Insulation

e
T
o N g

- NS Seay

AN Gd

RS

Copper wire mesh
or aluminum sleeve
Conducting core
Figure 2.7 - Coaxial cable consists of two electrical conductors sharing the same axis, with insulation in

between and encased in a protective sheath

There are two types of coaxial-cable that have been used in local area networking: RG-8, also known as
thick Ethernet, and RG-58, which is known as thin Ethernet. These two cables are similar in construction but
differ primarily in thickness (0.405 inches for RG-8 versus 0.195 inches for RG-58) and in the types of
connectors they use (N connectors for RG-8 and bayonet-Neill-Concel man [BNC] connectors for RG-58).
Both cable types are wired using the bus topology.

Because of their differences in size and fiexibility, thick and thin Ethernet cables are installed differently. On
a thick Ethernet network, the RG-8 cable usually runs along a floor, and separate AUl cables run from the
RG-8 trunk to the network interface adapter in the computer. The RG-58 cable used for thin Ethernet
networks is thinner and much more flexible, so it's possible to run it right up to the computer's network
interface, where it attaches using a T fitting with a BNC connector to preserve the bus topology.

NOTE
Thick Ethernet and thin Ethernet are also known as 70Baseb and 10Base2, respectively. These
abbreviations indicate that the networks on which they are used run at 10 Mbps, use baseband

transmissions, and are limited to maximum cable segment lengths of 500 and 200 (actually 185) meters,
respectively.

Coaxial cable is used today for many applications, most noticeably cable television networks. It has fallen out
of favor as a LAN medium due to the bus topology's fault-tolerance problems and the size and relative
inflexibility of the cables, which make them difficult to install and maintain.
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Twisted-Pair Cable

Twisted-pair cable wired in a star topology is the most common type of network medium used in LANs today.
Most new LANs use UTP cable, but there is also a shielded twisted pair (STP) variety for use in
environments more prone to electromagnetic interference. Unshielded twisted pair cable contains eight
separate copper conductors, as opposed to the two used in coaxial cable. Each conductor is a separate
insulated wire, and the eight wires are arranged in four pairs, twisted at different rates. The twists prevent the
signals on the different wire pairs from interfering with each other (called crosstalk) and also provide
resistance to outside interference. The four wire pairs are then encased in a single sheath, as shown in
Figure 2.8. The connectors used for twisted-pair cables are called RJ45s; they are the same as the RJ11
connectors used on standard telephone cables, except that they have eight electrical contacts instead of four
or six.

Figure 2.8 UTP cable has four separate wire pairs, each individually twisted, enclosed in a protective sheath

Twisted-pair cable has been used for telephone installations for. decades; its adaptation to LAN use is
relatively recent. Twisted-pair cable has replaced coaxial cable in the data networking world because it has
several distinct advantages. First, because it contains eight separate wires, the cable is more flexible than
the more solidly constructed coaxial cable. This makes it:easier to bend, which simplifies installation. The
second major advantage is that there are thousands of qualified telephone cable installers who can easily
adapt to installing LAN cables as well. In new construction; the same contractor often installs telephone and
LAN cables simultaneously. '

UTP Cable Grades

Unshielded twisted pair cable comes in a variety of different grades, called categories by the Electronics
industry Association (EIA) and the Telecommunications Industry Association (TIA), the combination being
referred to as EIA/TIA. These categories are listed in Table 2:1. The two most significant UTP grades for
LAN use are Category 3 and Category 5: Category 3 cable was designed for voice-grade telephone
networks and eventually came to be used for Ethernet. Category 3 cable is sufficient for 10-Mbps Ethernet
networks (where it is calied 10Base-T), but it:is generally not used for Fast Ethernet (except with special
equipment). If you have an existing Category 3 cable installation, you can use it to build a standard Ethernet
network, but virtually all new UTP cable installations today use at least Category 5 cable.

CAUTION

Most Ethernet networks use only two of the four wire pairs in the UTP cablé, one “fér“trahsﬁiitﬁhg'dété and R
one for receiving it. However, this does not mean that you are free to utilize the other two pairs for another
application, such as voice telephone traffic. The presence of signals on the other two wire pairs is almost
certain to increase the amount of crosstalk on the cable, which could lead to signal damage and data loss.

Table 2.1 EIA/TIA UTP Cable Categories

Category Use
Voice-grade telephone networks only; not for data transmissions
Voice-grade telephone networks, as well as IBM dumb-terminal connections to mainframe computers

1

2

3 Voice-grade telephone networks, 10-Mbps Ethernet, 4-Mbps Token Ring, 100Base-T4 Fast Ethernet,
and 100Base-VG-AnyLAN

4

5

16-Mbps Token Ring networks

100Base-TX Fast Ethernet, Synchronous Optical Network (SONET), and Optical Carrier (OC3)
Asynchronous Transfer Mode (ATM)

5e 1000Base-T (Gigabit Ethernet) networks
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TIP

V‘Vhe’n you install a network with a particular grade of cable, you must be aware of more than the category of
the cable. You must also be sure that all of the connectors, wall plates, and patch panels you use are rated
for the same category as the cable. A network connection is only as strong as its weakest link.

Category 5 UTP is suitable for 100Base-TX Fast Ethernet networks running at 100 Mbps, as well as for
slower protocols. The standard for Category 5e UTP cable was ratified in 1999 and is intended for use on
1000Base-T networks. 1000Base-T is the Gigabit Ethernet standard designed to run on UTP cable with 100-
meter segments, making it a suitable upgrade path from Fast Ethernet. The Category 5e standard does not
call for an increase in the frequency supported by the cable overthat of Category 5 (both are 100 MHz), but
it does elevate the requirements for some of the other Category 5 testing parameters and adds other new
parameters. In addition to the officially ratified EIA/TIA categories, there are other UTP cable grades
available that have not yet been standardized. A series of numbered -cable standards (called levels) from
Anixter, Inc. is currently being used as the basis for UTP cables that go beyond the performance levels of
Category 5e.

NOTE

There is a Fast Ethernet protocol called 100Base-T4 that is designed to use Category 3 UTP cable and run
at 100 Mbps. This is possible because 100Base-T4 uses all four wire pairs in the cable, whereas 100Base-
TX uses only two pairs.. :

STP Cable Grades

Shielded twisted pair cable is similar in construction to UTP; except that it has only two pairs of wires and it
also has additional foil or mesh shielding around each-pair. The additional shielding in STP cable makes it
preferable to UTP in installations where electromagnetic interference is a problem, often due to the proximity
of electrical equipment. IBM, which developed the Token: Ring -protocol that originally used them,
standardized the various types of STP cable. STP networks use Type 1A cables for longer runs and Type 6A
cables for patch cables. Type 1A contains two pairs of 22 gauge solid wires with foil shielding, and Type 6A
contains two pairs of 26 gauge stranded wires with foil or mesh shielding. Token Ring STP networks also
use large, bulky connectors called IBM data connectors (IDCs). However, most Token Ring LANs today use
UTP cable.

Wireless Topologies

The term topology usually refers to the arrangement of cables that forms a network, but it doesn't have to.
Although wireless networks use what are called unbounded media, the computers still have specific patterns
they use to communicate with each other. Wireless LANs have two basic topologies, the ad hoc topology
and the infrastructure topology. In the ad hoe topology, a group of computers are all equipped with wireless
network interface adapters and are able o communicate freely with each other. This provides complete
freedom of movement for all of the ‘computers on the network, as long as they remain inside the
communication range of the wireless technology. This topology is useful for a home or small business
network that consists of only a handful of computers, and for which the installation of cables is inconvenient,
impractical, or impossible.

An infrastructure network consists of wireless-equipped computers that communicate with a network using
wireless transceivers connected to the LAN by standard cables. These transceivers are called network
access points. In this arrangement, the wireless computers do not communicate directly with each other.
Instead, they communicate only with the cabled network via the network access points. This topology is
better suited to a larger network that has only a few wireless computers, such as laptops belonging to
traveling users. These users have no need to communicate with each other; instead, they use the wireless
connection to access servers and other resources on the corporate network.
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Fiber Optic Cable

Fiber optic cable is a completely different type of network medium than twisted-pair or coaxial cable. Instead
of carrying signals over copper conductors in the form of electrical voltages, fiber optic cables transmit pu ses
of light over a glass or plastic filament. Fiber optic cable is completely resistant to the electromaqgnetic
interference that so easily affects copper-based cables. Fiber optic cables are also much less subwct to
attenuation—the tendency of a signal to weaken as it travels over a cable—than are copper cable:s. Jn
copper cables, signals weaken to the point of unreadability after 100 to 500 meters (depending on the typ-2 of
cable). Some fiber optic cables, by contrast, can span distances up-to: 120 kilometers without excessive
signal degradation. Fiber optic cable is thus the medium of choice for installations that span long distz .ces
or connect buildings on a campus. Fiber optic cable is also inherently more secure than copper because #t is
impossible to tap into a fiber optic link without affecting normal communication.over that link.

A fiber optic cable, illustrated in Figure 2.9, consists of a clear glass or a clear plastic core that actually
carries the light pulses, surrounded by a reflective layer called the cladding. Surrounding the claddin¢ - a
plastic spacer layer, a protective layer of woven Kevlar fibers, and an outer sheath.

Protective outer sheath
(jacket)

Plastic spacer

. Optical fiber (core)

(3 |

Glass cladding

Kevlar fibers

There are two primary types -of fiber optic cable, single mode and multimode, with the thickness of the .=
and the cladding being the main difference between them. The measurements of these two thicknesses = »
the primary specifications used to identify each type of cable. Single mode fiber typically has a core diameter
of 8.3 microns, and the thickness of the core ‘and cladding together is 125 microns. This is generally referrec
to as 8.3/125 single mode fiber. Most of the multimode fiber used in data networking is rated as 62.5/125.

Single mode fiber uses a single-wavelength laser ‘as a light source, and as a result, it can carry signals for
extremely long distances. For this reason, single mode fiber is more commonly found in outdoor installation¢
that span long distances, such as telephone and cable television networks. This type of cable is less suite :
to LAN installations because it is much more expensive than multimode cable and it has a higher benu
radius, meaning that it'¢cannot be bent around corners as tightly. Multimode fiber, by contrast, uses a light-
emitting diode (LED). as a fight source instead of a laser and carries multiple wavelengths. Multimode tibe’
cannot span distances as long as single mode, but it bends around corners better and is much chenpe:
Fiber optic cables use one of two connectors, the straight tip (ST) connector or the subscriber connecte:
(SC), as shown in Figure 2.10.

Installing fiber optic cable is very different from copper cable installation. The tools and testing equipme, i
required for installation are different, as are the cabling guidelines. Generally speaking, fiber optic cabie «
more expensive than twisted-pair or coaxial cable in every way, although prices have come down in recent
years.
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The OSI, or Open System Interconnection, model defines a networking framework for implementing protocols in seven
layers. Control is passed from one layer to the next, starting at the application layer in one station, and proceeding to the
botlom Iayer over the channel to the next station and back up the hierarchy.

This layer supports application and end-user processes. Commumcahon partners are identified, quality
of service is identified, user authentication and privacy are considered, and any constraints on data
syntax are identified. Everything at this layer is application-specific. This layer provides application
services for file transfers, e-mail, and other network software services. Telnet and FTP are applications
that exist entirely in the application level. Tiered application architectures are part of this layer.

“Application
‘(Layer 7)

This layer provides independence from differences in data representation-(e.g., encryption) by translating
Presentation from application to network format, and vice versa. The presentationlayer works to transform data into
(Layer 6) the form that the application layer can accept. This layer formats and encrypts data to be sent across a
network, providing freedom from compatibility problems It is sometimes called the syntax layer.

This layer establishes, manages and terminates connectlons between appllcatlons The session Iayer

(SLeass‘;Sg) sets up, coordinates, and terminates conversations, exchanges, and dialogues between the applications
y at each end. It deals with session and connection coordma‘(lon

Transport This layer prowdes ransp_arent transfer of data between end sysiems or hosts and is responsible for
(Layer 4) end-to-end error recovery and flow control. It ensures complete data transfer.

Network This layer provides switching and routing technologles creattng Ioglcal pathsi known as virtual circuits,
(Layer 3) for transmitting data from node to node. Routing and forwarding are functions of this layer, as well as

addressing, internetworking, error handling, congestton control and packet sequencing.

At this layer, data packets are encoded and decoded mto blts It fum;shes transmlssuon protocol
knowledge and management and handles errors in the physical layer, flow control and frame
Data Link synchronization. The data link fayer is divided into two sublayers: The Media Access Control (MAC) layer
(Layer 2) and the Logical Link Control (LLC) layer. The MAC sublayer controls how a computer on the network
gains access to the data and permission to transmit it. The LLC layer controls frame synchronization,
flow control and errar checking.

This layer conveys the bit stream - electrical impulse, light or radio signal -- through the network at the
Physical electrical and mechanical level. It provides the hardware means of sending and receiving data on a
(Layer 1) carrier, including-defining cables, cards and physical aspects. Fast Ethernet, R5232, and ATM are
protocols with physical layer components.

Purpose

The OSI model divides the functions of a protocolinto aseries of layers. Each layer has the property that it only uses the
functions of the layer below, and only exports functionality to'the layer above. A system that implements protocol
behavior consisting of a series of these fayers is known as a 'protocol stack’ or 'stack’. Protocol stacks can be
implemented either in hardware or software, or a mixture of both. Typically, only the lower layers are implemented in
hardware, with the higher layers being implemented in software.

This OSI model is roughly adhered to in the computing and networking industry. Its main feature is in the interface
between layers which dictates the specifications on how one layer interacts with another. This means that a layer written
by one manufacturer can operate with alayer from another (assuming that the specification is interpreted correctly )
These specifications are typically known as Request for Comments or "RFC"s in the TCP/IP community. They are 1SO
standards in the OS| community.

Usually, the implementation of a protocol is layered in a similar way to the protocol design, with the possible exception of
a ‘fast path' where the most common transaction allowed by the system may be implemented as a single component
encompassing aspects of several layers.

This logical separation of layers makes reasoning about the behaviour of protocol stacks much easier, allowing the
design of elaborate but highly reliable protocol stacks. Each layer performs services for the next higher layer, and makes
requests of the next lower layer. An implementation of several OSl layers is often referred to as a stack (as in TCP/IP
stack).

The OSI reference model is a hierarchical structure of seven layers that defines the requirements for communications
between two computers. The model was defined by the International Standards Organization. It was conceived to allow
interoperability across the various platforms offered by vendors. The model allows all network elements to operate
together, regardless of who built them. By the late 1970's, ISO was recommending the implementation of the OSI model
as a networking standard.

47




Of course, by that time, TCP/IP had been in use for years. TCP/IP was fundamental to ARPANET and the other
networks that evolved into the Internet. It had its own quite different model, see REC 871.

Only a subset of the whole OSI model is used today. It is widely believed that much of the specification is too
complicated and its full functionality has taken too long to implement, although there are many people that strongly
support the OSI| model.

On the other hand, many feel that the best thing about the whole ISO networking effort is that it failed before it could do
too much damage.

Description of layers

ﬁ

OSI Model
Data _Layer

Host Layers

Transport
End-to-End nections
and Reliarbrirmyr

Network

Path Determination
and P {Logical Addressing)

Media Layers

- J

e Physical layer Layer 1: The physical layer defines all electrical and physical specifications for devices. This includes
the layout of pins, voltages, and cable specifications. Hubs and repeaters are physical-layer devices. The major
functions and services performed by the physical layer are:

= Establishment and termination of a connection to a communications medium.

= Participation in the process whereby the communication resources are effectively shared among multiple
users. For example, contention resolution and flow control.

L] modulation, or conversion between the representation of digital data in user equipment and the
corresponding signals transmitted over a communications channel. These are signals operating over the
physical cabling -- copper and fiber optic, for example. SCS| operates at this level.

. Data_link layer Layer 2: The Data link layer provides the functional and procedural means to transfer data
between network entities and to detect and possibly correct errors that may occur in the Physical layer. The
addressing scheme is physical which means that the addresses (MAC address) are hard-coded into the network
cards at the time of manufacture. The addressing scheme is flat. Note: The best known example of this is Fthernet.
Other examples of data link protocols are HDLC and ADCCP for point-to-point or packet-switched networks and LLC
and Aloha for local area networks. This is the layer at which bridges and switches operate. Connectivity is provided
only among locally attached network nodes.
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. Network layer Layer 3. The Network layer provides the functional and procedural means of transferring
variable length data sequences from a source to a destination via one or more networks while maintaining the
quality of service requested by the Transport layer. The Network layer performs network routing, flow control,
segmentation/documentation, and error_control functions. The router operates at this layer -- sending dat.a
throughout the extended network and making the Internet possible, although there are layer 3 (or IP) switches. Thls
is a logical addressing scheme - values are chosen by the network engineer. The addressing scheme is hierarchical.

. Transport layer Layer 4: The purpose of the Transport layer is to provide transparent transfer of data between
end users, thus relieving the upper layers from any concern with providing reliable and cost-effective data transfer.
The transport layer controls the reliability of a given link. Some protocals:are stateful and connection oriented. This
means that the transport layer can keep track of the packets and retransmit those that fail. The best known example
of a layer 4 protocol is TCP.

. Session layer Layer 5: The Session layer provides the mechanism for managing the dialogue between end-
user application processes. It provides for either duplex or half-duplex operation.and establishes checkpointing,
adjournment, termination, and restart procedures. This layer is responsible for setting up and tearing down TCP/IP
sessions. ) .

. Presentation_layer Layer 6: The Presentation layer relieves the Application layer of concern regarding
syntactical differences in data representation within the end-user systems. MIME encoding, encryption and similar
manipulation of the presentation of data is done at this layer. An example of @ presentation service would be the
conversion of an EBCDIC-coded text file to an ASCll-coded file.

o Application layer Layer 7, the highest layer: This layer interfaces directly to and performs common application
services for the application processes. The common -application services provide semantic conversion between
associated application processes. Examples of common application services include the virtual file, virtual terminal
(for example, Telnet), and "Job transfer and-Manipulationprotocol” (JTM, standard ISO/IEC 8832).

The OSI| model in the real world

Real-world protocol suites often do not strictly match the seven-layer model. There can be some argument as to where
the distinctions between layers-are drawn; there is no one corréct answer. However, most protocol suites share the
concept of three general sections: media, covering layers 1 and 2; transport, covering layers 3 and 4, and application,
covering layers 5 through 7.

The DoD model, developed in the 1970s for DARPA; is a 4-layer model that maps closely to current common internet
protocols. It is based on a more "pragmatic” approach to networking than OSI.

Strict conformance to the OS| model has not been a common goal in real-world networks, in part because of the negative
view of the OSI protocol suite. Andrew Tanenbaum argues in his popular textbook Computer Networks 1ISBN
0130661023 that the failure of the 0S| suite to become popular was due to bad timing, bad technology, bad
implementations, and bad politics. The timing was bad'because the model was finished only after a significant amount of
research time and money had been spent on'the TCP/P model. The technology is "bad" because the session and
presentation layers are nearly empty, whereas the data link layer is overfilled. Early implementations were notoriously
buggy and in the early days; OS|-became synonymous with poor quality, whereas early implementations of TCP/IP were

More reliable. Finally, the politics were bad because TCP/IP was closely associated with Unix, making it popular in
academia, whereas OSI did not have this association.

An early implementation of the TP4 transport protocol was so inefficient that packet transmission took longer than the
connection time-out used by TCP/IP. The X.400 email protocols were stupendously complex, and independent
implementations of the standard were unable to actually send email to each other. Uitimately, the biggest cost of OSl's
failure was the delay it caused in the adoption of internet infrastructure in Europe and Japan, a cost that no one today
would dare to calculate. (Finland opted to install TCP/IP instead of investing in OSI).

Having said all that, the model is still the general reference standard for nearly all networking documentation. All
networking phrases referring to numbered layers, such as "layer 3 switching”, refer to this OSI model.
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Interfaces

In addition to standards for individual protocols in transmission, there are also interface standards for different layers to
talk to the ones above or below (usually operating-system-specific). For example, Microsoft Windows' Winsock and
Unix's Berkeley sockets and System V Streams are interfaces between applications (layers 5 and above) and the
transport (layer 4). NDIS and ODI are interfaces between the media (layer 2) and the network protocol (layer 3).

Table of examples

Layer Misc. examples

7 - Application

.HL7, Modbus, SIP

6 - Presentation MIDI, MPEG
‘Named Pipes,

5-Session . CiBIOS, SAP, SDP

4 - Transport ‘NetBEUI

3 - Network NetBEUI, Q.931

Ethernet, Token Ring,
FDDI, PPP, HDLC,
Q.921, Frame Relay,
ATM, Fibre Channel

2 - Data Link

RS-232, V.35, V.34
Q.911, 11, E1,
10BASE-T, 100BASE-
TX, ISDN, SONET,
DSL

1 - Physical
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You will need a length of network cable (UTP-Cat5), preferably a factory assembled straight through cable that comfortab!
reaches each computer. Be careful and measure accurately you would hate to find out that following the baseboard of the wat:
you end up two feet short. On the other hand you don't want to use a fifty foot cable to connect two computers ten feet apar!
Ethernet does not like coiled up excess cable. Consider making the cable with enough slack to allow servicing the comput
without needing to unplug the cable.

The hardest part for most people will most likely be finding the R345 cable connectors. Check with your local computer stor
that do network installations, most techs will give you a couple if you ask. Otherwise you will have to buy a five or ten pack
Make sure you get at least two, three is better. That way if you mess up you can just cut off the bad end and try again. Cut ot
the R345 connector from one end of the cabie and prepare the end for the new RJ45 connector. I don't use measurements for
stripping the cable end, I start by stripping at least 1 inch of the main cable insulation and then carefully trim the eight
internal wires using the factory assembled end as a guide to the proper length. Just make sure that each wire is equal length
and that the connector cable lock pinches the main cable insulation.

You don't need any fancy crimping tools to make one cable, just one normal size screw ‘driver and one small screwdriver w

a blade the same thickness' of the brass conductors in the RJ45 connector. You-may need a second pair-of hands to help hou
the cable and R345 connector while you or your helper secures the connector cable fack. 1t's a little tricky to get all the wirc
into the proper holes but with a little patience anyone can do it. When it comes time to securing the connector cable luck use
the normal size screwdriver that fits into the connector cable lock slot. It doesn't take a lot of pressure to seat the cat.
just tap lightly until the cable is secure.

Note: Make sure ALL wires are pushed completely into the connector before seating the connector cable lock.

Once the connector cable lock is secure it's time to move on to seating the brass.wire conductors. This is probably the mo..
tricky part, each wire has a separate brass conductor that needs.to'be seated to make contact with the wire. Once again you
will want a second pair of hands to hold the R345 connector while you or your partner carefully seats each of the bras
conductors. Lightly tap each conductor down with the small:thin screwdriver to:just below the plastic ridge, use the factorv
assembled end of the cable as a guide for how deep to seat the brass conductors.

Note: A pliers can be used to press down all the brass conductors at one time to the plastic ridges, then use i «
small thin blade screwdriver to finish seating to the proper recessed level.

That's it, if everything went well you now have an Ethernet UTP Category 5 crossover cable.

Note: The standard connector view shown is color-coded for a straight thru cable

Category 5 wiring standards:

EIA/TIA 568A/568B and AT&T 258A define the wiring standards and allow for two different wiring color codes.

|
Ethernet 10BASE-T
mm EIA/TIA 568A | AT&T 258A, or EIA/TIA 568B 100BASE-T

Transmit+ ~  White/Green =~ White[OEange

Green/White -

EEE o Orange/White
2 Transmit o orGreen "o or Orange
3 Receive+ White/Orange White/Green X

6 Receive- Orange/White Green/White y

or Orange or Green

e Pairs may be solid colors and not have the stripe.
e Category 5 cable must use Category 5 rated connectors.
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Only two pairs of wires in the eight-pin RJ-45 connector are used to carry Ethernet signals. Both 10BASE-T and 100BASE-T
use the same pins, a crossover cable made for one will also work with the other.
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*Note: Even though pins 4,5,7, and 8 are not used, it is mandatory that they be present in the cable.

Crossover
R —
Cable PN 1

RJ-45 RJ-45

Straight Through
Cable

PIN ~ PIN IN
1 Rx+ 3 Tx+ 1 Tx+ 1 Rc+
2 Re- 6 Tx- 2 Tx- 2 Re-
R
3 Tx+ 1 Rc+ Male 3 Re+ 3 Tx+
6 Tx- 2 Re- ATLT 2564 EII:'A ssr - 6 Rc- 6 Tx-
PC STRAIGHT-THRU  HUB pc CROSSOVER PC
TX+1 E e 11 RX+
TX- 2 G 2 R
RX+ 3 S )3 TX+
4 IS 4
S5t BT ) 5
RX- 6 BN 6 TX-
78 i — 17
8 E
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TCPIIP Addressing

Each host on the TCP/1P network has-a unique 32-bit network address-referred to as the IP address-that is
unique for each host on the network. If the host will participate on the internet, this address must also be unique

to the Internet. For this reason, Internet.IP addresses are controlled by an administrative agency, such as the
InterNIC.

The IP address is‘a sequence. of four bytes:and is written in the form of four decimal integers separated by
periods (for-example, 0.0.0.0)."Each integer is 8 bits long and ranges from 0 to 255. The IP address consists of
two parts: a network 1D assigned by the InterNIC administrative agency and the host ID assigned by the local
administrator. The first integer of the address (0.0.0.0) determines the address type and is referred to as its
class, There are five classes of IP addresses; A, B, C, D, andE. Without going into great detail, the following is a
brief description of each class:

Class A Networks

Class A networks are used for very large networks with millions of hosts, such as the Internet. A class A
network number uses the first 8 bits of the IP address as its network ID. The remaining 24 bits comprise the host
part of the IP address. The values assigned to the first byte of class A network numbers fall within the range 0 to
127. For example, consider the IP address 75.4.10.4. The value 75 in the first byte indicates that the host is on a
class A network. The remaining bytes, 4.10.4, establish the host address. The InterNIC assigns only the first byte
of a class A number. Use of the remaining 3 bytes is left to the discretion of the owner of the network number.
Only 127 class A networks can exist; each of these networks can accommodate up to 16,777,214 hosts.
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Class B Networks

Class B networks are medium-sized networks, such as universities and large businesses with many hosts. A
class B network number uses 16 bits for the network number and 16 bits for host numbers. The first byte of a
class B network number is in the range 128 to 191. in the number 129.144.50.56, the first 2 bytes, 129.144, are
assigned by the InterNIC and comprise the network address. The last 2 bytes, 50.56, make up the host address
and are assigned at the discretion of the network's owner. A class B network can accommodate a maximum of
65,534 hosts.

Class C Networks

Class C networks are used for small networks containing fewer than 254 hosts Class C:network numbers
use 24 bits for the network number and 8 bits for host numbers. A class € network number occupies the first
3 bytes of an IP address; only the fourth byte is assigned at the discretion of the network's owner. The first
byte of a class C network number covers the range 192 to 223."The secand and third bytes each cover the
range | to 255. A typical class C address might be 192.5.2.5, with the first 3 bytes, 19252, forn-iing the
network number. The final byte in this example, 5, is the host number _Aclass C network can accommodate
a maximum of 254 hosts.

Class D and E Networks

Class D addresses cover the range 224 to 239 and are 'u’sed for 1P multicasting as defined in RFC 988.
Class E addresses cover the range 240 to 255 and are reserved for experimental use.

S 30 3 00,5 o i B HOST ID 3 NET ID gl ¢y olasi L4 51 Subnet Mask G Lwgi IP Address »
893 50 sy HOSE ID 330 U (S75Mako b oas (80 ()51 ld Cos b > oo 31 Subnet mask

WSl o g > aw 5l S6 Class Full it o Subnet Mask

255.0.0.0 11111111.00000000.00000000.00000000
255.255.0.0 11111111.11111111.00000000.00000000
255.255.255.0 11111111.11111111.11111111.00000000

Wl a8 (oo 00l NET ID (lgie 4 Gea o 31 Jol oy s 31 Syl & 4295 L CLASS A 45 51 1P Address oG Jlo gy
il w5 lade U Subnet Mask 1o

IP Address = 01000100 . 11000000 . 11111110 . 01100100 (68.192.254.100)
Subnet Mask = 11111111 . 00000000 . 00000000 . 00000000 (255.0.0.0)
AND Operation - - - -m oo o e e e e e
Network Number = 01000100 . 00000000 . 00000000 . 00000000 (68.0.0.0)
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of & as asid w0l , o5 AND 1 Subnet Mask ,5 1, IP Address o ;gm0 55 » Col ol 0015 Giales YU JUio 50 azil Gub

S 33 JUe plgie 4 sl 4 b yo Silasise bol a1, IP Address golos 5 Jgor

T oo Conas ais oS 0 Network Number

NET ID

CLASS IP Address Subnet Mask :ﬁ::t?;:( ool gg:T ID
A 10.32.213.21 255.0.0.0 10.0.0.0 8 24
A 65.123.30.254 255.0.0.0 65.0.0.0 8 24
A 126.0.1.2 255.0.0.0 126.0.0.0 18 24
A 1.250.9.7 255.0.0.0 1.0.0.0 8 24
B 162.67.43.21 255.255.00 | 162.67.0.0 16 16
B 153.19.72.120 255.255.0.0 1 153.19.0.0 [ 16 16 N
B 129.76.34.50 255.255.0.0 1129.76.0.0 | 16 16
B 190.200.210.254 | 255.255.0.0 | 190.200.0.0 16 16
c 200.200.200.1 255.255,255.0 200.200.200.0 24 8
c 220.190.21.38 | 255.255.255.0 | 220.190.21.0 24 8
c 192.168.0.1 24 8
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TCP/IP Addressing juiw cotis -

TCPIP ;o 25 gyl -
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S o0 ool Al 53 395 B yro gl ya 0w P Address 1 e ols o7 L5

] 0§53 093 gae 50 IP oglin SlewdS Wlasine

Network Number Subnet Mask Broadcast Add. | Start Add. End Add.

A.0.0.0 255.0.0.0 A.255.255.255 A.0.0.1 A.255.255.254 /8
B.x.0.0 255.255.0.0 B.x.255.255 B.x.0.T B.x.255.254 16
C.x.y.0 255.255.255.0 C.x.y.255 C.x.y1 C.x.y.254 124

Wbl jodd 1266 1 o uilyi 0 A -

Wi s 1916 128 oy uilyi B -

il i 223 U192 o wilyy (0 C -

it (614l 0,5 b s 31 s Ji18 Network Number 4 Broadcast . 01 -

= ety yigels 254 & as ol Uy Class € uyol 2 -
3131y Jaunols 65534 & 2o wyol Ulgi Class B ool ;0 -

8101y yigunolS 16777214 & 25 yo] oUlgi Class fy oysl 2 -

WS Lyt 595 4ol s yigunals 1550 ol Broadcast g4 51 Packet o sy Subnet o jo 6 5 gunols ol ;2 cowl 455 ol

T o caws as 1 jlaie UHOSE ID slo con (40,5 5 s1Broadcast o0l .uis o osliwt Broadcast .07

Net# in Dec Form

Net# in Bin Form

Broadcast in Déc Form

Broadcast in Bin Form

192.16.6.0

11000000.00010000.00000110.00000000

192.16.6.255

11000000.00010000.00000110.11111111
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200.200.200.253
200.200.200.254
11000 18 11.0.0.254 p 4
\922&&01

WS Az g 3 Sl g led

192.168.0.0 /24

: 19?‘168'0'1. 192.168.0.2 192.168.0.3

N

[=3
- 172.16.0.1 S
\l —
X 8
- .
) 7 N
P AN 200.192.200:2 (=4
< 172.16.0.6 ; e
e =)
: S—

N
& &

ha 200.192.200.6
172.16.0.250

P U yigels 9o stSUbNEt zp ;o §aiims i SKiusy b SLise IP Address jiNet ID cwd o Subnet ,» sl yigusls
35510 o aslio Subnet Mask o 5 gurols ploi Lus .0ilus 3929 sy s Address

Network Number acolxo.a oo cuwws o Network Number o35 520 IP Address ;i HOSt ID coond sl o ploi ol 2
S oo el T Subnet Mask ;o IP Address 0,5 AND 5, ,b ;1 IP Address ,» 4 bgiso

WSz dlone (pf 3l (gl aigei @

() aiged

IP Address = 01000100 . 11000000 . 11111110 . 01100100 (68.192.254.100)
Subnet Mask = 11111111 . 00000000 . 00000000 . 00000000 (255.0.0.0)
AND Operation  --------commemm oo m e e mmme e m—mmmm-—oo o —----
Network Numbexr = 01000100 . 00000000 . 00000000 . 00000000 (68.0.0.0)

IP Address = 01000100 . 00000010 . 00000101 . 00000001 (68.2.5.1)
Subnet Mask = 11111111 . 00000000 . 00000000 . 00000000 (255.0.0.0)

AND Operation  ------cc-emmcocmm e e r e e m oo mm e e — -

Network Number = 01000100 . 00000000 . 00000000 . 00000000 (68.0.0.0)
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Network Destination Subnet Mask Gateway Interface Metric
10.0.0.0 255.0.0.0 Router A — E1 Router A - E1 1
Subnet 5 - Router A - E2 Router A - E2 1
Subnet 4 - Router A - EQ Router A-EO 1
Subnet 8 - Router B - EQ Router A - E2 2
Subnet 8 - Router C - E1 "Router A — EO 4
Subnet 7 - Router B — EO Router A~ E2 3
Subnet 7 - Router C - E1 Router A ~ E0 3
192.168.64.0 255.255.255.0 Router C — E1 Router A= EO 2
192.168.64.0 255.255.255.0 Router B — EO Router A~ E2 5
200.200.200.0 255.255.255.0 Router B - EQ Router A - E2 3
200.200.200.0 255.255.255.0 Router C - E1 ‘Router A - E0 4

Al oo 5 oligS dAbold )EJLJu..\_»LvJ..S},S sas 4z o Metric g ;0 o

gl ooliiwl b Router w g slas Packet Jlw,i glyas coul opl saiss sl interface ;giw o

S oyt asluas Router slas a5 1,57 wib wuaiio J,L wPacket sloaly ol Routeras cout st swins jioles Gateway o
-l sudi 00y b i sl aSuis Network Destination w0 @

Sl oplaules ALl 593 Jgum 50 9 bl 3 1y casl T4 Juase axiT 5 ué JSla Subnet auily Router A asiyl asgi JG
o Administrator by wwo ©9s @ aggro,w_! 30 g andS p iy 156! L Routing Protocol it sgzg Judo @

wyef oo Static Route i bl HI5 ¢pl 4 45 594 cailuls Router

87



¢ Collision Domain -

WY 5o a5 oledlbl owims JUsl Ol y» a0 8 OSI 1 Datalink 4y Switch 5 Bridge usils o 5 4 Kilos
b a1y il a8l bl 5l oo b o @9 5b 51 a5 15mes o CONISION ol iy o3t aiis U5 (T 51 VL L Datalink

55005 b ColliSion b JUSuw J51ui Sl a5 wisd o @dly & 0gamo ;0 Wigdh Juog oo & HUD U jigunls golasi jS1azs 5o
o Sl L ColliSion iy lax sogaxe s SWItCh 1 &jg po 595 ooliiwt SWItCh THUD (sl 4 45 (3 y900 )0 Lol il sy
093 50 o 3 JuSms J3Iai ool i oSl 1320 Collision e c;ém ,,.‘;v‘u; ,,.W,u RELSCENN R g,; U Lo 5 0

<3155 oo Collision Domain  esguxe o, 4

88




89

IO 09>

3L G 8

Network+ 5

ke Al

Lg.)l.gifo' ou.».Q.o e oy PU

MCP, MCP+|, MCSE NT4.0, MCSA 2000, MCSE 2000, MCSA 2003, MCSE 2003, CCNA




90

¢ Gateway

: (Wireless) o () ‘_.cblé)‘ S s




¢y Gateway

3 a8 ol 55 00 yS sla 4 5 (S )0 g WSS (o0 Bloud il Wgliie gl (fagy b a8l 50 Wiglise gla 1381 oy eyl &y azgi b
b Server waliis glal ol ol U adl aiils 0929 65l oy wl ¢ 39.0 soliiwl 538LsS sl Platform u wgtice sl oasss g yuo
S bl SHass wl,

4 Microsoft Jole piww Wl 43s8s « @uif ooliiw! asud yo File Server lo.c « f;Novell Netware Jole s 551 e
fuas i3 blast 1T L Client (g

PS> bl et 50 3 95l (o0 i o JS0uss & 1y wgliio sla Platform g b ,Lslo a5 wiugf (0 51330 o5 4 Gateway caiui> jo
2y 0L 1, SNA § FPNW 3 CSNW ; GSNW ‘;,1,5; o Jte 1y 0,10 by 0uiiS anx 45 SO

1, NWLink IPX/SPX ;. WIindows g, b, wis e soliwl bl )1 i p oylgie s IPXISPX ;i Netware asCol 4 a>gi b
L wilg; Microsoft Windows asCuf g1 1caus (S5 G”,M p3Y ol plailaigled 580 LIy oo b aiilgis 90 ;2! b adgled weai
g wwai (51 (595 5 yui walio Client Service wb Jsigyp pogde w5 1,8, bL5 | Netware

L 1, Microsoft Client ;0,5 ;85 bli,l ikt Windows s, » Client Services for NetWare 1, CSNW it o,

3lw oo ool Netware Server

st Client asiii o panloss 551 e a0 05kl dwid 15 aslie Jo¥0 4 45 W5,l0 0923 3 5,500 slo Gateway Service
S, wiS eoliwl 3 (65550 e Share ‘&.1.;.9 s NetWare File Server b bli )l o 1,5, @ 3L 530 Microsoft Windows
4 «5 (Gateway Services for NetWar¢a) 189y 1 9 48,5 i 0 awly ylgis s 1, Microsoft Windows Server g sls
0 42250 Server oliuws ¢yl a zilio 3 ooliswl g1y CliENt b yguols s o3 51 0wdS (o0 cuati | 09 (o0 ity GSNW jLaus!

S 0 oLl sl o W Client wo 31 ple ot yo a5 I NetWare Server Glous it gt pf O ygu0 4 g 0SS

91




: (Wife!eﬁs} o (o LI ol i
ot 0 g Jh) T3 4y i S s 4950 4 855 03lial ColeStl L et B 5 ol (ol DU 350 10 ASiY s amgi by

Sz g Jlut 4 pladl (gogi a8y B oS 0,8 soliiaal (gl sla SIPFS I Ol g G s 0 ledlel U gy Sind e e

alontt gF a5 g Dladiia gt - %u&ﬁ%@ﬁ&'sj,’"ﬁ')&

Wl e AT K1 g asli g WS oy b 4y Ty gl

S dirgd 3 S5 o

92




Bosb 3 Wireless glo il buugi yigusls 90, 5,10 5,5 ;SuSy 4 puiiiws g0 4 oliuws g Jlait 1, a5 @adhoC Juo o
o P b dslie JB Sk s ot (2 S0 G035 50 Wbl (0 SN pdiiane C3b 50 3 Jluoyl 4 pladl 093 paw o a5 sl
ol YU Ly Media ;o 4 B 31 soliiw! a0 50 Gledb! JUGl aiwe! § Cus yaw § S Lodiao

! 3ANOC Jow osins gubed 3 S5

Hleslitwl b1y b asiuls a5 Bud oyl b .ol p50asG 4 Wb a5l yalibliyl ghy Wu 3809255 wilgi oo Wireless Jlb> e yo Ll

oS ooliswl bl olaxs! o Wireless 1, sgs wgline 1085 LT oLdl o caadge o8 1o g piles sl S

Wirgless Transceiver

93




