www.usefzadeh.com

DATABASE VAULT

doddo

ansl andle o llas wa sys p auslgsy wijle a5 (gl aile yore SleMbl Laax (ol bl 51 S0 ol
ol SaS L g 0,5 colazwl audit_sys_operations sb 4 s el)l 5l le5 oo cfodg0 oyl o S sl
Qilgi oo @2 SYS 1,5 a5 ould ax Jg clils sl g Oyl wes o plxil Sys aS axil aes el

CodsS (2 b 00 Y (ol (25,5 &5 aldlhs g aiS Jld et | ol Wl (oo o0 g i | (2905

2 IS alla e g oyl 1) ol ay (310 5wl JLidgs el jo a5 W5ls 9929 oo (6,500 Sl

M‘S‘QOM

INIT.ORA Parameter 4 I DB I
| DB, EXTENDED |
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| XML, EXTENDED |
\l NONE |

I FACILITY.LEVEL |
IUSER1 .WARNING |

| TRUE |
I FALSE |

Standard
Audtiting

Database Activity
Monitoring

AUDIT_SYSLOG_LEVEL

SYS
Audtiting

[ Other ( Listener Log J

AUDIT_SYS_OPERATION
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select Coond ;o «(11.2.0.4 aes) JSTy6l 1381 0 53 cuad 516 > o 10 Wb« SS9 cpl il sl

o oracle label security «,] Gl ol pod 45 aian a5 5,5 Gkl o |, database Vault options

(= Oracle Database 11g Release 2 Installer - Installing database - Step 6 of 12 =
'
| Select Database Edition ORACLE 118’
DATABASE
Which database edition do you want to install?
(%) Enterprise Edition (4.7GE)
! Oracle Database 11g Ent ™ Choose Components x
performance, high availal
mission-critical applicati Component Mame
~ . «| Oracle Partitioning
Product Languages () Standard Edit 4 6GE
@) S i G Oracle OLAP
=8 Database Edition Oracle Database 11g 3tal |:| Oracle Label Security
the needs of medium -=ig i
FetallEsimE Leessimm o ol Oracle Data Mining RDEMS Files
T r?nna‘;;D:rsneenctlacsas :\k;:li‘::; Oracle Database Yault option
& D wOracle Real Application Testing
() standard Edition Qne (4.
Oracle Database 11g 5tal
tothe needs of small ang
Reset Defaults | | Select Al | | De-Selectall | | OK | | Cancel |
i ‘ Select Options... |
‘ ‘ Help | ‘ < Back || Mext = | | Cancel |

3529 (S 19 nl ceal ol iay Sl cnl sl 5l 8 0gd solaiwl o Sl 5l el o b g ol ploxl

Database Configuration Assistant, Step 3 of 4 : Database Content

Database Components I

Select the components you want to configure for use inwour databaze. Provide the
tablespace in which you want the component to reside. Components which appear
disabled are either not installed or depend on components which are not selected.

¥ Oracle Text

¥ Oracle OLAP

¥ Oracle Spatial

[ |Oracle Latel Security

[ Sample Schemas

¥ Enterprize Manager Repasitor,

¥ Oracle Warehouse Builder

I” Oracle Database Yault

Standard Database Components

| J

Cancel Help Next
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(gmolS il lead & jgws (pl By 5l aS el oo colaiul chopt jgiws 5l e Shg ol (iludled Iy
25 Jed e by Jd wo ) 6,500 SliniglS Gly (oo oS
[oracle@hkm4 ~]S chopt
chopt <enable|disable> <option>
options:
dm = Oracle Data Mining RDBMS Files
dv = Oracle Database Vault option
Ibac = Oracle Label Security
olap = Oracle OLAP
partitioning = Oracle Partitioning
rat = Oracle Real Application Testing

e.g. chopt enable rat

2,5 by py ol wldatabase vault gLl gl

emctl stop dbconsole
Isnrctl stop
sqlplus "/as sysdba"

SQL> shut abort

1595 Jlad Oracle Label Security  $5;4.2

[oracle@hkm4 ~]$ chopt enable Ibac
Writing to /uO1/oracle/11g/install/enable_lbac.log...
/usr/bin/make -f /u01/oracle/11g/rdbms/lib/ins_rdbms.mk Ibac_on ORACLE_HOME=/u01/oracle/11g

/usr/bin/make -f /u01/oracle/11g/rdbms/lib/ins_rdbms.mk ioracle ORACLE_HOME=/u01/oracle/11g

905 121y o) 53 52 sl o 08l o o Sl 5 ol (oL 5500 (29,5 iy o0 oS pobiles

[oracle@hkm4 ~]$ /usr/bin/make -f /u01/oracle/11g/rdbms/lib/ins_rdbms.mk Ibac_on
ORACLE_HOME=/u01/oracle/11g
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[oracle@hkm4 ~]$ /usr/bin/make -f /u01/oracle/11g/rdbms/lib/ins_rdbms.mk ioracle
ORACLE_HOME=/u01/oracle/11g

(oS oo Jlad o2 |, database vault 55:5.3
[oracle@hkm4 ~]$ chopt enable dv
Writing to /u01/oracle/11g/install/enable_dv.log...
/usr/bin/make -f /u01/oracle/11g/rdbms/lib/ins_rdbms.mk dv_on ORACLE_HOME=/u01/oracle/11g

Jusr/bin/make -f /u01/oracle/11g/rdbms/lib/ins_rdbms.mk ioracle ORACLE_HOME=/u01/oracle/11g

S (o0 2l ) Lot Sl m jotws cnl 1

[oracle@hkm4 ~]$ /usr/bin/make -f /u01/oracle/11g/rdbms/lib/ins_rdbms.mk dv_on
ORACLE_HOME=/u01/oracle/11g

[oracle@hkma4 ~]$ /usr/bin/ar cr /u01/oracle/11g/rdbms/lib/libknlopt.a
/u01/oracle/11g/rdbms/lib/kzvidv.o

[oracle@hkm4 ~]$ /usr/bin/make -f /u01/oracle/11g/rdbms/lib/ins_rdbms.mk ioracle
ORACLE_HOME=/u01/oracle/11g

10,5 el saze (g3ll ol |, SOL colys 04
Isnrctl start

sqlplus "/as sysdba"

startup
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Database Components [

Select the compaonents you want 1o configure far use in your database. Provide the
tablespace in which you want the camponent to reside. Components which appear
disabled are either not installed or depend on components which are not selected.

¥ Dracle Text

¥ Oracle OLAP

¥ Gracle Spatial

™ Sarmple Schernas
[# Enterprise Manager Repasitor,
¥ Oracle Warehouse Builder

I™ Oracle Database Yault

Standard Database Components.. Jl i

Cancel Help 4 Back ]
s JL_WED )

dbca  yo>—

0 (50 (ha) 99 5l (S L)adl oad sl I8l o 5 a0 Sy cnl 5l oslitnl bl &5 (5590 )
Gk 5l o) alosl Uy a5 5,8 a8lol (i &y |y CigualS ol ey Sl 2,k 51 L s dbca b 5l olss

bl o0 ) & y9e asdbca

Database Configuration Assistant, Step 3 of 4 : Database Content

Database Camponents |

Select the components wou want to configure for use in your database. Prowvide the
tablespace in which you want the component to reside. Campanents which appear
disabled are either not installed or depend on components which are not selected

[¥# Oracle Text

[ Gracle OLAR

¥ Oracle Spatial

¥ Oracle Label Security
™ Sample Schemas SHE AL
¥ Enterprise Manager Repositany

¥ Oracle Warehouse Builter

I Oracle Database Yault

Standard Database Compunents...J

Cancel Help <4 Back
S JL_RER )
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oo JeuS 4 ol e o)) Bi,b 5l aS oS o 8,20 database vault owner ;loie 4 1y (55,152

Olgie Lot (6,550 5 awvault Cu pus ] dewd pedlyms 0 A5 S50 )0 uisred g 0l faie DV

oS By |y i 050 15 0y 3 Ceond j0 Wil 09 osl> account manager

E: Database Configuration Assistant, Step 4 of 5 : Oracle Database Vault Credentials _ o0 x

Specify the Database Yault Owner and passwoard. Optionally, wou can create a separate
Database Yault Account Manager to provide separation of duties between account
management and security policy management.

Database Yault Cwher: |usef_d\‘r
Database Wault Owner Passwaord: |"m""'ww
Canfirm Password: |«««w««««

[ Create a Separate Account Manager:

Database Yault Account Manager: |

Database Yault Account Manager Passward: |

Confirm Passward: |

Cancel )l Help )l % Back | Mext 9]

oS oo ol |, SG shared g dedicated sge 95 oy 513

Database Configuration Assistant, Step 5 of 5 : Connection Mode

Select the made in which wou want vour database to operate by default:

@ Dedicated Server Mode
Far each client connection the database will allocate a resource dedicated to serving only
that client. Use this mode when the number of total client connections is expected to be
small or when clients will be making persistent, long-running requests to the database.
£ =t " Shared Server Modle

78 ff- Sewveral client connections share a database-allocated pool of resources. Use this mode
. 9 when a large number of users need to connect to the database simultaneously while

efficiently utilizing system resources. The Oracle shared server feature will be enabled.

Shared Servers specifies the number of server processes that wou want to create when an
instance is started up.

Shared Server:

Edit Shared Server Farameters...

Cancel )l Help )l % Back [t
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L dy dale> G0 caas finish sl LA

{8 Database Configuration Assistant, Step 5 of 5 : Connection Mode =

Database Configuration Assistant

ing anlky
: " 1o be
v Preparing to Configure Database
fr— Ideal Platform for p_ £ £ ) pase.
Grid Computing + Adding Oracle Label Security
Adding Oracle Database Wault ‘
mode
I Ricast et Completing Database Configuration ile
and storage ahbled.
Highest availability hen an
Database configuration in progress ‘
Best scalability . 19% [
3 3 Log files for the current operation are located at: BrS...
. futljoraclefcfgtoollogs fdbcafusef2 |
T Y
b ) |
Cancel Help ¢ Back (=g Einish

205 ooy aslsl u_i;l; a 65).:5 99 u)‘ as u.‘)l.: M‘? P& IR L:5

SQL> select PARAMETER,VALUE from vSoption where PARAMETER in('Oracle Database Vault','Oracle
Label Security');

PARAMETER VALUE

Oracle Label Security TRUE

Oracle Database Vault TRUE
inesS lanl sysman 5 4 |y dba jaome U o ylo auad sys )15 45 09,5 L J>
sqlplus "/as sysdba"
SQL> show user
USER is "SYS"

SQL> grant dba to sysman;

ORA-47410: Realm violation for GRANT on UNLIMITED TABLESPACE

Aoy oS Al dba jgme Wlgh cad @2 SYS 1,5 Wiy 0 &S jghailen
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PR S Oyg0 43 S Xgd o0 ool DVFyDVSYS slesli L IS 4o «database vault coas of oo 4

account S| imen Cuils pudlesn (o3l w15 90l 4 Yoo g a5 jls |3 lock cdl> o 90 40
Al Aplgs diSle w2 (6,500 55 wed (x5 ailfla> O )50 4y Manager

I ol Ll colul a5 0598 o adlal STL a4y o (g0 slerole «(database vault cuas ol yos 4

select role from dba_roles | where l.role like '%DV%';
DV_ACCTMGR

DV_ADMIN

DV_AUDIT_CLEANUP
DV_GOLDENGATE_ADMIN
DV_GOLDENGATE_REDO_ACCESS
DV_MONITOR

DV_OWNER

DV_PATCH_ADMIN

DV_PUBLIC

DV_REALM_OWNER
DV_REALM_RESOURCE
DV_SECANALYST
DV_STREAMS_ADMIN

DV_XSTREAM_ADMIN

® e 18 monitoring ¢ administration owner zlaw 4w ;o role (plwiy o aS ghiles

b

13,5 dlys s o0 pj byl polie DV cuai b (rimen

AUDIT_SYS_OPERATIONS FALSE TRUE
OS_AUTHENT_PREFIX opsS ops$
OS_ROLES Not configured FALSE
REMOTE_LOGIN_PASSWORDFILE EXCLUSIVE EXCLUSIVE
REMOT_OS_AUTHENT FALSE FALSE
REMOTE_OS_ROLES FALSE FALSE
SQL92_SECURITY FALSE TRUE
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command rule Js 4)0g sl solawl L8 system gsys IS Lawgd DV ceas by &l g
(o (e

Alter user - Alter profile - Create profile - Create user - Drop profile - Drop user

odal 53 Joaz yo ol cacd a5 wil oo larole 5 5l jsome > 0 58,5 DV eas 306 Ko

|

DBA BECOME USER

SELECT ANY TRANSACTION
CREATE ANY JOB

CREATE EXTERNAL JOB
EXECUTE ANY PROGRAM
EXECUTE ANY CLASS
MANAGE SCHEDULER
DEQUEUE ANY QUEUE
ENQUEUE ANY QUEUE
MANAGE ANY QUEUE

IMP_FULL_DATABASE BECOME USER
MANAGE ANY QUEUE

EXECUTE_CATALOG_ROLE EXECUTE ON DBMS_LOGMNR

EXECUTE ON DBMS_LOGMNR_D

EXECUTE ON DBMS_LOGMNR_LOGREP_DICT
EXECUTE ON DBMS_LOGMNR_SESSION
EXECUTE ON DBMS_FILE_TRANSFER

PUBLIC user EXECUTE ON UTL_FILE

SCHEDULER_ADMIN CREATE ANY JOB
CREATE EXTERNAL JOB
EXECUTE ANY PROGRAM
EXECUTE ANY CLASS
MANAGE SCHEDULER

oS Agd oS dojee b lad e Jolas 51DV cua 5l L8 B 0l oo apogs al
create table copy_dba_tab_privs as Select * from dba_tab_privs;

create table copy_dba_sys_privs as Select * from dba_sys_privs;

create table copy_dba_role_privs as Select * from dba_role_privs;
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OS Y 10 LLBLLS 4 jlxe e cwyiws b 9 SQL Injection o3 51 60)lse o a5 cl S5 LS

VLY | PY-JOv- )

b 5 2l 5 Olg (o0 o 505 eolaiul (GBS laze 5l Glg5 e o VAUt o o (gl
2,5 wales lul ] I8 @l 4« S35 a1 eolaiul a5 28 )5 6 40 DBMS_MACADM

Sl 4 as Sglas pl b il o0 EM ailes (database vault & by o S35 Jaore 45 09,9 ST
2,5 oolaiwl dva jl b em o le

https://hkm4:5500/dva

2 Oracle Database Vault - Mozilla Firefox - 0 X
File Edit View History Bookmarks Tools Help
|} Oracle Database Vault ﬁl

* [ﬂ hitps://hkma4:55( ogin.jsp ~ @l I""" ﬂ] ﬂ

ORACLE' Database Yault

Help

Login to Database:

* User Name

* Password

(

[
*Host [nkma

[

* Port

®sip  |usef2 J

* SID / Service .
" Service

| Login

10l paplg> database vault 4 by e Lol axas o)1y )9, 5 0,5 Slasein 34,9 5 an

Logged in as USEF_DV

Database Instance: usef2

Admini: i { Database Vault Reports General Security Reports Monitor

k
The links below allow you to protect applications and data using Oracle Database Vault features that include: Realms, Command Rules, Rule Sets, Factors, and Secure
Application Roles.

Database Vault Feature Administration
Realms

Command Rules

Factors

Rule Sets

Secure Application Roles

Label Security Integration

Admini i " Database Vault Reports General Security Reports Monitor
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Ol 090 yolail jo aS il oo addse vz Jull database vault s o axao (pl 0 a5 jghiles
3,5 w2let (gilw ooly plaS o b oadaly o 1) oleg L urw g Clls uplgs ao e 1) Jlas o ddlge

a5 ye0 o8l dan b (B oyiws 5 Ll aiz 5l ol dcgamme puiil alils wad 45T g0 4o :Realm

Ol cpl &ygo ) )0 @S oolaiwl Realm i wuilsd o «ouiS Ll L secure | Ll Mol 45 g o0 ,lo

5 Lz Gl ool Gy Ll cpl ded 4y g s Ggiws Lz b g SIS wa L L B oylo 0925 o
oS Jld e 1) linogasme (pl des a5l (6 j0 ( IS Dyg0 4 aSLI L g S jlxe ol

Wgh oo dbml 58 i Ojse 4 realm wi> database vault ceas b

_Edit ) |_Remave )

Select|Name Audit Options Oracle Defined Realm? Objects Protected? Users Authorized? |Slatus
@  Database Vault Account Management Audit On Failure v v v v
O Oracle Data Dictionary Audit On Failure ¢ v v ¢
O Oracle Database Vault Audit On Failure v v v v
O Oracle Enterprise Manager Audit On Failure v v v v
_Edit )| Remave

Solbe Sleguogasme B 0gd oo w45 0l o Oracle Data Dictionary darealm !l oy ogs
Comd 10 1) )15 1 a6 ol (oS s Lpbogasme ol 511y (60,15 aSol (ly 0gu olx] o] 5,157 (5l
Iy 6,500 bl coads cpel Lasil e 4y U 0410 0925 Sl (ol yiomen g puiS” a8LSI users authorized

3,5 oolatul object protected coond 5l Wl IS (ol plol (gl oS @S adlo] oo
10,5 oolaiwl p2 y3 Heiws 5l lg oo larealm cod coslic sl

sqlplus usef_dv/usef_123

select name , enabled from dvsys.dba_dv_realm;

NAME ENABLED
Database Vault Account Management Y
Oracle Data Dictionary Y
Oracle Database Vault Y
Oracle Enterprise Manager Y

1CB)S 0y g e 3l lgT oo darealm l slaS a0 35> g0 (yuilgd Cend cmlive gl puioren
select * from dvsys.dba_dv_realm_object where realm_name='Oracle Data Dictionary’;

REALM_NAME OWNER OBJECT_NAME OBJECT_TYPE
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Oracle Data Dictionary % DBA ROLE
L g g gadrin Oljgiws 05 5l 1) solB 5L g )5 eedlg a5 )50 ;o :Command Rule
4 .axib . g GIDMLe 6IDDL aillys oo &l jgiws oS oolaiwl Command Rule 1 vulys oo cpuiS 5loxe

10,10 392 g i ;0 ) slecOmmand rule (5,8 o &0

_Edit )| Remove )

SelectCommand Object Owner Object Name Rule Set Name |Status
® ALTER PROFILE % % Can Maintain Accounts/Profiles v
O ALTER SYSTEM % % Allow Fine Grained Control of System Parameters v
O ALTER USER % % Can Maintain Own Account v
O CHANGE PASSWORD LT % Can Maintain Own Account v
'/ CREATE PROFILE U U Can Maintain Accounts/Profiles v
O CREATE USER U U Can Maintain Accounts/Profiles v
C DROP PROFILE % % Can Maintain Accounts/Profiles v
_ DROP USER U U Can Maintain Accounts/Profiles v
_Edit )| Remove )

S5 o0 oolaiul dba_dv_command_rule sg4 3l lecommand rule ¢ coslic 1y

select * from dvsys.dba_dv_command_rule;

COMMAND RULE_SET_NAME OBJECT_OWNER OBJECT_NAME ENABLED
SELECT ip USEF % Y
DROP USER Can Maintain Accounts/Profiles % % Y

Ll lasession Glusgas ¢ Sedbl 5 ,b 511 6 Ko sliusgaom ol o ;92518 WS L :Factor
b 0" Ml aLsls |, o Jpaz ) (s sians 5 3 eminiin 1D b 50,8 a3 Joud ) S
lasession Sluogas 508 g celw G,k 5l o b g "o eoliiwl X jgiws 51 ilgl ¢ asein il

S 0,5 oolaiwl sys_context xb 5l les o )5l plol gl ouiS sl 1) old Covgae

:a}:ssao.\iowwba fﬁwé&)ﬁb
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[_Edit ) |_Remove )
Select Name Factor Type Name Evaluation Options |Factor Identification |[Assign Rule Set Name |Error Handling |Audit Options |
® Authentication_Method Authentication Method By Access By Method Show Ermor Message Never
O client_IP IP Address For Session By Method Show Error Message Never
O Database_Domain Physical For Session By Method Show Error Message Never
O Database_Hostname Hostname For Session By Method Show Error Message Never
O Database_Instance Instance For Session By Method Show Error Message Never
O Database_IP IP Address For Session By Method Show Error Message Never
O Database_MName Instance For Session By Method Show Error Message Never
O Domain Physical For Session By Factors Show Error Message Never
O Enterprise_ldentity User By Access By Method Show Error Message Never
O Identification_Type Authentication Method By Access By Method Show Error Message Never
O Lang User By Access By Method Show Error Message Never
O Language User By Access By Method Show Error Message Never
O Machine Physical For Session By Method Show Error Message Never
O Network_Protocol Authentication Method For Session By Method Show Error Message Never
O Proxy_Enterprise_Identity User For Session By Method Show Error Message Never
O Proxy_User User For Session By Method Show Error Message Never
O Session_User User By Access By Method Show Error Message Never
|_Edit )| Remove )

3,5 03l DBA_DV_FACTOR (555 5l ols5 (oo el,5351s e somlivn (s

SELECT * FROM DVSYS.DBA_DV_FACTOR;

SELECT DVF.F$ip factor FROM DUAL;
slasbrealm s command rule 5l oslacwl floj ,o g ol o rule wx by S 5l (gl acgoxs Rule Set

0 e A3k sl esgase dx g a4z 4y Lo e nogase aisls 45 0,5 jasiw rule set &b
asls ) Sa oolizul rule set S 5l lgs

g oo oolaiul 3 Hguws 5l deRule Set cud ovalive sl

select rule_set_name, enabled from dvsys.dba_dv_rule_set;

RULE_SET_NAME ENABLED
ip Y
Enabled Y
Disabled Y

Can Maintain Accounts/Profiles Y
3,5 aedly oolainl gl )b Lle adlge ol 51 G o 5l aslsl o

Ded | &l Oracle data dictionary realm ;I sys . 5" :(realm Authorization) Jq! JLw
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S oo il g |, oracle data dictionary g ool realm Cooed o)1y lacl

Select|Name [Audit Options Oracle Defined Realm? Objects Protected? Users Aulhorizm |Slalus |
©  Database Vault Account Management Audit On Failure v v v I_‘ v
®  Oracle Data Dictionary Audit On Failure v v v v
O oracle Database Vault Audit On Failure v v ¢ v
Oracle Enterprise Manager Audit On Failure v v v v
[_Edit ) [ Remove |

1aslS oo SIS create (oo, , realm Authorizations ceeud )

Realm Authorizations

.£E ate |
v

Select Grantee Authorization Options Authorization Rule Set Name
Mo Items Found reate

(Cancel ) (0K

SYS 1,5 sl diey (pl jo (Sogaome A3gT g 4SSyl (gl g 00,5 uaii SYS 4 | grantee el ol o
2l U oS o0 pulais enable 4 o |y rule set s owner « |, Authorizations g gis Jles!
Al Jd sys )5 gl Authorizations

Database Instance: usef2 > Realms > Edit Realm: Oracle Data Dictionary = Logged in as USEF_DV
Create Realm Authorization

Cancel ) ﬂkj

OK
Define a database account or database role as either a realm owner or realm participant. Realm owners and realm participants can use their system privileges against re
secured objects. Only realm owners can grant or revoke realm secured database roles.

Grantee
[ svs [uSER] 3|

Authorization Type
O Pparticipant
® owner

Authorization Rule Set
| Enabled o)

(Cancel ) (0K
0l dgdzme Vault ceal 5l am a5 cul oo IS ploil 4y JolB sys )15 a5 wuo sl J>lye (pl pll b
M o 265 dad &5 Sl 00l alilo o oo 20 51 e QIS ol b asdDog

SQL> grant dba to sysman;

Grant succeeded.

29 Jlad e il sys )l ol e a5 Jgar el )5al :(Command Rule)sgs Jlio
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rule 5 ouls command rule Coud o)ls (g o 4 098 slosl command rule 3 )b 5ol IS )

w,..S ° ol:;.;“ ‘) e

allow the command to succeed based on the evaluation of a Database Vault rule set.

(creas \
| Edit } %
SelectCommand Object Owner Object Name Rule Set Name |Status |
@ ALTER PROFILE % % Can Maintain Accounts/Profiles v
' ALTER SYSTEM U % Allow Fine Grained Control of System Parameters v
. ALTER USER % %% Can Maintain Own Account v
! CHANGE PASSWORD % %0 Can Maintain Own Account v
./ CREATE PROFILE % %% Can Maintain Accounts/Profiles v
./ CREATE USER % % Can Maintain Accounts/Profiles v
) DROP PROFILE % % Can Maintain Accounts/Profiles v
C' DROP USER % % Can Maintain Accounts/Prafiles v
|_Ediit J| Remuove |

oploz s e 1) asbsys o] Sl a5 a5 Jga> Sl jexe «create command rule Coend )0 yuw

Create Command Rule

This page allows you to create or edit a command that can be authorized based on the evaluation of a Database Vault rule set.

General

*Command | CREATE TABLE

Status @ Enabled
O Disabled

Applicability

Object Owner | SYS

Object Name [%

Rule Set

| Disabled

:,5

Cancel ) \_O*K_)

[ Cancel | | Ok )

I, wildcard & sql jsiws ;0 * siles g ail o iS5 den 20 4 % Object_name cwd o

Cromnd 4y G5 5L L &gl o0 g9, Usef L aS Can olidl don SOl usef% puen oS oo L)

O CREATE TABLE

SQL> create table sys.tbl(id number);

vahidusefzadeh@gmail.com
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ORA-47400: Command Rule violation for CREATE TABLE on SYS.TBL
ool Hlai cpl 5l Suogamme g wiS sl Jeaz oyl 1,5 Ay gl Wilgy se SYS S rule pl Ll assS

SQL> create table appl.u33(a number);

Table created.
Ol 510 0l oo o (e 8 (glaae b plp YU Jli yo |, object_name 4 S 50 0 2 4SS
usef_tbl ul b Jgax zud a5 ool ools las 5 IS j0 (Jlie gl 0g Cailas pul I b Jgax

ol Glg o

Database Instance: usef2 > Logged in as USEF_DV
Command Rules

Command rules control the ability to process Data Definition Language (DDL) commands and special database operations. Command rules determine whether or not to
allow the command to succeed based on the evaluation of a Database Vault rule set.

(_Create
| Ecit ) |_Remove |

Select/Command Object Owner Object Name Rule Set Name [status |
@ ALTER PROFILE % % Can Maintain Accounts/Profiles v
D ALTER SYSTEM % % Allow Fine Grained Control of System Parameters v
O ALTER USER % % Can Maintain Own Account v
' CHAMGE PASSWORD % % Can Maintain Own Account v
' CREATE PROFILE % % Can Maintain Accounts/Profiles v
' DROP PROFILE % % Can Maintain Accounts/Profiles v
O DROP USER % % Can Maintain Accounts/Profiles v
©' CREATE TABLE % USEF_TBL Disabled v

2,5 oolaiwl cwlio rule set 5l asbisys )5 g Jouz cole 5l 6 S sl gl 3 @S

SYS_CONTEXT('USERENV"','SESSION_USER') NOT IN ('SYS')

Database Instance: usef? > Rule Set > EditRule Setip > Logged in as USEF_DV
Edit Rule: user

Cancel \_OkK_)

Arule is a SQL WHERE clause expression that evaluates to true or false.
General
*Name [user ]

SYS_CONTEXT(USERENV','SESSION_USER’) NOT IN (SYS')

ay be any valid SQL WHERE clause expression. The value returned by this SQL WHERE clause
L functions, make sure 1o use a fully qualfied function, such as schema. function_name, and make sure

nust return a bos
NT EXECUTE privik

lue (TRUE or FALSE).
on the function to the

(_Cancel ) ( Ok

Js e sys s> ol p)lS aes gl psalary Jea 5l (select)yuilys 156! {Command Rule) pgus JUio

T

ol plesl Jls command rule o933l L IS -yl
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Database Instance: usef?2 > Command =
Create Command Rule

Logged in as USEF_DV

Cancel ) | DK
This page allows you to create or edit a command that can be authorized based on the evaluation of a Database Vault rule set.
General
* Command | SELECT
Status ® Enabled
O Disabled
Applicability
Object Owner | sgfF
Object Name [sa.lary ]
Rule Set
Disabled ]
(Cancel ) (OK)

SQL> show user
USER is "SYS"
SQL> select * from usef.salary;

ORA-01031: insufficient privileges

(oS oo Usef.salary Joao sl asles 4y pladlsys IS 5 ,b 5l >

l, Jiogs Sledlbl g3 oS o cl )13 a5 35,10 5959 G 0 application gs {Realm) g,z Jleo

Ao 1y (6,50 Gledbl ol 5> slapplication ¢ o

L o)l g0 ool g ylew ol (5l ool (sl 05 oolaiul realm 51 el 5L calie ol (g3lw ooly (sl p

o O9ome Hlisgs Sledlbl yas 4 s 1) G e realm SaST L g oo le o0 ApP2 5 Appl (slesl

SQL> create user appl identified by app1;

SQL> grant dba to appl;

SQL> create user app2 identified by app2;

SQL> grant dba to app2;

SQL> conn appl/appl

SQL> create table thl_app1 as select * from vStablespace;

SQL> conn app2/app2

SQL> create table tbl_app2 as select * from vStablespace;

vahidusefzadeh@gmail.com
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As sysdba:

SQL> select * from app2.tbl_app2;

TS# NAME INC BIG FLA ENC
0 SYSTEM YES NO YES
1 SYSAUX YESNO YES
2 UNDOTBS1 YES NO YES
4 USERS YES NO YES
3TEMP NO NO YES

iesS o0 Ol appl sly slrealm ool s (o plodl | Hlas 090 (593 )L realm S L >

Create Realm
(_Cancel ) _&K_J

Enable or disable the enforcements for objects protected by the realm and to control the auditing that occurs during this enforcement. OK

General

* Name [a.pp]l l

Description

Status @ Enabled
© Disabled

Audit Options
© Audit Disabled

® Audit On Failure
© Audit On Success or Failure

Cancel | [(OK )
[ CETTE . O

S oo i |y ailey el sl 13 asT Lol arealm cpl il e b
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nable or disable the enforcements for objects protected by the realm and to control the auditing that occurs during this enforcement.

General

* Name [appl

|_Cancel | | OK )

Description

Status ® Enabled
O Disabled

Audit Options
O Audit Disabled
® Audit On Failure
O Audit On Success or Failure

Realm Secured Objects

Select Owner Object Type
Mo Items Found

Database Instance:usef? > Realms > EditRealm:appl =
Create Realm Secured Object

Define a database schema or database role that is protected by the realm.

Object Owner
[aPPL 2

Object Type
(9 A

Object Name
%

Object Name

———

(Crgze)

Logged in as USEF_DV

|_Cancel I\_OQU

—
| Cancel ) | OK

Jwisd 7,5 (Ko gw yws 5LAPPL 1,5 4 et slalisl den cwl 13 (e o0 a5 jghailen
L oawdl als cwyiws Appl Cledlbol a4y ailes o APP2 L gSys )5 Ll aS puds oo plol |y s

As sysdba:
SQL> select * from appl.tbl_appi;

ORA-01031: insufficient privileges

SQL> conn app2/app2

SQL> select * from appl.tbl_appi;

ORA-01031: insufficient privileges

vahidusefzadeh@gmail.com
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SQL> conn appl/appl

SQL> select * from appl.tbl_appi;

TS# NAME INC BIG FLA ENC
0 SYSTEM YESNO YES
1 SYSAUX YES NO YES
2 UNDOTBS1 YES NO YES
4 USERS YES NO YES
3 TEMP NO NO YES

a2 sl ApP2 (sl 1) g0 )l (red ouilyy o J>

L slip ;a5 (select)ailgsw usef p IS oledbl 5l wilgn 8,3 Ls :(Rule Set - Factor) pxy JLio

sk oad b o g 10.47.52.21 o Lo

rule set cg> yed 4 Conl plxl B oleas 4 Rule set L 5 Rule set ol o a4 9251 55 ,b 51 IS oyl
S g0 Olmlip b L) svas

Database Instance: usef2 = Rule Set = Logged in as USEF_DV
Create Rule Set
(_Cancel \ﬂ(g

Arule set is a collection of one or more rules that evaluates to true or false based on the evaluation of each rule it contains and the evaluation type (All True or Any True)EK

General
*Name [ip ]
Description
Status @ Enabled

O Disabled
Evaluation Options @ a)| True
O Any True
Audit Options
O Audit Disabled

® Audit On Failure
© Audit On Success or Failure

‘1,.‘.‘5‘54 u.u.a‘).!j ‘)).E.a 3,90 Rule setW
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Database Instance: usef? > Logged in as USEF_DV
Rule Sets

Database Vault provides a rules engine that can be used in the security policy decisions of factors, realms, command rules, and secure application roles.

(Create )

Select|Name / Evaluation Options  |Error Handling Audit Options  |Rules Defined?  [Status |
' Allow Fine Grained Control of System Parameters All True Show Error Message Audit On Failure v v
O Allow Sessions All True Show Error Message Audit On Failure % v
O Allow System Parameters All True Show Error Message Audit On Failure v v
O can Grant VPD Administration All True Show Error Message Audit On Failure v v
' can Maintain Accounts/Profiles All True Show Error Message Audit On Failure v v
O can Maintain Own Account Any True Show Error Message Audit On Failure v v
' Disabled All True Show Error Message Audit Disabled v v
O Enabled All True Show Error Message Audit Disabled v v
@ ip All True Show Error Message  Audit On Failure 7 >
.@ [ Remove |

Oaed 4 dS oS (G pei | sasasrule b g oS WSl | (6,455 nules oo rule associated cued o

S o0 oLl 1) create (g

Rules Associated To The Rule Set

(_Create ) Add Existing Rules )

i

Select Rule Name Rule Expression
Create
Nao Items Found

—————\ A
| Cancel J | OK)

Sy90 bbb bl o0 USERENV a5" SGL 5,8 i application context <SS L «create rule cwud o
IR

SYS_CONTEXT('USERENV','IP_ADDRESS') IN ('10.47.52.21")

Database Instance: usef2 = Rule Set > Edit Rule Set:ip = Logged in as USEF_DV
Create Rule
| Cancel .\_%ﬁ)

A mule is a SQL WHERE clause expression that evaluates to true or false.
General
*Name [ip_rule

SYS_CONTEXT(USERENV''IP_ADDRESS’) IN ('10.47.52.21")

*Rule
Expression

A rule expression may be any valid SQL WHERE clause expression. The value returned by this SQL WHERE clause expression must return a boolean value (TRUE or FALSE). When
using PL/SQL functions, make sure to use a fully qualified function, such as schema.function_name, and make sure to GRANT EXECUTE priviege on the function to the DVSYS account.
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ip 4 l,ruleset ) 1o g 0SS 0 0bul ], saa> command rule il 00 )5l Wd a5 & b 4y Cols o
Algze | usef IS Cledbl wilgsy Jlai o a0 ip L b piS oo pudiss
—

Logged in as USEF_DV

Database Instance: usef2 > Command =

Create Command Rule
(_Cancel ) LOK )

This page allows you to create or edit a command that can be authorized based on the evaluation of a Database Vault rule set.

General
*Command | sg|gCT 2
Status ® Enabled
O pisabled
Applicability
Object Owner | ysgF =

Object Name [% ]

Rule Set

-

lip

| Cancel , | OK )

oo ools lis il ool 81y jlxe e ip 5l aST Sl 5 asusef I8 Sledbl aS aes o lid 5 cus
1S g

Conn usef/usef
select get_factor('client_ip') from dual;
10.43.136.34

select * from usef.salary;

@ ORA-01031: insufficient privileges

Cancel | Help |

oS Sloul 59uS 1 SO ol wb wogls ploxil Factor SeS L IS (ol pudlssn 457 90 )0 iz
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Database Instance: usef? > Factors = Logged in as USEF_DV
Create Factor

|_Cancel | w\ﬁ‘&)

A Database Vault factor is a configuration item that contributes to the database application security policy for rule sets, command rules and realms. @

General

*Name ip_factor

Description

*Factor Type | IP Address o

Factor Identification Evaluation Factor Labeling
® By Method @ For Session ® By Self

L' By Constant '/ By Access '/ By Factors

'/ By Factors '/ On Startup

' By Context
Retrieval Method

UPPER(SYS_CONTEXT(USERENV','IP_ADDRESS")

The retrieval method returns a factor’s identity and may be any valid PL/SQL expression, package function or standalone function. The value returned must be a VARCHARZ2 data type or otherwise
[ tible to one. When using PL/SOL functions, make sure to use a fully qualified function, such as schema.function_name, and make sure to GRANT EXECUTE privilege on the function to the

httne . dihlena A EEAN I im ra s I denin o cbaes 1 the followinn form:

ods a8 &l ool gl b aS 09l o a3l DVF 1S (6l 5 FSip_factor b sl G & jg0 ol jo S
S sales s Retrieval Method e jo

SELECT DVF.F$ip factor FROM DUAL;

10.47.52.21

oS Jlosl 1y Jlai 0550 bl ¢)giS1 ) SaST L pilys 0 J>

Database Instance: usef2 > Rule Set = Edit Rule Setip = Logged in as USEF_DV
Edit Rule: new_rule
e
| Cancel | | OK

Arule is a SQL WHERE clause expression that evaluates to true or false.

General
*Name [new_rule
DVF.FEIP_FACTOR IN ('10.47.52.21','10.33.136.34")
*Rule
Expression

A rule expression may be any valid QL WHERE clause expression. The value re
‘When using PL/SQL functions, make sure to use a fully qualified function, such as
k DVSYS account.

ned by this SQL WHERE clause expression must return a boolean value (TRUE or FALSE).
hema.function_name, and make sure to GRANT EXECUTE priviege on the function to the

(Cancal) (0K
oS oolawl Ll 5,90 Command Rule ;s Rule Set .l 5l coles yo 4
DATABASE VAULT REPORT

oaslive oyl G b 5l ey e aS Wil oo o) K jsiile <o lil8 (database vault wae sla Sy Ko
ol 0o "6 5 ax" ploul 4y 3390 gl Adlge ax" SS L S ax" AT oS
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.. g factor realm ;l ol Calizeo slo adlge 0,90 |, Sledbol iz ] )0 : database Vault reports.1

4> plxl 5l &ile lerealm as” oS oanlive Coond (pl 4 dxxl o b s Jlie (gl 0,5 pudlys cvalie |,

R PR S )lf
Administration J Database Vault Reports General Sec
Use this screen to run reports about potential Database Vault confi
[ Run Report |

Expand All | Collapse All

&

Select Focus Report Title

¥ Reports
© ¥ Database Vault Configuration Issues Reports
@] Command Rule Configuration Issues
@] Factor Configuration Issues
O Factors Without Identities
@] Identity Configuration Issues
O Realm Authorization Configuration Issues
O Rule Set Configuration Issues
O Secure Application Configuration Issues
€ ¥ Database Vault Auditing Reports
@ Realm Audit
o Command Rule Aucdit
o Factor Audit
) Label Security Integration Audit
) Core Database Vault Audit Trail
) Secure Application Role Audit
1ttps:ﬁhk|1 Run Report b,fmac,freport#
Database Instance: usef2 = Logged in as USEF_DV

Report Results: Realm Audit

Page Refreshed Sep 3, 2017 5:30:35 PM

Return User Instance Realm  [Rule
Violation Attempt / |Timestamp|Code |Account Host Number |[Name Set |Command
Realm Violation Audit 03-SEP-17 1031 APP2 hkm4 0 appl SELECT * FROM APP1.TEL_APP1
03.56.01
PM
Realm Violation Audit 03-SEP-17 1031 SYS hkm4 0 appl SELECT * FROM APPLTEL_APP1
03.55.14
PM
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3929 bl a4 a5 Wl ails 1) (g 90w slyz| duad sys gapp2 )5 w0 29> )0 &S jshiles
Al ooz SleMbl ol o yiws 45 3890 @ppl pb 4 slrealm

system o3 3l coges el Pluw 0,90 0 o038 (i opl o : General Security reports.2
j9e g usef IS aS aeo o ylid p S0 (e gl 0sd oo &SIl Object privilege 4 privilege

el 00,5 8L, 1, drop any table 4 create any table

Administration Database Vault Reports General Security Reports Maonitor

Use this screen to run reports about potential security issues with the existing privilege model,
database roles.

| Fun Report |

Expand All
& Run Report
Select Focus Report Title
¥ Reports
€ ¥ Object Privilege Reports
C Object Access By PUBLIC
O Object Access Not By PUBLIC
C Direct Object Privileges
O Object Dependencies
€ ¥ Database Account System Privileges Reports
O Direct System Privileges by Database Account
C Direct and Indirect System Privileges By Database Account
C Hierarchical System Privileges by Database Account
|E| ANY System Privileges for Database Accounts

System Privileges By Privilege
& ¥ Sensitive Objects Reports

Execute Privileges to Strong SYS Packages

Access to Sensitive Objects
/ Public Execute Privilege To SYS PL/SQL Procedures

httne:ilhkmd-5500/dvalmacinetect# SDBA/SYSOPER Privilege

Database Instance: usefz = LDQQEEI In as USEF_DV
Report Parameters: ANY System Privileges for Database Accounts

( Run! Report

Result Set Size (O 100 O 250 O 500 @ 1000 O Al

([ Run Report |
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Database Instance: usef? > Logged in as USEF_DV
Report Resulis: ANY System Privileges for Database Accounts

Page Refreshed Sep 4, 2017 1:40:25 PM
Return TuiRepDr‘ls Meny

Privilege Grantee |Retum To Reports Menu
CREATE ANY TABLE USEF
DROP ANY TABLE USEF

Return To Reports Menu

database vault o>
905 b |y 53 J>lwe oles o database vault o> (gl

sqlplus "/as sysdba"

shut abort

S o0 L8 e |y S5g ol cchopt s L2
[oracle@hkm6 ~]$ chopt disable dv
Writing to /u0O1/oracle/11g44/install/disable_dv.log...
/Jusr/bin/make -f /u01/oracle/11g44/rdbms/lib/ins_rdbms.mk dv_off ORACLE_HOME=/u01/oracle/11g44

/usr/bin/make -f /u01/oracle/11g44/rdbms/lib/ins_rdbms.mk ioracle ORACLE_HOME=/u01/oracle/11g44

0 QL?L.).‘ WJS.J LS‘)-?"

[oracle@hkm6 ~]$ /usr/bin/make -f /u01/oracle/11g44/rdbms/lib/ins_rdbms.mk dv_off
ORACLE_HOME=/u01/oracle/11g44

/Jusr/bin/ar cr /u01/oracle/11g44/rdbms/lib/libknlopt.a /u01/oracle/11g44/rdbms/lib/kzvndv.o
[oracle@hkm6 ~]$ /usr/bin/ar cr /u01/oracle/11g44/rdbms/lib/libknlopt.a /u01/oracle/11g44/rdbms/lib/kzvndv.o

[oracle@hkm6 ~]$ /usr/bin/make -f /u01/oracle/11g44/rdbms/lib/ins_rdbms.mk ioracle
ORACLE_HOME=/u01/oracle/11g44

I, S lopdais g 0SS (o0 SL 1DV L Lo o Sledbl  coled ¢ Sledlbol STL saze (g3ll ol b >3
il S s0 w DV (glasloly 51 L8 4
@?/rdbms/admin/dvremov.sql

drop user dbvowner cascade;

drop user dbvacctmgr cascade;
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grant BECOME USER to DBA;

grant SELECT ANY TRANSACTION to DBA;

grant CREATE ANY JOB to DBA;

grant CREATE EXTERNAL JOB to DBA;

grant EXECUTE ANY PROGRAM to DBA;

grant EXECUTE ANY CLASS to DBA;

grant MANAGE SCHEDULER to DBA;

grant DEQUEUE ANY QUEUE to DBA;

grant ENQUEUE ANY QUEUE to DBA;

grant MANAGE ANY QUEUE to DBA;

grant BECOME USER to IMP_FULL_DATABASE;

grant MANAGE ANY QUEUE to IMP_FULL_DATABASE;

grant DBA to INFA_ADMIN;

grant EXECUTE ON DBMS_LOGMNR to EXECUTE_CATALOG_ROLE;

grant EXECUTE ON DBMS_LOGMNR_D to EXECUTE_CATALOG_ROLE;
grant EXECUTE ON DBMS_LOGMNR_LOGREP_DICT to EXECUTE_CATALOG_ROLE;
grant EXECUTE ON DBMS_LOGMNR_SESSION to EXECUTE_CATALOG_ROLE;
grant EXECUTE ON DBMS_FILE_TRANSFER to EXECUTE_CATALOG_ROLE;
grant EXECUTE ON UTL_FILE to PUBLIC;

grant CREATE ANY JOB to SCHEDULER_ADMIN;

grant CREATE EXTERNAL JOB to SCHEDULER_ADMIN;

grant EXECUTE ANY PROGRAM to SCHEDULER_ADMIN;

grant EXECUTE ANY CLASS to SCHEDULER_ADMIN;

grant MANAGE SCHEDULER to SCHEDULER_ADMIN;

ALTER SYSTEM SET AUDIT_SYS_OPERATIONS=FALSE SCOPE=SPFILE sid="*';
ALTER SYSTEM SET RECYCLEBIN="ON' SCOPE=SPFILE sid="*";

ALTER SYSTEM SET SQL92_SECURITY=FALSE SCOPE=SPFILE sid="*';
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