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f1p: the file transfer protocol

aa

file fransfer

=

T FTP ¢ Frp
iy e— | Uzer
& inter face client

user
at host local file
ayatem

transfer file to/from remote host

client /server model

» FTP

server

remote file
system

o cfient: side that initiates transfer (either to/from

remote)
o server:remote host
ftp: RFC 959
ftp server: port 21

2 Application Layer

26
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ftp: separate control, data connections

o ftp client contacts ftp server
at port 21, specifying TCP as
transport protocol

O two parallel TCP connections

opened:

o control: exchange
commands, responses
between client, server.

“out of band control”

< data: file data to/from
server

O ftp server maintains “state™
current directory, earlier
authentication

TEP contraol connection

paort Z1
i{r_f )y -
s -
TEP data connect ion

F_TP port 20 FTP
client server

&: Application Layer 27
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ftp commands, responses

Sample commands:

0

sent as ASCIT text over
control channel

USER useriiame
PASS passworc

LIST return list of file in
current directory

RETE filename retrieves
(gets) file

STOR filename stores
(puts) file onto remote
host

Sample return codes

0

0

status code and phrase (as
in http)

331 Username OK,
password required
125 data connection
already open;
transfer starting
425 Can't open data
connection

452 Error writing
file

Z: Application Layer

28
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Opcode

Block Number
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TCP UDP
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(Simple Mail Transfer Protocol) SMTP
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From : myemail@gmail.com

TO . “your email” <youremail@yahoo.com>
CC : “your Boss” <yourBoss@Hotmail.com>
Reply-to : myemail@gmail.com

Subject : This is a sample SMTP header
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SMTP
Commands/mail
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Server:

Client:
Server:

Client:

Server:250 Ok

Client:
Server:

Client:
Server:

Client:

Server:

Client:
Server:

220 smtp.example.com ESMTP Postfix = smipd_client_restrictions

HELO mail.ora.com
250 smtp example.com

MAIL FROM: <info®@ora.com>

- smptd_helo_restrictions

<—— smipd_sender_restrictions

RCPT TO: <kdent@example.com:> - o
250 Ok <—— smipd_recipient_restrictions

DATA
354 End data with <CR><LF> <CR><LF>

To: Kyle Dent <kdent@example com>
From: <info@ora.com>
Subject: SMTP Example

smtpd_data_restrictions

<+—— header checks

This is a message body.
[t continues until a dot
is typed on a line by itself.

<+—— hody_checks

5250 Ok: queued as 6012B20DDOE
quit
221 Bye
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S L 0 b Jlwyl gl 4ol wilgs o o B2 sk 3l 95 a5 ol Luly: 9330 Jole (Mail User Agent) MUA =
(s s £85 bl 1) SU o Wiske 1 (S g w1 ol JLES Jols (Mail Transfer Agent) MTA =

LS a5 g 48,5 JLES! Jole 511y Loly (Jole ool 1 (S g iS40l 923 Jole (Mail Delivery Agent) MDA =

\bﬂ hostl.uiuc.edu host2.uiuc.edu

4o MUA

b User Mailbox &

1 /var/mail/johndoe :
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MIME
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(Multipurpose Internet Mail Extensions) MIME

(0 ki Suig Sl a0l powanw) MIME =
: SMTP sla cudgume g Mo Jo Glp 2 paiBo Jolls ol (60 ylilins! v/

= 1. SMTP cannot transfer executable files and binary objects.

= 2. SMTP cannot transmit text data of other language, e.g. French, Japanese, Chinese etc, as
these are represented in 8-bit codes.

3. SMTP services may reject mails having size greater than a certain size.

4. SMTP cannot handle non-textual data such as pictures, images, and video/audio content.
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! Keyword: Value o g sl yw L5 JE =

E-Mail Header

MIME-VERSION :1.1
Content-type :type/subtype
Content-transfer-encoding : encoding type MIME Header
Content-id : message id
Content-description : textual explanation of non
textual contents

E-Mail Body

MIME Header

obelbe ailj,8: o



Type Sub type Description
Text Plain Unformatted text in US ASCII I1SO 8859.
Image ipeg Image in JPEG Format.
gif Image in GIF format.

Video mpeg MPEG format.

Audio Basic Single- channel encoding of voice at 8kHz,

Message | rfc 882 | The boby is an encapsulated message that confirms to

RFC 822.
partial | | arge mail is fragmented.
External | contains pointer to an object that exists elsewhere and is
Body accessible via FTP, TFTP etc.

Multipart | Mixed The different parts are independent but are to be
transmitted together. They should be presented to
receiver in the appear in mail message.

Parallel | <ame as mixed but order not defined.

Alternate | The different parts are alternate versions of the same
information

Digest similar to mixed, but the default type/subtype of each
part is message/rfc 822.

Appiciation | Postscript| Adobe postscript .
Octet. : S .
stream | General binary data consisting of 8-bit bytes (Octets).

Context-type: <type/subtype; parameters>

Dgl gyl A3 Ay (glgsie WS o AT
plaintext: 5,5 jiw jlado
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Content-transfer-encoding

Type Deseription
7.bit | The body contains The 7-bit ASCIl Characters With maximum length of
1000 characters
8-bit | There can be non-ASCII 8- bit characters but the maximum length of the
body is limited to 1000 characters.
Binary Binary 8- bit characters without limitation of 1000 characters in the
body.
Quoted. | TIS I8 useful when data consists of largely printable characters.
printable | Characters in the rang decimal equivalent 33 to 61 in ASCIl are
represented in ASCIl. Others are represented as two- digit hex
representation preceded by "=' sign, Non- text characters are replaced
with six -digit hex sequence
Base 64 | 6-bit block of input data is encoded into 8-bit block of output.
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Content-transfer-encoding : <type>
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Content-id : id = <content-id>

el Glp 038 & pamn dasino Hlodo

Content-description: <description>

O o0 000 syl yolyly (wl b peai b lowo sy sols gl
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Mail access protocols

sender's mail recelver's mail
sepyer sepyap

0 SMTP: delivery/storage to receiver’s server
0 Mail access protocol: retrieval from server
o POP: Post Office Protocol [RFC 1939]
+ authorization (agent <-->server) and download
& IMAP: Internet Mail Access Protocol [RFC 1730]
* more features (more complex)
* manipulation of stored msgs on server
o HTTP: Hotmail , Yahoo Mail, etc.
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(Post Office Protocol) POP3
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POP3 protocol

aut horization phase ———

0 client commands:

o user : declare username

O pass : password
0 server responses

o +OK

O -ERR

transaction phase,’ufm’/’

0 list: list message numbers
0 retr: retrieve message by

hutnber
0 dele: delete
O ¢quit
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+0K POP3 server ready
user alice
+0OK

pass hungry

+0K user successfully logged on

: list

1 498
2 0912

! retr 1
! “mes=age 1 contents>

dele 1

: retr 2

i <message 1 contents>

dele 2

:ogquit

+0K POP3 server signing off

2+ Application Layer 40

plxil STy 9 Cogd ol Cdl> & yb 1 b jgws ®
o (Sl y j9 3 Sl @4k 3l Lol i S (0
(QUIT jgsws 3 43) .o

Sl SIS DY G wilgi o 39500 (1o Gensly




(Post Office Protocol) POP3
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USER
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AUTH
QUIT

STAT

[msg#]LIST

RETR msg

DELE msg s |y I
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(Internet Message Access Protocol) IMAP4

ol 0B (pur gy 9 (5 yee U 90 b (Sig Sl ey 01051 ,8 S

WS o0 053 POP3 ay cuand (g piiins 413055 gl 1y & oly IMAPA sla oucad g g g
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POP3 g IMAP4 9 4wilic

Feature POP3 IMAP
Protocol defined in RFC 1939 RFC 2060
TCP port used 110 143
E-mail stored on user’s PC Server
e-mail is read ofiline on-line
Connection time required little much
Use of sever resources minimal extensive
Multiple mailboxes No Yes
Mailboxes backup by user ISP
Gooc for mobile users No Yes
User control over downloading little great
Partial message download facility No Yes
S'mple to implement Yes No
Widespread support Yes Growing




IMAP4 &l 4L Jow aw

: Cawl 00l (g3lw 00ly sl AL Jow aw o IMAP4A sls,1,5 =
Sk o0 POP3 alie : Offline v/
Offline Juo e, :Online v/
ol LS Juo g0 31 5,5 : Disconnected v/
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