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100.2: First Steps in Linux

Redirecting .....

) duxo =9y Ulgic W (5=xgy> S 5T (385 job WL sl (52> SU g S350 S Al ,d YuSeid s

B aoliy 5l (sl )5 Lo, Ui Wigo @ . 5yl stdin pU @y 9,9 Sy o ((stderr ) ble (s>9,5> S, g (stdout
Sy a1 ol Olgi (s (suisy 3900 (s 0315 Giwslou Display 55 (lalé od 9 Cowys od ) (v>9,> w9 IS 2iilo
Jlioys > Jlio

. puS 0,65 b U215 5y > wyso ) Aol S kle (5293 L g o)y 29,5 pudlss v silos Lol
P S axgi ; Jlio

|$ls -1

.9 wsw wlx standard output s cow)s (s>g,3 e 13 euls stdout Lpss VU S aoliy 9 jgiws >

$1ls -1 > Out

25 o8iwd Jsles YU jgiws aS ool awls asgi . pwizs, Out LB ug)s |) aoliy wow,s (s>9,5 YU jgiws s

ol

$1s -1 1> Out

1 oS axgi 5 Jbo @ . 5,100 39>9 Sl SeiS uls 5> Pazhoheshi oU b (Ll 2SS (6,9 Js>

$1s -1 Pazhoheshi |

15940 sw Standard Output )5 o5 9l Jiwles Jol> s asuin

|ls: cannot access Pazhoheshi: No such file or directory |

oo Joc 5 wygo 4 Jd S5 s, YU sasl)s o)l pued U Stderr ulod L ble (s>, 0s,S 0,055 Sl J
L puS

|$ls -1 Pazhoheshi 2> Out |

W90 AU piS oS, pd Sl s ey s |y ble g o)y (529, Olos pd wigo W pudlsz S| lisub
( Pazhoheshi Juld ¢l s9>9 ¢ Test LB owls 599 40,9 L) 15,5 pudles Joc

|$ls -1 Pazhoheshi Test > Stdout 2> Stderr |
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Sy wleMbl Jsli g 1dgi Slad Gl

ol,;,l o Mowl S)9p0> wswolaist
T |- | o 5 S\g < U|53‘_s\o19]'n;o0_;_|u5|)g.)}Juopsklgbks.gjbhh':swp‘_s\>:3)'>-p,g@|9>'-k_sw<15_\4h_s\.cm‘_s\jlojto|
138 Joc s Sld wygo 5l Sy

i Ly Ul =

'u|)J|oL»_wOMSU|)S.&M|,o.u

S b alilio Sls ol 9 ol Guseot $1s -1 Pazhoheshi Test > Out 2>&l
$1s -1 Pazhoheshi Test 2> Out 1>&2
$1s -1 Pazhoheshi Test &> Out

TBH | Forums | Turk Black Hat =

UL\M}/}.LMLDWLHLAA)US‘:

ol 9 S Syl <
53 ) e wsw overwrite el HIS ul . ous,S oslaiwl (> ) 5 Sy S, 5l YU sla Jlio (swoled )y & auSs

oslaiwl >> 5l LL LB S aolsl a4 (s>9,> WS,S Append Sl . (2wl acwls s9>9 Jud 51 LB aS (Nigo
( Test, Text L5 95 ol 59>9 06,8 L) 1 Jlio Sl . 5,8

$1s -1 Pazhoheshi Test Text &>> Out |

Piping ....

rless ,giws
Sl |, 3] bglas s Jluwoyi 9 caowl 3U; Jliaoyi 5 B S5 S oasi wls bohs slaei aS 4l (sw Giuw sulos

5,5 oslaiwl aoliy ol 5l Ulgi (s 03w 5L Sld axan JyiuS Sl 1 . ads sw gwles bo

Ctrl + audS 95 . 2wl swup / down / q / Ctrl + b / Ctrl + d aoly ol ,s oslaiwl 5,90 Sl 2SS 0y zul,

. g, (o SA S Axbo 9 (wd S axas 4 iy w Ctrl +dg b

1 more jgiw>

Bgy20 . w8, (sw Vb wlxias g bghs ) Olgi (i LS5 aS woles ¢l L ads (s plxil | less IS vlos Lads

. 2wl sw q / Enter / Space aoliy ol ) oacw oslawl Sla oS )i

more is a basic pager, which allows you to scroll downwards, one page at a time. Only
.downwards

less is also a pager, but has addition functionality to scroll upwards and downwards through the
input, in addition to several other extensions

less is more

$cat /etc/apt/sources.list | less
Scat /etc/apt/sources.list | more

. 2iusS s Pager (suld aoliy Gz 4 LMol

a Stdout b cew)s (s>9,5 s VU jgiews 95 5> aS wd)S asuss ulgi (sw Redirecting cowwd @y asgi b @ assSs
59>9 uo,d L)t cewl ppd JobB L Jlio U ggog0 ¢l . 39— (50 MOTe g less s anliy 5,lg S3g)9 Ulgic
( Test L owl

$cat /etc/passwd Test | less |

w9, aS il Sy Lol L s (sw 03y Giuglos Lo sl passwd B wlgizo hsd aS ai aales ol asw

L puS o Jos 5 Wigo s €SS S anliy 5)lg Sxg,9 Ulgic @ pd stderr vlod U lale
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$cat /etc/passwd Test 2>&1 | less

T pudles 5w |, w5 w)lie Standard Output ) aS 390 (s ol asuis

cat: Test: No such file or directory

Using Man Pages .....

by 5l Ulgi (s yobaio ol Sy . 3,05 55>9 ... 9 1 gugw elgil (89,20 U olod Joaso (silswogi aoliy o Sl
tdlo . 5,8 eslawl man s

Sman 1s
$man passwd

15,ls section number &S 393 Sl aoly ,a aS cwls il puosl uls S @SS

The table below shows the section numbers of the manual followed by the type
contain.

1 Executable programs or shell commands

2 System calls (functions provided by the kernel)

3 Library calls (functions within program libraries)

4 Special files (usually found in /dev)

5 File formats and conventions eg /etc/passwd

6 Games

7 Miscellaneous (including macro packages and conventions), e.g. man(7), ¢
8 System administration commands (usually only for root)

9 Kernel routines [Non standard]

Kl [*]

T eadles | 5y wolie Is s anlyy 5> Jbo iy

LS (1) User Commands

S oy Sy Aoy ol Cowl 00ui aiig Ol Sgl> 5> aS jeb Uled 9 Ll (s Sy IS S Aol section (susy
1,3 Jlo . wowl User Commands

$man shadow
SHADOW (5) File Formats and Conversions

o5l>l . -k g -W g -a guwgow Jlo Sl . cowl saeio Sl guugw Shls pd a0l ol , b awliy ,5s ilos
pS oo by @wgaw 95 il Jbio LB 55 s

$man -a passwd

5,8 sadluie |, d passwd (swloi Ulgi (s gwgw il 5l oslaiwl b

iman@ubuntu:~/test$ man -a passwd
--Man-- next: passwd(lssl) [ view (return) | skip (Ctrl-D) | quit (Ctrl-C)

--Man-- next: passwd(5) [ view (return) | skip (Ctrl-D) | quit (Ctrl-C) ]

[ D

W gwow 9
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iman@ubuntu:~/test$ man -w shadow
/usr/share/man/man5/shadow.5.9z
-w, —--where, --location
Don't actually display the manual pages, but do print the location(s) of
the source nroff files that would be for matted.
HE G PV SR P I
man -k printf
Search the short descriptions and manual page names for the keyword printf
as regular expression. Print out any matches. Equivalent to apropos
[4] D
1 Jbo sl
$man -k partition
S 0l 9 ,aio (sxaogi U ol,ed partition U oo Sl aoliy (swlei Olgi (o aeugw ol Sl oslaiwl U
. 5,5 saaliw ul section
(2wS ax>gi cowd Bold aS (suowwd @) 1 awuS axgi ;5 Jbe @ JI>
iman@ubuntu:~/test$ man -k passwd
chgpasswd (8) - update group passwords in batch mode
chpasswd (8) - update passwords in batch mode
Crypt::PasswdMDS (3pm) - Provides interoperable MD5-based crypt () functions
fgetpwent_r (3) - get passwd file entry reentrantly
getpwent_r (3) - get passwd file entry reentrantly
gpasswd (1) - administer /etc/group and /etc/gshadow
grub-mkpasswd-pbkdf2 (1) - generate hashed password for GRUB
htpasswd (1) - Manage user files for basic authentication
lppasswd (1) - add, change, or delete digest passwords.
mkpasswd (1) - Overfeatured front end to crypt(3)
pam_localuser (8) - require users to be listed in /etc/passwd
passwd (1) - change user password
passwd (lssl) - compute password hashes
passwd (5) - the password file
passwd2des (3) - RFS password encryption
smbpasswd (5) - The Samba encrypted password file
smbpasswd (8) - change a user's SMB password
@ Ulgi (50 & .59 1 (i . oyl walizo section o,leai U passwd g5 4uS (sw 03l aS ,gb Uled
tdlo Sl . eSS olxil g, Ugesgs Lhi 5,90 passwd Ly g0
$man 5 passwd
5b Sy section s o)lowis L passwd (6,9 i g0 A . owiSs ,S3 |, 5 S o,lond )31 aS acwl aiwls asgi
RN V- [T
o)LAle SEE ALSO pl.i CURENTUWCRCT U|9J o D> @n)|)9 Ln)Lu>| > Man s %U).g as \_S\JlZuOy Ll>|> D
dlio Sl L 5,8 ol Ulgi o |y oo W S aoliy ,5s Ol ,s as . 5,8
Sman fdisk
SEE ALSO
cfdisk(8), sfdisk(8), mkfs(8), parted(8), partprobe(8), kpartx(8
Using whatis and apropos ....
http://pazhoheshi.ir/1393/04/12/LPIC-1-101-100.2-104.5 4/14
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osSeis) cuwyls ougaT i JT‘sT by uinng 3y
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» Ly ewr slow silsasgi aS welai ool b cowd man @ awss Lyyss whatis , apropos & aoliy 9> LIS

1dlo Sl ads w8 b jlesl

iman@ubuntu:~/test$ whatis mkdir
mkdir (2) - create a directory
mkdir (1) - make directories

Ol Uy yaixo (silxaogi b olyod aoliy 58 aS apls 395 Sl 05l oKL b g urwlizs Sy a0l 95 ol 1 S

¢ ol Ogiaw 93 31 JSuisin DB ol + ol 020

Q.ob)g ,oLJ Ugiow ( all
Olbgi Ugiw ((©

Ugiw > pd apropos Lol 55,35 (sw Sdg,9 JLis @ all Ugiiw ,> bad whatis aS cowls ol asgi BB s ass

_\_\)g S\ S5>9,9 Js & o Ugiw > oD 9 ll

i 9 Sy Gl () asliy powl Mo eu)las Sl ol zud aS sgui (sw 0slaiwl (siloy apropos : asui

tJlio . pwigs
iman@ubuntu:~/test$ apropos partition
addpart (8) - simple wrapper around the "add partition" ioctl
all-swaps (7) - event signalling that all swap partitions have been activat
cfdisk (8) - display or manipulate disk partition table
delpart (8) - simple wrapper around the "del partition" ioctl
fdisk (8) - manipulate disk partition table
mpartition (1) - partition an MSDOS hard disk
partprobe (8) - inform the OS of partition table changes
partx (8) - tell the Linux kernel about the presence and numbering of ¢
sfdisk (8) - partition table manipulator for Linux
(4 [v]

104.5: Manage File Permissions and Ownership
Description Candidates should be able to control file access through the proper
use of permissions and ownerships.

Key Knowledge Areas:

Manage access permissions on regular and special files as well as directories.
Use access modes such as suid, sgid and the sticky bit to maintain security.
Know how to change the file creation mask.

Use the group field to grant file access to group members.

The following is a partial list of the used files, terms and utilities:

chmod
umask
chown

chgrp

P oS ) Yiaao,y pudlio

S JSei . swli 3 09,5 U3 (sumy 39ud (swo paiio ww 9 b yuSeid > Permissions as auS (b,9 |l

1S axgi

d_gl P W-5)
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pow canmd  puSoid Guwyld ,_)"AJJ'yT::JT‘sTQb iR gy

9/22/14

ExECUte [Owner) : ’ read {other)
wWrite (owner) . . write {other)
read fowngr) axgeute (other)

o[o[o]olofo]o]o]o

rea! {group) ' excute (oroup)
write (group)

wJ i Ui )l 93 Wls 18 i pd WS o JSiw | w9 ggaxe 5 aS cwl G 1 S anxin wls 0
(J&WJWpJLMﬁng@uWMQ)QSM:J.J:b%bb_xﬂy

9wl 00w puswsi Owner , Group , Other & @iws 3 @ ww 9 il Cowl paziw JSow 5l aS gb uled
Jl=d b jlaso ol JS1. 1wl awls |, Read , Write , execute jlaso 3 iy @ Algi (s aws 3 5l olaS 1o
1,0 sac abgo v Ul bl Jled jue jlaso ool JS1 9 a5 (sw polais] 593 @ I, 1 sac abgse ww ol Lol

LA sw yolais| s> @

100 : pwil awls Jass |, Read jlase Owner o aws > S| Jlio ly
011 : puiol als |, execute g Write ,laso g5 Group S aiws ,5 ;31 Jlio iy

110 : puib awls |, Read , Write laso o5 Other s aiws ,5 S| Jlw sy

o Syl (sugs 95 Sliwo ,> 5Sed 110 9 011 9 100 (susy 030l Cowy slacl il a8 2wl asls asgi

ool

L 100/011/110 : 3w, pudle> g, @ g, dac @ pudd> 18 pd ,w iy plaie b @ |) acws 3 )§| Ji>
100011110

S 518 58w iy oo wyso 4 1) W Ol 9 puw ((Jlowws ) 10 Sluw @y | slacl ol 5l plas 4o 31 >
436 L 4/3/6 : aww) pudlo> o) W g, s2c @

100 => (1x2722)+(0x2”1 )+ (0x270)=4+0+0 =4
011 =>(0x222)+(1x2”1)+(1x220)=0+2+1=3
110 => (1x272) + (1x271) +(0x220)=4+2+0=6

S Qwd Guioyy S Aazaiw 3 Jlogwd sac 9 OWner o aiws oy S dazaiw 4 Jlowws s3c Gy

.l w Other s acws Guitaoyy S Aaziiw 6 Jlowws sac g Group

ww Other s aws Sl 5 9 Group aws Sl swes 6 9 Owner s aws Sy sl 6, wxr cow 5l 1 J>

R0

110 @ 550 (w0 @i puiS Jo Sl @ | Jlawws 6 551
1S bz 101 2 5gi (w0 Wi oS Judw Syl 4 | Jlawws 5531

101 =>(1x2722)+(0x2* )+ (1x270)=4+0+1=5

. Cowl 0aiS 2uS Hlewn aS L 5,5 oslaiwl slacl gl 5l Olgi (swoi W S,05S 5l 9 b Juld itaosy Ginslos > Lol
1l sl . 2sS s Symbolic ol @y Mol aS 36S (s oslaiwl Giulos 51 S50 95 5l gk ol Sl

iman@ubuntu:~/test$ 1ls -1 text
-rw-rw-r-- 1 iman iman 10 Jul 2 17:52 text

HEY

drwxrwxr-x 2 iman iman 4096 Jul 2 19:44 Dir

http://pazhoheshi.ir/1393/04/12/LPIC-1-101-100.2-104.5

6/14



pow croumd | uSoi) ewiyld Gujsel i

sl el g iy

9/22/14

S 083 a4 JL> . bl 0 G395 ISl S A dien (i Ogiw Jsl d 2l Al asg

1L o rwx/rwx/r-x L 9 rwxrwxr-x

aS auwb aawls a>gi . 5 ls |, execute g write 9 read wulbld ai_w> ol sy OwWner @ rwx s aiw>
L ud> sw gwles X U 1, execute

. >)ls |, execute g write g read wullB aiws ol (su=s Group @ WX S aw>

a>gi . 5yl |, execute ol g 5yl |, write wubls . s)ls 1) read el ascws ¢l susy Other @ r-x s aw>

il o Write gaiieoy Ginilu ,Sbles - aS anwl aals

G 12 L e oy 8319 5>+ 59— (o o o 9 b puiSeid 53 L iy S AiS 058 A aisS |l
nglo/x&\]wgpg‘)b)ng»uUTb)mSLo|p._u|>|.u.g|)>)§._t_>\_s\gti36%»>&Mbg_&b@nm
padlys 038Lis 1) ous,S Cuzes VU s aS (suw 9 hasd Is -| Hgiws (s>9,5 5> Jlio Sy . pugsis (swou Ol jga>

RSN

P> )9EH

execute (user) rend (ofher)
write {user) write (other)
reod (user) 1 I execute (orhes)

ojo/j0/|0(0|0|O0|0|0(0O|0]|0

SUiD -T | ‘ t execule (group)
S6I0 wrife (group)
Sticky read (group)

: Cowl oanw JuShaw sticky g sgid g suid Sl oL L wwiy v a6l 3 5l (suw 3 L il 3 S aimws ol

owner vlos b 0355l Guiinony U L L Of . (sLlé Sy, 5y sy Jled Whgo 5 aS wowl ol SUId S aadsy .1
Gowl root (b=l Jobd ul s oauslw g 5)ls suid Jlase aS oS 06,8 1) sub>l LB SO Wao S v =l L
por bl ol . (execute ooy oinils wigo 55 ) S Ll | s>l o ol (limit) 505 500 531 Jls> .

._\._qTLS\o)b [,>| & root

2 esis 31 LS 95w Juld Group L g 09,3 L aS weles b cwl suid s asby 1ilos e8> sgid s asbg .2
._\._J_T‘_;\o)b |)>,-| q,_nglS LSO_\J)LMJ 05)§ L:JJ[S .))'sg)mh.wy |)>,| )90 > L ble SS9y M LDy Jles O )90

Jled )90 53 9 390w ilgi (s S$95S 5uls g, Lo ok ol @S wwS AL ol . sticky o ,3] )5 9.3
3 399 95 LS| sim L ads swoi ) LS SO sl SeiSuls 9 b s Us,S SL S ol walize Sl 500 U sy

Ll acwls 1) albgiye o 9 059 05)§ S

9 Sticky Llago 95 ailgi (sw baad d S)6iSuls iz od 15,S |, sgid g suid laso o5 Ulgi (s Lsd execute
wb . cowl S g a0 sticky g sgid ¢ suid jlase uey Wl 3 ol Llase aS sy polaisl sg3 @ |, sgid
HECPAVEY

exe lsd : suid

dir p& g exe o :sgid
dir lasd : sticky

3 aasiio 4318 ol + il 4 508 sl @it 53 Gy - peiS (e UilsS @ 9y Ciawly @ (e o 5l 1 >
. Cowl Jol (0l 3 s aws LSLes b caowl caw 12 51 adgl e

http://pazhoheshi.ir/1393/04/12/LPIC-1-101-100.2-104.5

7114



o caamd  puSsia) w5 ool 1T T ooy uisng sy 9/22/14
05 ) Jloyws 33c iz pd . 3o s Jolubs |, sticky g sgid g suid laso 3 iy @ adgl cy 3 aS puisS

1aS L 100 @ cowl ©jgo ol @ asiws Gl (su9d 95 ) Syl ed,S aseis Ulgi (o g

100 = (1x222)+(0x2~1) +(0x270)=4+0+0=4

Jled vlod U JLSw jon> (i 1 g Usg Jled e Ulod U JLSw jga> pac (sisy 0 aS popisS uix od
Lol v Jled e sticky ¢ sgid ¢ Jled suid (susy 1/0/0 L 100 asyis 55 Gaw Usy

P9 Y95

Working with SUID, SGID, and Sticky Bit

Numerical Relative

Permission Value Value On Files On Directories

SUlD 4 Uu+s User executes file with No meaning.
permissions of file owner.

SGID 2 g+5 User executes file with File created in directory
permissions of group gets the same group
owner. OWIer.

Sticky bit 1 +t No meaning. Users are prevented from

deleting files from other
UsEers.

¢ 5, oslaiwl =S adgl ww 3 ol Lol

WS Dl 1 B ol aS Syie 50, il awls | ooy ool b=l s ST puisS . ausS (2,9 |, suid Tl
>3 sgiws ol b)) S sk s | passwd jgiws JB> . ol (e s b=l @ Owner b g 0005bw b0 b Jubs o,
s 2SS bl b aelin ool a8 Syie 58 g 3,05 SUId ey aolin ol (35S wose |y 393 3,5 lgi (s 1o
39330 g0 S Wit > gty - il 5> bl @ r00t (s aoliy S el i (st b b asliy ol

. 1S Jlocl shadow g passwd L1 ;s |, o3V Ol wlgi (oo g0 ol @

When we try to change our password we will use passwd command, which is owned by root.
This passwd command file will try to edit some system config files such as /etc/passwd,
/etc/shadow etc when we try to change our password. Some of these files cannot be opened or
viewed by normal user only root user will have permissions. So if we try to remove SUID and
give full permissions to this passwd command file it cannot open other files such as
/etc/shadow file to update the changes and we will get permission denied error or some other
error when tried to execute passwd command. So passwd command is set with SUID to give

root user permissions to normal user so that it can update /etc/shadow and other files.

.55 Jlino |, ping eiws Ulgi (s LS (sl Ulgic @y

15,955,015 9 B U D> oy

ol Syntax @ Il . pesS (sw oslaiwl chmod jgiws 5l S)esSuls SO L g Juld SO @ Usls uinnyy Sl
DS axgi g

chmod [OPTION]... MODE[,MODE]... FILE...
chmod [OPTION]... OCTAL-MODE FILE...
chmod [OPTION]... --reference=RFILE FILE...

15,8 s [ B S Gaian g Ulgi (s gy 3 @, wowlaw Syntax jl aS jgb uled

. oo US,S Lasiw Sl Bg,> 5l eslaiwl 1
L ooy U, pasaiw Sy JUST slael 5l oslaiwl 2
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P caoud | puSeid (uwld Giujgel 11 T T @l (uiungjy 9/22/14
RS IVRUINY Uaa_ﬁ.wv.SbJ;J) ,_s\lJL‘)CUU.-u)S) 3
: Jol yws)
s Jdlio Sl 59w S5 Wb se i8S b seui osls LB cwl o3V aS (suciiow a8 g, ol >
Schmod u+x filel
siewd ol sume . Ll sw execute S aaxiiw X g OWNer S aws S dax v U aS aeol awls asg
(d9un adlal ) suwl aswls Ll ey 0a53Lw Sy filel LB usy
13 e
|$chmod g-r filel |
39,5 Sliso @ - wwolle aS awl acwls asg . sgb aid,S write iuo,y Group & aiws ;I susy jgiws ol
$chmod gu+r filel
Schmod o-rw filel
1 dlio . ol s Other s acws 0 5l jghio aS 3wl awls axg
Schmod g-rw , ut+w , o-rwx filel
1 dlie . 5,8 pasiw |, mode ¢y Ulgi sw Syntax (gl
$chmod o=rw filel
tdlio . ool ascwls write g read ¢iwoy kad g kad Other s aws aS cowlieo (ul @ YU jgiw>
$chmod ug=r filel
1 p9> Uw9)
Sy puS sw oslasiwl b iz U S oy Us)S page o Sl JUST slacl 5l Gog, o0l L Syntax ailao
Schmod 644 filel
P RS N9y
Jlio vlgic @ . 39 (w0 020ls> LS5 (LS ity 5l Jold S dinosy Givay il 0> 4 i 9 Syntax illae
: 590 shadow Juld ooy il Lauds filel Jls oo,y puls ad
$chmod --reference=/etc/passwd filel
T Jlio Ulgic a4 . cowl W90 Guod A 35 SHeS > o USLS pagiw aS aeil aswls asgi
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pow canmd  puSeid Guwyld L}h)}aT::JT‘sTob ENLYSY

9/22/14

$chmod 775 dirl/

T Jlio Ulgic a4 . oS (s oslawl -R zwgw 5l S)5iS uls S wg)s Sla L swlod imoyy jumei Sy 1 asSs

$chmod -Rv o-w dirl/

15,8 Joc Ulgi sw Gvg)y 3 @ o,les , wws sticky g sgid g suid Jolw as

L ooy US)S pasaiw Sy Bgy> 5l eslaiwl 1
. ooy US,S asiw Sy JUSI slael 5l eslaiwl 2

: Jol ywse)

taS eaS b sl

LGS sw pazaio t U |, sticky gs L, gsidgs U, suid aoMs @ g0 a4 ((wl

Other s asw>s > sticky wlusei g Group s aws > gsid wlusi g Owner s aiws s suid ol (o
. 5940 sw Jlocl

5 suid iy« 39ub (s Jlacl 395 S aiws execute Ulod U X ooy 5> Sticky g guid g suid wlusi (&
s Other s aiws X ooy > sticky g Group s aiws X oy > guid 9 OWNEr S aiws X Gitso
. 3,S aslgs Jlecl

PaS axgi y Jbe @ >

$chmod u+s filel

suid Slieo @ 5 aS aowl awls axgi . sguw osls suid iy filel L @ aS cowlies ool @ VU jgiw>

1S axgi 5 Jbe a0 JI> . aswl (s Owner s aws Sliso @ U aS [ cowl

$chmod g+s dirl/

o Azai Lty - 9 (s Jlocel gsid s aiws oul 5> aS suls Ol 5l g cawl Group S aiws Slise a4 g
WS 465,50 (Wb @ JIs . usid @ cowl gsid sbiso @ s> ol 53 S aS 0uS

$Schmod o-t dirl/ |

. il (s Other s aiws Sliso @y 0 g sticky Sliso @ t, 1w aisS Ll ,> aS gb vlesd

1 p9> YWY,

ey 9 P95 Caw 9 aS (suowd 5 L owS s 0 laiwl ey US)S pas e Sl JUST slacl 5l Gugy il 0>
3 ol @ %0 JBSEsae S ol 5w i w03l 5w, 1 US| sac 3 Wygo a0 b oy aS puus ous,S

Tl Sl . g w03y parazi SHeSuls U L @ ey Ulgic @ g 0auw adlal sac

Schmod 6750 filel

aS il v Jgl s 3 Vlod b Jgl aiws Sl i LSkes G comw Sl sac sl aS s wl aiils asgi

T osusy wowl 6 Jbo ol )
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pow canmd : puSoid Guwyld ,_jujgaT::JT‘sTob g iy

9/22/14

110 = (1x222)+(1x221)+(0x270)=4+2+0=6

. Cowl 0ouw ooy filel L a sgid g suid oy susy 6 JUS| sac . p9> sl U axgi b

1_\,chSuidM)g§w4>u45wuﬂwd|Q._Jp,,ﬂgih;\o,mﬁvwvbhl_i.o)ﬂL:SLHJO
2wl (s sticky guiuoy S aassiw
95gid 9 suid (su=y Jsl can 3, oussS csw Solg [, 750, 6750 Sls ay 531 VU Jlio Hs aS auwl aiwls asg

LS Gsw o> cowl (Jled ue ) 0 aS | 595 (5,9 G ,lasoe g S (swov Sy gud Sticky

_L.uJL"_s\o(J;Swd)pg)wgp}wwAuMBgLaﬂwﬁ)ﬂ)LnL;dLz/ag.,\.uwg)

Displaying File's Information ....

stat [OPTION]... FILE...

ilos . a3 s giwles bo Sy 1) $)eiS ls b g L 5l (silus> 9 b status s aolS 5l jgicws ol &38lg 5>

$stat /bin/mount
$stat /usr/bin/passwd
$stat /tmp

(2sS a>gi B iao,y JUS| sac g access cowwd @) S oS5 45 jugai @ V>

(<] iman@ubuntu: ~

8 10 Block: 4096 regular file
1052668 Links: 1

4 root) Gid: (
¢

Uid

801h/2049d 6 Links: 14
(1777 <! 0/ root) Gid:
g e 129.268034289 -0700
47:45.499766199 -0700
:45,499766199 -0700

stat /bin/mount
“/bin/mount’

9479 Blocks: 192 I0 Block: 4096 regular file

801h/ dInod 786518 Links: 1
(4755/-rwsr-xr-x id: root) Gid: (
: 2014-07-02 16:44: 4 )70
1 2012- :

L uses 0 Sbiso @ 0. py)ls 9 Gy 1> |, 4755 9 1777 9 0644 sac 3 iy U dwis (50 0985 > aS jgb Ulod
MXU>3§JL@MMU|9JQ;2\SLA@Q41.Mbwdg|t;qb3x5®®l.'>mLoﬁU)ydLvS»&:

il s suid ey Use Jled g 2 Ulgi @ 2 Slieo @ 4 . 2wl sw sticky

4096 directory
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http://bayanbox.ir/id/5209628100397536676?view

pow croumd : puSoid ewiyld el it T sl ol Guig gy 9/22/14

ol 777 UTU.JA.mubJ .Li)'g)d\.akﬂ)b |, 595> g0 S J 1 asliy swloi aS cowl Syuwo /tMp @ @SS
Jl=d Sy55S uls ¢l > pd sticky Goioy , 1S SU 1 30 Jld a0leis (S aS 500 ol 5l SySel> sl Lol

Setting umask....

|umask [-S] [mask definition]

Lol . puiS s 8 S |, calizeo Lo S350 L g Jold oy sgb @z @S puans J-8 Sla cuomwd s

§ Cd (53 28 Ui W90 A Mg (o il aS uld $)9iS 50> 9 W b adsl oy

 Loysi aS puls LS 9w Umask pb @ (e L S3e3 wigo @ a SyeiSuls g Lo Jubd oienyy s Sl
LS e Joe (ol o380 SO g0

aS uld S)iSls 9 L Jobd ooinos , oSy sb 55 777 | L Sy958 1> i 9 666 1) Jold omiinan s S|

T Uil (0208 G Wigo ) Mgt (o aislw

666 - umask = file's permission

777 - umask = dir's permission

9 664 >ac 95 iy A dguis oS 777 9 666 sac 95 5l ,S1 g il 5w 0002 sac ol 12.04 giigusl ,> Jlio sl

Lol o oo aisbu Sl S eiSuls 9 b Juld Lo, ik oo 85 Al (s Cowdy 775

aubuntu:~$ umask

Aubuntu:~$% mkdir dirl && stat dirl | grep Access

) i ( iman) Gid: ( 1060/ iman)

grep Access
iman) Gid: ( leee/ iman)

iman@ubuntu

sl

135S Joe 5 wigo @ digos Llgic @ Ulgi (sw Lo e dac Gl i Sl

umask 0022

+ Cowl wylaio wlizo S &yj95 H> dace ol T aSs

Changing file's owner ....

ol ol S oaslw SS1 sa A L | SyeiSLuls b g Juld S owner Ol (swoi (oS gud puSeid > 1 aiss
Root e 5l sue @

DS axgi Hgiws ool Syntax au bl . ewS (s oslaiwl chown giws 5l jghio ol Sl

chown [OPTION]... [OWNER] [:[GROUP]] FILE...
chown [OPTION]... --reference=RFILE FILE...

15,5 oslaiwl gy 2 @ Ulgi (sw giws ol 5l . cowlay Syntax jl aS jgb ules

group g owner us,S Laswiw ((wll
53 b @ wsls Gy, (©

: Jlio
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P caoud | puSeid (uwld Giujgel 11 T ST @l (uiangjy

9/22/14

#chown sara filel
#chown sara:test filel
#chown sara: filel

por wdlass 09,8 Lo,9 Ui Wigo @ 14 Cewl 00l pasio (wD9)S ; oguw taowd > aS bl abls asg

L3540 (s 0sls panazi LB @

: Jlio

#chown :test filel
#chown --reference=/etc/passwd filel
#chown -Rv sara dirl/

LS (s s filel Ll 09,8 hasd clls ol Lo 13U cowl oasin aid,S [h 55 )00 aud Jgl cond >

+ Cowl 00uw oslaiwl dirl eS8 uls JS owner ,uei Sl -R zwgw 5l pew oowd 53 aS acwl awls asg

Changing file's group owner ....

595> Group Owner xlgi (sw 500 8 , AD> L |, 395 owner coulyi (swoi )i gud aS Jud cuouwd B>

TS a>gi Cowd ol Syntax @ lawl . (root (sewyiws @ glusl Ve ) uds L |,

chgrp [OPTION]... GROUP FILE...
chgrp [OPTION]... --reference=RFILE FILE...

: Jlio Ulgic @

Schgrp test filel
$Schgrp -Rv test dirl/

Pazhoheshi.ir | ,1 SI OI> iadgjy @ grio

aléo ol PDF sgbls

Al Ueso 5> oo Lok B s o) sl 9 sk aeS Sa

- & -4 ey E E2MA3N
ouSeid whgiws | ouSeid Gissel | IPIC 1 sewld Gisgol | IPIC cxwld isgol | Ipic issel | Ipic 1101 4F

LPIC 1 101 LwSsid

() bk

Cowl 030 i jeid Sk gus

oolisb &80 @ i ! [
£2MA3N * ol
*e2ma3n@gmail.com S0, oy

$azhoheshi.ir SWe b el
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o caomd : GuSoid )l gl it T T Wl (uisdg sy
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Deriggei == S U7 Bif=|"s
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&
] D)
\ YN * ol 2S
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