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'What is VirtualKD]

VirtualKD improves kernel debugging performance with VirtualBox and VMWare virtual machines.
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Sllecog dalys VM sn bl (ijgel o (WoOrkstation,esxi) oSee eslicwl vmware 51 Joo
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( —= ——
' —— - Y = i
C ). )=} » vituakD-28 » ~ | 49 || Search virtuatkD-2.8 )
Organize - Include in library - Share with - Burn Mew folder =« [l @
Mame Date modified Type Size
L. target 5/14/201310:29 AM  File folder |
|%| ICSharpCodeSharpZipLib.dil 5/8/2012 643 PM Application extens... 188 KE (4l
|%| Interop VirtualBoxdll 8/14/2012 2:40 PM Application extens... 144 KB
|%| kdclient.dll 8/14/2012 4:37 PM Application extens... 179 KB
|%| kdclientd.dll 8/14/2012 4:38 PM Application extens... 203 KB
%) VBoxkD.dIl 8/14/2012 4:38 PM  Application extens... 63 KB
|%| VBoxkDa4.dll 8/14/2012 4:38 PM Application extens... T4KE [
[ VirtualKDSetup. exe 8/14/2012 4:38 PM Application 40 KB ||
B vmmon.exe 8/14/2012 4:38 PM Application 134 KB |}
Fd vmmon6d.exe 8/14/2012 4:38 PM Application 161 KB |ff
[m] vmxpatch.exe 8/14/2012 4:37 PM Application 48 KB .l
57 vmxpatchBd.exe 8/14/2012 4:38 PM Application S55KB |
] 12 items
! — o
= — o'l
earch target §e)
Il Organize v Include in library v Share with » Burn New folder == » [ @
Name Date modified Type Size
L xb4 5/14/201310:29 AM  File folder
1 x86 5/14/201310:29 AM  File folder
@ kdpatch.reg /8/2012 6:43 PM Registration Entries 1KB
@ vminstall.exe 8/14/2012 4:38 PM  Application 220 KB

9, VKD a5 ais sols ylis oy JSo a0 gl o, B ousS 1>l g, vminstall.exe ;lxe wile 55,0 ws>

oS ceal Sl (5l ile jo
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This program will prepare your guest 05 for debugging with VirtualKD. The boot manager configuration will be
updated accordingly. Note that to start kermel debugging with VirtualkD, you will need to restart guest 0S.

() Create a new boot entry:
!W‘indows %P[No DEP] [VitualkD]

O Use existing entry [windows XP[No DEF]) Add [VirtualKD] suffix
Set VirtualkD boot entry as default with |30 l second timeout.

Install VisualDDK Launch Monitor to ‘

DFEStr Exploit,bat l

Install AI

N
. 3z
Python_for...  exploits.zip

RootKit

V ”l’ st;n % Install vir

5 ol BB jo 0ezge sla NtIY 4 6,15 : ol ojlo cls g0 cail ool Lo jalls aS YL o iy 0 o5
S ENIY (sl pgo Sl 50 mmgice o0 5,5 S5 9550 (e 5 S Sbm peslstue S ENTIY S (50055
boot.ini Ll 4 »; entry sogs olgsds atig ol 5l am aS Jleel g, Slss g 0,5 Ly 4, LB

Multi(0)disk (0)rdisk (0)partition (1) \WINDOWS="Iindows XP [Kernel
Debug] [VirtualKD]” /baudrate=115200 /DEBUG /DEBUGPORT=bazils
/fastdetect /noexecute=optin

Jié ¢ Install VisualDDK a5 bl e 03,5 cuai g, VisSUaIDDK M3 0 a5 ;53 LB axSs a]
restart sls (po; g, install 5 pols slol g, olgsds Wlewdas a3l am obues (o 5l (S s § Lyiid
vmmon L6 Lol jsacs o Yo ot Lol e cay albonil sl olonlas s Jlasl gl a5 sbos oy

ke YU o)y ilre jening w0 Lol cua X64 L X86 a5 55595 jgany plu

entry a5 o ol YU 59005 aSlSin Restart 5l oa .oy run asadmin g, s Ll oled aien

43S Gdgl g paal (o oad adlsl Cand 4 gi0e>
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Please select the operating system to start:

Hindows XP [Kermel Debugl [VirtualKD] [debugger enabled]l

Hindows XP[No DEFP]

Hindows XPIwith DEP]

Hindows XP[For Hernel-Ho DEP] [debugger enabledl
Hindows XP[For Rerwnel-with DEP] [debugger enabled]
Microsoft Hindows XP Simple

llse the up and down arrow keys to rmove the highlight to your choice.
Press ENTER to choose.
Seconds until highlighted choice will be started automatically: 24

For troubleshooting and adwvanced startup options for Hindows, press F8.

this VM, click inside or press Ctrl+G. e H lﬁ '&g lisd

oS e SBET (pl ws s a5 s plowl JolS Codidge b cual g 505 9,95 S ) el )0 aiSen 2B
sos 3550 LIS 45 IS0 S 1655 (5l o 5 (sd i 0955 ey b s 08l (55 3T (e ST
a5 0,lgo ool 5l am g UNpatch process au ;s niils j9ang oydwegl YU jo JSiw S1.cewn patch o
9) VKD & bgs e ENtry |8 al> o 045 8y M s [Sie ool ol jo ©g5 055 o, Fepatch process
aolsl 5 ity S5 T B digone Hatie e ol alonil gy dall g diice ol Dol asio 05,5 ol
VMMON Lwss ololid 5l aw 0,8 Son dllasl 4 al> o ol jo i Lot sl Slys i cod &g
Ggr dalol B asas jLad ¢, F5 olS Jol5 Jlas! 5l oms . jiiee WINDBG Lo (5,8 s a5 oS 1>l g, Sloo

.4&4|)?‘

sasl py IS 4 VmMmon b al run is,n a5 g5lre jeaig s>
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[ Virtual Machine monitar

- . - e -

FID WM tppe Uptime CPU  Pipe name Packets Fesetz 05 Debugger Pollrate Bytes received 0 I

@ 3344 WMware 64 000434 23 kd_WidP-non 040 0 ves B4 Bytes send D
Packets received 0
Packets sent a
IM packet rate 0/
OUT packet rate /s
Reset count 0
Sendrate 0/
Receive rate 0/
Max. send rate 0/
Maw. rec. rate 0/
CPU usage 23
Avg CPU usage 94

Debug mezzage level: | Patcher debug messages

v][ Clear log ][ Cleanup Wi List ]

Tedededede et et etk ek ke ke k ke kk kR k ok kR k kb ke ko P

"WirtnalED patcher DLL successfully loaded. Patching the GuestRPC mechanism...* _|
L L e ey l
Searching patch database for information about current executable...

Ho information found.

Analyzing VMWARE-VMY executable...

Building list of EXE sections... 16801K of data found.

Scanning for RPC command name strings...

4

Tracedssist params. ..

[T Start debugger automatically @ WINDBG.EXE [

] Fun debugger
Stop debugger automatically  (7) KD.EXE Debuager path... ]
DbgBreakPoint]) on start @) Custom: | cmd.exe o "§toolspath]itest cmd”* $(pipenarne) Restore Y snapshot ] [ Instant break. ]

[ Log all sent and received packets to kd_<WMMAME > htrnl files [useful for analyzing debugger protocol] ’

J |

Unpatch process Close ]

VKD (g5lxe puislo (55,0 a5 Canl (iro (s & jgeans] e jo il ailo yes au ;5 05 psy o oS &ds
OB 20,5 1>l g Slos aSul 5l aw . pll 5, debug acees g oo Load ciw s 4 02,5 cuai a5

e YES laie oa Debugger

3 Kernel 'comipipe resets=0,reconnect, port="\.\pipe‘\kd_WinXP-non' - WinDbg:6.12.0002.633 AMD64

= | E ||
File Edit View Debug Window Help
=3 sl A =mweE [0 EELEOREOOE|EN] Al
Command ElE
* * Fs
* THIS IS HOT & EUG OR 4 SYSTEM CRASH *
* *
*# If wou did not intend to break into the debugger. press the "g" key. then *
* press the "Enter" key now. This mnessage might immediately reappear. If it =
* doss, press "g" and "Enter" again. *
* *
nt!DbgBreakPointWithStatus+0xd:
8052b5de oo int 3
0: kd> g
Break instruction exception — code 20000003 (first chance)
* *
* ¥You are s=eeing this message because you pressed either *
* CTRL+C {if wyou run kd.eze) or. *
* CTEL+BEEAE (if wou run WinDBG). *
* on your debugger machine's keyboard. *
* *
* THIS IS HOT & EUG OR 4 SYSTEM CRASH *
* * =
*# If wou did not intend to break into the debugger. press the "g" key. then *
* press the "Enter" key now. This mnessage might immediately reappear. If it =
* doss, press "g" and "Enter" again. *
* *
nt!DbgBreakPointWithStatus+0xd:
8052k5de oo int 3 |3y
P= kd>|
Ln0, Col0 Sys0:KdSrv:5 Proc000:0 Thrd000:0 ASM OVR CAPS NUM
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Ban ez 5 bl g one &, SBLET cpl jslaz Mo piad o) Elie 8)l5 5 0 paad Ghjsel ol g
o 5dBT &5 09 g5 51 eolaul

plxl IDA s WINDBG (.5 L IS ol a5 S solazwl 3 5¢ IDA 51 o2 WINDBG (sl st

w0 Slp P les orang oy bl g Slos Sldes o gai Izl Sloo Y ais
M S 5 elalas S 5 038 e 5l g0k o2 (005 0dayY yo
A 598 el (33,55 ol 5o Jg cpangi 9, IDA L LLS ) 3y polas alog>

1S Jos ) s bl i 5 4 IDA sl 5l o

View | Debugger Options Windows Help
i Run ¥ | [Ten

»
o e Attach Lecal Bochs debugger
il Local Windows debugger
[ N X|

! ‘ Fhaf Remote Linux debugger
Rernote Mac 05 X debugger

Rerncte Symbian debugger -

[F

niE Remote GDB debugger

Rernote WinCE debugger
Remote Windows debugger

Remote iPhone v1.x debugger

Windbg debugger

Sl Lads add (an ) alie aelgd wluly connection string s soslice Wb g, pj oy wos
pipe Name Lus oo dbgine b pglas ;o g o <5l wile Pipe name s kd_WinXP-non
aS Wod s ol g e s (S Genlins G L CONNECEION SEriNG cpl: &S5 S5 o g 9, (95095

s Jlasl ans, cis

Debug application setup: windbg M

Ciebug optionz

Connection sting  corm: port=4%. \pipehkd_wir<P-non pip

[7] 5ave network settings as default

ook || cemesl | | Hep |

108 samlie 9, Debugger setup b uss SIS Debug options sg,» wb ool 5l om
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i [\
Debugger setup (g |

|| [ Ewvent

[ Stop on debugging start
[ Stop on process entry point
[ Stop on thread start/exit
[ Stop on library load/unload L

[ Stop on debugging message Conhouietee. F E !l

rlog— Debugging tools folder [BEETEE
[ Segment modifizations
Thread start/exit
Library load/unload
[ Breakpoint
Debugging message

[ Kernel mode debugging

—Options———————————————
[T Reconstuct the stack

[ Show debugger breakpoint instructions
[ Autoload PDE files

[ Set as just-in-time debugger

’ Edit exceptions ] ’ Fieload exceptions ] [ Set specific optionsJ

[ o | [ caee | [ Hep |

il X86 aswinsl Lai> debugging tools uss axg oS LS Set specific Option g, (ww

S 55 555 51 8l 4255 4 o 95552 w2 5, Kernel mode debugging s e 5o

r ™y
ﬁ Choose process to attach to E@ﬂ

In Hame

[ ok | | Camcel | | Hep | | Seach

Linel of 1

008 Slus gl Canlpe g oolol jux don g (0,5 5]

EHEEBHESED § o

nt:8852B5E8
nt:8052B5E8 nt_DbgBreakPointWithStatus:
nt:80852B5E8 mov eax, [esp+i]
3lE nt-8652B5EC int 3 ; Trap to Debugger

nt:80852B5ED retn L
o L T e

Ogud 15 399 3 (51039 9 W (awigy 1y ol o (o 51 3B Wil giwo (o gy Row S
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