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Encryption Algorithm D
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* Encryption a plaintext p using a key k & an Encryption Algorithm E C=E(K,P)

* Decryption a Cipher text C using the Same key K and the matching Decryption Algorithm D P=D(K,C)
* Note: P = D(K,C) = D(K,E (K,P))
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Visual basic Encoding:

For i = 1 To Len(plain)

newchar = Asc(UCase$(Mid$(plain, i, 1))) + key
if newchar > 90 Then newchar = newchar — 26
Cipher = Cipher & Chr$(newchar)

Next

MsgBox Cipher
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For i = 1 To Len(plain)
newchar = Asc(UCase$(Mid$(Cipher, i, 1))) — Key
if newchar < 65 Then newchar = newchar + 26
decode = decode & Chr$(newchar)

Next

MsgBox decode
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PRIVATE SUB FORM_LOAD()

DIM PLAIN$,KEY$,CIPHER$, 1%, DECODE$

PLAIN = "HELLO, HOW ARE YOU"
KEY = "AJUWERXSDFJHSKDF1KS"

//* ENCODE SECTION
FOR I = 1 TO LEN(PLAIN)
CIPHER = CIPHER & CHR$(ASC(MID$(PLAIN, I, 1)) XOR ASC(MID$(KEY, I ,1)))

NEXT I

MSGBOX CIPHER
//* DECODE SECTION

FORI = 1 TO LEN(PLAIN)
DECODE = DECODE & CHR$(ASC(MID$(CIPHER, I, 1)) XOR ASC(MID$(KEY, I, 1)))
NEXT I

MSGBOX DECODE
END SUB
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A Round of Encoding a block in DES (repeat 16 times)
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* Two-Key DES
Data N ,
Ki — JE| g JE] C

— Total key size is 56x2=112 bits; but the effective key size is only 57 bits only!

» Triple DES (3DES)

Data » ] > »
Kl —oE| go—D K1—iE ¢

— This is a secure solution with effective key size of 112 bits
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Triple-DES Example
unsigned char key1 [8];
unsigned char key2 [8];
unsigned char key3 [8];
unsigned char plaintext [8];
unsigned char ciphertext [8];
unsigned char recoverd [8];
tripledes_ctx context;
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DES jusL.

*/
Typedef struct_des_ctx
{
int mode;
u32 encrypt subkeys [32];
u32 decrypt subkeys [32];
b
des_ctx [1]
/*

3DES sl

/*
* Encryption/Decryption Context of Triple_DES
*/

Typedef Struct_Tripledes_ctx

{

int mode;

u32 encrypt_subkeys [96];

u32 decrypt_subkeys [96];

oS iy a5 (6 pate FF o TY @l S5 & 90 4 1, SDOX (aulyis Jlisle 90 ol 4 4 g5 b
Static u32 sbox1[64]

109 g0 i 1 O jge les 4 SDOX8 5 SDOX1 s 5 lea 4 SbOX 2

Sede i 15 (6 pate V8 slo &l )T & js0 4 5o Fightkey  leftkey s

U32 leftkey_swap[16]
u32 rightkey_swap[16]

ol i 3 g At (5 pate V8 gl opl DECTYPLE ol Jous o g ENCIYPL (ol caiSis oolisial Jgum 5l 55 round oo

Static byte encrypt_rotate_tab [16]
Static byte decrypte_rotate_tab[16]

QS Jos 5 Q)PQDES 50 Round &b

Define DES_ROUND (from, to, work, subkey)
work = ((from<<1) | (from>>31)) ~ *subkey++;
to ~=sbox8 [ work & 0x3f ] ;

to ~=sbox6 [ (work >>8) & 0x3f ] ;

to ~=sbox4 [ (work >>16) & 0x3f];

to ~=sbox2 [ (work >>24) & 0x3f];

work = ((from>>3) | (from<<29) ™ *subkey++;
to ~=sbox7 [ work & 0x3f ];

to ~=sbox5 [ (work>>8) & 0x3f ;




to ~A=sbox3 [ (work>>16) & 0x3f ];
to ~=sbox1 [ (work>>24) & 0x3f ];

a5l oo ) 6899 eyl slls DES key Schedule b asly oyl 5o

DES_Key_Schedule (const byte * rawkey, u32 * subkey, int mode)
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KU={e,N}
KR={d,p,q}
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C = m®mod N
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M = C%mod N
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» because of Euler's Theorem:

e a™MmodN =1

« where gcd(a,N)=1




« in RSA have:
« N=p.q
+ #(N)=(p-1)(g-1)

o dmslone b v yo80 Sloj szl 50 1, B(N) b aiSs SaS e @ 5 P ol d 5 € (30,5 o 4 bgs e ala; 5o

e.d=1+k.g(N)

hence :
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C¢ = (Me)d = Mi+kah) = ML (MeM)a = M1(1)3 = M1 = M mod N

1. Select primes: p=17 & g=11
Compute n= pg =17x11=187
Compute g(n)=(p-1)(g-1)=16x10=160

Select e  gcd(e,160)=1; choose e=7

Publish public key KU={7,187}

N o o~ W D

Keep secret private key KR={23,17,11}

» sample RSA encryption/decryption is:
- given message M = 88 (nb. 88<187)
+ encryption:

C =88"mod 187 = 11
« decryption:

M =112 mod 187 = 88
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Determine d. de=1 mod 160 and d < 160 Value is d=23 since 23x7=161= 10x160+1
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c=—0:d—1

fori -— kK downto O

do c-<—2=c

d=—1id = d)modn

if  bj=1

then

return d

c<— ¢+ 1

d=—1(d=a)modn
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Plaintext | Ciphertext
0000 1110
0001 0100
0010 1101
0011 0001
0100 0010
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