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' https://www.secura.com/blog/zero-logon
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t /ntlm fnull faccount:dc$

* authentication: OK -- wvuln ble

mimikatz

OSRY Ca ySuwl SaS 4y Ze95 Lo,

SO 9y 1y d)ls o2l 2L DC S w0 sl aS Gl OM)MMEULQLAS)D Secura buwgi Ug.ub d)l.g S
SuS bl 5 JSoib ) (QuSgid SIS Wis) S o eiamw

phyton3 zerologon_tester.py DC_ NetBIOS_Name DC_ip_Address
:3)S SaolgS> oaoline 15 pgsai alie oly Ml 23 cuwl How aS g0 >

- $ python3 zerologon_tester.py dc@l 192.168.140.1
Performing authentication attempts ...

Success! DC can be fully compromised by a Zerologon attack.
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Windows Update

*Some settings are managed by your organization

Viewr confonired nindate nalicie
VIEW Conngured update policies

You're up to date
Last checked: 1398/04/23, k.5 10:17

Check for updates K

Check online for updates from Microsoft Update

=We'll automatically download updates, except on metered connections (where
charges may apply). In that case, we'll automatically download only those
updates required to keep Windows running smaoothly. We'll ask you to install
updates after they've been downloaded.
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Title Products Classification | Last Updated Version | Size ‘
Egig-d[);‘(s;r:ﬂi\?éigjslég_;l:;; for Windows 10 Version 1808 for x86- ¥\(’)i E—?;;s 10,Windows aepcduartg 8/10/2020 n/a 1637 MB e
Ezi:-dﬂs)i;r;us\?'zi;:;ég_::;]e for Windows 10 Version 1808 for x64- ‘:\(‘;i E—?:;s 10,Windows aepcduart\z 2/10/2020 nfa 338.1 MB ——
éﬁf&if;;g:;;g]u“date forWindows Server 2019 forxé-based i o e Server 2019 azzua't‘g 2/10/2020 nfa 338.1MB Download
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Download

Download Updates

2020-08 Cumulative Update for Windows Server 2019 for x64-based Systems (KB4565349)

windows10.0-kb4565349-x64_919b%31d4ccfadl183fbb%bab8c29755209e66b6.msu
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|_&i} Installation complete
You must restart your computer for the updates to take effect.

Restart Mow Close
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Windows Update Standalone Installer

| Windows Update Standalone Installer

Security Update for Windows (KB4 7EE) is already
installed on this computer.
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Update history
v Quality Updates (2)
Security Update for Windows (KB4558998)

Successfully installed on 7/15/2020

Security Update for Windows (KB4A534273)
Successfully installed on 2/17,/2020

oyl cudi gy —F S5

39 g A (wlwl p eawT pb Jguz - Joua

Platform Article Download Impact Severi
Windows Server, version 2004 For7yAY Security Update Elevation of Privilege  Critical Foraa.y
(Server Core installation)

Windows Server, version 1909 Forave) Security Update Elevation of Privilege = Critical FOPOFAY

(Server Core installation)

Windows Server, version 1903 Yoroye) Security Update Elevation of Privilege  Critical ForofAY

(Server Core installation)

Windows Server 2019 Yorovya Security Update Elevation of Privilege = Critical FooAd4A

(Server Core installation)

Windows Server 2019 Yorovyd Security Update Elevation of Privilege  Critical FooAd4A

Windows Server 2016 Fovyray Security Update Elevation of Privilege = Critical Forasyy

(Server Core installation)

Windows Server 2016 Favyzay Security Update Elevation of Privilege  Critical Foraon

Windows Server 2012 R2 Foviv.y Monthly Rollup Elevation of Privilege = Critical Foraa¥)y

(Server Core installation) Favivyy Security Only

Windows Server 2012 R2 Faviv.y Monthly Rollup Elevation of Privilege = Critical Foraa¥y
FovIvYY Security Only

Windows Server 2012 Yovivys Monthly Rollup Elevation of Privilege = Critical foraary

(Server Core installation) Foviv.y Security Only

Windows Server 2012 Yovivys Monthly Rollup Elevation of Privilege = Critical foraary
Foviv.y Security Only

Windows Server 2008 R2 for x64- FavivYd Monthly Rollup Elevation of Privilege = Critical foroov¥

based Systems Service Pack 1

(Server Core installation) Yovivya Security Only

Windows Server 2008 R2 for x64- Fovivya Monthly Rollup Elevation of Privilege = Critical foroavy¥

based Systems Service Pack 1 Fovivid Security Only
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&3 kb4534273 - Installed Updates - O X
&« “ W& s Control Panel » Programs » Programs and Features > Installed Updates v O kb45342?3| *

Contrel Panel Home .

Uninstall an update \

Uninstall a program To uninstall an update, select it from the list and then click Uninstall or Change.
& Turn Windows features on or

off Organize 4= - e

Install a program from the

network Name Program Version Publisher

Microsoft Windows (1)
1 q [ Security Update for Microseft Windows (KB4534273) Microsoft Windows Microsoft Corporat

P9 b9y Cus] cual (guoy -V S5
(sl6d,2) pilg2 Ubgy -0-F
b 62 Cuas T 51 auS d)lg |y (V Jgaz Gab ) KB uwlio oU b Get-HotFix —Id jgiuw> powershell >
g0 0315 Glled las ely a)Sg Al A JSib @ 3L 290>

E¥ Windows PowerShell

indows PowerShell
Copyright <G> Microsoft Corporation. All rights reserved.

PSS Cislserss. ~#» Get—HotFix kb4534273

Source Description HotFixID InstalledBy InstalledOn
Security Update KB4534273 . | 12072020 12:880:88
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