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Chapter 3
Objectives

(1 To define the terms and the concepts of symmetric
key ciphers

1 To emphasize the two categories of traditional
ciphers: substitution and transposition ciphers

(1 To describe the categories of cryptanalysis used to
break the symmetric ciphers

1 To introduce the concepts of the stream ciphers and
block ciphers

1 To discuss some very dominant ciphers used in the
past, such as the Enigma machine
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3-1 INTRODUCTION

Figure 3.1 shows the general idea behind a symmetric-
key cipher. The original message from Alice to Bob is
called plaintext; the message that is sent through the
channel is called the ciphertext. 7o create the ciphertext
from the plaintext, Alice uses an encryption algorithm
and a shared secret key. 1o create the plaintext from
ciphertext, Bob uses a decryption algorithm and the
same secret key.

Topics discussed in this section:

3.1.1 Kerckhoff’s Principle
3.1.2 Cryptanalysis
3.1.3 Categories of Traditional Ciphers
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3-1 INTRODUCTION
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Topics discussed in this section:

3.1.1 Kerckhoff’s Principle
3.1.2 Cryptanalysis
3.1.3 Categories of Traditional Ciphers
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Figure 3.1 General idea of symmetric-key cipher
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3.1 Continued

Traditional symmetric-key ciphers are not used today,

but we study them for several reasons:

First, they are simpler than modern ciphers and easier to

understand.
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Second, they show the basic foundation of cryptography

and encipherment: This foundation can be used to better

understand modern ciphers.
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3.1 Continued

Third, they provide the rationale for using modern
ciphers, because the traditional ciphers can be easily
attacked using a computer.
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3.1 Continued

If P is the Plaintext, C is the Ciphertext, and K is the
Key,

Encryption: C = E;(P) Decryption: P = D;(C)
In which, Di(E; (x)) = Ei(Dy, (x)) =x

We assume that Bob creates P; we prove thatP,=P:

Alice: C = E; (P)

Bob: Pl = Dk (C) = Dk (Ek(P)) =P

 FEncryption and decryption algorithms as ciphers
 AKey IS a set of values (numbers) that the cipher, as
an algorithm, operates on.
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Figure 3.2 Locking and unlocking with the same key
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3.1.1 Kerckhoff’s Principle

Based on Kerckhott’s principle, one should always
assume that the adversary, KEve, Kknows the
encryption/decryption algorithm. The resistance of the
cipher to attack must be based only on the secrecy of the
key.

S S Al Jsel ) ey S

Lis g asl pyes wo 5o 5 LISl ml K50, sbapi o8 Slss>
S o8l Caoglio 0 ojle 4 il diloyo g (G oy SLaalS
ailo o 9 Gy bl y (sl dos plp jo LS 10, 9 (5,56
bl oS’ 0 g

3.10



3.1.2  Cryptanalysis

As cryptography is the science and art of creating secret
codes, cryptanalysis is the science and art of breaking
those codes.

Figure 3.3 Cryptanalysis attacks

Cryptanalysis
attacks

‘ Ciphertext-only \ ‘ Known-plaintext \ ‘ Chosen-plaintext | ‘ Chosen-ciphertextl
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3.12

3.1.2 Continued

Ciphertext-Only Attack

Eve has access to only some ciphertext. She tries to find the
corresponding key and the plaintext.
Sl odS S o crw gl 30 o yiws CIPhertext v a4 Laas o

&S o 1, plaintext

Figure 3.4 Ciphertext-only attack
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3.1.2 Continued

Ciphertext-Only Attack

Various methods can be used in ciphertext-only attack. We
mention some common ones here:

Brute-Force Attack

In the Dbrute-force method or exhaustive-key-search
method, Eve tries to use all possible keys.

Using brute-force attack was a difficult task in the past; it
IS easier today using a computer.

To prevent this type of attack, the number of possible
keys must be very large.
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3.1.2 Continued

Ciphertext-Only Attack

Statistical Attack

The cryptanalyst can benefit from some inherent
characteristics of the plaintext language to launch a
statistical attack. or example, we know that the letter E is
the most frequently used letter in English text.

To prevent this type of attack, the cipher should hide the
characteristics of the language.



3.1.2 Continued
Ciphertext-Only Attack

Pattern Attack

Some ciphers may hide the characteristics of the language,
but may create some patterns in the ciphertext. A
cryptanalyst may use a pattern attack to break the cipher.
Therefore, It Is important to use ciphers that make the
ciphertext look as random as possible.
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3.1.2 Continued

Known-Plaintext Attack

The plaintext/ciphertext pairs have been collected earlier. For
example, Alice has sent a secret message to Bob, but she has later
made the contents of the message public.

Eve has kept both the ciphertext and the plaintext to use them to
break the next secret message from Alice to Bob, assuming that
Alice has not changed her key.

Figure 3.5 Known-plaintext attack
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3.1.2 Continued
Chosen-Plaintext Attack

The chosen-plaintext attack is similar to the known-plaintext attack,
but the plaintext/ciphertext pairs have been chosen by the attacker
herself.

This can happen, for example, If Eve has access to Alice's
computer.

Figure 3.6 Chosen-plaintext attack
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3.1.2 Continued

Chosen-Ciphertext Attack

The chosen-ciphertext attack is similar to the chosen-plaintext
attack, except that Eve chooses some ciphertext and decrypts it to
form a ciphertext/plaintext pair.

Figure 3.7 Chosen-ciphertext attack
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3-2 SUBSTITUTION CIPHERS

A substitution (Jliils>  owiil>) cipher replaces one
symbol with another. Substitution ciphers can be

categorized as either monoalphabetic ciphers or
polyalphabetic ciphers.

‘ Note \

A substitution cipher replaces one
symbol with another.

Topics discussed in this section:

3.2.1 Monoalphabetic Ciphres
3.2.2 Polyalphabetic Ciphers
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3.2.1 Monoalphabetic Ciphers

‘ Note \

In monoalphabetic substitution, a character (or a
symbol) in the plaintext is always changed to the
same character (or symbol) in the ciphertext
regardless of its position in the text.

In monoalphabetic substitution, the relationship
between a symbol in the plaintext to a symbol in
the ciphertext is always one-to-one. For example,
If the algorithm says that letter A in the plaintext
IS changed to letter D, every letter A is changed to
letter D.
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3.2.1 Continued

Example 3.1

The following shows a plaintext and its corresponding ciphertext.
The cipher is probably monoalphabetic because both Ps (els) are
encrypted as O’s.

Plaintext: hello Ciphertext: KHOOR

Example 3.2

The following shows a plaintext and its corresponding ciphertext.
The cipher is not monoalphabetic because each 7/ (e)) is encrypted
by a different character.

Plaintext: hello Ciphertext: ABNZF
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3.2.1 Continued
Additive Cipher

The simplest monoalphabetic cipher is the additive cipher. This

cipher is sometimes called a shift cipher and sometimes a Caesar

cipher,

Plaintext —>»

Ciphertext —»

but the term additive cipher better reveals its
mathematical nature.
Additive Cipher = Shift Cipher = Caesar Cipher
Figure 3.8 Plaintext and ciphertext in Z,,
alblc|d|e|f|g|h|i1|j|k|]l|m[n|o|p|q|r|s|t|u|lVv|w|x]|y]|z
A[B|C|D|E|F|G|H|T|J|K|L|M|N|O|P|Q|R|S|T|U|V|W|X|Y|Z
00[01]02]03[04|05|06(07|08[09[10|11{12(13|14|15|16]|17[18|19]20(21|22|23[24|25

Value —»
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3.2.1 Continued

Figure 3.9 Additive cipher

Plaintext Plaintext

Encryption C C| Decryption

‘ Note \

Ciphertext

When the cipher is additive, the
plaintext, ciphertext, and key are
Integers in Z,.
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3.2.1 Continued

A eample 3.3 I

Use the additive cipher with key = 15 to encrypt the message

“hello”.

Solution

We apply the encryption algorithm to the plaintext, character by

character:

Plaintext: h — 07
Plaintext: ¢ — 04
Plaintext: 1 — 11
Plaintext: 1 — 11
Plaintext: o — 14

Encryption: (07 + 15) mod 26
Encryption: (04 + 15) mod 26
Encryption: (11 + 15) mod 26
Encryption: (11 + 15) mod 26
Encryption: (14 + 15) mod 26

Shift down 15

Ciphertext: 22 > W
Ciphertext: 19 - T
Ciphertext: 00 - A
Ciphertext: 00 - A
Ciphertext: 03 - D

Plaintext —»| g

Ciphertext —»| A

Value —»{00

>
blc|d]e glh|1 k{l|m|nfo|p|q|r|s|tfu]|vVv X|y|z
B|IC|D|E|F|GH|I|]J LIMIN|O|P|Q[R|S|T|U|IVIW|X|Y|Z
01{02]03|04|05(06[{07|08|09(10{11|12|13|14[15|16]|17|18(19(20|21|22(23{24|25
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3.2.1 Continued

N Example 3.4

Use the additive cipher with key = 15 to decrypt the message

“WTAAD”.

Solution

We apply the decryption algorithm to the plaintext character by

character:

Ciphertext: W — 22
Ciphertext: T — 19
Ciphertext: A — 00
Ciphertext: A — 00
Ciphertext: D — 03

Decryption: (22 — 15) mod 26
Decryption: (19 — 15) mod 26
Decryption: (00 — 15) mod 26
Decryption: (00 — 15) mod 26
Decryption: (03 — 15) mod 26

Plaintext: 07 — h
Plaintext: 04 — e
Plaintext: 11 — 1
Plaintext: 11 — 1
Plaintext: 14 — o

Plaintext—»{ 4 | b | ¢

Ciphertext—»{ A [B | C

Value —»{00|01]02

) Shift up 15

d|e glh|i1|j|lk|I|m|n|jo|p|q|r|s|t|u|lv|w|[x]|y]|z
DIE|F|GIH|T|]J LIM|N|O|P|Q[R|S|T VIWIX|Y|Z
03[{04]05|06(07({08|09|10|11{12{13]|14|15[16(17|18|19(20{21|22|23|24(25
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3.2.1 Continued
Shift Cipher and Caesar Cipher

Historically, additive ciphers are called shift ciphers. Julius Caesar
used an additive cipher to communicate with his officers. For this
reason, additive ciphers are sometimes referred to as the Caesar
cipher. Caesar used a key of 3 for his communications.

‘ Note \

Additive ciphers are sometimes referred
to as shift ciphers or Caesar cipher.
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3.2.1 Continued
Shift Cipher and Caesar Cipher

The reason is that the encryption algorithm can be interpreted as
"shift key characters down" and the decryption algorithm can be

interpreted as "shift key character up'". (Go To Slides 22 & 23)
For example, if the key = 15, the encryption algorithm shifts 15
characters down (toward the end of the alphabet). The decryption
algorithm shifts 15 characters up (toward the beginning of the
alphabet). Of course, when we reach the end or the beginning of
the alphabet, we wrap around (manifestation of modulo 26).

Additive ciphers are vulnerable to ciphertext-only attacks using
exhaustive key searches method (brute-force attacks). The key
domain of the additive cipher is very small; there are only 26 Keys.
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3.2.1 Continued

B eampies s I

Eve has intercepted the ciphertext “UVACLYFZLJBYL”. Show
how she can use a brute-force attack to break the cipher.

Solution

Eve tries keys from 1 to 7. With a key of 7, the plaintext is “not

very secure”, which makes sense.

Ciphertext: UVACLYFZLJBYL

K=1 — Plaintext:
K=2 — Plaintext:
K=3 — Plaintext:
K=4 — Plaintext:
K=5 — Plaintext:
K=6 — Plaintext:
K=7 — Plaintext:

3.28

tuzbkxeykiaxk
styajwdxjhzwj
ISXZIVCWIZYVi
qrwyhubvhfxuh
pgvxgtaugewtg
opuwfsztfdvst
notverysecure



3.2.1 Continued
Shift Cipher and Caesar Cipher

Additive ciphers are also subject to statistical attacks. This is
especially true if the adversary has a long ciphertext. The

adversary can use the frequency of occurrence of characters for a
particular language.
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3.2.1 Continued

Table 3.1 Frequency of characters in English

Letter | Frequency | Letter | Frequency | Letter | Frequency | Letter | Frequency
E 12.7 H 6.1 A% 2.3 K 0.08
T 9.1 R 6.0 F 2.2 J 0.02
A 8.2 D 4.3 G 2.0 Q 0.01
O 7.5 L 4.0 Y 2.0 X 0.01
I 7.0 C 2.8 P 1.9 Z 0.01
N 6.7 U 2.8 B 1.5
S 6.3 M 24 \% 1.0
Table 3.2 Frequency of diagrams and trigrams
Digram TH, HE, IN, ER, AN, RE, ED, ON, ES, ST, EN, AT, TO, NT, HA, ND, OU,
EA, NG, AS, OR, TL, IS, ET, IT, AR, TE, SE, HI, OF
Trigram THE, ING, AND, HER, ERE, ENT, THA, NTH, WAS, ETH, FOR, DTH

3.30
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3.2.1 Continued

N Example 3.6

Eve has intercepted the following ciphertext. Using a statistical

attack, find the plaintext.

XLILSYWIMWRSAJSVWEPIISVISY VOQMPPMSRHSPPEVWMXMWASVX-LQSVILY-

Solution

VVCFISVIXLIWIPPIVVIGIMZIWQSVISJIIVW

When Eve tabulates the frequency of letters in this ciphertext, she
gets: 1 =14, V =13, S =12, and so on. The most common character

is I with 14 occurrences. This means key =4 (e — I).

the house i1s now for sale for four million dollars it is worth more hurry before the seller
receives more offers

Plaintext —»

Ciphertext —»

Value —»

3.31

alblc|d|e|f|g|h|1|j|k|]l|m|n|fo|p|q|r|s|t|u|Vv|Ww|[x]|Yy]|z

A CIDIE|F|G|H|T|[J|K|L|M|N[O[P|Q|R|S|T WIX|Y|Z

00{01(02]03|04|05{06({07(08|09|10|11{12({13(14|15|16|17[18[19(20|21|22|23|24(25
P E—

Key =4
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3.2.1

Continued

Multiplicative Ciphers

Figure 3.10 Multiplicative cipher

Plaintext Plaintext

A

L y :k

| C=(Px k) mod 26 |<—‘—E, i
| [

| [

Encryption

‘ Note \

Decryption

Ciphertext

In a multiplicative cipher, the plaintext

and ci

phertext are integers in Z,;, the
key Is an integer in Z,g*.




3.2.1 Continued

Example 3.7

What is the key domain for any multiplicative cipher?

Solution

The key needs to be in Z,¢*. This set has only 12 members: 1, 3, 5,
7,9,11, 15,17, 19, 21, 23, 25.

Example 3.8

We use a multiplicative cipher to encrypt the message “hello” with
a key of 7. The ciphertext is “XCZZU”.

Plaintext: h — 07 Encryption: (07 x 07) mod 26 ciphertext: 23 — X
Plaintext: e — 04 Encryption: (04 x 07) mod 26 ciphertext: 02 — C
Plaintext: 1 — 11 Encryption: (11 x 07) mod 26 ciphertext: 25 - Z
Plaintext: | — 11 Encryption: (11 x07) mod 26 ciphertext: 25 - Z

Plaintext: o — 14 Encryption: (14 x 07) mod 26 ciphertext: 20 - U

3.33



3.2.1 Continued
Affine Ciphers

We can combine the additive and multiplicative ciphers to get what is called
the affine cipher -a combination of both ciphers with a pair of keys.

Figure 3.11 Affine cipher

Plaintext Plaintext

Encryption C C Decryption
Ciphertext

C = (P x k; + ky) mod 26 P =((C - ky) x k; 1) mod 26

where kl_l 1s the multiplicative inverse of k| and —k, is the additive inverse of k,

3.34



3.2.1 Continued
Affine Ciphers

Cryptanalysis

Ciphertext-only attack (brute-force and statistical method) and chosen-
plaintext attack.

Figure 3.11 Affine cipher

Plaintext Plaintext

W
a
<
W
a
<

—
[l
o
Ee)
X
Kay
p—
=
o
(@
[\
(@)
o
i—.&
L%
o
)
[l
N
—
X
o
N
=
o
ol
(\®]
(@)

|
|
| ir K
. 11T
I.___________________I o o
Encryption C C Decryption
Ciphertext
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3.2.1 Continued

Example 3.09

The affine cipher uses a pair of keys in which the first key is from
Z,s* and the second key is from Z,,. The size of the key domain is
26 x 12 =312.

Example 3.10

Use an affine cipher to encrypt the message “hello” with the key
pair (7, 2).

P:h — 07 Encryption: (07 X7 + 2) mod 26 C:25-57
P:e — 04 Encryption: (04 X 7 + 2) mod 26 C:04 - E
P:1 > 11 Encryption: (11 X 7 + 2) mod 26 C:01 ->B
P:1 — 11 Encryption: (11 X 7 + 2) mod 26 C:01 - B

P:o— 14 Encryption: (14 X 7 + 2) mod 26 C:22->W
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3.2.1 Continued

Example 3.11

Use the affine cipher to decrypt the message “ZEBBW” with the
key pair (7, 2) in modulus 26. (7! = 15)

Solution

C:Z — 25 Decryption: (25 —2) x 7°') mod 26 P:07 — h
C.:E — 04 Decryption: ((04 —2) X 7'1) mod 26 P:04 — e
C:B — 01 Decryption: (01 —2) X 7'1) mod 26 P:11 —1
C:B — 0l Decryption: (01 —2) x 7°') mod 26 P:11 —1
C:W— 22 Decryption: ((22 —2) X 7‘1) mod 26 P:14 - o

Example 3.12

The additive cipher is a special case of an affine cipher in which

k; = 1. The multiplicative cipher is a special case of affine cipher in
which kz = ().

3.37




3.2.1 Continued
Monoalphabetic Substitution Cipher

Because additive, multiplicative, and affine ciphers have small key
domains, they are very vulnerable to brute-force attack.

A better solution is to create a mapping between each plaintext
character and the corresponding ciphertext character. Alice and
Bob can agree on a table showing the mapping for each character.

Figure 3.12 An example key for monoalphabetic substitution cipher

Plaintext —»| a

o
o
=y
a
—_
e
=
~
=
=
©
e
0
an
w2
—
<
=
<
<
N

Ciphertext —IN|O (A [T |R[B|E|C|F|U|X|(D

e
(®
-
~
s
<
=
=
~
N
N
=
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3.2.1 Continued
Monoalphabetic Substitution Cipher

Cryptanalysis
The size of the key space for the monoalphabetic substitution

cipher is 26! (almost 4 x 102%). This makes a brute-force attack
extremely difficult for Eve even if she is using a powerful
computer. However, she can use statistical attack based on the
frequency of characters. The cipher does not change the frequency

of characters.

Figure 3.12 An example key for monoalphabetic substitution cipher

Plaintext —» a | b

(@)
o
a
—
0Q
=
~
=
=
=< | ©
o
)
lan
w
-
e
<
<
e
<
N

e,
Q
-
7~
an
<
!
=
~
N
wn
=

Ciphertext —» N|O|A [T |R|B|E|C|F|U|[X|D
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3.2.1 Continued

Example 3.13

We can use the key in Figure 3.12 to encrypt the message

this message 1s easy to encrypt but hard to find the key

The ciphertext is

ICFVQRVVNEFVRNVSIYRGAHSLIOJICNHTIYBFGTICRXRS

Figure 3.12 An example key for monoalphabetic substitution cipher

Plaintext —»{ a | b die|f|glh|1]|j|k|[]l|m|nfo|p|q|r|s|t|u|Vv|Ww|x]|y

o

Ciphertext —N|O (A [T |R[B|E|C|F|U|X|D I|JIM[P|Z]|S

'
@
-
7~
an
<
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3.2.2 Polyalphabetic Ciphers

In polyalphabetic substitution, each occurrence of a character
may have a different substitute. The relationship between a
character in the plaintext to a character in the ciphertext is one-to-
many.

For example, "a" could be enciphered as "D" in the beginning of
the text, but as ""N" at the middle.

Polyalphabetic ciphers have the advantage of hiding the letter
frequency of the underlying language.

Autokey Cipher

P:P1P2P3 C=C1C2C3... k:(kl,Pl,Pz,...)

Encryption: C; = (P; + k;) mod 26 Decryption: P; = (C; — k;) mod 26
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3.2.2 Polyalphabetic Ciphers

Autokey Cipher

Autokey cipher is a simple polyalphabetic cipher.

In this cipher, the key is a_stream of subkeys, in which each
subkey is used to encrypt the corresponding character in the
plaintext.

The first subkey is a predetermined value secretly agreed upon
by Alice and Bob. The second subkey is the value of the first

plaintext character (between 0 and 25). The third subkey is the

value of the second plaintext. And so on

Autokey Cipher

P:P1P2P3 C=C1C2C3... k:(kl,Pl,Pz,...)

Encryption: C; = (P; + k;) mod 26 Decryption: P; = (C; — k;) mod 26

3.42



3.2.2 Continued

N Example 3.14

Assume that Alice and Bob agreed to use an autokey cipher with
initial key value k; = 12. Now Alice wants to send Bob the message
“Attack is today”. Enciphering is done character by character.

Plaintext: a a d

P’s Values: 00 00 ()2 ( ()8\08 14 ()()

Key stream: 12\‘0()\ \/9\‘00\0 ~ 10 08 9\‘ /4\‘0%\00

C’s Values: 12 19 12 19 02 12 00 7 3

Ciphertext: M T M T C M S A L H R D Y
Cryptanalysis

The autokey cipher definitely hides the single-letter frequency
statistics of the plaintext. However, it is still as vulnerable to the
brute-force attack as the additive cipher. The first subkey can be
only one of the 25 values (1 to 25).
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3.44

3.2.2 Continued
Playfair Cipher

Another example of a polyalphabetic cipher is the Playfair cipher used by the
British army during World War I. The secret key in this cipher is made of 25
alphabet letters arranged in a 5 X 5 matrix (letters I and J are considered the same
when encrypting).

Different arrangements of the letters in the matrix can create many different secret

keys. One ofhe poss{ile grrangements i showp o LIS e cipher

LIGID|IB|A
QIM|H|[E|C
Secret Key= (| U | R | N {IJ]| F
X|IV[IS|[O[K
Z|Y|W|T|P
P=P1P2P3 | .3 C‘—‘C1C2C3. _ k=[(k],k2),(k3,k4),...]
“Encryption: C; = k; : " Decryption: P;=k



3.2.2 Continued

Playfair Cipher

Before encryption:

L. if the two letters in a pair are the same, a bogus letter is inserted to
separate them.

II. After inserting bogus letters, if the number of characters in the

plaintext is odd, one extra bogus character is added at the end to make
the number of characters even.

The cipher uses three rules for encryption:

3.45

a. If the two letters in a pair are located in the same row of the secret key,
the corresponding encrypted character for each letter is the next letter to
the right in the same row (with wrapping to the beginning of the row if
the plaintext letter is the last character in the row).

b. If the two letters in a pair are located in the same column of the secret
key, the corresponding encrypted character for each letter is the letter
beneath it in the same column (with wrapping to the beginning of the
column if the plaintext letter is the last character in the column).

c. If the two letters in a pair are not in the same row or column of the
secret, the corresponding encrypted character for each letter is a letter
that is in its own row but in the same column as the other letter.



3.2.2 Continued
Playfair Cipher

Figure 3.13 An example of a secret key in the Playfair cipher

Secret Key =

Example 3.15

Let us encrypt the plaintext “hello” using the key in Figure 3.13.

he —» EC Ix -5 QZ lo—> BX
Plaintext: hello Ciphertext: ECQZBX
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3.2.2 Continued

Playfair Cipher

Cryptanalysis

Obviously a brute-force attack on a Playfair cipher is very
difficult. The size of the key domain is 25! (factorial 25). In
addition, the encipherment hides the single-letter frequency of
the characters. However, the frequencies of diagrams are
preserved (to some extent because of filler insertion), so a
cryptanalyst can use a ciphertext-only attack based on the
diagram frequency test to find the key.



3.2.2 Continued
Vigenere Cipher

One interesting kind of polyalphabetic cipher was designed by
Blaise de Vigenere, a sixteenth-century French mathematician. A
Vigenere cipher uses a different strategy to create the key stream.
The key stream is a repetition of an initial secret key stream of
length m, where we have 1 <m < 26.

P=PP,P; ... C=C,CyCs ... K = [(ky. kps vvvs k) (K1 Ko vy K)o ]

Encryption: C; = P; + k; Decryption: P;= C; — k;
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3.2.2 Continued

N Example 3.16

Let us see how we can encrypt the message “She is listening” using
the 6-character keyword “PASCAL”. The initial key stream is (15,
0, 18, 2, 0, 11). The Kkey stream is the repetition of this initial key

stream (as many times as needed).

Plaintext:
P’s values:
Key stream:
C’s values:

Ciphertext:

Plaintext

Ciphertext
Value

3.49
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18 07 04 08 18 11 |08 19 04 13 08 |13 06

15 00 18 02 00 11 |15 18 02 00 11 |15 00
07 07 22 10 18 22 |23 11 6 13 19 |02 06
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AlB ofP|Q[R] s [T WiX|[Y|Z
0ojo1 14{1sfi6| 14 18[h9[20]21|22(23(24(25




| 3.2.2 Continued

Vigenere cipher can be seen as combinations of m additive ciphers.

Figure 3.14 A Vigenere cipher as a combination of m additive ciphers

Whole Plaintext

Whole Ciphertext
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3.2.2 Continued

Example 3.18

ipher is a

tive cip

i

= 1.

her in which m

Using Example 3.18, we can say that the add
genere Cip

special case of Vi

N[N € @m U Aam@EemUO I~ =¥ 22 0 adewn =D > 25 X -
= N 4 M U WE 0D - - M a2 Z 0 D> B K
“|® 2 N < m U0 WL U = ¥ a2 Z 0 a0« wnE~oD > 8
22 ®© = N €< @ U Q0 WL O - - ¥ 32 Z 0o O n =D >
Sl 2 XK =~ N <@ U0 WL UOIT ~ = ¥ a2 2Z 0o oxn k=D
S > 2 X 2N <4< o U0 MWL U - = ¥ 32 2Z 0 o 0o v -
Ll 2 B X N €U AWM 0D - = Z 0 A Xow»
s D> B oK o~ N« A w - ¥ a2 Z 0 a O
— (w) —_ - M a2 Z O o O
S| % v =D > E X N<a Ul - -~ a2 2Z 0
el O v H D > B X 2N < oUCAulk O - - ¥ 0= 2z 0
|0 & O v D2 B 2 XK >N < ool U0 - - % a2 2z
=|Z 0 aa O v =2 > 2 X >N<aolupbh o 0O - - ¥ a2
ElZ2 =z 0O aa O vw 2 > 2 % =N <alp o wec = - - ¥ 2
—|lr 2 Z2 0 O v D > 2 < =~Nl<sph o @Wen 0O - - ¥
2| 202 Z 0 O vwiED > 2 © A INEoouo o 0T - -
_|- 2 a2 Z2 0 0 wvwiED > ZE XN Ul We 0D ~
= = % 0 2 Z 0 a Ox vuiE=oDo > Zl<XPpF N oUW O T
2|E - = ¥ a2 Z 0 a Ox vik2EEK - N< a2 U@ 0
GO T - = ¥ 0 2 Z 0 a Ox uvni=of>F X~ N<aUv0 oo
|l O - =m0 2 Z 0 a0 x v HloF 2 X 2N < @ U Qo
o L O T - m ¥ a2 Z 0 a0 uvjEF > 2 %N aUuA
sl W E O -~ = ¥ 02 Z20ao«ulp o>z ® N am U
s|lU O WL O = = ¥ a2 zZ2 0 & o = D > B #X =~ N < m
ol U @WMELUE = = ¥ a2 2Z O o w o= D > E K o= N <
sl< @ U WL 0T - - ¥ = =z A 2 v = D > F X o~ N
w(r|lolar|[=|[o[R|~|~|x|<[=|= xlwn =S |=|2]=|=~]x

Table 3.3

A Vigenere Tableau
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3.2.2 Continued
Vigenere Cipher (Crypanalysis)

Example 3.19

Let us assume we have intercepted the following ciphertext:

LIOMWGFEGGDVWGHHCQUCRHRWAGWIOWQLKGZETKKMEVLWPCZVGTH-
VTSGXQOVGCSVETQLTISUMVWVEUVLXEWSLGFZMVVWLGYHCUSWXQH-
KVGSHEEVFLCFDGVSUMPHKIRZDMPHHBVWVWIWIXGFWLTSHGJOUEEHH-
VUCFVGOWICQLTJSUXGLW

The Kasiski test for repetition of three-character segments yields
the results shown in Table 3.4.

String First Index Second Index Difference
JSU 68 168 100
SUM 69 117 48
VWV 72 132 60
MPH 119 127 8
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3.2.2 Continued

N Example 3.19

Let us assume we have intercepted the following ciphertext:

LIOMWGFEGGDVWGHHCQUCRHRWAGWIOWQLKGZETKKMEVLWPCZVGTH-
VTISGXQOVGCSVETQLTISUMVWVEUVLXEWSLGFZMVVWLGYHCUSWXQH-
KVGSHEEVFLCFDGVSUMPHKIRZDMPHHBVWVWIWIXGFWLTSHGJOUEEHH-
VUCFVGOWICQLTJSUXGLW

The Kasiski test for repetition of three-character segments yields
the results shown in Table 3.4.

String

First Index

Second Index

Difference

JSU

68

168

100

SUM

69

117

48

VWV

72

132

60

MPH

119

127

8
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3.2.2 Continued

N |IB e JERAPE (Continued)

The greatest common divisor of differences is 4, which means that
the key length is multiple of 4. First try m = 4.

Cl: LWGWCRAOKTEPGTQCTJVUEGVGUQGECVPRPVJGTJEUGCJG
Pl: jueuapymircneroarhtsthihytrahcieixsthcarrehe
C2: IGGGQHGWGKVCTSOSQSWVWFVYSHSVFSHZHWWFSOHCOQSL
P2: usssctsiswhofeaeceihcetesoecatnpntherhctecex
C3: OFDHURWQZKLZHGVVLUVLSZWHWKHFDUKDHVIWHUHFWLUW
P3: lcaerotnwhiwedssirsiirhketehretltiideatrairt
C4: MEVHCWILEMWVVXGETMEXLMLCXVELGMIMBWXLGEVVITX

P4: iardysehaisrrtcapiafpwtethecarhaesfterectpt

In this case, the plaintext makes sense.

Julius Caesar used a cryptosystem in his wars, which is now referred to as Caesar cipher.
It is an additive cipher with the key set to three. Each character in the plaintext is
shifted three characters to create ciphertext.
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3.2.2 Continued
Hill Cipher

Another interesting example of a polyalphabetic cipher is the Hill cipher
invented by Lester S. Hill. Unlike the other polyalphabetic ciphers we
have already discussed, the plaintext is divided into equal-size blocks. The
blocks are encrypted one at a time in such a way that each character in
the block contributes to the encryption of other characters in the block.

kll klZ klm
Ci=Pikyy +Prky +-- -+ Py ky,
kyy  kyno ... Ky Co=Pikjp+Prkpp+---+ Pyk,p
K = |
: : : Cm = Pl klm + P2 k2m +--- Pm kmm
kml ka kmm

The equations show that each ciphertext character such as C1 depends
on all plaintext characters in the block (P1, P2, ..., Pm). However, we
should be aware that not all square matrices have multiplicative
inverses in Z26, so Alice and Bob should be careful in selecting the key.
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3.2.2 Continued
Hill Cipher

Figure 3.15 Key in the Hill cipher

kll k12 klm
Ci=Pikyy +Prkyy +---+ P,k
k21 k22 ... k2m Cz — Pl k12 -F P2 k22 + -+ Pm kmz
K:
Cm = P1 klm T PZ k2n1 Tt Pm kmm
kml km2 kmm

I ];’ote \

The key matrix in the Hill cipher needs to
have a multiplicative inverse.
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3.2.2 Continued

N Example 3.20

For example, the plaintext “code is ready” can make a 3 x 4

matrix when adding extra bogus character “z” to the last block
and removing the spaces. The ciphertext is “OHKNIHGKLISS”.

Figure 3 16 Fvamnle 3,20

¢ 1 lpl 1 [ 09 07K11 13|

14 07 10 13 [02 14 03 04]
08 07 06 11|=|08 18 17 04
11 08 18 18 00 03 24 25

04 07 05 06
02 21 14 09
03 23 21 08

a. Encryption

k-1
P C B ]

02 15 22 03
02 14 03 04 14 07 10 13

15 00 19 03
08 18 17 04 |=]108 07 06 11

09 09 03 11
00 03 24 25 11 08 18 18
17 00 04 07

b. Decryption
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3.2.2 Continued

Ml Example 3.21 |

Assume that Eve knows that m = 3. She has intercepted three

plaintext/ciphertext pair blocks (not necessarily from the same
message) as shown in Figure 3.17.

Figure 3.17 Example 3.21

[05 07 10] < > [03 06 oo}
[13 17 07} < > [14 16 09}
[00 05 04] < > [03 17 11}

P C
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3.2.2 Continued

Bl Example 3.21 QRN

She makes matrices P and C from these pairs. Because P is
invertible, she inverts the P matrix and multiplies it by C to get the
K matrix as shown in Figure 3.18.

Figure 3.18 Example 3.21

02 03 07 21 14 o1| [03 06 00
05 07 09|=|00 08 25 14 16 09

01 02 11 1303 08} (03 17 11

K p—1l C

Now she has the key and can break any ciphertext encrypted with
that key.
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3.2.2 Continued
One-Time Pad

One of the goals of cryptography is perfect secrecy. A
study by Shannon has shown that perfect secrecy can be
achieved if each plaintext symbol is encrypted with a key
randomly chosen from a key domain. This idea is used in
a cipher called one-time pad, invented by Vernam.

A one-time pad is a perfect cipher, but it is almost
impossible to implement commercially. If the key must
be newly generated each time, how can Alice tell Bob the
new key each time she has a message to send?
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3.2.2 Continued
Rotor Cipher

Figure 3.19 A rotor cipher

A a Ale——ela A a
B b B b B b
C c C c C C
D d D d D d
E e E e E e
Fle—————e|f F f F f Rotor
After second After first Initial
rotation rotation position
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3.2.2 Continued

Enigma Machine

Figure 3.20 A schematic of the Enigma machine

Lampboard

X I
X RERX \

..°°°. \

JAA

Plugboard

Reflector Slow Middle Fast

rotor rotor rotor

OO =
CI0D:- -1
m = .

Keyboard

3.62



3-3 TRANSPOSITION CIPHERS

A transposition ( o lxl>) cipher does not substitute one

symbol for another, instead it changes the location of
the symbols.

A symbol in the first position of the plaintext may
appear in the tenth position of the ciphertext.

‘ Note \

A transposition cipher reorders symbols.

Topics discussed in this section:

3.3.1 Keyless Transposition Ciphers
3.3.2 Keyed Transposition Ciphers
3.3.3 Combining Two Approaches
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3.3.1 Keyless Transposition Ciphers

Simple transposition ciphers, which were used in the
past, are keyless.

There are two methods for permutation of characters:

v In the first method, the text is written into a table column by
column and then transmitted row by row.

v In the second method, the text is written into the table row by row
and then transmitted column by column.
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| 3.3.1 Keyless Transposition Ciphers

A good example of a keyless cipher using the first method is the
rail fence cipher. In this cipher, the plaintext is arranged in two
lines as a zigzag pattern (which means column by column);The

ciphertext is created reading the pattern row by row. For example,
to send the message “Meet me at the park” to Bob, Alice writes

t

m k

¢ m a e a
~N /22N A NY AN AN AN AN A
e t ¢ t h r

P

She then creates the ciphertext “MEMATEAKETETHPR”.
oS (0 JLu |yl 4 sl (e 9 s g o0 | plaintext ggiw 4 (ygiuw
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| 3.3.1 Continued
Alice and Bob can agree on the number of columns and use the

second method. Alice writes the same plaintext, row by row, in a
table of four columns.

mji| e e|| t
allt

mi| e
t || hile]|lp

la JlrJ (kL
She then creates the ciphertext “MMTAEEHREAEKTTP”.

alice gow 055 o 41,8 bob 4 alice o 3315 )50 (yow Oloxi ol
Jlosl Ogims & (ygin g0 4 3 didigl s 4 sl &g & 1 plaintext
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3.3.1 Continued

3 Example 3.24

The cipher in Example 3.23 is actually a transposition cipher. The
following shows the permutation of each character in the plaintext
into the ciphertext based on the positions.

m e e t m e a t t h e p a r Kk

01 02 03 04 05 06 07 08 09 10 11 12 13 14 15
e e e e
ot o5 09 i3] lo2 06 10 13) o3 07 11 1s) loa 08 12

M M T A E E H R E A E K T T P
The second character in the plaintext has moved to the fifth
position in the ciphertext; the third character has moved to the
ninth position; and so on. Although the characters are permuted,
there is a pattern in the permutation: (01, 05, 09, 13), (02, 06, 10,
14), (03, 07, 11, 15), and (04, 08, 12). In each section, the difference

between the two adjacent numbers is 4.
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3.3.2 Keyed Transposition Ciphers

The Keyless ciphers permute the characters by using
writing plaintext in one way and reading it in another
way The permutation is done on the whole plaintext to

create the whole ciphertext.
< L plaintext ;yilgi 31 ooliiwl b 1y b oS aols gy (658 505 ot 95!
ol 59y ol Jlel wiS 0 bule 500 gy b ol gles 9 9,
WS 0 ol | 1, ciphertext plaintext
Another method (keyed transposition ciphers) is to
divide the plaintext into groups of predetermined size,
called blocks, and then use a Kkey to permute the
characters in each block separately.
4 |y plaintext o5 cowl ol (wulS ol jod (ol ()0 50, oo 398 559 (s
9 S ol o 85 (o0 Sl Ll 4 aS ol (ped S 5l Lol b (g bog S
S oolastwl Soby po 50 e S bl (gl 2 wls SO 5l s
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| 3.3.2 Continued
Alice needs to send the message “Enemy attacks tonight” to Bob..
e n € m Yy a t t a c¢ k s t o n ight

The key used for encryption and decryption is a permutation key,
which shows how the character are permuted.

S
Encryption | T Decryption

The permutation yields

E E MY N T A A CT T K O N S HI T Z G
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Plaintext

enemyattackstonightz

Write row by row
\

<

e n € m y

a t a C

k s t 0 n

. N i g h t zZ

Op0 o (o

Jil s sl =
opo Ji psiw g

9P yeiw sl JE E M Y N

T A A C T

T K O N S

H I T 72 G

Read column by column

A4

Figure 3.21

)

Plaintext

3.3.3 Combining Two Approaches

Example 3.26

enemyattackstonightz

~

Read row by row

ETTHEAKIMAOTYCNZNTSG

Ciphertext

3.70
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a t t a c
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s opo Jal o s
| | | = Paw Gpiw sl
Q w .
5 3 4 o) g0 P90 e
K‘ E E M Y NN .. Ji/yswsl
& T A A C T
T K O N S
H I T Z G
A
Write column by column
— ETTHEAKIMAOTYCNZNTSG
Transmission

Ciphertext



3.3.3 Continued
Keys

In Example 3.27, a single key was used in two directions for the
column exchange: downward for encryption, upward for
decryption. It is customary to create two keys.

ol 49y 8 20,5 (o0 eoliswl Byb 90 a6l g wals SO I L S JUs o
99 3l &5 Cowl (! o po gy Lol 2 LiS 3oy (ol YU 4y 9y S (65 30y Sl
v lS 30y Glp (99 )0y lp (o aeS soliwl wuls

Figure 3.22 Encryption/decryption keys in transpositional ciphers

25134

31452

Encryption
Decryption

Encryption key Decryption key
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3.3.3 Continued

Figure 3.23 Key inversion in a transposition cipher

Encryption key : :
Add Given: EncKey [index]
|2631475|7 2631475index i
1 23 45 67 while (index < Column)
12345 6 7| Swap {
DecKey|[EncKey[index]] <«— index
2631475 index <— index + 1
|4135726|<* 4 1 3 5 7 2 6| Sort j
, Return : DecKey [index]|
Decryption key 1234567

a. Manual process b. Algorithm
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3.3.3 Continued

Figure 3.23 Key inversion in a transposition cipher

Index
Encryption 3 4 {
key
Decryption
key

index oo ) o pw Cawl ) g0 )l index jo ¥ ous
Y LSO)LO..&
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3.3.3 Continued

Using Matrices

We can use matrices to show the encryption/decryption process
for a transposition cipher.

Example 3.27

Figure 3.24 Representation of the key as a matrix in the transposition cipher

3 1 4 5 2

l l l l l ) [0 1 0O 0 0] _1 l l l 1_

04 13 04 12 24 04 04 12 24 13
0 0 0 0 1

00 19 19 00 02 19 00 00 02 19

x |1 0 0 0 0] =

10 18 19 14 13 19 10 14 13 18
0 0 1 0 0

|08 06 07 19 25] |07 08 19 25 06

Plaintext - 0 0 0 1 0 _ Ciphertext

Encryption key
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| 3.3.3 Continued
Figure 3.24 shows the encryption process. Multiplying the 4 x §

plaintext matrix by the 5 x § encryption key gives the 4 x §
ciphertext matrix.

Figure 3.24 Representation of the key as a matrix in the transposition cipher

|
1
0
0
0

B S S D U T

04 13 04 12 24
00 19 19 00 02
10 18 19 14 13

R T S T

04 04 12 24 13
19 00 00 02 19

19 10 14 13 18
08 06 07 19 25 07 08 19 25 06
B - 0O 0 0 1

Plaintext - - Ciphertext
Encryption key

o O — W
S O O — B
S O O o «“— W

S OO = O N
|
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3.3.3 Continued

Double Transposition Ciphers
Figure 3.25 Double transposition cipher

. 1 1
Alice f—i:l F——;: | Bob
‘enemyattackstonightzk 'enemyattackstonightz
Plaintext 0 Plaintext
)\ 4
Write row by row I Read row by row
Permute columns I Permute columns
Read column by column I | Write column by column
ettheakimaotycnzntsg. éttheakimaotycnzntsg
Middle-text i T Middle-text
Write row by row I | Read row by row
Permute columns I Permute columns
Read column by column I . Write column by column I
N
Ciphertext v Send Ciphertext
en
TIYTEAOZHMCSEANGYKTN >»TIYTEAOZHMCS EANGYKTN
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3-4 STREAM AND BLOCK CIPHERS

The literature divides the symmetric ciphers into two
broad categories: stream ciphers and block ciphers.
Although the definitions are normally applied to
modern ciphers, this categorization also applies (o

traditional ciphers.

Topics discussed in this section:

3.4.1 Stream Ciphers
3.4.2 Block Ciphers
3.4.3 Combination
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3.4.1 Stream Ciphers

Call the plaintext stream P, the ciphertext stream C, and
the key stream K.

P=PP,P;, ... C=C,CoCs. ... K = (ky. ky. k3. ...)

Cl = E/\'l(P]) C2 = E/\'Z(PZ) C3 = E/\-3(P3)
Figure 3.26 Stream cipher

Plaintext Ciphertext
plain K = (ky, ky, k3, ky, ks)
SO,

>‘ D =E;; (a) I
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3.4.1 Continued

v Characters in the plaintext are fed into the encryption
algorithm, one at a time.
v' The ciphertext characters are also created one at a time.
v' The key stream, can be created in many ways:
= It may be a stream of predetermined values.

= It may be created one value at a time using an algorithm.
g S| Wolaio sy g, bwgd wals' b >
il 0l i B 51 olio 31 by SO Conl (fSow S by
20,5 ol | oyl bawgi 9 (9 (SS9 hgo 4 aldS (b 2 5l Hlode po Conl (S by

Plaintext Ciphertext
p 1 a 1 n K:(k17k27k37k47k5)
SO,

>‘ D =E; (a) |
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3.4.1 Continued

Example 3.30

Additive ciphers can be categorized as stream ciphers in which the
key stream is the repeated value of the key. In other words, the
key stream is considered as a predetermined stream of keys or
K = (k, k, ..., K). In this cipher, however, each character in the
ciphertext depends only on the corresponding character in the
plaintext, because the key stream is generated independently.

Example 3.31

The monoalphabetic substitution ciphers discussed in this chapter
are also stream ciphers. However, each value of the key stream in
this case is the mapping of the current plaintext character to the
corresponding ciphertext character in the mapping table.
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| 3.4.1 Continued
Vigenere ciphers are also stream ciphers according to the

definition. In this case, the key stream is a repetition of m values,
where m is the size of the keyword. In other words,

K=k ... ko kyokosoov k...

Example 3.33

We can establish a criterion to divide stream ciphers based on
their key streams. We can say that a stream cipher is a
monoalphabetic cipher if the value of & does not depend on the
position of the plaintext character in the plaintext stream;
otherwise, the cipher is polyalphabetic.
& ki jlade )51 canl (S ST 65050y pt ol (U 2 (65K 0 i 5N S
ol Oygass] jf jo Wbl aiwlg plaintext oLy o plaintext o5, couxdge
Sl (B w5, 50, 98]
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3.4.1 Continued

|IB el ERRRE (Continued)

 Additive ciphers are definitely monoalphabetic because k; in the
key stream is fixed; it does not depend on the position of the
character in the plaintext.

(] Monoalphabetic substitution ciphers are monoalphabetic
because k; does not depend on the position of the corresponding
character in the plaintext stream; it depends only on the value of
the plaintext character.

U Vigenere ciphers are polyalphabetic ciphers because k;
definitely depends on the position of the plaintext character.
However, the dependency is cyclic. The key is the same for two
characters m positions apart.
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3.4.2 Stream Ciphers

In a block cipher, a group of plaintext symbols of size m
(m > 1) are encrypted together creating a group of
ciphertext of the same size. A single Kkey is used to
encrypt the whole block even if the Kkey is made of

multiple values. Figure 3.27 shows the concept of a block
cipher.

Figure 3.27 Block cipher

Plaintext Ciphertext

oD CI .

K
>{ {(D,P,V} =Eg {i,n, t} |

Encryption algorithm
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3.4.2 Continued

Example 3.34

Playfair ciphers are block ciphers. The size of the block is m = 2.
Two characters are encrypted together.

Example 3.35

Hill ciphers are block ciphers. A block of plaintext, of size 2 or
more is encrypted together using a single key (a matrix). In these
ciphers, the value of each character in the ciphertext depends on
all the values of the characters in the plaintext. Although the key is
made of m x m values, it is considered as a single key.

Example 3.36

From the definition of the block cipher, it is clear that every block
cipher is a polyalphabetic cipher because each character in a

ciphertext block depends on all characters in the plaintext block.
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3.4.3 Combination

In practice, blocks of plaintext are encrypted
individually, but they use a stream of keys to encrypt the
whole message block by block. In other words, the cipher
is a block cipher when looking at the individual blocks,
but it is a stream cipher when looking at the whole
message considering each block as a single unit.

Lol wl Gl Wigl o0 30y |30 yob 4 plaintext Sl ¢ Jos y0
oolitwl ply Saby a4 Seb (3,530, Glp buds 51 (L= )
S oS iz Cjgo a1 Taly SO w45 (B S0 e @ wisS
) S ol play JS 4 45 5By Lol Cansl (Sals (6 Ki50, it 595
L 650y 1m0 9N S oS (Jwwo w2y SO lgie 4 Sels

.C«.w‘
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