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DHCP Server
Network Connection Bindings
1Pv4 DS Settings
IPv4 WINS Settings
DHCP Scopes.
DHCPV6 Stateless Mode
1Pv6 DNS Settings

DHCP Server Authorization
Confirmation
Progress

Results

Select one or more roles to install on this server,

Roles: Description:

DynamicHost ConflqurationProtocol
[DHCP) Server enables you to
centrally configure, manage, and

[] Active Directory Federation Services provide temporary 1P addresses and

[] Active Directory Lightweight Directory Services related information for dlient
[] Active Directory Rights Management Services computers.
[] Application Server

[] Active Directory Certificate Services
Active O tory Dom: S Ir

lle

[] Fax Server
[] File Services

[] Hyperv

[] Metwork Policy and Access Services
[] Print and Document Services

[] Remote Desktop Services

[] wieb Server (11S)

[] windows Deployment Services

[] windows Server Update Services

More about server roles
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Add Roles Wizard

DHCP Server

Before You Begin
Server Roles

DHCP

Network Connection Bindings
TPv4DNS Settings

P4 WINS Settings

DHCP Scopes

DHCPv6 Stateless Mode
1PV DNS Settings

DHCP Server 1

i SIS NeXt (55550 st 43,51 oledol saaliee 51 L
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Introduction to DHCP Server
The Dynamic Host Configuration Protocol allows servers to assign, or lease, IP addresses to computers and
other devices that are enabled as DHCP dients. Deploying a DHCP server on the network provides computers.
and other TCP/IP-based network devices with valid IP addresses and the additional configuration parameters
these devices need, called DHCP options. This allows computers and devices to comnect to other network
resources, such as DNS servers, WINS servers, and routers.
Things to Note

i You should configure at least one static IP address on this computer.

i Before you install DHCP Server, you shouid plan your subnets, scopes, and exclusions. Make a record of

the plan in a safe place for later reference.

Additional Information

DHCP Server Overview

Canfirmation
Progress

Resulis

Defining DHCP Scopes
Integrating DHCP with DNS
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Add Roles Wizard

~  Select Network Connection Bindings

Before You Begin
Server Roles
DHCP Server

IPv4 DNS Settings
P4 WINS Settings
DHCP Scopes

DHCPV6 Stateless Mode

1Pv6 DNS Settings

DHCP Server Authorization
Confirmation
Progress

Results

One or more network connections having a static IP address were detected, Each network connection can
be used to service DHCP dients on a separate subnet.

Select the network connections that this DHCP server will use for servicing dients.
Network Connections:

1P Address [ Tvpe |
192.168.1.2 Pvd

—Details
Name: Local Area Connection
Network Adapter: Local Area Connection
Physical Address: 00-0C-29-45-25-7D
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Add Roles Wizard

ﬁ Specify IPv4 DNS Server Settings

Before You Begin

Server Roles.

DHCP Server
Network Connection Bindings

P4 WINS Settings
DHCP Scopes
DHCPV6 Stateless Mode
TPy DNS Settings
DHCP Server Authorization
Confirmation
Progress

Resulis

When dlients obtain an IP address from the DHCP server, they can be given DHCP options such s the TP
addresses of DNS servers and the parent domain name. The settings you provide here will be applied to dients
using TPv4.

Spedify the name of the parent domain that diients will use for name resolution. This domain will be used for all
scopes you create on this DHCP server,

Parent domain:

[igfirm. com

Spedify the IP addresses of the DNS servers that dients will use for name resolution. These DNS servers will be
used for all scopes you areate on this DHCP server,

Preferred DNS server [Pv4 address:
[192.168.1.21 Validate

Alternate DNS server IPv4 address:

192.168.1.22 Validate

More about DNS server setfings
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Add Roles Wizard L x|
ﬁ Specify IPv4 WINS Server Settings

Before You Begin When diients obtain an IP address from the DHCP server, they can be given DHCP options such as the TP
e e addresses of WINS servers. The settings you provide here will be applied to dients using IPv4,

DHCP Server & WINS is not required for applications on this netwark

Network Connection Bindings
IPv4 DS Settings

" WINS is required for applications on this network

Specify the IP addresses of the WINS servers that dients will use for name resolution. These WINS servers
DHCP Scopes will be used for all scopes you create on this DHCP server.

DHCPVS Stateless Mode Preferred WINS server IP address:
IPv6 DS Settings

DHCP Server Authorization Alternate WINS server IP address:

Confirmation [
Progress

Resulis

More about WINS server settings
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Before You Begin A scope is the range of possible IP addresses for a network. The DHCP server cannot distribute IP
addresses to dients unil 3 scope is created.
Server Roles
Scopes:
PERE Seven Name | 1P address range [ ads.. |
Network Connection Bindings
Add Scope i x| J
TPv4 DNS Settings
IPv4 WINS Settings A scope is a range of possible TP addresses for a network. The DHCP server J

cannot distribute IP addresses to dients until a scope is ceated.
—Configuration settings for DHCP Server

DHCPYG Stateless Mode
1Pv6 DNS Settings FoEera [scope1
DHCP Server Authorization Starting IP address: [192.168.1.50
Seditipes Ending TP address: [192.168.1.200
FeTes Sibrektypei [Wired ease duration wilbe 8 days) =]
F= Brames ¥ Activate this scope
Addorselectasc oo ration settings that propagate toDHCP et ————————————
Subnet mask: [255.255.255.0
Defalt gateway (optional):  [192.168.1.1]

More sbout adding o] comn
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Add Roles Wizard B x|

ﬁ Configure DHCPv6 Stateless Mode

Before You Begin DHCP Server supports the DHCPv6 pratocol for servidng IPvé dients. Lsing DHCPV6, dients can automatically

canfigure their own IPv& addresses using stateless mode, or they can acquire IPv6 addresses in stateful mode
Server Roles from the DHCP server. If routers on your network are configured to support DHCPYS, verify that your
S selection below matches the router configuration.

Network Connection Bindings
Select the DHCPv stateless mode configuration for this server.

1Pv4 DNS Settings
TPv4 WINS Settings (¥ Enable DHCPV6 stateless mode for this server
DHCP Scopes 1Py dients will be automatically configured without using this DHCP server.

" Disable DHCPVG stateless mode for this server
After installing DHCP Server, you can configure the DHCPVS mode using the DHCP Management consale.

TPv6 DNS Settings
DHCP Server Authorization

Confirmation
Progress

Results

More about DHCPV6 stateless mode
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Add Roles Wizard B x|

ﬁ Specify IPv6 DNS Server Settings

Before You Begin
When diients obtain an 1P address from the DHCP server, they can be given DHCP options such as the TP

Server Roles. addresses of DNS servers and the parent domain name. The settings you provide here will be applied to dients
DHCP Server ol
etk Canniechion BRdings Specify the name of the parent domain that dints will use for name resolution. This domain wil be used for all
scopes you create on this stateless IPv6 DHCP server.,
1Pv4DNS Settings
1Pv4 WINS Settings Peret dommin:
IBlgﬁrm‘cum
DHCP Scopes
DHCPY6 Stateless Mode

Spedfy the IP addresses of the DNS servers that dients will use for name resolution. These DNS servers will be

gs used for all scopes you create on this DHCP server.

DHCP Server Authorization
Preferred DNS server IPv6 address:

Canfirmation
[FEC0::1111:2731.E2FF FE96:C283 Validate

Progress

Results

Alternate DNS server IPv6 address:

FEC0::1111:2731:E2FF:FE96:C284 Validate

More about DNS server settings
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Before You Begin
Server Roles
DHCP Server
Network Connection Bindings
P4 DNS Settings
P4 WINS Settings
DHCP Scopes.
DHCPV6 Stateless Mode

TPy DNS Settings

Confirmation
Progress

Results

N |

Authorize DHCP Server

Active Directory Domain Services (AD DS) stores a list of DHCP servers that are authorized to service dients on
the network. Authorizing DHCP servers helps avoid acddental damage caused by running DHCP servers with
incorrect configurations or DHCP servers with correct configurations on the wrong network.

Specify credentials to use for authorizing this DHCP server in AD DS.

¥ Use current credentials
The credentials of the current user will be used to authorize this DHCP server in AD DS,
User Name:  [BIGFIRM\administrator

€ Use alternate credentials
Specify domain administrator credentials for authorizing this DHCP server in AD DS.

User Name: |

" skip authorization of this DHCP server in AD DS
1. This DHCP server must be authorized in AD DS before it can service dients.

More about authorizing DHCP servers in AD DS
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Add Roles Wizard i x|
ﬂ Confirm Installation Selections
Before You Beain
To install the following roles, role services, or features, dick Install
Server Roles @
linformational message below
DHCP Server i
Network Connection Bindings (i) This server might need to be restarted after the installation complates. =
1Pv4 DNS Settings. (%) DHCP Server
1Pv4 WINS Settings Network Connection Bindings : 192.168.1.2 (IPv4)
IPv4 DNS Settings
e scpe DINS Parent Domain : Bigfirm.com
DHCPV6 Stateless Mode DNS Servers : 192.168.1.21, 192.168.1.22
TPu6 DS Settings WINS Servers : None
Scopes
DHCP Server Authorization i, Scopel
Default Gateway : 192.168.1.1
. Subnet Mask : 255,255,255.0
{OFcsE 1P Address Range : 192,168,150 - 192.168.1.200
Results Subnet Type : Wired (lease duration will be 8 days)
Activate Scope © Yes
DHCPVS Stateless Mode : Enabled
IPvE DNS Settings =
DNS Parent Domain : Bigfirm.com
DN Servers : fecD::1111:2731:e2fF:fe86:c283,
farfl+1111:9731:0 208 IR4. =

Print, e-mail, or save this information
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Fle Acton View Help

e8| FEIX0 = dH=

DHCP Name | Actions

=i B bf2 bigfirm.com S
B g Pvé BlPve
| Superscope SuperScope 1 More Actions 3

| Scope [192.168.1.0] IPv4-5copel
| Multicast Scope [Multicast Scope]
3 Server Options
F| Filters
B Py
.3 Server Options
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% DHCP =lolx|
File Action View Help

€3 FEIXRE = Bl |

2 oHee Name I [Actions
cEE i [Pvs bf2.bigfirm.com ~
B P Add/Remove Bindings. . Zieve
5 Supers ok More Actions 3
] Scope — _
B Muiltica aca
3 Server RS
(] Fiters | i Tasks
B §Pve
(.3 Server  View 4
Delete
Refresh
Export List...
Properties
Help

[Remove authorization for this server in the directory
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Remaving authorization for this server from the directory will
/B cause the DHCP server to stop responding to client requests. Are
= you sure you want to do this?

o
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Scope slasl ¢

Scope olaa b gan Sy @

Exclusions ¢ Reservations guu Suy ¢

Scope options ﬁla.a .

Scope oS Jlad e g Jlas o

Superscope slasl ¢

(s2ayuin (slaScope) Multicast Scope slasl @
DHCP L Dynamic DNS (g5l an LS @

IPv4 44 Scope slaal \-£-0

ol (Sas 4 SI g g oo ala) “New Scope Wizard” ali 4 (a9 51 saléiol b Scope slasl
L Sauly Scope s il @Bl Al Ll il s S slaal 5a Scope S DHCP uas alKia a
s slaScope Glsts bl i a4 5 L oS el 2 5Y Gl o g wal 2 018 slasls
1y LS w355 e SCOPE s gl (SLa) LMol il 1S g3y 51 8 s yad slasl 5 5m (55000
) a3l eledsl ol S sol Sl
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Fle Acion View Help

e HEIXDo= HE

Z brce Name | Actions
= § bf2.bigfirm.com BIPva bf2.bigfirm.com -

B » . 3
LEE Display Statistics. .. | BIPvS More Actions »

= | perscope. ..
* New Multicast Scope. .

Define User Classes...
Define Vendor Classes...

o
B
s

Reconcile All Scopes. ..
Set Predefined Options...
Refresh

Properties

Help

(Create a new scope
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New Scope Wizard

Scope Name S
You have to provide an idertifying scope name. You also have the option of providing
3 description

Type @ niame and deserption for this scape. This information helps you quickly identify
how the scope is to be used on your network

Name [Seope2

Description: IThis s an example scope

< Back Next > Cancel
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(S daad 3o J 5! Juad 4 Subnet nmask dulse

IP Address Range S
You define the scope address range by idetifying a set of consective IP addresses

—Configuration settings for DHCP Server

Enter the range of addresses that the scope distributes

Start IP address: 192 168 . 2 10
End IP address: 192.168. 2 . 150

~Configuration setfings that propagate to DHCP Client

Length 24_j|

Subnet mask: 255.255.255. O

< Back Next > Cancel
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New Scope Wizard

Add Exclusions and Delay Sy
Exclusions are addresses or a range of addresses that are not distibuted by the

server. A delay is the time duration by which the server will delay the transmission of a
DHCPOFFER message:

Type the IP address range that you wart to exclude. ff you want to exclude a single
address, type an address in Start [P address only.

Start IP address: End IP address

192.168. 2 .20 [1%2.168. 2 . 30 Add
Excluded address range:
Remoyve

Subnet delay in milli second:

I—|

0=
<Back I Next > I Cancel
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New Scope Wizard

Lease Duration 5
The lease duration specifies how long a client can use an IP address from this scope.

Lease durations should typically be equal to the average time the computeris
connected to the same physical netwark. For mobile networks that consist mainly of
portable computers or disl up clients, sherter lease durations can be useful.
Likewise, for a stable network that consists mainly of desktop computers at foxed
locations, longer lease durations are more appropriate

Set the duration for scope leases when distributed by this server.
Limited to:
Days Hours:  Minutes:

[ [ o3
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New Scope Wizard

Configure DHCP Options
You have to configure the most common DHCP options before ciierts can use the
scope

When dlients obtain an address, they ars given DHCP options such as the IP
addresses of routers (default gateways), DNS servers, and WINS settings for that
scope.

The settings you select here are for this scope and overide settings configured in the
Server Options folder for this server.

Do you wart ta carfigure the DHCP aptions for this scope now?

¥ WYes, | want to configure these options now!

" Na, | will corfigure these options later

Cancel

V4-0 s

Scope (=l yu «S  slaDefault Gateway Ls Router . a1 Router (Default Gateway) dais o
O L5 i€ SUSA (5555 puonT 530S 900y B Gy i€ a5l 1 w58 e LIS saliial 3 5
I Lol eyl 5 csis asil s o 50 Down 5 Up (sladaSu 51 soliienl b .o g d3ls) cau 1
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New Scope Wizard

Router (Default Gateway)
YYou can specify the routers, or defautt gateways, to be distributed by this scope.

To add an IP address for a router used by clients, enter the address below.

IP address:

W Add
Hemave
_ |
Down

:

< Back Next >

Cancel
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Domain Name and DNS Servers
The Domain Name Syetern (DNS) maoe 2rd trendlates domain namee uesd by cierte
on your network.

Y o chent compiters an your netwatk to use for
DNS name rsoksicn

Parertt doman. IEdnn.cnm —

Ta cardigus scope dients fo us= ONS servers o your nebwork enle fhe | sddesses for frose:
servers

Sarearnams: 1P adoress:
BT < [z 1.2 | aa |
T
Ressive | fiemeen
I Vabdsing # DNS Server semvice 1s rurnng on
162.168.1.21. thia proczes c2n'tzks soma tima dus
[Yonmy to Network Traffic
<tk [ Nea» | Concel |‘

Y10 Jsib
IP 0l 5 Al “WINS Servers” dniia 5 wsi go 8uliiusd WINS g5 3 4Said 5o dqiliy A
(2958 S Next (59558 w20l (559500 O 433lg) 0 KA (5955 9 8303 0yl 9 1531

WINS Servers.
Compueers umning Windowe can wee VINS servers to convet NetBIOS computer
names fo |F addresses.

Ertamg server I addwases hare ansbies Windows chenta to query WINS badcrs they use
broadoate to regeter and resclve NetBIOS names.

Server nama IP 5ddrean
[ =
st I Femews
i
Dvan

To change thiz bahavior for Viindawe DHC? clerta mocky aption: 045, WINS/NBT Noda
Type, in Scope Opfiors.

< Back Next > |
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OmaS 1, Seope a s Jlad yue b Jlas wsl 55 oo Active Scopes dabs o claalas L 51 ey Y
S S Next (55550 9 89500 AT, Jol 43S anlas

New Scope Wizard I

Aciivate Scope S
Clients can obtain address leases only ff a scope is activated

Do you want to activate this scope now?

€ No. | wil activate this scope later

< Back Next > Cancel

Yoo Jsd

S KUK Finish (g 9558 “Completing the New Scope Wizard” aads 5o .\Y

New Scope Wizard I
Completing the New Scope
Wizard
You have successfully completed the New Scope wizard

To close this wizard, click Finish.

< Back I Finish I Cancel

Y- Jsid

IPV6 44 Scope slaal Y-#-0
OLas IPVB [ 15T sl s sa as sl e st LsT IPVA 5 Scope slagl o o L 4S ¢ oS
S Jlss 1) ) Jal e Scope slasl cga anas
S LAl New Scope €3S 5 00 gad sl ) SGISIPVE (55558 9w al 5 50 )
K KUK Next (g 5,5 “Welcom to the New Scope Wizard” asdis 50 ¥
Next 5508 5 88503 95ls OF Gselom alie ans 3 5 Scope ol “Scope Name” dadin 5o ¥
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New Scope Wizard

Scope Name S
You have to provide an identiying scope name. You alsa have the option of providing 3
description.

Type a name and desciption for this scape. This information helps you quickly idertify
haw the scope fs to be used on your network

Mame: |\Pvﬁ-5:npe1

Description. |'rh.s is an example scope in IPvE

YO-0 Jsdi

S a3 Ul Jamd 500w 0yls 15 IPVE (slapuyol wi gty ol “Scope Prefix” aaim 50 £
S golaal st o p ot pold Wigdiy g g 58 5 sud annd g g5 win 4 IPVE slagusal
3 35l LA s ol

(eo,i) o salaiel Lls) global unicast sla sl (), 2000:/3 ¢

(b 4 4ol wUslis,) Lu suliieul) Link-local unicast slau,al (sl ,s FES0:/64  +

L Julaeculn S sugaas o saliil Juls) Site-local unicast slau,al (sl FECO::/64 ¢
(IPV4 L5 oo g (sla ol

(s2agia Lu suliiul) Multicast slau,al ) s FFFF GFFO0  #
e SIPVE (slauyal G sa) el sad soliinl FEC0:0:0:1 L FECO::1 W st S sl o

Sns e len sl st A lie el sty ool Lo s Sleat JKET 30 V1 ceand

asil g3 o 0 Preference cracad 51 S andl iy oBu (0 go s laguile slagu,al s 5l

S Guaas | Scope (sl sl !

Scope Profix =
You have to provide a prefixto create the scope. You also have the aption of providing
preference value for the scope.

Enterthe IPv6 Prefix for the addresses that the scope distributes and the
preference value for the scope.

Frefoc FECD::1 /64
Pref l__l
erence =]

< Back Next > Cancel
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New Scope Wizard

Add Exclusions
Exclusions are addresses or a range of addresses that are not distributed by the server.

QM g J:\-A‘\’.AL;A:I «< ‘J IP GLAUU‘)JT J‘ 6‘&4\3_\“ ..\3:1‘\93‘;‘0 “Add Exclusions” dads BE)
Ol 5 (FEC0::1:C500:BD40:1111 Ll 5u) g9 it ool anlad (sl g suléi) DHCP
S ygd 4o 5 0K KA (555 0 5 80503 0l 5 1, (FECO::1:C500:BD40:FFFF el ,u)
Croend 4w YV-0 JS&JJ&J&&L?M‘JQ;J)J_.}:S@KNEXt 6\9‘)‘);0“.)‘0“3&‘9-&4.9‘“&‘

Iy o slacewd wb lad g wlsadd 435,8 Ha3 50 (a5 0 Hshs  FECO: lau,al Jf

Type the IPvE address range that you want to exclude for the given scope. ff you want
o exclude a single address, type an identier in Start IPv6 Address only.

Start IPv6 Address fecl:: [1.C500:BD40:1111
End IPv6 Address: fecl:: [5:C500:BD40:FFFF Agd I

Exgluded address range:

Cancel

YW-0 Jsd

New Scope Wizard

Scope Lease
The lease duration specifies how long a client can use an IPv6 address obtained from this
scope

(Lagyaaile o g3 1P Lo yal 5 soliicul ey @as) Lease le)y @as wls “Scope Lease” dada o

..A:\:\ssi.‘SNeXt(s\sJ_k\JéJ‘JﬁL@“JﬁJYQW.%}SQﬁ&S‘)

Lease durations should typically be equal to the average time the computeris
connected to the same physical network

Non Temporary Address(IANA)
~Prefemed LfeTme —————————
Days Hours: Minutes:
B o] o]
~Valid LfeTime —————————————
Days: Hours: Minutes
12 _|:j' 0 _|:j' 0 _|:j'

< Back Next >

Cancel

YA-O Jsid
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il g5 o @laaais ) glada sualin 51w “Completing the New Scope Wizard” dada 5o
olassl ), Yes 45X Active Scope NOW craud 5o .0 xS Cyuaas | Scope oo g Jlad e b Jlad

S SUKFinish (55558 9 60 543
Completing the New Scope

Wizard

You have successfully completed the New Scope wizard

The scope summary is as follows:
Prefic: FECO::1 /64

Non-Temporary Address Lease
Valid Lifetime: 12 Days 0 Hours 0 Minutes
Prefered Lifetime: 8 Days 0 Hours 0 Minutes

Activate Scope Now
@ ¥es
O Ng

To close this wizard, click Finish,

< Back I Finish I Cancel

Y4-0 Jsd
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LaScope oladilio yauds Y-£-0

sy S LA |, Properties s ss sa el SWS 5T al (55508 Al 5 o0 SCOPE 58 wlad e
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e alol 5o olaalsis Gl fp s Tage ) (solasl uas s |, LaScope o laalsis wsil 53 o LT )

RGN P2

S co yadiia |, Scope ol :Scope name
alasl o Ho S i3 Scope Lk g g9 s u,al EEnd IP Address  Start IP Address
sogaae g gad alg lanlis ool 5o swaa slau ol wil S e wlsa S e |, LT Scope

aay s | el

S @S WS o oo crand (pl ol APV4 slaScope o :Lease duration for DHCP client
olalai aladl cga laBlaa S 1PV slaScope Hu.ail oo (35,1 $ILls @as 4a Lease
3,la s g Lease

el alasl oLl 0T slagyl 5 4538 () 51 saliiel L :Enable DNS dynamic update
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Exclusion g Reservation cu jsus V-0
(5030) Reservation (slayu ol slasl 4 5L el (Sas Scope (sl s Address Pool iy ya3 51 (yus
slagu,al U< alaas (aalS oa go Laguol ool 38,8 5l o aeial ddls (a53ts) Exclusion
slagu,al Gu,Ssia L g o3l s gas calsl 5o 00,8 oo DHCP s g yes b 53 suliioul o) 90

3l asal g -], Exclusion s Reservation

Exclusions (yu s 8ia g (ju 9380 \-V-0
1y LT ol i€ (832 DHCP s g 5w 3V 15 Wauyal 5 (slou sune RV RNV L Py
35— alasl Scope S Sl 5 8 LIS fpl i S 4L Exclusion s ual e
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I, New Exclusion Range 4«38 5 a0 g3 cucul , SuIS Address Pool (s 5,5 dPv4 slaScope sl s .Y

il g oo yieus Jol8 EXCIUSIONS (5555 el 5 KUK L 45K 0l IPVE (g s 0SS Slas

Fie Acon View Help Fle Adin View Hep

A e e amd=BmE

[ onee Strt 1P Address [End 1P Address [Z ocr Start 1P Address [End 1P Address
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B e B
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Type e IPVE addmas mrg= fhat you wart o exciude Fyouwant to
exchide 3 einghe addrese. type in Stat [Py Addses arly.

Add Excluston 3 2] x|

Tioe the IP addrees rarge that you wart to exciudz. Fyou wart to

Start |Pv6 Addreaa: L exchice 3 ange sddreas, fype an adoress n St P acd=as only
Erd IP6 Acdess: = Sist P tiess |
Erd IF address.
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o= |
IPv6 IPv4

Froo Jsd
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mhm;i;;fugcago_n for a reserved client within this scape 21|
Provide information for a reserved client.
Reservation |
Reservation name:
1PvE Address fecl:: e 52 168 1
ress-
puID | MAC addess: [
1AID | Descrption:
Description: |
& Both
 DHCP
 BooTP
e
IPv6 IPv4
Y¥-0 Jsub

i ol g Reservations: s aaly 50 aas 65 9 ol w3 oo bolad @pgem o0 €
BOOTP DHCP (sl 5,5, aladl 45 wiSepnas Supported Types cuawd 51wl 55 oo IPVA (150 0
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