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Hash RIPEMD-160
algorithms SHA-256

SHA-384
SHA-512

, ZIP
Compression Zlib

algorithms BZip2
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PGP Setup Assistant

Passphrase Assignment

Your private key will be protected by a passphrase. It is important that you keep this
passphrase secret and do not write it down,

Your passphrase should be at least 8 characters long and should contain
non-alphabetic characters.,

Here iz a sample pass|

Passﬂ‘rase QU*Y: (00

[ <gack || next> | [ cancel
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W0 ,S Cdalle alle
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Transmit_ Form = Encode (Encrypt (Canonicalize (Local Form)) )

Local Form = DeCanonicalize (Decipher (Decode (Transmit Form) ) )

i ) oo o ST degeme ) solaiwl L el susms olis : Local Form

QS e oolel €-mail o lastiw! sl piwcw b Lol sl 1, ols : Canonicalize

WS e Lael Uy (5,555, 1, pls - Encrypt

A3F e Jaads ol bl cw, g0l cw,s sl ﬁLﬁ:Encode .

,o (Transmit Form 4 Decode Decipher .DeCanonalize) edMos opl oSe
Js.w C‘).?Lw‘ LSLo‘ 'QL..) (i »)]:f s Oy O&J).:f Comn

:PEM Encapsulation »

: A28 g0 solize] REFCI34 aly (oilw algusS auwslse 5| PEM

33,5 o ,9a=s (Encapsulation Boundary) EB 45 ..o PEM sl ,»
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Encapsulated Header Portion
Blank Line
Encapsulated Text Portion

END PRIVACY-ENHANCED MESSAGE-—————
Hladslbe s 5 4 el ol ledse
e Sl 1, oy 25w on! : BEGIN PRIVACY-ENHACED MESSAGE -
oLl =6 Pre-EB 9 OIS

el ol (59,5 48,5 elaul LA 5,L o  Sledsl Jols : Header
O3S oo o oo 31T, el oyie g vl a5 S tas SO - Blank Line
wsha! plo 4 O o Jleel dses - Text
oo Al 1, plo 25w ol : END PRIVACY-ENHANCED MESSAGE
o,ls oL Post-EB 5 vas
aS e 30 T zrtd 5l Gter ol icasl MIME (¢ oot oyl & asens S/MIME
Dot e s MIME
ol 395s a3 RECS822  ailys ad, cde ay ma MIME s45
e 2SS S/MIME S5les 55 3 MIME e RECS823 laa)  dsy cul 58 oulaliy

RV SN P

S/ MIME

: RFC 822 »

B2 oo Slat |y eTao 38Ul Cann oamns dan gl s Iluy) (olgels . JIB RFC822

e JeS2s (contents) lgmss i 5 o (envelope)asl s <SG 3l RFC822 sy sa

.)5.4...;
sl aals o5z 5 Jlw,! sl @3 Sled! plos Juld oSTL

cledllol dy gxtog Rso ol Cigi BB peod 1SSy Tl ol 3l RSk cnl S0 8 REC822
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Date 27 Aug 76 0932 PDT

From Ken Davis <KDavis@This-Host.This—-net>
Subject Re: The Syntax in the RFC

Sender KSecy@Other-Host

Reply-To Sam.Irving@Reg.Organization

To George Jones <Group@Some-Reg.An-0Org>,

Al .Neuman@MAD.Publisher

Important folk:

Tom Softwood <Balsa@Tree.Root>,
"Sam Irving"@Other-Host:,

Standard Distribution:
/main/davis/people/standard@Other-Host,
"<Jones>standard.dist.3"@Tops-20-Host>;

Comment Sam is away on business. He asked me to handle

his mail for him. He'll be able to provide a

more accurate explanation when he returns

next week.

In-Reply-To: <some.string@DBM.Group>, George's message

X-Special-action: This is a sample of user-defined field-
names. There could also be a field-name
"Special-action", but its name might later be
preempted

Message-ID: 4231.629.XYzi-What@ROther-Host

This is the most complicated RFC 822 header. The above blank lin
separates message header from message body. This example is take
from RFC 822 Appendix A.
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MIME

I, RFC2822 &Utlsl (Multipurpose Internet Mail Extensions) MIME
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: MIME olasie P

Slesly alw usu ;o kil 5l Gl (o a5 AiST oo iy a5 o sl = MIME
)| M)L& M").w O u.:‘ o; oolaz ! RFC2822

Spdy o, 1.0 lads o yol> Jl> 0 : MIME-Version .\

Slslo o, o2 4 gl aile, wim UKLl 1 Gy o Ll S - Content-Type .Y
QS e iy a5 Lol Content-Type g4 ciaa MIME 5405 solan! RFC2822
Aol adle  alisee glgil ailys oo st 51 S, as

Do oo plad g8 pj wiz oles ]y Lol gg cda )y Jeua

sxx sl gy ) Oly (oo o LB gl b s aien (505 (LB ey )

855 iy a5

«oedigod SubType W b ol Content-Type <

Subtype Description
Plain Unformatted text; may be ASCIl or ISO 8859.

Enriched Provides greater format flexibility.

Multipart Mixed The different parts are independent but are to be
transmitted together. They should be presented to the
receiver in the order that they appear in the mail
message.

Parallel Differs from Mixed only in that no order is defined for
delivering the parts to the receiver.

Alternative The different parts are alternative versions of the same
information. They are ordered in increasing faithfulness
to the original, and the recipient's mail system should
display the "best" version to the user.

“Similar to Mixed, but the default type/subtype of each
part is message/rfc822.
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Message fc822 The body is itself an encapsulated message that
conforms to RFC 822.

Partial Used to allow fragmentation of large mail items, in a
way that is transparent to the recipient.
External-body Contains a pointer to an object that exists elsewhere.
Image jpeg The image is in JPEG format, JFIF encoding.

aif The image is in GIF format.

Video mpeg MPEG format.

Audio Basic Single-channel 8-bit ISDN mu-law encoding at a
sample rate of 8 kHz.

Application | PostScript Adobe Postscript.

octet-stream General binary data consisting of 8-bit bytes.

S oo iy s Jlas! Kuus s MIME : Content-Transfer-Encoding v

s gy Cay Jawgr Jlaus! ‘oli;_m als LS‘MASAHSSAW LXsas o wl
.&QFOQL.L.; '3 Lgi_i..wS Syl {.:) “:]9&

MIME Gt ol SssS

| Transfer
Encoding Description

7bit The data are all represented by short lines of ASCIl characters.

8bit The lines are short, but there may be non-ASCII characters (octets with the
high-order bit set).

Not only may non-ASCI| characters be present but the lines are not
necessarily short enough for SMTP transport.

binary

Encodes the data in such a way that if the data being encoded are mostly
ASClI text, the encoded form of the data remains largely recognizable by
humans.

quoted-
printable

— Encodes data by mapping 6-bit blocks of input to 8-bit blocks of output, all of
which are printable ASCIl characters.

x-token A named nonstandard encoding.

38 | “VOHAVIVAD MORTEZAET




awlis cpl 5l casl sos LSKas i sz 3 MIME glgi=s ,51: Content-Type .f
Do (oo olAILl BSG Dhse 4 S pe anseds sl

as ol o,les Jols MIME el G ol ,Sews o5 - Content-Description .0
solaw! Content-Description ;1 o,lge ol o .ol Ll Laseas a ol olo dosslys
;s s olas 1, Desceription ) denses golas oLis ole w ply Sassles aS agldi (os
(HTML ,s <alt> sla S5 alin)

JEst 1, b ge asn sl o8 MIME cins oo HLis 95 slo Jgoz a5 ,ob oylos
o5l 1, RFC822 slanogame 51 SO zd 9 w20

:MIME ¢ ¢l P

2Bl o 2y 1y oxal g sols 2.8 1, MIME. &,ls  oaw YEYF b YETY s REC

(Secure MIME))s,ls o S/MIME  MIME ;| ases opl . ass

S e a8l MIME 4 1) o Shee > S/MIME

S il 18 € Kiloyseod  puig s 5 S35 (o0 30, s osls : Enveloped Data )
oo Lasl coxiw ;3 _ogas adS L1, o] 5 aculse |, plo oo,28 : Signed-Data
Sl asles e oy 4 Ladd ons S Laied e oS Baseb4 L Laol 5 plo e . auS
3 5255 000 S/MIME 1 as” 5,6ls ,0 ,w Signed-Data ¢lgim=s

Laol ooiiw ;8 sogas o dS L 1, o1 g acwlsms |, ply 00,28 : Clear-Signed Data  .v
Conslys amlgs 605 ,uF Azl L0 AS Wk oo Baseb4 Lasl lasd cJl> ] o ouS e

oLl zlos| S/MIME 4 Las! glas (gl p bl oS comlin |, olo oo S/MIME 500

O e g 00,5 Clear-Sign L Sign |, oL, : Signed and Enveloped Data .¥
235 . BEnvelope ),

: S/IMIME gl i ;9531 B

(88 e SR il (Bl , Bl ot S0 5 BNVITIMIE

Jlezms slasl gl euds arogy 5,55 : DSS -

a5 Al (6,550, (Slyr 0D Anogi a6 ¢ (ElGamal)Diffie-Hellman -

5,5 eolazwl o1 51 lgs oo (6,50, Sl oo g Lasl (sl o : RSA -

39 | VOHAMMADMORTEZAE




b i SR Rk ey T TR L, IS

cnlas s il gl psbeon] 2 NATYS L SELA—1 -
: PGP 9 S/MIME auslic P

0y 09> asllsg r:lqd‘ sy sl oouzen Lg)lf.'a)‘..o) L_QLQ-O—.;-"_)?i” 3! S/MIME 9 PGP 9O ,®

9 PGP Lo ash ¢ousS aslio |, Lo 05 cpl molad el ol 0 05,5 s
INWARCTYPE= MLEASLY)#@S/MIME

: PGP 3 S/MIME aulic &

P ) JS.»a)_» 9o k.)"‘ ._L.JS s_A_’).:J.A 39.7;) P S/MIME 9 PGP)i_n) (S o< g_)al_n_’
Olsre 4 (= by el LIS Al JSTg 50 Olsre 4 PGP 51 55065 ol ye

g_a.....p‘ 8 W) QL’ w‘ JS_:B).: u_;)_,a)_,lf)_:

Jsin €alox slo c3 07 @ g8 (oo (Sel SS9 b LNl se coel (s sl

Soel SDlasoes (sl Jow L as ssiie (3.80 g gy (Sl iS00 ) Lol

Ao Co 0 SO ol Jad ol jo assS o oz iS55 65 Dl il jo 1 Lpesvws
oS (o0 sz 9 ol

PGP ddos e 0 G 3l (Jle B

Loalal, ,0 (59 .l 00,5 b |, PGP s ale> slo o5 ,5 51 G Bruce Schneier
W85 (oo 5,0 oyl

u_:/).;L._J 9 oL okt R u/_dc.éo.} M)JJ aw/‘j/ O ‘_}gﬁ/ PGP 4_{[%/_/,/
g0y gitol (g i PQP pow L (csty0 ) XSS ISS a0 |, T pols peasy5

5 S g o0 ol idelT 0 £ (0,08 g il o SKilo pomo ki ) Can] 003 > 05

40 Msssi




A" Bl ol lilpmW Sy gl o alase caw w0 o0 GLA [, PGP e (slpix,o
¢ G50 (60,9 (slaol frm» o5 | b, le Koo Slan] plo € .Cowl ous o, PGP Ly
o2l sl 4s5 w PGP (o ol oo/ b o jo, plo ,odi® 5 €oly O (slao/ i

< loo = N s

Ll 0ol ools Hlis py UK ,0 Schneier (BT PGP dles> oo

o> & 8PGP ply yilg® S b PGPoui v,

Goal: Read a message encrypted with PGP

1. Decrypt the message itself
1.1. Break asymmetric-key encryption.
1.1.1. Brute-force break asymmetric-key encryption.
1.1.2. Mathematically break asymmetric-key encryption.
1.1.2.1. Break RSA.
1.1.2.2. Factor RSA modulus / calculate ElGamal discrete logarithm.
1.1.3. Cryptanalyze asymmetric-key encryption.
1.1.3.1. General cryptanalysis of RSA / EIGamal.
1.1.3.2. Exploiting weaknesses in RSA / ElGamal.
1.2. Break symmetric-key encryption.
1.2.1. Brute-force break symmetric-key encryption.
1.2.2. Cryptanalysis of symmetric-key encryption.
. Determine symmetric key used to encrypt the message via other means.
2.1. Fool sender mto encrypting message using public key whose private key is
known.
2.1.1. Convince sender that a fake key (with known private key) 1s the key of
the intended recipient (man in the nuddle attack).
2.1.2. Convince sender to encrypt using more than one key- the real key of
the recipient, and a key whose private key 1s known.
2.1.3. Have the message encrypted with a different public key in the
background, unbeknownst to the sender.
2.2. Have the recipient sign the encrypted symmetric key.
2.3. Monutor sender’s computer memory.
2.4, Monitor receiver’s computer memory.
2.5. Determine key from pseudorandom number generator.
2.5.1. Determine state of randseed.bin when message was encrypted.
2.5.2. Implant software (virus) that deterministically alters the state of
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randseed.bin.
2.5.3. Implant software that directly affects the choice of symmetric key.
2.6. Implant virus that exposes the symmetric key.
Get recipient to (help) decrypt message.
Chosen ciphertext attack on symmetric key.
Chosen ciphertext attack on public key.
Send the original message to the recipient.
Monitor outgoing mail of recipient.
Spoof Reply-to: of From: field of original message.
. Read message after it has been decrypted by recipient.
3.6.1. Copy message off user’s hard drive or virtual memory.
3.6.2. Copy message off backup tapes.
3.6.3. Monitor network traffic.
3.6.4. Use electromagnetic snooping techniques to read message as is
displayed on the screen (CRT monitors).
3.6.5. Recover message from printout.
4. Obtam private key of recipient. ' _
4.1. Factor RSA modulus / calculate ElGamal discrete logarithm.
4.2. Get private key from recipient’s key ring.
4.2.1. Obtamn encrypted private key ring (AND)
4.2.1.1. Copy it from user’s hard drive. (OR)
4.2.1.2. Copy 1t from disk backups. (OR)
4.2.1.3. Monitor network traffic. (OR)
4.2.1.4. Implant virus / worms to expose copy of the encrypted private
key.
4.2.2. Decrypt private key.
4.2.2.1. Break IDEA encryption.
4.2.2.1.1. Brute-force break IDEA.
4.2.2.1.2. Cryptanalysis of IDEA.

4.2.2.2. Learn passphrase.
4.2.2.2.1. Monitor keyboard when user types passphrase.
4.2.2.2.2. Convince user to reveal passphrase.
4.2.2.2.3. Use keyboard-logging software to record passphrase when
typed by user.
4.2.2.2.4. Guess passphrase.
4.3. Monitor recipient’s memory.
4.4. Tmplant virus to expose private key.
4.5. Generate msecure public / private key pair for recipient.
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Figure 9: Pavment Authorization
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Figure 10: Payment Capture
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THE END.,!!!
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