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if ( GetVolumelInformationW(

vol info,

&uol_info->volume_name, Root Volume
0x100u, serial shifted right
&uol_info->volume_serial,

&uol _info->max_comp_length,

&uol_info->file_system_flag,

&uol_info->File_system_name,

0x100u) )

{
wsprintfU(&u1->flag_filepath, L"%s\\%X.lock", &u1->COMMON_APPDATA, vol mn.—>E01une serial >> ]);
LOBYTE(u®) = CreateFileW(&u1->Flag_filepath, GENERIC_WRITE, 0, O, CREATE_NEW, —FrAc_| ~ON_CLOSE, 8) + 1 t= 0;

WS oo oy 1y BB (] 3929 &S end Y g

Salsa 20" i 5451 g (Sl S5l (5, 3,

il 03,5 o5 KRAB-DECRYPT.AXE 4 a0 ywizmas scual 330l o ol

Documents library

admin_Sample Pictures
MName

Chrysanthemum.jpg.KRAB
Desert.jpg.KRAB
Hydrangeas.jpg.KRAB
Jellyfish.jpg. KRAB
Koala.jpg.KRAB
KRAB-DECRYPT.bct
Lighthouse,jpg.KRAB
Penguins.jpg.KRAB
Tulips.jpg.KRAB

KRAB o s b I3zl oad (5)lS55my (sl b6 i g0

1 Salsa20 and Network Share Encryption

homeland security el pl—5

kaipod LS 4



Wlolo 04 oo (slagyyld p 0gMe s (5SS B 3l i ) (B3 ()15 alels Wilgn 58l Sl (ol o>
LS 0 (65550, i |y i dle (490 (1SS slaST sl

if { tzero && tWNetOpenEnumi{ RESOURCE_REMEMBERED, RESOURCETYPE_DISK, B, 8, &hEnum) )
{

BufferSize = 8x10888;

cCount = Bx80;

if { *UNetEnumResourceW{hEnum, &cCount,

{

1pHETRESOURCE, &BufferSize) }// Enumerate network shares

do
{

counter = 8;
if ( cCount )

{
v? = {(1pHETRESOURCE + 28});

do
{
if ( =(u7 - B) == 1)
<

2 = wu7;

2(8, Bx4680u, 6x3000u, LHu);

wsprintFW{us, L"%s\\", u22);
encryptbDirectory(as, uv9, B);
VirtuwalFree{uv?, 8, Ox8000u);

/f Encrypt files in the share directory

¥
v3 = UirtualAlloc; |
>
if { =(u7 - 8) & 2 )
encryptShares(vz1, (u7 - 5), a3);
++counter;
U7 += B3
H
while ( counter € cCount J);
H
Buffersize = B3096;
cCount = 128;
vhile { tWHetEnumResourceW(hEnum, &cCount, 1pHETRESDURCE, &Buffersize) );
WHetOpenEnumw_ = WHetOpenEnumi;
zero_ = v23;
H
WHetCloseEnum{hEnum) ;
e
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1pStringl

asc_4127C4
3 lpStringl

EncryptShare &b ,isls Y pguas

homeland security

A kaipod



Salsa20 Stream » Salsa20 sl yale jI 98T 8lzl cpl Las asws i S5 cpl 5l i & jobilen
oolizsl | glize MelS 3an glyy 98T 4 WS e oolizl RSA-2048 cls 4 b L (¢S50, (<l «Cipher
Py s
b bls ) 1550) JB (pileyd 5 JpiS (slojgpw o 223l 5l 138k ol (S8 sloasens o col 55 JB (iren
OSTOIBI e cal )16 1) (pailoyd g S (slajg o b bl 6585 41 jlo 138l i a5eus )3 died Jate
RSA-2048 ogas 05 (5)550) «jgo po bl e oyl &y ST > S (6)550, 1) o L il oo
2igeb oo plool j S5 4 Salsa sl el

RSA-2048 5,5l ages g cogas slasls sbxl )

Salsa20 «Nonce» il g 1S loie & b A g LYY Bolai olie sl Y

Salsa20 ;| ezl L RSA-2048 ogus 1S ¢)l550, .7

g o 6550y I8 Sl 3 0ad aJos RSA-2048  ogee 05 b yumen SalSa20 il g a8 .Y

5 HKCU\Software\keys_data\data\private cusbge 5 syl SN o B K0, slaals
0,35 >, HKCU\Software\keys_data\data\public cusése ;3 RSA  sgee IS pimon

D90

3 lpdwDisposition
cbData

3 lpData esult]
3 dwType ; phkResult
3 Reserved ; lpSecurityAttributes
3 samDesired
ebx 3 dwOptions
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IDM Computer So ~
JavaSoft
keys_data

Lo i data .
. Macremedia 4
Micresoft
. miIRC
. MoezillaPlugins S
¥

MName Type Data
ab) (Default) REG SZ (value not set)

o private e 3e B¢ [
s E' REG_BINARY 94040000291e3e6c2df3dc101801734b505 I
,'i’-,'c',_ipu ic | REG_BIMARY 06§02 00 00 00 24 00 00 52 53 41 31 00 038 00 00 01 00...

Computer\HKEY_CURRENT_USER\Software\keys_data\data

32-byte
Salsa20 Key

0x00 paddings)
8-byte

Salsa20 Nonce

RSA-2048 Private Key

Sy y (1950 03 (55550 (LIS Ay guas

Encrypted with RSA-2048. Each is 100h in size (with

Encrypted with Salsa20 (with Ox00 paddings)
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7| KRAB-DECRYPT.txt - Notepad L= | B

File Edit Format View Help
——-= GANDCRAB V4 =--—- n

Attention!

A1l your files, documents, photos, databases and other important files are encrypted and have the
extension: .KRAB

The only method of recovering files is to purchase an unique private key. only we can give you this key
and only we can recover your files.

The server with your key is in a closed network TOR. You can get there by the following ways:

| 0. pownload Tor browser - https://www.torproject.org/

| 1. Install Tor browser

| 2. Open Tor Browser

| 3. open link in TOR browser: http://gandcr abmf eémnef. onion/
| 4. Follow the instructions on this page

Encrypted
on our page you will see instructions on paym| Salsa20/RSA-2048 | opportunity to decrypt 1 file for free.
ATTENTION! : Lo

IN ORDER TO PREVENT DATA DAMAGE:

* DO NOT MODIFY ENCRYPTED FILES
* DO NOT CHANGE DATA BELOW

---BEGIN GANDCRAB KEY--- )

TAQAAK jovDHAMZM+ 2hHF f ehdx6ms 20+1qpLGpP7 mNGj TaoWIPCQAXONNBLr kTIhzno
+QPXTSbFWY/y5/NBX1EVXHT57KIf4TvpevcmBoFy5XA5XdH447 51D00+EZhoNZ §7/y
+YZUjuyuD97CebN,/C7 duf xed+RYffpIvvCnkOBITVFUgesQzxmoo+27 Twkrqujg7ns 35xRHZOmgFPBgacqOFucDz

Encrypted Victim +0Y7013xQEsalr92 /RXFKHV22 70WVGRG+YVEhgTZNMgPPMD8 §
+iAGqt7Mh9psbLmd4 sxRvMhsLo5wdigt YREQaOMZKHG7 tMSRGexMa03s0] /CCgh0+ATdISHxNbLAUMOF 13uFkpfR
Data +U1‘yﬁrjFOLxul‘Krwﬁknzsshauu\'StWEucdquSCN;'?Gl‘iUOgnSTSrpOOHlutTBQUCqquudLﬁSSIHTJGTFHW,-"BHaMGN?,aQth
+EeNZVQBSC07EUVCDKKQIUC 1 A4 X557 EWhTEAWW+ADS 526FFsyDCovaldvymiBqK,/YPT7obvzLplNeQMNOWIN25hn

+30atz2mwuulZ /mIAbNQS JTIVETSZ6GVTEYYBTnm2 ZubRIdTINW+8f cCTZlmmbctkvD7 1C8FfPN94yG8,/ 2cdgpIqeHmu
+Zqu¥0dUN‘\HCyKBqTMYNthBVE . 3 o
+uuGo7S3IMO4ANNAMU3cLTLeos 2 YBKvePnBozlaw3fehI2RewbvbbLCtSPZ1nYTRjO91Q5ZEBOGR /800+DQdQYLG Sy iwHy 1 xZccviheikp? 5
——-END GANDCRABR KEY---

---BEGIN PC DATA---

wfKD6iudumBkmpLBIRr4U7 GxXHFaroszt iDxwoqf191ynvoewPx 50YFxdl 52 eTp 1RyXZ 57khwhr f KTEAHOhS51BIr ZnNNY7 5j6ckGlDALTKpP
JD8/LFEP/ /mAioI5AqLOe] 2/ xa2vTxNILCiquhQuTOAOOAQLYNOPaxX4 7nrbvskb3QubyqwasD
$+Yd9IYRASSXvopPGA45291AS1K1ZEZVIGPCUUDCPY ] 5 20WMOUP7MPEP 14poLFKTHSXVmMTkoQXZ 5P7 I,/H/rM1tRzuzbnjcZAaHhy 14 1nD91gC
ECXZg7TOM4r BnlmsnbFya,/1ke8tdt jgqc2nprgr5+pi 57F3kuzB50kk,/ZA2 EOtWGTXYPVIrXB JHT IRGCEYObrCdh4 tO4 TaaYYENYHIZX2RS
iwIQCTW8qavo91Is JopFOWNEOBXPONLA+C+5ZALMT jWE

-=-END PC_DATA---
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St @~ €9 O ganderabmiebmnet.onion/7bi374544017ad =

We are sorry, but your files have been encrypted!
Don't worry, we can help you to return all of your files!
Files decryptor's price is

the cost of decrypting files will be doubled

Amount was doubled!

Time left to double price:

00 days 00h:00m:00s

What the matter?

What the matter?

Your computer has been infected with GandCrab Ransamware. Your files have been encrypted and you can't decrypt it by yourself,

In the network, you can probably find decrypt and third-party software, but it wen't help you and it only can make your files undecryptable
What can [ do to get my files back?

You should buy GandCrab Decryptor. This software will help you to decrypt all of your encrypted files and remove GandCrab Ransomware from your PC.

Current price: $1,000.00. As payment, you need cryptocumency or

What guarantees can you give to me?

You can use test decryption and decrypt 1 file for free

What is cryptocurrency and how can I purchase GandCrab Decryptor?

You can read more details about ayptocurrency at Google or here,
As payment. you have to buy or using a credit card, and send coins to our address.

How can [ pay to you?

You have to buy Bitcoin or DASH using a credit card, Links to services where you can do it: Dash exchanges list, Bitcoin exchanges list

After it. go to our payment page Buy GandCrab Decryptor. choose your payment method and follow the instructions
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dOC» 53985 ailiis
‘Name: ~ Hash

W32/GandCrypt.CHT!tr 6cled5eb1267d95d8a0dc8e1975923ebefd809c2027427b4ead867fb72703f82
(Packed)

W32/GandCrypt.CHT!tr 15d70bdbf54b87440869a3713710be873e595b7e93c0559428c606c8eec1f609
(Unpacked)
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