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Burp Intruder Repeater Window Help
Target | Proxy | Spider [ Scanner T Intruder T Repeater T Sequencer T Decoder ICnmparer T Options | Alerts
[ Intercept | History | Options ]
— .
(2] Proxy Listeners
@ Burp Proxy uses listeners to receive incoming HTTP requests from your browser. You will need to configure your browser to use one ofthe listeners as its proxy server.
| Add | Running |Interface | Invisible | Redirect | Certificate
: : ™ [127.00.18080 @] Per-host
Edit
Remove .
@ Intercept Client Requests 5/
@ Use these seitings to control which requests are stalled for viewing and editing in the Intercept tab,
[ Intercept requests based on the following rules
{ Add J ‘ Enabled | Operator | Match type | Relationship | Condition
= File extension Does not match (*gif§|"ipg8|*png5l*cssH|'is|ticas)
Edit (] or Request Contains parameters
T D Qar HTTP method Does not match (get|post)
Remave »
= And URL 5 in target scope
Up
{ Down J
@ Automatically update Content-Length header when the requestis edited
L_J Intercept Server Responses
@ Use these seitings to control which responses are stalled for viewing and editing in the Intercept tab.
D Intercept responses based on the following rules: L
L
1
|
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Connection Settings e &

Configure Proxies to Access the Internet
1 Mo proxy

 Auto-detect proxy settings for this network

Use systermn proxy settings

1 Manual proxy configuration:

® 00

HTTP Prom: 127.001 Port: @080 %

[¥] Use this prosxy server for all protocols

SSL Prowy: |127.0.01 Port: | =00
ETP Prosy: |127.001 | Pore [ sos0F
SOCKS Host: | 127.001 Port: | sos0f

SOCKS» (@ SOCESyS
MNo Proxy fon
localhost, 127.0.0.1

Example: .mozilla.org, .net.nz, 192.168.1.0/24
-1 Automatic proxy configuration URL:

Reload

—rrem— | m——— ] ————

Internet Explorer ; )90

.S SIS Internet options 4335 (59, » Tools (ggxe 5| .1

A.2S SIS LAN Settings (g5, » Connections (ggie 5| 2

4SOl | Use a proxy for your LAN 435 3

DS SIS Advanced (59, 4

Iy oS ol8 )0 Port Caound 4o ¢ (127.0.0.1 Jlio lgie a0) 0iS 0,lg 1y biue ouSTp w0l Hitp L o 5
(8080 Jlis lgic ay) auS )4

.S Sl |y Use the same proxy server for all protocols 4y )8 w6

DS SIS OK (g9, 2 caled ;09 7
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Proxy Settings m

SErvers |
.!_E Type Proxy address to use Port |
W =

HTTF: 127.0.0.1 © 8080

Secure: 127.0.0.1 - | 3080

TP 177.0.0.1 . | 3080

Socks:

[¥]1se the same proxy server for all protocols: |
Exceplions

| B Do not use proxy server for addresses beginning with:

I
i

localhost -

Ize semicolons { ; ) to separate enfries.

OSee 3 W18 3529 5 j950 ;0 a5 LSl slo (g g b aig3l (aled S (oo ool 55950 plaS” 51 asol 5l 5ore
Anti-XSS aiile el sla aigidl g o ouS1y add-ons alex 5l oS Jld ,e 1) 0uS Loy 5105 Brup Suite b el

.0 i g filters, NoScript

Gb’ )90

Http/s Jlo )| slo Cunlgs o Coddsn b &lgh oo Burp il 005 Jlael ) lopdais solod ctwyo 4y ST alasd ol jo
,8 |, http://www.shabgard.org _w ol Jle olaie 4 g 4, 59,0 4 0,105 Eg90 pl owyp e osle adsis |,
STy il odd (guiu S S yd A > ded (ST .0y Ll enter (g5, » g 03,5 S,lg )5 )9 50 Address bar Ceowd
Coound 43 s § PIOXY (i 4 Burp Suite doliyy ;0 e iS5 iBgio 1) 5 1910 slo Conles o oled 0l Burp
intercept on 4eSd YU Ceomd )0 S cwyp |y aiiis Ll 03U Jlaie a5 Oy slo Cawlg> )0 5 aug . intercept
@ Colys 4o Wigd Jae Burp oSy 3,k 5l b canlgs 10 aums o3l 5 oS SIS o (g9, ] oo dias

Lo ¢ yuizmad .S odlive |y shabgard.org Colw g asxas Wb ,5 55,0 4 iS50 ) o b Ll 0,5 1 5 1950
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59 el ;S8 UL oS snaline 1) Bas cole ©g mlie o5 )0 Ll Site Map e g Target Cuond 5l ol oo

DS Sly Fere yo ]y dmles eas ]y Sole o oy oo Ladh w09y JUio shabgard.org Ceond

I 8urp e Fre= Favion U1

Burp Intruder Repeater Window Help

Target | Proxy | Spider | Scanner T Intruder I Repeater T Sequencer T Decoder T Comparer T Options | Alerts

Site map | Scope

‘ Filter: Hiding not found items; hiding CSS, image and general binary content; hiding 4xx responses; hiding empty folders

@

» hitp:ifansarclip.ir Host | Method | URL | Params | Status 4 | Length | MIMEtype | Title

| Comment

| Time reque..

» hitp:ifarmanam.net hitp://shabgard.org GET Farumsiextemal.php ]
hitp.#/shabgard.org GET forums/external.php? @ HTML

> ."‘_ hitps:ifepayment.bmi.ir
» hitp:iifa wikipedia.org

» hitp.ifgo.microsoft.com

» hitp:dfinsecurety.net

» hitp./4tr0d3ctism persiangig.com TK

&

» {3 hitps:ifolb.agri-bank.com

» hitp.ifrecon.cx Reguest | Response

» hitp://safebrowsing.clients.google. com

» hitp iisecurityxploded com Raw,| Headers | Hex

| GET /forums/external.php HTTF/L.1

» hitpi/sourceforge net Host: shabgard.org
» 8 hitps ss| Actepts i

Accept-Language: =n
User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT €.1; Winé4:; xé4:; Trident/5.0)
Connsction: close

» 3 hitps:issl.google-analytics.com
» hitp.#iakdid.com

w.facebook.com

gnu.org

» hitp:liwww.google-analytics.com

» B hitps:iiwww.google.com

.isnull.com.ar

I4tr0d3ctism blogfa.com

mediafire.com

odsecurity.org

mydigitallife.info

.ndesign-studio.com

ww.nirsoft net

ww.ossecnet

w rb24.ir

» hitp.iwww.shabgard.org

» hitp liwww tarasco.org

ww.vbulletin.com

.org

bamoozir
ww.yourdomain.com

» hitp#fyui.yahooapis.com

T

b
¥

0 matches

5o Slwiy Hitps g Hitp sla [SGg, 5l Burp Suite s oo a5 jglailes 1 g8ledl (g yLutS 9Do o o (aiSS
ooliiul b .09, (oo slads 4y o g T (lo STL DT slo olKiig,é 5l 0,5 clidlona (gl o lailiwl JSS g, SGHtps
J& g Jo 048 oo CusL Hitps ST, 0S5, 5050, SSL/TLS 0¥ ;o |, Hitp (sl diy 0iled oo Lo JSGg 0 (ol 5

Sgud cdadloes Sledbsl 51 Man-in-the-Middle (MitM) aiile SMas ol 10 90,5 & g0 freul & g0 40 Sl

o Ogids y9pm b il 5 oS sla Cewlgs o 4 ialejl ol 4o Burp Suite 4ol a5 Sl (Jl> ol b

9% ,S Man-in-the-Middle (MitM) alo> Jlaa b yle ;0 5 10 G 0l |y Burp Suite 30 Lo 05950 ouslyd (o0 cdiiS

Iy ol 0y S o e MitM wiile Burp Suite (g, S0 5l ol 31 S Glaie 4 (g9, w3 asl 00,5

sl Hlasl S T 00 a5 0l dalgs ax g (https://facebook.com ¢ Jlio ylgie ) 0.iS eawlive Hitps JSSg 0 3 ,b

©oly)) sylugS e : Burp Suite dolip sloisly [ s |


https://facebook.com/

ol 59 .0,5 awalss oanlis |, This Connection is Untrusted axas Loy ¢ S 518 10 ¢ Jlie olgic 4 00 co ioles
Add e g Understand The Risks (g5, » 30,5 SAS L1, Cole g 4y Jlail giws &Ohgo 40 0y lo 5L0 Lo cadlge

ey delsl 1y a8 5l ausle b osS 056 Confirm Security Exception Ll ,o g Exceptions

s | This Connection is Untrusted
é You have asked Firefox to cormect secursly to twittercom, but we can't canfirrm that your

enrnachion i saane

Hormally, when yeu try to connect securealy, sites will presant trustad identifcation to
prove Chal you are going Lo the right place Howewer, This sies jdenlily 2l be verfed,

What Should | Do?

F you usyally conpect to this site without problems, this errer could mean that someone is
trying to impereonate the site, and you shoulde’t continue

Technical Details
| Understand the Risks

F you undercstand what's going on you can tell Frefox to start trusting thie site’s
identification. Even if you trust the site, this error could mean that someone Is
tampering with your connection.

Don't add an exception unless yow know there's a good reason why this sibe doesnt use
trustad wdentificaton

_hdd Excepton... |

Burp Proxy jl 4o 35 coladw! ¢a0 o £9 i SO

g S5 aes e ojlal lad 4y Il (pl 09, (oo Loy 4 Burp Suite 4ol y 51 (68 1,5 jlows adlge G Burp STy,
4.&.:; O‘l‘ )| oéM‘bL@Cmﬁw‘ 9 JL’> ..\.‘.‘5 ;9.95».4) ‘) 65.‘> (SJL’)'; ues&?ud.cl)f )jﬁjw%;)j).c UL“"

M‘@@Lﬁdw‘blﬁjod};w)03manA$u9u.7uLgOﬁ)lSLngML)Jm&‘MMM‘yGA

DS e oanlive |y ) 40 edud Wiliuss I 4w Burp Proxy YU o

DS 13 Mol 550 g Ws )5 aBgie isley o Hitp sl (5985wl g e Conlgsy o yoxiy ol yo tIntercept 1

2SS Jlesl y asd g Slopdais g STy (0,00 Wilsd oo 0yey (] o 1 Options 2

6ol S3lugS o : Burp Suite doliyp glosaly |1 |



558 18 o 050 Cas s 4 0y (] 0 Algl e il By KI5 seled : History 3

Og s Cawlgs yo s lw igin ¢ Jgl o5

(Sl B yo sl Bgte | Gledgs Hitp Cewlom 5o (dsl 0y I3 5 5950 9 Burp (59,5 oS 9 125l oy
Ll eple> a8gis |y shabgard.org Colu g 4y oolw Cawlgs 0 G b
ool " Cumlgs 3o S Sl g o3ly 5l e a5 olSan 1 GO (g Lo SDo (o g (AKST

oS At ol Wl oS 0 Sl ey 4 Hitp s SO ol Jlo)l 5l a5 Cans cpl posliie (005 0
ol obles (6,550 wo 3l Al ol oy IS0 T L o Slas 4y S

2 aS ok JSep oled g S o )5 Sledbl o ay b, 5 Jlo )l slow ol I8 s> o

Gk 3l ceslsm 5o S o1 jo e sl il ol S easline 1) ko Colu g wslsn aSol sl Jle Glgie

Sl g08,S o 1) canlgs o ol Hgm 00,8 Jlo,l 1) litalgs jo Lo a8l 51 o wasS” Lol Hitp JSG g,

03,5 Jloyl 1) (Spum dx yg,m 4 CdS 45 Wgd dxgie dilys oo Uog3 i) 4 S b o | Lo atey

o oslatul intercept 51 IS -l alowl (gl el (] Ho euiS B850 g C8l o ST o,k 5l | e C)" ROGINT

el Http/s sla Cawlgs 0 00iS (aBgie aS 0gd

b cwnlss 0 oolad Burp STy a5 0uS” ol lieblintercept aaS's 40,5 gw, » L dntercept .5 ;o .1
Aol ool 0 )lads intercept is on L & intercept daSs jalate oy . 0S oo adgie |, Hitp

L 1) Enter g oS oli |, (shabgard.org Jlie lgic a0) Bas Colw Gy w)dl 5950 10 w2

55 590 dawsi ool sl Hitp (sla cnles 1o auileiy b Loy adasd ol jo ey S5LBurp ouSTp a0y o5 0 3
algz 55 o Slee Lo g 0l drlgs adgio Lige b Canlsm 0 Burp [0 (Cowd (pl 5o .0uiS canlice |,
5900 4 g & Lidy |, Forward aeSs 51 Jls oylgie 4 .0usS Forward b cadgie DolS 1, LT LT a5 wile
S92 99 sz Sl 00l (6,155 L Shabgard.org Colw g Lol asras a4 oS dales cvaliv 0o 55l

Lintercept

©oly)) sylugS e : Burp Suite dolip sloisly



2 ,Lady 1) Enter g 08 ,lg |, shabgard.org ol wo,bgs 4

A4S SIS Drop (g5, » Forward glw )L cpl 5

oaslis |, Burp proxy error: message was dropped by user plo dsao ;0 0,5 5L og> S50 4 STV 6
STy 3l b ases 1o (euo,S drop 1) )5 55 0 Jawss  Jlu I Hitp Cawlgs )0 Lo Cond (! 10 .05 aalss
ouls adgi Uas plo b Cdge Himl daxio S5 50,5 anlgss Jlol colu jg,m0 4 |y Hitp Cewlg> )0 Burp

Cawlgz 5 Jdod g 430 5 (6, s jglate 4y ax LSS daliy () j0 a5 (6,550 LSl 5l aly o lod (puioron
sliS 50, 15 00l ey Cewlsm 10 G algsu Ll Sl laie 4y .0uS solasw] (Solw a5 &)ls 0925 g s
AsS oliS e, ) &l send to decoder a5 sl g ] S92 00y ST L sl 4 ailes e wsS

burp intruder repeater window sbout

¥

target i proxy [ spider | scanner [ intruder

| o

[ intercept | options | history |

[ repaater I sequencer rdecoder |" comparer | options | alerts |

request to http:/fwww. packtpub.com:80 [83.166.169.228]

forward | drop | intercept is on | action
L

(raw | params [’headera | et | sen{perform additional actions
IGET / HITP/l.1
EHD:}'E—: www. packtpub. com send to intruder
|User—-Agent: Mozilla/5.0 (¥11; Ubuntu; Linux =8 send to repeater
| Fecko/20100101 Firefox/15.0.1 L L
Accept: textc/html] japplicationsxhtml4xmnl applic L S Senchcon
| Accept-Language: en-us,enio=0.5 send to comparer
EAccept—Encndlng: gzip, deflate send to decoder
:Prm{y—t‘nmectiun: keep—aliwve i b
iCookie: _ utma=165691519.2051621779, 1347932004  TSduest in browser
!_u‘tmz=lﬁb‘69151.9. 1346803756.6. 6. AtnCSr=google | engagement tools [pro version o
|ganic | utnctr=packtsZ0publishing:
| SESS93d7a233ed897d918b53457b98154203=5mmhcTood  C1ange request method
(ha=z_js=1: _ utmb=166691519.4.2.1340004070220; change body encoding

copy URL
copy to file
paste from file
save item

don't intercept requeasts
do intercept

URL-encode as you type

paste

-

[ ==l | o malchesi

4055 (695 » 00 SIS L adly oo Leds jelaie oy 008 Forward \Sos5> O jge 4 dilos )5 ey jeiws

$oladl 8 )lugS Mlw : Burp Suite doly gloioly |7 |



Oyilud @dgie <> g (intercept is on) b diwy (gjle @dgin cl> izle Jd sl cdl> o ) 4 intercept
2,5 walgs lads | oals Jloyl o conles o soled cuSTy ez g (pl b .0uS g (intercept is off) b atu
Cdillae pols o (Shs b aS ale o555l (oled 055 &0 4 des (o 03l Lol 4y Burp (ST (nizren
Ausle adgie | udls

&l GmLis Burp STy options <5 3l o)ls 942> intercept server response Ceowd )3 4S5 (gl A0l plix A
E3o90 (pl bl oad aBgile SIS CawlgS po ST e sl gie 1) gy Frly dly (oo el (Jle loie 4
Lo alom cpl )0 aS0sz bl (g0 duto jlws @S oy 0 1, \6°9)9 T ylel 6l ] el (o0 &S (K
Foly spalgsn hass el bl b oS b5l ) Sl slo cwlgs o (sled Glp jom wl puid aieddle Logos
)5 oo b Ty (ol 0T AT S ) g Al g ) olo

Og s Cawlgs yo s lw Ligin tpg0 p8
Calgs o ol sla al)l g o jom (lgime JS 0wl oo lads o LiBgie 095 40 Hittp Cawlgs o G a5 oK
il ool S 3 50 I e ol oS Jdod Burp STy (0 09250 5 ez 5 SO L

09° Cel A5 O g0 4y aS sl g adel LIB o 1) g sl CsleS 0w o ojll e 4 0yxy (ol tRaw 1
s oo o5l g ol dde s (B oren jo Sledbl pl &I 0uS cawlin sole e Kislye S

Bedy i |y ol Slgime pien Slidss gl p

J Raw T Params THeaders I Hex }

GET / HTTP/L.1
Host: shabgard.org ]
User-Agent: Mozilla/5.0 (Vindows NT €.1; rv:Ie.0) Gecko/Z0100101
Firefox/26.0

Lecept: text/html,application/xhtml+xml, application/xml;q=0.9, %/ *;q=0.8
Aecept-Language: en-U3,en;g=0.5

Lecept-Encoding: gzip, deflate

Cookie: _utma=Ll19178187.12461B2135,1387365504. 1387814545, 1387842602, 3;
__utmz=119178187. 1387385504, 1. L. utmesr=(direct| | utmeen= (direct) | utmemd= jnone

Connection: keep-alive

sle elb) Wl 35 et )5 oul &Il gla el (g9, p s oo ojlal Ll 4y oyxty (ol : Params 2
Sloy a4 opl aawl 53 LLs S saslin oo (g0 Jso B ol sl g (o  S'5S GET/POST

Ll r"-@r")L‘*‘" ‘JJJ.SJ )Jaa 5o ‘) (_g).u)u w—‘ 4 (8999 Ll s ° o)’l.?‘ oo 6Lm CA..»‘?)Q aS

! Input Validation Vulnerabilities
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aolg> i Burp Proxy « 'yl pogdle 0,5 salgs oliS i, |) URL o953 & j90 45 Burp Proxy (yored
S 4y 5o o2 [ JSON L8 5l ) ool colaiul la CJB o S

. Rarams | Headers | Hex

GET requestto/

Type  Name Add
Cookie __ltma ) ]
Cookie _utmz Remave

Up

I

Down

A2 oo iuled G e Oygo a4 Jedo SO o | li polae g Hitp sl RER Jom pb o> ol Headers 3

| Raw | Params | Headers | Hex

‘ Name | v Add
GET 1

Host 5. Remove
User-Agent W

Accept te.. Up
Accept-Language e
Accept-Encoding 0 Down
Cookie i

Connection k..

Lot 4 0,0n (ol 05 g0 00l Gioled JlopwoluSs & jso 4y Hitp slo aing Slgioms o)y (pl o i Hex 4

u.u.:‘).aj 9 oo lie JMQW ool )—i«».:‘)dﬁ e 5o ‘) g9y A 0 JL«A)‘ ‘_gl.b C'A.w‘j.‘;)b ARS o)’L?‘
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——

Raw T Params I Headers T Hex]

0 47 45 54 20 2f 20 48 54 54 50 2f 31 2e 31 0d 0a GET/HITPAA

1 43 Bf 73 74 3a 20 73 68 61 62 67 61 72 64 2e 6f Host shabgardo
] 72 67 0d 0a 55 73 65 72 2d 41 67 65 6e 74 3a 20 rgUser-Agent

3 4d 6f 7a 69 Bc 6c 61 27 35 2e 30 20 28 57 69 Ge Mozilla/5.0 (Win

4 64 6f 77 73 20 48 54 20 36 2e 31 3b 20 72 V6 3a dows NTE.1;mv

5 32 36 2e 30 29 20 47 65 63 6b 6f 2f 32 30 31 30 26.0)Gecko/2010

6 30 31 30 31 20 46 69 72 65 66 Gf 78 2f 32 36 2e 0101 Firefox26.

7 30 0d Oa 41 63 63 65 70 74 3a 20 74 B5 7B 74 2f OAccept text/

3 63 74 6d Bc 2c 61 7O 7O Bc 69 63 61 T4 B9 &f Ge htmlapplication

g of 78 68 74 Bd Bc 2b 78 6d Bc 2c 61 FO FO Bc B9 Mxhtml+xmlappli

a 63 61 74 B9 Bf Ge 2f 78 Gd Gc 3b 71 3d 30 2¢ 239 cationxmlg=0.9
b 2c 2a 2f 23 3b 71 23d 30 2e 3% 0d 0a 41 63 62 65 4+q=0.8Acce

C F0 ¥4 2d 4c B1 6Be 67 7B 61 B7 B5 3a 20 EB5 6e 2d ptlanguage: en-

d 55 53 2c 65 6e 3b 71 3d 30 2¢ 35 0d Oa 41 63 63 USeng=05Acc
=] 65 70 74 2d 45 Be 63 6f 64 B9 Be 67 3a 20 6Y 7Ta ept-Encoding: gz

f 69 70 2c 20 64 65 66 BC 61 74 65 0d Da 43 6f 6f ip, deflateCoo

10 6b 69 65 3a 20 5 S5f 75 74 6d 61 3d 31 31 39 31 ke _ utma=1191
13 37 38 31 38 37 26 31 32 34 36 31 38 32 31 33 35 78187.1246182135
12 Ze 31 33 38 37 33 38 35 39 30 34 2e 31 33 38 37 .1387385904.1387
13 33 31 234 35 34 35 2e 3 33 38 37 38 34 32 36 30 3814545.133784260
14 32 2e 33 3b 20 5f 51 75 74 6d 7a 3d 31 (3139 31 23 uimz=1191
15 37 38 31 38 37 2e 31 23 38 37 23 238 35 30 30 34 78187.1387385904
16 Ze 31 2e 31 2e 75 74 6d B3 73 72 3d 28 B4 B9 72 1-1utmcsr=(dir
17 65 62 74 29 Tc 75 74 BGd 63 63 Ge 3d 28 64 69 72 ectutmccn=(dir
18 65 62 74 20 7c 75 74 6d 63 6d 64 23d 28 6Ge 6f Ge echjutmecmd=(non
19 65 20 0d 0a 43 6f 6Ge 6e 65 63 74 69 6f 6e 3a 20 e)Connection:

1a 6b 65 65 70 2d 61 6C B9 76 65 0d 0a 0d 0a — — keep-alive

Syl sl Canlg o olod a20 o ojlal Ll a5 aS o]0 8429 history pb L ;500 <6 G ilo (] 4o o 0gdle
DS o g a5 | Burp ool pdais STy 5,0

sobod Burp Proxy o iy YU Ceowd 10 o5 (pl (55, » 30,5 SIS 5l ey asS SIS history o5 g5, 2 1
Ol gizes Burp Suite (ol Caand [0 9 camd oo Gialed 0ud Caned LB SO o Ll |y (Jlol sla coslgs jo
Sl 0 8 e 50 Lo ST pizman ols valss ioled Lads GBSl b caslite |y ewly 5 onlss o
aales guled | Cunlgs o o] 00 0010 ysS A burp proxy ;o 34> g0 history 4 (S il eols s |

ol

©oly)) sylugS e : Burp Suite dolip sloisly [ 2 |



=

i THmim}r T Options ]

| Filter: Hiding CSS, image and general binary content | (]
# 4| Host | Method | URL | Params | Modified | Stat
5 hitp-imail.google.com GET 7 = = =00
[ hitp:iimail.google.com GET i (0] (0] 200
7 hitp:¥mail. google com GET I = (=] 200
8 hitp:#mail.google com GET £ (=] (=] 200
[} hitp-#/mail. google. com GET / = = 200
10 [ hitp:#mail.google.com | cET T = = 200
11 hitpishabgard.org GET i = =
12 hitp:Wmail. google com GET £ (=] (=]
132 hitp:ymail. google com GET I B= (=]
14 hitp:#/mail. google com GET b = =
15 hitp /imail google com GET : = = +
oo s pisiiris = Tl —

Request | Response
Raw | Params | Headers | Hex

GET / HTTIP/Ll.L

Host: mail.google.com

User—Agent: Mozillas/5.0 (Windows NT £.1:; rv:Z€.0) Geckeo/I0100101
Firefox/ZE6.0

Accept: text/html,applications/xhtml+xml, application/xml;g=0.9, %/ *;gq=0.8
Accept-Languags: =n-US,=n;g=0.5

Aocept-Encoding: gzip, deflace

Cookie
PREF=ID=88590663bbodlsSt: U=f74a4ec0ci038359b: LD=en: TH=13 77420017 : LM=13 7742062
3:GM=1:S=WzcYGYFQPISusheU:

NID=E67=ngC4U—p I=£GDSDN—Ughoge KEUGMTe ) ST or ZCWHr = IMERNe SmAr zHr 3o —G5ub4ESVERE
Tr_—o3EZGUGEAdvSGoYugiSEyUrbIakkIZLgiOECZ4 AEEOXKBXF X nN7pOZrPnra4BkesyxBOucrbEro
SihulNoBmFOBC ZNJIgaEJ W _M3ci—PGNYimSdcoulWp ZX4PSEMEwALvhaota:
SID=DOAAAMCAARAWIlChMGEOPGIBETE-EUWVHKGHYX LgBOOCZ 44NINVL WCS sVyg 1 HF HS AyF WnEHWNW
KFWV4 IDWPMDXY I_woghb ORI ZFOKKvI XX iTWwmeN 4P JwUFcSMIhs_ 1l INCSS=7Hrolkz_ SpkouMvrw
UESZCA7VPVUINRXEDBUaAR10PYEKo4C=dGWOI YLEPRERJ INSN 2P Xy pPEPLPWEHZr PSIYGRFBZ81TP1 1
AZS v pMWNEt IUSJPPEXsSL7zcd4ZAEbvibcG: HSID-AZZ yC3ISES IVOLnHrO:

APISID=p— 1lWh75W4ARSiGO0=/ AJ 19 H—dF8VRkkbkI

Connection: keep—alive

Burp Proxy Jawgi ol <idgio Hitp (slo prwls 5 Cuvlom 0 iolad

O b oS Sk ez ooy S ol ol cnlst s 5o 69y (08,5 SIS [Leo b ol o bk uimen 2

DS dslie pa by by T lgizes 00,5 5L 1) canlgs 1o pais lojen auly oo e S

‘: GET request to http://mail.google.com/ [ = =] ”_53_|

E GET request to http://shabgard.org/

Reqguest
JRa:w Params | Head Request

GET " / HTTP/1.1
Host: mail.google. JR&WTF‘arams THeaders THex ]

User—Agent: Mo=zilly GeT / HTTE/1.1

Firefox/Z26.0 Host: shabgard.org

Accept: User—Agent: Mozilla/S5.0 (Windows MNT €.1; rv:Z6.0) Ge
text/html,applicat] jccept: text/html,application/xhtml+4xml, application/
Accept-Languadge: 2] pccept-Language: en—-US,en:cq=0.5

Accept—-Encoding: o) Accept-Encoding: gzip, deflate

Cookie: Cockie: _ utma=119178187.1246182135.1387385904. 1387¢
PREF=ID=8855S0E&3bby| ytmz=119178187.13687385904.1.1.utmecsr= (direct) |utmec
=13774Z0623:GM=1:39 Connection: keesp-aliwe

NID=g7=ng04U-pIefs
SuD465VEIRETr —o0j ZG
rPnr4EBkezvxEBECucrbE
Miwd4lvhgStg
SID=DOAAAMORAAAAW]IC
AYFUREHwEVEFwWVA1DW

ol as 0,8 sl saslice WS oS s w0y pl 4o Sligiome 4 51 .005,F 5L history 5 4 o,lgs 3

ol o0 ‘_g)bf o)Lo.il) o..\sd;bww)o w‘P)o)tbu..Mw‘ oo;d_‘,‘)‘

# | Host | Method | URL | Params | Modified | Status | Length | MIME type | Extension | Tille & Comment |SSL |IP | Cookies | Time | Listener port |
5 nitpd/mail.google.com GET | ] [J 200 616  HIWL L] 1731947019 22:30.07 24.. 8080

6ol S3lugS o : Burp Suite doliyp gloily |0 |



A Gioles Glizee sl S5, Ly b by b g o cslgsyo 51 > asian ol oyt ol o el fuimen 4

sl 5l aiiis gl a5 ole Aol b e clsm o 51 S aes so |y Sl cpl el 4 S5g )
sl 1y, K, S Highlight (g0 31 9 00,5 Canly S )6,k v dis (69, 0 a5 jalain s .0uSS o

Asle asien ol
B 1 — - o O 2
1 hitpzifmail.google.com/ D D 20
hitp:#fm{  Add to scope () W 7T
hitpimE  spider from here m
MIpHMma Dy an active scan LJ )] =
L BHEUSH [ - passive scan L_:' |:_|
12 hipdimi  gendto Intruder Ctrl+1 U U
i pim3  cendto Repeater Cirl+R O O
14 hitp:/im [ [
Sendto Sequencer = =
15 MM endto Comparer (request) U U
16 hitp:im i : O O
— | Sendto Comparer (response)
'Request | Re Show response in browser
= —— Requestin browser 3
Rﬂw Paraml Engagementtools [Pro version only] [
FET / HTTF/| Show new history window
Host: mail.q e . i i

Uzer—-Agent:

Aocept: tewx Highlight

mail.google.com

Aoccept—-Langy Delete item R e

Accept-Encod oqaarhistory 5 r

Cookie: PRE mail.google.com
Copy URL

NID=67=ng04
uloEBmF OB C ZIT
SID=DORAAMo
ZCATPVuInRXY
HSID=AZZ ywC3}
sonnection:

mail.google.com
Copy links maﬂgm ?szﬂm
Save item mail.google.com
mail.google.com
mail.google.com

Proxy hls_tnr].r help

keep-alive

oimled YU o 0 ey S Filter 13l jlai (695 50 50,5 S 5l e «auiS SIS Fillter (59, 5 YU o8 515

4 .08 pils Jleel ool adgie sl aiiy 59, » Sl A ale oo Ll oyl o ol dales oold
WS oasline 1) i ol )b SO Plas glys a5 Hitp sla canlgs o olod a0 ST Jlie lgie

b oS SIS s b 5l 2,5 65, 2 o 5l g 9932 | show only parameterised ai 35 S ConcSlS

3 Jlasl lo el s 55, 5 Lo yibid
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‘ Filter: Showing all items

w Filter by request type Filter by MIME type Filter by status code
@ (] Show only in-scope items ) HTML ] Other text [ 2 [success]
[ Hide items without responses ) script o Images o 3 [redirection]
(] Show only parameterized requests ) s ] Flash o 4 [request error]

¥ css (/] Other binary [ 5 [server error]

Filter by search term [Pro only] Filter by file extension Filter by annotation Filter by listener

|| Show only: | asp.aspxjsp,php [] show only commented items —_

Port

D Hide: 15.0ifjpg,png,css || Show only highlighted items

-Show all -Hide all

filter 435 3l 09y duples o8 .0 o ool Professional asw..s Burp Suite | Lol a5 ool oyl pogdle 6
sl Ole Lla Zul b clsm 10 (65, pans o ojlal lads a5 (Siig ol - dugd 9o 0,40 o2 by search term
Dgd ools Liuled Leds a4 (29,5 ,0 cbls @illas ats, o bl ates 16 oS 6,105 1ls ol as,

D, 0929 dol ol S a3 0 4 F ol ailawlis

<9 dlib C~.u|9.">).> ‘_g)l&}’.wo ¢O g ,nlf

Cawlgz 10 0y 510 5Ls g,V g G (gl anli ol b)) 51 Srewd laie 4y Lads el ol 4S5 ol yiils
lolis 6l (Jlo Glaie 4 .0aS Jdos |y g Gt (69 10,15 sl 950 g slo 2655wwly g 0ols s | Hitp sl
aos 5lo 555 5 B0 a5 Gl mpp slws E5590 (| SQL Injection Bg,me dloax> Hloa b SQL 31,5 5y coum!
Gy o sl g b (S5 Hitp sla an Ty alax 51 )15 oads ail)f (sla (6595 aon ,3((ridss S5 Jlie lgie )
5l a8 caucdls jglate oy .cewl ool jlws Burp Suite [0 g sl ConlgS 0 40,5 (5 ) Kws bl b ogls
DS s )
a5l o Ladh Jlo lone 4y 0 S GaBgia | wily aily Ll )y G JBlas a8 cenlgs o S b o5 dgl o 1
39,2 http://www.packtpub.com/books/allzkeys=ASP w01 oyl
Iy cawlio Hittp Cawlgz 10 ol Lol «Connd ol )0 .0ug  Intercept <5 45 9 03,5 5L Burp Proxy & juew 2
WJlo Olgis 4y 08 alng duplss go oS 1) Cnlyz )0 glo a5l plaS e ailes oo Lol Raw e 53
O Raw Ceond 10 |y ol 0050,5 20 ladie ASP L g oau 00,41 Url ;o 45 Keys ol jloie ouilys oo Lo

ey el 5 IS a |y b pelily Gl CandlS jslaie (nay aely s JSG 4 PHP & |,
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[ Forward J [ Drop J |. !nierce:_:-t_}s an

J Raw T Params T Headers T Hex ]

GET /hooks/all?keys=PHPF HTTF/1.1

Hoszt: www.packtpub.com

User-Agent: Mozilla/s5.0 (Windows MNT &6.1:
Aocept: text/html,application/xhtml+wml,:
Aocept-Language: en-Us,en;g=0.5
Aocept-Encoding: gzip, deflate

Coockie: has js=1; = upsell journey=i;
__utmz=lEEEDL1519.13875920531. 1. 1. utmesr=
PRUH_EPISODES=5=138?921287134&r=http%3ﬂf,
ailablesZEbook 1imit33DI0%ZEs0rts3D0%ZEk:
Connection: keep-alive

Ao 10 .050,5 5L )5 1950 4 g 0SS SIS Forward 4eSs (g9, 0,5 Jlasl 1) 095 Olyoss S8y e 4

ol el ISl o il aid )5 18 solaiwl o 50 b Asp el (slow Php il )b aS oS cnmlive Wb
w020,5 e |y (ol sl lade Ceen
R0 ..\.3‘93 = éfj C)-.i‘ J O‘l‘ L ‘M‘b; oolauwl ‘_g..s Http ¢'~,4|9:'>).> OO, LPee Lg‘;.g Raw Ceownd )'| L 4:>Jf|
25l a5l eslatnl b asles oo Lol params Ceownd o ¢ Jlio ylgic 4y .05 Jlog! Burp Proxy (sla Cuand 5l plasS
S a8l o el S
DS SIS Add (59, g Sy Coowd 5l Params oy o 1
&y URL g5 5l Cond () )0 .08 Gl 1) (cookie by body (URL) el yiul )l £95 SO (gom o5 jo0 2
g oo 00laiwl POST sla il (gl body g4 5l g GET sla yial )Ly

A enter 59y w9 dwS ol l) oS ol %“‘95@456%4?)3*‘)9 JmNUW 3

a8yl s Sk o8

3 55590 o jleslatll by cal ooy >l Llse sl olliws (gl aS dalipy G poylo a5 0iS g 0,105
QS:L..:L«.M: (_g‘).g ‘) ).3)[5;)5).0 A_ijo)‘ 0 JL»)user—agent 9w 9 ‘qu})M)b .p_:.ls‘so‘s..u)).g QPW

bl ki 5 5 ibge sl o5 ok il (i i b ol 4 5 55 i o oyt (ool
s %1,| Brup Proxy lawgs a5 oS oy |y match and replace  S5g dulyy oo Lol cdaylyls ol Cod c0uST 5 985ely

oS (g5 http SS9 53 user-agent 3 p (ol s jglate au |y Burp Proxy o ,l3% Jb> 1o 4 .0gb

9 9,y 4y 9, match and replace Ceond L B 09, (b 4 Burp Proxy o > options <J ;o .1
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2] Match and Replace

&| These seitings are used to automatically replace parts of requests and responses passing through the Proxy.

[ Aga | | Enapled | Type | mateh | Replace |

z =5 (™) Request header Mlser-Agent*§ User-Agent: Mozilla/4.0 ... |

l Edit | ! ) Reqguest header Mi-Modified-Since *§ |

" e | =] Reguest header Mf-Mone-Match *§

Lﬂj | [ Reqguest header ‘"Referer*$ |D
Up - [_I Response header "Set-Cookie *§

[ Down ] |

o5l Loy 4y a5 0l gz 5L (gl o,y Add 4SS (59, p 40,5 SIS L amatch and replace Coownd jO a2
o o as ol oS sl eads b law rule G (e kb 50 5 0585 (Sge SG 5l eoliiul L aas
oLl 1) request header iy 35 5.i3L (s90 31 b puiS Slowl Hitp Cawles 1o b s Gaodai b i S punles
o5

59y |y Match) ey a8 0l cpl asS o )lg |, AUser-Agent*$ ojls o ald ol jo am g5 o 3
a5l aes oo o3l Lol 4y Burp Proxy I3l match and replace  S5g 008 oo Lioles HTTP Cawlgs o
sl & le b ST .0u8 oolaiul (complex regular expressions) eduzry phaie sl O,le pizmen 5 oolw slo
axdllas ] 8,90 43 9 Qg http://www.regular-expressions.info/quickstart.html w1 “pl 4 coutucs L plate
S

Mozilla/5.0 (iPhone; U; CPU like Mac OS X; en) AppleWebKit/4h20+ 0uS o)lg |, oyie (pl pgo o ald o 4
Ja= 1) o asales o a5 6 user-agent ,a L (KHTML, like Gecko) Version/3.0 Mobile/1C25 Safari/419.3
Dy 23 lade . Mozila/5.0 b Jlo,l sla aiwy soled User-agent ol yw 84 oo el g5 ol oS

g LAl S 4y dyaz oaims Gkl 45 S AT OK (9, 2 bL o 5

M These seltings are used to automatically replace parts of requests and responses passing through the Proxy.

[ Add J Enabled | Type | Match | Replace
- (] Request header “Jser-Agent*s User-Agent: Mozillaid.0 ...
Edit [] Requestheader  “fModified-Since *$
: g [ Request header Mf-Maone-Match *§
[mJ ™ Request header "Referer.*§ "
T (= Response header  *Set-Cookie *$
(] Request header zer-Agent*s Mozilla/5.0 (iFhone; U, ..
[ Down ]

aS 5,5 wunlys ovalie il o .aug, Burp Proxy |5l Raw Coond 41 g oujle ciBgio |, cnlgs 0 SO Jl> 6

el 00 Mol Celgs 10wl 5053 & j50 &
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J Raw I Params [ Headers W}

GET / HTTE/1.1

Host: clook.com

Mozilla/5.0 (iPhone; U; CPU like Mac 05 ¥; en) LppleWsbEit/4h20+ (EHTHL,
like Gecko) Version/3.0 Mobile/1C25 Safari/419.3

Lecept: text/html,application/xhtml+xml,application/xmwl;q=0.9,*/*;q=0.8
Lecept-Language: en-Us,en;q=0.5

Lecept-Encoding: gzip, deflate

Cockie: utma=20476l02&.19586£5055.1386325565. 1386325565, 1306325565, 1;
__utmz=I047E102E. 1386325565, 1, L. utmesr= (direct) |utmcen= (direct) | utmemd= (nons
|+ __auc=8daf74Il142cT719eaT7=4=5515d

Connection: keep-alive

' Tl 50 5 ol

S ol asilys oo a8 Col Himl slo ewls 5053 3,5 2ol Burp Proxy ;0 34390 > sl S5g 5l ;508 (S

Oygo 4 a8 0y dules 0B Lol Shug ol 5l ool b asS Jlad ¢ (g0, Burp Proxy (y9,0 Options Ceoud

A ot |y HTML ools <8l o ol 5 ¢ S Bae |y e g5
2t 5o sy 5o ool (oolos B L S B |y S Sl il (slo a5 iS55

WSS i 1y (S ol aslg (o0 55 0uiS oy 2 Jee yo 2 I

%9, Responses Modification _yw g Options Ceawd 45 « Burp Proxy o

unhide 4335 im0 oo plawl |, cols Gldos Ll 5l plaS 2 4 010 8425 Caond oyl y0 43S poix
solo3 enable disabled form fields 40y ;5 s oo (iuled |) Html (JB 4o sloald hidden form fields
a5 s ojl>l remove input field length limits 4535 (oS oo <ol 1) axmin o pol> gla LB a4 o (59459
remove 4535 (S o,lg Html axan e gla ald 9,0 4 1) o ailinl o> 5l 25 )5 o5l b oo as
sl CJB g5 oy Sulgl> sl casS” J S soled Burp Proxy 89 oo <2 g0 JavaScript form validation
WS oo B> ) lgl> sl con Sl sled JolS” & jg0 4y remove all JavaScript i 35 0iS Bd> |, HTML
2,5 dales Bds |y Html Olaius (g, aags sla & remove object tags g

Do pll ) Gldee T Burp asl p 5043 &0 a0 b oS Gl | Bogs s o a5

1 Responses Modification

©oly)) sylugS e : Burp Suite dolip sloisly
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@ Response Modification
@ These seltings are used to perform automatic modification of responses.

(] Unhide hidden form fields

(| Enable disabled form fields

EJ Remaove input field length limits
EJ Remove JavaScript form validation
[ ] Remaove all JavaScript

[ ] Remove <object= tags

D Convert HTTPS links to HTTP

l] Remove secure flag from cookies

o sliel 5l e Bas g St (69,5 el LT a8 ay g axgie o3l o 0B 1) Lt cain 35 ol 51 y0,S eolal
Lo JavaScript aslgs 5o,k 5l asl 08 (600,15 sl Aol 5l B Jle laie a4 b wiST o colaiul g e o
0aisS PNl Sho b sl 4 auly oo Ll Ll cpl jo caisS oo colain] CaudS o (i jlel 5l asd
9 3 pekions O j90 4 1) (Zuw Liel remove JavaScript form validation 435 40,5 il ¢ by s o | Soe>

epdy pll 995 )5 5950

6oyl S3lugS s : Burp Suite doliy gloialy | |



"‘3?3“"‘? ‘) LQ‘T “"’L’ Loy 45 Brup Suite (A0 ‘.55),9 Sl

Aules oo deliyp ol loolaiwl b aS ol aales axgie 895 (Lo S Burp Suite 1 oolaiwl 4 £4,0 Lol a5 Sl

A dwlg3 ools (bigel diedgw g zmly Gl (FThe ol 5l (e led 4 Cand (] )0 e pll il slalS
Site Map 4 35 3l oolaw! ¢ Jgl S5 g

Sl SLB ol 09 03,5 (B9l 025 (o0 D)ge oy Cou e aslip Conal U5 0 &S e B sl 5 (S
Sobe @9 09555950 o2 3 oJl (rl b s pll Cole 05 (6595 2 Jgene Djge 4 dales (0 &5 )5 2
9 > sols ‘SALQJ 9 é; .)@‘P -b.«.a@ 9 ‘5.3[.3'.)) |) Html Lng C’“"L’ 9 > s&.«»‘?)é 4o Burp Suite duOL’)J Lo Ja.wﬁ.:

s asly imles o5 Site Map 3] oolial L 1, Sledl

. ‘E; Burp Suite Free Edition v1.5 7\

Burp Intruder Repeater Window Help

[ Intruder T Repeater T Sequencer T Decoder T Comparer T Options T Alerts ]
Target Proxy Spider Scanner

_[ site map | Scope |

| Filter: | Z
L S 2 a| [Host | Methoa | URL
- r AP rwWWw shaogard GET TTTEea=TS52 T
[ forums CET /Pm=201112
v [T forums GET 1?m=201206
Q i GET 17m=201209
> | archive ww.shabgard.... GET MPmM=201210
= @ attachment php w.shabgard... GET 12m=201211
Q calendar.php iwww.shabgard GET MPm=201212
= [ clientscript hitpfiwww.shabgard.... GET 12p=11
= 8 external.php “Siwww shabgard GET ?p=24
» & fagq.php PN = = PP T 5
[ forum. php e
» & forumdisplay.php Y Request Response
[ index.php —
- @ login.php J Raw T Params T Headers Hex
» &% member.php GET / HTTP/Ll.1 a
» & miscphp Host: www.shabgard.org
[ @ newreply.php Mo=zillas5.0 (iPhone; U; CPU like
D online.php Mac OS ¥; =n) AppleWebKit/4hZ2O0+
s @ printthread php [KHTHL, like GECRCIDJ Version/3.0
Mobile/LlCZ5 Satari/4l9.3
[ private.php Acment:
> 3 profile.php text/html, application/xhtml+xml, appl
» &5 register.php ication/®xml;g=0.9, */*:q=0.8
» 3 search php Accept-Language: =n—US, en;g=0.5 =
» & showthread php el T T 1 p——
» &3 subscrintion.pho 3 QJ b L;J LLJ 2| ArmEsches

A2 oo inled ilhe il CIB G o 1) Buas o gelil g UL bla  coled Burp acl 0 942 g0 Target o5
6928 4l e (cales 3,5 5950 3018 S oo Je ol a2 osins Jaled lgie 4 Jsons ysbo 0
o 1) 1580 o 5 a4y dle> olaw Coyu 45 w20 0 03l Lol 4 Burp asli s Site Map 5 Cowl sl g S

6ol S3lugS o : Burp Suite doliyp glosaly |7 |



ol alie soled ol ay 5 05 Ll 1, Glsgs Bum Cules g ool wuilss oo Lo Site Map 25y L |

)‘ 9 Qj.m )S)M =LL>9.’).A c)L..A K9y » 1a48 Burp ).3)15 AV-N) <° o}l.?‘ aS el o ‘;).3‘3 u_i.» u.s‘ ..L..S odlie ‘)
15 pol 5 on 1y IS ol 9555 oot 335 35 53l i 5o ol b s 4550

oo ol o S bl ol aels b (g9, 2 50,5 SUUS LI, 543 Baa Site Map 5 Target Cooud ,o .1

.l shabgard.org w802

J&is scope iy Ldue U asS Ll |y Add item to scope o § 3uS Sl SUS 093 Bae (59, 0 2

3 byl 5l send Gl 4 ba assls den 5 el JI5 Burp asli s Scope 435 ¢ (0,8 i Sl j0 090

gl co aud S s

a5 9,5 bl g Site Map 5 ;0 9> ge Filter 4035 (59, 2 50,5 S5 L alyy oo Lo 0l pogdle 3

a5l G a2l  e ails o0 4y bgy e aslie filter by request type o 3l only in-scope items

ugéiLuojubj.«ma)?w)éJa.o_gjMM‘?Gmauwuusﬁéeu‘uubw‘buid‘

Dg (o0 Comed Loy Hla3 0550 Colw

e Al Lads el anels a4y late a8 ams ialed | ol Lad b Site Map cules o b ol b 4

QS w2 SCOPE 5 (59,0 include in scope Jgu 30,5 s,y p by Sledas pl ailes oo el

Site map | Scope

Paste URL

i
lEJ Targ et Scope L\
LL_’J Define the in-scope targets for your current work. This configuration affects the behavior of tools throughout
regex strings. The easiest way to configure scope is to browse to your target and use the context menus in
or exclude URL paths.
nclude in scope
l Add ] Enabled | Protocol | Host/IP range | Port | File
_— & HTTP “wwwi shabgardi.org$ "80%
Edit |
Remaove
Paste URL
[ Add J Enabled | Protocol | Host/IP range | Poit | File
- & Any logout
&l & Any logaff
——— & Any exit
[ﬂj & Any signout

©oly)) sylugS e : Burp Suite dolip sloisly el



Leis 1 Jlie olgie 4 .0udas ;s 1) Scope ;0S990 slo piu] 095 S Dhgo 4 dled oo led 8 pl o
Sepdy plosl ) ISl 5 0 0l 00,91 sla a5 0,8 JLso b auslgs 0 S aslsl Scope 4y (suyus anels walesy
3L g 3l 0gd oo 5L AT (Gaz 0y )0 erw OuS (SIS Add (53, include in scope Caand (o lassl
DS ol ) w8 e eolaiul o] 5l Les Ban a5 ISSg 5 auiles o 9
i |y o aisls 15 g9 asels awlils aS regular expression (ylos b plate & le SO (gl s a8y o 2
55 obLs (Awww\.shabgard\.org$ : a.uS o ls 1) Bas S0 oy auly oo Jlie olaie ) auS o )lg 1) 5l
W50 0929 Sy j0 a5 Cend sedaie sla O jle Al Ly Burp o 0ol eolaiul plaie sl Ojle o]
4.:) O)LN‘SQW‘)@MLAAOK)OO)LM»JMO)‘s‘)p.'a.uou)l.\.cg_i:c@gwm)u}w 3
(https Lg‘)" A443$ 9 http ‘_JS.:jf Lg‘)" A80$ ..\...‘5 oolazu! 65§J| U"‘ )‘ ..\.u‘y &° JL.A u‘}...c
AT pgw (g a8 0 gle aligy g o LB 6l plaie Ole G 6 LS Dgo 4wl oo e 4
ARy 1, b ol 325 o |, oy o (5,15 4ol S stlys on Lo 51l ol b

D¢ Jlagl g 5,y include in scope Jgaz 4 45055 &0 4 b oS SIS Add 4SS (g9, p cColgs 0 5

-

B Edit URL to include in scope L 2

IiJ Specify a regular expression to match each UREL component, or leave blank to
match any item. An IP range can be specified instead of a hostname.

Protocal: | HTTP v

Host orIP range: | “wwwh.shabgardi.orgd

Port: A30%

File: Enterregeyx or feave biank

Paste URL [ 0K | [ Cancel |

Al cod a5 wyile asein |, wlie exclude from scope Jgux l eolaiwl b oilys oo dilie &0 4y (imen
by 0dguze 5l )5 (Shl bl 5l obow Cand 4 (05 sl 6l Lol &4 (Shg (nl Kol (o) sl Langs
sla aoSs plys pad gyl 51 05 S sl )3 g (oo (S nl Geizmes e (oo Led ) g Zod 6308

Sgd &Bly dde e sle Dldas K0 b dazme pulats
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55 2 ox0yS SIS el Lol oo Lot (o sl b Sl i) cayT 5 aiels o 5l Site Map Cad )5 (ppizeod
oy bl L sy wiilys e (55, 52 |y ools Slilas Sy an ;T o o] o a8 0 5L e (sae G LSl

f._ﬁl hitp:/iwww.shabgard.org/
Remoaove from scope

Passively scan this bran

-
- Send to Intruder Ctrl+
= Send to Repeater Ctri+-R.

Send to Sequencer

Send to Comparer (request)

Send to Comparer (response)

Show response in browser

Requestin browser >
Engagement tools [Pro version only] >
Compare site maps

Expand branch

Expand requested items

Delete item

Copy URLs in this branch

Copy links in this branch

Save selected items

Site map help

2005 S L arles (oo oS Aol ar (6399 Gl 5 SewleS ;0 o Sae sy w80 (oo 0jll Lol 4 0 lS ()

Y PN @,ﬁﬁj)ol@@}f o)A o g Burp Suite ;0 0sz g0 slo Il 4 1 0 09250 b a5 (59,

sl o )5 a1y asl s yaslowl 4y 55 ) : Spider this branch .1

ol adh.as 5T Burp Scanner b ,S095 g o 435 (ol ¢ Actively/Passively scan this branch 2
(3,10 095 doli ol (gl 48> azid o Ladd an 3§

WSS o Ll eals o jlaw ales> G 43S ] Send to intruder 3

WS oo Jlo)l o2 e Sy g 00,5 Pl 1) Cslgs 0 G 15l (l s Send to repeater 4

WS oo Judo 1) del 0ol cis iom sl ool LIl ol Send to sequencer 5

S oo awlio po Ly Al g 1S5 oz 15l (] : Send to comparer (request/response) .6

sl bl g b Canlgs o v oojlal i e opl podle iales g i sl aslel o YU sle colele
Olye ) Cadls’ (e Do Jlod g i (b 50 55900 JB8) (owin )0 Sy cnl S oy 5L | Himl
el 1) 55 50 oo 00,51 (sl a5 CeucdlS jalate oy .l dubo lows (.. g Cross-Site Scripting, U redressing « Jle
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DS Sl 4ol Map Candd 1 1) Canlez 0 SO

oS bl | request in browser a5 g 08,5 o, SIS 1 (g9, 2

<Ll (original session) 4y 55 Ly (current browser session) ,5 )90 (5, awd> 4035 L oy o5 0 s 3
ST adhass solatwl Canl ouls 0 053 35250 Cawlgs )0 j0 a4 aud> S'e5 5l o5l oo 08 | Burp a5 oS
(sl >l LB

ols s Lis | (hitp://burp/repeat/1 wiile) (s3lxe URL G g ol daled 5boyomiy G a5 0 4

Sy B CHIHV sl 0dS 0,28 L1 UM o1 55950 )0 s 5

29 (3l A S 5550 (59,0 Canlys 50 b oy Lidy | Enter 5168 50 6
Burp Spider l: wLm 9 ‘_i; 39 u_u), t09d fos

Cawds 1y o1 8T g len polie ol g (Crawling)as 5o Cols wg S ;0 ad oo o;l>! s 4) Burp Spider 3|

.w@oou@l axs Sl céb o gl S 5 s b, BT .%)51

Oy o2 (Y iy (0 4> )5 .l Burp 3l j0 Option <5 5l eolaiwl U Sider (0,5 odais ie3ls o8 )l
Slewlas suplyse bad Conl (\San 3,10 (S0 50 Lol atied S5 Og5 ams SO 00,91 Cawds g1y Il 095 (5,8
WS g5le pasel 1) Spider

LSl iSTas a8 ol ol s maximum link depth ol Lo ol (Ko « 55 sl Cols g gl

by pess Solw @ Wlg oo 43T cploes o Gl |y aie G 6l o o

L?J Crawler Settings
@' These settings control the way the Spider crawls for basic web content.

¥ Check robats it

] Detect custom "nat found” respanses
] Ignare links to non-text content

V] Requestthe root of all directoriss

E] Make a non-parameterised request to each dynamic page

Waximum link depth; 5

Waximum parameterised requests per URL: | 50

o o olass mlpwwlu&acosmweubfm WT sl e Cdlb> o e 2

“ond (9,5 Number of Thread ;o 95250 3o 10,5 o9 b aiilyy o jolate oy avans jouss |y Jlo)l
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oo adad o 10 e sla O ol ales e Lo pizmas S Sse | o 5 )5 slasd Spider Engine

ey Gal3dl 1y GralesT e 5l L8 CaBg ol 5 4

EJ Spider Engine
LEJ These seltings control the engine used for making HTTP requests when spidering.

Mumber of threads: 10
Mumber of retries on nelwoark failure: 3
Pause before retry (milliseconds): 2000

l:J Throltle belween requests (milliseconds). | 500

Q) delip 4 9955 Coowd j0 1) (60,05 slo ol g jaue slo aolS [ISo95 Burp Spider aualy> oo Lol ST 3

23S o,lg Application login Cuand (3 1) (655,85 pU g jaue adS 0yl 0. 0iS 8y [0 & g0

@ Application Login
IEJ These sellings control how the Spider submits login forms.

() Don't submit login forms
() Prompt for guidance
(_) Handle as ordinary forms

@ Automatically submit these credentials:

Lsername: IC3phaIex1n|

Password,  ##**

2350 50,5 3y sl sl dawg polie ol el T 4 29 lude g pb i x5 Burp Spider > sl (Sig 5l (So
dgd g9y 4 gy g Cov s 0,8 L Spider Cowl Sow ol g mlio o s b o 0ed oo coliwl Himl sl
oS )9l [y sl ald SG L el ol 08 S 0 S0 (b plgie dr andl 0l (g ytne (oline slgizee L oS
Burp Spider jslais (poy .l yine 0ud Cod Jooal So g (pols ald (05 (oLl 4 ;38 Wl spider wdl> (ol o

DS iy ye5 o ald le pU b pols Gl (gl plaie O )le S ams o ojlrl el o

S SIS forms (g9, ,» Options (ggie 3l Burp Spider ,o .1
automatically submit using 435 ,ekaie oy S 20 lake |) sla o 3 Burp Spider aualgs o0 0uS 2,8 2

. =S ol the following rules to assign parameter values
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oozl b 0l 50,5 13 (6l T 5l el y a5 (g ppolie 5 Wb ol _oalod crpmly Caond o o0 o0l Lisled Joomr 3

S g 9 Bl WS a8lol Cusgzge o] o auily e Lo o Il 500 aile Ll sal 00,5] WS

435 9 b e 3l Ay oo Lo el ol adriie PacktUserID (suulS aolS lawgi aS'ID S (0,5

S ol | regex

ML).: Ja.sz 9 Sl Gm)LM Jj) 6‘).: ral.s .A.Ld w‘ ..xJ 0)‘5 Js‘ LSH'A u\.l.d K9y ° PacktUserID B 4

o o aS oS o)lg |y (gslade b cead (pl o asS o)lg 1) el il (sl celise lads flield value Cod jo 5

LS o amass el il 4 eenles

ouls bl gy 4 b checkbox (goled 4 0uS Jol> liabl g 0uS” SCIS Add 4eS> (59, 0Ll o 6

€ &

Form Submission

] 00 00)91 L) as SRy asles L0l

These seltings control whether and how the Spider submits HTML forms.

Individuate forms by: | Action URL, method and fields

v

() Dontsubmit forms

() Prompt for guidance

@ Automatically submit using the following rules to assign text field values:

Add J Enabled | Matchtype | Field name | Fieldvalue |
z ] HEegex sfate ] |‘
Edit [  Regex zip 36310
. ™ Regex post SWAA 1AA
Remove ]  Regex area 555 ¥
[ Regex phone 555-555-0199
Up & Regex tel 555-555-0199
- [ Regex s8N 123 45 6789
l Down J 4] Renay nrial 122 45 A7R4 v

[] setunmatched fields to: | 555-555-01 99@example.com

[z] lterate all values of submit fields - max submissions per form: |10

Burp Spider ;0 & 0,5 , 055 Cod’ (glis K

3O e (§gin Ceomd 1 o2 | Burp Spider [l ales oo Lok Lol o Jlad oolel Burp Spider |3l sakaii ol o

&) Burp Spider ,|3| control < ,s Spider running 45 ;5 checkbox <S5 035 b awles oo o 5 0usS Jlad Burp Target

S s |,
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|, Spider this host 4iy35 5 05,5 Cuwl, SIS Buw G (59, p Site Map Tree (ggin 3l 45 Conl (ol ooy olpiin
WS oo 00l bl Gl g milie jo 0> 4 £9,8 Solw 4 Burp Spider a5yl bl 1 e oS oLl
o oslaiul target 5 scope [0 ouls (i pxi sl 4y 33 5| Burp Spider « 5,8 i Sl o sl SO LS oren

led ged oliiwl gL ,3 sla aisls 5l 2 )l molio a5l cpl caiS oo uandd JL3, e a5 AS

5o oo ools iuled Gledlbl 0,5 snalice L 1) 5l €dyinn aley oo Loy Burp Spider o control .5 | yioren
4 ol olasy g Spider lawgs ool Jluw | Http (sl cwlss 1o S slawi Oldja Caand (pl . 0uS o)y Coond (4

o5 oo Jold 1) ou aid 5 15

(2| Spider Status

Use these seltings to monitor and control Burp Spider. To begin spidering,
browse to the target application, then right-click one or more nodes in the
target site map, and choose "Spider this host/ branch”.

[Sﬁdeﬁs-mmﬁﬂg:l l Clear queues J

Requests made: 427
Bytes transferred: 4,043 615
Requests queued: 0

Forms queued: 0

oy e wlod S Dhgo 4 alen a5 cl o LS E9o90 ol Burp Spider o5 gile s> 5 ogdle
S 65l ez aslin Glas €955 51 B |y sl T e @lie (solod 5 03,5 po50 | b

Burp ySiugr b )l5095 gugr & plxil tpguw Sig

B,10 0925 deli ol (gl A8 > a0 a5 Cawl g S glo Aol g by Kin gy G Burp Scanner b Burp Ko
ol |y !y cusl gld s 500,85 (ing ) b Colh g ol JBoss O jso 4 aos o ojlal Ll 4y I3l oyl
Jle oylsie 4y) missing cookie flags XML Injection «Cross-Site Scripting SQL Injection diile glo cans Jo3 5l oS

Ol S o 1) 093 Gue asliy cll> g0 0 v oo ojlal Lot 4y I3l (pl ydoren 0 8 g (Secure g HitpOnly

Al odlds o b 03 50 g, 90
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'slo 6o L Hitp swlgs o sla atus Jloyl b > ol )5 @ (Active Scanning) paiioms (5 S gs ¥
pattern-matching b sieBige o8I Gkl (B9, b (Funly® )0 s 4 jg 5 Gly 03,5 ebowi 5 05 (oS
D55 (o DHgo sl b s olulil heuristics
Gl g b cenlgs 0 5l Burp Siugs o b, ol 5l ooliwl b 1 (Passive Scanning) padiiws w6 5y gy v
Sygo d Julo g 4550 g, ol 40 S e solitul il lo cans olulid glp a0 sla

s Jla8 g 4 5hs 5 9,05 0 Sygo (D8]

Sl S 5 Burp Scanner (g, (ol )3 45 SUS Gle3 (0 30 (g 40 (e 1L (55 LlutS Mo o g5
o odis gz el ;S5 BB 45 ol o ol b i e solicil el sls cind hiS (sl leSlll
LU ol bpaas a8l Ll 4y JolS Sledbl qilgs cod pylad g s 5l cpl s g 005 o0 colaiw] Free aseus
Sl S L Gealad (bg, wilo (g, cnl 035 (o0 ;S8 pl oilem (g, cnl g Il cnl 990 50 a5 Slaiies

S (0 Jos

MR S s R S0 |, /http://google-gruyere.appspot.com Colw g Juilgs = Sl ol sle §f9 g sl
Cins @iS el slp o 5l asle e a5 et (6l g faiie Suiel slo Lans Il g ot Aslip ol Lol

Parisa g3 Code Lab 'yl #l,b of 81 51 SO ol )55 LLs oS solatwl (o] &g 4 g Cov il slo

.Cwdd Tabriz

Y¥Eiw oy E [P d o Web Application Exploits x‘ﬂl\dilad Kahsari - XY_L, Mitad{ﬂ_phatexl_n_ﬂx}_nn x ‘

L

&« C' [} google-gruyere.appspotcom

GOUS[(’? COde Google Code University

‘ \ Web Application Exploits and Defenses

A Codelab by Bruce Leban, Muadha Bendre, and Parisa Tabriz

Want to beat the hackers at their own game?

+ Learn how hackers find security vulnerabilities!
+ Learn how hackers exploit web applications!
+ Learn how to stop them!

This codelab shows how web application vulnerabilities can be exploited and how to defend against these attacks. The best way to learn things is by doing,
penetration testing, actually exploiting a real application. Specifically, yvou'll learn the following:

+ How an application can be attacked using common web security vulnerabilities, like cross-site scripting vulnerabilities (%55) and cross-site request forg
« How to find, fix, and avoid these common vulnerabilities and other bugs that have a security impact, such as denial-of-service, information disclosure,

To get the most out of this lab, vou should have some familiarity with how a web application works (e.g., general knowledge of HTML, templates, cookies, Al

1 pattern

©oly)) sylugS e : Burp Suite dolip sloisly [ w0 |



0as 03,91 sla Jerdl 5w B b g 0uiS sanlie http:/google-gruyere.appspot.com/partl Soud Jgl o5 o 1

RV e P

S SIS Agree & Start (64, g A9, http://google-gruyere.appspot.com/start S 45 pg0 o5 0 2

CaS bl (60,5 Clus G g 00,5 S Sign Up 455 (59, 0 pow o5 40 3

s 3,19 Sign In (59, 2 59,5 ST Lyl 00,5 sloul a5 (6 0,5 Clus Clasin b p )z o5 0 e 4
b Lad 5550 5l Bigie |y (Lol slo cenlys jo galad a7 0iS g,y | Burp calax] (ol )0 oy 9
el 5o s IS 4

e w = 9 = R
BT OV @ VUV Webhppiicat. x 1 Ed Milad Kahsari x | 5 Milad (C3phal % | g3 Google Trans| X | [ Gruyere: Hom T;:m Eran Feigenbs % 1

. C | [ google-gruyere.appspot.com/957810006514/login?uid=c3phalexln&pw=fuck53love ol =
Home | My Snippets | New Snippet | Upload c3phalex1n <c3phalex1n> | Profile | Sign out

Gruyere: Home

Refresh

Most recent snippets:

Cheddar Gruyere is the cheesiest application on the web.
Mac All snippets Homepage

Brie Brie is the queen of the cheeses!!!
All snippets Homepage

2y @l ooled 355 D90 4 9S00 p9pe | Cule g Lol o5 (alln Wilgs oo Burp Siug w55 LB
Passive L Actively Scan i35 (g5, » (39,5 SIS L Site map Coond 5l ailyd oo (pmizmod S o |, Bun Colw
S Js 15T Scan
A Sl ouls (600,80 (8l 46K Burp \Kingy il oo Jlad £ Active Scanning 4aSelSin (5,8 Gl <> o
<l | Live Scanning 4535 Burp 4ol Scanner <5 ;0 «Jl> cnl b .auS™ o g, Passive o, b |y Lo aisls solos
sobed b auS” Ol 1) Use suite scope 4 38 Passive Scanning g Active Scanning  Jay Ceamdd 99 12 10 s § 09,5

Sring Glaie 4 boes (ogy (! 26,5 )18 g 0,90 caigd 0 0010 jgue Burp Proxy jl aS” Jdod cod asli p aolio
Site 5 Coomd jo |, Ban 51 aseie a3l G o] Gl 0lgr oo Lo o (yg, (ol ogdle 358 o wllas On the fly
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e alulg> b gillas 1) 595 (B0 passively scan this host b actively scan this host (g9, » S L 9 0sS Gl Map

el g gyl oo Sl ayapaay 18 gy 090 9>

burp intruder repeater window help

repeater | sequencer 'dgtuder comparer | options | alerts
| target | prowy |  spider scanner intruder
[ site map | scope
Filter'
-? http Hgncgle gruyere, appapat com ,
§ Cy502p"Tnnncan httn: linanale-  |GET 150232732250(
0/ ] http://google-gruyere.appspot.com/502327322500 HG
[Jd remove item from scope %
ii_spider this branch e
actuelyscan thi branch Lo
On passively scan this branch :Of
*#25  engagement tools ) 0
g expand branch ,g:
axnand renuested items -

o led Active scanning wizard U b &0 0 iy G Burp Suite a5 okl | active scan i g sl sl L 31

ol o T8 6an S0 lp ool s 5l G aS ols salgs

aile (0,5 g poliie 1) sl wlie glgil 5l (B0 sily (oo Lo cGlagy i, an T o8 (gl 50 1

Qg S al> o B auS S Next (59, p0 Cond (] j0 il Jadd Loy ¢ el 315 Glaal oo S

s ;0 Burp Scanner 45" Jb,8 SLL sle ahds 5 o pol)l oled cand 5l Jgoo G Al pgo a5 0 2

obod 9 00,5 jore | Cancd CB0 bl Lol Cad (pl o a0 o Gloles |y cnl oals Juld 0 ST o

sl w.‘:.Ja!.\.vS)lﬂl Ol Jsde Gml )0 feismen S Bl | i b e Bas 4 a5 JLL e alais
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Ok (555 » cenlin 6l piaT 5,8 Sl 1 ey Sl b S sl alis (oo o 1) o) 3 3950
09 ST Ghagy a8 b 0 SIS

' [ 1
B @ Active scanning wizard

Confirm items to scan M
Review the tems you have selected for scanning. Double-lick items to view full details, You can remove
indwidual items which you do not wish to scan, or go back to madiy your general filters,
. host methad| URL paramsicookies status| lenth [MIME ty. e
ttp:ffacogle-qru...[6ET 502327322500 login 02200 (3013 [HnwL [ a
http:/igoogle-gru... GET /502327322500 0ogtuid=lucale 2~ 2 200 3693 HTML | |=
hitp:/igoogle-gru.. [GET  [/502327322500) 0 2 200 3827 WML | [
:h!tp:.f,fgonglle-gru .iGET IJE“.]PHTTEZ?SHE}smppeTE.gtI 0 2 200 2099 HTML |af
ttp:foogleqru.. [GET 502327322500 snppats.qtuid., 1 2 200 3779 WTML ot | |2
http:figooglegru... GET  /502327322500ewsnippetgtl 0 2 200 (3141 HTML  fof
Mitpqoogieqru.. (GET  /S02327322500ploadatl 0 2 200 (2995 TML o
http:/igoogle-qru... GET 502327320500/editproflleqt] 10 2 200 3988 ATML o
fhrtp:.’.’g@gg_w_gru..iﬁﬂ JS02n3as00mensippet2 [0 2 02 2898 WL
hitp:fgcoglegru... (GET /502327322500 upload? o 2 0 Wz L[]
:qnnimc-nuimm IPOST fSﬂEEQTJ?ES'TJE:unIEa'dQ 22 200 12626 IHML _.b."
f3 ltam l ramave ‘ ravert
—
back | o

Burp Scanner )/)J/M L;).f.u‘u}g 3lig

4 Burp Scanner |3l ;0 jshate oy dule oo cdS o Sy 095 Ll v Slenas L 1) 6K gy Slles anly>
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Ty 50 S 0l oo auS Slawd Juld o ol oS Jles! Lol jo 1, 095 a5 ae Lewdais g 0y, Options o

Gk 3l oo Jloyl Getgla yial)y solas (0,5 (5 s (sl 438 ol ¢ URL parameter values
DS oo ,l,8 colaiul 0,90 http JSSg

Gk oo Jloyl Post sl yial,l oles (0,5 (6, Cws (gl 435 ol @ Body parameter values
DS oo )l,8 colaiul ojg0 http JSTg

69,9 s alady laic 4 s Token olod 23,5 b o (gl 435 ! @ Cookie parameter values
g oo oolaiul

$99,5 alaii lgic 4y GET/POST sl yul )l slod (28,5 Jlai o (gl 435 (] @ Parameter name
e oo oolaul

sl oo dex 3l oad Culgs o o jue bl 0,5 (6,0l gl 43S ol 5l i HTTP headers
Dg oo oolaiwl b law g o sl

S5, Burp Scanner 4.l ;s Adobe Flex jl oolaiwl b s asliy 1) &Jl> o : AMF string parameters
Lol sl as, slo sl soles 50,5 (6, ws o) Kal § 00,5 45355 |, Action Message Format (5 yiul
S (oo ol

Burp 4ol p REST Lol b oals (g5lw ooly (60,5,5 sl auliy cJl> ,o : REST-style URL parameters
0 &S |y 05l oo ooliiul la legS T g o Sldes olulids g1y Ygore a5 URL 3l i Scanner
oS

3l ool

S aely e aS 1) Ll 5l plas ja 0lg o wited oolE il Gla cans gl atws ooy e 1 pioren
Olsie 408 Jld e b Jled yLisle Checkbox (o S5 L Passive Scanning Areas g Active Scanning Area Ceowd

S (65l 4o LDAP Injection oyl Jlad e L) (logs jiog

ol LIl lawgs ol eolaiwl (sla o5 wes oo o3l Lol 4 Burp Scanner )8 35240 Options <5 ¢ yaizred

Ca€ pw Active Scanning Engine Cownd 40 O > ausS o Kiwo L, Boes o ol & X 5
S g bng J° 9T S 2P O <S) 2 1y HL9 Ry SR P R e e

RVELIP N RTS8
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s5ile scan queute 5 3l ealiil b 1) Ghagy an T adly o (o) 4 S L2ty (bogs g e o5 i

b Jgsr (nl Geizren a5 (oo A1) 1) 28 oy Jl )3 g 00 JolS sla cunlsz )0 agy Sledbl Jgao cnl oS
(Joaz ol 50 mizmen 0S8 o Al Ban 1 LS Sb5 T SO SLL adais e gl oad el sle cans sl ol
2435 B Jguzr 5| Delete items 435 DLl 5 Wil g9, 2 00,5 Conly ST L 1) 05250 sl o] il oo Lo
Pause (slo 43S Sl 5 Jazr Loz (555 52 0055 Soly SHS L) sy wnld wil oo Led cnl  odle

a5 dalol b axsL Calgie Resume Scannner b Scanner

burp Intruder repeater window help

| Intruder | repeater | sequencer | decoder | comparer | options | alerts
| target ‘ Proxy | spider ! scanner |

} - / |
| resuits | scan queue | live scanning |_c:pt|0ns |

host | path status | Issues |requests er...|insertio... |
1 hitp:/go0gle-..502327322500/login 66% C... 86 5 A
2 http://google-../502327322500/0gin 12% ¢... 32 7
3 http:/fqoogle-... 502327322500/ |50% C... 65 5
4 Ihttp:/igoogle-.. [/502327322500/snippets.gtl  [33% C., 64 5
5 http:/faooqle-../502327322500/snippets.atl  (28% ¢... 70 §
6 Ihttp://qoogle-... /502327322500inewsnippet. gtl |33% C... 60 13
7 http:[fgooale-.. /502327322500/upload.atl ~ [33% ¢... 46 5
8 Ihttp:/fa00qle-.. [(502327322500/editprofile. atl |66% ¢.., 87 5
9 hitp://google-... /502327322500/newsnippet2  133% ¢... 46 J
10 |http:/igoogle-../502327322500/upload? 66% C... 94 5
11 |nttp:/fqooale-.,502327322500/upload? waiting | .
12 |nttp:/rgoogle-..[502327322500/saveprofile  |watting | | | 3

Cring o Ol a5 ol gloy ow 4y 5l g Cot el Dloras g polin colad 0,5 Jiugs «Cal )53 LS
5555 SIS U g e Lo sl o o5 alind a5, 6K ol e 50 0 bl e o &1 oo s sl
Ol (el oals ool ioled YU pgal ;o b cmhasedy JI3 o) 0,90 Burp Scanner ;0 S92 ge results S (g3,

o dal py SLb sl alads (o oad lawy Sl slo cars olad g 00,5 Jas Burp dsl p; Site map Ceond wiilen 5

ol oole! O)L> 6)§"*‘"5" &9"0"‘ L:j‘ﬁ QJLAGAWWAWUT&BJG‘MAJ‘) <9
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I Burp Suite Professional

Burp Intruder Repeater Window Help

[Target [ Proxy I Spider I S_c_gnneﬂ ntruder I Repeater I Sequencer I Decoder IComparer I Extender I Options IAIerts 1

jRequtsI Scan queue I Live scanning I Options 1

@ http://067hd624bab7 mdseclabs.net
1./
» @ addressbook
v | admin
» @ cclookup
» 7 employess
» | fillestore
b ] labs
» @ search
b @ settings
# [ updates
» ] https://0b7bd624babT mdseclabs net

» @ 5QL injection [7]
@) Cross-site scripting (stored)
@) HTTP header injection

) Cross-site scripting (reflected)

» @) Cleartext submission of password [2]

! 05 command injection

7 LDAP injection

~ Open redirection
# ( Password field with autocomplete enabled [2]
» | Cross-domain Referer leakage [2]

[

j Advisory T Request W Response 1

0 Cross-site scripting (reflected)

Issue: Cross-site scripting (reflected)
Severity:  High

Confidence: Certain

Host: hitp://0b7bd624bab7.mdseclabs.net
Path: Isearch/11/Default.aspx

Issue detail

The value of the SearchTerm raquest parameter is copied into the HTML document as plain text
between tags. The payload 1d329<script=alert{1)</script=27a3a1b60c71d3423 was submitted in the
SearchTerm parameter. This input was echoed unmodified in the application’s response.

=

Burp Scanner _yiv g1 g L

el s OS5 als Gl g (6l advisory Ceand j0 WS SIS cols o] G gy, oz ol 4o 5]

ol 423,513 2 L5 5590 AdVisOTy Coowdd [0 35290 5oyl )l ) Ceond [0 05d oo 00ld ioles

«(Cross-Site Scripting Jls \lgic 4)ogd o (aein sl aro g4 Issue Cuond )0 : Issue

Oty g Low L1y slas o 05 1 5 1S 098 o0 iy i Sl cans Jlas (o b Ceend ol (o Severity

WS oo pasiw High L) s o0
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Yl (S o Lol ccwl 5o s b)) sl s 05U 6l el sl axs S ot Confidence 3

GBS oo 4y S cplcwl ol g alils zd (e el ars Sl g (0,5 olulid 4y BB Il (o

o (Tentative g Firm Certain) )lade aw Jold a5 o5le oo pasin |y jlpl lawgy el cans o lolis
T

S5 oo A 0I5 Sgzs Suiel ‘Q")QJ@[{FL}»}J"M&‘)Q:HOSt 4

&iS 7o Burp Scanner Gy ingr sl Aol oy 40 99290 oo oo 3l asiles go Ll ] )53 LLE iomen
Set ) olwlid ;o uis 4 dlosel las S g (Set severity) ol pelaws S ((Delete selected issues) 3uS B> 1) oo

Bebd aass odd ol vl )] 4 (confidence

Alg oo Loy sy pladl 4y Conibgo b Gy 5 ol eloi g 40528 g S dslip milie geled a5 ol (L )0

b B L 55 S5 05 sbml Ul Led 4 Burp Scanner aaliyy albdediss o S (25,5 e 955 gy
Casal b3yl g Sl 5 40325 sl o] 5ol oo a5 als o 8l 1) ouls caiST il (sla cans I HTML L XML
Sy oo Sl odle Lok s 3895 5l (I S5 ol S wcnl g ogdle oS osliiul 355 SaS we s S
Sle sl 500 5o 1y eud oy BIS OT aly (oo (S w3 STl 4 ppasis S8 Ses L1 315 O
50 0 ey 18 oolinul 550 (5 535k sle Slkas 0 glp 1, il g 0t o)y (Cughobio Jlio olsie ) (sl

ool 0ol 00ls isled el a4y (29,5 SO 50,5 sl ogmu 53

DS Ol 1y 0,5 5,158 Wl 5l aueles e aST ], ole ol oled Burp Scanner 4ol Results < ,o .1
Lasgi oal oy mlie seled jlroot asli Gl b o5 0 so0e ;0 aulyy oo Lol el )53 LLS ]
2255 (29> asbip

S o3l | Report selected issues 435 (e (sgie 5l 5 00,5 Cuwly SIS o T (65 g e 2

s> 95 B oLl oy Leds aS 048 oo 3L Burp Scanner reporting wizard pb b oso 0,00 G a8 (pl jo 3
screen- Lol s £33 ol el G135 3,5 B 35 Dl IS gl o 0y 35 n olaal, 5155
595 s XML g printer-friendly HTML driendly HTML

Sl eolod il sl JLoe plsie 0S5l (Bl 1) 5155 Sl alg oo lad cgun o5 50 4
23,5 sleol JolS™ 5,155 G b a1y e checkbox  calod S 0oy () 50 0uiles o iugs

s ol dude Jlows LT 1)1 g I35 36 Hitp slo el ¢ o cwlgs o 51 28,5 snapshot &gl a5 5
iz |y ok sle checkbox (S5 CewdlS jshit
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aad oS sl gle ans £43 090 oo 00ld ojl| Lol 45 Burp Scanner report wizard Ceowd [0 g5 0 6
oaseia |y (Bog3 L de sla cand g8 aSL! 5l ey 0SSl ) Wigd eols J1E 5158 s la T gl
S SIS Next (55, 52 CanedlS 25 L

6 5 08 SIS Save fle (55, 52 sl i |y 313 S o au s 5 Lo 3Tl ye o ol o 7
S Ol aysle 033 Ll jo 1) (5155 wealss e a8 (e s 9 9035 950 1) (U355 e
Himl B L 1y (5155 ams agalss oo STl plaie 4. 08 ol o] B oljen 4 1) L ol s
WS SIS Save (g5, g BurpResMilad.htm] oS SGU & a0 (pds 0iS 0,053

L ‘9" & o L L= O )| u*’)‘)f LRS VY Sy Sl 9 YL ‘)‘“ Pl"" )‘ o
a3 g anlllae 3550 15 (0158 9 0iS 5L S 950 50 1 (1 )5 Bl (59, p oS SIS

Burp intruder b Hos> 6)’Lw )UQP EP)LQ-? ‘55)_,9

a2 oo o5l Led a4 Lol ol ade Jlaws sl o ans Sogs olulil (gl Burp Scanner |yl ax> 31
Casal (Sl ol 650l (b o (Jb ol b oS g5l (cblhw wanly> o 5o sly 1) ales (Vector) slagS!
OLBan (59, » oS Cuils aalss Uil g0 5T wales Caws 4y (B8 wad Ll ol ool o)l50 ooy o sl sl
s 29 JU @la)lpl el slo Sdug w250 a0 )0 e 1) S5 ol b paizmen adly adls LW S
Cod g asliy JolS Cosnl Sb5,l gl 09d oo Arogl dien [ s g o gl aeli ol Sb5Hl e
gy Al o Bl b gl ooliiul [ogs gl il 5l cols Ll )l 5o 59,5 plol )5 cpl (flws & 50 4 g

D525 8 oy D550 Asliyy o8 (Swd Djgo el Sl 1 iy liebl (gl 5053 sla Sl eolanul b

b Bua o S¢S GET/POST (sla ol )l) (69,9 bl dar 10,5 sy p Joli g Cov asl p SO sl b3

el s Sy alolid gl b el o T a5 el anTd (al ) a5 050 (o Al sl Sl oljem 4 (o
Bad 050 Colw g 3l SLL adail G oS s S Lol STl lgie 40,5 o )18 sy 0550 o>
aor sl 555 olyed 4 atwgy la culgs o 5l ol Slolis glp Wb sl o SQL el cans sl L
Slibae ol S oolis bl o (sl (g (st Shiel 3l S ol 4 s S et S Mn) (sl
3,18 592 Burp Intruder sl U (s,l5! Burp Suite dali 5 ;o ailizeiigs Lol wo)lo (6003 ploxil (gl (g s loj 4 LS

Do pll e sl (g9game yloj e jo |y an T8 ol SYU Jls s s b &l 0 a5

5 asiles oo el ol 4ol ol (9,0 A4 g Canle 10 G 9,5 8l Jells Burp Intruder | eolaiul o5 o4l

Jloyl Sl ol g asl 10 09250 i (g5 3l oolatl L 1) ol 5o g Cowlss 1o Burp Suite slo Coand  solod
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200 SlS cwl, b (Solw 4 alg oo S history <5 0 b Cawlg> 10 0,5 1900 4 £4,5 Lo ST Dlie LS
4 2L Burp 4wl s intruder <5 .S Jlo,lintruder |yl 4 1, o] send to intruder 435 sl g ol piu] S (54,
21l as col 5 alem 2l 58 Sl Gl gan Sy 6l o8 ez ol 2 ] 5o ()6 S5, @ ey

.O‘Q M‘? )‘)3 o 0)5.0 )J)

Lot PILLRF A MW YWY D LT | ]
16 hitp:/iwww.shabg| Nitpwww shabgard.orgh.ack-dominator-pro&goto=newpost ]
17 hitp:ffwww.shabg| Remove from scope ]
18 hitpsiwww.shabg| Spiderfrom here B
19 httphwwghﬂbg E:_:: an active scan . J
20 hitpAishabgard ol g 4 pacsive scans o ' N
21 httpdiwww.shabgl sengto Intruder cti+l |
22 http:/fwww.shabg Send to Repeater Ctrl+R J
23 hiltp:fiwww.google L]

TK Send to Sequencer
- Send to Comparer (request)

J Original request | Auto] Sendto Comparer (response)
Show response in browser

J R’HWT s THEHC Request in browser |
SET /forumws/showth Epgagement tools [Pro version only] B [OF
Iost: www.shabgard: : =

Jser—Agent: Mozilll SNOW new history window x/

locept: text/html,| Add comment
lccept-Language: = Highlight >
locept-Encoding: o

VT Fmrmam s e tame S e

Delete item

Burp Intruder & Cew/ss ;0 SO (93,5 3,/9

Sud (o )y

5 il a1y ol o8 )0 g Baa bie wyol 0l oo Les il 4o cayg p Target 5 & Burp Intruder I3l ;o
Iy ol Slgioa o,bgs Lagd auly o lodd 4l ;0 s S e 00,5 29 4 ks <5 opl o V> i,
g R dm oS g WS (o)
a8 doz 5 dglo 4 o2 Payloady CoxBge 4 Position Coawd cpl o 1 g0l (6 lugS OV codimn ¢
dalS Lol 5| o 4nlS (sl @ Ailg o A g g Lz it ) 5 (ad 4o STl ol b e
DS solal o wodSS]

o> CuxBgo g £¢5 (G S
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Sl 3 a,ls alex (sl CanlyS o oS SG i a5 ol jod @y S5l CuaBge (03,57 LUl 4y s L positions <5 )
o Jlo 5 4 5 oo i |y o (S5 5 o el oalad Jaie JS055 50 & Burp Intruder 3] (5,5 iy
W)l Jle flgie 408 g5l dhlaw 550sS sle Camdge 0,5 Bl g 0,5 adlal L ) ales> wily o0
oS Gl GET cewlsm j0 il gl wiled (oo 4598 puicn
4 09l GET il )l G Jols J8las 45" 0sS o lg Burp Intruder (9,8 4 Burp Proxy jl 1, g Canles 0 G 1
I, send to intruder 4535 e (sore 5l g 00,5 Cewl, SIS WLl SO (53, g CancdlS IS ol alal jglaie
Canlgz 0 Sad 51 ol o L Google Gruyere g pdy oo dli 5l solatul ple Mo ausS s
el (endpoint) SLL aais yles ST 51 jglate .a.aS eolatul asli 4 Login
alis sl yol )b solod B asS SCIS clear 4aS's (59, ,» Burp Intruder )3l positions 5 ;0 098 p5 )0 e 2
gl g, ead (6,105 ailas cl> ) eas (6,108
(Jlo plgre ) sy S13 UM )0 pelil jlade ST (gl 513 ) 093 sles (e Coxdse cpgm o5 0 3
SST b ub LeslSse GET /<Your Gruyere Instance ID>/ login?uid=c3phalexIn&pw=milad g, 4 9, w 3 ,
S BUCCT
WS SlSadd 55y 2 e 4
Slde b S SIS add (59, 2 0)bgd g ey )8 el )b Jlade SIS cp 3 jlam 1) Ll 3168 50 5
o 9 by ok (595 5 SS90 b wiles oo e g, ol odle cpizman 09 Ll sl ]
S ol 1) (Tadd (59, 2 9,5 SLS
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G L

Target | Positions TF‘ayloads TDptions ]

|| Payload Positions

Configure the positions where payloads will be inserted into the base request. The altack type
determines the way in which payloads are assigned to payload positions - see help for full details.

Altack type: | Sniper v|
GET /J77EZBZZ218134/ login?uid=SciphalexlnScpw=milacd & Add § W
HTTE/ 1.1 -
Host: google—gruyere.appspot.com ———
Mozilla/5.0 (iPhone; U; CPU like Mac OS5 ¥: en) Clear§ |

AppleWebKEit/4hI0+ (KHTHML, like Gecko) WVersion/3.0

Mokile/1C25 Safari/419.3 Auto &

Accept: 5
text/html, application/xhtml+xml, applicaction/xml;cg=0.9, * Refresh |
f*rc=0.8

Aocept—-Lancuage: =n—-US, en:q=0.5

Aocept—Encoding: gzip, deflate

Referer:
http://google—gruyere. appspot.com/ 77282218134/ login?ui
d=c3phalexlnepw=fucks53 lowve

Cookie: GRUYERE ID=775Z82218134

Connection: keep—aliwve

Burp Scanner y0 oyl g/ jddo Cordgo b/

SS ol |y sl SoS molie g GET/POST sla il )l colod auto aeS's (g5, 50,5
By ,35 9 5 (seke ool Ly pgatie dlax £95 G cnl p3Y yioren Lo Burp Intruder |3l positions .5 o
Langi oo il Comdge a5 WS oy pa5 | Burp Intruder 3l colaiul 0,90 SlicST by, Olendas ol oS
slolis o) Uas oy 5eS Burp Intruder 4ol cow,S3 (LLS 0S8 o 50 ales ogase slo 0gly L) Ll
2,10 SQL el sl caxs
s S olulid glply b ogly Jglate IS <SG a4 Ll 5l plaS 1o aS 0gd o alo £45 o Sl 9 5L (59
Y PR TS o au3S ke ol .._\;.mosa)l).'éaou;:ml 3,90 Gw.,al
O dex i Laa) o)l 4 a5 ol 05,5 solatul Hlews Cumdge aadS 5l oo ;50 1 6Ll (6 lutS ODheo o g3
AS Sy e aulgl UBaagsl il cds aiSS ol pused 4 1 il Bde pf Las ¢ S oS
S ogly 3l Candd SO Ly ool lll s CaxBgo (olod) 1355 o0 00 ) Caand jo (U lsie 4
s aseis ez 10 a5 Gl (ol Camdan 5l oaty Hglaie (o (pl 10 (WS 0 (w0 9L 00l Ay p2T e
Sade sl 4 (@S Jlo)l je e 4 |, Guser=milad ale) el )l SO lade aSyl gl 4 Lo SQL sl sl
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o oolatul (1=1— wile ihais slacl b € issS SO aiile) sols sl slo S 5imilad aelS” o il )l
L OIERVICH FERV IR PR -l O SR KUSKH PRV PEV NN WP RO U d | N FUIDUWE S SR PEL S
0 Ol el G ya oy Sl ales la SISl e SO L ool el sl il polie coled) 95 e

ol olulid sla o8l ogly 51 g el )l Jlade (omBge 5l oninn g jalkate a5 oy jlows 355 (28 4 [ (A0S

bl slo conBge ooled Burp aol p o olwlis dlom> g45 o) 51 oolazwl 2 (Sniper) WSy g3lwdl s

oy ogly soles ain 38 nlJas ;0 .08 o 30l ool iy ya i 5l sleogly 5l il LT enlds

oled 923 (0 02l Lod @ alox 95 (ol eizmen WIS (0 (opp o CanBse aleS sl 6500 I
ey e |y e culgsyo Lol polie g o sgly LS 5

Request Position Payload

#a1 1 ltem_ 1 List 23
#2 h | ltem_2_List_1
#3 2 ltem_21 List_ 2
#a 2 Htem_2 List_1

S5 )“ @LJ‘ alo> &y CJ%‘ .Cewl sniper QS:L...»L.M.» alo> &y wliv o> &y Q—.’.‘ : (battering ram) ugf)o 2
oSl ol alie gl asly b alie by slo Conbse alos wdls ol 45 S oo oolitl sekyy Cens

Ngl (oo

Request Position Payload
#1 1,2 ltem_1_List_1
#2 1,2 ltem_2_List_1

Seko Cancd 90 5l in b 9o 5| Burp Intruder Iyl o olulils dos> g45 ol jo : (pitchfork) a5l gd o3 3

e Coxdgo Burp «)|,S5 sl (b jo hg, ol j0auS e ool ool adiive sl CuaBge olowi b gillas

35 35 3m S5kay ool 5 Al 35 0l Ko 5ot &1 S (oo 55alr ) s Sl o
S o oolaiwl Couxdae sl (gl ]
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Request Position Payload

#1 5 e ltem_1_List_1, ltem_1_List_2

#2 1.2 ltem_2_List 1, ltem_2_List_2

L ogky 3l Cand cpaiz gy ol jo .l pitchfork o5 aslive 435 (] ¢ (cluster bomb) (gl Ak oy 4

OloS 5 oled Burp Intruder «2Jl> ol 1o ¢l 12 450505 (o )38 colainl 090 gl cans BlasST 6l 5

S o ), ] ySae
Request Position Payload

#1 = () ltem_1 List 1, ltem_1 List_ 2

#H= s W | ltem_2_List 1, ltem_1_List >

#3 12 ltem_21_List_a, tem_2_Llist_>

#in [ ltem_2_Llist_1, tem_2_Llist_2

L ool (G Sy

(Payload)sgly <o )0 .0gd (i pai a5 Cunl 5Ls aogly (380 £45 iy, o £55 g b CoBgo  soled Ll 3l am
Cowl 53 LS oren el S Lo gl b 0ol ooyl Cnnd G 25 Burp Intruder Sl 50 0szge
G L des b o @ o Lil alom sl gl 5l Lxil o GLS cniis g a5 &S 05 585 o,bgo |, aiSS 1l L]
A38,5 = Wl Y Qi @L»L.w Cge Mg B, pdy Wi poll SO e Flas o)l G;.L:o EVo Lg,)L..c
S Oelol 3l ails (oo Lok jslaie aoy a5 510 3ok e Sl i 4 5L DDes Sl (Bl 5SS pslailen
Oz S eolainl olulid alas )0 oolatul 090 sely olowi (s ,5, (51, Payload Set Cuand ;0 95290 (594 5L
o 3 25 50 Wil 5l (B aF wsle pamial) oshy g5 ailsi (oo Lol (sa5d 53 3l 5550 5o
e LSS olelils o oS5l cand G Wilgs o )8 iy 35 ol 5l oolaisl b ¢ Simple list 1
L oS .b)‘j Comed S 4SS (_gl.?r.g ..\...:‘5.' = Loy BTV &S o)|5 Burp Intruder )l}g‘ & (.tXt)‘s?)L&
e slnl 4 e Ojgo a0 1) Ll Add 4aS's (55, 4 5; kb 5o 5 se alex slagSl 05 5 )l
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7| Payload Sets

You can define one or more payload sets. The number of payload sets depends on the altack type
defined in the Positions tab. Various payload types are available for each payload set, and each
payload type can be customized in different ways.

Payload set: L 1 | 'r-] Payload count: 7

Payload type: [ Simple list i'J Request count: 21

Payload Options [Simple list]

8

This payload type lets you configure a simple list of strings that are used as payloads.

Paste
Load ... 1=1—

= 0o=1—
 d
Remove ar=or
as

Clear dad

Add

Add from list ... [Pro version only]

SOy s |y olael JS0g> & g0 4 Burp Intruder Il wlael 5l cand G5l oolatn! L @ Numbers
5 bl 5 Ol sas ol S S €3S ol eolitid 5 s S ol ol (05,5
S iy e ]y 43S cnl e o5 Sl rioren

7| Payload Sets

You can define one or more payload sets. The number of payload sets depends
defined in the Positions tab. Warious payload types are available for each paylos
payvload type can be customized in different ways.

FPayload set: L | | "_J Payload count: 50

Payload type: | Mumbers |-J Request count: 150

2| Payload Options [Numbers]

This payload type generates numeric payloads within a given range and in a sp

(= Sequential _ ) Random

Step: |2|

How many:

S0 O g0 4 7o, LB L osly G aos oo ojl|Burp Intruder )3l sy 557 ol 5l oslaswl b : Dates

S adgs patie pley SO U B8 S s)lke b

©oly)) sylugS e : Burp Suite dolip sloisly



Payload Sets

®

You can define one or more payload sets. The number of payload sets depends on the alta
defined in the Positions tab. Various payload types are available for each payload set, and ¢
payload type can be customized in different ways.

Payload set: [‘I |'l'J Payload count. 7,191

Payload type: [Dates |.'J Request count; 21,573

(2] Payload Options [Dates]

This payload type generates date payloads within a given range and in a specified format.

From: |4 May |=| | 1994

To: 9 January |®| 2014

Step: 1 Days |

Format (@ 119414 [

) |E dd.MM.yyy
Example: 1/8M14

Oloplas Coond 4 Lol a5 ol 2SS 51 wSlgs o Burp Intruder I3l iy 55 o1 UGl L @ Bruteforcer 4

[3] Payload Sets

You can define one or more payload sets. The number of payload sets depenc
in the Positions tab. Various payload types are available for each payload set, :
be customized in different ways.

Payload set: [1 |TJ Payload count. 305,171,875

Payload type: [Elrute forcer |'] Request count: 915 515,625

(2] Payload Options [Brute forcer]

This payload type generates payloads of specified lengths that contain all perr
character set.

Character set. | abcde

Min length: B

Maxlength: | 12]

oS 0l SQL ciisl slo cans gl ololis o oS5l cand G cwed ! s S0 sl S b s
IRVEL Y PR P RN oo)ﬂ sl p5 jshate oy

6ol S3lugS o : Burp Suite doliyp gloily 0 |



ConBgo ;0 oolaiul 090 slo 0gly Slass o] jo a5 ol 3L (g9iw (ydgl 5l burp intruder I3l payloads 5 o .1
Simplel; 55ly £95 (o055 55 5k S5 5l 5 03,5 35 1, S das 958 (oo LAt Lol Lawgi oals Sl slo
AsS olses! list

» 900, 3l 1y 0en Jai 0500 olulid (b 35ly) slasSIl Payload Options Coand gy (ymly Ceond o 2
S5 oS adlsl Intruder 4y 2555 S Sy g9,8 Sl Sl (o0 Lol (Jlie (g 0SS5 Add s
el 3925 40 g a8 wl (0 SQL el (sl cand Lol (6l oaliul 550 i) o izl (pdidsS
O9h (o0 enlind ;o 4ddy

aly ol as, olail 4y 31 yiomen 020 dalol awles 0 aS o> Ul b ad, o5 ddlal J> 24y 3
Sl 5 Jso 5l ol 00,5 Sl b sy (oo (Sole 4 S Sos il wtulss wa a8 w8 0 ls 3

WSS Bl Cndd 5l ] Delete 4SS (59, 2 50,5

[2]| Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

Paste |
Load .. | AL
"OR™M="1

Remaove | o
Clear |

Add from list ... [Proversion only]

4 Burp Intruder I3l ¢ 5,8 i &Jl> 40 008 da>45 Payload Encoding Ceewnd 4 payloads <5 ol )0 pioren
Jle Glais 4 . 0iS o0 (6,50, Url jo |y Caad (] cie b8 j0 o0l (adeio b 2S5 soled S095 & 50
Ohee K, (pl a5 wles oo lads STl bl aalgs 301> 277, lade L URL o yiudsS SO SIS

QS BAs Caand ) g a8 5l logs el ke oS A Ce Bl 5 LSS
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m

sz Payload

ncoding

-

This selting can be used to URL-encode selected characters within the final payload, for safe
transmission within HTTF requests.

[] URL-encode these characters: | f=<=7+8""

Burp Intruder ‘;L@‘ ,5l-° M)f

Jb a4 ail il o, So Gl o)l o an T Wl a4l ol 0,5 den LIl SO Burp Intruder )l

Ol 408 S ol aws oo dll et 4 o a5 plas ol Ty ooled U oS o ped jlows o> Wb Lo

Sl asein 1) Il lawgs solaiwl 050 (sla o 5 slawi oilei o Lol Burp Intruder I3l Options i o ¢ Jlo

o Lo g ge 43S ol 5l oolaiul b .cowl Grep Ceownd Burp Intruder ;o o¢2 g0 > Ololas 51 o S

s Jloyl slo canlys o 4 j95m sla gal 5o 1) sl Jlpl a5 wy5le pasein 1) oalate la ojlie b ans; alys

7| Grep - Match

RUVW) B VY P PO SO wl sl

[ These seltings can be usedto flag result iterms containing specified expressions.

Cane] Flag result items with responses matching these expressions:

FPaste i

Load ...

error [
exception

| inegal

| invalid |

Remowve |
Clear

| Tail

stack
access
directory R |

fatslal

Match type: (=)
L=

TEM SIS ST

i

Simple string

Regex

.| Tase sensitive match
[E Exclude HTTP headers

Aoz S ol

S92 50 2Yb oke 3l Hekaie oy ey plwl Ao G 0ilgi (oo Lo cnl sal (a0 Sy (S0 A 1 den S YL

la! Burp a4l s cais 53l (69, p S 51 o .ausS S start attack (g9, » 9 Jug, Intruder gie 4 lol Burp o

S oo abox plowl 4 29,5 9 05,5 b0y S e 80 (o0 el Jlaia S g 03,5 oy ) b g0 Sy
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= B
E Intruder attack 2 tEilE;J!!E;!d

Altack Save Columns
J Results T Target T Fositions T Fayloads T Cptions ]
| Filter: Showing all items | 7?
| Reguest 4 | Position | Payload | Btatus | Error | Timeout | Length | Comment
o 200 [=] [=] 2823 baseline request
1 1 200 = = 2823
5 1 E | 200 =] =] 2823
3 E! — 200 [=] = 2523
4 k| OR 1"="1 200 (] (] 2523
5 & . 200 = =] 2823
6 2 200 = = 2823
T 2 — 200 &= = 2823
g 2 OR 1= 200 J J 2823
<] 3 J 200 = =) 2823
10 3 5 200 = = 2823
11 3 — 200 = = 2823
1z 3 "OR 1= 200 =] =) 2823
_[ Reguest T Response ]
_[ Raw T Params T Headers Hex
GET /7762022181347 login?uid=%3a’ apw=milacd HTTF/S 1.1 l{
Host: google—gruyvere.appsSpot.com

Mozilla/5.0 (iPhone; U: CPU like Mac O35 X: en) AppleWebHit/4hIZO0o+ (KHTHML, like Gecko) Wersion/3 .0
Mokile/1C25 Safari/419.3

Accept: text/html,application/xhtml+xml, application/xml;g=0.9,*/*:g=0.8

Accept-Language: en-US,en:qg=0.5

Accept—-Encoding: gzip, deflate

Referer: http:/ google—-gruyere.appspot.com/ 776282218134/ login?Puid=c3phalexln&pw=fucks3 lowve

Cookis: GRUYERE ID=77EZEBIZ18134

Connection: close v

i d = T T Trpe 3 search ferm 0 matches

Finished [ —]

sl an S (les walip cpl GO aseas dl ails ax g aSS pl a4 i goled] (6 sluS SMo ot o9
el game e oo G (610 anli ! K] A 10 5 e Ao 3l g 098 ced Jeli T dalipy j0 D0 a8 iy
Gl .0 oaalive results table o ey ;o 1) alos 2Ll auilyy oo ol calos ploxl b o ccanl (S LS > 00l
. 5Fewly Lo g fewly Http Coxdg coads oolaiwl ol equest ID alox 5l Jglaie Jglom Burp ol pp (g00,S0 L
WS 0 g s 1) Jolao ol coles Dlgizes wilsd co Lol (yuiomen ol walgs Las )L g

Ao 4 )00 (S Lol (IO 5 o 4 Ml el slo ans a5 gLl (55 lusS 9o o g3
S Gl o Slss Bl 8955 a5 degd vyt S g Cod e sl Cuel Sb)l 4 gt A
Condg Solad g o3l 4y dlad (fgbge (pl b dlinl L auS oS el s S ololids 4 wilgs o Cawlgs )0
S 0,5 oleld o lods aygrep Sig 3l oolatul fyioren 0uS C85 g sl Cuwlg> o oled 4 Hitp slo uly
.opé\s%&x@@)wwwﬁbbf%szlp)oa\q;,gu)oafb

Burp Repeater b &g (gl Cawlgs 30 48,5 41,55 g (40,5 sbow | juudi oy S 39

A wenS el Oglate sla sgly b Cunlgsyo pais (S055 O jgo 4 dsSs 120,5 cdsline Lo (8 Ceend (o
aht S A aS ol laebl aales o b wlos,S aiS skl ars S T bed a5 (Shals o Jl>

©oly)) sylugS e : Burp Suite dolip sloisly [ s |



trial-and-error (g, (! .08 IS0 b cpais Galiie ales sl UL 1) g canlss 10 SOl el aul SLL

ol doils Ay 5 o 4 aS 090 (o0 00l

iz g ools o | Hitp Cuwlgs )0 SO (sl ai> colad 020 0 ojl>] Lol 45 Burp Repeater |3l taslize lg>

a1y o e sie 5l ooliiul b 5 05,5 bl 1) g ol po oy oyl ConadlS jslaie aay oS Jluyl 1, 0T b

IVEL RN RO SRV T ‘alf Jb o a0 o)ly Il ol

g% Jlw I Burp Repeater |5l 4 ol a5 )50 Cawlgs 0 U ausS ol 1 send to repeater

Iy 095 ouls bl cslgs 1o JulS lgizs 0,oety () jo Wb Lol .0y g Burp Repeater |3l 4y ¢pg0 o5 0 2

Mozilla/S.0
like Gecko)

Connection:

Host: google-gruyere.appspot.com

Aocept: text/html,application/xhtml+4xml, application/xml;q=0.9, */*;q=0.8
Aecept-Language: en-US,en;q=0.5
Adecept—Encoding: gzip, deflate

lLJ L_;J lLJ l;l || | 0 matches

Intruder Repeater | Sequencer | Ciecoder | Comparer | Options | Alerts |
1 0 [
Go Cancel Target: http:i/google-gruyere.appspot.com [f] [1]
Request
JR&WTF’aramsTHeaders THex]
GET /77628I21B134/login?uid=c3phalexln&pw=milad HTTF/Ll.1 A
-

(iPhones; U; CPU like Mac OS5 ¥; en) AppleWehEit/4hZ0+ (KHTHL,
Version/3.0 Mobile/lCZ5 Safari/419.3

keep-alive

=
L

b Oy amaay jots aeplss (o0 a5 1) CunlsSys sla i Sl S e Wl oo Lol tpgm 5 0 3

request o ,5x ;0 CewdS jolaie 1Oy ey s POST & |y GET Casles 10 G Caand ol 5o 0y I35

A4S ol | change request method iy 35 s 5 03,5 Cewl, SIS
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Mobile/lC2Z5 Safarif4l9.3
cation/xhtml+xml, application/=ml; q=0.9, */ *:q=0.8
en:qg=0.5

deflate
Send to Spider
Do an active scan
Send to Intruder Cirl+l
Send to Repeater Ctri+R

Send to Sequencer
Send to Comparer
Send to Decoder

Request in browser [ L

Engagement tools [Pro version only] > =
EEEREAG  Changercauesimetiod  EEEEEES

Change body encoding
Copy URL
Copy to file
Paste from file
Save item [a

ool Url ailsy LL o &debug=true 4, b ol ol G awaw ojl>] uen 4

J Raw T Params T Headers Hex

GET /77EZBI218134/login?uid=c3phalexln&pw=milad&debug=truse HTTPS 1.1
Host: google-gruyere.appspot.com

Mozillas5.0 (iPhone; U; CPU like Mac OS X; en) AppleWebKit/4hZOD+ (KHTML,
like Gecko) Version/3.0 Mobile/1lCZ5 Safaris419.3

Aocept: text/html, application/xhtml+xml, application/xml; gq=0.9, */ *:q=0_2
Aoceprt—-Language: =en-US,en:qg=0.5

Accept—Encoding: gzip, deflate

Connection: keep—alive

45,08 Burp Repeater |l ol adl aix 51 ey 090 Jlo )l cnlgs 0 U oS S5 go (g9, o0l ;o 5
o1 el B Glgize auly oo bods ¢ Jgaro <l o 0l Lo Lol cslss 1o a5 muly cols ioles
HTML oS o ,an g o el )l oiles oo ;S50 sld i )0 puizred S cdslice Raw 5 ;o Response Cooud

AS oaalin 1) lidas Cule g s render Coond 5l alyy oo S g 0iS cdwline | Bun g doan

Response

J Raw T Headers I Hex I HTML I Render }

HTTP/1.1 200 OK I
Cache-Control: no-cache

Content-type: text/html

Pragmea: no-cache

K-X35-Protection: O

Expires: Fri, 0l Jan 1950 00:00:00 GMT
Vary: Accept-Encoding

Date: Thu, 09 Jan 2014 18:14:59 GNT
Server: Google Frontend
Alternate-Protocol: B0:quic
Content-Length: 2542

<!DOCTYPE HIML PUBLIC "-//W3C//DTD HIML 4.01 Transitional//EN">
<!-- Copyeight 2010 Google Inc. -->

<html>

<head>

<titlexGruyere: Login</title>

<stylex

/* Copyright 2010 Google Inc. *f
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sy Calss y5 & suis &y gewly pls b gizo

Response

Raw | Headers | Hex HTMLTRende(]

Home Signin | Signup

Gruyere: Login

Invalid user name or
password.

S HIML dxdo b gizo

Response

Raw Headers T Hex T HTKML T Render ]

| WMalue
. 200 Ok
... no-cache
. text/htmil
no-cache
o
. Fri, 01 Jan 1990 000000 GMT
. Accept-Encoding
- Thu, 09 Jan 2014 18:14:59 GMT
Soogle Frontend
... BO-guic
. 2542

T,y cewlss 0 w ol Ul,) gl sl i

Response

Raw T Headers THex_T HTML TRender ]

B N = R o O = o Y R | Y A 4 A B

- o

48 54 B4 5O 2f 31 2e 31 20 32 30 30 20 4f 4b 0Od HTTPM.1200 OK
0Da 43 61 63 68 65 2d 43 6f Be 74 72 6f 6Bc 3a 20 Cache-Control:
Ge 6f 2d 63 61 63 68 65 O0d Oa 43 6f 6Ge 74 65 6Ge no-cacheConten
74 2d 74 79 TF0 65 3a 20 74 B5 T8 T4 2f 68 T4 6d tiype:texthtm

Gc 0d 0a 50 72 61 67 6d 61 3a 20 Ge 6f 2d 63 61 [|Pragma:no-ca
63 68 65 0d 0a 58 2d 58 53 53 2d 50 72 6f T4 65 cheX-XS5-Prote
53 74 69 &f 6Ge 3a 20 30 0d 0Oa 45 78 70 69 72 65 ction: OExpire

73 3a 20 46 72 68 2c 20 30 31 20 4a 61 6e 20 31 s:Fri,01Jan1
39 38 30 20 30 30 3a 30 30 3a 30 30 20 47 4d 54 990 00:00:00 GMT
0d Oa &6 61 72 79 3a 20 41 B3 63 65 70 74 2d 45 Vary: Accept-E

6e 63 &f 64 69 6Ge 67 O0d 0a 44 61 74 65 2a 20 54 ncodingDate: T
68 ¥5 2c 20 30 39 20 4a 61 Be 20 32 30 31 34 20 hu 09Jan2014
31 38 3a 31 34 3a 35 39 20 47 4d 54 0d 0a 53 65 18:14:580 GMTSe
72 76 65 72 3a 20 47 6f 6f 67 Gc 65 20 46 72 6f nver Google Fro
Ge 74 65 6G6e 64 0d Da 41 Gc 74 65 72 6Be 61 74 65 ntendAlternate
2d 50 72 6f T4 Bf 63 6f Gc 3a 20 38 30 2a 71 75 -Protocol: 80:qu
69 63 0d 0Da 43 6 6Ge 74 65 Be 74 2d 4c 65 6Be 67 icContent-Leng
74 B8 3a 20 32 35 34 32 0d Oa 0d 0a 3c 21 44 4f th: 2542<1D0O

SloscwoluKa CJB jo cawlss o & ol U,/ prwl b gixo
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ol (69,05 Jls g duie il SO Ledly gl Lol el oolus oolal 358 15l G Burp Intruder )|l o, oo ylai 4y 4> )3

AaS sdalin |y ol j0 09z g0 sl ‘;J:g ] Al O IS SIS repeater (5950 (59, p Lo )31

E  Zurp Suite Free Edition v1.5

Burp IntruderWindnw Help

Targl ¥ Update Content-Length Spider T '

+ Unpack gzip / deflate —_— Op
Follow redirections » ® Never —
Frocess cookies in redirections () On-site only
] Action ® | In-scope only
Go | cancel [;J : 1 Always le_gruyere.ap

ald 048 oo 00l ojl>l update Content-Length 435 checkbox (05 b Yb pgai ;o ool ool jioled slo aiy33 5o
Cwlgs 18 o5lail JS095 & y90 4 Burp Intruder |5l ¢ g, cpl )0 050 Sloy 59, 4 Ly & a0 a4 Hitp Cowles o j00
WS oo dwlone JLo )l 51 LS 1y ol ool s slo

Ll slo b aes ol |, s o9 sla Fewly Burp repeater |l ans oo ol follow redirects 435 0,5 Gl
45y 35 checkbox ol b .aws isles |) Lol axas g oS JLss 1) (302 Redirect status code) b pus podd dod
@ rh Ol Al yus i by el 0 alds sla STe 4 Slles 0,5 adlsl pprocess cookies in redirects
g

Jle flgie 40020 pb s 9 Bdo bl 1) ol (o (Gwd Oy 4 s o0 ojl>| Burp Repeater |3l (Ll o
o 39,5 ol b asilys co S ool ] 6l CoghenST S a5 aiulys 5 00,5 2aS el cans SO Lo S

S oz 09290 sla 5 (gile 51T, T o T b b b S5 pols g waz o

L o Cross-Site Request Forgery (CSRF) ol sl axs 0,5 Judow g ajow Jl> j0 Ll ST uen

a5 0,5 bl 5 b ko Baa cwlsd 10 (59, 5 9,5 SIS Canl) b ailed e il o dxwgi | XSS OMes>
& Sy onl A0S oy POC o sl cans ] (sl ailss o engagement tools Ceswd ;| generates CSRF PoC
ol ol 53 L andl sl s Bas gy o] 618 45 0iS sl HTML amio S aos o o5l Lo

,l0 5925 aoliy cpl Pro aeus ;o S

Burp Sequencer b 4ol yy gl o0l ééha.a 00 o g 4y ¢ ity 55)95
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sle S99 canis gl (So5 alox laclp ool oo i o eolo b ass o ojl>l Lels 4 Burp Sequencer |3l

DS o 5 00,5 (550 ge 1) o ssls Solw a4y ans e ojlxl et au I3l ol oS o 9 452 | anti-CSRE
o2 lis aBly laore SO ol Il ple )8 0 S J e a

.39 »» https://www.packtpub.com/login d>a.s 45 Burp Proxy (gaio,Su 5l o 1

5! o 0SSl y SIS T (g5, g 00,5 el | login Cewlgs jo wiu] Burp Proxy )yl history <5 0 2
A4S bl | send to intruder 435 e (Sge

Cuwlgs 10 G a5 o «0uiS o,lg Burp Sequencer 4 | Cowlgs 0 G Cuidgo b puidles J8 al> 0 oo 3
ls Jlnl ol 4l o5 lo Cslgz 0 a5l Gy oS (5lil ol 1y Sl cnl el o oS S )ls T e
ol 5 el S8 LLs .osS samline Select Live Capture Request Coomd ;0 |y Lo cwlgs 1o T aob 00,8
Sl bgd oo bl Yl lawgd (0,8 i Sl j0 AT (00,5 o)lg Il pl 4 CanlgS o S Lo o

LT bl a4 b oS SIS 3 69y p sl sais ol ST >

2| Select Live Captur

(i 1]

&
s1

[11]

Requ

Send requests here from other tools to configure a live capture. Select the request to use, configure the other opti
click "Start live capture”.

| Remove | |# 4| Host | Request

— |1 hitp:figoogle-gruvere. appsp...  GET /F76282218134/ogin HTTPM.1Hos ...

| Clear | 2 hitpifgooale-gruyere appsp...  GET favicon.ico HTTPM 1Host: google-g...
3 _r_]}_tE_;{{glqgg_lF:—_g[p_yj?_r_e._z_uggs_g_.:__ GET /F76282218134/login HTTRM.1Hos... >
4 E.W.F_’?3.’!"!':’!‘!."!"5’.-&?!?5@_‘_@;?2?1_' GET flogin HTTP/M. 1Host: www.packipub...

[ Start live capture J

559 elwls g a5 cuwl 5L Live Capture 5 ,o Token Location Within Response Coowwd )3 oo 4
9,5 |y ey 1,8 Lo 0550 oo aSl)] ewly amio (9,0 1) Ll pelys o o aS o sols Koo 5 o
Burp |3l «wookie 4 form field g 3L (coie ;o winl,d pl 4 fowide S yw jshio 4 (Jlb cpl b oS

ol salgs oled | Fwly axas o ol b el bl SsS sled Sequencer
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@ Select Live Capture Request

Send requests here from other tools to configure a live capture. Selectthe requestto use, configure the other options belo
click "Start live capture™.

l Remove J # 4| Host | Request

— |1 hitp:i/google-gruyere.appsp...  GET [776282218134/login HTTPA.1Hos...

l Clear J 2 hitp:/google-gruyere.appsp... GET favicon.ico HTTP/1.1Host google-g...
3 hitp:iigoogle-gruyere.appsp...  GET [776282218134/l0gin HTTPM.1HOS... |
4 | hitps:fiwww. packtpub.com I GET llogin HTTP/M 1Host www.packtpub...

Startlive capture |

Token Location Within Response

E;

Selectthe location inthe response where the token appears.

() Cookie: | SES593d7a233ed897d918053457b98164e93=nnre3prguiiddss3glbs .. !'J

() Form field: | captcha_token=25777319019d6adaa137 . |vJ

® Custom location: Configure

5L AS (Gauaz o,y )0 L (S SIS Configure (59, g 00,5 ol | Custom Location oy o8 o 5
sokhie 4ol Jdos g as e Cod g aslip els S ol 090 )X edit-captcha-token JLos 45 948 oo

DS ookl 5l j0 0ezge g ald 3l ol oo STe ol 9,8 o

maxlength="128" size="60" class="form-text recguired™ /> s
</ diwv> -
<p>By registering you will receive the latest news, articles and exclusive offers
from Packt via email. A confirmation email will be sent to this address, please

click on the link in this email to verify yvour email address. Hot received a
confirmation email? Check your spamn/junk folder and add us as an aunthorized
sender for the email content that you use.</p>

<p>To change your mail preferences once you have
registered, visit the "My Account’” section of this site.</pr<fisldsst
class="captcha"><legend>CAPTCHA</ legend><diwv class="description”">This guestion is
for testing whether you are a human visitor and to prevent automated spam :)
submissions. </div><inpuc type="hidden" name="captcha =sid" Jid="edit—-captcha-=sid"
walue="243743 75" f>
<input type="hidden" name="captcha token" id="edit-captcha-token"
wvalue="Z57773f959f9dEadaal37b40Db0&5deall"™ L=
<diwv style="width:5.75em:;height:1l.5em:; font—-size:Z0pt;: "><diwv
style="width:5.75em; float::right; "><diwv -
style="width:5.75em;height:1l.5em; fonct—-si=ze:Z0pt; "><diwv v

?— = e T edit-captcha-token 1 match
] i frissie] i

| oK J | cancel J

Jb el oals Bolay al Se5 G Julis edit-captcha-token paic Jade S oo oadlin a5 jshiles 6
< oolaw! &&55 Lgl.b u,uL».o.c Lg‘).o aS Cowl LS.uoL..sb}o).s 5o djjo)b.v‘ J.‘>‘5) (5:9).‘.01 R N JJ)|A§J
Burp aid, o) 50,5 bl 5l ey 0SS Gl | ans, sled lal (b o 4 00310, aid, ool (04

(Jos ;5 .05 0 g, End at delimiter g start after expression i sle ald 5095 & g0 4y Sequencer
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3,90 gl a5l Se5 zliseinl gl wilgs o a4 ST o (gl eoguzme (105 oLl 4 SWS Il
2.5 1,8 eolaul

[¥] Define startand end [] Estractfrom regex group
@) Start after expression: |-token”value=" “oken” value="( "7 \n=di
() Start at offset 16636
@) End at delimiter: = =n=div
) End at fixed length 2
[ Exclude HTTP headers [] Update config based on selection below Refetch response

sender for the email content that you use.</p> I
<p>To change your mail preferences once you have -
registered, wisit the ‘My Account’ section of this site.</p><ficldser
class="captcha”><legend>CAPTCHA</ legsnd><div class="dsscription”>This guestion is
for testing whether you are a human visitor and to prevent automated spam
submissions.</div><input type="hidden” name="captcha sid” id="edit-captcha-sid™

valus="724374375" />

<input type="hidden" name="captcha toksn" id="edit-captcha-token'

value="ES RS toorodcadaalgsaDbDeSdeaIE " />

<div style="width:B8.75em;height:l.5em; font—size:20pt;"><div )

style="widch:
style="widch:
style="width:
style="widch:
style="widch:
style="width:
style="widch:
style=rwicdch:

? — i edit-captcha-token 1 match

=m; font—size:20pt; "><div
loat:left:"><diwv

eight:1.5em; font—size:20pt: "><div
loat:right: ">6</div><diwv

loat: left; "><div

cight:1.5em; font—size:20pt: "><div
loat:right:">L</div><diwv

-
v

Dges (6 ,9) oz 4 5,0 dalipy b S SIS Start live capture (g9, » suols ploxil [, YU sla o5 a5 o5 7
S 4 F os Ojgo 4 g aiS o LSS L paia 1) alis sle cuulss )0 Burp Sequencer 13l .auS e
Gl Slbos 55,5 s5ile gl sgaz 0,2 ol ol Creiran S e gl Sl amio 1, o0l Uiy e
55 aslys il L
S92 S Sl L e aiges b3k ol ,d CiBes aiges 100 JBlas ¢ 35 o5lail 4 b ools (5,51 o 5loms 8
£9,5 5 08 S T (55, 52 5L leb analyze now 4eS's 45 A0S Azl iz ol Sas Puase 4SS

.Mo@uf%ul}om&wsﬁp@l;&ﬁ}ﬁys.momal@ouwbw@
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Burp Sequencer [live

@ Live capture (paused) l:l !

l Resume J l Copy tokens J ] Auto analyze (next: 1500) Requests: 1090

l Stop J l Save tokens J l Analyze now J Errors: 16
J , | Character-tevel analysis | Bit-level analysis | Analysis Options |
=
Overall result

The overall quality of randomness within the sample is estimated to be: excellent
At a significance level of 1%, the amount of effective entropy is estimated to be: 109 bits

Effective Entropy

The chart shows the number of bits of effective entropy at each significance level, based on all tests. Each significance level defines a minimum (l
probability of the observed results occurring if the sample is randomly generated. When the probability of the observed results occurring falls
below this level, the hypothesis that the sample is randomly generated is rejected. Using a lower significance level means that stronger evidence
is required to reject the hypothesis that the sample is random, and so increases the chance that non-random data will be treated as random.

=10%

=1%

Significance level
=0.1%

=0.01%

o 10 20 30 a0 50 [31] 7o 80 an 100 110 120

Number of bits of entropy

=0.001% |

Reliability

The analysis is based on a sample of 1063 tokens. Based on the sample size, the reliability of the results is: reasonable

&9l o sla ools wudles o Lo S0l gls ool iules 4 j0l8 &b Burp Sequencer |yl il iz 5l e
Oeizee S paste (e Sdalpg S5 0 1) T Slgize g 00,8 SIS copy tokens 4sSS (59; p At oy | 0sd
S9y 2 S S L aly o ) sl 08,55 (6 y5] mem odlo g ledlbl SIS ojlusl b 4T Ssal axgaie ]

20 dslol 1) (5551 aez 91,3 resume aaS's

D28 (oo Ginled Cond (o |y 0e5 03,9 Ceway =S Burp Sequncer I3l cwl )58 4LLS

summary <3 .1

character-level analysis <J

bit-level analysis <& .3
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olas anl oS¢ LT el youegd sl oo opl Yooro a0 e Sl Jdow s 51 (S 59,0 S summary 5
ol ools 5 1351, 15 sl Burp Sequncer |l e Jlo ;o .cancdlS 1> b cewl 00y

The overall quality of randomness within the sample is estimated to be: excellent

4080 oo &l eads (5,9 &o> o diged olaws v Sl yogs olazel LB ‘_,’J.L;.)')l S I el eioren
Sl ool 1)) g glaz pla yo (Bolal 4l e S8 S Bolas @1%5)14.?%;_;“_]&0 Olaae

The overall quality of randomness within the sample is estimated to be: extremely poor

w‘ L Ll o oo el @L..: 4:-; SR (0 &l Lgl.qjl 615 3,9l S Burp Sequncer lpl ¢ Joare > o
0055 oyt S35 Algs o 4bptiy ol el 53 LS paizmad o Slazel LB adpan 5l ol polis
character-level _J «Zawl ,S3 4LLE 0S colaiwl ouls S O s oald yauegd (gly bit-level g character-level
0900 b ST JWl g s comdge do STl Covo s Gl smulin Jgoo g o1 Sho (pass ol analysis

ol due Jogil ololiss (sl dlos bit-level analysis <5 § 99d oo b (S5

Burp Decoder b b sold 6)&}-0) 9 cs’L”‘S)-") ¢ ‘55))9

b 5 el Ao ey LB iz b e 4, LiS e, 5 658550y (gl Lol el o0l 4134] S, Burp Decoder 34
ool b (599)9 (riw Hlel (gl sla prile Dja8 05 bl 4 ks oy cou by S ceel (L)
Jo e cwlle s el glo 305 095 590 Gln @l B Gy e B iz o b il ()5,
S5 S s 3l ol 4 o lsliael e (g3ie 3l oolil b 1, asly b anslss 0 il co Lo 51l ol gl 5 1o

oS s ) 5 sl

I, send to decoder 4335 e (s9ie 5l 9 00,5 Cenl, SUUS T (59, g ausS Gl Ll b 1) ans, SO 1
S ol

decode (slo gie 3 )b i LB QLI b asdy 6,50, 9 ol je, o olg Sl cpl @ ad ) a5 Ko 2

L1, e ail, Hash... Ceomd 5l a2 o ojl>| Burp Decoder |3l ¢ pl 1 ogdle 045 anlg> Ko encode as g as

WS oliF e, 9 5,50, SHAS12 g SHA256 SHA MD2, MD5 aile guly oaisS o ailss
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[TargetT Proxy T Spider T Scanner T Intruder T Repeater T Sequencer TDecodEf T Comparer T Options T Alerts ]

'm tired] ® Text (U Hex EJ
r—
| Hash .. -

l Smart decode J

% 49% 273 6d%20% 74% 6% 7 2%A5%54% 28 ® Text (U Hex
[Decode as:... |v-
|Encodeas .. |7

Hash ... ¥

l Smart decode J

WS (65, sl LB SO L T 4l ) SO Ol gis smart decode 4oSS 5l oolaiul b alyy oo Lo yuimen
Sl it o 3 5515 o 4355 0l b 0l L 55 sl s ks et iotign g, 425

L Colw ©g ald 40,5 duw Lo ¢l ‘55)49

O 4 el labs 5 Cor jlews JI5 S S sl aslin jo Gl gwies S Sl sle ans pailig,
oplanS solitul sl slo cans ol ololis glp 0slg oo )] 5 A5 Cowl oo iy y25 Burp asbip j0 Sy o
Burp 4oly ;0 Shg opl 0sd oo il o Cule g aldl awnlin Ly compare site maps oU b Burp 4ol ,o (S5
Ll Al S cwyp S0 0o bl b o] sla gl 5 05,5 aslio oo L 1) Cole Gy 90 ki aad oo o3l Suite
Sy ool oly SO Sy ) 4o job 4 (b (pl b ojle s (adrine |, b Sglas Wogs O ja0 4 dnli y conl S8

Ao oo &l alitre o yiws obaw b (60,5 sla Clus loolainl b Gus g Cod aulie 4l g 50

ooy s (slo S i3l asein &1 g, ol oS LS5 S e o s e b I8 S 5l ool L L
b aslgs (oo Lol (izmed 0igS (S3508 Dy (o yts el (592 YU (g (nl 4 g jobo 4y S SeS
WSS gy |y ol ) gy sla SS9 00,5 59,0 alie 60,5 slo Clus L ldas g o
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oolaiwl Shg opl 51 0 I3 Jl 2 4y 0,18 592> Burp Suite 4ol p Pro dseud o Free adund )0 o2 Sy ol
ot sy (Gbl abais S a5 1S sy el o Lo el 0l (b 50 ey 518 )y 550 |y (] 5 @S
)40' L~ Sl Sg2>g0 ol Cogd )‘)Jb‘ ).,)15 6‘)4 Jaidd <9
4 995 5,5 Clus b e .0y, hittps://www.packtpub.com/login o 4y Burp Proxy (gais, S 5l w1
LaS 60,5 Clae sl daid Lads (50,15 amio Slgiome b ol cdsS a5 o 4S5 cpl 45 .04 85 ]
Ol @ asly b ;508 wgd 7y 053 (5,5 Clus 5l 515 sl 59250 Wl oals Cuga lhal adliy 4
VS5 KVERLAWR @L;n
il account  JLL alads JLss 4y Burp Proxy Il site map <o [0 pl5 ,0 .2
compare 4535 g 03,5 Cawly SUUS 1 (59, 2 canl oo o0l ol 5 ;0 00l 03 ,9] pguat jo a5 jghiles 3

L) 00,5 bl | account g1 Lais a5 oS fol> lacel] uioren LosS Sl | site maps

burp intruder repeater window about
" repeater | sequencer | decoder | comparer | options | alerts
target Proxy spider | SCcanne
[ site map | scope |
| Filter:
? S https:/iwww. packtpub. co| host method
D . https:/www.p... GET Waccount
D about
[ about-us
o (B3 account
acce
. g artid D https://fwww.packtpub. com/account
[} artid remowve item from scope
D auth spider from here
Clbooi  sctively scan this
o (3 book
[ cong send to intruder
o 33 =bod send to repeater e
D inde trnd r=r
: send to sequencear
= &% login send to comparer (request)
L[] new send to comparer (response) :02:09 G
D show response in browser charset=
o= (G :
0 reguest in browser | gs-on-n0
D engagement tools [pro version only] T 2012 2
= scache ,
o 3 p= Ccompares site maps i
D , delete item =0, pre—
M copy URL
[} copy links
-l i | sawve item

el dgl cond (] 1o .05 walgs 5L ol 0oy S Burp 4wl y wompare site maps aiy 35 bl 5l e 4
o3l Lo dnslio (sl 4l @te S plsre 4 Sulo a2l Gl 51098 (oo (Jol Culo a2 3,5 a5 Juls
Loy (gl, use current site map 4035 add 0uS oo ool Burp Suite doli p Free aseus jl Lol 51098 o0

S S next (gg, p g 0 bl | T el salgs deg
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E  Compare site maps | )

lzJ Site Map 1

Selectthe source to use for this site map

@) Use current site map

Burp state file [Provers

- Cancel MNext

o

use only 435 GGl b Jlie olgie 4 .08 Ol anslio glp 1) casein gl ol wb bads pgo 5 j0 5
Oezeed S e dgaoe Ghb ahds SO lp |y b cole g 4t anslie  F5g Lo selected branches
ssbie Gy 9 amlie 1) GLL bl (aled aplyte ((lBas asliyy 03,5 (ol 5o ol (S
aletn Conl (S Lol ¢(yuizmer 0aS Ol b)) sly 1) use all items with responses diy 33 w3l
include in- 4535 aled oo jebate s S QLBGl aslie gl 1, Burp I3l in-scope ;o 59250 slo ol
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2] site Map 1

Specify the items to include in this site map. If you want to re-request the site map in a different session
context, you should restrict to in-scope items and also ensure that the defined scope excludes any
requests that modify that context, including login and logout.

@ Use all items with responses
i) Use only selected branches

[ Include in-scope items only
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l.'.: Compare site maps l":" =l ﬂ

@ Site Map 2

Selectthe source to use for this site map.

- - - rn ct=ke Fila TDen arcin - 1]
oadfro Irp state file [Proversion anly

m

@ Request map 1 again in a different session context (configured in Options / Sessions)

Back Mext
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E Burp Suite Free Edition v1.5

Burp Intruder Repeater Window Help
Target T Proxy T Spider T Scanner T Intruder
Repeater T Sequencer Decoder Comparer T Options T Alerts

[ Connections T HTTP T SSL TS&SW}S T Display T Misc ]

== "
2| Session Handling Rules L\
G You can define session handling rules to make Burp perform specific actions wher
scope (for particular tools, URLs or parameters), and can perform actions such as
application, or checking session validity. Before each request is issued, Burp appli
forthe request.

: Add J Enabled | Description T

[E7d] Use cookies from Burp's cookie jar =1

Edit
Remaove
Duplicate S
Up

[ Drown J

To monitor or troubleshoot the behavior of your session handling rules, you can us
processing each rule.

L Open sessions tracer J

2| Cookie Jar L
—wl  Burn maintaine a cnnkie iar that storas all nft?}mjmmmﬂg v
L% -

-

lo cais slo (\Se5 solod (3P 3gh oo 3L AT (guaz 0y .S KIS Open cookie jar (g, p (pwas

D20 oo yioled |y Burp lawsi ool oolaiul

-
I.'_,‘ Cookie jar viewer

Domain Name Value | Expires | l Edit cookie J
delta-sear... visitorlD 1377597193-1759052406 A N N
delta-sear... bsearchCn.. IR Remove cookie
delta-sear.. __utma 1.590733757.1377597190...
delta-sear... _ utmz 1137759719011 .utmesr... Empty cookie jar
delta-sear... showBanner true
delta-sear... _wstate V33D ZWM26uweek¥haID2Z
| delta-sear..  woaolikified 0 %

Close
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r‘; Cookie editor mﬁ
Domain: |www.pa|:ktpub.cnm| |
Mame: SESS083d7a233edB897d918053457b98164.893
Value: SkE691946lra7 3ta1drkfkiceid
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E Burp Suite Free Edition v1.5

Burp Intruder Repeater Window Help

{Target T Proxy T Spider I Scanner I Intruder T Repeater T Sequencer I Decai

[Cunnec’u’nns I HTTP T S5L T-Sessirms I Display I Misc ]

Session Handling Rules

7
@ You can define session handling rules to make Burp perform specific actior
adding session cookies, logging in to the application, or checking session

| Add | Enabled | Description

v

| Use cookies from Burp's cookie jar

anlgs 5L Session handling rule editor pU b yo> 0,0 G Burp 4ol edit 4aSs (59, 50,5 SUS 51 s 12
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I"i Session handling rule editor

Details | Scope

L?J Tools Scop

1]

Select the tools that this rule will be applied to.

[ Target ] scanner [] Repeater
(] Spider [ ] Intruder [ ] Sequencer
(] Proxy (use with caution)

@ URL Scope
Use the configuration below to control which LRLs this rule applies to.

(® Include all URLs
() Use suite scope [defined in Target tab)

() Use custom scope
|_?J Parameter Scope

[ ] Restrictto requests containing these parameters:

T
(=1

You can restrict the rule to requests containing specific parameters if required.

d

=3
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[Firten showing all items I kay: O

idl EEIEEEE =odded [ sync s=lection

Map 1

m—methw [ response | request |

| hex html | render .

raw headers

<1 g0 £
|!method| | response | request |
hex | html | render |
| raw | headars

T I — Y | 5800 iy | K1E >

change options | dose
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