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! Simple Key Management for Internet Protocol; SKIP
* Point to Point Tunneling Protocol, PPTP

3 Password Authentication Protocol,PAP

4 Challenge Handshake Authentication Protocol, CHAP
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! Remote Routing Access Service, RRAS
% Layer2 Forwarding protocol, L2TP

3 User Datagram Protocol, UDP

* IP Security, IPSec

* Layer Two Filtering
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VPN
. XP
XP
. Network Connections

Create a new connection

Metwork Tasks

-'.T;'l Create a new connection

%) Set up a home or small

~ office network

Connect to the network at my workplace next
. next

. next

XP

|

New Connection Wizard

Hetwork Connection Type [
‘what do you want to do?

() Connect to the Intemet
Connect ta the [ntermet o you can browse the Web and read email

(®)Connect to the network_at my workplace

Connect to a business netwark. [using dial-up or WPN] so pou can wark from home,
a field office, or another location.

() Set up a home or small office network
Connect to an existing home or small office netwark or zet up a new one.

() Set up an advanced connection

Connect directly to another computer uging your zerial, parallel, or infrared port, or
zet up this computer so that other computers can connect ta it

[ < Back “ Mext » I[ Cancel

!

Virtual Private Network connection
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New Connection Wizard

Network Connection
How do you want to connect ta the network. at your workplace? ]

Create the following connection:

() Dial-up connection

Connect using a modem and a regular phone line or an Integrated Services Digital
Metwark [ISOM] phone line.

©¥ ;
Connect to the network using a vitual private network [VFM] connection over the
Intemet.

< Back ]l Mewt I[ Cancel

. IP

New Connection Wizard

VPN Server Selection
What iz the name or address of the WYPN server? |

Type the host name or Internet Protocol [IP] address of the computer to which you are
connecting.

Host name or IP address [for example, microsoft.com or 157.54.01

[ < Back ]l Mext » I[ Cancel

Finish . Next 1P

Network Connections
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User name: | |

Password: | |

[ Save this user name and password for the follawing users:

Me only

Anyone who uses this computer

I Eomect II .anc;el ” E[oggrlies I QBJE_ ]

ISP

Network Connections
properties

(- Souf Properties

General | Optionz || SecLiity || Metworking || Advanced|

Host name or [P address of destination [such as microsoft.com ar

157.54.01):

First connect

Windows can first connect the public network, such as the
Internet. befare trying to establish this vitual connection.

[ Cial anather connection first:

Show icon in notification area when connected

| 1] 9 |[ Cancel ]

1P general

. (System tray)
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W 2 2:31PM A network cable is unplugged

Network Connections

disable local Area Connection LAN or high speed dialing
(Enable)
network adapter device manager
1P
VPN VPN

Create a new connection Network Connections
next
next . Setup an advanced connection
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next

VPN

New Connection Wizard 1

Metwork Connection Type
“what do you want to do? |

() Connect to the Internet
Connect to the Intermet 2o pou can browse the "Web and read email

() Connect to the network at my workplace
Connect to a business network, [using dial-up or YPN] 50 you can work from home,
a field office, or another location.

() Set up a home or small office network
Connect to an existing home or small office network. or zet up a new one.

@iset
Connect directly to anather computer uging your zenial, parallel, or infrared port, or
st up thiz computer o that ather computers can connect ta it

_up an_advanced connection

[ < Back “ Mext » I[ Cancel

. Accept incoming connection

Network Connections incoming connection

( Connection'Wizard 1

Advanced Connection Oplions
“which type of connection do you want to set up?

Select the connection type you want:

Allaw ather cormputers to conhect to thiz computer through the Internat, a phone
ling, or a direct cable connection.

< Back “ Mext > I[ Cancel

. ( ) next

Allow virtual private connections
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Properties

1P

( ew Connection Wizard 1

Incoming ¥irtual Private Metwork [VPN] Connection
Another computer can connect to yours through a YPH connection

“Wirtual private connections ta your computer through the Internet are pozzible only if
your carmputer has a khown name or [P address on the Intemet.

If you allowe WPN connections, the system will modify the Windows Firewall settings to
allow your computer ta send and receive VPN packets.

Do you want to allow witwal private connections to this computer?

(O Do nat allov virtual private connections

< Back “ Mext » I[ Cancel

. Remove Add

Metworking Software

next
. VPN

Metworking software allows thiz computer to accept connections from other kinds
of computers.

Select the check box next to each tppe of networking software that should be enabled
far incoming connections.

Wetwaorking software:

-~
B! File and Prirter Sharing for Microsoft Networks H
QoS Packet Scheduler M

Description:

Transmizzion Control Protocol/Internet Protocol. The default wide area network. protocol
that provides communication across diverse interconnected networks.

[ < Back “ Mext » I[ Cancel

IP

DHCP IP

dynamic host configuration protocol
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incoming

Incoming TCP/IP Praperties

Metwork access

Allow callers to access my local area network

TCRAF address assignment
() Assign TCPAR addresses automatically using DHCP

() Specify TCP/IP addreszes

From: | 192 168 . 0 . 1
Ta |192_153_ o .10
Tatal; |1EI

[ Allow calling computer ta specify its awn [P address

[ ok

| [ Cancel

Finish

incoming connection

127.0.0.1 1IP
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- Virtual Private Networks for Windows Server 2003,
http://www.microsoft.com/windowsserver2003/technologies/networking/vpn/default. mspx

- WWW.HELMIG.COM

- WWW.HUPAA.COM

- Virtual Private Networking Frequently Asked Questions

- Antivirus Firewall Anti-Virus Firewall Hardware Software VPN LAN WAN Wireless Network Security
Policy UKfiles
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